Bepcus 4.1 Mpumep ncnonb3oBaHKA Pepakuuns 6

BbicokonpounssoautenbHoOe pelueHue ¢
ucnonb3oBaHuem «C-Teppa L2» n
GanaHcupoBKKU Ha b6a3e Catalyst 3560-X

OnucaHue cteHaa

CueHapvii UNNIOCTpUpyeT MNOCTPOEHNE 3aLUMLLEHHOrO COeAMHEHUs Mexay OBYMS CerMeHTamu OOHOM CeTu
SN1. [Ing 3awuTbl coeamHeHns byayT noctpoeHsl VPN-TyHHenn mexay wnosdamm GW101-105 n GW201-205.
YctpowictBa IPHostl u IPHost2 cmoryt obwatbcs mexay cobon no sawmweHHomy kaHany (VPN). Tpadwmk
ypoOBHAN L2 npuxoaut Ha kommyTtatop, OanaHcupyeTcsas Ha OAMH M3 LWM30B, MHKancynupyetca B L3,
wnopyetca M nepepaertca Opyron ctopoHe. Ha gpyror CTOpoHe npuwlegwnin Tpaduk gewmndpyercs,
Aekancynupyetcs B L2 1 nepefaetca ganee.

Moptbl GiO/1-4 kommyTaTtopoB Switchll un Switch2l o6beanHeHbl B EtherChannel. BanaHcupoBka
OCyLLEeCTBIAETCH € NomoLLbio npoTtokona PAgP. banaHcupoBka npoucxogut no IP-agpecy nonyyatens, HO 3TOT
napameTp MoxeT OblTb n3MeHeH. HacTpovika w308 6ygeT ocylecTBNATLCA NPEMMYLLECTBEHHO Yepesd «C-
Teppa KI».

BaxHo! [lpu HeobxoguMmMocTu wucnonb3oBaHust npotokona LACP, obpatutece B Cnyxby TexHudeckown
Mopoepxkn — https://support.s-terra.com/.

B pamkax gaHHoro cueHapwsa gns ayTeHTudukaumm napTHepbl 6yayT ucnone3oBaTb cepTudmkatsl. B kayecTse
KpuntonpoBangepa 6yaet ucnone3oBaH «Kpuntollpo CSP» Bepcumn 3.6 (R4). LUnto3bl 6e3onacHocTn «C-Teppa
LWnto3 4.1» ¢ nporpammHbiM mogynem «C-Teppa L2 4.1». Cuctema ynpasneHusi «C-Teppa Kl 4.1».

MapameTpbl 3aLLMLLEHHOIO COEANHEHMS:
o |IKE napameTpsbl:

o AyTeHTudUKauums Ha cepTudumkatax — GOST R 34.10-2001 Signature;
e Anroput™m wndpoBaHms — GOST 28147-89 Encryption;

e AnropuTm BbluMcneHus xew-pyHkumn — GOST R 34.11-94 Hash;

e [pynna Oudpdun-XennmaHa — VKO GOST R 34.10-2001,

e |Psec napameTpsl:
e ESP anroput™m wudpoBaHua — ESP_GOST-4M-IMIT cipher.

Cxema cteHpga (PucyHok 1):
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§ eth0 eth0
Gio/1 101 201 01 Gio/1
Gioyns | 101 ethl ethl ~tha |~ 3 Gio/13
| eth2 |
} GW101 GW201 I
I
| eth0 tho \
| Gio/2 102 10.0.0.0/24 .202 ELLLE Gi0/2 |
. | 1102 ] 201 |
Gu0/14r -t ethl ethl | j‘GiO/14 _
] GW102 | L Gw202 ] :><: —
. T eth0 etho T
I I Gio/3 .103 203 Gio/3 |
IPHOStL 1 switch1l gy — —f— 103 ethl | Switch12 Switch22 [eth1 =201 4 6ions Switch21 IPHost2
192.168.1.1 | | eth2 eth2 | 192.168.1.10
} } GW103 GW203 }
- ! [ etho |
57 - | Gio/a Lho 104 204 o1 Gio/4 |
| b S, I Gi
KM Gio/16 _ _ a%% ethl ethl oth? Gio/16
192.168.1.100 GW104 GW204
[oBepeHHasa ceTb SN1 Cetb c wnpposaHHeM Mgmt ceTb
192.168.1.0/24 Tpadukom 10.0.0.0/24 192.168.1.0/24
PucyHok 1
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Bepcus 4.1 Mpumep ncnonb3oBaHKA Pepakuuns 6

Hactpouka cteHaa

MoaroToBKa K HacTpoWke

MpegnonaraeTtcs, 4TO:

e Llnto3bl He HAaCcTpPOEHbI 1 NPOLECC NHULManM3aLmm He NPoVaEH.

e [eHepauus KOHTEMHEPOB C 3aKPbITBIMW KITFOYaMM NMPOUCXOAMT HE Ha LUMI03ax.

e YLl HacTpoeH.

e T[lpoaykT «C-Teppa KI» ycTaHOBNEH Ha YCTPOMCTBE Server n Nnpon3BedeHa HauyanbHas HacTpoWKa.

e JlokanbHble cepTudmKaT CreHepupoBaHbl, KOHTEMHEPDI C KIloYaMKn Co34aHbl Ha OTAENbHbIX KMHOYEBbIX
HocUTEensx.

OTanbl HACTPONKK:

e Co3gaHne YCTaHOBOYHbLIX MaKeTOB AMNs KaXAoro Lwio3a npu nomoiun «C-Teppa Kly;
e CosgaHue cdannoB KOHMUrypaumumn n nuueHsnn «C-Teppa L2y»;

e HacTponka Wn3os;

e Hactporka EtherChannel Ha Switchll n Switch21;

e HacTpolika ocTanbHbIX YCTPOWCTB;

Mpoueccbl reHepaumm ceptudmkata YL, ©u  nokanbHbiX CcepTUUKATOB B [OaHHOM CUEHapum He
paccmaTtpuBatoTca. Ha BbIxoge Mbl OOMKHbI NONy4nTb hannbl oopmaTa .cer (nokanbHble cepTudmkaTthl ans
Kakgoro winio3a M aosepeHHbid ceptudmkat YL) Ha yctponctee Server. KoHTelHepbl COXpaHATCS Ha
OTAENbHbIE KITHYEBbIE HOCUTENN.

B gaHHOM cueHapum OygeT MCnonb30BaThCs YXKE YCTAHOBIEHHbIW U HAacTpoeHHbIM npoaykT «C-Teppa KI» Ha
ycTponcTtee Server. [lpouecc yCTaHOBKM M HacTPOWKM OMMcaH B AOKyMeHTauum «[lporpaMMHbIvi npoAykT C-
Teppa K. Bepcus 4.1. PyKoBOACTBO aAMUHUCTPATOpa».

Co3paHue ycTaHOBOYHbIX NakeToB npu nomoln «C-Teppa KM»

[lo6aBneHue wnio3a GW101 B KI

1. B meHio “Clients” Bbibepute nyHkT “Create” (PucyHok 2).

ﬁVPN UPServer console
File Groups Eﬁﬂ Tools  Help

SHEW,..

Clients I Set]
Fropetties. . .

List of grou of dients

All dients

Update, .,
Functions 3
Get packages. .
Enable

Disable

Retry

Cleat:

Client ID | condition

Remoye

PucyHok 2

2. B nossuslemca okHe “Create new client” (PucyHok 3) BBegute ums B none “Client ID” n HaxXmute KHOMKY
“E?
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Create new client |
Client ID | swiod]

Product package I iﬂl |

Device password I

UPAgent settings IC:HProgramData'l,UPSnarver'ycsetﬁngs.txt |

PucyHok 3

3. B okHe “VPN data maker” B none “VPN product” Beibepute “S-Terra Gate 4.1” (PUCyHOK 4) 1 HaxXmuTe

kHonky “Run Wizard” gns 3anycka mactepa HaCTPOMKM.

- (O] x|

File Maode

VPN product  |ERIEICEEEEIE Crypto provider ICry‘pb:uF‘ru:u j

L5P |Cerﬁﬁmtes I Keys I Settings I License I Interfaces I RMNG container I Software I

™ LSP format is csco-ike

=)

-
4 k

Load from file... | Checdk |

Fun Wizard... | QK I Cancel |

PucyHok 4

B okHe macTepa HacTponkn gobaebte ceptudukat YL u nokaneHbin ceptudumkat (PucyHok 5).

Mpu pobasneHnn nokanbHOro ceptudpmkata BBeAuTE MMS KOHTEeMHepa B none “Key container name” u
naponb (Maponb COOTBETCTBYET NapOsit0 Ha KOHTEMHEP KOHEYHOro YCTPOWCTBA, OH MOXET OoTnmyartcs OT
napons 3agaHHOro Npu ns3HavanbHOW reHepaummn KoHTerHepa) B none “Key container password” (PucyHok
6).

BaxHo: obpatuTe BHUMaHue Ha nms koHTenHepa — \.\HDIMAGE\HDIMAGE\\vpngate101
Heobxogumo ykasaTb MMS KOHTENHepa Ha KOHEYHOM YCTPONCTBE.

Mocne pobaeneHns cepTndUKaToB HAXMUTE KHOMKY “Next >”
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Bepcusa 4.1 Mpumep ncnonb3oBaHKA Pepakuuns 6

EWEard - make vpn configuration (1/3) x|

Ha nepsoM ware Bam HeobxogMMO HECTPOWTE NEPaEMETPE! 3YTEHTUGOMKALYN,
JoCTyNHEl ABE METOAS AYTEHTHEMKALIM Ha CEPTMDMKATAX M Ha NPELonpeleneHHEIX
Knouax. 3agaiTe TpelyeMEle NapaMeTpel M HEMMUTE KHoMky Mext.

—Trusted certificates

Subject | Issuer | Serial number | Add
C=RU,L=Mosco.., C=RU,L=Mosco..., 4E4B0B 11EF ...

Wiew

Remoye

|

—Local certificates

Subject | Issuer | Serial number | Contair Add
iC=RU,0U=Rese,.., C=RUl=Mosco,,, 6113370200, \L.\HDI Madify

i

Remoye

4| | i
—Preshared keys
MName | Value | Hex value | Add

[adify

i

Remoye

Load... Save... = Back | Mext = I Cancel |

PucyHok 5
Certificate description x|
Figld | Value |
iVersion 3 i
Serial number 561193702 000000 000002
Signature algorithm GOST_R_341001_3411 (Crypto-Pro)
Issuer C=RU,L=Moscow,0=5-Terra C5P,0U=Research,CN=CA...
Valid from Thu Mar 19 14:44:44 2015
Valid to Sat Mar 19 14:54:44 2018
Subject C=RU,0U=Research,CN=G\W101
Public key GOST R 341001(512)
Alt-subject <Mone=
Hash MD5 EC 56 19C2D53EB1B0 50 AC 5D 0C 43 152300
Hash SHA1 A4 36 5A A1 27 AE4CBC ABB4E2ED 78 CEB1 38 4F 22...
Key container name I \\ \HDIMAGE \HDIMAGE\\vpngate 101
Key container password I
Ok I Cancel

PucyHok 6

5. B cnepywouwem okHe macTepa gobasbTe npaBuna obpaboTkm ceTeBoro Tpaduka, Haxas kHonky “Add...”".

5.1.

B nosieuBwemcsi okHe “Add Rule” HacTponTe 3awmeHHoe coeanHeHme mexay SN1 n SN2:

ykaxute anuac ans wudpyowero uHTepdenca B none “Network interface alias” (anvac
GigabitEthernet0/1 obbl4HO cooTBeTCTBYET MHTepdency ethl; cooTBeTcTBME anvac — U3NYECKUI
NMHTepdenc MoXHO NOMeHATb B M. 8.3 AaHHOro pasaena);

B none “Local IP Addresses” HacTponTe agpec nHtepdgenca Gio/1 wmosa GW101 (10.0.0.101/32);
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e B none “Partner IP Addresses” HacTpownTe agpec nHtepdgeinca Gio/1 wnosa GW201 (10.0.0.201/32);

e B none “Action” BbibepuTte nyHKT “Protect using IPsec” n gobaebte agpec uHtepgenca GiO/l wrnto3a
GW?2 (10.0.0.201), HaxaB knasuwy “Add...”;

e rocrne NpoBeAeHMs BCEX HAaCTPOeK Haxxmmnte kHomnky “OK” (PucyHok 7).

Add Rule =
Metwork interface alias I GigabitEthernet0/1
rLocal IP Addresses Partner IP Addresses
 Any ¥ Custom  any ¥ Custom
IF Address I Subnet Mask I IF Address I Subnet Mask I
10.0.0.101 255.255,255.255 10.0.0,201 255,255.255,255
Add... | Edit... | Remove | Add... | Edit... | Remove |
—Services and Protocols r—Action
@ any " Custom IProtect using IPsec Yl
Name | Ports | Auth object: ICertiﬁmte: C=RU,0U=Research,CN=G\ ,,, |

Local ID: I DistinguishedMame: C=RU,0U=Researct

Partner ID: | Accept any ID

Tunnel IF Addresses of IPsec partner:
[~ Use random IP Address order
i10.0,0,201

HiE

[

Add... | Edit... | Removel

Add... | Editi. . | Removel Advanced settings |
,TI Cancel |

[~ Log packet matches

PucyHok 7

5.2. CospgaHHoe npasuno nogHumnte B npuoputeTe (PucyHok 8). Haxmute kHonky “Next >”.

ﬁ'ﬂﬁzﬂ rd - make vpn configuration (2/3) |
Ha sToM ware Bam HeobxoauMo 38A8TE NpaBna obpaboTk CeTeBOrn TPahMKa.
AobaeeTe HeobxoaMMbie Npasuna obpaboTki ceTesoro TpadMKa M HEWMUTE KHoMKY Mext,
Rule list:
Interface | Local IP Partner IP Services | Action |
GigabitEt... 10.0.0.101 10.0.0.201 Any Tunnel{10....
Any Any Any Any Pass
Downi |
Add... | Edit... | Remaove |
Load... Save... < Back | Mext = | Cancel |
PucyHok 8
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6. B cnepyrowem okHe BBeanTe gdaHHble o npogykte «C-Teppa Wno3» n Homep nuueHsmn Ha «KpunTollpo
CSP». Nocne aToro Haxmute kHonky “Finish”.

7. Bce BBedeHHbIe HACTpOWKM OyayT oTpaxeHbl B KoHdurypaumm (PucyHok 9).

ﬁmdata maker _||:I|i|
File Mode
VPN product IS—Terra Gate 4.1 j Crypto provider ICr\,rptoPro j

LsP |Certiﬁmhes | Keys | Settings I License I Interfaces I RNG container I Software I

™ LSP format is cisco-ike

GlobalParameters
CRLHandlingMode = BEST_EFFORT
Title = "This L5F was automatically generated by S-Terra KP (cp) at 2015.03.20 11:02: 14"
Version =L5P_4 0

| v

)
LDAPSettings {
DropConnectTimeout = 5
HeldConnectTimeout = &0
ResponseTimeout = 200 —

)

SMMPPollsettings
LocallPAddress = 127.0.0.1
Port = 161
ReadCommunity = “public™

IdentityEntry local_auth_identity_01(
DistinguishedMame *= CertDescription {
Subject *= COMPLETE, "C=RU,0U=Research,CN=GW 101"
)

CertDescription local_cert_dsc_01(
FingerprintMD5 = "EC5619C2D58BB1B050AC500C491523007
Issuer *= COMPLETE, "C=RU,L=Mascow,0=5-Terra CSP,0U=Research, CN=CA-\ 20085P 1-X64-CA™
SerialMumber = "511937D2000000000002"
Subject *= COMPLETE, "C=RU,OU=Research, CN=GW101"
)
CertDescription partner_cert_dsc_01(

IKEParameters
BladdogRelaxTime = 120
BlacklogSessionsMax = 16
BlacklogSessionsMin = 0
BlacklogSilentSessions = 4
DefaultPort = 500
InitiatorSessionsMax = 30

ResponderSessionsMax = 20 -
< I

Load from file... | Check |

K | Cancel |

PucyHok 9

8. OrtkponTte Bknagky “Interfaces”.
8.1. OtmetbTe nyHKT “Network interface descriptions”.
8.1.1 HactpowTe IP-agpeca ansa nHtepdericos: 10.0.0.101/24 ona eth1 n 192.168.1.101/24 gnsa eth2.
8.2. [obaBbTe mapwpyT no ymonyaHuto B pasgerne “Extended routing” — 0.0.0.0/0 yepes 10.0.0.201.

8.3. Heobsa3aTtenbHbIN NyHKT. [10 ymonyaHuio KapTa uHtepdencos ¢ cootsetcTBuem “Logical interface
name” — “Physical interface name” Ha wnio3e HacTpoeHa (dann /etc/ifaliases.cf), ecnn ectb
HeobxooMMOCTh B ee 3aMeHe oTMeTbTe NyHKT “Network interface aliases”.

8.3.1 [dobaBbTe COOTBETCTBME  JIOTMYECKMX U (DU3NYECKMX  HasBaHWA  UHTepdencos:
GigabitEthernet0/0 (logical name) ansa ethO (physical name), GigabitEthernetO/1 gnsa ethl,
GigabitEthernet0/2 ona eth2, GigabitEthernet0/3 gns eth3 (onsa pasHbix Mogenen LWo30B N X
KOMMOHOBKM KONMYECTBO MHTEP(ENCOB MOXET ObITh Pa3NuNYHbLIM).

8.4. T[locne BHeceHMs 3MeHeHU Bknagka “Interfaces” 6ygeT BeirnsaeTb cnegyowmnm obpasom (PucyHok
10):
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EVPM data maker =13l x|
File Mode
VPN product IS-Terra Gate 4.1 j Crypto provider ICryptDPro j
LsP I Certificates I Keys I Settings I License Interfaces |R.NG container | Software I
Yirbual device address o .0 .0 .0
W Network interface descriptions
Name | Description | Todifs.. |
ethl Addresses: {10.0.0.101/24}
ethz Addresses: {192, 168.1,101/24} Add...
Remove: |
N
Do |
Load, . |
SaVEN. |
Extended routing
Destination Gateway Madifs .. |
:0,0.0,0/0 10,0,0.201 H
Add... |
Remave |
[V Network interface aliases
Logical name | Physical name - Modify... |
default =
GigabitEthernetd o ethd Add
GigabitEthernet0f1 ethl s
GigabitEthernet0,2 eth2 - Remave

™ Driver settings

il

Variable | Value Todif..

add, .,

Remave

Run Wizard... | oK I Cancel |

d

PucyHok 10

9. Hactponka 3aBepLueHa. YTobbl B ganbHenwem HacTpamBaTb OCTarnbHble LW3bl U3 WwabnoHa, HeobxoaAnmo
COXpaHuUTb HacTpomnkn B ¢ann *.vpd. [Ana atoro B okHe “VPN data maker” Bblbepute meHto “File”, nyHKT
“Save as...” n coxpaHuTe cann.

10. Ona coxpaHeHus HacTpoek wnto3a GW101 B okHe “VPN data maker” Haxmute kHonky “OK”.

11. B okHe “Create new client” (PucyHok 11) HaxmuTte kHonky “OK”.

x
Client ID | G101
Product package I C:'ProgramDataUPServer\tmpwpn_product_
Device password I
UPAgent settings I C:'\ProgramData|JPServer icsettings. tvt _I
0K | Cancel |

PucyHok 11

12. B okHe KIT otobpasutca wnio3 GW101. NepeBeanTte ero B akTUBHOE COCTOSIHWE, BblIOpaB B KOHTEKCTHOM
MeHt NyHKT “Enable” (PucyHok 12). “Administrative state” nsmenutcs ¢ “disabled” Ha “enabled”.
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EVPN UPServer console

File Groups Clients Tools Help
Clients |Settir|g5 |
List of groups List of dients
# Client ID Condition Active updates ied updates |  Administrative state

Properties...
Create. ..

Update. ..
Functions 3
Get packages...
Disable

Retry,

Clear:

Remove

PucyHok 12

13. B koHTekcTHOM MeHto wno3a GW101 Beibepute nyHKT “Get packages” (PucyHok 13). YkaxuTte katanor ons
COXpaHeHMs yCTaHOBOYHbIX NakeToB. B ykasaHHbIN kaTanor 6ygyT coxpaHeHbl ABa hanna:

e setup_upagent.sh — cpaiin, cogepxawwmi gaHHele ans Kri;
e setup_product.sh — dpann, cogepxatumin HactTponkn ans «C-Teppa LLUnto3».

JdaHHble dannbl, BMecTe ¢ KnodYamy Heobxoanmo ByaeT nepeHecTy Ha W3 1 TaM YCTaHOBUTb.

EV’PN UPServer console

File Groups Clients Tools Help

Clients I Settings I

List of groups List of dients
All dients ~ Client ID

Condition Active updates ied updates Administrative state F
GW101 new =

Show...
Properties...
Create...

Update...
Functions 3

Get packages...
Eriable

Disable

Retry

Clear

Remove

PucyHok 13

[lo6aBneHue wnio3a GW201 B KI

B meHto “Clients” Bbibepute nyHKT “Create”.
B okHe “Create new client” BBegnte HasBaHue wnto3a GW201 B none “Client ID” n Haxkmute kHonky “E”.

B okHe “VPN data maker” otkponTe meHto “File” n Beibepute nyHkT “Load...”.

A 0w NpoE

OTkponTe cos3gaHHbIn paHee (n. 9 pasgena “[do6aeneHue wno3a GW101 B KIT") cdanmn *.vpd ¢
HacTpovkamu wro3a GW101.

5. Barpysutca koHurypaums wintosa GW101, B koTopon Heobxoanumo usamennts IP-agpeca, ceptudmkaTt, ums
KOHTENHepa, NULEH3NI0, HACTPOWKMN NHTEPENCOB.

6. 3anyctute macTtep HacTpouKu, Haxas kHorky “Run Wizard...”

6.1. B nepBoM OKHe MacTepa 3ameHUTe nokanbHbin cepTudukat (pasgen “Local certificates”) Ha
ceptudumkat ansa wnosa GW201.
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6.1.1
6.1.2
6.1.3

6.14

Ypanute ctapbii cepTudukaTt, odaBbTe HOBbIV Ans wno3a GW201.
B none “Key container name” ykaxxute ums koHterHepa — \\.\HDIMAGE\HDIMAGE\\vpngate201.

B none “Key container password” BBeguTe napornb Afs KoHTelHepa wno3a GW201 (naponb
COOTBETCTBYET MaposIto Ha KOHTENHEP KOHEYHOTO YCTPOMCTBA, OH MOXET OTnMyaTtcs oT naposns
3a/JaHHOro Npu M3HavanbHOM reHepaunn KOHTENHepA).

B okHe “Certificate description” HaxxmuTe kHomnky “OK” ans coxpaHeHWsi BHECEHHbIX N3MEHEHUN
nokaneHoro ceptudukara.

6.2. [lepengnTte k cneayoLLlemMy OKHy MacTepa, HaxaB KHonky “Next >”.

6.3. B cneayoLlem okHe n3MeHUTe NpaBuno Ans uHTepderica “GigabitEthernet0/1”, Haxas kHonky “Edit”.

6.3.1

6.3.2

6.3.3

6.3.4

6.3.5

B paspene “Local IP Addresses” Heobxogumo cmeHuTb IP-agpec Ha 10.0.0.201 c mackou
255.255.255.255.

B pasgene “Partner IP Addresses” Heobxogumo cmenntb IP-agpec Ha 10.0.0.101 ¢ mackon
255.255.255.255.

B pasgene “Action” Heobxogumo cmeHuTb IP-agpec ¢ koTopbiM OygoeT CTpouTCcsl TyHHENb Ha
10.0.0.101.

B pasgene “Action” nameHute npuBsizaHHbIA K npasuny ceptudukar. Haxmute Ha kHonky “...”
psoom ¢ nonem “Auth object". B oTtkpbiBwemcsa okHe “Local ID” B none “Auth object list”
BblibepuTe cepTudumkat ans wnosa GW201 n HaxmuTe “OK” (PucyHok 14).

x

Auth object list;

Type | object |

Certificate C=RU,0=5-Terra CSP,0U=Research, CN=GW201

rLocal ID
ID Type: IDistinguishedName j
1D value: I C=RU,0=5-Terra CSP,0U=Research, CN=GW201

—Partner ID
ID type: I.-!\ccept any ID j
1D walue: I
I I value is template

0K I Cancel

PucyHok 14

Mocne nameHeHns HacTpoek okHo “Edit rule” 6yneT BbirmageTb cneyowmm obpasom (PucyHok
15):
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6.4.
6.5.

7.2.
7.3.

7.4.

EditRule x|
Network interface alias | GigabitEtherneto 1
rLocal IP Addresses rPartner IF Addresses
" Any ¥ Custom " Any % Custom
IP Address | Subnet Mask | IP Address | Subnet Mask |
10.0.0.201 255.255.255.255 10.0.0.101 255.255.255.255
Add... | Edit... | Remave | Add... | Edit... | Remave |
—Services and Protocols —Action
{* Any " Custom IPrDtect using IPsec j
Name [ Ports | || Auth object: |S-Terra C5P,OU=Research, SIEEIEDS ... |
Local ID: I DistinguishedMame: C=RU,0=5-Terra C¢
Partner ID: | Acceptany ID
Tunnel IP Addresses of IPsec partner:
™ Use random IP Address order
10,0.0,101 Lp |
Downl
Add... | Edit... | Remave |
Addl | Edit... | Remoyve | Advanced settings |
™ Log packet matches
oK I Cancel |
PucyHok 15

6.3.6 [locne BHeECEHWS U3MEHEeHW HaxmnTe KHonky “OK”.

B okHe MacTepa HacTponku nepenguTe Ha criefyroLiee OkHO, HaxaB KHonky “Next >,

B crepywouwem okHe M3MeHWTe HOMep nuueH3uMn Ha npogykTel «C-Teppa LWnw3» un «Kpuntollpo

CSP». Nocne atoro HaxxmuTe kHonky “Finish”.

Ha Bknagke “Interfaces” nameHute IP-agpeca, MapLupyTmM3auuio n COOTBETCTBUE UHTEPGENCOB.

7.1.

Onsa ethl IP-agpec 6yget 10.0.0.201/24, onsa eth2 — 192.168.1.201/24.

MapwpyT no ymonyanuo — 0.0.0.0/0 yepes 10.0.0.101.

CooTBeTCTBUE VIHTep(beIZCOB Ha OAHOTUMHLIX LWUM03aX C OOMHAKOBOW KOMMIEKTALUMEN MOXHO He

MEeHATb.

Mocne BHeCeHHbIX M3MeHeHW Bknagka “Interfaces” OymeT BbIrMAgeTb crnegywwym obpasom

(PvcyHok 16):

© 2003-2015 S-Terra CSP
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ﬂ\ﬂ’ﬂdatﬂ maker 1Ol x|
File Mode
VPN product  |S-Terra Gate 4.1 | cryptopravider |CryptoPro =]

Lsp | Certificates | Keys I Settings I License Interfaces |RNG container | Software |

Wirbual device address I 0 0 .0 .0

V¥ Metwork interface descriptions

MName | Description | i T | |
ethi Addresses: {10.0.0.201/24}
eth2 Addresses: {192,168,1,201/24} Add...

Extended routing

Destination Gateway | Modify. ..
0.0.0.0/0 10.0.0,101

Remove

¥ Metwork interface aliases

it

Logical name | Physical name - i T |
default =

GigabitEthernetd 0 etho Add...
GigabitEthernetdf1 ethi b
GigabitEthernetd 2 eth2 - Remaye

™ Driver settings

Variable | Value Modifs ..

I

Addi,

Remoyve

d

Run Wizard... oK | Cancel |

PucyHok 16

8. Hactporiku wntosa GW201 ctont coxpaHutb B dhann *.vpd.
9. Mocne atoro B okHe “VPN data maker” HaxxmuTe kHonky “OK”.
10. B okHe “Create new client” (PucyHok 15) Haxxmute kHonky “OK”.

11. B okHe KIT nosiButcs wnto3 GW201, KOTOpbIA HY>XHO aKkTUBUPOBaTh, BbIOpaB B KOHTEKCTHOM MEHIO MYHKT
“Enable”. Tocne aToro cos3gante ycTaHOBOYHbIE MaKeTbl, BbIOpaB B KOHTEKCTHOM MeHI MyHKT “Get
packages”. CoxpaHuTe nakeTbl B OTAENbHyl nNanky (nanky AN KaXAoro Ln3a AOMKHbl ObiTb
pasnuMyHbIMK, TaK Kak Ha3BaHWs NakeToB — OAMHAKOBbIE).

[lo6aBneHue octanbHbIX Wno30B B K1

[ob6aBneHne ocTanbHbIX LUK30B MNPOUCXOAUT aHanorm4yHo, C 3ameHon Heobxoaummbix |P-agpecos,
MapLUpyTu3auum, nokansHoro ceptudukaTa, NyTv Ao KOHTENHepa, Naporis Ha KOHTEMHEP U NULEH3UNA.

Mocne 3aBepLueHMs BCex onepaumi y Hac 6yoyT yCTaHOBOYHbIE NAKeThl A5 BCEX LUSHO30B.

B MpunoxeHnun npeactaBneHsl TekcTobl LSP-koHdurypaumn gns wnosos GW101 n GW201.

Co3paHnue cannoB koHcurypauum u nuueHsumn «C-Teppa L2»

PekomeHayeTcsa 3apaHee co3fatb hannbl kKoHpurypaumi «C-Teppa L2» n dpannel nuueHsnn Ha «C-Teppa L2»,
a Ha KOHEYHbIX YCTPOWCTBAX KONUPOBaTb UX C HOCUTENS.

© 2003-2015 S-Terra CSP 12
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1.

®ann nuueHsun 12.lic gormkeH HaxoauTbes B aupektopum /opt/I2svcl/etc/. ®anmn 12.lic gomkeH 6bITb
npeacTaBneH B cneayloLwemM Buge:

[license]

CustomerCode=test
ProductCode=L2VPN
LicenseNumber=12345
LicenseCode=1234567890ABCDEF

dann koHdurypauum config.conf gormkeH HaxoguTbes B anpekTopun /opt/l2svcletc/. MNpumep KoHGUrypauum

ans

wnto3a GW1:

vif tapO

bridge br0
capture ethO
remote 10.0.0.201
mssfix 1400

lne:

passtos

vif <name> — Ha3sBaHue BupTyanoHoro uHTepdenca (TAP). O6sasatenbHbIn napameTp.
PekomeHayetcsa tapN, rae N — umdopa.

bridge <name> — Has3BaHue BupTyanbHOro uHTepdenca mocTta. Ob6saA3aTenbHbI NapameTp.

PekomeHgyetca brN, rae N — undopa.

capture <name> — uMsa CeTEBOro UHTepdenca, ¢ KoToporo Gyaet ocyuiecTBnaTbCA 3axBaT Ethernet-
dpenmos. ObasaTenbHbIN NapameTp.

remote <host> [port] — IP-agpec unm umMa 1 nopTt yganeHHoro xocta. Ob6sa3aTenbHbIi NapameTp
(appec, HoMep nopTa ONUMOHArbHO).

fragment <n> — Bce nakeTbl 6onblme n 6awT, ByayT dparMeHTUpoBaTbCA CaMUM MPOAYKTOM Ha
NPMMEPHO paBHble YacTu. OnumMoHanbHbIM NapaMeTp

mssfix <n> — npu BkNOYEHUM daHHOW onuum norne MSS Bcex mpoxogdwmx yepes TyHHenb TCP-
nakeToB OyadeT BbicTaBneHo B n. MNpu atom TCP/IP cTek oTnpasuntens u nony4vatens caMm yMeHbLUUT
MakCMMarnbHbI pasMep naketa, He npuberas k ucnonb3osaHuio ICMP. 310 nossonuT usbexatb
dparmeHTaummn. Ecnn napameTtp n otcytcTByeT, bygeT B3ATO 3HadeHue napameTpa fragment, ecnu
OHO 3apgaHo. PabGoTtaetr Tonbko Anst TCP-Tpadwumka. OnumoHanbHbIA napameTp. 3HadeHue Mo
ymon4anuio — 1450.

passtos — napameTp, MO3BOMAKWMIA coxpaHaTb none TOS y nepedaBaembiX NaKeTOB.
OnuunoHanbHbIN napameTp. o yMon4aHuio - OTKITHYEH.

tun_mtu <n> - MTU TyHHenbHoro uHtepderica. Npwu 3arpyske KoHurypauum ¢ napameTpom tun_mtu
<n>, 3HayeHus MTU uHTepdencoB, ykasaHHbIX B onuusax capture <name>, vif <name>, bridge
<name>, ycTtaHaBnuBawTcsa B N. 3HaveHne no ymondaHuo — 1500. Mpu uncnonb3osaHmm VLAN-
MHTepdeNCoB, CMOTPUTE COOTBETCTBYHOLLNIA CLIEHAPUN.

3. Heobs3aTenbHbIN NYHKT.

Ha

KOHEYHbIX YCTpOMCTBax OyayT Tak ke BbINOMHATCA KOMaHabl Ans 3anycka l2svc n ans gobaeneHus B

aBTO3arpysky:

/etc/init.d/12svc start
update-rc.d 1l2svc enable

KonupoBaHvne ainoB u nponucbiBaHMe HeOoOXOAMMbIX KOMaHL Ha KOHEYHOM YCTPOMCTBE MOXHO
aBTOMaTU3MpPOBaTh C MOMOLLLIO CKpUnTa.

4. Cospante Heobxoaumble harnbl Onsi BCEX LUMHO30B.

B MpunoxeHun npeacraBneHbl TEKCTbl KOHUrypauumm /opt/i2svc/etc/config.conf ana GW101 n GW201.
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HacTpouka wnio3oB

Hactpouka wnio3a GW101

KonupoBaHue KoHTenHepa

1. YcraHoBuTe NpaBurnbHOE CUCTEMHOE BpeMsi. Hanpumep:

date 032014082015

Yto cooTtBeTcTByeT 20 mapTta 2015 roga 14:08.

2. TllogkntoumTe HOCUTENb C KIHOYEBOW MHOpMaumen u yctaHoBOoYHbIMM nakeTamu KI k wno3y. B dmesg
0TOOpPa3nTCs NOAKMYEHHbIA HOCUTENb:

[13575.003633] scsi 3:0:0:0: Direct-Access General USB Flash Disk 1.0 PQ:

0 ANSI: 2[13575.020071] sd 3:0:0:0: [sdb] 3915776 512-byte logical blocks: (2.00
GB/1.86 G
iB) [13575.028257] sd 3:0:0:0: [sdb] Write Protect is off

[13575.028267] sd 3:0:0:0: [sdb] Mode Sense: 03 00 00 00
[13575.028271] sd 3:0:0:0: [sdb] Assuming drive cache: write through
[13575.069176] sd 3:0:0:0: [sdb] Assuming drive cache: write through

[13575.069528] sdb: sdb
[13575.110967] sd 3:0:0:0: [sdb] Assuming drive cache: write through
[13575.112492] sd 3:0:0:0: [sdb] Attached SCSI removable disk

3. TlMoamoHTupywTe pasgen:

root@sterragate:~# mkdir /flash
root@sterragate:~# mount /dev/sdbl /flash

4. [Ons NpoCMOTpa KOHTeI7IHep08 Ha NOoAKNMK4YEeHHOM HOCUTENE MOXXHO BOCIMOJ1b30BaTbCA YTMHMTOVI csptest.

Onsa x64 OC:

/opt/cprocsp/bin/amd64/csptest -keyset -machinekeyset -verifycontext -enum containers
-fgcn —unique

CSP (Type:75) v3.9.8000 KCl Release Ver:3.9.8212 0OS:Linux CPU:AMD64 FastCode:READ
Y:AVX.AcquireContext: OK. HCRYPTPROV: 14470883

\\.\FLASH\GW101 [\\.\FLASH\FLASH\\GW101.000\2BA0
OK.

Total:

[ErrorCode: 0x00000000]

Ona x32 OC:

/opt/cprocsp/bin/ia32/csptest -keyset -machinekeyset -verifycontext -enum containers
-fgcn -unique

5. CkonupynTe KOHTEMHEp Ha >XEeCTKMMW AMCK YCTPOMCTBa; MNpu 9Tom OyayT 3anpolleHbl naponu Ha
CYLLECTBYIOLNA U cOo34aBaeMblil KOHTENHEPDI.

BaxHo: nyTb 4O CO3aBaeMoro KOHTeNHepa 1 naposb AOMKEH coBNaaaTh ¢ HAacTpoeHHbIM B «C-Teppa KI»
(n. 4 pasgena “OobasneHne wno3a GW101 B KIT").

Ona x64 OC:

/opt/cprocsp/bin/amd64/csptest -keycopy -machinekeyset -src
"\\.\FLASH\FLASH\\GW101.000"' -dest '\\.\HDIMAGE\HDIMAGE\\vpngatelO1l'

CSP (Type:75) v3.9.8000 KC1 Release Ver:3.9.8212 0S:Linux CPU:AMD64
FastCode:READY:AVX.
CryptAcquireContext succeeded.HCRYPTPROV: 11026147
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CryptAcquireContext succeeded.HCRYPTPROV: 11193683

CryptoPro CSP: Set password on produced container "HDIMAGE\\vpngatelOl".
Password:

Retype password:

Total:

[ErrorCode: 0x00000000]

e [lna x32 OC:

/opt/cprocsp/bin/ia32/csptest -keycopy -machinekeyset -src
"\\.\FLASH\FLASH\\GW101.000" -dest '\\.\HDIMAGE\HDIMAGE\\vpngatelOl'

Pa3BopaynBaHue yCTaHOBOYHbIX (pannoB

1. MMponuwuTe NpaBa Ha BbIMNONTHEHWE CKPUMNTOB:
root@sterragate:~# chmod +x /flash/exe/GW101l/setup *.sh
2. 3anyctute dhannsl:
root@sterragate:~# /flash/exe/GW101l/setup product.sh
VPN data are set successfully
root@sterragate:~# /flash/exe/GW101l/setup upagent.sh
File decompression...
cacert.cer

reg.txt
settings.txt

...Done
Starting VPN UPAgent watchdog daemon..done.
Initialization is successful

Hactpowka «C-Teppa L2»

1. CkonupywTte dann nuueHsum |12.lic B gupekToputo /opt/I2svc/etc/.
Ckonupynte chann koHdurypauum config.conf B gupektoputo /opt/l2svc/etc/.
3. 3anyctute «C-Teppa L2»:

n

root@GW1l:~# /etc/init.d/1l2svc start

Starting 1l2svc:
Configuration successfully loaded from config.conf

4. Yrtobbl Npu nepesarpyske AEMOH CTapTOBaN aBTOMAaTUYECKU, BbIMOIHATE KOMaHAy:

root@GWl:~# update-rc.d 12svc enable

Hactponka ocTanbHbIX WHO30B

Hactpoiika wno3os GW102-104 n GW201-204 npon3BoamnTca aHanorMyHo Hactporike wno3a GW101.

Ctont oTmMeTuTb, 4TO coeamnHeHue wno3os GW201-204 ¢ KIT npomcxoguT ToNbKO nNpu paboTatoliem npogykTe
«C-Teppa L2». T.e. npu passopaumBaHum ckpuntoB KI1, nogknoyeHne He 6ygeT OKOHYaTeNbHO 3aBEPLUEHO A0
KOppeKTHOM HacTporikn «C-Teppa L2».

B pesynbTarte HaCTpOVIKa L03a cBeaeTca K cnegyrwmnmm DEenCTBUSM:

1. KonumpoBaHue KOHTeWHepa C 3aKpbiTbIMW KMOYaMU C NEPEHOCHOr0 HOCUTENS Ha XKECTKUM OUCK KOHEYHOro
YyCTPOWCTBA.

2. T[lponuckiBaHWe npas Ha CKpuNnTbl, co3aaHHble Ha «C-Teppa KI» n yctaHoBKa uUX.
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3. KonuposaHue koHdurypauum u nuueHsmm «C-Teppa L2» C NepeHOCHOro HOCUTENs Ha XEeCTKUA OUCK
KOHEYHOro yCTPOWCTBA, 3anyCcK U NponucbiBaHue |2sve B aBTo3arpysky.

Hactponka EtherChannel

Ha yctponictBax Switchll mn Switch21l Hactpoiite EtherChannel no npotokony PAgP (Port Aggregation
Protocol) ¢ npaBunom 6anaHcmpoBku dst-ip.

Hactponka Switch11

1. Hactpowite EtherChannel no npotokony PAgP Ha uHTepdelicax GigabitEthernet 0/1-4:

Switchll>en
Switchll#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switchll (config) #int range Gi0O/1-4

Switchll (config-if-range) #channel-protocol pagp

Switchll (config-if-range) #channel-group 1 mode desirable
Switchll (config-if-range) #no sh

Switchll (config-if-range) #exit

2. Hactpowite npaBuno 6anaHcupoBkm no |IP-agpecy Ha3HayeHus (destination ip):

Switchll (config) #port-channel load-balance dst-ip
Switchll (config) #end

3. CoxpaHuTe KOH(Urypaumio yCTponcTea:
Switchll#wr
Building configuration...

[OK]

Hactpouka Switch21

1. Hactpoute EtherChannel no npotokony PAgP Ha uHTepdencax GigabitEthernet 0/1-4:

Switch21>en
Switch2l#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch2l (config) #int range Gi0/1-4

Switchll (config-if-range) #channel-protocol pagp
Switchll (config-if-range) #channel-group 1 mode auto
Switch2l (config-if-range) #exit

2. HactpownTte npasuno 6anaHcupoBku no IP-agpecy HasHayeHus (destination ip):

Switch2l (config) #port-channel load-balance dst-ip
Switch21 (config) #end

3. CoxpaHnTte KOoHMUrypauuo yCcTponcTBa:
Switch2l#wr

Building configuration...
[OK]

B MpunoxeHnun npeactaBneHbl TEKCTbl KOHUrypauun ans yctponcts Switchll n Switch21.

Hactponka yctpouncts IPHost1 n IPHost2

Ha yctpowictBax Host1 n Host2 Heobxogumo 3agats IP-agpeca cornacHo cxeme (PucyHok 1).
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MpoBepka paboTOCNOCOOHOCTM CTEHAA

lMocne Toro, Kak HAaCTpOKKa 3aBepLueHa, Bce ycTponcTea 6yayt otobpaxeHsl B KI1:

Ha yctponictBe Switch11 npoBepbTe, 4to EtherChannel HopmanbHO YHKUMOHUPYET:

Switchll#show etherchannel summary

Flags:

Number of

Q =5 ¢ W™ ImH O
|

- down P - in port-channel
- stand-alone s - suspended
- Hot-standby (LACP only)
Layer3 S - Layer?2
- in use

f - failed to allocate aggregator

- unsuitable for bundling
- waiting to be aggregated
- default port

channel-groups in use: 1

—————— o

Number of aggregators: 1
Group Port-channel Protocol Ports
1 Pol (SU) PAgP Gi0/1(P) Gi0/2

(P) Gi0/3(P) Gi0/4 (P)

Y Bcex uHTepdericoB coctosHme P — in port-channel, T.e. EtherChannel paboTtaeT koppekTHO, cryxebHble
naketbl mexagy Switch11 n Switch21 npoxoaat HopmansHo.

Ha IPHost1 BbInonHuTe kKOMaHay:

ping 192.

PING 192
64 bytes
64 bytes
64 bytes
64 bytes

168.1.10

.168.1.10
from 192.
from 192.
from 192.
from 192.

(192.168

168.1.
168.1.
168.1.
168.1.

10:
10:
10:
10:

.1.10): 56 data byte
icmp seqg=0 ttl=61
icmp seg=1 ttl=61
icmp seg=2 ttl=61
icmp seg=3 ttl=61

S

time=1.
time=2.
time=1.
time=1.

ms
ms
ms

o W O W

ms

B 3aBucumocTu oT HacTpomnkm 6anaHcmpoBku Ha ycTponcTBax Switch11 n Switch21 Tpaduk mexagy xoctamu
6yneT no-pasHoMy GanaHcupoBaTbCa Mexay UHTepdencamm CBUTHEN.

B naHHOM cLeHapumn onucbiBaeTcs HacTpolika npasuna 6anaHcMpoBku — dst-ip.

np0BepMTpraBMﬂO68ﬂaHCMp0Bm1MOXHO,BHHOHHMBKOMaHﬂM

Switchll#show etherchannel load-balance

EtherChannel Load-Balancing Operational State

Non-IP:
IPv4:
IPvVG6:

lMpoBepuTb Yepes Kakne nHTepdencol wen Tpadgpuk ot Host1 k Host2 MoXXHO BbINOMHMB KOMaHAY:

Switchll
192.168.

Destination MAC address
Destination IP address
Destination IP address

(dst-ip) :

ftest etherchannel load-balance interface

1.10

Would select Gi0/2 of Pol

OGpaTHbI TpadMK MOXET BanaHcMpoBaTbCst NO APYrMM MHTepdecaM:

Switchll
192.168.

#test etherchannel load-balance inte

1.1

Would select Gi0O/1 of Pol

rface

Port-channel

Port-channel

1

1

ip

ip

192.168.1.1

192.168.1.10
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Mpu pabote EtherChannel mexay kommyTtatopamu Switchll n Switch21 6yayT xooutb cnyxebHble nakeTbl.
MoaTomy npu NpaBUNbHOM HAacTponke mMexay wnio3amu Bcerga oyayt VPN-TyHHenw.

npOCMOTpeTb CO3D,aHHbIl7I TYHHEJ1Ib MOXHO, BbINOJIHMB Ha LWJ1H03€ KoMaHay:
[root@gwl0l ~]# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 20 (10.0.0.101,500)-(10.0.0.201,500) active 3192 3632

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (10.0.0.101,*)-(10.0.0.201,*) * ESP tunn 134992 172616
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MpunoxeHue

Tekct LSP koHdurypaumm ana ycrponcrsa GW101

GlobalParameters (

CRLHandlingMode = BEST EFFORT

Title = "This LSP was automatically generated by S-Terra KP (cp)
12:34:02"

Version = LSP 4 0
)

LDAPSettings (
DropConnectTimeout = 5
HoldConnectTimeout = 60
ResponseTimeout = 200

)

SNMPPollSettings (
LocalIPAddress = 127.0.0.1
Port = 161
ReadCommunity = "public"

)
IdentityEntry local auth identity 01 (
DistinguishedName *= CertDescription (

at 2015.05.06

Subject = COMPLETE, "C=RU, O=S-Terra

CSP, OU=Research, CN=GW101"
)
)
CertDescription local cert dsc 01 (
FingerprintMD5 = "406A5176D988F4FEAOOBS568FA8E719D8"

Issuer *= COMPLETE, "C=RU,L=Moscow,0=S-Terra CSP,0OU=Research,CN=CA-W2008SP1-X64-

cA"
SerialNumber = "6107669E000000000002"
Subject *= COMPLETE, "C=RU,O=S-Terra CSP,OU=Research,CN=GW101"
)
CertDescription partner cert dsc 01 (
)
IKEParameters (
BlacklogRelaxTime = 120
BlacklogSessionsMax = 16
BlacklogSessionsMin = 0
BlacklogSilentSessions = 4
DefaultPort = 500
InitiatorSessionsMax

30
20

ResponderSessionsMax
RetryTimeBase = 1
RetryTimeMax = 30
SendRetries = 5
SessionTimeMax = 60

)

AuthMethodGOSTSign auth method 01 (
LocalCredential = local cert dsc 01
LocalID = local auth identity 01
RemoteCredential *= partner cert dsc 01
SendCertMode = AUTO
SendRequestMode = AUTO

)

IKETransform ike trf 01 (
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
GroupID *= VKO 1B
HashAlg *= "GR341194CPRO1-65534"
LifetimeSeconds = 28800
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NoSmoothRekeying = FALSE

)

IKETransform ike trf 02(
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
GroupID *= MODP 1536
HashAlg *= "GR341194CPRO1-65534"
LifetimeSeconds = 28800
NoSmoothRekeying = FALSE

)

IKETransform ike trf 03(
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
GroupID *= MODP 1024
HashAlg *= "GR341194CPRO1-65534"
LifetimeSeconds = 28800
NoSmoothRekeying = FALSE

)

IKETransform ike trf 04 (
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
GroupID *= MODP 768
HashAlg *= "GR341194CPRO1-65534"
LifetimeSeconds = 28800
NoSmoothRekeying = FALSE

)

ESPTransform esp trf 01 (
CipherAlg *= "G2814789CPRO1-K288-CNTMAC-253"
LifetimeKilobytes = 4608000
LifetimeSeconds = 3600

)

ESPProposal esp proposal 01 (
Transform = esp trf 01

)

ESPTransform esp trf 02 (
CipherAlg *= "G2814789CPRO1-K256-CBC-254"
IntegrityAlg *= "GR341194CPRO1-H96-HMAC-65534"
LifetimeKilobytes = 4608000
LifetimeSeconds = 3600

)

ESPProposal esp proposal 02 (
Transform = esp trf 02

)

ESPTransform esp trf 03(
CipherAlg *= "G2814789CPRO1-K256-CBC-254"
IntegrityAlg *= "G2814789CPRO1-K256-MAC-65535"
LifetimeKilobytes = 4608000
LifetimeSeconds = 3600

)

ESPProposal esp proposal 03 (
Transform = esp trf 03

)

ESPTransform esp trf 04 (
CipherAlg *= "G2814789CPRO1-K256-CBC-254"
LifetimeKilobytes = 4608000
LifetimeSeconds = 3600

)

ESPProposal esp proposal 04 (
Transform = esp trf 04

)

IKERule ike rule 01 (
DPDIdleDuration = 60
DPDResponseDuration = 5
DPDRetries = 3
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DoNotUseDPD = FALSE
IKECFGBindToPeerAddress = FALSE
MainModeAuthMethod *= auth method 01
Transform *= ike trf 01,ike trf 02,ike trf 03,ike trf 04
XAuthServerEnabled = FALSE
)
IPsecAction ipsec_action 01 (
ContainedProposals *=
(esp _proposal 01), (esp proposal 02), (esp proposal 03), (esp proposal 04)
GroupID *= VKO 1B
IKERule = ike rule 01
TunnelingParameters *= TunnelEntry (
Assemble = FALSE
DFHandling = COPY
PeerIPAddress = 10.0.0.201
ReRoute = FALSE

)
FilterChain filter chain ipsec 01 (
Filters *= Filter (
Action = PASS
LogEventID = "ike autopass_action 01"
ProtocolID *= 17
SourcePort *= 500, 4500

), Filter (
Action = PASS
LogEventID = "pass action 02"

)
NetworkInterface (
IPsecPolicy = filter chain ipsec 01
)
FilterChain filter chain ipsec 02 (
Filters *= Filter (
Action = PASS
LogEventID = "ike autopass_action 02"
ProtocolID *= 17
SourcePort *= 500, 4500
), Filter (
Action = PASS
SourceIP *= 10.0.0.101
DestinationIP *= 10.0.0.201

ExtendedAction = ipsec<sa=ipsec_action 01>
LogEventID = "ipsec action 01"
)
)
NetworkInterface (
IPsecPolicy = filter chain ipsec 02
LogicalName = "GigabitEthernet0/1"

)

Tekct LSP koHdurypaumm ana ycrponctsa GW201

GlobalParameters (
CRLHandlingMode = BEST EFFORT

Title = "This LSP was automatically generated by S-Terra KP (cp) at 2015.05.06
12:59:11"

Version = LSP 4 0

)

LDAPSettings (
DropConnectTimeout = 5
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HoldConnectTimeout = 60

ResponseTimeout = 200

)

SNMPPollSettings (
LocalIPAddress = 127.0.0.1
Port = 161
ReadCommunity = "public"

)
IdentityEntry local auth identity 01 (

DistinguishedName *= CertDescription (

Subject *= COMPLETE, "C=RU, O=S-Terra
CSP, OU=Research, CN=GW201"
)

)
CertDescription local cert dsc 01 (

FingerprintMD5 = "611BF60AB890F7E26DC6CA047D671553"

Issuer *= COMPLETE, "C=RU,L=Moscow,0=S-Terra CSP,OU=Research,CN=CA-W2008SP1-X64-
cA"

SerialNumber = "61080A6B000000000003"

Subject *= COMPLETE, "C=RU,0=S-Terra CSP,OU=Research,CN=GW201"
)
CertDescription partner cert dsc 01 (
)
IKEParameters (

BlacklogRelaxTime = 120

BlacklogSessionsMax = 16

BlacklogSessionsMin = 0

BlacklogSilentSessions = 4

DefaultPort = 500

InitiatorSessionsMax

30
ResponderSessionsMax = 20
RetryTimeBase = 1
RetryTimeMax = 30
SendRetries = 5
SessionTimeMax = 60

)

AuthMethodGOSTSign auth method 01 (
LocalCredential = local cert dsc 01
LocalID = local auth identity 01
RemoteCredential *= partner cert dsc 01
SendCertMode = AUTO
SendRequestMode = AUTO

)

IKETransform ike trf 01 (

CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
GroupID *= VKO 1B

HashAlg *= "GR341194CPRO1-65534"
LifetimeSeconds = 28800

NoSmoothRekeying = FALSE

)

IKETransform ike trf 02(

CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
GroupID *= MODP 1536

HashAlg *= "GR341194CPRO1-65534"
LifetimeSeconds = 28800

NoSmoothRekeying = FALSE

)

IKETransform ike trf 03(

CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
GroupID *= MODP 1024
HashAlg *= "GR341194CPRO1-65534"
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LifetimeSeconds = 28800
NoSmoothRekeying = FALSE
)
IKETransform ike trf 04 (
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
GroupID *= MODP 768
HashAlg *= "GR341194CPRO1-65534"
LifetimeSeconds = 28800
NoSmoothRekeying = FALSE
)
ESPTransform esp trf 01 (
CipherAlg *= "G2814789CPRO1-K288-CNTMAC-253"
LifetimeKilobytes = 4608000
LifetimeSeconds = 3600
)
ESPProposal esp proposal 01 (
Transform = esp trf 01
)
ESPTransform esp trf 02 (
CipherAlg *= "G2814789CPRO1-K256-CBC-254"
IntegrityAlg *= "GR341194CPRO1-H96-HMAC-65534"
LifetimeKilobytes = 4608000
LifetimeSeconds = 3600
)
ESPProposal esp proposal 02 (
Transform = esp trf 02
)
ESPTransform esp trf 03(
CipherAlg *= "G2814789CPRO1-K256-CBC-254"
IntegrityAlg *= "G2814789CPRO1-K256-MAC-65535"
LifetimeKilobytes = 4608000
LifetimeSeconds = 3600
)
ESPProposal esp proposal 03 (
Transform = esp trf 03
)
ESPTransform esp trf 04 (
CipherAlg *= "G2814789CPRO1-K256-CBC-254"
LifetimeKilobytes = 4608000
LifetimeSeconds = 3600
)
ESPProposal esp proposal 04 (
Transform = esp trf 04
)
IKERule ike rule 01 (
DPDIdleDuration = 60
DPDResponseDuration = 5
DPDRetries = 3
DoNotUseDPD = FALSE
IKECFGBindToPeerAddress = FALSE
MainModeAuthMethod *= auth method 01
Transform *= ike trf 01,ike trf 02,ike trf 03,ike trf 04
XAuthServerEnabled = FALSE
)
IPsecAction ipsec action 01 (
ContainedProposals *=
(esp _proposal 01), (esp proposal 02), (esp proposal 03), (esp proposal 04)
GroupID *= VKO 1B
IKERule = ike rule 01
TunnelingParameters *= TunnelEntry (
Assemble = FALSE
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DFHandling = COPY
PeerIPAddress = 10.0.0.101
ReRoute = FALSE

)
FilterChain filter chain ipsec 01 (
Filters *= Filter (
Action = PASS
LogEventID = "ike autopass action 01"
ProtocolID *= 17
SourcePort *= 500, 4500

), Filter (
Action = PASS
LogEventID = "pass action 02"

)
NetworkInterface (
IPsecPolicy = filter chain ipsec 01
)
FilterChain filter chain ipsec 02(
Filters *= Filter (
Action = PASS
LogEventID = "ike autopass_action 02"
ProtocolID *= 17
SourcePort *= 500, 4500
), Filter (
Action = PASS
SourceIP *= 10.0.0.201
DestinationIP *= 10.0.0.101
ExtendedAction = ipsec<sa=ipsec_action 01>
LogEventID = "ipsec action 01"

)
NetworkInterface (
IPsecPolicy = filter chain ipsec 02
LogicalName = "GigabitEthernet0/1"
)

TekcT /opt/I2svcletc/config.conf ana GW101

vif tapO

bridge br0
capture eth0
remote 10.0.0.201
mssfix 1400
passtos

Tekct /opt/I2svc/etc/config.conf ana GW201

vif tapO

bridge br0
capture ethO
remote 10.0.0.101
mssfix 1400
passtos

TekcT KoHdpurypaumm Switch11

Current configuration : 1954 bytes
|
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version 12.2

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|

hostname Switchll

!

boot-start-marker

boot-end-marker

!

no aaa new-model

system mtu routing 1500
authentication mac-move permit
ip subnet-zero

!

!

spanning-tree mode pvst
spanning-tree etherchannel guard misconfig
spanning-tree extend system-id
|

port-channel load-balance dst-ip
!

vlan internal allocation policy ascending
|

interface Port-channell

|

interface FastEthernetO

no ip address

shutdown

!

interface GigabitEthernet0/1
channel-protocol pagp
channel-group 1 mode desirable
!

interface GigabitEthernet0/2
channel-protocol pagp
channel-group 1 mode desirable
|

interface GigabitEthernet0/3
channel-protocol pagp
channel-group 1 mode desirable
!

interface GigabitEthernet0/4
channel-protocol pagp
channel-group 1 mode desirable
|

interface GigabitEthernet0/5

!

interface GigabitEthernet0/6

!

interface GigabitEthernet0/7

|

interface GigabitEthernet0/8

|

interface GigabitEthernet0/9

!

interface GigabitEthernet0/10

|

interface GigabitEthernet0/11
|
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interface GigabitEthernet0/12
I
interface GigabitEthernet0/13
I
interface GigabitEthernet0/14
|
interface GigabitEthernet0/15
I
interface GigabitEthernet0/16
I
interface GigabitEthernet0/17
|
interface GigabitEthernet0/18
|

interface GigabitEthernet0/19
I

interface GigabitEthernet0/20
|

interface GigabitEthernet0/21
|

interface GigabitEthernet0/22
I

interface GigabitEthernet0/23
I

interface GigabitEthernet0/24
|

interface GigabitEthernetl/1
|

interface GigabitEthernetl/2
I

interface GigabitEthernetl/3
|

interface GigabitEthernetl/4
|

interface TenGigabitEthernetl/1
I

interface TenGigabitEthernetl/2
I

interface Vlanl

no ip address

shutdown

!

ip classless

ip http server

ip http secure-server

|

ip sla enable reaction-alerts
|

!

line con O

line vty 5 15

|

end

TekcT koHchurypauum Switch21

Current configuration : 1954 bytes

l}

version 12.2

no service pad

service timestamps debug datetime msec
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service timestamps log datetime msec
no service password-encryption
!

hostname Switch2l

!

boot-start-marker

boot-end-marker

!

no aaa new-model

system mtu routing 1500
authentication mac-move permit
ip subnet-zero

|

!

spanning-tree mode pvst
spanning-tree etherchannel guard misconfig
spanning-tree extend system-id
|

port-channel load-balance dst-ip
|

vlan internal allocation policy ascending
!

interface Port-channell

!

interface FastEthernetO

no ip address

shutdown

!

interface GigabitEthernet0/1
channel-protocol papg
channel-group 1 mode auto

|

interface GigabitEthernet0/2
channel-protocol pagp
channel-group 1 mode auto

!

interface GigabitEthernet0/3
channel-protocol pagp
channel-group 1 mode auto

|

interface GigabitEthernet0/4
channel-protocol pagp
channel-group 1 mode auto

!

interface GigabitEthernet0/5

|

interface GigabitEthernet0/6

|

interface GigabitEthernet0/7

!

interface GigabitEthernet0/8

|

interface GigabitEthernet0/9

|

interface GigabitEthernet0/10
!

interface GigabitEthernet0/11
!

interface GigabitEthernet0/12
|

interface GigabitEthernet0/13
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