Seterra

YOUR SMART GUIDE IN THE OCEAN OF SECURITY

e |Psec protocol suite S-Terra CSP is a leading
Russian software developer
and manufacturer of network
security solutions

e Russian cryptographic algorithms
o Certified by FSB and FSTEC Russia
e Products are in the Russian National

Software Registry o

PROTECTION FOR HIGH-PERFORMANCE
NETWORK COMMUNICATION CHANNELS

SOLUTIONS FOR L2

AND L3 CONNECTIONS
REMOTE ACCESS PROTECTION

FOR USER MOBILE DEVICES

AND WORKSTATIONS
PROTECTION FOR ANY

ENTERPRISE NETWORKS




PRODUCTS

SOLUTIONS

S-Terra Client

S-Terra Virtual

SOFTWARE APPLIANCES

Network traffic protection for user devices running Windows 0S

Virtual appliances for VMware, Xen, KVM, Hyper-V and Fusion

0 Gate
o Software module for Cisco 4000 Series Integrated
@ S-Terra CSCO-STVM Services Routers
e VPN with GOST cryptographic algorithms
@ S-Terra IDS Software suite for detecting threats by inspecting network
traffic (intrusion detection system)
-
- COMPUTER APPLIANCES

@ 0

S-Terra Gate

S-Terra Gate 10G

Traffic protection and filtering for any network architecture
e product line offers various performance profiles

High-end solution, featuring two data centers interconnection
with a single pair of S-Terra Gates 10G

Miniature version of S-Terra Gate, designed for use

o S-Terra Unit in low-bandwidth networks
o protects network traffic of any devices, regardless of their 0S
o features wireless connections protection
MANAGEMENT
% S-Terra KP Centralized management and monitoring system
EXPORT EDITIONS
G S-Terra Gate E S-Terra Gate Export Edition
e S-Terra Virtual S-Terra Virtual Gate Export Edition
o GateE
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VolP protection

LAN services
protection

Secure connection
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Foreign branches
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Payment systems

protection

Access control
systems protection

Industrial automatic
control system

protection

Safe City

“S-Terra CSP” product line offers security solutions for any size networks: from small to federal scale. Various
network topologies are supported, including point-to-point, star, hierarchical, mesh and fully connected networks.

Traffic protection is based on the use of IPsec VPN — worldwide established and reliable solution. S-Terra products
and solutions can be easily deployed within existing corporate networks, ensured by modern protocols support and
compliance with InfoSec regulators requirements.

S-Terra product line delivers protection for:
® users,

® servers,

® networks,

e other devices (ATMs, IP cameras, etc.).

S-Terra Gates Export Edition are used for cross-border traffic protection, providing security in communications
between foreign branches of Russian companies. Feasibility of using them outside of Russian Federation is ensured
by compliance with FSB official regulations. This grants a faster and easier legislative procedure of obtaining an

export license.




ABOUT S-TERRA CSP

Formed in 2003, S-Terra CSP is a leading russian manufacturer and software development company, producing
certified IPsec VPN network security solutions.

Our key features:

implementation of latest cryptographic GOST standards,
compliance with international IPsec specifications,

FSTEC Russia and FSB certified products,

transparent pricing,

providing our customers with comprehensive technical support.

S-Terra CSP partnership network consists of more than 300 companies, including largest integration solution
providers in Russia. We also have a representative office in the Republic of Belarus.

Simplicity of integrating S-Terra products into any network infrastructure is ensured by:

proven and established architecture design,

broad variety of typical solutions and unique use scenarios,
hardware platforms of customer choice,

complete documentation,

responsive technical support service.

S-Terra products and solutions are used by:

government organizations, from local to federal authorities,

financial corporations, including largest banks,

commercial companies, small and medium business,

manufacturing companies, including federal organizations and large holding companies in energy sector.

S-Terra CSP, LLC

124498, Moscow, Zelenograd, Georgievsky prosp., building 5
Phone: +7 (499) 940-90-01

information@s-terra.ru, www.s-terra.ru
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