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NnaH BebuHapa seterra

®YHKUMOHaNbHble BO3MOXHOCTU C-Teppa IOHUT
— ApxuTtekTtypa

— [lpounssognTesnbHOCTb
dKcnayaTtauma C-Teppa KOHuUT:
— CueHapum npumeHeHusA. Kakue npobnemsl pewaet C-Teppa HOHUT?
— HacTtpoiiKa. Kak agmuHuctpatopy HactpouTb C-Teppa FOHUT: KoHconb nnan C-Teppa KIM?

— Monb3oBatenbckmnit WEB GUI. YTo v 33uem HacTpamBaeT nonb3osaTenb?



ApxuTtektypa C-Teppa FOHUT Seterra

IPsec VPN wnto3 6e3onacHoctn ¢ nogaepxko TOCT anroputmos WndpoBaHUA:
— TOCT P 34.10-2012, FOCT P 34.11-2012
— TOCT P 34.12-2015, FOCT P 34.13-2015

Ceptudukauma C-Teppa OHuUT:
— OCB Poccumn: CK3U KC1, KC2, KC3*
— OCT3K Poccmnn: M3 A4*

8cm

C-Teppa FOHUT otanuaetca ot C-Teppa Lnto3,

KomnaKTHbIN Wwnto3 6e3onacHoCcTH

HO O4YeHb NMNOXO0X




BHewHnn BUA Seterra’

CBeToBaA MHAUKALMUA
USB 1 Micro USB — MpuMeHeHbI 1M HaCTPOMNKK?
— MopkntoyeHne USB-flash — MocTpoeH m VPN TyHHenb?

Wi-Fi moaynb
2.4 GHz

— KoHCconbHOe NoaKayeHune
— MopgkntoueHune 3G/4G mogemos

MutaHune
Micro USB 5V 1A

/

/
KpenneHune
(Npw ¥KenaHuM MOXKHO OTIOMaTb)

2 x FastEthernet
benbin — LAN, KpacHbi - WAN

KHonKa Reset
Cbpoc B 3aBOACKOE COCTOAHME



NMpounsBoaANTENbLHOCTD | seterra’

LAN: FastEthernet, WAN: FastEthernet

be3 wundpposaHua
LAN WAN
[ 1— —

C-Teppa HOHUT

® PINGms (© DOWNLOAD Mbps  (#) UPLOAD Mbps

6 2171 3231

Connections

y | Fortex




NMpousBoanTenbHOCTDb |l seterra’

LAN: FastEthernet, WAN: FastEthernet

roCT 28147-89
e @ IPSec VPN G
—> —>
LAN WAN

C-Teppa HOHUT C-Teppa LLnio3

© DOWNLOAD Mbp t) UPLOAD Mbps

8.44 8./4 Spirent
UDP IMIX 5 Mbps

Connections

T Fortex




NMpousBoantTensHOCTD |l seterra’

LAN: WiFi Access Point, WAN: FastEthernet

be3 wundpposaHua

Wi-Fi 2.4GHz

IR U R

C-Teppa HOHUT

NMpoBogHOe nogkaoueHue:
25 MéuT/c

Connections

Fortex




NMpousBoautTensHoCcTb |1V seterra’

LAN: WiFi Access Point, WAN: FastEthernet
rOCT 28147-89

Wi-Fi 2.4GHz

O Q=@

C-Teppa HOHUT

C-Teppa Wnto3

© DOWNLOAD Mbps () UPLOAD Mbps \

NMpoBogHoOe nogkaoueHue:
— - 8 MbuT/c




dyHKUMoHanbHocTb C-Teppa FOHUT

Seterra’

IPsec VPN

Stateful FW
e >
NAT

C-Teppa OHUT

YnpaBneHue TpapuKom:

— W3 LAN pgoctynHbl UHTEpHeT
W KopnopaTuBHaa ceTb.

— MoKHO 3anpeTuThb BCe,
Kpome VPN.

— Becb TpadukK B LEHTP
BHYTpu VPN.



C-Teppa FOHuUT seterra’

Keiic 1 : 3awmrta yaaneHHoOro 4ocrtyna c Atobbix ycTpoicTs

r,"r ' C-Teppa HOHUT 10S, Android
-
-~
p— -
; -

/ 73
[
C-Teppa Kl
C-Teppa Wnto3 E ? j

C-T 10] . .
YnpaBnaeT Bcemu eppa FoRUT Mac, Windows, Linux

C-Teppa Wnto3
n C-Teppa tOHUT Pa3srpaHuyeHune 30H OTBETCTBEHHOCTM:
He HyHO npegoctaBnaTb AGMUHUCTPATOPY
CK3W pgocTyn K ycTpoincTey



C-Teppa FOHuUT seterra’

Keiic 2 : MepeceueHue agpecHbIX NPOCTPAHCTB

IKECFG 1

172.16.1.1 192.168.10.0/24
— [ 1

IKECFG pool VPN

o P \Psec OpraHmsauma 1

) " gy C-Teppa HOHUT
10.10.10.0/24
. . IKECFG 2
C-T KM -Teppa LLnto3
eppa pp \ 0 16.1.2 @ 192.168.10.0/24

IPsec VPN > — —_—

C-Teppa O
Ynpasnaet scemu ppa FIHUT Opranmsauma 2

C-Teppa LWnto3
u C-Teppa FOHUT IKECFG pool : 172.16.1.0/24



C-Teppa FOHuUT seterra’

KeVIC 3: Bau.l.MTa 58HKOM3TOB KomnaKTHbIN:
C-Teppa HOHUT ycTaHaBAnBaeTcA

B KOpnyc 6baHKomaTa

@ GWGMD

_—9
-

_ - [
- T CT 10
| < €ppa foRuT Cuctema 6baHKomaTa

C-Teppa Wnto3

C-Teppa Kl

Kopnyc 6aHKkomaTa

YnpasnsaeT scemu
C-Teppa Wnto3

n C-Teppa OHNT PasrpaHu4eHue 30H OTBETCTBEHHOCTH:

Aamunuctpatopy CK3UM He Hy»KeH gocTtyn
K MO 6aHKomaTa



C-Teppa FOHuUT seterra’

Keiic 4 : TenemeTpus, 3awmTta Tpadpuka MobUIbHbBIX CUCTEM .
KomnaKTHbli:

C-Teppa FOHUT He 3aHMMaeT
nosesHoe NPOCTPaHCTBO

+

C-Teppa Kl

C-Teppa Wnto3
O o

YnpasnsaeT scemu
C-Teppa Wnto3

n C-Teppa tOHuUT PasrpaHuuyeHue 30H OTBETCTBEHHOCTMU:
ApgmunnHuctpatopy CK3U He Hy»KeH aoctyn
K MeAMUMHCKOMY 060pyA0BaHMIO



C-Teppa FOHuUT seterra’

Keuc 5 : Tam, rae goporo ctaButb C-Teppa Lnto3

IP Buaeokamepa

ACYTII

(APM AamuHuctpaTopa
c yctapesuwen OC)

CTeppaKFl\9 G _-_-__—h"@
C-Teppa LLinios C-Teppa lOHUT

Ynpasnset sBcemu
C-Teppa Wnto3
n C-Teppa HOHUT




C-Teppa FOHuUT seterra’

Keiic 6 : 3awmTa KaHaN0B ynpaBaeHUsn

C-Teppa HOHUT

Y c VPN
G o™l @e—— = — @ -— j

MGMT C-Teppa HOHUT APM
C-Teppa Wnto3 AgMuHucTpaTopa
C-Teppa Wnwo3 DP

Out-of-band management:
3alnTa KaHana ANA BHELWHEero ynpasaeHus
YCTPOMCTBOM



OTtka3oyctonumBoctb B C-Teppa OHUT

Seterra’

ISP1 via FastEthernet
< >

ISP2 via 3G/4G + Wi-Fi

U

C-Teppa HOHUT

Dual-WAN
pe3epBUpoOBaHME
nposanaepos ISP1 n ISP2

Dual-WAN
Active/Backup



Kak agpmuHy HacTtpoutb C-Teppa IOHuUT seterra

— O

KoHconb C-Teppa fOHuT C-Teppa KN
KoHco/sibHble KOMaHAbI lpadmuecknin uHTepoelic
CepTUOMKaATbI HYXKHO \ /. Co3paem dannbl
npuHectn Ha USB-flash HacTpoek Ha USB-flash

Mowarosblie cueHapuu
MHnumnanmsaumna yepes Y P Moakntoyaem USB-flash

KOHCO/b, Aa/ibHENLLee K C-Teppa HOHUT
ynpasneHue no SSH

C-Teppa HOHUT
aBTOMATMYECKMN Noarpyxaet
KOHbUrypauuio

KoHconbHbIN Kabenb
B KOMN1EKTE NOCTAaBKU



KoHdurypaumsa nHtepcencon yepes C-Teppa KI1

Seterra’

Hactpoika DHCP option

Interface LAN

Interface configuration DHCP Server

General Settings Advanced Settings

Dynamic DHCP
Force
Subnet mask

DHCP options @

¥ e
0O e

DHCP option
6,192,168.1.10

Add...

% Add option

DHCP option

150,192.168.1.150|

=

Cancel

Edit...

Remove




Monwb3oBaTenbckun WEB GUI

Seterra’

O6bwme cBegeHnA
Status

System
Hostname
Firmware Version
Serial number
Kernel Version
Local Time
Uptime

Load Average

Memory

Total Available
Free

Buffered

STerra-Unit

S-Terra Unit 4.3.20139
RUST1000

3.18.45

Wed Apr 7 11:44:25 2021
Oh 20m 49s

0.80, 0.77,0.70

[ 2608 kB / 60692 kB (4%)

2608 kB / 60692 kB (4%)

\ 0 kB / 60692 kB (0%)




Monwb3oBaTenbckun WEB GUI

Seterra’

O6bwme cBegeHnA
Network

IPv4 WAN Status 2~ Type: static

br- Address: 192.168.4.1

lan Netmask: 255.255.255.0
Gateway: 172.16.1.1
DNS 1:8.8.8.8
Connected: Oh 21m 32s

Active Connections 12/ 16384 (0%)
DHCP Leases
Hostname IPv4-Address MAC-Address
LAPTOP-K3K8BUOE 192.168.4.144 50:3e:aa:bb:50:56
Wireless
Generic 802.11bgn Wireless Controller (radio0) @ SSID: S-Terra_Unit

0% Mode: Master
Channel: 0 (0.000 GHz)

Leasetime remaining

11h 38m 37s



Monwb3oBaTenbckun WEB GUI Seterra’

Hacrpoiika Wi-Fi Wireless Overview

@  Generic MAC80211 802.11bgn (radio0) £9 Add client || $3 AddAP

No network configured on this device

Join Network: Wireless Scan

= . hidden Join Network
1% Channel: 1| Mode: Master | BSSID: 9A:8A:20:33:B5:AE | Encryption: \WWPAZ.- PSK

o st-wifi Join Network
4% Channel: 1] Mode: Master | BSSID: 8A:8A:20:33:B5:AE | Encryption: \WWPA2 - 802.1X

= - S-Terra-Learning Join Network
a2k Channel: 1| Mode: Master | BSSID: 78:8A:20:33:B5:AE | Encryption: mixed WPANVPAZ.- PSK

= Radio2 Join Network
#% Channel: 1] Mode: Master | BSSID: E0:63:DA:B4:48:7B | Encryption: WPAZ.- PSK

= . Aironet Join Network
<k Channel: 1 | Mode: Master | BSSID: 7A:8A:20:33:B5:AE | Encryption: \WPA2 - PSK

Join Network: Settings

WPA passphrase -
@ Specify the secret encryption key here.

Name of the new network ~ WwWan

Back to scan results



Monwb3oBaTenbckun WEB GUI Seterra’

Wireless Network: Client "Aironet” (radio0.network1)

The Device Configuration section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among all

defined wireless networks (if the radio hardware is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the Interface
Configuration.

HacTtpoitka Wi-Fi

Device Configuration

General Setup Advanced Settings

Status Mode: Client | SSID: Aironet
0% BSSID: 7A:8A:20:33:B5:AE | Encryption: -
Channel: 1 (0.000 GHz) | Tx-Power: 0 dBm
Signal: 0 dBm | Noise: 0 dBm
Bitrate: 0.0 Mbit/s | Country: RU

Wireless network is enabled | @ Disable

Mode Channel Width
Operating frequency N v1(2412MHz) v |20 MHz v
Transmit Power | 20 dBm (100 mW) v
@ dBm

Wireless Overview

(=) Generic MAC80211 802.11bgn (radio0)
Y

ld Scan ta ] AddAP
Channel: 1 (? GHz) | Bitrate: ? Mbit/s

SSID: Aironet | Mode: Client - ; -
0% BSSID: 7A:8A:20:33:B5:AE | Encryption: - L E NN B Remoe



Monwb3oBaTenbckun WEB GUI

Seterra’

Hacrpoika FastEthernet

General Setup Advanced Settings

Status &
br-lan

Protocol Static address

Track carrier  [J @ Deconfigure interface if physical carrier is lost.

Hactpoiika DNS cepBsepoB:
BO3MOXKHOCTb 3a4aTb
Tpebyemble DNS-cepBepa IPv4 netmask | 255.255.255.0

IPv4 address 192.168.4.1

IPv4 gateway

IPv4 broadcast

Use custom DNS servers 8.8.8.8

Uptime: Oh 2m 57s
MAC-Address: F0:81:AF:01:46:35
RX: 111.07 KB (1015 Pkts.)

TX: 216.32 KB (400 Pkts.)

IPv4: 192.168.4.1/24

Bbi6bop npoToKoONa:
v CTaTn4yeckmin agpec
DHCP-cepsep



Cnacubo 3a BHUMaHue

®YHKUMOHaNbHble BO3MOXHOCTU C-Teppa IOHUT
— Apxutekrtypa IPsec VPN

— MMpounsBoguTenbHocTb 5 Mout/c IMIX

dkcnayatauma C-Teppa KOHuUT:

— CueHapum npuMeHeHUA. Pa3rpaHMunTb 30HbI OTBETCTBEHHOCTH,
3alWMTUTb YAaNEeHHbIN A0CTYN ¢ N1t060ro ycTpoicTaa,
CIKOHOMMUTb NOJIE3HOE NPOCTPAHCTBO,
opraHmM3oBaTtb TOYKy goctyna Wi-Fi

— HacTpoitKa. KoHconb unm C-Teppa KN

— MNonb3oBarenbcknit WEB GUI. Yto 1 3auem HacTpamBaeT nosib3osatenb?

mmelsh@s-terra.ru
+7 (499) 940 9001 po6. 175




