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MpunoxeHue

Onucanue copmara ini-hannos

®opmart BONyCTUMbIX CTPOK

1. Bce ini-daiinbl, ucnonb3yemble B npoaykte S-Terra Gate, MOryT cogepaTb cregyrowme
TUNbI CTPOK:

e Cmpoka UMeHU cekyuu — CTpoka, 0603HavaroLlas Ha4yano HOBOWM CEKLMMN NepeMEHHbIX
e Cmpoka onucaHusi nepeMeHHoUl — CTpoKa, cogepXallasi UMsi U 3Ha4YeHne nepeMeHHON

. CmpOKa KOMMeHmapueeg — CTPOKa, cogeprkallad KOMMEeHTapum nnm nycrtaa CTtpoka.

Cmpoka uMeHU cekyuu UMeeT creayowuii opmar:
[SECTION NAME]

Mpobenkbl n cumBonbl Tabynsauuu, CTosWwmMe 4O OTKPbIBAKOLWEN M NOCME 3aKpbiBaloLen KBagpaTHbIX
ckoboK, urHopupytoTcs. IMeHem cekummn cyMTaeTcs CTpoka, NOMeLLeHHas Mexay KBaapaTHbIMU
ckobkamu (nobon cumeBon ABnseTca 3HauYMMbIM). [lonyckaeTcsa nyctoe nms cekumm — [ 1.

Cmpoka onucaHusi nepeMeHHoU NUMeeT crneaylowmnin opmar;
var name = var_ value

Mpobenbl 1 3Hakn Tabynaumm, CToslmMe A0 M NOCne var name U var value WIHOPUPYIOTCS.

Cmpoka kKoMmeHmMapues UMeeT cneyroLnin popmar:
! comment string

I'Ipo6enb| N 3HaKn Ta6yn;|u,vw|, CTOsILLMe A0 cMmBoOria | MrHOPUPYHTCA.

HYCTaﬂ CTpOKa (He coaepxallaa Hn4ero, Kpome I'Ip06eJ'IOB M 3HaKoB Ta6yﬂﬂLl,I/II/I) npupaBHNBaeTCA
K CTPOKE KOMMEHTapuA.

NMiobas cTpoka, He YA0BNeTBOPSIOLLAA HU OAHOMY TUMY OMUCaHHBIX CTPOK, ABNSETCS OLUNMBOYHOW, 1
OyneT NpMBOAUTL K OWNGKe YTeHUs ini-dpaina.

2. [MoBTOpsOLMECA MMEHA CEKLINNA.

B dbarine gonyctumo MHOrokpaTHoe UCMonb30BaHWe CMPOKU UMEHU CeKUUU C OOHUM U TEM Xe
MMeHeM cekuun. B aTom criydae kaxaas nocnefyoLias CeKLms CHUTaeTCs NpoaoKeHNeM
npeabloyLwmx (CmpoKu onucaHusi nepemMeHHbIX 06beanHATCS)

3. lMosTOpsAOLWMECS UMEHA NEPEMEHHbIX.

B cbanne gonyctMMo MHOrOKpaTHOE UCMONb30BaHUE CMPOKU OruCaHUsi NepeMeHHOU C OOHUM U
TEM Xe MUMeHeM nepemMeHHon. B Tom crnyyae, ecnun 3Ty CTPOKU NpuHagnexaT K OOHON CeKunn —
OEeNCTBUTENbHbIM CHUTAETCs 3HAYeHUe, ONMCcaHHOE NocneaHen CTPOYKOM (CMpPoKU onucaHus
riepeMeHHbIX HakNaabIBaTCA).
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4. lNepemeHHble, He NpUHaanexawme H1 OAHON N3 CEeKLU M.

B dhavine gonyckaeTtca ykaszaHue cmpok onucaHusi nepeMeHHbIX, He NpUHaAnexaLmx H1 ogHON
cekuun (B Hauane chaina nayt CTPOKU NepeMeHHbIX 6e3 3agaHns UMEHN cekummn). AToT criydan
9KBMBANEHTEH 3a4aHNIo CEKLMM C NYCTbIM MMeHeM. CrnegyloLime cuTyaumm SKBUBaNEHTHbI:

FileOl.ini
VarOl=valueOl
Var02=value02

Vat03=valeue03

File02.ini
[]
VarOl=valueOl
Var02=value02

Vat03=valeue03

5. lMepesanuco ini-anna.

B npouecce paboTbl HekoTopble ini-dainbl MOryT MoaepHM3MpoBaTbCs NpoaykTom. [MNpu aTom,
BCE KOMMEHTapuM 1 NycTble CTPOKU ByayT COXpaHEeHbI.

e B cny4yae noBTOPSAIOLWNXCA UMEH CEKLUUIA NoJoOHbIe cekummn 6yayT obbeanHeHbl B OAHY
(nepBas pononHseTca nepemMeHHbIMK nocneayowmx). B aTom cnyvyae kommeHTapum,
npyvHagnexawue cekumsam, o6bLeanHAITCS.

e B cny4ae nosTOpsAlOWMXCS UMEH NepeMeHHbIX (MpuUHagnexawmux oqHomn cekumm) yaet
OCTaBIIeHO TONbKO NocnegHee ee onucaHue. B aTom cnyyae kommeHTapuu,
npuHaanexawye nepeMeHHon, 06beauHATCS.

6. MpuHaanexHoCTb CTPOK KOMMEHTapUEB.

JliobBas CMmMpoKa KOMMeHmapues, pacrnojioXXeHHad nepen CmpOKO[J UMeHU ceKyuu vinun CmpOKOlj
oriucaHus nepemeHHoa, cynTaeTcAa l'IpVIHa[J,J'Ie)KaLU,eVI aTON CTpOKe.
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KoHBepTop

B naHHOW rmaee onucaHa BHYTPEHHAS noruka paboTel koHBepTOopa VPN areHTta 13 Cisco-like
KoHdpurypauum B Native-koHdumrypauuto, Kak ynpaensiTe KOHBEPTUPOBaHMEM C nomoLbto INI-
darina, popMmMpoBaHNE MMEH CTPYKTYP NPU KOHBEPTUPOBAHMM, a Takke yka3aH CMUCOK
coobLLeHU, NpeaynpexaeHni n ownboK, KOTopble MOTYT ObITb NOCNaHbI MPU NPOTOKONTMPOBAHN
cobbITMI.

OcHoBHas noruka paboTbl

1.

KoHBepTOp BbINOMHEH B BUAE AMHamuyeckon bubnuotekn s_converter.dll (Win32) /
libs_converter.so (Solaris). Takke UCnonb3ytTCA HEKOTOPbIE BCNOMOraTenbHble hannbl 1
areHTckune dmnbnunorteku.

KoHBepTop paboTaeT B paMkax nporpammbl cs_console.

Mpu BbIxoae M3 KOHUIYPaLMOHHOIO pexnma, eciiv B KOH(Urypaumto 6bim BHeCEHbI Kakue-
TO M3MEHEHMSs!, CS_console Bbl3biBaeT KOHBEPTOP U NepedaeT eMy BHYTPEHHee
npeacTaeneHve Cisco-KoHdUrypaumm.

Bo Bpems paboTbl KOHBEPTOPA UCMONb3YIOTCA HACTPOWKM KOHBEPTOPA, ONUCAHHbIE B
pasgene «BHyTpeHHMe HaCTPONKM KOHCOMKW U KOHBEpTOpay. HekoTopble u3 HacTpoek MoryT
peaakTupoBaTbCs nonb3oBaTtenem. B pesynstaTte paboTtbl koHBEpTOpa dpopmmpyeTcs LSP B
Native-cbopmare.

Noruka dpopmuposaHna umeH cTpyktyp B Native-koHdurypauun npegcrasneHa B pasgene
«dopmupoBaHme umeH cTpykTyp LSP npmn koHBEPTMPOBaHUNY.

[anee npoucxogut nonbiTka 3arpy3kn LSP B Native-chopmaTte B areHTa.

Ecnu no kakmm-To npuumHam npowusowna owwubka npu 3arpyske, Native-koHdurypaums
nuweTca B ann erroneous_lsp. txt, PACnONOXeHHbIN B KaTanore /var/cspvpn.

B koHuUe paboTbl BbigaeTcsa pesynbTtart (ycnex/Heycnex) obpaTHO B ¢s_console.

OrpaHnyeHUs Ha KOHBEPTOP

1.

MoppepxuBaetcsa Habop komaHA, onpeaeneHHbin B fokymeHTe «Cisco-like komaHabI».

2. B Cisco ncnonb3yetca npumMepHo cregytoLasi iorvka pabdoTtsl ¢ access list:

<interface_ acl> -> <crypto map acl> -> <interface acl>,
roe <interface acl> — access list B uHTeppeiice,
a<crypto map acl>—access list B crypto map.

B KkoHBepTOpe ucnonb3yeTcst noruka pasBopavnBaHusi access list-0B B CKBO3Hyl0 Mofernb
npasun. Mpu 3TOM BO3MOXHbI HEKOTOPbIE HECOOTBETCTBUS U HECOBMECTUMOCTM (MoapobHee
cM .«OnucaHve obpaboTkm MHTEPdENCOBY).

e B npaBunax B access list B Macke nogceTn JONycKkaeTcs yka3aHue TONbKO HEMNPEpPbIBHOM
NMHENKN 13 yCTaHOBMNEHHbIX 61TOB B koHLe (T.e. 00...01...1, Hanpmumep 0.0.0.255 0.0.0.63
n 1.n.). He gonyckaeTcs pa3pbiBOB B MOMAX YCTAHOBIEHHBLIX U COPOLLEHHbIX BUTOB
(Hanpumep, macku Buaa 0.255.0.255). B cnyyae nosBneHus 3anpeLieHHoN Macku,
KOHBepTauus 3aBepluaeTcs ¢ owmnbkon [3.8].

3. Pgag orpaHnyeHun Ha ca trustpoint:

e enrollment nrHopupyeTtcs (TonbKO pyvyHoe 3agaHue cepTudmkaTos).

C-Teppa LLnto3
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e YuTtarwTcsa Tonbko CA-cepTMduKaThl, NoKanbHble cepTndmrKaTel MITHOPUPYIOTCS.

e Hebonbluoe nosicHeHue: B Cisco No KomaHae crypro ca certificate chain
nokasbiBatotcst CA cepTudumkaTbl 1 NokanbHble cepTudukaTthl. Yepes aTy KomaHay
BCe cepTudmkaTtbl MOXXHO NOCMOTPETh, yAanuTb 1 BBeCcTu CA cepTudukaThl.
OpHako, nokanbHble cepTudmrKaTbl HeMb3si BBECTU Taknum obpas3om (oHu OyayT
HepaboTocnocobHbl 6e3 cekpeTHoro Knoya). B cs_console gaHHaa komaHga
ucnonb3yeTcs Tonbko Ans pabotel ¢ CA cepTudukatamu.

e [log o6o3HayeHnem RSA-ceptudukatos (apyrue B CisSCO HE NCMOMNb3YOTCS) MOTYT
ucnonb3oBaTbcs RSA, TOCT n DSA-cepTudmkatsbl.

e B Cisco B npegenax ogHOro trustpoint MOFyT BNMCbIBATbCS TONBKO CEPTU(UKATLI U3
ofHOW LUenoukn. B cs converter gonyckatotcs nobele CA cepTudmkaThbl.

e 3apaeTtcs cTporoe cooTBeTcTBME: RSA CA cepTtudmkaT nognmcbiBaeT Torbko RSA-
ceptudukatbl, FTOCT CA cepTtudmkaT nognmcbiBaet Tonbko FOCT ceptudmkatsl, DSA
CA cepTtudukat nognuceiBaeT Tonbko DSA-cepTudmkaThl.

e CrepyeT yuuTbIBaTh, YTO B KOHUrypaLumn He 3agaeTcs TOYHbIX KpuTepres Bbibopa
nokaneHoro cepTtudukara (B TepmmHax Native LSP 3agaetca USER_SPECIFIC_DATA).
B ¢BA3M € 3TVIM BO3MOXHbI CUTYaL MK, NPU KOTOPbIX HE YCTAHOBUTCSA COeANHEHNE, eCrm
NMPUCYTCTBYIOT BOfbLUE OAHOrO NIOKanbHOro cepTudukara, NoanucaHHoro pasHbimu CA.

e [lpnmep nogobHoOM cMTyaummn: y napTHepa He nponucaHa nocoisika Certificate
Request, 1 napTHep oxugaeT OT areHTa KOHKPETHbIA cepTuduKaT (KOTopbli
AENCTBUTENBHO NPUCYTCTBYET), HO areHT Nno CBOUM KpuTepusim BbibnpaeT apyron
cepTnduKaT, KOTOPbIN HE NOAXOAUT NapTHepY.

e Kak npaBuno, Takmx npobrnem He BO3HWKAET, ecrv cobniogalTcs cneayoLme
ycroBus:

e Y obonx napTHepoB nponucaHa otcbinka Certificate Request. Mo ymonuaHuio
KOHBEPTEP MMEHHO Tak 1 genaet. Cisco B 60nbWMHCTBE CNyYaeB NnocTynaeT
Takxe.

e He ucnonb3yetcs Aggressive Mode npu paboTe ¢ cepTudnkaramu
(aKk30TKyeckuin cnyyan).

e Y napTHepa OOMKHbI ObITb ABHO yka3aHbl CA-cepTuduKaTbl, KOTOPbIMUA MOXET
ObITb NOANMCaH NokanbHbIN cepTudmrkat areHTa. B Native LSP areHTa —
aTpubyT AcceptCredentialFrom (CS_converter BnucbiBaeT Bce CA-
cepTudukatsl, nexawme B 6ase). B Cisco — gomkeH 6bITb nponmcaH
noaxogsawmm trustpoint.

4. OrpaHuyeHue Ha LDAP url: gonyckaeTtca Tonbko 3agaHue |IP-agpeca 1, BO3MOXHO, NopTa.
Ecnu 3agaHo DNS-name — gaHHbIn url urHopmpyeTcs.

5. JonyckaeTcs Tonbko ogHo ISAKMP npasuno ansa ogHoro IPsec-npasuna.

6. Ecnu ansa gaHHoro crypto-map yganock nogobpartb Heckonbko ISAKMP policy ¢ pasHbivu
Transform n meTogamu ayteHTUdmkauum, To dopmupyetcs ogHa IKERule, B koTopon
nuwyTtca BCE TpaHcdopMbl n meToabl ayTeHTUdUKALUN, YTO NPUBOSUT K HECKOJTbKO MHON
noruke (T.e. TepsieTcs CBA3b MexXay TpaHcdopMamu n metTogamu ayTeHTudmkaumm).

Mpumep

#PparmeHT ncxogHowm KoHUrypaumm:
crypto isakmp policy 1
encr des
hash md5

authentication rsa-sig

crypto isakmp policy 2

C-Teppa LLnto3
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encr 3des
hash sha
authentication pre-share

group 2

crypto isakmp policy 3
encr aes 128
hash md5

authentication rsa-sig

#®parmeHT Native-LSP (B cutyaumu, korga nogxoaat sce Tpu policy):

AuthMethodRSASign auth ca(

)
AuthMethodPreshared IKE auth key 192 168 11 110 (

)
IKERule IKE router mc fastethernetO0 0 crypto 1(
Transform* = IKETransform (
CipherAlg *= "DES-CBC"
HashAlg *= "MD5"
GroupID *= MODP_ 768
LifetimeSeconds = 86400
)
IKETransform (
CipherAlg  *= "DES3-K168-CBC"
HashAlg *= "SHA1"
GroupID *= MODP_ 1024
LifetimeSeconds = 86400
)
IKETransform(
CipherAlg  *= "AES-K128-CBC-7"
HashAlg *= "MD5"
GroupID *= MODP_768
LifetimeSeconds = 86400
)
MainModeAuthMethod *= auth ca, IKE auth key 192 168 11 110
AggrModeAuthMethod *= auth ca, IKE auth key 192 168 11 110

DoAutopass = TRUE

7. B counbTpax, B KOTOpbIX NponucaH nokaneHsin agpec ANY, B Native-LSP nponuceiBaeTcs
avnanasoH 0.0.0.0..255.255.255.255.

8. B IKERule moxeT nponuceiBaTbea napametp IKEPeerlPFilter. Ucnonb3ytoTca cneaytolume
npasuna:
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¢ VICTOYHUK MHCpOPMaLMK BeIOMpaeTCs Mo NpuopuTeTam: ecnv yaaeTcst Nony4nTb punbTp
Ha OCHOBe MHGOPMaLMM 13 0YepeaHOro NyHKTa, CreayroLwmne NyHKTbl UTHOPUPYOTCS
(Hanpumep, ecnu ecTb set peer, Apyrue NyHKTbl UTHOPUPYIOTCS).

e UcTtouHukm nHdopmaumm ans IKEPeerlPFilter:

e KomaHpga set peer, ecnv oHa NpUCyTCTBYeT B crypto map (Bcerga ans craTtu4yecknx
crypto map; peako ans AuHaMuyeckux crypto map).

e Tonbko ansa ctpyktyp IKERuUle, He nmetrowmx cebinok Ha AuthMethod...Sign
(ncnonb3aytotest Tonbko preshared keys; 6e3 cepTudumkaToB): agpec U3 KOMaHabl
crypto isakmp key ... address (unum ...hostname B cniyyae, Koraa Mbl MOXeEM CBA3aTb
ykasaHHbI hostname c IP-agpecom yepes komaHay ip host).

e TonbKko NpU NCMOMb30BaHMM TPAHCNOPTHOrO pexuma: permit-aanmcm B crypto ACL.

9. Ecnu B crypto map nponucaHbl HECKOMNbKO Peer, Kaxablid U3 KOTOpbIX ayTeHTUduLnpyeTcs
no preshared key, To ncnonb3yeTcs cneayroLnn noaxoa;

e MpONMCLIBAETCA TYHHEb U ayTEeHTUMKALNS 518 MEPBOro Mo cyeTy peer
e N5 ocTanbHbIX peer-oB npoBepstoTcs preshared keys:

e ecnu preshared key coBnagaeT ¢ Kno4YoM Ansi NEPBOro peer, To 3TOT peer
NPONMCLIBAETCS B KAYECTBE TYHHENS;

e ecnu preshared key He coBnagaeT ¢ KNOYOM 4118 MEPBOro peer, To A8 AaHHOro
peer oopmupyeTcst oTAeNbHbIM AuthMethodPreshared, IKERule U
IPsecAction.

CrneayeT yunTblBaTb, YTO NogobHasi KOHGUrypauumsl npMeedeT K TOMy, Y4To paboTa co BTOpbIM
peer OyaeT BO3MOXHa TONMbKO B KayecTBe OTBeTYMka. B kauecTBe uHMuUMaTopa paboTa
BO3MOXHa TOJIbKO C NepBbIM peer.

PekomeHayeTcs No BO3MOXHOCTU n3beratb Takmx cutyaumi. [Ina atoro, B criyyae ykasaHus
B Crypto map Heckomnbkux peers, crnegyetr nubo ucnonb3oBaTb ayTeHTUdUKaUUIO Mo
ceptucdukatam nmbo, B cnydyae MCnNonb3oBaHWs ayTteHTudukaumm Ha preshared keys,
ncnonb3oBaTh OANHAKOBbIW KINOY AJ1A BCEX Peers, nepeyncneHHbIX B 0gHOW crypto map.

B nopo6Hon cutyauum BeligaeTca coobuieHne [2.10].

Ecnu npucytctByeT nogobHas koHdurypaumsi ¢ HecoBnagawowmmn preshared knwoyamu u,
KpoMe TOro, cyllecTByeT ayTeHTUMKauua Ha cepTudmkaTax; Torga K BblllenepeyncrieHHbIM
Habopam AuthMethodPreshared, IKERule u IPsecAction gobaButcsa elle OOuH,
onucbiBalLWNUA ayTeHTuduKaumio Ha cepTudmkatax. lNpu 3atom B IPsecAction Oyayr
nporucaHbl Bce peers.

10.CyuwiecTByeT cneundmryecknin NOAxoa B cnyyae, eCnu B crypto map set NpUCyTCTBYET
HEeCKOJIbKO crypto maps, a BUX crypto-map-acls CyLLECTBYIOT NepeceyeHns rno
agpecam, NpuMyemM B YacTu NpaBum NPUCYTCTBYET permit, a B Apyrux npasunax — deny.
MoppobHee norvka KOHBEPTUPOBAHUA ANst JAHHOW CMTyauum onucaHa B pa3gene
«OnucaHne o6paboTkn nHTepdencos».

11.CyulecTBYOT 0COGEHHOCTH B HACTPOMKE MapLUpyTU3aLUu:

Ecnun pobaBnTtb M3 KOHCONM routing, KOTOPBIN yXXe NPUCYTCTBYET B CUCTEMHON Tabnuue
MapLipyTusauumn, 10 oH bygeT gobaBneH B TeKyLlyl KOHMUrypauuio C AMarHOCTMKOW B
danne nora.

Mpu OTrpy3ke CKOHBEPTUPOBAHHOW KOHUrypauumn (no nbow npuymMHE), U3 CUCTEMHON
Tabnuubl MapLpyTusauumn 0yayT yoaneHsl Bce 3anucu, 4ob6aBneHHble U3 KOHCOMN, KOTopble
Takke MOIMM CyLlecTBOBaBaTh U 4O 3anycka KOHCONU (Hanpumep, [obaBneHHble C NOMOLLBIO
KOMaHAbl route add).

12.CyLecTBYHOT AONONHUTENBbHbBIE KOMaHAbl, KOTopble oTCyTCTBYIOT y Cisco:

e KOMaHAa set pool — 3agaeT IKE-CFG pool, npMBA3aHHbIN K KOHKPETHOW crypto map.
PaboTaeT B KOHPUrypauMoOHHOM pexumMe crypto map M crypto dynamic-map.
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0ocobblIi crnyyal — komaHaa set pool <none> — yOUpaeT Onsl KOHKPETHOW crypto
map WK crypto dynamic-map HacTpounku IKE-CFG, koTopble, BO3MOXHO,
BbICTaBJ1€Hbl C MOMOLLbIO KOMaHAbl crypto map client configuration
address uNM crypto dynamic-map client configuration address (OHM
paboTtaloT And Crypto map set).

e KOMaHaa crypto dynamic-map client configuration address.PaboTtaet
aHanorn4yHo KomaHae crypto map client configuration address, HO gnga
dynamic map set.

13.KomaHgbl onsa 3agaHnsa orpaHudeHunn no Tpaduky u BpeMeHu MMetoT 6onbLUniA AnanasoH,
yem B Cisco:

e security-association lifetime kilobytes:BCisco 2560-536870912, Yy Hac
—1-4294967295.

e security-association lifetime seconds: B Cisco120-86400,yHac— 1-
4294967295.

e IKE lifetime (seconds) : B Cisco 60-86400,yHac — 1-4294967295.

Mpumeyanue: Cisco-like koHconm kak M B CisCO OTCYTCTBYeT BO3MOXHOCTb YyOpaTb
orpaHu4eHust no Tpadumky n sBpemenun (unlimited).

14.CyluecTBYOT 0COBEHHOCTM NPW HACTPOIKe LMto3a Ans paboTbl ¢ MOOUIBHBLIM KITMEHTOM.
Mo>kHO MCnonb3oBaTb OAMH U3 ABYX NOAXOMOB:

e C TOYKM 3peHUs NOrnKN HacTporkn S-Terra Gate, B acl, npmasaHHOM K crypto dynamic
map, B ka4ecTBe remote-agpecoB Ans MobUnbHbIX KIMEHTOB HEODXOAUMO yKasbiBaTb
any. Takum 06pa3om ykasblBaeTCs, YTO AonyckaeTcs nobon dusnyeckni agpec
MOOMWMBHOrO KNMEHTa.

e C TOYKM 3peHus norukm HacTtporikun Cisco, B acl, npuesasaHHoM k crypto dynamic map, B
KayecTBe remote-agpecoB AN MOOUMbHBIX KIMEHTOB yKasblBAeTCs Myr, U3 KOTOPOro
poyTep pasgaeT agpeca MobunbHbIM KnneHTam. Takum o6pa3om ykasbiBaeTcs, YTo
obnacTb AencTensa aTom crypto dynamic map pacnpocTpaHseTcs TONbKO ANS MOBUMbHBLIX
KNMEeHTOB 13 nyna:

B ckoHBepTupoBaHHon LSP, B cTpykType IPsecAction B atpubyte TunnelEntry oTcyTcTByeT
none PeerlPAddress, n B kayectBe |KE-napTHepa pAns Lwrno3a MOXeT BbICTynatb
MOBUNBHBIN KNNEHT C No6bIM PU3NYECKMM aapecom.

B TOXe Bpemsi, ecnu MOOUMbHBIA KIMEHT gABnsieTcsa naccuBHbiM IKE-CFG  KnMeHTOM
(IKECFGRequestAddress=FALSE — He uHMUMMpYET MOCbIMKY 3anpoca Ha nonyvyeHve
agpeca v3 nyna), TO 3alUMLEHHOE COeAWHEHWe MOCTPoeHO He OyaeT. [lpucklnaembli
MOOMWIbHBIM KNMEHTOM ero duandveckmin agpec B kadvectBe identity QM He nogxoauT nop
COOTBETCTBYIOLLEE npaBuno unbTpauum n QM Wn30M oTBepraeTcs.

Ans ycnewHoOro cosgaHus COeOUHEHUSI MpU TaKOW KOHMUrypauuu Lo3a MOOUIbHbLIN
KNWeHT [OMmKeH BbICTYyNaTb B KayecTtse aKTUBHOIO IKE-CFG KInneHTa
(IKECFGRequestAddress=TRUE). B atom cny4dae B kadectBe identity QM wncnonb3yetcs
BblAaHHbIN KITMEHTY agpec M3 nyna M COOTBETCTBYKOLLEE MPaBuio punbTpauumn Ha Wro3e
cpabartbiBaer.

15.Ecnun 3agaetcs dynamic map 6e3 ykasaHua set peer (obbl4Has cutyauus), To opmmpytotcs
Lenoykn npasun Ana Bcex BO3MOXHbIX BapuMaHTOB ayTeHTudukaumm. Hanpumep, ecnu
3afaHbl Heckorbko preshared keys ans pasHbix XocToB, TO 6yayT cbopMMpoBaHbI NpaBuna
ansa Bcex aTux preshared keys n cooTBETCTBYIOLLMX UM XOCTOB.

Ecnn 3apaetca dynamic map C ykasaHueMm Set peer (9K30TUYECKUW, HO [OOMYCTUMBINA
BapuaHT), To AaHHasa dynamic map KOHBepTMpYyeTCsa aHanornyHo static map.

16.B TunnelingParameters nponuckiBaeTcs 3HadeHne DFHandling:

e ucnonb3yeTcsa 3HadyeHue crypto ipsec df-bit ona uHtepdpeiica, ecnn oHo npucyTCTBYET B
KOH(pUrypaumm

e B MPOTMBHOM CIly4ae ucnonb3yeTtca rnobanbHoe 3HaveHue crypto ipsec df-bit.
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17.MoxeT reHepupoBaTbCa Heckosbko CTpyKTyp IKERuUle, kaxgas ua KoTopbIX NOAXOAUT MO
np1CrnaHHbIM NapTHEPOM NapameTpam.

Ina Bbibopa koHKpeTHoro IKE-npaBuna ncnonb3yetcsa napameTp Priority. OcobeHHOCTM ero
dopmMmnpoBaHus:

e Y kaxgown cTpykTypbl IKERuUle yHMKanbHOe 3Ha4YeHne napameTpa.

e Ecnu ctpyktypa IKERule nopoxaeHa ToNbko U3 AUHAMUYECKMX KpUNTOKapT, 3Ha4YeHne
napameTpa Priority rapaHTupoBaHo 6yaet 6onblue, 4em y nobon 13 CTPyKTyp,
NOPOXAEHHbIX U3 CTaTUYECKUX KPUMTOKapPT.

e T[lpucyTcTBYIOT ABa AnanasoHa 3HaveHun: ans IKERule, nopoxaeHHbIX oT
AnHammndeckux kpuntokapT; n ansa IKERule, nopoxaeHHbIX OT CTaTUYCEKMX
KpUnToKapT.

e Ecnu ctpyktypa IKERule nopoxageHa u3 Heckonbkux KpuntokapT (npoucxoguT
obbeauHeHne npasun), 3HavyeHme napameTtpa Priority 6yaeT MUMHUMaNbHO BO3MOXHbIM
cpeau yKasaHHbIX KpUnToKaprT.

e B yacTHOCTM: ecnu gaHHas cTpykTypa IKERule nopoxaeHa kak U3 ctaTudeckon, Tak
1 U3 AUHAMWUYECKOoW KpUnTokapTbl, To NapameTp Priority 6yaeT 3agaH ns avanasoHa
3HaYEHWIA, NpeaHa3HaYeHHbIX ANs CTaTUYECKUX KpUNToKapT.

e B onucaHuu nocnegytoLwmx npasun 4nsg NPOCTOThI NpeanonaraeTcs, YTo Kaxaas
KpunTokapTa nopoxagaet otaenbHyto cTpykTypy IKERule (He nponcxoant obbeanHeHne
npaswun):

e ecnv [Be cTaTU4ecKne KpUnTokapTbl BXOOAT B 0AWMH Habop, NPUBSA3aHHbII K
AaHHOMY CceTeBOMY MHTepdelicy, 3HayeHne Priority KpUnTokapTbl C MEHbLIUM
HOMepoM GyOeT Takke MEeHbLUMM

e ecnv ABe cTaTUyecKkne KpMNToKapThbl NPMBSA3aHbl K pa3HbiM CETEBbIM
uHTepdencam, s3HadeHme Priority 6yaeT MeHbLue y KpUnToKapThbl, MPMBSA3AHHON K
UHTEepdency, KoTopbI onucaH paHblue B panne ifaliases.cf

e aHanoruyHasi cutTyauus ¢ AByMsi AMHAMUYECKUMU KpUNTOKapTaMMm.
18.Bo3moxHa KOH(INMKTHAsA CUTYyaLuMsi Mpy BbICTaBNeHUU aggressive mode:

e [meeTca kpunTokapTa, B KOTOPOW NponucaHbl ABa peer, Ans o4HOro U3 KOTOpbIX
BbICTaBrieHa aggressive mode, a ansa gpyroro — HeT. Hanpumep:

crypto map cmap 10 ipsec-isakmp

.

set peer 192.168.10.11

set peer 192.168.10.12

...

crypto isakmp peer address 192.168.10.11

set aggressive-mode client-endpoint ipv4-address 192.168.10.11

e KoHBepTUpOBaHME Tako KOHUrypaLMmn MOXET NPepbIBaTbCA C OLLIMBKOM
MSG_ID_CSCONV_CRYPTO_MAP_PH1_MODE_MISMATCH (0x00733108).

o [lpumeyaHwue: ownbKa He NOSBMASETCH, €Cnu B pe3ynbTaTe KOHBEPTUPOBaHWS ONd
KaXXOOoro 13 peer-oB reHepupyloTcs oTaenbHble cTpykTypbl IKERUle.

e CregyeT y4ecTb, YTO AaHHOE NOBeAeHME OTNMYaeTCa OT NOBEeAEHNs KOHBEpPTOpa Bepcum
3.1: Tam B nogo6Hol cuTyauun BeicTaBnsncs napameTtp AggrModePriority = TRUE.
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Ilormka 3anycka KoHBepTopa

1. Mpw cTapTe NpoAyKTa NPOBEPSATCS CrieayroLlne N3MeHeHus:

e [lobaBneHune nnu yganeHue ceptudurkaTta B 6ase nokanbHbIX HACTPOEK.
e YpaneHue preshared kntoya, 3agaHHoro B Cisco-like koHdurypaumu.

Bo Bcex aTux cniydasx BblgaeTcs coobuweHve B ror [1.6] u BbicTaBnsieTcs dnar U3MeHeHus
Cisco-like koHdurypaummn. B pesynbtaTe KoHBepTOp OyaeT Bbi3BaH Mpu BbIXo4e U3 pexnma
KOH(UIypMpOBaHUsl faxke B TOM Cly4yae, eCnv Nonb3oBaTenb He caenarn HUKakmMx N3MeHeHun
B Cisco-like koHGurypauum.

CnepyeT OTMETUTb, YTO MPOBEPKA Ha [OaHHble cuTyauuun AenaeTcs TONbKo Npu cTapTe
kKoHconn. [lpu 3TOoM npoBepka LSP pgenaeTcs npu Kaxaom BbIXoe W3  pexuma
KOHGMrypmpoBaHus (nogpobHee CM. HUXe).

2. TNpu BbIXOAE U3 pexmma KOHUIYPUPOBaHNS CHavarna npoBepsieTcs NCTOYHKK TekyLlen LSP.

Bo3MOXHbI cneaywouime BapunaHThbl:.

Pe3synbTaT npoBepKuU MCTOYHUKA

TeKyLI.IEﬁ LSP I'Ipe,qnpm-mmaeMble AencTeus

LSP He 3arpyxeHa Bbi3biBaeTcst KOHBEPTOP

3arpyxeHa LSP He 13 cs_converter BbI3biBaeTCs KOHBEPTOP.

Ecnu KoHBepTMpoBaHue n 3arpy3ska HoBol LSP
npoLunn ycnewHo, 1o npeasigywas LSP
coxpaHsieTca B chann /var/cspvpn/non_cscons.lsp.
O6 atom BblgaeTcst coobuieHune B nor (cM.1.4, ecnu
No Kakum-nndo nNpuynHam He yaanocb COXpaHUTb
dann — cm. coobuieHne 3.10)

3arpyxeHa LSP u3 cs_converter MpoBepsieTca dnar nameHeHunsa Cisco-like
KoHdpurypauum (oH Mor BbITb BbICTaBMEH Ha cTapTe
npoaykTa, cM. 1; nmbo ecnu nonb3oBaTenb BHEC
nameHeHus B Cisco-like koHurypaumo B JaHHOM
ceaHce).

Ecnu donar BbICTaBreH, Bbi3bIBAETCA KOHBEPTOP.
B npoTuBHOM criy4yae HMYero He genaeTcs.

3. Ecnu npu Bbixode 13 KOH(UIypaLUMOHHOTO PeXnmMa NponcxXoamT KOHBEPTUPOBaHNe

KOHpurypauum, n aTo KOHBEPTUPOBAHME 3aBEPLUAETCS C OLUMOKOM; TO Ha KOHCOSb BblAaeTcs
cooOuleHne 06 owmnbke: "LSP conversion failed. You can use the "show
load-message" command to obtain the additional information."
("KoHBepTupoBaHue LSP 3aBepLumnock ¢ ownbkon. Bbl MoXeTe ncnonb3oBaTb KOMaHay
"show load-message" ANS NOMyYeHUsS AOMOMHUTENbHOW nHdopMaLmmn').

. Ecnu koHBEpPTUPOBaHME 3aBEPLLMIIOCH YCMELIHO, HO C NPeAYnpeXaeHNSMN

MSG_ID_CSCONV_LSP_LOAD_WITH_ONE_WARNING (00734101) nnu
MSG_ID_CSCONV_LSP_LOAD_WITH_WARNINGS (00734102), curHanns3npyoLmMmn o
TOM, YTO MpK 3arpy3ke creHepmpoBaHHo LSP 6binu BbigaHbl npegynpexaeHus (Co CTOPOHBbI
JEeMOHa vpnsvc), TO Ha KOHCOfb BblgaeTcs coobLieHne Buaa:

LSP conversion complete with additional message(s):
LSP successfully loaded with warning: <LSP_load_warning>

roe <LSP_load_warning> — npegynpexneHne co CTOPOHbI AEMOHa VPNSVC Mo MoBoay
3arpyxeHHon LSP.
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e Ecnu BMecTe ¢ ykasaHHbIMY NpeaynpexaeHusiMy npucyTCTBYIOT Apyrue
npeaynpexaeHusi, OTHOCSLLMECS HEMOCPEACTBEHHO K KOHBEPTOPY, OHU Takke OyayT
BblJaHbl Ha KOHCOIb.

e Bce BbldaHHble Ha KOHCOJIb npeaynpexaneHna MOXHO NOBTOPHO BblAaTb Ha KOHCOJb MO
komaHge show load-message.

5. Ecnu KOHBEpPTMPOBaHME 3aBEPLLMIIOCH YCMELLHO, HO C NpeaynpexaeHnsMu, OTHOCALLMMUCS
HenocpeacTBEHHO K KOHBEPTOPY (OTCYTCTBYHOT NpeaynpexaeHusi, NepedncrieHHbIe B
npeablayLweM NyHKTEe), TO Ha KOHCOMb HE BblAaeTCs HUKaKoW AONOMHUTENbHON
nHcpopmaumm. OgHako no komMaHae show load-message OyAyT BblAaHbl BCE
npeaynpexaeHnst KOHBepTopa.

Mpwn ycnewwHom KoHBEpPTUPOBaHUKN KoHdUrypauumn dpnar nameHeHms Cisco-like
KOHUrypauum cbpacbiBaeTcs.

e [lpy NOBTOPHOM BXOA€E B PEXMUM KOH(PUIypupoBaHUst KOHBEPTOP He ByaeT 3anyLueH, ecnu
nepeg 3TUM He OblNo BHECEHO KakuMX-nnbo nameHeHun B Cisco-like koHdurypauuio.

AnropuTtm paboTbl KOHBEPTOPA

1.

MNogroToBUTENbHBLIN 3TaN:

WHuumanusauus nora.

MHnumnanmsaums nokanbHbIX HaCTpOeK.

HanuncaHue cnyxebHow nHdopmMauun B KOMMEHTapusX:

®pasa "This is automatically generated LSP".

HaTtan BpeMA KOHBepTauun.

CospgaHwve 3aronoBka KoHpUrypawumu:

CnyxebHasa nHdopmaums (Bepcms n T.n.).

Hactpowiku LDAP n CRL-processing.

"moBanbHbIe HACTPOViKK fnora.

O6paboTka nHtepdencos. NMogpobHee cm. «OnucaHne obpaboTku nHTepgencosy. Mpu
3TOM hOpMUpPYIOTCA NpaBuna punbTpaumm, B Tom ymcne u IPsec (APPLY).

. Ona APPLY npaBuna npoucxogut nouck nogxoasuwero ISAKMP npasuna:

CHavana genaeTcs nonbiTka HAaUTWU nogxoasilee NpaBuno Ha Preshared key.

Takxke GepeTcsa nepBoe Mo cYeTy NpaBUNo rsa-sig.

Ecnu no,u,o6paHo npasuno Ha Preshared key — NponucbiBaeTcd ayTeHTI/I(bVIKaLI,MOHHaﬂ
MH(bOpMaLI,VIFl C COOTBETCTBYHOLLNM UMEHEM KIlHo4a.

[Ona main mode LocalID NpONMUChLIBAETCA B 3aBUCUMOCTU OT KOMaHAbl crypto isakmp
identity:

Ecnv crypto isakmp identity address (BapuaHT MO YMOMYaHUIO), a TaKkkKe B
cnyyae crypto isakmp identity dn (BapuaHT, HEMPUMEHUMbIN 4Ns1
preshared keys), LocalID B koHdUrypaumio He nuwweTcs (obosHavaeT —
nucnonb3oBaTb fNokanbHbIv IP-agpec).

Ecnu crypto isakmp identity hostname, nueTcs:

LocalID = IdentityEntry( KeyID *= “<local id>" )
roe <local id> —npefcTaeneHue B Buae Hex-string nonHoro DNS-afpeca,
COCTaBEHHOr0 U3 foKarnbHOro hostname, 3a4aHHOrO C MNOMOLLLIO KOMaHAbI
hostname <..> 1 OJOMEHHOIro MMEHU, 3aJaHHOIO C NOMOLLbIO KOMaHAbl ip
domain name <..>. Ecrniv gOMeHHOE UMS OTCYTCTBYET, UNM B hostname
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NPUCYTCTBYET XOTA Obl OAHa TO4Ka, <localiid> COCTaBNndAeTCAd TOJIbKO U3
hostname.

RemoteID nponucbiBaeTcsa No crneayrwmm npasunam:

e Ecnu kniou NpuBA3aH K IP—ap,pecy C NOMOLLbKO KOMaHdbl
crypto isakmp key <..> address <..>,

TO (hOpPMUPYETCH NPABUIIO C ayTeHTUdUKaLMEN Mo JaHHOMY KITHoYY:

AuthMethodPreshared <...> (
[ LocallD = IdentityEntry( KeyID *= “<local id>" ) ] -
ecJi HeoOXOoIVMO
RemoteID = IdentityEntry( IPv4Address *= <peer ip> )
SharedIKESecret = <...>

)

e Ecnu knoy npmBAa3aH K hostname C NOMOLLbIO KOMaHAbl
crypto isakmp key <..> hostname <..>, ahostname npussa3saH K IP-
agpecy c nomoubo KoMaHabl ip host <hostname> <ip-addr>, TO
dopmupyeTca NpaBuno ¢ ayTeHTUdKUKaumnen no hostname n IP-address:

AuthMethodPreshared <...> (
[ LocallD = IdentityEntry( KeyID *= “<local id>" ) ] -
ecnm HeoBxXOoIMMO
RemoteID = IdentityEntry(
IPv4Address *= <peer ip> KeyID *= “<peer id>" )
SharedIKESecret = <...>
)
roe <peer id> —npepfcTaBneHve B Buae Hex-string hostname-a us komaHgbl
crypto isakmp key <..> hostname <..>.

e Ecnu knoy npmBsa3aH K hostname C NOMOLLbIO KOMaHAbI
crypto isakmp key <..> hostname <..> W UCNOMNb3YyeTCH ANHAMUYECKUIA
crypto map, POpMUPYETCHA NPaBUIo C ayTeHTUMUKaUnen no hostname:

AuthMethodPreshared <...> (
[ LocallD = IdentityEntry( KeyID *= “<local id>" ) ] -
ecay HeoOXOoIMMO
RemoteID = IdentityEntry( KeyID *= “<peer id>" )
SharedIKESecret = <...>

)

e Ecnu ypnaetcs nogobpate gononHutensHele IP-agpeca n hostname, ons KOTopbIxX
3ajaloTca Te Xe camble Knouu, Toraa atu IP-agpeca u KeylD (13 hostname-oB)
pobasnstotcs B RemotelD.

7. Ecnu nogo6paHo npaBuno RSA sig — NPoNUCbIBAeTCS NpaBuno ayTeHTUdUKaumMm B Buae:

{ AuthMethodRSASign | AuthMethodDSSSign | AuthMethodGostSign }
auth ca(

LocallID = IdentityEntry( ... )

[ RemoteID = IdentityEntry( ... ) 1 |

[ DoNotMapRemoteIDToCert = TRUE ]
AcceptCredentialFrom *= CertDescription (
X509IssuerDN *= "_ . ."
SerialNumber = "..."
X509SubjectDN *= ", . "
)
SendRequestMode = { AUTO | NEVER | ALWAYS }
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SendCertMode = { AUTO | NEVER | ALWAYS }

)
ModeAuthMethod *= auth ca

e LocalID mna main mode hopMUpYETCS MO Creayowmm npasunam:

e Ecnucrypto isakmp identity hostname, NnUWeTCS:
LocalID = IdentityEntry( FQDN* = USER SPECIFIC DATA )

e Ecnn crypto isakmp identity dn:
LocalID =IdentityEntry( DistinguishedName* =
USER SPECIFIC DATA )

e Ecnucrypto isakmp identity address:
LocalID = IdentityEntry(IPv4Address* = USER _SPECIFIC DATA)

e RemoteID hopMUPYETCS MO CreayoLwmnm npaBuiam:

e Ecnu Kk crypto map npussasaHa identity, B KOTOpon nponnucaH 04uH UM HECKONbKO
dn, nuwertcs:
RemoteID = IdentityEntry (
DistinguishedName* = CertDescription (Subject* =%“<dnl>"),
CertDescription( Subject* =“<dn2>"),

FODN* = “<fqgdnl>", “<fgdn2>"
)

e Ecnu k crypto map He npmBsAsaHa identity, TO NMWeTCS
DoNotMapRemoteIDToCert = TRUE

AaHHas Noruka npefHasHadeHa ans Toro, 4Tobbl B kKayecTBe remote identity
pabotan IP-agpec n B Tom cny4ae, korga OH OTCYTCTBYET B cepTudmkare
(TMNnYHas cutyaums). 3To ObiBAaET MNOME3HO NPY UCMONB30BaHUN Pa3HbIX TUMOB
ayTeHTMdVMKauumM B npegenax ogHom KoHUrypauum — Ha ceptudukaTax n Ha
preshared keys.

e Ecnu B LSP yxe npucytcTByeT ngeHtTu4Hasa cTpyktypa AuthMethod...Sign, HOBas
CTPYKTypa He nuweTcs. B cTpykType IKERule NULIETCH CChIflka Ha YXKe CYLLECTBYIOLLYIO

CTPYKTYpY.

8. B 3aBMCKMMOCTM OT HanMuusl KomaHabl crypto isakmp keepalive U ee NapaMeTpoB B
IKERule NPOMUCLIBAOTCSH HACTPOWKN DPD:

Ecnn komaHga crypto isakmp keepalive He 3agjaHa (N0 yMONYaHuIo),
nponuceiBaeTcs DoNotUseDPD = TRUE.

EchKomaHuasauaHa,nmuwTCHnapameTpu:

DPDIdleDuration = <secs>
DPDResponseDuration = <retries>
DPDRetries = <dpd retries>

roe <secs> — MeEpPBbIA apryMEHT KOMaHAbl;
<retries> - BTOpPOW aprymMeHT KOMaHAbl;
<dpd retries>—napameTtp dpd retries u3 ganna cs_ conv.ini.
CM. onncaHue HacTponkn dpd retries.

BHumanue!!l NosegeHne no ymonyaHuio otnnyaeTca oT HacTpoek DPD B Bepcumn 2.0.
Tam Bcerga (BHe 3aBUCMMOCTU OT crypto isakmp keepalive) BbICTaBNANUCH
HacTpowku DPD no ymonyaHuio, xapaktepHble anst Native-LSP: DPDIdleDuration
= 60; DPDResponseDuration = 5; DPDRetries = 3.

Ceiuac no ymonyaHuio DPD BbIKMOYEH.

9. Ecnu B LSP yxe npucyTcTBYET UAEHTUYHAS CTPYKTYpa TKERule, HOBasi CTPYKTypa He
nuweTcs. B cTpykType IPsecAction MULIETCS CChINKa Ha YXKe CYLLECTBYIOLLYIO CTPYKTYPY.
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10.Ecnu B LSP yxxe npucyTCTBYeT MOEHTUYHANA CTPYKTYpa TPsecAction, HOBasi CTPYKTypa He
nueTcs.

11.B koHLIe KOHBEPTMPOBAHNSA AeNaeTcsi NonbiTka 3arpy3nTb chopMMPOBaHHYIO KOHUIypaLmio.

Ecnn  koHdwurypauuto He yganocb  3arpy3utb, OHa CoXpaHdeTca B dpavne
erroneous lsp.txt (C Bblgavent coobueHus B mor). Pain pacnonoxeH B Kartanore
/var/cspvpn.

BHyTpeHHMe HacTPOMKN KOHCOMM M KOHBEPTOpa

1. BHyTpeHHWe HaCTPOMKM KOHBEPTOPA XPaHATCS B (hansie cs_cons_reg.ini, pacnonoXeHHOM B
KaTanore areHTa.

2. [aHHbIiA dhain ucnornb3yeTcs AN XpaHEeHUs! BHYTPEHHMX HAacCTPOEK KOHCOMW 1 KOHBepTopa.
OH aBTOMaTUYECKN MoaMMLMPYETCS NpK 3anycke koHconu. PeaakTupoBaHve aToro goarna
BPYYHYIO HE PEKOMEHIYEeTCS.

Ecnu dann oTcyTcTBYeT HAa MOMEHT CTapTa KOHCOMNN, OH aBTOMAaTM4eCK/ CO3AaeTCs.
4. dopwmart danna:

e Ob6blYHbIN TekcToBbIN harin B kogmposke ASCII. Ncnonb3ayeTcsa koanpoBaHME OKOHYaHWS
CTPOK NpuHATOE AN onepaunoHHor cuctemsl (Windows/UNIX).

. nyCTbIe CTPOKM 1 CTPOKU, Ha4YnHaroLwmecsa ¢ ! (BOCKJ'IVILJ,aTeJ'IbeIIZ 3HaK) WrHOPUPYHOTCA.

e ®dann coctounT 13 cekumn. Kaxxaasa cekumsa HauymHaeTcs C Ha3BaHUS Cekuuu,
3aKIIOYEHHOrO B KBaapaTHbIEe CKOOKM.

5. B HacToswee Bpemsa NPUCYTCTBYET OOHA CEKUUS: OonMcaHne nepekoampoBKn MHTeEpdENCOB
n3 dpopmarta Cisco B Native oopmat areHTa:

HassaHue cekummn: [interface list]
dopmart cTpok: <Native_interface_name> = <Cisco_interface_name>. Hanpumep: 10 = 0/0
[daHHas cekuma pegakTupyeTcs aBToMaTMyecKn nNpu ctapTe KOHCOMK:

e Ecnu B Cisco-like koHurypaumm u B INI-chaine He onucaH native interface (Hanpumep,
nepBblli CTApT KOHCOMKU, TO 3TOMY MHTepdency npucBansaeTcs cBobogHoe
<Cisco_interface_name>. 310T MHTepderic nobasnsetcsa B Cisco-like koHdurypaumio n B
INI-chawnn.

e Ecnun 3geck onucaH native interface, KOTopbI OTCYTCTBYET B areHTe, TO 3TOT UHTEpdenc
yaanseTca kak u3 INI-cbanna, Tak n n3 Cisco-like koHdpurypauun.

e Ecnu B Tekywen Cisco-like koHurypauum npucyTcTByeT nHtepdenc, He ONNCaHHbIN B
INI-chavine (HewTaTHasa cutyauusa), aToT uHTepdenc yaansetcsa us Cisco-like
KOHdUrypaumu.

e Ecnu B INI-channe npucytcTByeT uHTepdenc, kotoporo HeT B TekyLlen Cisco-like
KOHdurypauum (HewTatHasa cutyauus), aToT nHTepdenc yaansetcsa ns INI-cpavna.

6. B cnydae, ecnu npousownu kakme-nnbo M3MeHeHUs, ON1caHHbIe B NpeablayLeM NyHKTe, T0
0BHOBMEHHbIN hann coxpaHseTca. Ecnv coxpaHeHne nNo TeM UM UHbIM NPUYNHAM He
yaanoch, TO B JIOr BblgaeTcs coobuieHne o6 owmnbke [3.11].

YnpasneHue koHsepTopom ¢ nomouibto INI-channa

1. Hactpoiiku koHBepTopa xpaHaTtces B INI-chaine cs conv.ini, pacnonoXeHHoM B
KaTanore areHTa.

2. INI-cpann xpaHuT crnyxebHyto nHpopmaLmio, HeOBXOANMYIO ANst KOHBEPTOPA, BKITHOYAIOLLYIO
B cebs Bce nonb3oBaTenbCkne HaCTPOMKM.
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3. ®opmar ganna:

0ObIYHLIN TEKCTOBLIN (harn B koanpoBke ASCII. Ncnonb3yeTcs KOAMPOBaHWE OKOHYaHUS
CTPOK, NpUHATOE AN onepaumoHHon cuctembl (Windows/UNIX)

nycTble CTPOKU U CTPOKK, HauMHatowmecs ¢ ! (BoCKNuLUaTenbHbIA 3HaK) UTHOPUPYIOTCS

dann cocTouUT 13 HECKONbKNX cekunin. Kaxxgasa cekums HaumHaeTCcsl C Ha3BaHUA CeKLuM,
3aKIO4eHHOro B KBagpaTtHble ckobku. Hanpumep: [interface list].

4. OnucaHve cekuuin anna:

OnuncaHune oTaenbHbIX rNobanbHbIX HACTPOoEeK:

HasBaHune cekumu: [global settings]
e ®dopwmar CTpoK:

ike autopass = {on|off} — BKMOYEHUE/BbLIKNIOYEHNE NPONUCLIBaHUS ike
autopass B koHdurypauuu. Mo ymonyaHuio — on. Nonb3oBaTento pegakTMpoBaTtb
[AaHHbI NapamMeTp He PEKOMEHAYETCS, 3a UCKMIOYEHNEM CrydaeB, Koraa Haao
NMoCTPOUTb KOHGpUIypaLuio C BIIOXEHHbIM IPsec

Cnepyet yyecTb, 4TO AaHHasi HACTPOWMKa OTNMYAETCH OT MNOXOXEN HAaCTPONKK AN
Bepcumn 3.1: Tam OHa oTKpbIBana nonHeln goctyn ang IKE naketos. B Tekylien sepcun
AaHHas HacTpouka obecneunBaeT npoxoxgeHue IKE naketos B 06xog IPsec policy, Ho
He B obxog npasun firewall. Heobxoanmo cneanTb, 4TOGLI ObINK NponMcaHbl
COOTBETCTBYIOLLME NpaBmia nakeTHon punsTpauun ansg 6ecnpendaTCTBEHHOIO
npoxoxgeHus IKE nakeTos.

dpd retries = {1-10} —KONM4YeCTBO NonbiToK nposeaeHns DPD-o6meHa. o
ymonyaHuio — 5. [Nonb3oBaTenb MOXeT HacTpamBaTb AaHHbIM NapameTp Ans
nony4YyeHns ontTumansHoro konuyectsa DPD-retries.

tunnel local ip = {on]|off} — BKMOYEHME/BbIKIOYEHNE NPONUCLIBAHUSA
nokaneHoro IP-agpeca B CTpyKType TunnelEntry. 1o ymonyaHuio — off.
Monb3oBaTtento peaakTMpoBaTh AaHHbIM NapaMeTp He PEKOMEHAYETCS: TONbKO Npu
BO3HWMKHOBEHWM CUTYaLMIA, Korga NponucbiBaHWe NokanbHOro agpeca Heobxoammo
(noka He BbISIBNEHO).

ipsec_reassemble ip = {on|off} — BKINtOYEHNE/BbIKITIOYEHME NMPONUChIBaHNS
napameTtpa Assemble=TRUE B CTPYKType TunnelEntry. [1o ymonyaHuio — on.
3Ha4eHne on 03Ha4YaeT, 4YTo NakeT 6yaeT cobpaH us IP-pparmeHTOB Nepes IPsec
WHKancynsaumen (Kak 1 B NpeablayLLimMx BEpCUsix LWo3a 6e3onacHocTn).

Mpun 3Ha4YeHUn o £ £ MOryT NOSABUTLCSA Npobnemsbl Npu paboTe No 3aLuLLEHHOMY
COeINHEHMIO C NpeabIayLMMm Bepcusammn areHta. Ecnu sawmuieHHas cBssb ¢
npeabiaywmmmn Bepcusimm LWino3a 6e3onacHoOCTN He TpebyeTcs, TO AaHHbIN NapaMeTp
MOXHO OTKNHOYUTL OS89 ynydlweHnsa nponssoautensHocTu IPsec.

preserve ipsec sa = {on]|off} — BKINOYEHUE/BbIKIMIOYEHNE NPOMUCHLIBAHUS
napameTpa PreserveIPsecSA=TRUE B CTPYKType GlobalParameters. 10
ymMonyaHuio — of £. 3HaveHue of £ — npu NMobbIX N3MEHEHNSIX B KOHMrypauum
IPsecAction, IKERule cpunstpoB Networklinterface.lPsecPolicy ygansioTcsa Bce IPsec
SA.

3HayeHne on 03HA4aEeT, YTO B MOMEHT U3MEHEHUs1 KoHurypaumm IPsec SA oyaet
COXpaHeH npv coBMAEHNN HEKOTOPbIX YCNOBUA (NogpobHee CM. AOKYMEHT
«CosgaHmne KoHMrypaumoHHoro danna).

BHumaHue! Mpu ncnonb3oBaHum 4aHHOTO pexuma cnegyet cobniogaTb
OCTOPOXHOCTB: IPsec SA, ocTaBLuMecs OT CTapon KOHUrypaumm B TOM UM MHON
Mepe MOryT HapyLuaTb HOBYIO MONUTMKY 6e3onacHoCTv unm BbiThb
HepaboToCnocobHbIMM U3-3a HECOOTBETCTBMSA HOBOM LSP. Ecnu HeT yBepeHHOCTU B
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KOPPEKTHOCTU MCMONb30BaHNs faHHOW HAaCTPOVKW, PEKOMEHIYeTCs OCTaBUTb
3HayeHue off.

OnucaHve nepekoaupoBKN anropuTMOB:
HaspaHue cekumn: [algorithm list]
PenakTtupoBaHue nonb3oBaTenem AaHHOW CEKLUMU HE peKOMEHOYeTCS.

e ®dopmart CTPOKM:

<Generic algorithm name> = { SignByCaType |
native:<Native algorithm name> } gui:<GUI name> [gui default]
[optional:<optional part>] [show:"<Show description>"] [default]

console:<console description> [console2:<console2 description>]
rae

<Generic_algorithm_name> — nms meToga ayTeHTuduKkaLmn, anroputma unm rpynnol
B CTune cs_console..

dopmat <Generic_algorithm_name>:
CHadvana nget npedukc:

Mpedurce condurypuposasn | Isse transtorm

ike-auth- auth

ke-hash- IKE policy hash

ike-cipher- encr

ike-group- group

ah-integrity- ah-

esp-integrity- IPsec transform esp-

esp-cipher- esp-

pfs-group- Crypto map config set pfs

Mocne npedukca naget napameTp KomaHabl nnu cydpdukce IPsec transform.
Mpumepsbi:

komaHda hash md5 — <Generic algorithm name>=ike-hash-md5

onuncaHue anroputma B IPsec transform esp-3des —

<Generic_ algorithm name>=esp-cipher-3des

(npedhukc “esp-cipher-“ 6epetcsa no Tuny anroputmMa B ctune Cisco-like,
cycbumke “3des” bepeTcsa n3 cuHTakcmca “esp-3des”).

Ecnu npucytctByeT cumBon _ (NogyepkuBaHune), To oH obosHavaeT, 4To
OaHHbIN anropuTM 3ajaeTcsa ABYMs CIOBaMM.

Mpumep:

komaHAa “encr aes 192" — <Generic algorithm name>=ike-cipher-
aes_192

CylwectByeT TpeboBaHune: <Generic algorithm name>=‘esp-null”
obs3aTenbHO fOmMkHO 0603HavaTb ESP CipherAlg="NULL” (3apaetcs
cTaHgapTHbIM 06pa3oM, NpuMep CM. Hke). Ha apyrue umeHa xectkme
TpeboBaHNsi N0 COOTBETCTBUIO aNrOpUTMOB OTCYTCTBYIOT.

SignByCaType — 3apesepBrpoBaHHOE CrnoBo, 06o3HavaloLee pexunm Boibopa
MeToda ayTeHTMduMKaumm B 3aBucumoct ot tuna CA.
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Mcnonb3yeTcs TOMNbKO ANs ONMcaHus MeToAa ayTeHTUdUKauum.
fABnseTtca anbTepHaTUBOW A8 NapameTpa
<Native_algorithm_name>. MNogpo6bHee no noruke paboTbl ¢
cepTndUKaTHbIMM METOAAMN ayTEHTUMUKALUN CM. HUXKE.

<Native_algorithm_name> — umMs MeToZa ayTeHTUMKaLmMm1, anroputma unu rpynnbl B
ctune LSP. He moxeT cogepxaTb KaBblyek, Mpobenos u
Tabynaumi. NapameTp ob6sa3aTenbHbIA, HO MOXET OTCYTCTBOBATb,
ecnu 3agaHo knio4vesoe crnoBo SignByCaType. Ecnu kntoyesoe
cnoso SignByCaType He ucnonb3yeTcs, To MeTos
ayTeHTUMKaLmm onncebiBaeTca umeHem cTpykTypbl AuthMethod.
OcTtanbHble 3Ha4YeHVs1 3a4a0TCA CTPOKOBbLIM 3HAYEHUEM
cooTBEeTCTBYylOLIEro napameTpa B LSP.

<GUI_name>—  wngeHTUdUKaTop, NpeacTaBnaoWmin gaHHbIn anroputm B GUI. He
MOXeT cofepXaTb KaBbl4eK, Mpobenos 1 Tabynauni.

gui_default — cneundukaTop, oTMevarLmin 3Ha4eHune, kotopoe B GUI
BbIOMpaeTCcs Kak 3Ha4YeHne No yMonyaHuo Npy co3gaHnmM HOBOM
ISAKMP Policy nnu IPsec Transform Set.

Optional — nocne Knio4eBoro cnosa optional n gBoeTouns nuweTcs
onuMoHanbHas YacTb KOMaHAbl, KOTopas MOXeT OblTb BBEAeHa Unu
onywieHa npu Beoge. [pu BeiBoge no komaHge show running-config
AaHHas YacTb KOMaHAbl HUKOrga He nokasbiBaeTcs. He moxeT
copepxatb kaBbl4ek, Nnpobenos n Tabynauni.

Mpumep TaknMx KOMaHA:

encr aes [128]
crypto ipsec transform-set <...> esp-aes [128]

OnumoHanbHas YacTb “128” MoXeT BBOAMTLCSA Unn HeT. [pu
BblBOAE no show running-config “128” HMkorga He BbIBOAWTCS.

<Show_description> — TekcToBOE OnMcaHne MeToga ayTeHTuduKaLmm, anroputmMa unm
rpynnbl, KOTOPOe NnokasbiBaeTcs No komaHae show crypto isakmp
policy. Npumenumo ansa ISAKMP anroputmos u rpynn.
Ob6sasaTenbHO JOMKHO BbITh 3aKNOYEHO B KaBblykn. MoxeT
cogepxatb npobenbl unu Tabynauun. He moxeT cogepxatb
KaBbI4K/ BHYTPW.

[Ins rpynnbl onMcaHue OOMKHO HAaYMHATLCS C OOHOMO U3
crieayoLmnx TEKCToB (aeduc 3gecb o6o3HavaeT npoben):

ans Diffie-Hellman rpynn:
Diffie-Hellman group:---

ang rpynn, otTnnyHelx oT Diffie-Hellman (Hanpumep, VKO):
Oakley group:---------—--—

default — cneundukaTop ncnonbdyetca ansd ISAKMP anroputmos u rpynn.
OH obo3HavaeT 3Ha4YeHust Mo ymMonyaHuto Ans obbekTa crypto
isakmp policy. Takxke cneundukaTop npumeHsieTca gns PFS rpynn:
B 9TOM Clly4yae MMeET creumarnbHbI CMbICIT — 3HAYEHNe,
BbiCTaBnsiemoe komaHgowm “set pfs” 6e3 napameTpoB. Bcero B
(painne gomkHbI ObITb YeTbIpe 3anucu co cneundurkaTopom default:
ISAKMP hash, encryption, group, a Takke PFS group.

MosiBnenne nuwHux 3anucen default unu otcytcTeue ee ang
KaKoro-To U3 TUMoB anropuTMOB paccMaTpuBaeTCs Kak ombka —
ncnopyeHHbi pecypcHbin hann (“ERROR: Could not initialize
resources.”). KoHconb He 3anyckaeTcs.(nogpobHee cM. JOKYMEHT
«Cisco-like komaHapbI»)

<console_description> — TekCTOBOE OnNucaHue meToaa ayTeHTudmKauum, anroputma
Unu rpynnel B ¢S_console, KOTopoe nokasbiBaeTcs Npu Bbi30BE
noackasku BO BpeMs pefakTupoBaHus KoHurypaum. ObasaTtenbHo
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[OOIMKHO ObIThb 3aKNioYeHo B KaBbluki. MoxeT cogepxaTtb npobensi
unu Tabynaumm. He MoxeT cogepxaTb KaBblYK/ BHYTPU.

<console2_description> — TeKCTOBOE ONMcaHne BTOPOWN YacTu anropuTtMa B
cs_console. Hebs3aTenbHbI napamMeTp, ucnonb3yetcsa ansa AES

anroputMoB. Hanpumep:

esp-cipher-aes_256 = native:AES-K256-CBC-12 gui:"ESP AES
256" console:"ESP transform using AES cipher" console2:"256 bit

keys."

Cnuncok nogaepXxmnBaemMbixX B HaCTosLLee BpeMA 3Ha4YeHun B CpaBHEHUN CO

3HaYeHnsaMU onga areHTa 3.1:

HoBoe 3Ha4yeHune

Crtapoe 3Ha4yeHue

ike-auth-gost-sig NEW
ike-auth-pre-share NEW
ike-auth-rsa-sig NEW
ike-auth-dss-sig NEW
ike-auth-sign NEW
ike-hash-gost NEW
ike-hash-gost341112-256-tc26 NEW
ike-hash-gost341112-512-tc26 NEW

ike-hash-sha

ike-hash-shal

ike-hash-md5

ike-cipher-gost

NEW

ike-cipher-des

ike-cipher-3des

ike-cipher-aes

ike-cipher-aes_192

ike-cipher-aes-192

ike-cipher-aes_256

ike-cipher-aes-256

ike-group-vko

ike-group-1 NEW
ike-group-2 NEW
ike-group-5 NEW
ah-integrity-gost3411-hmac NEW
ah-integrity-gost28147-hmac NEW

ah-integrity-sha-hmac

ah-integrity-shal

ah-integrity-md5-hmac

ah-integrity-md5

esp-integrity-gost28147-hmac

NEW

esp-integrity-sha-hmac

esp-integrity-shal
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esp-integrity-md5-hmac esp-integrity-md>5
esp-cipher-gost28147 NEW
esp-cipher-gost28147-4m-imit NEW

esp-cipher-des

esp-cipher-3des

esp-cipher-aes

esp-cipher-aes_192 esp-cipher-aes-192

esp-cipher-aes_256 esp-cipher-aes-256

esp-cipher-null

pfs-group-vko

pfs-group-groupl NEW
pfs-group-group2 NEW
pfs-group-group5 NEW

[MpumeyaHwue: nyctasa avenka B none "Ctapoe 3HadyeHne” obosHavaeT, 4To ms
He nameHunnocs; cnoeo “NEW” o6o3HavaeT, 4To 3Ha4yeHue paHbLue
OTCYTCTBOBAro.

e OnucaHue Norukn paboTbl ¢ Cert request U NOCbINKKA cepTudmKaToB B npouecce IKE:
HasBaHue cekumn: [auth cert]

PenakTnpoBaHue nonb3oBaTtenemM aHHOW CEKLUMU, Kak MpaBuIio, He TpebyeTcs,
HO BO3MOXHO, NPK HEOOXOAMMOCTU, N3MEHUTBL NornKy paboTsbl ¢ Cert request n
nochbifku cepTudbunkatos B npouecce IKE.

e ®opmart cTpok:
<param name>=<param val>

roe
<param_name>:

send request. [1lo ymonuyaHuioo <param val>= ALWAYS.
send cert. [loymonyaHuo <param val>= ALWAYS.
e OnucaHune nepemMeHHbIX OKpYXeHUA, BbICTaBNAEMbIX O11A4 npouecca CS_COﬂSOle:
HasBaHue cekumn: [env]
e ®opmar cTpok: <env_var name>=<env_var val>

MoxHo 3apaBaTb Nobble NepeMHHbIE OKPY)XeHUs. Ha npakTuke, Kak NnpaBurio,
HY>XHO N5 BbICTaBneHus nepemeHHon PATH.

e PepaktnpoBaHue nonb3oBaTenem aHHOW CEKUMU, Kak NpaBuno, He TpebyeTtcs, HO
BO3MOXHO NP HE0BX0OUMOCTU U3MEHUTb NepemeHHyto PATH unn gobasntb
Kakue-TO CBOU NepeMeHHble OKpyXeHus (M.6. NonesHo ans KomaHabl run).

5. BapuaHTbl hainoBs, NOCTaBMseMbIX B COCTaBe NpoayKTa:

Mpumep INI-cpanmna cs_conv.ini gna Gate (kpuntorpacdms [OCT («Kpunto-Ipoy);
CTaHOapPTHbIN PEeXWM; NOCTaBAETCA B COCTaBe NpoAyKTa; BapuaHT ucnonHeHms Linux):

[global settings]
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ike autopass = on
dpd retries = 5
tunnel local ip = off

ipsec _reassemble ip = on

preserve ipsec_sa = off
[algorithm list]

ike-auth-gost-sig = native:AuthMethodGOSTSign gui:"GOST R 34.10-2001
Signature" gui default show:"GOST R 34.10-2001 Signature" default
console:"GOST R 34.10-2001 Signature"

ike-auth-pre-share = native:AuthMethodPreshared gui:"Pre-Shared Key"
show:"Pre-Shared Key" console:"Pre-Shared Key"

ike-auth-rsa-sig = native:AuthMethodRSASign gui:"RSA Signature"
show:"Rivest-Shamir-Adleman Signature" console:"Rivest-Shamir-Adleman
Signature"

ike-auth-dss-sig = native:AuthMethodDSSSign gui:"DSS Signature"
show:"Digital Signature Standard" console:"DSS Signature"

ike-auth-sign = SignByCaType gui:"Signature selected by CA type"
show:"Signature selected by CA type" console:"Signature selected by CA
type"

ike-hash-gost = native:GR341194CPR0O1-65534 gui:"GOST R 34.11-94"
gui default show:"GOST R 34.11-94" default console:"GOST R 34.11-94 Hash"

ike-hash-sha = native:SHAl gui:"SHA1" show:"Secure Hash Standard"
console:"Secure Hash Standard"

ike-hash-md5 = native:MD5 gui:"MD5" show:"Message Digest 5"
console:"Message Digest 5"

ike-cipher-gost = native:G2814789CPRO1-K256-CBC-65534 gui:"GOST
28147-89" gui default show:"GOST 28147-89" default console:"GOST - GOST
28147-89 Encryption."

ike-cipher-des = native:DES-CBC gui:"DES" show:"DES - Data
Encryption Standard (56 bit keys)." console:"DES - Data Encryption
Standard (56 bit keys)."

ike-cipher-3des = native:DES3-K168-CBC gui:"3DES" show:"Three key
triple DES" console:"Three key triple DES"

ike-cipher-aes = native:AES-K128-CBC-7 gui:"AES 128" optional:128
show:"AES - Advanced Encryption Standard (128 bit keys)." console:"AES -
Advanced Encryption Standard." console2:"128 bit keys."
ike-cipher-aes 192 = native:AES-K192-CBC-7 gui:"AES 192" show:"AES -
Advanced Encryption Standard (192 bit keys)." console:"AES - Advanced
Encryption Standard." console2:"192 bit keys."

ike-cipher-aes 256 = native:AES-K256-CBC-7 gui:"AES 256" show:"AES -
Advanced Encryption Standard (256 bit keys)." console:"AES - Advanced
Encryption Standard." console2:"256 bit keys."

ike-group-vko = native:VKO 1B gui:"VKO GOST R 34.10-2001"

gui default show:"Oakley group: VKO GOST R 34.10-2001" default
console:"VKO GOST R 34.10-2001"

ike-group-1 = native:MODP 768 gui:"D-H Group 1 (768-bit modp)"
show:"Diffie-Hellman group: #1 (768 bit)" console:"Diffie-Hellman group
1"

ike-group-2 = native:MODP 1024 gui:"D-H Group 2 (1024-bit modp)"
show:"Diffie-Hellman group: #2 (1024 bit)" console:"Diffie-Hellman
group 2"

ike-group-5 = native:MODP 1536 gui:"D-H Group 5 (1536-bit modp)"
show:"Diffie-Hellman group: #5 (1536 bit)" console:"Diffie-Hellman
group 5"
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ah-integrity-gost34ll-hmac = native:GR341194CPRO1-H96-HMAC-254 gui:"AH
GOST R 34.11-94 HMAC96" console:"AH GOST R 34.11-94 HMAC96 transform"

ah-integrity-gost28l47-mac = native:G2814789CPRO1-K256-MAC-255 gui:"AH
GOST 28147-89 MAC" console:"AH GOST 28147-89 MAC transform"

ah-integrity-sha-hmac = native:SHA1-H96-HMAC gui:"AH SHA HMAC"
console:"AH-HMAC-SHA transform"

ah-integrity-md5-hmac = native:MD5-H96-HMAC gui:"AH MD5 HMAC"
console:"AH-HMAC-MD5 transform"

esp-integrity-gost34ll-hmac = native:GR341194CPRO1-H96-HMAC-65534
gui:"ESP GOST R 34.11-94 HMAC96" console:"ESP transform using GOST R
34.11-94 HMAC96 auth"

esp-integrity-gost28l47-mac = native:G2814789CPRO1-K256-MAC-65535
gui:"ESP GOST 28147-89 MAC" console:"ESP transform using GOST 28147-89
MAC auth"

esp-integrity-sha-hmac = native:SHA1-H96-HMAC gui:"ESP SHA HMAC"
console:"ESP transform using HMAC-SHA auth"

esp-integrity-md5-hmac = native:MD5-H96-HMAC gui:"ESP MD5 HMAC"
console:"ESP transform using HMAC-MD5 auth"

esp-cipher-gost28147 = native:G2814789CPRO1-K256-CBC-254 gui:"ESP GOST
28147-89" gui default console:"ESP transform using GOST 28147-89 cipher"

esp-cipher-gost28147-4m-imit = native:G2814789CPRO1-K288-CNTMAC-253
gui:"ESP GOST-4M-IMIT" console:"ESP transform using ESP GOST-4M-IMIT

cipher"

esp-cipher-des = native:DES-CBC gui:"ESP DES" console:"ESP transform
using DES cipher (56 bits)"

esp-cipher-3des = native:DES3-K168-CBC gui:"ESP 3DES" console:"ESP
transform using 3DES (EDE) cipher (168 bits)"

esp-cipher-aes = native:AES-K128-CBC-12 gui:"ESP AES 128"
optional:128 console:"ESP transform using AES cipher" console2:"128 bit
keys."

esp-cipher-aes 192 = native:AES-K192-CBC-12 gui:"ESP AES 192"

console:"ESP transform using AES cipher" console2:"192 bit keys."

esp-cipher-aes 256 = native:AES-K256-CBC-12 gui:"ESP AES 256"
console:"ESP transform using AES cipher" console2:"256 bit keys."

esp-cipher-null = native:NULL gui:"ESP NULL" console:"ESP transform
w/o cipher"

pfs-group-vko = native:VKO 1B gui:"VKO GOST R 34.10-2001"
gui default default console:"VKO GOST R 34.10-2001"

pfs-group-groupl = native:MODP_ 768 gui:"D-H Group 1 (768-bit modp)"
console:"D-H Groupl (768-bit modp)"

pfs-group-group?2 = native:MODP 1024 gui:"D-H Group 2 (1024-bit modp)"
console:"D-H Group2 (1024-bit modp)"

pfs-group-groupb = native:MODP 1536 gui:"D-H Group 5 (1536-bit modp)"
console:"D-H Group5 (1536-bit modp)"

[auth cert]

send request = ALWAYS

send cert ALWAYS
[env]
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

Mpumep INI-cpbarna cs_conv.ini gna Gate (kpuntorpadcpua FOCT («C-Teppa»); cTaHOapTHbIN
peXuM; NOCTaBMAETCs B COCTaBe NPOAYKTa; BapuaHT UCMonHeHus Linux):

[global settings]
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ike autopass = on
dpd retries = 5
tunnel local ip = off

ipsec_reassemble ip = on

preserve ipsec_sa = off
[algorithm list]

ike-auth-gost-sig = native:AuthMethodGOSTSign gui:"GOST R 34.10-2001
Signature" gui default show:"GOST R 34.10-2001 Signature" default
console:"GOST R 34.10-2001 Signature"

ike-auth-pre-share = native:AuthMethodPreshared gui:"Pre-Shared Key"
show:"Pre-Shared Key" console:"Pre-Shared Key"

ike-auth-rsa-sig = native:AuthMethodRSASign gui:"RSA Signature"
show:"Rivest-Shamir-Adleman Signature" console:"Rivest-Shamir-Adleman
Signature"

ike-auth-dss-sig = native:AuthMethodDSSSign gui:"DSS Signature"
show:"Digital Signature Standard" console:"DSS Signature"

ike-auth-sign = SignByCaType gui:"Signature selected by CA type"
show:"Signature selected by CA type" console:"Signature selected by CA
type"

ike-hash-gost = native:GR341194CPR0O1-65534 gui:"GOST R 34.11-94"
gui default show:"GOST R 34.11-94" default console:"GOST R 34.11-94 Hash"

ike-hash-gost341112-256-tc26 = native:GR341112 256TC26-65128 gui:"GOST

R 34.11-12 (256 bit keys)" show:"GOST R 34.11-12 (256 bit keys)"
console:"GOST R 34.11-12 (256 bit keys) Hash"

ike-hash-gost341112-512-tc26 = native:GR341112 512TC26-65527 gui:"GOST
R 34.11-12 (512 bit keys)" show:"GOST R 34.11-12 (512 bit keys)"
console:"GOST R 34.11-12 (512 bit keys) Hash"

ike-hash-sha = native:SHAl gui:"SHAL1" show:"Secure Hash Standard"
console:"Secure Hash Standard"

ike-hash-md5 = native:MD5 gui:"MD5" show:"Message Digest 5"
console:"Message Digest 5"

ike-cipher-gost = native:G2814789CPRO1-K256-CBC-65534 gui:"GOST
28147-89" gui default show:"GOST 28147-89" default console:"GOST - GOST
28147-89 Encryption."

ike-cipher-des = native:DES-CBC gui:"DES" show:"DES - Data
Encryption Standard (56 bit keys)." console:"DES - Data Encryption
Standard (56 bit keys)."

ike-cipher-3des = native:DES3-K168-CBC gui:"3DES" show:"Three key
triple DES" console:"Three key triple DES"

ike-cipher-aes = native:AES-K128-CBC-7 gui:"AES 128" optional:128
show:"AES - Advanced Encryption Standard (128 bit keys)." console:"AES -
Advanced Encryption Standard." console2:"128 bit keys."
ike-cipher-aes 192 = native:AES-K192-CBC-7 gui:"AES 192" show:"AES -
Advanced Encryption Standard (192 bit keys)." console:"AES - Advanced
Encryption Standard." console2:"192 bit keys."

ike-cipher-aes 256 = native:AES-K256-CBC-7 gui:"AES 256" show:"AES -
Advanced Encryption Standard (256 bit keys)." console:"AES - Advanced
Encryption Standard." console2:"256 bit keys."

ike-group-vko = native:VKO 1B gui:"VKO GOST R 34.10-2001"

gui default show:"Oakley group: VKO GOST R 34.10-2001" default
console:"VKO GOST R 34.10-2001"

ike-group-vko2 = native:VKO2 1B gui:"VKO GOST R 34.10-2012 (256 bit
keys)" show:"Oakley group: VKO GOST R 34.10-2012 (256 bit

keys)" console:"VKO GOST R 34.10-2012 (256 bit keys)"
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ike-group-1 = native:MODP 768 gui:"D-H Group 1 (768-bit modp)"
show:"Diffie-Hellman group: #1 (768 bit)" console:"Diffie-Hellman group
l"

ike-group-2 = native:MODP 1024 gui:"D-H Group 2 (1024-bit modp)"
show:"Diffie-Hellman group: #2 (1024 bit)" console:"Diffie-Hellman
group 2"

ike-group-5 = native:MODP 1536 gui:"D-H Group 5 (1536-bit modp)"
show:"Diffie-Hellman group: #5 (1536 bit)" console:"Diffie-Hellman
group 5"

ah-integrity-gost34ll-hmac = native:GR341194CPRO1-H96-HMAC-254 gui:"AH

GOST R 34.11-94 HMACY96" console:"AH GOST R 34.11-94 HMAC96 transform"

ah-integrity-gost28l47-mac = native:G2814789CPRO1-K256-MAC-255 gui:"AH
GOST 28147-89 MAC" console:"AH GOST 28147-89 MAC transform"

ah-integrity-sha-hmac = native:SHA1-H96-HMAC gui:"AH SHA HMAC"
console:"AH-HMAC-SHA transform"

ah-integrity-md5-hmac = native:MD5-H96-HMAC gui:"AH MD5 HMAC"
console:"AH-HMAC-MD5 transform"

esp-integrity-gost34ll-hmac = native:GR341194CPRO1-H96-HMAC-65534
gui:"ESP GOST R 34.11-94 HMAC96" console:"ESP transform using GOST R
34.11-94 HMAC96 auth"

esp-integrity-gost28l47-mac = native:G2814789CPRO1-K256-MAC-65535
gui:"ESP GOST 28147-89 MAC" console:"ESP transform using GOST 28147-89
MAC auth"

esp-integrity-sha-hmac = native:SHA1-H96-HMAC gui:"ESP SHA HMAC"
console:"ESP transform using HMAC-SHA auth"

esp-integrity-md5-hmac = native:MD5-H96-HMAC gui:"ESP MD5 HMAC"
console:"ESP transform using HMAC-MD5 auth"

esp-cipher-gost28147 = native:G2814789CPRO1-K256-CBC-254 gui:"ESP GOST
28147-89" gui default console:"ESP transform using GOST 28147-89 cipher"

esp-cipher-gost28147-4m-imit = native:G2814789CPRO1-K288-CNTMAC-253
gui:"ESP GOST-4M-IMIT" console:"ESP transform using ESP GOST-4M-IMIT
cipher"

esp-cipher-des = native:DES-CBC gui:"ESP DES" console:"ESP transform
using DES cipher (56 bits)"

esp-cipher-3des = native:DES3-K168-CBC gui:"ESP 3DES" console:"ESP
transform using 3DES (EDE) cipher (168 bits)"

esp-cipher-aes = native:AES-K128-CBC-12 gui:"ESP AES 128"
optional:128 console:"ESP transform using AES cipher" console2:"128 bit
keys."

esp-cipher-aes 192 = native:AES-K192-CBC-12 gui:"ESP AES 192"
console:"ESP transform using AES cipher" console2:"192 bit keys."

esp-cipher-aes 256 = native:AES-K256-CBC-12 gui:"ESP AES 256"
console:"ESP transform using AES cipher" console2:"256 bit keys."

esp-cipher-null = native:NULL gui:"ESP NULL" console:"ESP transform
w/o cipher"

pfs-group-vko = native:VKO 1B gui:"VKO GOST R 34.10-2001"
gui default default console:"VKO GOST R 34.10-2001"

pfs-group-vko2 = native:VKO2 1B gui:"VKO GOST R 34.10-2012 (256 bit
keys)" console:"VKO GOST R 34.10-2012 (256 bit keys)"

pfs-group-groupl = native:MODP 768 gui:"D-H Group 1 (768-bit modp)"
console:"D-H Groupl (768-bit modp)"

pfs-group-group?2 = native:MODP 1024 gui:"D-H Group 2 (1024-bit modp)"
console:"D-H Group2 (1024-bit modp)"

pfs-group-group5 = native:MODP 1536 gui:"D-H Group 5 (1536-bit modp)"
console:"D-H Group5 (1536-bit modp)"
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[auth cert]

send request = ALWAYS
send cert = ALWAYS
[env]

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

Mpumep INI-dpavna cs_conv_csm.ini ana Gate (kpuntorpadpms FTOCT («Kpunto-po»);

pPeXVM COBMECTUMOCTU C MpoAykTamu ynpasneHus Cisco;

nocraBnAeTcA B COCTaBe

npoayKkta; BapuvaHT WUCMNOJIHEHUA Unux) Ons  wncnonb3oBaHWa gaHHOro BapunaHTa

HeobxoaMMo:

e 3akpbITb CS_console (ecnu 3anyweHa).

e [lepenmeHoBaTh Gann cs_conv_csm.ini B CS_conv.ini, cs_conv_csm.ini.hash B

cs_conv.ini.hash.

[global settings]

ike autopass = on

dpd retries =5

tunnel local ip = off

ipsec_reassemble ip = on

preserve ipsec sa = off

[algorithm list]

ike-auth-rsa-sig = SignByCaType gui:"Signature selected by CA type"

gui default show:"Rivest-Shamir-Adleman Signature" default

console:"Rivest-Shamir-Adleman Signature"

ike-auth-pre-share = native:AuthMethodPreshared gui:"Pre-Shared Key"
show:"Pre-Shared Key" console:"Pre-Shared Key"

ike-hash-md5 = native:GR341194CPRO1-65534 gui:"GOST R 34.11-94"
gui default show:"Message Digest 5" console:"Message Digest 5"
ike-hash-sha = native:SHAl gui:"SHA1" show:"Secure Hash Standard"
default console:"Secure Hash Standard"”

ike-cipher-des = native:G2814789CPRO1-K256-CBC-65534 gui:"GOST
28147-89" show:"DES - Data Encryption Standard (56 bit keys)." default
console:"DES - Data Encryption Standard (56 bit keys) ."

ike-cipher-3des = native:DES3-K168-CBC gui:"3DES" show:"Three key
triple DES" console:"Three key triple DES"

ike-cipher-aes = native:AES-K128-CBC-7 gui:"AES 128" optional:128
show:"AES - Advanced Encryption Standard (128 bit keys)." console:"AES -
Advanced Encryption Standard." console2:"128 bit keys."
ike-cipher-aes 192 = native:AES-K192-CBC-7 gui:"AES 192" show:"AES -
Advanced Encryption Standard (192 bit keys)." console:"AES - Advanced
Encryption Standard." console2:"192 bit keys."

ike-cipher-aes 256 = native:AES-K256-CBC-7 gui:"AES 256" show:"AES -
Advanced Encryption Standard (256 bit keys)." console:"AES - Advanced
Encryption Standard." console2:"256 bit keys."

ike-group-1 = native:VKO 1B gui:"VKO GOST R 34.10-2001"

gui default show:"Diffie-Hellman group: #1 (768 bit)" default
console:"Diffie-Hellman group 1"

ike-group-2 = native:MODP 1024 gui:"D-H Group 2 (1024-bit modp)"
show:"Diffie-Hellman group: #2 (1024 bit)" console:"Diffie-Hellman
group 2"
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ike-group-5 = native:MODP 1536 gui:"D-H Group 5 (1536-bit modp)"
show:"Diffie-Hellman group: #5 (1536 bit)" console:"Diffie-Hellman
group 5"

ah-integrity-sha-hmac = native:SHA1-H96-HMAC gui:"AH SHA HMAC"

console:"AH-HMAC-SHA transform"

ah-integrity-md5-hmac = native:GR341194CPRO1-H96-HMAC-254 gui:"AH GOST
R 34.11-94 HMAC96" console:"AH-HMAC-MD5 transform"

esp-integrity-sha-hmac = native:SHA1-H96-HMAC gui:"ESP SHA HMAC"
console:"ESP transform using HMAC-SHA auth"

esp-integrity-md5-hmac = native:GR341194CPRO1-H96-HMAC-65534 gui:"ESP
GOST R 34.11-94 HMACY96" console:"ESP transform using HMAC-MD5 auth"

esp-cipher-des = native:G2814789CPRO1-K256-CBC-254 gui:"ESP GOST
28147-89" console:"ESP transform using DES cipher (56 bits)"

esp-cipher-3des = native:DES3-K168-CBC gui:"ESP 3DES" console:"ESP
transform using 3DES (EDE) cipher (168 bits)"

esp-cipher-aes = native:G2814789CPRO1-K288-CNTMAC-253 gui:"ESP GOST-
4M-IMIT" optional:128 console:"ESP transform using AES cipher"
console2:"128 bit keys."

esp-cipher-aes 192 = native:AES-K192-CBC-12 gui:"ESP AES 192"
console:"ESP transform using AES cipher" console2:"192 bit keys."

esp-cipher-aes 256 = native:AES-K256-CBC-12 gui:"ESP AES 256"
console:"ESP transform using AES cipher" console2:"256 bit keys."

esp-cipher-null = native:NULL gui:"ESP NULL" console:"ESP transform
w/o cipher"

pfs-group-groupl = native:VKO 1B gui:"VKO GOST R 34.10-2001"
gui default default console:"D-H Groupl (768-bit modp)"

pfs-group-group?2 = native:MODP 1024 gui:"D-H Group 2 (1024-bit modp)"
console:"D-H Group2 (1024-bit modp)"

pfs-group-groupb = native:MODP_ 1536 gui:"D-H Group 5 (1536-bit modp)"
console:"D-H Group5 (1536-bit modp)"

[auth cert]

send request ALWAYS

send cert ALWAYS
[env]

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

Mpumep INI-cpanna cs_conv_csm.ini ans Gate (kpuntorpadwmsa FOCT («C-Teppay); pexnm
COBMECTMMOCTM C npogyktamu ynpasneHus Cisco; nocTaBnsieTcs B COCTaBe MNpOAYKTa;
BapuaHT ucnonHeHus Linux). [Ins ncnone3oBaHns 4aHHOro BapuaHTa Heobxoaumo:

e 3akpbITb CS_console (ecnu 3anywieHa).

e [lepenmeHoBaTh pann cs_conv_csm.ini B CS_conv.ini, cs_conv_csm.ini.hash B
cs_conv.ini.hash.

[global settings]

ike autopass = on
dpd retries = 5
tunnel local ip = off
ipsec_reassemble ip = on
preserve ipsec sa = off
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[algorithm list]

ike-auth-rsa-sig = SignByCaType gui:"Signature selected by CA type"
gui default show:"Rivest-Shamir-Adleman Signature" default
console:"Rivest-Shamir-Adleman Signature"

ike-auth-pre-share = native:AuthMethodPreshared gui:"Pre-Shared Key"
show:"Pre-Shared Key" console:"Pre-Shared Key"

ike-hash-md5 = native:GR341194CPRO1-65534 gui:"GOST R 34.11-94"
gui default show:"Message Digest 5" console:"Message Digest 5"

ike-hash-sha = native:GR341112 256TC26-65128 gui:"GOST R 34.11-12
TC26 (256 bit keys)" show:"Secure Hash Standard" default console:"Secure
Hash Standard"

ike-cipher-des = native:G2814789CPRO1-K256-CBC-65534 gui:"GOST
28147-89" show:"DES - Data Encryption Standard (56 bit keys)." default
console:"DES - Data Encryption Standard (56 bit keys) ."

ike-cipher-3des = native:DES3-K168-CBC gui:"3DES" show:"Three key
triple DES" console:"Three key triple DES"

ike-cipher-aes = native:AES-K128-CBC-7 gui:"AES 128" optional:128
show:"AES - Advanced Encryption Standard (128 bit keys)." console:"AES -
Advanced Encryption Standard." console2:"128 bit keys."
ike-cipher-aes 192 = native:AES-K192-CBC-7 gui:"AES 192" show:"AES -
Advanced Encryption Standard (192 bit keys)." console:"AES - Advanced
Encryption Standard." console2:"192 bit keys."

ike-cipher-aes 256 = native:AES-K256-CBC-7 gui:"AES 256" show:"AES -
Advanced Encryption Standard (256 bit keys)." console:"AES - Advanced
Encryption Standard." console2:"256 bit keys."

ike-group-1 = native:VKO 1B gui:"VKO GOST R 34.10-2001"

gui default show:"Diffie-Hellman group: #1 (768 bit)" default
console:"Diffie-Hellman group 1"

ike-group-2 = native:VKO2 1B gui:"VKO GOST R 34.10-2012 (256 bit
keys)" show:"Diffie-Hellman group: #2 (1024 bit)" console:"Diffie-
Hellman group 2"

ike-group-5 = native:MODP_ 1536 gui:"D-H Group 5 (1536-bit modp)"
show:"Diffie-Hellman group: #5 (1536 bit)" console:"Diffie-Hellman
group 5"

ah-integrity-sha-hmac = native:SHA1-H96-HMAC gui:"AH SHA HMAC"

console:"AH-HMAC-SHA transform"

ah-integrity-md5-hmac = native:GR341194CPRO1-H96-HMAC-254 gui:"AH GOST
R 34.11-94 HMAC96" console:"AH-HMAC-MD5 transform"

esp-integrity-sha-hmac = native:SHA1-H96-HMAC gui:"ESP SHA HMAC"
console:"ESP transform using HMAC-SHA auth"

esp-integrity-md5-hmac = native:GR341194CPRO1-H96-HMAC-65534 gui:"ESP
GOST R 34.11-94 HMAC96" console:"ESP transform using HMAC-MD5 auth"

esp-cipher-des = native:G2814789CPRO1-K256-CBC-254 gui:"ESP GOST
28147-89" console:"ESP transform using DES cipher (56 bits)"

esp-cipher-3des = native:DES3-K168-CBC gui:"ESP 3DES" console:"ESP
transform using 3DES (EDE) cipher (168 bits)"

esp-cipher-aes = native:G2814789CPRO1-K288-CNTMAC-253 gui:"ESP GOST-
4M-IMIT" optional:128 console:"ESP transform using AES cipher"
console2:"128 bit keys."

esp-cipher-aes 192 = native:AES-K192-CBC-12 gui:"ESP AES 192"
console:"ESP transform using AES cipher" console2:"192 bit keys."

esp-cipher-aes 256 = native:AES-K256-CBC-12 gui:"ESP AES 256"
console:"ESP transform using AES cipher" console2:"256 bit keys."

esp-cipher-null = native:NULL gui:"ESP NULL" console:"ESP transform
w/o cipher"
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pfs-group-groupl = native:VKO 1B gui:"VKO GOST R 34.10-2001"

gui default default console:"D-H Groupl

pfs-group-group?2 = native:VKO2 1B gui:"VKO GOST R 34.10-2012
(1024-bit modp)"

keys)" console:"D-H Group2

pfs-group-group5 = native:MODP 1536 gui:"D-H Group 5
(1536-bit modp)"

console:"D-H Groupb

[auth cert]

send request

send cert

[env]

(768-bit modp)"
(256 bit

(1536-bit modp)"

ALWAYS

ALWAYS

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

CoobLeHus B nnore Npum KOHBEPTUPOBAHUU

Mpu paboTe KoHBEpPTOpa MOrYT NOChINaTbCA COOGLLEHMS B (halin fora.

dopmaT cTpoK COOBLLEHWIA:

<Date Time> <Level:> <Message>,

Mpumep coobLueHus:

Wed Oct 29 18:19:50 2003 INFO:

LSP conversion complete.

rne Level - INFO, Warning wmnm ERROR.

Warnings: 2

Cnimcok coobLeHuni, NpegynpexaeHun n olwmbok, nepeaaBaembix No npoTtokony Syslog,
npeacTasrneH B Tabnuue.

1. UHcopmMaLmnOHHbIe COOOLLEHNA

Coo0LeHue KommeHTapun
1.1 | LSP conversion started Hauat npouecc koHBepTUpOBaHUS
1.2 | LSP conversion complete Hpouecc KOHBEPTUPOBaHMWS 3aBepLUEH YCMELLHO.
peaynpexaeHus He BblaaBanuchb.
13 LSP conversion complete. Warnings: | lNpouecc KOHBEPTUPOBaHMS 3aBepLUEH YCMELLHO.
{1} BbigaHo {1} npegynpexgeHui.
14 Previous user-defined LSP saved in Mpeabiaywas nonb3oBaTenbckas LSP coxpaHeHa B
| file {1} danne “{1}’
Non-synchronized policy detected. O6HapyXeHa HECUHXPOHU3MPOBaHHAs NOMUTUKA.
Policy type: <type> Tun nonuTtukK: <type>
roe <type> oavH ua: MNpumeyaHue:
Can’t obtain <type>="Can'’t obtain” — o6o3Ha4aeT, 4TO B
15 AaHHbI MOMEHT HEBO3MOXHO OnpeaenuTb Tvn
DDP
LSP (0bbl4HO He yaaeTcs yCTaHOBUTL CBSA3b C
Drop All CepBUCOM VPNSVC (Hanpumep, cepBuc Obin
) I
User-defined (Source: <source>), OCTaHOBINEH B npouecce paboTkl cS_console))
< . <type>=“User-defined (Source: Unknown(<n>))",
rAe <source=>. rae <n> — BHYTPEHHWI HOMEpP UCTOYHMKA, B
C-Teppa LLnto3 Copyright © S-Terra CSP 2003 - 2014 28




Mpunoxexune

Command-line utility

Unknown (<n>).

HOpMarbHON CUTYaLuW NOSBAATLCS HE JOJIKEH
(cnepyeT paccmaTtpumBaTb Kak OWMOKY NnpoaykTa).

Certificates or preshared keys were
changed. Conversion required.

Ceptndukatbl unu Preshared keys 6b1nn nUameHeHbI.
TpebyeTca KOHBEPTUPOBAHME.

MNpumeyaHue:
1.6 MOXeT ObITb BbliAAHO Npu cTapTe ¢S_console. Ecnv B
OaHHOW CUTyaLun BOUTU B PEXUM
KOH(UrypMpoBaHus, a 3aTeM BbINTU N3 HEro, He
BHECH HMKAKUX U3MEHEHMWI B KOHDUTypaLmio, TO
KOHBEpPTOpP BCe paBHO ByaeT BbI3BaH.
2. MpepynpexpeHus
CoobuweHune KommeHTapun
21 LDAP url "{1}" ignored. IP address BeegeHHbinn LDAP url {1} npourHopupoBaH,
"~ | and port allowed only. MOCKONbKY JOMYyCKalTCcsA TONbKo IP-agpec n nopr.
OUT access group in the interface [MpourHopupoBaH access-group out B MHTepcdperice
2.2 | "{1}" ignored. Only IN access group is | {1}, nockonbKy JoMycKaeTCcs TONbKO access-group
used. in.
Only one interface is used while host | Npwu BkNtoyeHHOM Host-pexxume gonyckaeTtcs
2.3 | mode is on. Other interfaces ignored. | Tonbko oanH nHTepdenc. OctanbHble MHTepdeNChI
UrHOPUPYIOTCS.
Only one CA certificate imported. MmnopTupoBaH Tonbko nepebi no cnucky CA-
2.4 | Other certs ignored. ceptudukat. End-User ceptudounkatbl n
octaBwmecs CA-cepTudukaTbl NPOUTHOPMPOBAHBI.
Crypto map "{1}" contains several B crypto map {1} nponucaHbl HECKONbLKO peer-oB..
o5 | Peers. Peer(s) "{2}" ignored due to Peer(s) {2} npourHopmnpoBaHbI 13-3a TOro, YTO Ang
"~ | authentication information mismatch. | Hux He coBnagaeTt ayTeHTUUKaLMOHHas
MHpopmaums.
Crypto map(s) "{1}" contain transform | Crypto maps {1} cogepxar transform sets, B
2.6 | sets with different encapsulation KOTOpbIX 3agaHbl pasHble encapsulation pexumel.
modes. Tunnel mode is used. Ncnonb3yeTcs TYHHENbHbIA PeXnM.
Crypto map(s) "{1}" contain transform | Crypto maps {1} cogepxar transform sets, B
2.7 | sets with different encapsulation KOTOPbIX 3a4aHbl pa3Hble encapsulation pexxumbl.
modes. Transport mode is used. Mcnonb3yeTcs TpaHCMOPTHBIN PeXnuMm.
8 Incorrect config detected. Policy OOHapyXeHa HeKOppPEeKTHas NonmTuka.
"~ | conversion ignored KoHBepTupoBaHue NonuTUKK He aenaeTcs.
Crypto map set(s) "{1}" contain static | Crypto map set(s) {1} cogepxaT cTaTu4eckume crypto
2.9 | crypto map(s) with priorities lower map(s) ¢ NPUOPUTETOM HUXKE, YEM Y AMHAMUYECKNX
than dynamic.
Crypto map "{1}" contains several Crypto map {1} copepXxuT HeckornbKo peers ¢
peers with different preshared keys. pasHbiMu preshared keys. 910 He pekomeHayemas
2.10 | This is not recommended. cuTyaums.
MoapobHee cm. "OrpaHnyeHns Ha KoHBepTep” Ans
HecoBnagawwmx Preshared keys.
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OwumnobKNn

Coob6LieHue

KommeHTapumn

3.1

No interfaces were found in the INI
file. Configure interfaces or set host
mode to proceed.

He 3agaHbl nHtepdeicel B INI-channe npu
BbIKMoYeHHOM Host-pexxrme. Heobxogumo
HacTpouTb UHTEpPENChl nnu BKMYNTL Host-
PEXMM.

3.2

No interfaces were found in the
configuration.

B nmnopTtnpyemon KoHpurypaumm He 3agaHbl
UHTepdenceol. KoHBepTUpOBaHNE HE UMEET CMbICNa.

3.3

Interface “{1}" not found in the INI file.

NHTepderic {1} He 3agaH B INI-dpanne.

3.4

Interface "{1}" references to the
empty access list "{2}".

NHTepdenic “{1}" ccbinaeTcs Ha nycton ACL “{2}”

3.5

Certificate parse failed

He ynanock pa3obpaTb BBeAEHHbI cepTuduKar.

3.6

Could not convert {crypto map |
dynamic crypto map template} “{1}".
Reason: <Reason>

roe <Reason>:
There is no isakmp policy.

There is no CA or appropriate
preshared key. Also isakmp policy
can have wrong type (rsa-sig or
pre-share).

There is no peer.
There are no transform sets.
Crypto map is incomplete.

Reference to the empty access list
"{2}" for a clear-text packets
filtration.

{crypto map | dynamic crypto map
template} "<name2> <idx2>"
references to the same pool
("<pool-name>") but the additional
parameters to send to client are
different.

Unknown.

HeB03MOXHO CKOHBEpPTMpPOBaTL Crypto map (unu
dynamic crypto map template) “{1}". MpwnunHa:
<MpuymnHa>

roe <MpunynHa> ogHa us:
OtcytcTtByeT isakmp policy.

OrcytctByeT CA vnn nogxoasawmi Preshared
Key, nnbo isakmp policy HenpaBunbHoOro TMna
(rsa-sig nnwn pre-share).

OTcyTcTBYET peer.
OrtcyTtcTBytoT transform sets

Crypto map HenonHas (He xBaTtaerT crypto ACL,
transform set unu peer).

Cceblinka Ha nycton ACL “{2}" ana Clear-Text
dunbTpaummn (BHyTPU 3aLLMLLEHHOTO TYHHENSs).

crypto map (Mnu dynamic crypto map template)
"<name2> <idx2>" ccbinaeTcsa Ha TOT Ke CaMbli
nyn ("<pool-name>"), HO 4ONONHUTENbHbIE
napameTpbl, OTCbINTAEMbIE KINEHTY,
pasnuyatoTcs.

HewnseecTHas npu4nHa.

3.7

LSP load failed

He ynanocb 3arpy3uTb cpopmmpoBaHHyto LSP

3.8

Unsupported network wildcard "{1}"

He nogoepxmnBaeTtcsa gaHHbIN dhopMaTt Mackum
noaceTtun

3.9

LSP conversion failed

MpounsoLwna HekoTopasi HEBbISICHEHHAsA OLInbKa

3.10

Could not save previous user-defined
LSP in file "{1}"

He yoanocb coxpaHuTb NpeabiayLuyo
nonb3oBarersnbckyto LSP B dhann {1}

3.11

Could not save internal settings in file

1y

He ynanocb coxpaHuTb BHYTPEHHNE HACTPOIKM B

caitn {1}

3.12

Address pool "{1}" not found.

He HangeH nyn agpecos “{1}".

C-Teppa LLnto3

Copyright © S-Terra CSP 2003 - 2014 30




Mpunoxexune

OnucaHune 0bpadboTkn UHTEpPhencoB

B pesynbTaTe 06paboTku HTEpdecoB B LSP MoryT NosiBUTLCS 3anuncy AByX CTPYKTYP:

NetworkInterface U FilterChain

CTpykTypa NetworkInterface UCMOJb3yeTCs AN ONUCAHUS CETEBOIO MHTEpdeiica N Tex
[AeNCTBUIA, KOTOpble AOIKHbI ObITb BbIMOSIHEHBI C MAKETOM NPU Ero NPOXOXAEHUM Yepes 3TOT

NMHTepdenc — punbTpaumnsa n Knaccudukaums.

CTpykTypa FilterChain copmMmupyeT ycroBue cpabaTbiBaHUSI KOHKPETHOMO NpaBuia NakeTHowm
unbTpaLmm Ans napTHEPOB Mo B3auMoaencTBuio (ans crypto-maps).

1. ®opmupoBaHue NetworkInterface:

e T[uweTtca napameTp LogicalName="<native-interface-name>", rge <native-interface-
name> — BHyTPeHHEee UMs nHTepdpeiica, 3aperMcTpMpoBaHHOE B areHTe

e OnucaHue ocTarbHbIX NapaMeTpoB (€CNM UCTOMHUK AN napameTpa oTcytcTeyeT B Cisco-

like kOoHGUrypauumn — napameTp He NULIETCS):

MapameTp

UctouHuk B Cisco-like
KOHdUrypaumm (nogkomaHaa
KomaHpAbl interface)

InputFilter — 3agaeTt npaBuna Kak stateless (nakeTHoW)
Tak u statefull (koHTeKCTHOM) bunbTpaunm Ans
BXOOSLLMX NAKeTOB Ha 3TOT MHTepdenc

ip access-group in

npw ee OTCYTCTBUM - ip inspect
inspection-name in

OutputFilter — 3afaeT npasuna kak stateless (nakeTHoit) | P a@ccess-group out

Tak u statefull (koHTeKCTHOM) bunbTpaunn Ans

- npu ee OoTCYTCTBUKN - ip inspect
UCXoasLLMX NAaKeToB C 3TOro UHTepdeica

inspection-name out

InputClassification — 3agaeTt npasuna knaccugukaumnum
BXOOSLLNX NAKeTOB Ha 3TOT UHTepdelcC 1 BbICTaBNEHUs
3HayeHus nonsa TOS B IP-3aronoBke nakeTos.
Knaccudukauusa n mapkmposaHue BXOASLEro
3aumuaemoro Tpaduka Npon3BoANTCA NOCne ero
ycrneLwHomn gekancynsaumn. .

service-policy input

OutputClassification — 3agaeT npasuna knaccudukauum
ncxogsLmMx NakeToB € 3TOro uHTepderica u
BbICTaBneHusa 3HadeHuns nona TOS B |P-3aronoske
naketoB. Knaccudukaumsa n mapkmposaHue
ucxopsLero 3awuaemoro Tpaduka NnpomM3BoaMTCS A0
ero IPsec nHkancynsuuu. B cnyvae TyHHenuposaHus
pe3ynbTupylowee 3HadyeHne TOS-6anTa konmpyeTcs 3
BHYTpeHHero |P-3aronoBka BO BHELLIHWNA.

service-policy output

2. ®opmupoBaHMe FilterChain Ansa puneTpauumn Tpaduka:
e [lna kaxgon 3anucy nucta goctyna opMmupyeTcs oTaenbHbIn UNLTP.
e 3anucb deny TpaHcnupyeTtcs B DROP.
e 3anucb permit TpaHCcnMpyeTcs:

® B CCblJIKY HA inspection chain label, ecnu NpUcCyTCTBYET inspection
chain, 1 B 3anucK nucTa goctyna ykasaH npotokon TCP unu IP

e B PASS, ecnun inspection chain OTCYTCTBYeT.
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o dopmuposaHme napameTpoB LogEventID (cm. Huxe)

e T[locnepgHen 3anucbto nepep inspect chain label nnn nocnegHen 3anuckio B FilterChain
npu oTcyTCTBMU inspect chain nuweTtca dunbTp drop all:

Filter (
Action = DROP
)

3. ®opmuporaHme FilterChain gns nHcnektupoBaHus Tpadmka:

e Ecnu npucytcTtByeT omnbTpauns Tpaduka, To NnepBas 3anucb inspect chain
nome4vaetcsi label CO 3HAYEHMEM UMEHU inspect chain (M3 KOMaHAbl ip inspect
name ...)

e 3anucu popmMUpYOTCS B NOPsiAKe CredoBaHnsa kKoMaH ip inspect name B Cisco-like
KOHurypaumm. VicknioveHme: ecnv B KOMaHe ip inspect name ykasaH NnpoTokon tcp,
TO 3TO BCcerga nopoxagaeT npeanocnegHuii ounbTp nepeq “pass all” (HezaBucmumo ot
pacnonoXeHns cCamon KOMaHAbl B KOHUrypaumm):

Filter (

ProtocolID *= 6

Action = PASS

ExtendedAction = inspect tcp< .. >
)

e CcbInka Ha port map NopoXxaaeT NocrnefoBaTenbHOCTb PUNBTPOB, OCHOBAHHYIO Ha
KOMaHgax ip port map:

e [lapameTp ProtocolID Bcerga paBeH 6.
e [lapameTp Action — Bcerga PASS.

e [lopT nnu AManasoH NOPTOB (M3 KOMaHAbl ip port map) TPaAHCNUPYeTCs B
napameTp DestinationPort.

e EcnnBport map NPUCYTCTBYET CCbIfKAa HA CMIUCOK AOCTYNa, TO Kaxaas 3anucb 13
3TOro Crnvcka nopoXxaaeT OTAenbHyk 3anuce Filter:

e DestinationIP (eAMHWYHbIA agpec nnu nogcetb) bepeTcs U3 3anncu cnucka
gocTtyna

e B cnyyae permit — nuweTcs 3anncb ¢ NapaMmeTpom ExtendedAction
(dbopmmpoBaHME CMOTPUTE HUXKE)

e B cnyvae deny — napameTtp ExtendedAction OTCYTCTBYET
e [lpn Hannuuu cneyudmkaTopa 1og NULIETCA NnapameTp (CM. HUXe):
Log = TRUE

e B napametp ExtendedAction NPOMNUCLIBAETCA 3HAYEHUE inspect tcp<..>.
MckntodeHune: ecnun B port map YKa3blBaeTcs ftp, TO nNponucbiBaeTcsa
inspect ftp <.>.

e B kauyecTBe napameTpoB ExtendedAction MOXET NPONUCLIBATLCH timeout U
dnarnm NOALERT M AUDIT.

e [locnegHen 3anucblo nuweTcs unebTp pass all:

Filter (
Action = PASS:
)

e ®opmuposaHue napameTpoB LogEventlD u Log cm. Huxe.
4. Mpumep chopmupoBaHus FilterChain ang dunbTpaumm n MHCNEKTUPOBaHUA Tpaduka

e ®parmeHT Cisco-like koHGUrypaumm:

ip inspect alert-off
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access-1list 1 deny 10.20.30.40

access-list 1 permit 10.20.30.0 0.0.0.255

!

ip port-map user-1 port tcp 2000

!

ip port-map user-2 port tcp 2001 list 1

!

ip inspect name inspectl user-1 timeout 1008

ip inspect name inspectl ftp audit-trail on

ip inspect name inspectl tcp alert on audit-trail off timeout 1234

ip inspect name inspectl user-2 alert off

ip access-list extended acll

deny udp 3.4.0.0 0.0.255.255 any

deny icmp host 3.4.5.6 9.8.7.0 0.0.0.255
permit tcp host 1.2.3.4 any established

permit tcp any any

interface FastEthernet0/0
ip access-group acll in

ip inspect inspectl in

e ®parmeHT nony4eHHow LSP koHdurypauum:
FilterChain FilterChain:acll (

Filters *= Filter (
SourceIP *= 3.4.0.0/16
ProtocolID *= 17
Action = DROP
LogEventID = "acll"

)

Filter (
SourceIP *= 3.4.5.6
DestinationIP *= 9.8.7.0/24
ProtocolID *= 1
Action = DROP
LogEventID = "acll"

)

Filter (
SourcelIP *= 1.2.3.4
ProtocolID *= 6
Action = "inspectl"
ExtendedAction = tcp flags< any set *= RST, ACK >

LogEventID = "acll"
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Filter (

ProtocolID *= 6

Action = "inspectl"
LogEventID = "acll"
)
Filter (

Action = DROP

)y

Filter (
Label = "inspectl"
ProtocolID *= 6
DestinationPort *= 2000

Action = PASS

ExtendedAction = inspect tcp< timeout = 1008 flags *= NOALERT >

LogEventID = "Inspect:inspectl:user-1"
),
Filter (
ProtocolID *= 6
DestinationPort *= 21
Action = PASS
ExtendedAction = inspect ftp< flags *= NOALERT, AUDIT >
LogEventID = "Inspect:inspectl:ftp"
),
Filter (
DestinationIP *= 10.20.30.40
ProtocolID *= 6
DestinationPort *= 2001
Action = PASS
LogEventID = "Inspect:inspectl:user-2:1"
)
Filter (
DestinationIP *= 10.20.30.0/24
ProtocolID *= 6
DestinationPort *= 2001
Action = PASS
ExtendedAction = inspect tcp< flags *= NOALERT >
LogEventID = "Inspect:inspectl:user-2:1"
)y
Filter (
ProtocolID *= 6
Action = PASS
ExtendedAction = inspect tcp< timeout = 1234 >

LogEventID = "Inspect:inspectl:tcp"
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Filter (

Action = PASS

5. ®opmupoBaHme FilterChain ana QoS knaccudukaumm Tpaduka.

BepeTtcsa onucaHue policy map n nocnegoBaTenbHO pacKkpbiBaeTCs NO NOPSIAKY
cnepoBaHus class map, 3a ogHMM McKNoYeHeM: npy Hannydun default class map, oHa
nopoxXaaeT npeanocneaHo no cyety 3anuck B FilterChain.

¢ [lpu nepebope class maps genaeTcs NPOCMOTP Ha OAWH Luar BNepea:
3anomMunHaeTcs MMs criegyroLeit class map ans Toro, YTobbl NCMOMNB30BaThb €ro Kak
CCbINKy Ha label.

MepBble No cyeTy hUNbTPbI BCeX class maps, KpoMe NepBour, NOMeYaoTCs METKOMN
(label) ¢ nmeHem class map B kayecTBe 3HAYEHMS.

e [Insa default class map ucnonb3yetca meTtka “class-default”.
[danee onucbiBaeTcA KOHBEPTUPOBaHUE ovepeadHon class map.

Ecnu class map He coaepXuT KputepueB Knaccudpukaumm tpaduka, ons Hee
NULWETCS BbIPOXAEHHbIM OUNbTPp BUAaA:

Filter (
Label = "<class-map-i>"
Action = "<class-map-i+1>"

. BapMaHTbI Takux class maps:
e nyctad class map

e class map TMNa match-all, KOTOPAas COAEPXUT XOTS Obl O4HY CCbINKY Ha
HecyLLeCTBYIOLLUIA UNN NYCTOW CNUCOK AocTyna

e class map TMNa match-any, KOTOpas COAEPXKUT TONbKO CCbINTKN Ha
HeCyLLeCTBYOLLME UK NyCTble NTIUCTbI JOoCTyna.

Ecnu class map npumeHnma Ko BceMy Tpadpuky, NnuLIeTcs Filter cnegylowero BMaa:
Filter (

Label = "<class-map>"

Action = PASS

ExtendedAction = classify mark< tos set= tos set mask=... >

LogEventID = "Classification:<policy-map>:<class-map>"

[MpumeyaHwue: 3geck 1 ganee npeanoraraeTcs, YTo NPUCYTCTBYIOT KOMaHAb! set
precedence n/vnu set dscp. Ecnn Takue komaHabl OTCYTCTBYIOT, TO B
pe3ynbTUpyoLWmx hunbTpax OTCYTCTBYIOT NapameTpbl tos_set n tos_set_mask.
MopgpobHee cm. aanee.

e BapuwaHTbl Taknux class maps:
e class map NO YMOMYaHuUIO (3af4aeTcs KOMaHOon class class-default);

e class map TMNamatch-all, KOTOpas COAEPXUT €AMHCTBEHHbIN KpUTEPUn
Knaccugukaumm Tpadumka — KOMaHgy match-any ;

e class map TMNa match-any, B KOTOPOW OOMH U3 KpUTEPUEB Kraccudumkaumm
Tpaduka - KomaHaa match-any.
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e [lpaBuna KkOHBepTUPOBaHUSI KOMaHA Set (mapkupoBka Tpaduka):

e Ecnu komaHgbl set precedence u set dscp oTCyTCTBYIOT, NapameTpbl tos_set n
tos_set_mask B pe3ynbTupylowmnx unbTpax He NULyTCcs.

e KomaHaa set precedence TpaHCNUpyeTcs B
ExtendedAction = classify mark< tos_ set=<num precedence>*32 tos set mask=224 >

roe
<num precedence>*32 — 4YNCNOBOE 3HAYEHNE KOMAHIbI set
precedence, YMHOXeHHOe Ha 32 (GMTOBbI CABUM Ha 5 6UT BneBo, T.€.
pesynbTupytolLee 3HadyeHne TOS-6arTa ans ykasaHHoOro precedence
6e3 yyeTa ocTanbHbIX 6GUTOB)

Macka 224 (11100000) yka3biBaeT Ha precedence.

e KomaHaa set dscp TpaHcnMpyeTcs B
ExtendedAction = classify mark< tos set=<num dscp>*4 tos set mask=252 >

roe
<num_dscp>*4 — 4YMCIIOBOE 3Ha4YeHMNEe KOMaHabl set dscp,
YMHOXEHHOe Ha 4 (buToBbIN caBuUr Ha 2 GuTa BneBo, T.€.
pesynbTupylolee 3HavyeHne TOS-6anta ansa ykasaHHoro DSCP 6e3 yyeta
ocTanbHbIX 6UTOB)

macka 252 (11111100) yka3sbiBaeT Ha DSCP.

e B HekoTOpbIX Cnyyasx B O4HOM (hUfbTPe MOryT CMELUMBATBLCA YKa3aHUs Kak Ans
Kknaccudpmkaumum, Tak u 4na MapkMpoBku Tpadumka. Hanpumep (B opuruHane
ExtendedAction nuweTcs B 0gHY CTPOKY):

Filter (

Action = PASS

ExtendedAction = classify mark< tos match *= 160, 192
tos match mask=224 tos set=96 tos set mask=224 >
)
[aHHbIN PunbTp 3agaeT Npasuno: Tpaduk ¢ precedence=internet Unn
precedence=critical MapKupoBaTb KaK precedence=flash.

e [lanee 6yayT pacmMaTpuMBaTbCsl HEBbIPOXAEHHbIE BapMaHTbI NOCTpPoeHuUs class
maps. OHWM MOryT NPUBOAMUTL K Pa3BETBIIEHHOW CTPYKTYpPe CChINOK Ha pasnuyHble labels.
CnegyeT oTMETUTb, YTO B 0OLLEM cnydae Ans KOHKPETHOro class map MoryT ObiTb CCbINKM
Ha aBe labels:

e  DunbTpbl, NOPOXKAEHHBIE CNEOYIOLUM KpUTEPMEM Kriaccudmkauum Tpadmka B
pamkax Tekywen class map. [lanee Takune ccbinku OyayT ykasbiBaTbCs, Kak
“<Curr_class>".

e KopHeBoW unbTp, ONUCKLIBAIOLLMIA Havano cnegyoulero class map B policy map.
Hanee 6yget ykasbiBaTbCs, kak “<Next_class>".

e [lpumep 3anucu FilterChain:

Filters *= Filter (
Action = "<Curr_ class>"
ExtendedAction = classify mark< tos match *= 40,
192 tos match mask=252 >

LogEventID = "Classification:..."
)y
Filter (

Action = "<Next class>"

)y
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[aHHasga 3anucb o6o3Ha4aeT:

ecnn TOS-6ant Tpaduka coaepXuT a3HadeHne DSCP=afll unm
DSCP=cs6, TO pacCMOTPETb CNeayLLUNn KpUTEPUN Knaccudpukaumm
Tpagvka U3 Tekylen class map (COOTBETCTBYET class map Tuna
match-all),

B NMPOTUBHOM Crly4ae - MepeiTn K pacCMOTPEHMIO CriedyroLel class
map.

KoHBepTupoBaHue class map tuna match-all:

KomaHga match-any, €Crv OHa He ABNSAETCA eAUHCTBEHHBIM KpUTEPUEM
Knaccudukaumm, UrHopupyeTcsi.

KomaHgbl match dscp Mmatch precedence TpaHCnMpyloTcs (Kaxgasa no
OTAENbHOCTW) B CieayoLwmne KOHCTPYKLUA:

e [lpn Hannumm <Curr_class>:

Filter (
Action = "<Curr_ class>"
ExtendedAction = classify mark< tos match *=
tos match mask=... >
LogEventID = "Classification:..."
),
Filter (
Action = "<Next class>"

)

e [lpu otcytcTBum <Curr_class> (nocnegHun kputepun knaccupukauum ans
AaHHoro class map):

Filter (
Action = PASS
ExtendedAction = classify mark< tos match *=
tos match mask=... tos set=... tos set mask=... >
LogEventID = "Classification:..."
)
e [lpumep:

®parmeHT Cisco-like koHdurypauuu:

class-map match-all cl-map-1

match dscp afll cs6

match precedence internet critical
|

policy-map pol-map-1

class cl-map-1

set precedence flash
|

®parmeHT LSP:

FilterChain ClassificationChain:pol-map-1 (
Filters *= Filter (
Action = "cl-map-l:match precedence"
ExtendedAction = classify mark< tos match *= 40,
192 tos_match mask=252 >
LogEventID = "Classification:pol-map-1l:cl-map-
l:match dscp"
)y
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Filter (
Action = PASS
),
Filter (
Label = "cl-map-l:match precedence"
Action = PASS
ExtendedAction = classify mark< tos match *= 160,
192 tos match mask=224 tos set=96 tos set mask=224 >
LogEventID = "Classification:pol-map-l:cl-map-
l:match precedence"
),
Filter (
Action = PASS

[ns kaxgoro Kputepus knaccudukauum, 3agaBaeMoro KomaHaonm match
access—-group, NULWETCHA OTAEMNbHbLIN FilterChain. [N kaxgon 3anucu nucrta
poctyna popmupyeTcst oTaenbHbIN PUNbTP:

deny TpaHcnupyeTcs B cebinky Ha <Next_class>. Mpu oTcyTcTBUMM NOCNeaHen —
B PASS-npasusio.

permit TpaHCnNUpyeTCcs B CCbINKY Ha <Curr_class>. Npu oTcyTcTBUM NOocneaHen
— B PASS-npaBwuno, B KOTOpOM B kavyecTBe napameTpa ExtendedAction
3apaeTca MapkupoBka Tpaduka (tos_set/tos_set_mask).

Mpu Hannunm cneundmkaTtopa log nnu log-input, nMweTca napameTp
Log=TRUE (nogpobHee cM. HMXe).

CneayeT oTMETUTb, YTO ykaszaHusa TCP-chnaroB B nuctax goctyna (Bkmoyas
cneumndukaTtop established) nrHopupytotcs.

Ecnu npucytctByeT cebinka <Curr_class> (gaHHbIV KpuTtepuin knaccudukaumnm
He nocrnegHui Ans gaHHoro class map), To B KOHUe nuweTcs punbTp:

Mpun Hannumm <Next_class>:
Filter (
Action = "<Next class>"
)
Mpwn otcytcTBMM <Next_class>:
Filter (

Action = PASS

Mpumep:

®parmeHT Cisco-like koHduUrypavmm:

ip access-list extended acll

deny tcp host 10.20.30.40 host 10.10.10.10
permit ip host 10.20.30.40 10.10.10.0 0.0.0.255
!

ip access-list extended acl2

class-map match-all cl-map-1

match access-group name acll

match access-group name acl2
|

class-map cl-map-2

policy-map pol-map-1

C-Teppa LLnto3

Copyright © S-Terra CSP 2003 - 2014 38



Mpunoxexune

class cl-map-1

set precedence flash
class cl-map-2

set precedence critical

dparmeHT LSP:

Filter (
SourcelIP *= 10.20.30.40
DestinationIP *= 10.10.10.10
ProtocolID *= 6

Action = "cl-map-2"
LogEventID = "Classification:pol-map-1l:cl-map-
l:acll"
)
Filter (
SourceIP *= 10.20.30.40
DestinationIP *= 10.10.10.0/24
Action = "cl-map-l:acl2"
LogEventID = "Classification:pol-map-l:cl-map-
l:acll"”
),
Filter (
Action = "cl-map-2"
)
Filter (
Label = "cl-map-l:acl2"
Filter (
Label = "cl-map-2"
Filter (

Action = PASS

e KoHBepTupoBaHue class map Tuna match-any:

e [lpucyTcTBME KOMaHAbl match-any, NPUBOAMT K TOMY, YTO l@aHHasA class map
npuMeHMa Ko Bcemy Tpadorky. ATOT cryyail pacCMOTPEH BbilLe.

e KomaHabl match dscp n match precedence TpaHcnupytoTcs (kaxgasi no
oTAenbHOCTW) B uUnbTp BUaa:

Filter (
Action = PASS
ExtendedAction = classify mark< tos match *=
tos match mask=... tos set=... tos set mask=... >
LogEventID = "Classification:..."

)

e KomaHgbl match access-group, CCbinalroLMecs Ha HECYLLLECTBYIOLLME UMK MYCTble
ACLS, urHopupyroTcs.

e [1ns KaXgoro KpuTepus Knaccudumkaumm, 3agaBaeMoro komaHgon match access-
group, NULIETCA OTAEeNbHbIN Habop unNbTPOB. [na KaXx4oW 3anucu nucta gocTtyna
dopmupyeTcs oTaenbHbIA UNBLTP:

e deny TpaHcnupyeTcs B ccbinky Ha <Curr_class>. Mpu ee 0TCyTCTBUN — B CCbISIKY
Ha <Next_class>. Mpwu oTcyTcTBUM NocneaHen — B PASS-npasuno.

e permit TpaHcnMpyeTcsa B PASS-npaBuno, B KOTOPOM B KayecTBe napamMeTpa
ExtendedAction 3agaeTtca MapkupoBka Tpadumka (tos_set/tos_set_mask).
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e CrnepayeT oTMETUTb, YTO ykasaHusa TCP-conaros B 3anvcu nicta goctyna
(Bkntovasi cneumdgukartop established) nrHopupytrotcs.

Mpymep:

®dparmeHT Cisco-like koHdurypaumm:

ip access-list extended acll

deny tcp host 10.20.30.40 host 10.10.10.10
permit ip host 10.20.30.40 10.10.10.0 0.0.0.255
|

ip access-list extended acl2

permit udp any any

|

class-map match-any cl-map-1

match precedence priority
match access-group name acll

match access-group name acl2

|

class-map cl-map-2

match precedence internet critical
match dscp afll csé6

|
policy-map pol-map-1

class class-default

class cl-map-1

set precedence flash
class cl-map-2
set precedence network

dparmeHT LSP:

FilterChain ClassificationChain:pol-map-1 (
Filters *= Filter (
Action = PASS

ExtendedAction = classify mark< tos match *= 32
tos match mask=224 tos set=96 tos set mask=224 >
LogEventID = "Classification:pol-map-l:cl-map-

l:match precedence"
),
Filter (
SourceIP *= 10.20.30.40
DestinationIP *= 10.10.10.10
ProtocolID *= 6

Action = "cl-map-l:acl2"
LogEventID = "Classification:pol-map-l:cl-map-
l:acll"
),
Filter (

SourceIP *= 10.20.30.40

DestinationIP *= 10.10.10.0/24

Action = PASS

ExtendedAction = classify mark< tos set=96
tos_set mask=224 >

LogEventID = "Classification:pol-map-1l:cl-map-
l:acll"
),
Filter (
Label = "cl-map-l:acl2"

ProtocolID *= 17

Action = PASS

ExtendedAction = classify mark< tos set=96
tos_set mask=224 >
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LogEventID = "Classification:pol-map-1l:cl-map-
l:aclza"
),
Filter (
Label = "cl-map-2"
Action = "cl-map-2:match precedence"
ExtendedAction = classify mark< tos match *= 40,
192 tos match mask=252 >
LogEventID = "Classification:pol-map-l:cl-map-

2:match _dscp"
)

Filter (
Action = "class-default"
),
Filter (
Label = "cl-map-2:match precedence"

Action = PASS

ExtendedAction = classify mark< tos match *= 160,
192 tos match mask=224 tos set=224 tos set mask=224 >

LogEventID = "Classification:pol-map-l:cl-map-
2:match precedence"

)y

Filter (
Label = "class-default"
Action = PASS
LogEventID = "Classification:pol-map-l:class-
default"

)

6. U3 uHTepdelica nocneaoBaTenbHO YATAOTCA Crypto maps 13 crypto map set, nponncaHHoro
B KOMaHze crypto map <crypto_map> (pexumMm KOHPUrypnpoBaHusa nHtepdeinca).

e 3 onucaHumga crypto map 4mtaetca access list, nponncaHHbIM B KOMaHae match address
<access_list> (pexxum KoHdUrypmposaHus crypto map).

e [lanee onsa npocTtoThbl Takon access list 6ygeT yka3biBaTbCA Kak crypto-map-acl.

e EcnuB danne cs_conv.ini napametp ike autopass BbICTaBMeH B 3Ha4yeHne “on”
(3HaueHne no ymonuyaHuio, cM. ike_autopass), To B Hadane FilterChain nuweTcsa
cnegyrownn puneTp:

Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL_UNICAST, LOCAL_MISDIRECTED

)

e Cnepyet yyecTb, YTO JaHHasi HACTpPOWKa NOMeLlaeT CO34aHN KOHUrypaLum ¢
BrOXeHHbIM IPsec.

e Ecnn Heobxoanmo cocTaBuTb KOHUIypaLmio ¢ BIOXeHHbIM IPsec, To cnenyet
napameTp ike autopass BbICTaBUTb B 3Ha4eHne “off” M CamoCTOATENIbHO
nponucatb cooTBeTCcTBYOWMN PASS-dhunbTp Ang IKE nakeToB, B KOTOPOM
yKasaH agpec naptHepa no 3awuLeHHOMY COeMHEHNIO.

e [lpoucxoguT TpaHcnauua ns crypto-map-acl B ctpyktypsi Filter cnegytowwmm obpasom:
e deny TpaHcnupyeTcs B:

e ecnu NpUcyTCTBYET crneaytowas crypto map, 1o B ccbifiky (o label) Ha nepsbin
GunbTp, CreHeprMpoBaHHbIN U3 crypto-map-acl cnegytowen crypto map.

e npasuno PASS gns nocnegHen crypto map B cnmcke.
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e permit TpaHcnnpyeTca B npasuiio APPLY (IPSec). Npu 3ToM nuwyTca napaMmeTpbl
13 JaHHOrOo crypto map.

e YkasaHusa TCP-cbnaroe (Bkntovas cneymdukatop established), a Takke
cneumdukaTopsl log u log-input nrHopupytoTes.

7. B cny4yae, ecnu B crypto map set npucyTcTByeT ccbinika Ha dynamic template set (3agaetcs
KoMaHgamum crypto dynamic map), B KOTOPOM eCTb HecKornbko dynamic crypto maps, B
Crypto-map-acls KoTopbIX CyLLECTBYIOT NepeceyveHuns no agpecam, B ounbTpe NpoucXoauT
ob6begnHeHvie npasun.

O6beauHeHue nNpaBun Ons cTaTMY4ecKUx crypto maps He npomM3BoAUTCA (HU MeXay
pasHbIMW CTaTUYECKUMM Crypto maps, HU MeXAay CTaTU4eCKUMU U AUHAMUYECKAMU Crypto
maps).

B cnyuvae ecnu ctaTMuyeckas crypto map umeeT NpUOPUTET HUXKeE, YEM
AVHaMUyecKas, MOryT BO3HMKaTb JIOrMYeckue HeyBsisku. HacTosTensHo pekomeHayeTcs
[aBaTb CTaTUYECKNM Crypto maps NpuopuTeT Bbille, YeM AuHaMmyeckum. Crnegyet
OTMETUTb, YTO B AIoKyMeHTauun Cisco Takke NpUCYTCTBYeT 3Ta pekoMeHaaumsl.

e Ecnu naHHaa pekoMeHaauus He BbiNOMHeHa — BblaaeTca npeaynpexaexHue [2.9].

He npousBoguTcsa o6bLeauHeHMe NpaBun Onsa QUHaMU4YecKux Crypto maps, Kotopble
BXOOAT B pa3Hble dynamic template sets, koTopble B CBOIO 04Yepeab BXOAAT B OAWH Crypto
map set.

B cny4yae ecnu B dynamic template set cywecTByeT nepeceyeHme no agpecam
npaswus, B KOTOPbIX ANnd ogHux dynamic templates nponucaHbl npasuna permit, a anga
apyrmx — deny; B ounbTpe nponuckiBaeTcs npasuno suga (PASS), (Action1), ...,
(ActionN).

¢ Jlormka hopMMpoBaHUS AaHHbIX PUNbTPOB MOXET CYLLLECTBEHHO OTNMYaTLCS OT
noruku Cisco.

e B gaHHOM mpumepe npodeMoHCTpUpoBaH 0COBbLIVM NpUeM: cneumnanbHO Ans
nponuceiBaHnsa PASS-npasuna cgenad crypto dynamic-map dmap 2 (Ha camom
Aene npuoputeT aToro dynamic map B JaHHOM KOHKPETHOM Clly4ae He BaXKeH), B
KOTOPOM HET Hu4Yero, kpome cBsian ¢ ACL, coctosium n3 deny-npaeuna (npasun):
OoTCyTCTBYIOT transform sets u 1.n. CnegyeT oTMETUTb, YTO AaHHbIN CMNOCO6 MOXeET
NCMNOMb30BaTbCs TOMbKO C areHTOM, U HEMPYMEHUM Ha pearbHbIX YCTPONCTBAX
Cisco.

e [laHHasa noruka A4encTByeT TOMbKO Ha IBHO NponucaHHble deny-npasuna. Ans
HesiBHbIX NpaBun deny ip any any, KOTopble NPeAnonaraTCs B KOHLE Kaxaoro
access list, HUKkakMx oo begMHeHUn NpaBuN He genaeTcs.

B cnyuae, ecnu gna paHHom crypto map 3agaH IKECFG nyn (nto6bim cnocobom: nnm
€ nomMoLbo kKoMaHA crypto isakmp client configuration address-pool local / crypto map ...
client configuration address initiate/respond; nnu ¢ nomoLupbto komaHgbl set pool), To B
cTpykType IKERule nponuceiBaeTca cootBeTcTBYOWMN AddressPool.

e Cnepyet yuntbiBaTb, YTO €CINU UCNONb3YyeTCH Crypto map ¢ crypto-map-acl, To B
AaHHOM crypto-map-acl Hago BnucbiBaTh NpaBunia, B KOTOPbIE NoNagalT agpeca
n3 nyna. Hanpumep:

|
ip local pool pooll 192.168.211.10 192.168.211.30
|

crypto map cmap 10 ipsec-isakmp
set peer 10.1.1.10

|

match address cr-acl

set pool pooll

|
ip access-list extended cr-acl
permit ip <...> host 10.1.1.10

permit ip <...> 192.168.211.0 0.0.0.255
|
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e [lpumeyaHue: NnpuBeaeHHas KOHMUrypaLums KOppekTHa, HO UCMNOSb3yeTcs
peako. Ha npaktuke IKECFG nyn valle Bcero 3agaetcd Ans AMHamMmuyeckumx

crypto maps, K KOTOpbIM He MPUBSA3aH HU 0AWH crypto-map-acl.

e TpeboBaHue k NpoNUCbLIBaHUIO punbTpa C agpecamm 13 nyna npuMepHo

cooTtBeTcTBYeT noBeneHuto Cisco I0S.

e OpHako faHHOe NoBeAeHne oTnnyaeTcs ot Bepcum 3.1: Tam MOXHO ObINo
HanmcaTb YKOPOYeHHbIN crypto-map-acl (buneTp ¢ agpecamu 13 nyna

co3aaBarnca Hed BHO)Z

ip access-list extended cr-acl
permit ip <...> host 10.1.1.10

8. lNpowncxoguT NnpoBepKa HY>KHO N NponuckIBaTh AaHHbIV GunbTp. Ecnu aToT ounsbtp
COBMagaeT WM NOMHOCTBIO BKITOYaeTCs B OOQMH M3 NpeablayLimx unbTpoB, MPONMCaHHbIX

ONsl JaHHoro uHtepdpenca, Torga aToT GunbTp He nponuceiBaeTcst B LSP.
9. ®opmupoBaHue napameTpoB LogEventID n Log ctpykTypbl FilterChain:

e [lpumeyanune 1: LogEventID dbopmupyeTtca Bceraa.

o [lpumeyanwue 2: ecnu cTpykTypa Filter popmupyetcs He ns 3anmcm ACL, napameTp Log

BbicTaBnsietcs B FALSE.

e [lpumeyanwue 3: napameTp Log BbicTaBnsetca B TRUE B cniyyae, ecnu cTpyktypa Filter
dopmupyetca ns sanncu ACL 1 B 3Ton 3anucu npucyTcTByeT cneundukatop log nnm log-

input.

e OO6bekThl, Kpome IPsec policy (cm. Hke):

HdonyctumocTt
Tun ncxopHoro MapameTtp
obbLeKTa T LogEventID b Napamerpa
Log=TRUE
PunbTPYHOLLMIA “<ACL-name>" +
ACL
Inspection 3anucb B port map, He “Inspect:<inspect-name>:<port-
umetowas ccoiniok Ha ACL | map-name>”
3anuck B port map, “Inspect:<inspect-name>:<port- +
ccbinatowasca Ha ACL map-name>"
Ccbinka Ha npotokon TCP | “Inspect:<inspect-name>:tcp”
Classification match acl... “Classification:<policy-map- +
name>:<class-map-
name>:<acl-name>"
match dscp... “Classification:<policy-map-
name>:<class-map-
name>:match dscp”
match precedence... “Classification:<policy-map-
name>:<class-map-
name>:match precedence
match any “Classification:<policy-map-
name>:<class-map-name>’
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Clear-Text “ClearText:<acl-name>" +
dunbTpaums
BHYTpU
3alMLLEHHOrO
coeanHeHus

e |Psec policy:
e BHauane nget npedukc “IPsec”.
o [lanee, ecnu gonyckaeTcsl OTKPbITbIN Tpaduk, nuweTtca “:Bypass”.
e [lanee, ecnv NpucyTCTBYET 3allULLEHHBIN Tpaduk, nuweTca “:Protect”.
e [Ina AvHamuyecknx crypto maps Bo3MOXHbI coveTaHus “IPsec:Bypass:Protect”.
e [lanee, nocne ABoeTO4MSA, NMLIETCA HAbOp U3 cneayloLWmnx NapameTpoB:
¢ /ms 1 nopsakoBbIn HOMep crypto map, pasgerneHHble 4BOETOUMEM.

e Ecnu ncnonesyetca dynamic map: ums 1 nopsagkosbeii Homep dynamic map,
pasgeneHHble BOeTOUYNEM.

e Ecnu npucyrtcteyet ACL (MoxeT oTcyTcTBOBaTh And dynamic map): nocne
asoeTto4nsa nuweTcs ums atoro ACL.

e Ecnun nctovHnKoM sSBNAIOTCA HECKOMbKO Crypto maps, To 6noku onucaHns ons
Kaxzaon crypto map pasgensioTtcs cumsoriom “$” (gonnap).

e [lapameTtp Log=TRUE pgonyckaeTtcs: nuweTcs B TOM Cly4ae, ecnv B TeKyLLen
3anucm ACL npucytctByeT mogudumkaTop log unu log-input.

e Ecnu counbtp dhopmMmpyeTcs Ha ocHoBe Heckonbknx 3anuncert ACL, OoCTaToqHO
NPUCYTCTBUE OLHOTO U3 3TUX MOAUDMKATOPOB XOTHA Obl B OQHOM U3
3aeNCTBOBAHHbIX 3anncen.

e [lpnmep ncxopgHomn KoHdUrypaumu:

ip access-list extended crypto-acl-1
permit ip any any

|
ip access-list extended crypto-acl-2
deny ip host 192.168.101.102 any log
permit tcp 192.168.3.0 0.0.0.255 any eq 80 log
|
crypto dynamic-map dmap 10

match address crypto-acl-1

set transform-set trl

!
crypto dynamic-map dmap 20

match address crypto-acl-2

set transform-set tr2

!

crypto map cmap 10 ipsec-isakmp dynamic dmap

# Native LSP koHdurypaums

FilterChain IPsecPolicy:cmap (
Filters *= Filter (
SourcelIP *= 192.168.101.102
Action = PASS
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ExtendedAction = ipsec< sa *= IPsecAction:dmap:10
fallback action = PASS >
LogEventID =
"IPsec:Bypass:Protect:cmap:10:dmap:10:crypto-acl-
18cmap:10:dmap:20:crypto-acl-2"
Log = TRUE
)
Filter (
SourceIP *= 192.168.3.0/24
ProtocolID *= 6
DestinationPort *= 80
Action = PASS

ExtendedAction = ipsec< sa *= IPsecAction:dmap:10,
IPsecAction:dmap:20 >
LogEventID = "IPsec:Protect:cmap:10:dmap:10:crypto-
acl-1Scmap:10:dmap:20:crypto-acl-2"
Log = TRUE
)
Filter (

Action = PASS

ExtendedAction = ipsec< sa *= IPsecAction:dmap:10 >

LogEventID = "IPsec:Protect:cmap:10:dmap:10:crypto-
acl-1"

)

®opmupoBaHme umeH cTpyktyp LSP npu
KOHBEPTMPOBaHUU

Mpu koHBepTUpoBaHuu Cisco-like koHdurypauum B LSP koHdurypaumo umeHa ctpyktyp LSP
dhopmMmpyroTCa U3 UMEH U uHAekcoB 06bekToB Cisco-like koHdurypaumu. MNpu aTom cnegyet
YYUTbIBaTb PSS OrpaHnYeHui:

e B o6bekrax Cisco-like koHMrypaumm pasHbix TUMOB MOTYT MCMOMb30BaTbCA OANHAKOBbLIE
umeHa. B LSP nwvsi o6bekTa 4OMmMKHO ObITh YHUKaNbHBIM.

e MoryT ucnonb3oBaTtbcs LudpoBble nHaekcol. B LSP TpebyeTtcsa 3agaBaTtb
naeHTUUKaToOpbl, HaYMHarLWmMecs ¢ GyKBbl.

e Kak npaBuno, cuHTakcuc Cisco-like nmeH 6onee cBoboaHbIN (Hanpumep, JONyCKakTCA
CMMBOIbI, KOTOPbIE HEMb3S UCMOSb30BaTh B MaeHTudukaTopax LSP).

e B HekoTopbix cnyyasx TpebyeTcsa hopmmupoBaTtb UMsi CTpyKTypbl LSP 13 rpynnbi
o6bekToB Cisco-like koHurypauun.

e OpuH 06bekT Cisco-like koHurypaumm (Mnu rpynna o6 bekToB) MOXET NOPOXAATb
Heckonbko LSP 06bekToB (kaxabii U3 KOTOPbIX AOMMKeH 0bnagath yHUKaNbHbIM UMEHEM).

O6wwe cBegeHnsa MO POPMUPOBAHNIO UMEH:

e CHayana roToBMTCS NPOTOTUN MMEHUN OoGBbekTa. [1na 3TOro NpoToTUNA HET KaKUX-TO
cneumanbHbIX TpeboBaHWU: HanpuMep 3TO MOXeT OblTb MMs obbekTa Cisco-like
KOHJpMrypauum, KOHCTaHTHas CTpoKa, coveTaHue npedumkca n UMeH HECKOIbKUX OO bEKTOB
nT.m.

¢ OCHOBHble afMUHUCTPATMBHbIe NPUHLMUMNbI (DOPMUPOBAHUA UMEHU:

e B nmeHu cTpykTypbl LSP ncnonb3yloTcs MMeHa u/munu ymcrosble ngeHtudmkatopsl
o6bekToB Cisco-like koHdurypaunm (ganee ana npoctoTbl “Cisco-06beKT”),
NopoXAatoLWLMX AaHHYIO CTPYKTYPY.

e Ecnu cywectsyeT ogHo3dHauHas cBa3db Mexay Cisco-06bekToM U CTpyKTypon LSP:
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e Ecnun Cisco-06bekT naeHTMnumpyeTcsi No UMeHN, TO HanpsaMyro UCMorb3yeTcs
AaHHOEe MMS.

e Ecnu Cisco-o6bekT ngeHTnduumnpyeTcs YACnoM UM Habopom paspo3HEHHbIX
napameTpoB, TO B Ka4eCTBE UMEHUN CTPYKTYpbl LSP ucnoneb3yetca komaHga |0S,
cospatoLas aaHHbeln Cisco-00beKT, B KOTOPOW Npobenbl 3aMeHeHbl Ha CUMBON
“:” (OBoeTouue).

Ecnu Cisco-06beKT MOXeT NopoauTb HECKOSbKO CTPYKTYp LSP cTporo ogHoro tvna
B 3aBMCUMOCTW OT AOMNOMHNUTENbHBIX 06BEKTOB, HA4Yano MMeHN NopoxaaeTcs
aHanornyHo npegplaylweMy nyHKTy, a 3aTeM Yepes ABOeToUMe NepeuncnanTcs
NOEHTUDUKATOPbLIX OOMNOMHUTENbHBIX OGBEKTOB.

Ecnu cTtpykTypa LSP nopoxaaetcsa us Heckonbknx Cisco-o6bekToB: Cisco-06bekT
NOPOXXAAET HECKONBbKO CTPYKTYP LSP nnun ecnm cylLecTBYIOT Kakue-TO UHble
HeOOHO3HaYHOCTM (Hanpumep, oauH 1 ToT ke ACL MoxXeT nopoxaaTtb pasHble
CTPYKTYpbl LSP ogHoro u Toro e Tuna FilterChain), To B Ha4ano MMeHu CTPYKTypbl
pobGaensieTcs npedrKe, ONMUCLIBaOLWNIA PONIEBYIO NPUHAANEXHOCTL AAaHHOM
CTPYKTYpPbI U 3aKaHYMBatOLMIACS Ha OBOETO4ME.

e B HekoTopbIx cnyyasx B kayecTBe npedukca MOXeET UCMONb30BaTbCH TUM
CTPYKTYpbI LSP.

Ecnu Cisco-00bekT ngeHTMpuumnpyeTcs HECKOMNbKUMM napameTpamm (Hanpuvep,
UMS1 U UIHOEKC), TO OHWN B UMeHU LSP-CTPYKTYpbl pa3aensaoTcst CUMBOIOM ™ :
(oBoeToune).

Ecnun LSP-cTpykTypa NopoxaaeTcsi HECKONbKAMU Pa3HOTUMHLIMU OGbeKkTamMu,
o6pasyroLWMM BMECTE HEKOTOPYIO 3aKOHUYEHHYIO pynmny, TO MX MAeHTUdMKaTOpbI
TaKKe pa3fensTcs ABOETOUMEM.

Ecnu LSP-cTpykTypa nopoxaaeTcs HeCKONMbKUMU OQHOTUNHBIMW OObeKkTamu unm
HECKOMbKUMW 3aMKHYTbIMWU FpynnamMun pa3HOTUMHbIX OO BEKTOB, TO rpynmbl
naeHTUKaTopoB pasgenstoTces cumeorom “$” (gonnap).

e Hanpuwmep, nyctb B Cisco-like koHburypaumm npucyTCTByHOT HEKOTOPbIE
06beKTbI:

obj type 1 abc 15
obj type 2 1000
obj type 1 def 20
obj type 2 2000

e Bo3MoxHbIN BapuaHT NnopoXxgaemoro MMeHu:
SomePrefix:abc:15:1000$def:20:2000

BakHbI YacTHbIV cnydan: korga oObLEKT NOPOXAAETCS U3 KOHKPETHOWM crypto map,
OEVCTBYIOT cnegyolwime npasvna ans naeHtudmkaumm crypto map:

e Ecnn o6bekT nopoxpgaeTcsi M3 cTaTUYEeCKor Crypto map, To B UMeHM obbekTa
NMPUCYTCTBYOT MMS U UHOEKC OAHHOW Crypto map, pa3gereHHble ABOETOUMNEM.
Hanpumep:

cmap:10

e Ecnu o6bekT nopoxgaeTcsa U3 KOHKPETHOW 3anmcy AMHamU4eckoro crypto map
template, To B MMeHU 06bekTa NPUCYTCTBYIOT clieaytoLme YacTu: UM U UHOEKC
AMHaMUYecKon Crypto map, a Takke UMsl AMHaMUM4Yeckoro crypto map template u
MHOEKC KOHKPETHOI 3anucy B HeM. Hanpumep, doparMeHT KoHgUrypaumm:

crypto dynamic-map dmap 20
crypto map cmap 5 ipsec-isakmp dynamic dmap
nopoXxaaeTt 00beKT, B UMEHM KOTOPOro NPUCYTCTBYET:

cmap:5:dmap:20
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e Ecnu nvsa nonyvaetca cnuwKoM ANVMHHBIM, YaCTb OOBLEKTOB, MOPOXKAAOLLIMX
OaHHYI CTPYKTYpY, MOXET OTCYTCTBOBaTb B C(DOPMUPOBAHHOM UMEHU. B aToMm
cnyyae k umeHun nobasnsetca cydduke $$etc. Hanprumep:

IKERule:cmap-1:10:dmap-1:10Scmap-1:20:dmap-2:105Setc

DOanee npouniBoanTCcA HopmMmanun3auna UMeHun:

e Bce cumBonbl, kpoMe BykB naTuHckoro andasuta, Ludp 1 CUMBOMNOB “ - (MUHYC),
“$7 (gonnap) n ¥ :” (ABoeTo4vne), NnpeobpasytoTCsa K CUMBOSY NOAYEPKUBAHMS.

e Ecnu nmsa HavnHaeTca ¢ Ll.l/lq:)pbl 1M MHOro cmmeosna, OTJIN4YHOIo OT 6yKB
JTaTUHCKOro aJ'ICbaBVITa n nog4vyepknBaHuA, nepea HUM CTaBUTCA 6y|<Ba n.

[anee npon3BoAUTCS NOUCK NOMy4YeHHOro UMeHU cpean ke chopMUPOBaHHLIX (Ans
obecrneyeHns yHMKanbHOCTH):

e Ecnu nmsa He HanaeHo, cHNTaeEM ero OKOHYaTeSbHO C(*)OpMVIpOBaHHbIM.

e Ecnu umsa HaigeHo, nobasnsiem kK Hemy nocrnegoBatenbHo cyddukesl $$1, $$2 n
T.4. O TeX Mnop, noka He ByaeT HaWAEHO MMSsI, KOTOPOE ELLE HE UCMOMb30BanoCh.

nonyquHoe nmMA 3anucbiBaeTcsd B KOHCIDVII'ypaLIVII-O 1 3anoMmnHaeTcs Ans Toro, Ytoobl
OHO He BbIfo NCNosb30BaHO Ans apyroro oObekTa.

[anee onncbIBalOTCA KOHKPETHbIE NpaBuia OpMMPOBaHUS NMPOTOTUMOB UMEH OO BLEKTOB:

UmMsa cTpyKTypbI
Native LSP

BapuaHTt
Mcnosfib3oBaHusl

MpaBuno hopmupoBaHus

Mpumepbl

IKETransform

KoHkaTeHauusa npedumkca
“crypto:isakmp:policy:” n
nHgekca ISAKMP policy
(komaHga crypto isakmp
policy)

crypto:isakmp:policy:10

AHProposal

KoHkaTeHauusi umeHn
transform-set n cydpdukca
“:AH” (komaHga crypto ipsec
transform-set)

trsetl:AH

ESPProposal

KoHkaTeHauusa nmeHu
transform-set n cydpdukca
“:ESP” (komaHga crypto ipsec
transform-set)

trsetl:ESP

IKERule

Crartunyeckas crypto
map

KoHkaTeHauus “IKERule:” n

0603Ha4veHus crypto map (cm.

BaXXHbIV YaCTHbIV cryyan).

Ecnu o6bekT nopoxgeH 13
HecKonbKux crypto maps, 10
nx ob6o3Ha4eHns
nepeYncnsoTcs Yepes 3Hak
ponnapa $

IKERule:cmap:1
IKERule:cmap:2:dmap:10

IKERule:cmap-
1:1:dmap:1Scmap-
2:1:dmap:10

AuthMethodRSAS
ign

RSA:Sign

RSA:Sign

AuthMethodDSSS
ign

DSS:Sign

DSS:Sign

AuthMethodGOST

GOST:Sign

GOST:Sign
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Sign
AuthMethodPres KoHkaTeHauust “Preshared:” n | Preshared:192 168 1 2
hared MAGHTUCUKATOPA KIIOYa — B Preshared:hostl example
3aBucumocTun ot Tuna: IP- com - -
agpec nnm hostname (To4ku
3aMEHSATCSA Ha 3HaK Preshared:hostl example
noayepkuBaHus). com:192 168 1 2:192 168
Ecnu 3Ha4yeHne gaHHoro —
Kntova nogxoauT ans
HECKOMNbKUX
MaeHTNMKaToOpPOB, TO 3TH
naeHTudmrkaTopbl
nepeyncnsoTcs Yyepes
ABoeTtouve (gencteyet
npaBumo No OTCEeYEHUIO
CIULLKOM AMMHHBIX UMEH (CM.
CINULLKOM ANVHHbIE UMEHA)
CertDescriptio CA:RSA CA:GOST
" CA:DSS
CA:GOST
IPsecAction KoHkaTeHaumsa npedukca IPsecAction:cmap:1
IPsecAction:” n O603Ha:-IeHl/Iﬂ IPsecAction:cmap:5:dmap:
crypto map (CM. BaXHbIN 20
YacTHbI cnyyan).
IPsecAction:cmap-
Ecnu o6bekT nopoxaeH 13 1:1:dmap-1:15 _
:1: p-1l:15cmap
HECKOIbKMX Crypto maps, 10 2:1:dmap-1:1
nx ob6o3HaveHus
NnepeyncnsitoTCs Yepes 3Hak
ponnapa $.
AddressPool Mcnone3yeTcs Nwms pool (komaHga ip local pooll
KomaHga “crypto pool)
isakmp client
configuration
address-pool
local...” unu
KomaHga “set
pool...”, B KOTOpon
He 3agaHa mMacka
nogceTu.
FilterChain dunbTp KoHkateHaums “FilterChain:” FilterChain:101

n umenn ACL

FilterChain:acll

Inspection (Tonbko
npu OTCYTCTBUM
duneTpytoLLero
ACL; B NpOTMBHOM
cnyyae — yactb
unbTpyloLLErO
ACL)

KoHkaTeHauus
“InspectChain:” n umeHu
inspection, 3agaHHoro
KOMaHgowm ip inspect name

InspectChain:inspectl

Knaccudmkaums
Tpaduka (QoS):

KoHkaTeHauus
“ClassificationChain:” n
mMeHu policy map (komaHnga

ClassificationChain:pmap
1
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policy-map).

Clear-Text
dunbTpaums
BHYTPU
3aLLUMLLEHHOTO
coeguHeHMs.

KoHkateHnaumsa “ClearText:” n
nmenn ACL, 3agaHHOro
KOoMaHgowm set ip access-
group (pexum
KOHGMrypmpoBaHus crypto
map)

ClearText:clear-text-acl

ClearText:15

MpaBuna 3awuTbl
(IPsec policy)

KoHkaTeHaums “IPsecPolicy:”
M UMeHun crypto map set

IPsecPolicy:cmap

IdentityEntry Wwms identity (komaHga crypto | idl
identity)
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Co3spaHue nokanbHoro ceptudumkara c
ucnonb3osaHnem CK3U «Kpuntollpo CSP»

[na cosgaHna nokanbHOro ceptudurkaTa HyXKHO Co34aTb KIMHOYEBYIO Napy M 3anpoc Ha NoKarnbHbIN
cepTudumkat. OT0 MOXHO caenaTb, ncnone3ysa anroputmel FOCT, cpeacteamu Microsoft Windows.

B kauectBe BHelUHel kpuntorpadudeckon 6ubnmotekn ncnonedyercsa CK3N «Kpuntollpo CSP
3.6R2». YcTtaHoBka 1 HacTponka CK3W «Kpuntollpo CSP» onucaHbl B 3TOW rnase.

YctaHoBka CK3U «Kpuntollpo CSP 3.6R2»

Ha otgensHom komnbtoTepe ¢ OC Microsoft Windows yctaHoBute CK3W «Kpuntollpo CSP 3.6R2».
Mpwu nHcTannsuum BeibupaiiTe: BUA ycTaHOBKM — BbiGopoyHas.

KoMnoHeHTbI, kKoTopble HeobxoanMo ycTaHoBUTL — KpunTonpoBanigep ypoBHA sigpa OC.

Hactpoika CK3WU «Kpuntollpo CSP 3.6R2»

Mpn ayTeHTUdUKaLMM CTOPOH NpK NOMOLLM cepTuduKaToB, HEO6X0AMMO NPOBECTN HEKOTOPbIE
HacTponkm B CK3U «Kpuntollpo CSP 3.6R2».

[ns XxpaHeHWsa CEKPeTHOro KItoYa foKanbHOro ceptudukaTa UCrorb3yeTcs KOHTEWHep, KOTOpbIV
MOXeT ObITb 3awmiLeH naponem. KoHTenHep pasmellaeTcs:

e MBO Ha BHELUHEM KIHOYEBOM HOCUTENE, KOTOPBIN A0MMKEH XPaHUTBLCS TOMNBKO Y
agMuHucTpaTopa

e MBO Ha nokanbHOM KIKYeEBOM HocuTene (PeecTp) Ha kKoMNbOTEPE agMUHUCTPaTopa.

CK3W «KpunTtollpo CSP 3.6R2» ymeeT cumTbiBaTb CEKPETHbIN KIMOY U3 KOHTENHepa Kak Ha
BHELLIHEM KITHOYEBOM HOCUTENE, TaK 1 Ha JTIOKanbHOM KIl04YEBOM HOCUTENE.

Takke HacTpamBaeTtcs n [1CH — Bbibupaetcs bruonormyecknii nnn annapatHein JCY, onncaH B
pasgene «Hactporika OCY».

HaCTpOVIKa JNIOKaN1IbHOIro Kiio4eBoro CHYUTbiBaTens

Ecnun KoHTeNHep ¢ CEKPETHbIM KIMo4YOM NoKarnbHOro ceptudurkaTa Hago pasMecTuTb B PeecTpe, To
WHCTanmnupymnTe cunteiBaTenb PeecTp, ecrnv oH He Obln 3aperMcTpupoBaH BO BPEMS MHCTaNNSALMm
CK3W. NHcTannaumna cunTbiBaTeENS onucaHa B pasgene «MHCcTannaums Kno4eBoro cHmMTbiBaTens
PeecTtp B «Kpuntollpo CSP 3.6R2».

MoaknoyeHne BHELWHNX KNKOYEBbIX CYUTLIBATENEN

Ecnu KOHTeVIHep 6y,u,eT COXpaHeH Ha BHELWLHEM KITl04EBOM HOCUTENE, TO CHa4vana nogkn4nTe K
KOMMNbOTEPY BHELLHMI KNOYEBOW CUNTLIBATESb, cnenysa npvmaraeM0|7| MHCTPYKUMN (eToken no
YCTaHOBKMU p,pa|7|BepOB nogkKn4yaTb He cne,u,yeT).

YcTaHoBuUTE BCe Heobxoaumble channbl 1 Apansepa Ans paboTbl BHELWHErO CYUTLIBATENS.
Hanpumep, ons paboTbl ¢ anekTpoHHbIMM krtodamm eToken PRO, eToken NG-OTP, eToken NG-
FLASH, eToken PRO 72K(Java) Habop gpawveepoB un ytunut "eToken PKI Client 5.1 SP1 gns
Microsoft Windows" MoxHo B3siTb ¢ web-cTpaHuupl http://www.aladdin-rd.ru/support/download/177/.

[anee nepengute K HACTPOMKE BHELUHErO CYMTLIBATENS.
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HacTponka BHeLWHero Kno4eBoro CYMTbIBaTens U HOCUTENS
UHdopmMaLmm

B coctas guctpmbytmuea CK3U «Kpuntollpo CSP 3.6R2» BxoaaT gpavisepa, obecneynsatoLime
B3aMMOJEeNCTBME BHELLUHUX KItodeBbIX cuntbiBaTenen ¢ «Kpuntollpo CSP 3.6R2».

Mocne yctaHoBku «Kpuntollpo CSP 3.6R2» cpasy e MHCTannmMpoBaHbl BCe CHUTbIBATENN CMapT-
KapT 1 BCe CbEMHbIE AWCKU, ecn Oblina BbIMONHEHA UX perucTpauns npy nHctannsaumn CK3U. B
NPOTMBHOM Cry4yae, BbINOSTHUTE MHCTaANNAUUIO CHUTbIBATENS, ONUCaHHYI0 B pasgene “UHctannsaums
BHELUHero krnoyeBoro cuntbiBatens B «Kpuntollpo CSP 3.6R2». [1nsa TokeHa Hago BbIGpaTb OAUH
n3 cuntbiBatenen. lNocne yctaHosku «Kpuntollpo CSP 3.6R2» nHCTannsauusa BHELUHUX HOCUTENEN
yXKe BbINOMHEHa.

WHcTannauyua knoyesoro cuntbiBatens Peectp B «Kpuntollpo CSP
3.6R2»

[ns MHCTannsuMmM NokanbHOro Kro4eBoro cuntbiBaTens PeecTp Hafo BbINOMHUTL creayowme
JencrTeus:

War 1: 3anyctute Kpuntollpo CSP: llyck - Hacrporika - llaHesbs yNpaBiieHUS -
Kpunrollpo CSP

War 2: C Windows 7 B nosiBUBLLEMCS OKHE KpunTollpo CSP BO BKragke O6ume Bblbepute
npegnoXeHne «3anycTturs C npakaMu aamuHncrpaTopa» (PUCyHoK 1):

r

|IE| Kpwntollpo C5P @

| L ononHWTENEHD I ANMOpHUTMBI BezonacHoCTE | Winlogon

ObLume | ObopyaosaHue I Cepeuc

|||E KpounTollpo CSP Bepova angpa CK3M: 3.6.5359 KIC1
Bepowa npoaykTa: 3.6.6497

(C) Kpunmodpo, 2000-2009, Bce NpaBa saWwMWEHE]

KomMnaHka KounTa-1po

WHbOpMALMA 0 MMUEHSMPOBaHMA NpoayKTos KpunTodlpo Teneps
AOCTYMHE Y4epes ocHacTky MMC "HpunTolpao PEI™

KpunTollpo PKI

IEIEI 3a8NYCTUTb € NpEaEaMH AAMUHWCTDATOoDS

Azbik

BeibepuTe A36IK AN DTDuﬁDaH{EHHH e e
oKOoH CSP Ballen yHeTHOM 3anMoi:

BribepuTe AstiK 4nA oTODPEHEHMA OKOH Pkl
CSP none3oBaTenel, He 3303BLWWY A3bIK
(YMONYaHWE CUCTEMBI):

Ok ] I OTMeEHa MPUMEHUTE

PucyHok 1
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LWar 3: Bonante BO BKIagKy ObopynoBaHmue U HAXMUTE KHOMNKY HacTpOUTb CUMTHBATEIMN. . .

(PucyHok 2):
CeolcTEa KpynTolpo CSP ﬂ
JononHKTENEHD I ANropHTHE | BezonacHocTE I Winlogon
CIGLLHE OBopYy A0EaHHE | CEpEHE

T CYMTEIBATENM SAKPEITER KIIHIHER

MozEONAET A0BIEMTE HIM YAANMKTE CHEMTEIEATENM
SAKPEITEEL KIHIYER,

HACTpOMTE CHHTRIEATENH, .. I

— A ATUHKH CRyYEHHER YHCEN

il MozEon@eT ACBIEMTE MAM ¥AIMMTE AETUMKH CRYUaRHEL
oot HHEEn,

HacTponTe 4C4...

~ THNEI KNHYEERL HOCHTENEA

AP MozeonAeT 40BAEMTE HAM YAAMHTE THNE! KNHOHEEEL
E| == QT

HacTpoMTE THNEI HOCHTEREH, ..

(0],4 OTHEHS [IEHHEHHTE

PucyHok 2
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LWar 4: HaxxMuTe KHOMKY JoB6aBuUTs . . ., YTOBblI 4O6aBUTL HOBLIW KNOYEBON HocuTenb (PUcCyHoK 3).

Y¥NpagnEHHE CYHTLIEATENAMH Xl

CHMTEIESTENM |

e
==
=

¥CTAHOBNEHEI CNEAYHIWME CHHTEIEATENM:

@ Bre CUMTEIBATENM CMADT-KAQT
@Bce CBEMHBIE AMCKH

AoBaEHTE. ., | ¥ AAMHTE I CEOFCTES

OR OTHEHS

PucyHok 3

LWar 5: B okHe BU3apda ond UHCTannaumm cHnTbiBaTena HaXXMUTe KHOMKY Najiee.

MacTep yCTaHOEKH CHUMTEIEATENA XI

MaCTEp YCTAaHOEKW CHUTERIEATENA
e
_—

‘i

MEIDTEI:I YCTAHOEE W NOMOr3sET BEINOAHWMTE YETIHOERY M
HEIIZ,“TFIEII:{K':] CMMTEIEATENA KOHEERIE HOCHTENSH.

YTofk! NPMCTYNMTE K YCTAHOBEE, Ha#MMUTE KHOMEY " Hanee""

< Hazan I Danee » I OtreHa

PucyHok 4
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LWar 6: u3 npeacrtaBneHHoOro Ccrnncka Bbl6epI/ITe cyuTbiBaTeNlb PeecTp U HAXXMUTE KHOMKY JTasnee!:

MacTep YCTAHOBKH CUATHIBEATENA

Brbop cuMTHBaTEnn
F.akoi cuMTEIBaTENE HEOOKOQMMO YCTAHOEMTL !

BrifepuTe cUMTEIBATENE, KOTOPEIE CAEAYET AOGSEWTE, M HasktuTe kHoMkY " danee'

HDDHSBD.U.WEJ'IH: .D.EICT':II'IHI:IE CHHUTBIEITENH:
(B e npoussoauTen] &9 D alla [D59097E) |
K.oranaHuA Kpurmo-Mpo

¥ D allas (0530970

i.-l AKKOpG

@ Huckoson &
FE
i! Cofone =
¢ Hazan I Hanee » I OTreHa
PucyHok 5
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LWar 7: cunTtbiBaTENIO Pee CTpP MOXHO MPUCBOUTb UMS N HaXXaTb KHOMKY Najee:

MacTep YCTAHOBKH CUATHIBEATENA

Hma cuwTmearenn
TpEﬁ':IE-’TCFl H33HAYMTE HMiMA 0NA 3TOr0 CHHTRIESTENA

MoskHo NS0 BEECTH KENAEMOE WA ANA 3TOMD CHWTBIEATENA, MO0 MCNOAES0ESTE
MPELADKEHHDE HMKE MhA, HTOSEI NpO0omHMTE YCTAHOEKY NOCNE BERIGORA HAEHM,
HastkaMTE KHonkY " anes",

Mr4a cuMTRIESTENS:

¢ Hasan, I DNanee » I OTtaeHa

PucyHok 6

LWar 8: uHcTannauma cunTeiBaTens PeecTp 3aBeplleHa, HaXMUTe I'oToso.

MacTep YCTAHOBKH CUATHIBEATENA

3aeeplleHUe paboTel MacTepa

et
~@»s| [l YCTaHOBKW CYMTbIBaTENS

R

Urafikl 38K0HYMTE YoTAHOBKY CUWMTBIBATENA, HAKMWTE
kHonky "ToToen'.

MNocne saBeplIEHUA YCTAHOEKM DEKOMEHIYETCA
MNEPE3AMPH3INMTE kornewTEp.

HaskitalTe kHoNKY "Hasan", ecnd TpefyeToA WEMEHWTE
NapatAET phl YCTSHOEK M,

¢ Hasan, I [oToEnD I OTtaeHa

PucyHok 7
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LWar 9: cumTtbiBaTEND PeecTp pobaBneH B CNNCOK MHCTarnmMpoBaHHbIX CUMTbIBaTENEN, HAXMUTE

OK:
x

CHHTEIEATENM |

=
==
=

¥ETaHOENEHE CneAYHIWHE CHHTRIEITERNH:

@ Bre CYMTEIBATENM CHapT-EapT
ﬁﬁce CHEMHEIE AHCEH
I-F PeecTp

AoBaEHTE. .. I ¥ 1ANHTE CEOACTEA

0], OTHEHS

PucyHok 8

War 10: nepesarpysnte KOMMNbOTEP.

WHCcTannaumA BHeLWHero CYUTbIBATENA M KNKYeBOro HocuTens
uucpopmaumm B «Kpuntollpo CSP 3.6R2»

MHcTannaums BHELWHUX CYMTbIBATENEN BbINOSTHAETCS TaK Xe Kak 1 Ans PeeCTpa.

3anyctute Kpuntollpo CSP: llyck - Hactporika - IaHenb ynpabeiieHuda — Kpunrollpo CSP

Bo Bknagke O6opynosanme HAOXMUTE KHOMKY Hactpouts cumnTeieaTes (PUCyHOK 9) n
BbIGEPUTE HYXHbIN cunThIBaTENb. [lanee cneaynTe onMcaHuio NpeabiayLlero pasaena.
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Kpvntollpo CSP 5'

AononHKMTENEHD l ANFOpHTHE! I EezonacHoCTE I ‘inlogon
CfLLHE OEopY A0BaHHE | CEpEHE

T CHHTRIEATENM SAKPEITEL KNHIYEA

MozEonasT A003EMTE MK YAANKMTE CHHTEIESTENH
SAKPBITElX KNHOHEA,

HacTpoOMTE CHHTEIEATENH. .. I

— AaTHHIEH CRYHaRHBLR YHCen

oorrg o
\ooio MozEonAeT ADBIEHTE MK YAANKMTE 43THHEH CNYHaHHEL

oiono HHCEN,

Hactpoute ACH...
 THMBl KNHIYEERIX HOCHTENEH
?_-:. MozsonaeT A003EMTE FIKH YAANHTE THE KIHHEERLX
:'g: HOCHTENEA,

HacTpoMTE THAEI HOCHTEREA., .. |

0,3 OTHEHA | anMEHHTbl

PucyHok 9

[nsa TokeHa Hago BbIGpaTh 0AMH U3 cunTbiBaTtenen (PucyHok 10)

MacTep yCTAaHOBKH CHUMTHIEATERA

Bmbop cuMTHBaTenn
K.aKok CUMTEIBEATENE HEOOXOAMMO YCTAHOEMTE !

BLIGEpHTE CUMTEIBATENE, KOTOPBIN CNSIYET OOSSEMTE, M HammMUTE kHoMEY ' Oanee",

MM poMsEDQMTENM: JocTynHEE CUMTEIESTENM:
[Ece npousEogMTENM] @ AESWR O -
Crypto-Pro Lid. @ AKS i

K.ornanua Kpurmo-Mpo @.-‘-‘-.S idh 1

€9 D allas (DS 1410E)
€9 Dalas (D59097E)

¥ Dallas [0590970) |

& VI

¢ Hazang I Hanee > I OTraena |

PucyHok 10

Bce YCTaHOBJ1€HHbIE KIHOYeBbl€ HOCUTESTU MOXHO NMOCMOTPETb B OTKPbIBLLEMCA OKHE NMPU HaXaTnn
Ha KHOMKY HacTpowuTe Tune Hocureseir (PUcyHok 9).
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Ons no6aBneHns OTCYTCTBYIOLLErO HOCUTENS HAXMUTE KHOMKY NoBaruTs . . . (PucyHok 11) .

l!l"'l1|2lr|':lBJ'IEHME HNHOYEEbIMH HOCHTERAMHA xI

K. NHIHEERIE HOCHTENHK I

i =
3:‘
e

¥ETaHOENEHE CneAYHiWHE KNHYEERIE HOCHTENK!

& cha CARDOS Y4.36

¢ cha JCOP 21

# eToken Java v1.0

# eToken Java v1.0b

# eToken PRO | NG-OTP

# eToken PRO v4.20b

{ eToken PROLE £

AoBaEMHTE. .. ¥ AANHTE CEOHCTES |

Ok I OTHEHA

PucyHok 11

Hanee cne,u,yﬁTe YKa3aHuAam MaCTepa YCTaAHOBKM KITHO4EBOIro HOCUTENA.

Mo 3aBepLIEeHNo NHCTanNAuna BHELWHEro Knu4eBoro HocuTend U CHUTbiBaTenNA NOJIHOCTbIO
BbIlMOJIHEHA.
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Hactpowka [1CY

B pexume 3awmtbl KC1 MK ot HCJ ncnonesyetcs 6uonormnyeckun ICH. B pexxume 3awutel KC2 —
ucnonesyetca NAK «Cobonb» nnu «Akkopa-AMA3».

War 1: Bo Bknagke O6opyaoBaHNe HaXXMUTE KHOMKY HacTtpoutre OCU. . .: (PucyHok 12).

KpunTolpo CSP x|

AononHKTENEHD l ANrOpHTHE | BesonacHoCTE I Winlagon I
OfWME Dfopy A0EAHHE | CEpBMC

T CHMTRIEATENH 3AKPEITEES KnHOYE

MoseonaeT A0BaEMTE HAK YWAINHTE CHHMTEIESTENH
ZAKPEITELL KIHIYER,

HAcTPOMTE CYMTEIEATENM, ..

 AAaTUHKK CRYYARHELR YMCEn

.:’."u'u':g MosEcnAST A003EMTE MM YA4ANHTE A3ATHHEH Eﬂ';.-"-laﬁHbl){'

oot HHCEN,

HacTpouTe dCH... I

~ THMBl KNHOYEERIX HOCHTENEA

—

%Jl MosE0onAsT A0GSEHTE HAH ¥ AANHTE THMB! EAKHEER:
#E=)  HoCHTENEA,

HacTponTE THNEI HOCHTENEA. .,

O CTMEHS [[IPHMEHHTE

PucyHok 12

War 2: ecnu wucnonb3dyetca pexum 3awmtel KC1, TO B OTKpbIBLUEMCS OKHE [OMmKeH ObiTb
YCTaHOBMEH TOMNbKO «Bumosormueckwmit JICU» (PucyHok 13). Haxmute KHonKy OK.
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YNpagneHve AaT4HKamMy CAyYUaiHBIK YMCcen x|

AATUHEN CRyYakHER: YHMCEN |

¥CTAHOENEHE! CNEAYHIWHE A3THHEH I:J'I':."'-iaﬁHle HHCEM:

1e, ionormueckmi AcH

A0BaEHTE. ., ¥ AanHTE CEOHCTEA |

O I CITMEHS [[IpHMEHHTE

PucyHok 13

War 3: gna pexuma 3awmtel KC2 pobasbTe annapatHbii  OCY, HaxaB  KHOMKY
Io6aeuTh..(PUCYHOK 13).

War 4: oTKkpblBaeTcA MacTep ycTaHoBku [CU, HOXXMUTE KHOMKY Nasee.

War 5: B okHe BbIbopa OCH BbibepuTte CYH — nubo Axxopm, MO0 CoBomns N HAXMUTE Tasee.

MacTep ycTaHoexkd ACYH

Butop ACYH
F.akoi ACH HeoGxogumo yoTaHOEMTE ?

BriGepure JCH, koTopell cieauseT AoGaEMTE, W HaMTE kHoNkY ' Hanee',

MNpouseogHTEnK: HoctynHee JCY:
[Bce NpOMEEoAHTENM] B skkopn
Komnaria Kpurma-lpo K. purrolpo MosoaHer Marepuan

i ! |:: (n] fl [mfp]=%

< Hazan, I DNanee » I OTtaeHa

PucyHok 14
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War 6: yctaHoBneHHbIM annapatHbin [JCY nepemectute B BEPXHIOK CTPOYKY, BrosioTnueCKut
ICY MOXHO yAanuTb U OCTaBUTb, HAXXMUTE KHOMKY OK.

YnpaeneHye AaTyvKamy CRYYadHBIR YMC x|

AETUHEN CRyYaRAHE: YMCEN |

¥ETaHOENEHEI CNeayHIWHE 43THHKH II.I'I';."‘-IEFIHbIX HHCEN:

i! Cobone
Ennnnrnqecmﬁ AcH

AobaEnTe. .. I ¥ AaNHTE CEOHCTES |

OF OTHEHS [[IEHHEHHTE

PucyHok 15

YcTaHoBKa U HacTpounka YaoctoBepstouwero LieHtpa. CospgaHue CA
cepTudmkaTa

lMepen co3gaHnem KYeBOW Napbl U CO3A4aHUA 3anpoca Ha fnokasnbHbI cepTudukaT onuLIeM, Kak
co3gatb Ygoctoepsitowmn LieHTp (LleHtp Ceptudukaumm — CA) cpegcteamm MS, koTopbin 6ygeT
BblJaBaTb NoKanbHbIN cepTudukaT ana S-Terra Gate. Ecnv Bam nssecteH CepTudmkaLOHHbIN
LleHTp, koTopbIn No Bawemy 3anpocy 6yaeTt nsgasatb ceptudmkaT, TO nepenaguTte K cregyowemy
pasfeny — co3faHuIo KnioyYeBon napsl, B MPOTUBHOM Clyvae — co3ganTe CBOW YA0CTOBEPSOLLMIA
LleHnTp.

Ha otoensHom komnbtoTepe yctaHoBute OC Windows Server 2008 R2 n CK3U «Kpuntollpo CSP
3.6R2».

3anyctute «Kpuntollpo CSP» 1 MHCTannuMpynTe KnioyYeBon HocuTenb, Hanpumep Peectp, ons
XpaHeHus KOHTerHepa € cekpeTHbIM kntodom CA cepTudmkaTa.

Ona nHctannauum Yaoctosepsiowero LieHTpa Microsoft Certification Authority 3anyctute Server
Manager (Start-Administrative Tools-Server Manager) W BOWAWTE B pasden Roles.
Bbibepute Add Roles M MHCTaNNMUpymTe Web Server (IIS).

3aTeM, BbIMOMHUTE MHCTaNNAUMIO Active Directory Certificate Services (PucyHok 16),
KoTOopyto onuwem nogpobHee.
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Add Roles Wizard

EE:I% Select Server Roles

Before You Begin

Server Roles

ADC5

Role Services
Setup Type
CAType
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress

Results

Select one or more roles to install on this server.
Roles:

|:| Active Directory Domain Services
|:| Active Directory Federation Services
[] Active Directory Lightweight Directory Services
|:| Active Directory Rights Management Services
[ application Server
|:| DHCP Server
|:| DINS Server
|:| Fax Server
[] File Services
] Hyperv
[ Metwerk Policy and Access Services
|:| Print and Document Services
[ remote Desktop Service
Web Server (I15) (Installed)
] windows Deployment Services
] windows Server Update Services

More about server roles

Description:

Active Directory Certificate Services
AD CS) is used to create certification
authorities and related role services
that allow you to issue and manage
certificates usedin a variety of
applications.

< Previous I Mext = I Install Cancel

PucyHok 16

War 1: yctaHoBuTe pnaxkn Certification Authority M Certification Authority Web

Enrollment U HAQXMUTE Next.

Add Roles Wizard

EE;% Select Role Services

Before You Begin

Server Roles Role services:

sEEE Certification Autharity

Certification Authority Web Enrollment
[] certificate Enrollment Web Service
[ certificate Enrolment Policy Web Service

Setup Type
CAType
Private Key
Cryptography
CA Name
Validity Period
Certificate Database

Confirmation
Progress

Results

More about role services

x|

Select the role services to install for Active Directory Certificate Services:

Description:

Certification Authority Web Enrallment
provides a simple Web interface that
allows users to perform tasks such as
request and renew certificates,
retrieve certificate revocation lists
{CRLs), and enroll for smart card
certificates.

< Previous | Mext = I Install Cancel

PucyHok 17
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War 2: nepekn4vaTenb AOJMKEH CTOATb B MNOJNIOXEHUN Standalone, HAXMUTE Next.

Add Roles Wizard x|
Specify Setup Type
Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates. Specify whether you want to set up an Enterprise or Standalone CA.
Server Roles
REEE " Enterprise
Role Services Select thiz option if thiz CA iz a member of a domain and can use Directory Service to issue and manage
- certificates.
Setup Type
SRS & standalone
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates. A
standalone CA can be a member of a domain.
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress
Results
More about the differences between enterprise and standalone setu
< Previous | Mext = I Install Cancel
PucyHok 18
War 3: noctaBbTe NepekntoyaTesib B NONOXeHUe Roote CA U HAXMUTE Next.
Add Roles Wizard |

Specify CA Type

A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure
{PKI). A root CAis a CA thatissues its own self-signed certificate. A subordinate CA receives its certificate

Before You Begin

Server Roles from another CA. Specify whether you want to set up a root or subordinate CA.
ADCS
Role Services ¥ RootCA
Setup Type Select this option if you are installing the first or only certification authority in a public key infrastructure.
" subordinate CA
Private Key Select this option if your CA will obtain its CA certificate from another CA higher in a public key
TrmEEeT infrastructure.
CA Name
Validity Period
Certificate Database
Confirmation
Progress
Results

Mare about public key infrastructure (PKT)

< Previous | Next > I Install Cancel

PucyHok 19
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War 4: noctaBbTe nepeknto4vartersnb B NoNoXeHne Create a new private key.

Add Roles Wizard x|

EE;E’ Set Up Private Key

Before You Begin To generate and issue certificates to dients, a CA must have a private key. Specify whether you want to
create a new private key or use an existing one.

Server Roles

— (* Create a new private key
Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security.
You will be asked to select a aryptographic service provider and specify a key length for the private key.
Setup Type To issue new certificates, you must also select a hash algorithm.
CA Type

™ Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstaling a CA.

Cryptography % | Select 5 certificate and use its assodated private key
Select this option if you have an existing certificate on this computer or if you want to import a

CAN
ame certificate and use its assodated private key.

(e R {7 Select an existing private key on this computer
Certificate Database Select this option if you have retained private keys from a previous installation or want to use a private
) key from an alternate source.
Confirmation
Progress

Results

More about public and private keys

< Previous | Next = I Install Cancel

PucyHok 20

LWar 5: Bbibepute kpunTonpoBangepa Crypto-Pro GOST R 34.10-2001 Cryptographic
Service Provider U ycTaHoBUTE priaxok Allow administrator interaction when the
private key is accessed by the CA, HAXMUTE Next.

Add Roles Wizard x|
%S}j Configure Cryptography for CA
Before You Begin To create anew private key, you must first selecta cryptographic service provider, hash algorithm, and
key length that are appropriate farthe intended use of the certificates that you issue. Selecting a higher
Server Roles wvalue forkey length will result in stronger security, but increase the time needed to complete signing
AD CS operations.
Role Services
Select a cryptographic service provider {CSP): Key character length:
Setup Type
ICrypto-Pro GOST R 34.10-2001 Cryptographic Service Provider j I ﬂ
CA Type
Private Key Select the hash algorithm for signing certificates issued by this CA:

GOSTR 34.11-94

CA Name

Validity Period
Certificate Database
Confirmation W allow administrator interaction when the private key is accessed by the CA.
Progress

Results

More about cryptographic options for a CA

< Previous | MNext = I Inst=ll Cancel

PucyHok 21
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War 6: 3anonHute nons anga CA ceptudmkata u HaxmuTe Next.

Add Roles Wizard x|
EE}_’ Configure CA Name
Before You Begin Type in @ common name to identify this CA. This name is added to all certificates issued by the CA.
Distinguished name suffix values are automatically generated but can be modified.
Server Roles
REEE Common name for this CA:
Role Services 214-WaR2-64-CA
Setup T
LR Distinguished name suffix:
CAType 0=5-Terra CSP, L=Moskon, C=RU
Private Key
Cryptography
CA Name Preview of distinguished name:
Validity Period CN=214-W8R.2-64-CA,0=5-Terra C5P, L=Moskow, C=RU
Certificate Database
Confirmation
Progress
Results
More about configuring a CA name
< Previous | Next = I Install Cancel
PucyHok 22
War 7: ykaxxute nepuof AencTBua Ana ceptudukara.
Add Roles Wizard x|

EE:!-E Set Validity Period

Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with dients reguesting
certificates. The validity period of a CA certificate can be based on a number of factors, induding the intended

Server Roles purpose of the CA and security measures that you have taken to secure the CA.

ADC5

Role Services Select validity period for the certificate generated for this CA:

5 &
Setup Type sars

CA Type

Private Key
Cryptography
CA Name

CA expiration Date:  5/23/2017 4:44PM
Mote that CA will issue certificates valid only until its expiration date.

validity P

Certificate Database
Confirmation
Progress

Results

More about setting the certificate validity period

< Previous | Next = I Inst=ll Cancel

PucyHok 23
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LLlar 8: B okHe C yKa3aHuem O pasMmeLlleHnn XpaHunumila octaBbTe 3Ha4eHUA Nno yMmon4aHuo n
HaXMUTE Next.

Add Roles Wizard |
EE:% Configure Certificate Database
Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired

certificates. The database log can be used to monitor management activity for a CA.
Server Roles

ADC5 Certificate database location:

Role Services IC: \Windows\system32\CertLog Browse... |

Setup Type
CA Type

= Wse existing certificate database from preyvious installation at this location

Certificate database log location:

Private Key
IC: Windows\system32\CertLog Browse... |
Cryptography

CA Name
Validity Period

Confirmation
Progress

Results

< Previous | Next = I Install Cancel

PucyHok 24

LWar 9: Haxmute Install.

Add Roles Wizard x|

ﬁ:’% Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install,
Server Roles

1. 1warning, 1informational messages below

AD CS T
Role Services ':E' This server might need to be restarted after the installation completes,
Setup Type ~ Active Directory Certificate Services
CA Type Certification Authority
N 1, The name and domain settings of this computer cannot be changed after Certification Authority has
Private Key Led -
been installed.
Cryptography CAType : Standalone Root
CA Name CSP: Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider
o X Hash Algorithm : GOSTR 34.11-94
Validity Period Key Length : 512
Certificate Database Allow CSP Interaction : Enabled
Certificate Validity Period : 5/28/2017 11:40 AM
- - Distinguished name : CN=214-WBR2-64-CA,0=5Terra CSP, L=Moskow, C=RU
Progress Certificate Database Location : C:\Windows\system32\CertLog
Results Certificate Database Log Location :  C:\Windows'system32\Certlog
Certification Authority Web Enrollment

Print, e-mail, or save this information

< Previous | ext > | Install I Cancel

PucyHok 25
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LLar 10: BbiGepuTe KrnoYeBOM HOCUTENb Registry, Kyaa 6yaeT 3anucaH KOHTENHEP C CEKPETHbIM
kntoyom anst CA ceptudumkara.

Add Roles Wizard

ﬁ Installation Progress

Before You Begin
Server Roles
ADCS

Role Services

ESLNEEY CryptoPro CSP

CA Type
Frivate Key gg
=

Cryptog

CA Mame
Validity F
Certificate [

Confirmation

Results

r~ Details
Readers:

The following roles, role services, or features are being installad:

Active Directory Certificate Services

X
0:09:10
Insert empty camier media
"214-WER2-64CA".

Carmier media inserted:

Status:

Cancel

Details << | i

= Previous | Iext = | Install | Cancel |

PucyHok 26

War 11: nogsurate MbILLIKOW UIM NOHAXUMaNTE KNasuLIK, NOKa NPOMCXOAUT CO3LaHUE KIoYeBOwm

napbl.

Add Roles Wizard

ﬁ Installation Progress

Before You Begin
Server Roles
ADCS
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Confirmation

Results

The following roles, role services, or features are being installed:

Active Directory Certificate Services

CryptoPro CSP |

0:09:12
Biological random number generator

Press buttons or move mouse pointer over this window
until key is created...

INone

|

Configuring...

= Previous | Next = | Install | Cancel |

PucyHok 27
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War 12: 3againte napornb K cO34aHHOMY KOHTENHEDY.

Add Roles Wizard

ﬁ Installation Progress

Before You Begin The following roles, role services, or features are being installed:

S Ral
SRR | Active Directory Certificate Services

ADCS
s x
ST (2)}—n Setpassword on produced container '214%8R2—64—2f3|43
CA Type :?g
Private Key
Cryptograr  ©* Setnew password N
CA Name Newpassword: | sssssss
Validity Per Confirmation: | sensene
Certificate Da
) Ok I Cancel | Details ==
Confirmation
Results

. I
8 Configuring...

= Previous | Next = | Install | Cancel |

PucyHok 28

War 13: ykaxxute naporb K CO30aHHOMY KOHTEMNHEDY.

Add Roles Wizard

ﬁ Installation Progress

Before You Begin The following roles, role services, or features are being installed:
5 Raol
SIVErTOEs Active Directory Certificate Services
ADCS
Role Services
Setup Type
CA Type
Private Key
(gl ele LV CryptoPro CSP X
0:09:43
CA Name Type password for container “214-WaR 2-64-CA"

ey

Validity Period  #ES

Certificate Databz EN
Confirmation Password: ||
Frogress
I Save password
Results

oK I Cancel |
!

. I
g Configuring...

= Previous | Next = | Install | Cancel |

PucyHok 29
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War 14: nHctannsuma YgoctoepsioLlero LieHTpa 3aBepLueHa, HaxxMmuTe Close.

Add Roles Wizard

Before You Begin

Server Roles

Installation Results

The following roles, role services, or features were installed successfully:

1 1warning message below
AD CS o =
Role Services v, Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is
~ automatically updated, turn on Windows Update in Control Panel.
Setup Type _
CAType ~| Active Directory Certificate Services '@' Installation succeeded
The following role services were installed:
Frivate Ke
LS Certification Authority
Cryptography Certification Authority Web Enrollment
CA Mame
Validity Period
Certificate Database
Confirmation
Progress

Print, e-mail, or save the installation report

= Previous Next = | Close I Cancel

PucyHok 30
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War 15: ons aBTOMaTU4ECKOro co3gaHus NOANMChIBaEMbIX CEPTUUKATOB MO 3anpocy NnpoBeanTe
HEeKOTOpble HacTpourkn YaocTtosepsitowero LieHTpa. BoizoBute Certificate Authority
(Start- Administrative Tools-Certification Authority), Boigenurte ueHTp CA n
HaXMuTe Properties. B OkHe Properties BOMAMTE BO BKNagky Policy Module (PucyHok 31)
N HaXMUTE KHOMKY Properties...

Extensions I Storage I Certfficate Managers I
Enrollment Agents I Auditing I Recovery Agents I Securty I
General Palicy Madule | Edt Module
— Description of active policy module
MName: Windows default
Description: Specifies how to handle certfficate requests for
Erterprise and Stand-alone CAs
Version: €1
Copyright: = Microsoft Corporation. All ights reserved.
Properties... Select...

ok [ Ganesdl | tpnb Help

PucyHok 31

LWar 16: B nosABMBLLEMCS OKHE Properties YCTaHOBUTE NepekntoyaTesib B NonoXeHne Follow
the settings .. (aBTOMaTM4eCkM n3gasaTtb cepTudumKkaTt no 3anpocy) (PUcyHok 32) n Haxmute
OK.
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Request Handling I

The Windows default policy module controls how this CA should handle
certficate requests by default.

Do the following when a cerificate request is received:
" Set the certificate request status to pending. The administrator must
explicitly issue the cedificate.

¥ Follow the settings in the certificate template, f applicable.
Ctherwise, automatically issue the cerificate.

QK I Cancel Apphy

PucyHok 32

War 17: B okHe Windows default BblgaeTtcs npeanynpexaeHue o HeobxogMMocTn nepesanycka

cepTudguKaTHOro cepauca:

Windows default x|

| Active Directory Certificate Services must be restarted for these
P/ changes to take effect.

PucyHok 33
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Lar 18: B okHe Certificate Authority BblbepuTe NpeanoxeHne MeHo Action, B
BbiNagatoLLemM MeHIo NpearoxeHme A11 Tasks, a B crefyoliem Bbinagaowem MeHo —
npeanoxeHne Stop Service. [Mocrne ocTaHOBKM cepBuca BbiGepuTe NpearoxeHme Start

Service.
h certsrv - [Certification Authority (Local)\214-WBR2-64-CA] - |EI|5|
File | action View Help
d= = All Tasks 3 Shark Service
= Stop Service
17 C Refresh |
=] ﬂﬁ Export List... Submit new request... Lficates
Properties Back up CA... cates
Restore CA... jests
Help Ets
TTEETREAEEST  paney CA Certificate...
Contains actions that can be performed on the item, |
PucyHok 34

Ha atom co3gaHue YaoctoBepstowero LieHTpa u ero CA cepTudukata 3akOHYEHO.

MpumeyaHue:

Ecnu 6bina yctaHosneHa Bepcus 3.6R2 CK3W «Kpuntollpo CSP», To Ans BO3MOXHOCTU
JanbHenwero Bbibopa kpuntonposangepa «Kpuntollpo CSP» B OkHe co3aaHus 3anpoca Ha
cepTuduKaT, BbIMOMHUTE creayloLee:

B (panne System32\certsrvi\certsgcl.inc UBMEHUTE 3HAYEHNE KOHCTaHTbl Const
nMaxProvType C 25 Ha 99. B cTaHOapTHOM CKpUNTe nepevncrieHo ToNbKo 25 Tnnos
KpunTonposanaepa.
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JkcnoptupoBaHue CA ceptudukara B chann

War 1: ana akcnoptupoBaHua CA cepTtucdukata B dainn, sorante cHavyana B Certificate Authority
(Start- Administrative Tools-Certification Authority), Bblgenute ueHTp CAun
HaXMuUTe Properties:

Elj certsrv - [Certification Authority (Local)\214-WBR2-64-CA] - | I:Ilﬂ
File Acton View Help

e |2|Eo=HIv =

ﬁ Certification Authority (Local) Mame |
ol EER Al Tasks N | Revoked Certificates
| Izsued Certificates

iE ¢ | Pending Requests

Refresh _| Failed Requests

Export List...

Properties

Help

|Displays Help for the current selection. |

PucyHok 35

LWar 2: nanee BO BKMagKke General HAXMWUTE KHOMNKY View Certificate. B nosiBuBlueMcst okHe
Certificate Bblbepute BKNagky Details, B BbiNnagawowem MeHo Show BblbepuTe
npegnoxexue All, 4Tobbl yBUAETH BCE Nons cepTudumkata. Haxmmute KHONKY Copy to File.
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x

General Details |Cerﬁﬁmﬁun Path I

Show:
Field | Value -
D'I.fersinn V3
DSEriaI number 357f23fag2fb@9edBel..,

BSignature algorithm

Blssuer
B'I.-'alid from

[=]valid to

gSubject

DSignamrE hash algorithm

GOST R 34,1134, 10-2001

GOSTR 34.11-54 1=
214-WBR2-64-CA, 5-Terra C5...
Wednesday, May 23, 2012 5:...
Tuesday, May 23, 2017 5:06:...
214-WBR2-64-CA, 5-Terra C5... ;I

Learn more about certificate details

Edit Praperties, .. | Copy to File... |

PucyHok 36

LWar 3: B okHe BM3apaa 3KCnopTUpoBaHWs cepTudunkata HaxxmmTe Next.

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next.

x|

= Back I Mext = I Cancel

PucyHok 37
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LWar 4: nanee B okHe BM3apaa Certificate Export Bblbepute hopMaT, B KOTOPOM OOMKEH
ObITb 9KCMOPTMPOBaH cepTudmKarT.

Certificate Export Wizard

PucyHok 38

War 5: ykaxuTe nvs darina, B KOTOpbIA OyaeT aKCnopTMpOBaH cepTudumkar.

Certificate Export Wizard

_soee. |

PucyHok 39
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LWar 6: akcnoptupoBaHue CA ceptudmkarta B ain 3aBepLUEHO, HAXXMUTE Finish

x
Completing the Certificate Export

Wizard
P You have successfully completed the Certificate Export
; \,", . @_‘ wizard.
'4;2_:__';? You have spedified the following settings:

File Mame C:\Cer
Export Keys Mo
Include all certificates in the certification path Mo
File Format DER En
Jl | i3

< Back I Finish I Cancel

PucyHok 40

Co3pgaHue kno4eBon napbl U hopMUpPOBaHUE 3anNpoca Ha NOKalNbHbIN
cepTudmkar

Onuwem co3gaHue Kn4yeBow napbl n opMMpPOBaHME 3anpoca Ha Co34aHue NIoKanbHOoro
ceptudukara, ¢ ucnonososaHmem FOCT-anroputmoB, cpegcreammu Microsoft Windows.KoHTenHep
C CEKPETHBLIM KITFOYOM JToKarnbHOro ceptudukaTa 6yaet pasmelrleH B Peectpe.

War 1: yctaHoBuTe nporpammHbin Mpoaykt CK3U «Kpuntollpo CSP 3.6R2». YcTaHoBKka 3TOro
Mpoaykta onucaHa B pasgene «YctaHoska CK3U “Kpuntollpo CSP3.6R2».

LWar 2: nHcTannMpynTe KIo4eBOM HOCUTESb, Ha KOTOPOM ByaeT pa3mMeLleH KOHTENHEp C
CeKpeTHbIM KIMYOM NToKanbHOro ceptudukaTa, Hanpumep, Peectp, ncnonesys CK3WM «Kpuntollpo
CSP 3.6R2». OTa nHctannsaums onucaHa B pasgene «/Hctannsaums KnveBoro cuntbiBaTenst
Peectp».

War 3: 3anyctute Microsoft Internet Explorer. B none Address ykaxute IP-agpec
cepBepa Yaoctosepsitowlero LleHTpa n 3anyctute yTunmty certsrv (Certificate Service),
Hanpumep, http://10.0.6.214/certsrv/.

Cosnanne YgocTtoBepstowlero LieHTpa MS CA onucaHo B pa3gerne «YCTaHOBKA U HAacTpowmka
YpoctoBepsitouwlero LleHTpa. CosgaHne CA ceptudumkaTar. B kauecTBe kpuntonpoBangepa Ha
cepBepe ycTaHaBnueaeTcsa npoaykt CK3W "Kpuntollpo CSP 3.6R2".

LWar 4: B noaBmBLLIEMCS OKHE BbICBEYMBaETCH nMs YgocTtosepstowlero LieHTpa — B Hawewm cnyyae
214-W8R2-64 CA. Ina cdhopmmpoBaHus 3anpoca Ha co3faHue nokanbHoro cepTudgumkaTa solbepute
npegnoxeHne Request a certificate (PucyHok 41):
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/2 Microsoft Active Directory Certificate Services - Windows Internet Explorer -0 x|
b ||+
L S A Iﬁ, http:,l',l'lD.D.Eu.EH,l'u:erj o] | s 2 B8 Ii AHAEKC |-

File Edit Wiew Fawaorites Tools  Help

n . i ¥
o.; Favaorites gMiCFDSDFt Bikive Direckary | | ﬁ = 5] = [ m= - Page~ Safety -~ Tools -

Microsoft Active Directory Cerificate Senvices — 214-WBR2-64-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By
using a certificate, you can verify your identity to people you communicate with over the Web, sign

and encrypt messages, and, depending upon the type of certificate you request, perform other
security tasks.

You can also use this Web site to download a certificate authority {CA) certificate, certificate chain,
or cerificate revocation list (CEL), or to view the status of a pending request.

For more information about Active Directory Certificate Senvices, see Active Directory Certificate
Senvices Documentation.

Select a task:
Beguest a cerificate

View the status of a pending cerificate request
Download a CA cerificate. cedificate chain. or CRL

=
| [ @t v [Riom v

PucyHok 41

LWar 5: Bbibepute hopMy paclLUMpeHHOro 3anpoca — npeasioxeHme “advanced certificate
request”

/2 Microsoft Active Directory Certificate Services - Windows Internet Explorer - |I:I|£|

@;:v |&) hetpiiin0.0.6.2140cer =] | B #2 || X | |8 Anaexc o/

File Edit ‘iew Favorites Tools Help

N . a O >
o7 Favorites @ Microsoft Active Directary | | Spow B - 0 = - Page - Safety - Tools -

Microsoft Active Directory Cerificate Senvices — 214-WBR2-64-CA

Request a Certificate

Select the certificate type:
Web Browser Cerificate
E-Mail Protection Cerificate

Or, submit an advanced cerificate request.

[
Done I_ I_ I_ I_ I_ I_ |_ Internet |va =~ | ®H100% - 4

PucyHok 42

C-Teppa LLinto3 Copyright © S-Terra CSP 2003 - 2014



Mpunoxexune

War 6: anga nonyyeHusa bopMbl 4ns OPMUPOBaAHMS 3anpoca Ha cepTudukar BbibepuTe
npegnoxeHune “Create and submit a request to this CA™:

I.I"j Microsoft Active Directory Certificate Services - Windows Internek Expl B [m] 4|

@C' | &) http:ii10.0.6.2141cer (2] | B || 9| X | [l Araexc O~

File Edit ‘iew Favorites Tools Help

x>

< 7 Favarites & Microsoft Active Directary | | - B - = ggg ~ Page = Safety = Tools -

Microsoft Active Directory Cerificate Senvices — 214-WaR2-64-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following
options to:

Create and submit a reguest to this CA

Submit a cerificate request by using a base-64-encoded CME or PKCS #10 file. or submit a
renewal request by using a base-64-encoded PRCS &7 file.

-
I_I_I_I_l_l_@ Internet |V3 T |&£1m% T 4

PucyHok 43

War 7: 3anonHuTe bopMy paclUMpeHHOro 3anpoca, nokasaHHyto Huxe (PucyHok 44). agum
HeKoTOpble NOSICHEHUS ANS ee 3anofHEeHNs:

e B pasgene Identifying Information (MHdopmaumsa o Bnagensue Ceptudukarta) BHecuTe
JaHHble 0 BnagenbLe cepTudmkarta. Bo Bcex nonsix atoro pasgena paspeLlaeTcs
MCnonb3oBaTh He TONbKO NaTUHCKKNE, HO 1 pycckme BykBebl, kpome nons Country/Region, oHO
Bcerga cogepXmt 3HaveHne RU.

[MpumeyaHue: ecnv nNpyv CO34aHWM 3anpoca Ha cepTudumkaT Npu  3anofiHEHUWU Monewn
cepTudukata UCNoNb3yTCA pycckne OykBbl, HEOOXOAMMO, YTOObI OHWM ObINM BBEOEHbI B
¢dopmaTte UTF-8

e B pasgene Type of Certificate Needed (Tvn Tpebyemoro ceptudmkara) n3 BeinagaroLlero
cnucka Beibepute npeanoxeHune Client Authentication Certificate

e B pasgene Key Options (Onuun co3ganuns knoyen) BbIbnparTcst onuumn s co3gaHus
Krno4eBOoi Napbl U pasMeLLeHNst CEKPETHOrO kntoya. PekomeHayeTcs caenatb creayroLwmia
BblOOp:

e [locTaBbTe nepekntovaTernb B NONOXEHNE Create new key set (Co3gaTb ycTaHOBKU
ANs HOBOFO CEKPETHOrO Kroya)

e CsP (Tuvn KpunTtonposangepa) — n3 BeinagatoLiero cnucka solbepute Crypto-Pro GOST R
34.10-2001 Cryptographic Service Provider

e Key Usage (Wcnomnb3oBaHue knto4en) — ans Beibopa Tuna Krnoda noctaBbTe
nepeknoyaTens B 04HO 13 Tpex nonoxeHun: Signature (ana nognucu), Exchange (ons
obmeHa), Both (gns nognucu n obmena)

e Key Size (Paswmep kntoua) — pasmep kntova. [pu Beibope anroputma GOST R 34.10-
2001 gnuHa kntova Bcerga 512
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e [lOCTaBbTe NnepeknyaTesnb B NofioXeHne User specified key container name,
4YTOObI 334aTb UMSA KOHTENHEPA C CEKPETHLIM KIOYOM

e Bnone Container name (MIMA KOHTENHepa) BBEAMTE UMS KOHTEWHepa, B KOTOPOM
OyaeT pa3mMelLieH CeKpeTHBIN KNy 6e3 yka3aHus Krn4eBoro Hocutens, Bolbpatb
KMo4eBOn Hocutenb GyaeT npeanoxeHo ganee. B nMeHu KoHTenHepa paspeluaeTcs
ncnonb3oBaTh NaTMHCKMe ByKBbl U LMdpbl

e Mark keys as exportable —NocTaBbTe (PNaxXoK, YTOObI MOXHO ObINO CKONMMPOBaTh
KOHTEWMHEP C CEKPETHbIM KIMOYOM C OGHOMO KMYEBOro HOCUTENS Ha APYron, a Takke BO
BpeMS CO34aHUSA MHCTaNNALUMOHHOro daina NnpoBecTy NPOBEPKY COOTBETCTBMUS
rfiokanbHoro cepTnduKkaTa 1 CEKPETHOrOo KIkoya

e B pasgene Additional Options (JononHuTenbHble onuun):
e Hash Algorithm— Bblibpate GOST R34.11-94

e [aliee yCTaHOBOK HUKaKunX Aenatb He HYXHO.

Mo atomy o6pasuy 3anonHuTe opMy 3anpoca U HaKMUTE KHOMKY Submit (nocnaTb 3anpoc):
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Microsoft Active Directory Certificate Senvices — 214-WBR2-64-CA

Advanced Certificate Request

Identifying Information:

Mame: |user_test

E-Mail:l

Campany; |S-Terra C5pP

Department: |Deue|npment

City: |I"u'1|:|5t:|:|w
State:l

Country/Region: IRL.I

Type of Certificate Needed:

|Client Authentication Certificate j

Key Options:

% Create new key set ¢ Use existing key set

CSP: | Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider
KeyUsage:  Exchange ¢ Signature @ Both

, Min: 512 . -
key Size: |512 ”al;_n_; {common key sizes: 512 )

O sutomatic key container name * User specified key container name

Container Mame: |cnntainer_user_test

¥ Mark keys as exportable
™ Enable strong private key protection

Additional Options:

[

Request Format: & CpC T PKCS10

Hash Algorithm: [GOSTR 34.11-94  ~|
Only used fo sign request.

™ save request

=

Attributes: -
1 ¥

Friendly Mame:

Submit = |

PucyHok 44
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LWar 8: noasnsieTcs npeaynpexaerHue (PUcyHok 45), HaXXMUTeE KHOMKY Yes, 4TOBbl NPOAOIIKUTD!

Potential Scripting Yiolation x|

":, This Web site is requesting a new certificake on wour behalf, You should allow only trusted \Web sites to request a certificate For vou,
L]

Do wiou wank to request a certificate now?
Yes | Mo I

PucyHok 45

LWar 9: BbIbepuTe KNIOYEBON HOCUTENDL, Hanpumep PeecTp, 4ns pasmMeLleHns KoHTenHepa ¢
CEKPETHBIM KITFO4YOM U HaxXmuTe OK.

x
:03:58

?:, BCTaEETE YHMCTRIEN EADYEEDH HOCHT 2Nk
e - "
| container_user_test™,

— CeEnEHMA

HeTpoicTea: B oTaEnEHHRIA HOCHTE R

I

CocToAHKE:

Feectp

-

AR ik ;I
k. I OTreHa CEEOEHWA <<

PucyHok 46

War 10: gns co3gaHus knoveBon napbl B pexume KC1 nosiBnsieTcst okHO Anst buonornyeckom

nHnumanmnsaumm ACY — noHaxumante nobble KNaBULWK UK NOABUranTe MbIKOW. B pexxume KC2

TaKoe OKHO He NOoSIBMSeTCs.
KpunTollpo CSP x|
0:09:56
BHMONOrMUECKHA AaTHHK CRYUaHHEL: HMCen

HasMMaATE KNAEHLM MK I'IEI:IEMEIJJ.EIHTE YEAZATENE
MEIWKH H34 3THM OKHOM 40 TEx Nop, NokKa KNy He EY.B.ET
CozAaH...

IN:::ne|

OTHEHA |

PucyHok 47

C-Teppa LLnto3 Copyright © S-Terra CSP 2003 - 2014

81



Mpunoxexune

War 11: 3agante naposnb Ha KOHTeﬁHep C CEeKpPETHbIM KNHYOM N HaXXMuUTe OK:

KpunTollpo CSP ﬂ
0:02:54
(2= ¥CTaHOBMTE NApONk HA CO3AAEIEMEIN KOHTERHED
e b - o
| conkainer_user_test”,

{+ YETAHOEMTE HOEEIR Napons EM
HoEERIA Naponk:! I |
MoATEEpH AEHHE! |

CITMEHS | MNoapobHee == |

PucyHok 48

Takum obpasom, knoyeBasi napa — OTKPLITbIA U CEKPETHBIN KMoun co3faHbl. CekpeTHbIN KoY
pa3MeLLleH B KOHTEMHEPE Ha KIto4YeBOM HocuTene PeecTp m 3awmieH naponemM. A Ha OCHOBe
OTKPbITOro Kritoya YgoctoBepsaowmin LieHTp co3gacT nokanbHbIi cepTudmnkar.

War 12: YgocTosepsiowwmi LieHTp cpasy cosgan nokanbHbIn cepTudumkaTt U npucnan o6 aTom
yBegomnenue. [Npu Boibope npeanoxeHns Install this certificate, ceptudukat byget
nonyyeH n3 Ygocrosepstowiero LieHTpa n pasmMelleH B KOHTENHepe C CEKPETHbLIM KI0YOoM, B
Hawem npumepe — B Peectpe.

/= Microsoft Active Directory Certificate Services - Windows Internet Explore - 0] x|

@:—:' Iﬁ, http:,l',l'lD.D.6.214Icertsrv,l'cj 4| ¥ [ A Anasec 2.

J File  Edit ‘iew Faworites Tools  Help

<7 Favarites (€ Microsoft fictive Directary Certificate Services | |

Microsoft Active Directory Certificate Semnvices — 214-WER2-64-CA

Certificate Issued

The cerificate you requested was issued to you.

Install this cenificate

" Save response

PucyHok 49

C-Teppa LLnto3 Copyright © S-Terra CSP 2003 - 2014

82



Mpunoxexune

Potential Scripting Yiolation |

LWar 13: nosensaetca npeaynpexgeHne (PucyHok 50), HaXMUTE KHOMKY Yes, YTOObI MPOOOMKNUTD:

This Weh site is adding one or more certificates ko this computer, Allowing an untrusted Web site to update vour certificates is a security risk. The Web
site could install certificates you do nok trusk, which could allow programs that you do nok trusk Eo run on this computer and gain access bo your data,
! it Id install certificat do nok trusk, which could all that do nok trusk b thi 1d d gai 4 dat.

Do wau want this program bo add the certificates now? Click Yes iF vou trust this \Weh site, Otherwise, click Mo,

Yes | Mo I

PucyHok 50

LWar 14: ewe pa3 BBeanTe Naposib Ha KOHTENHEP C CEKPETHbIM KIFOYOM N HaxXmMunTe OK.

KpunTollpo CSP x|

. (NHN=H v
(2} EEeAWTE Napone ANA KOHTEHHERS
ZE=—+ "container_user_test"
L|:I =S

EM

Maponk: I

r 3anaMHKTE Naponk

omera_|

PucyHok 51

Mocne pa3meLleHna riokaribHoro cemechKaTa B KOHTeVIHep BblAaeTcsi COOOLLEHME:

I.I"j Microsoft Active Directory Certificate Services - Windows Internek Explo -0l =|

@:—:' |g http:,l',l'lD.D.Eu.214,|'u:ertsrv,l'cj 5[ Iﬂ AHAaek: 2=

| File Edit ‘iew Favorites Tools  Help

< 7 Favarites (& Micrasoft Active Directory Certificate Services | |

Microsoft Active Directory Cerificate Senvices — 214-WBR2-64-CA

Certificate Installed

Your new cerificate has been successfully installed.

PucyHok 52

JNokanbHbIN cepTudMKaT MOXHO NONyYnTb U3 YgocTtosepsitowwero Lientpa v gpyrum cnocobom, HO
npuBeaEeHHbIV Bbile Hanbonee ygobeH.

B koHTekcTe 6e3onacHOCTU KoMMNboTepa, Nonb3oBaTeslb He MOXEeT 3anpalumBaTte cepTugmkaTt
KOMMNbloTepa Yepes MHTePHET C Ucnonb3oBaHMeM oboapesaTens Internet Explorer. MoaTtomy, 4To6bI
MoNy4mTb KOHTEMHEpP C cepTUdUKaTOM AN KOMMbloTepa, He0BX0ANMO CKOMMPOBATL KOHTEHEpP C
noKanbHbIM CEPTUUKATOM, KOTOPbIV Obin NOMyYeH U3 YA0CTOBEPSIIOLLENO LIEHTPa B KOHTENHEP
KoMMbloTepa. TU AeNCTBUS BbIMOMHSTCS Npy nomolm npogykra «Kpuntollpo CSP» 1 onucaHbl B
crieqyowem pasgerne.
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KonupoBaHue koHTeHepa

[nsa konupoBaHMsA KOHTENHepa C nokanbHbIM CepTUAUKATOM NOMb30BaTENs B KOHTENHEP
KOMMbIOTEpPA BbINOMNHUTE CneayroLine 4eNCTBUS:

War 1: 3anyctute NpoaykT «Kpunrollpo CSP».

LWar 2: Bongute BO BKNaaKy Cepsuc U HAXMUTE KHOMKY CKONMUMPOBATEL KOHTEMHED...

CeoicTea Kpuntollpo C5P El

JononHKMTENEHD I ANrOpHTHE I BezonacHoCTE | Winlagon |
Ohume I Ohopy A0BaHHE CEPEHC

~ KOHTERHED ZaKPEITOND KAKYa
ITH MACTEPa NOSEONAHIT CKOMMPOBATE MAKM ¥ A3NHTE KOHTERHED
3AKPBITOND KAHIYa C HOCHTENA.

| CKONHPOESTE KOHTEAHED. . . I ¥ A&MHTE KOHTEHHER. ..

 CEpTHEMKATEI B KOHTEAHEDE ZAKPEITOMD KAKYa

3TOT MACTEQ NOSEOMAST NPOCMOTRETE CERTHGHIKATEI, HaX0AALMECA
B KOHTEAHEQE 3aKPEITOMD KNHIYaE, H YCTAHOBMTE HX B XpaHHIMILE
CEPTHHMKATOE,

MpoCMoTPETE CEpTHMKEATE B KOHTERHERE. ..

 NMHYHEIA CEpTHGMKAT

3ITOT MACTER NO3EONAET CEASATE CEpTHEMKAT M3 thakna c
KOHTEHHEPOM SAKPEITOMD KAKIYA, YCTSHOEME 3TOT CEpTHIHIKAT B
XPEHHIHLLE,

¥CTAHOBMTE NHHHEIA CEPTHRMEAT. ..

~MaponK sakpeITel KNHOYEA

3TH MACTEQA NOSE0NAHIT M3MEHEHHTE Naponk (MH-ko AR 38KPEITEG
KNHIYER MK Y A4&aNHTE 3aN0MHEHHEIE DaHEES NaponH,

MzMEHHTE naponke... I ¥ A3NKTE 3aN0MHEHHEIE naponH... |

(s | Cancel | Apply |

PucyHok 53
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War 3: B cneayouiemM OKHe And yKkasaHus KOHTeIZHepa NOCTaBbTe NepeKrno4YaTesb B NOJI0OXXKeHne
KJIIOUeBOM KOHTeMHep Ilosb3oBaTesnda N HAXMUTE KHOMKY O630p...

KonWpoBaHWE KOHTERHEPA 3aKPLITOro KNH4Ya %|

KOHTeHHED 3aKpLITOro KAHoYa
BEEAMTE HNM YICAKHTE KOHTERHED SAKPEITOMD KNH4a, KOTopeIA HEoBxo MmO g

CKONHMpPOEATE

Ma KNHOYeEoro KDHTEHHEDEI:

| Ohzop... I

BEEAEHHDE MMA 33438T KNHIYEEDH KOHTERHER! Mo CepTHRMEATY. .. |

' MonesoEaTens

i FoMnerTEpa
BribeprTe TSP ANA NOMCKE KNHYEBE: KOHTERHEDOE:!

ICryptD-F‘rD G05T R 34,10-2001 Cryphographic Service Provider j

<= Back | Mexk = | Cancel
PucyHok 54

War 4: noctaBbTe nepeknto4arternb B NONIOXXEHUE YHMKAJIbHEIE MMeHa U Bbl6epV|Te KOHTeVIHep C
NoKalibHbIM CepTI/I(bVIKaTOM, KOTOprVI ObIn nony4yeH na3 yﬂ,OCTOBepﬂIOLLI,eI'O LUeHTpa.

KpunTtollpo CSP

BrIGOp KAHYEEOD KOHTEAHERS

00720

B ChMCKe NOKasEIEATE!
" ApywerTEEHHEIE MMEHA % YHMKaNEHEIE HMEHS

CRHCOK KNHIYEEL]: KDHTEHHEDDB NoONEZ0E3TENA:

[ I’.‘-"HHKEJ‘IbHDE HHA |

PeecTp REGISTRYY\conk_user_test
PeecTp REGISTRYY\cont_usertest
PeecTp REGISTRYY\container_user_test

Ok I OTHEHS

PucyHok 55
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War 5: noctaBbTe nepekntovaTtersb B NONOXEHUNE KilloueBOM KOoHTelHep I[loJjib3oBaTesd U
HaXMuUTe Next.

KOnNWpoBaHWe KOHTEAHEPA 3aKpLITOr0 KNH4a %]

KoHTeHHEp 3aKpLITOro Kmoda
BESAMTE MNK VEAHHTE KOHTEHHED 3aKPBITOMD KNHYa, KOTOPEIF HEobxo MO g

CKONHMPOEATE

MmMa knHoYeEoro KDHTEﬁHEFIEI:

conkainer_user_kest CfAzop... |

BEEAEHHOE MMA 33438T KAHHEEDH KOHTERHED: Mo cepTHpHEATY. .. |
%" MonesosaTtens
8 KomneraTepa

BriBepHTE CSP ANA NOMCKA KAHIYEER KOHTEHHEQOE!
Crypto-Pro GOST R 34.10-2001 Cryplographic Service Provider j

= Back I Mext = I Cancel

PucyHok 56

LWar 6: 3agante nms KMOYEBOro KOHTenHepa, Ha KoTopbin 6yaeT BbIMONHATLCH KOMMPOBaHMe,
MoCTaBbTE MepeknoyaTenb B NONOXeHne Kiouesoy KOHTeMHep KoMmneoTepa U HAXMUTe
KHOMKY Finish.

KOonWpoEBaHWE KOHTERHEPA 3aKPLITOro KNH4a x|

KOHTeHHEpD 3aKpLITOrD KAHYa
BEEAWMTE KOHTERHED 3aKPEITOND KAHIYE, HA KOTOPEIA HEODx0AMMO @

CKONHMpPOEATE

Ma KNHOYeEoro KDHTEHHEDEI:

conkainer_comp_kesk

BEEASHHOE HMA 33,036T KNHOYEEDH KOHTERHED:
" MonszoEaTens
¥ KoMnerTEpS

BrifeprTe TSP ANA NOMCEA KNHOYEBR KOHTEHHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryphographic Service Provider j

< Back. I Finish I Zancel

PucyHok 57
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LLar 7: BbiGepuTe KNoYeBO HoCUTENb, Hanpumep PeecTp, ONs pa3MeLLeHnsl KOHTelHepa ¢
CEKPETHbIM KIMHYOM U HaXMUTe OK.

x
1:09:54

?:,, BCTaEETE YHMCTRIEN EADYEEDH HOCHT 2Nk
= " i o
| : container_comp_test™,

— CeEnEHMA

HeTpoicTea: B oTaEnEHHRIA HOCHTE R

CocToAHKE:

AR ik ;I
k. I OTreHa CEEOEHWA <<

PucyHok 58

LWar 8: yctaHOBUTE Naponb Ha Co34aBaeMbli KOHTEMHEDP U HAXXMUTE OK.

Kpvntollpo CSP ﬂ

00946
?:,, ¥CTaHOBHMTE Napofke HA COSAAB3EMEIA KOHTERHER
=4 “conkainer_comp_kest",
L|:I| ~£omp_
{+ YETAHOEMTE HOEEIR Napons EM

HOBEIA Naponk: | TITIT T

MNoATEEPHASHHE! Iiiiiiii

OTHMEHA | MogpofiHee =3 |

PucyHok 59

Ons pernctpauum nokansHoro ceptudukaTta Ha S-Terra Gate HE0OXOAMMO 3KCNMOpPTUMPOBaTh
nokKanbHbIA cepTUdMKaT U3 KOHTEHepa B haln, NO3TOMY NepenauTe K crnegyolemy pasgeny.

JKcnopTupoBaHue NokanbHoro ceptudmkara B hamn

[nsi akcnopTMpOBaHWs NTOKanbHOro cepTudukaTa U3 KoHTelHepa B halin BbINOMHWUTE criegyloLlime
JencTBus:

War 1: 3anyctute npoaykt «Kpuntollpo CSP 3.6R2» —Ilyck - Hacrporka - IlaHessb
ynpasyieHua — Kpunrollpo CSP.

C-Teppa LLnto3 Copyright © S-Terra CSP 2003 - 2014 87



Mpunoxexune

LWar 2: Bongnte BO BKNagKky Cepemc U HAKMUTE KHOMKY [IpocMOTpPeTs CepTUOMKATH B
KOHTeMHEDpPE...

CeoicTea KpunTollpo CSP ﬂ

JononHKMTENEHD I ANropHTHE I BezonacHoCTE | Winlogon |
Ohume I DR0pYA0BaHHE CEpEMC

— KOHTERHED ZaKPEITOND KHIYE

3TH MACTEPa NOSBONAHIT CKOMMPOEATE HAH ¥A4AaNHThE KDHTEﬁHED
ZAEPEBITOMD KNH)4a C HOCHMTENA,

CIONMPOBATE KOHTERHED. ., ¥AANHTE KOHTERHER. ..

— CEPTHMKATEI B KOHTEAHEDE ZAKPEITOND KIHIYE
ITOT MACTED NOSBEONAST NPOCMOTPETE CEQTHRMKATEI, HaX0AALKHECA
B KOHTEHHEDE 3aKPBITOMD KAHHE, M YCTAHOBMTE MX B XPaHMIMLLE
CEPTHHMKATOR,

| MPOCMOTPETE CERTHRMKATE! B KOHTEAHERE. . l

— NMHYHEIA CEpTHMKAT

3ITOT MACTED NOSEONAET CEAZATE CEpTHOMKAT ME thakna o
KOHTEMHEPOM SAKPEITOMD KAKIYE, YCTAHOEME 3TOT CEPTHEMKAT B
¥PEHHAMLLE,

¥CTAHOBMTE NHHYHEIA CEPTHEMKAT. ..

—MaponK 3aKpeITEIX KIHOYER

3TH MACTEPA NOSEONAHIT MEMEHEHMTE Napank (MMH-KoAR) 3aKPEITER
KNHDHER MK Y ASNMTE ZaN0MHEHHEIE PAHES NapOK,

EMEHHMTE Naponk. .. | ¥ A&ANMTE ZANOMHEHHBIE NAQOMH. .. |
I | Cancel | apply |
PucyHok 60
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LWar 3: B cneaytoLlemM OkHe NS yka3aHUsl KOHTeHepa NocTaBbTe NepekntodaTenb B NONOXeHe
BeeneHHOE UMMsA 3alaeT KJOUeBOM kOHTelMHep KoMIbiTepa UM HAXMUTE KHOMKY O630p...

CepTvibvKaThl B KOHTEAHEDPE 3AKPLITOND KAHYa %]

KoHrefinep zakpumoro Kmova
BESMTE MM YKAKMTE KOHTERHED ZaKPETOrD KAKYa 407 NpOckMoTpS g

CERTHPHESTOE B 3TOM KOHTERHEDE

Wraa knoyesoro KDI—FI'EI:'iHEFIEIZ

Ozop... |

BEEEHHOE MMA 38038T KAHKMEEDH KOHTERHER: Mo CEpTHRMEATY. . |
" Monssosatena
{* Komneworepa

Bridepire CSP anA noucka KANYEERIR KOHTEHHEDOE:
Crppto-FPro GOST A 34.10-2001 Cryptographic Service Prowider j

< Black | Hiext = | Cancel I

PucyHok 61

LLar 4: B OkHe CO CNUCKOM KOHTENHEPOB, pa3MelLieHHbIX B PeecTpe, NnocTaBbTe nepeknioyaTens B
MONOXEHNE YHMKAIbHEE uMeHa U BblOepUTE KOHTENHEP, B KOTOPOM NEXUT CEKPETHbIN KITHoY U
cepTudmKkaT NoNb3oBaTens, U HAXMUTE KHOMKY OK:

KpunTollpo CSP

Brifop KAHOYEEOrD KOHTERHERA

0:09:50

— B cnkcke nokaselsate:

i APy #ECTEEHHBIE HMEHS 0 ¥HHKaNEHBIE HHMEHS

CMHCOK KNHIYEELI: KDHTEﬁHEDDB KOMNBHOTERS!

CHHT... = | YHHEANEHDE HMA |
PeecTp REGISTRYY\cont_comp_tesk
PeecTp REGISTRYY\container_comp_tesk

Ok I OTHEHS

PucyHok 62
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LLar 5: BbIGop KOHTeHepa NpousseneH, HaXKMUTE KHOMKY Next:

CepTHibvKaThl B KOHTEAHEDPE 3AKPbLITOND KAHYa x|

KoHrefinep zakpumoro Kmova
BESnMTE MM YKaKMTE KOHTEAHED ZaKPLTOrD KAKYa 407 NPOCkMOTRS g

CEPTHPHESTOE B 3TOM KOHTEHHEDE

Hria knioyesoro KoHTEHHERE:
REGIS TR \zcontainer_comp_test Ozop... |

BEEEHHOE MMA 38038T KAHKMEEDH KOHTERHER: Mo CEpTHRMEATY. . |
" Monssosatena
{* Komneworepa

Bridepire CSP anA noucka KANYEERIR KOHTEHHEDOE:
Crppto-FPro GOST A 34.10-2001 Cryptographic Service Prowider j

< Back I MHext = I Cancel

PucyHok 63

LWar 6: cneayouiee OKHO NokKasbliBaeT NosiA JI0OKalibHOro cemechKaTa, Ha>XMUTE KHOTKY

CpomcTBa:
ﬂ
CeprudHKaT ana NnpocMoTpa
MpoCrOTpHTE M BRIGEPITE CEPTHPMEAT F;E
Ceprmpirar: Iuser_test
CyéreekT: |E=F|LI, L=tozcow, O0=5-Temra C5F, OU=Development, CH=user_test
MocTasuw e |E=FEL|, L=tdogkow, 0=5-Temra C5P, CM=214-w8R 2-64-Ch,

DefcTEMTENEH C IEE ran 2002 r 124242

Neiicteurenen no: |28 man 2013 1. 125242
Cepuiinei nomep:  |511F 4042 0000 0000 0002

CeolicTEa |

[Hazop,..

¢ Back I Finizh I Cancel |

PucyHok 64
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War 7: B okHe Certificate BblbepuTe BKNagky Detail M HAXMUTE KHOMKY Copy to File..

ceneral Details |CertiFil:ati-:|n Path I

Show:
Field | YWalue -
E'u'ersin:nn W3
ESeriaI number 61 1F 4c a2 0000 00 00 00 02
ESignature algorithm roCT P34.11034.10-2001
Elssuer 214-WaRZ-64-Ch, 5-Terra C5..,
E'-.-'alid From ZGMan 2012, 124242
E'u'alid ko ZGman 2013, 12:52:42
ESubject user_kesk, Development, 5-Te. ..
Epuhlic ke FOCT P 34.10-2001 (512 Bits) |

Edit Properties, .. | Copy ko File. .. |

PucyHok 65
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Lar 8: B okHe BU3apaa HaXXMUTE KHOMKY Next:

Certificate Export Wizard x|

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate brust
lisks and certificate revocation lists From a certificate
store ko yaour disk,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used bo protect data or ko establish secure network
conneckions, & cerkificake skore is the system area where
certificates are kept.

To cantinue, click Mext,

= Bach: I Mexk = I Zancel

PucyHok 66

War 9: YCTaHOBUTE NepeKn4yaTteslb BO BTOPOE MoJioXXeHue, 4YTObbI KCNopTnpoBaThb B cba|7|n
TOJTbKO CepTVI(*)I/IKaT 6e3 CEKpPEeTHOro Kro4va U HaXXMnUTe Next:

Certificate Export Wizard x|

Expork Private Key
You can choose ko export the private key with the certificate,

Private kevs are password protected. IF wou want bo export the private kew with the
certificake, wou must bype a password on a later page,

Do o wank to export the private key with the certificate?
" es, export the private key

" Mo, do nok expart the private key

< Back I Mextk = I Cancel

PucyHok 67
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War 10: Beibepute chopmat parina ceptudukata — DER encoded binary X.509 (.CER) n Haxmute
Next:

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a warieky of file formats,

Select the Format waou wank ko use:

¥ DER encoded binary ¥.509 { CER)

"~ Base-64 encoded ¥.509 {.CER)

" Cryptographic Message Syntax Standard - PECS #7 Certificates {.P7E)
™ Include all certificates in the cetbification path iF possible

€ Personal Information Exchange - BKES #£12 (. FFZ)
™ | Include all certificates inthe certification path it passible
" | Enatle strong protection (requites IE 5.0, W1 4.0/5P4 or above]

[T | Delete the private kewif the export is successful

< Back I Mexk = I Zancel

PucyHok 68

War 11: ykaxxute ums arna, B KOTOPbIN aKCNopTUpyeTCca cepTudurkaTt, N HaXMUTE Next:

Certificate Export Wizard x|

File to Export
Specify the name of the File vou wank o export

File name:

ChCertificates\CrypkoPro3aluser _certif,cer Browse, ., I

< Back Mextk = Cancel

PucyHok 69
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LLar 12: akcnopTMpoBaHuWe NoKanbHOro cepTudukarta B doaiin 3akoH4YeHo, HakMUTe Finish.

Certificate Export Wizard x|

Completing the Certificate Export

Wizard

ou hawve successfully completed the Certificate Export
wizard,

You have specified the Following settings:

File Marme CihCer
Export Kews Mo
Include all certificates in the certification path Mo
File Format DER Er

< Back I Finish I Zancel

PucyHok 70

Ha atom co3gaHue nokaneHoro ceptudurkata ana S-Terra Gate u CA ceptudmkaTa 3akoH4EHO,
OHK 0Ba aKkcnopTMpoOBaHbI B dhaws.

HocTaBbTe 0ba cepTucmkaTa Ha S-Terra Gate nobbIM JOCTYNHBIM CNOCOGOM 1 3aperncTpupynTe
nX. KOHTENHEpP C CEKPETHLIM KINOYOM NOKarnbHOro cepTndmKaTa MOXHO CKOMMpoBaThb Ha BHELUHWUIA
HocuTenb U JocTaBuTb Ha S-Terra Gate.

Co3pgaHue KnNYeBOW Napbl U 3anpoca Ha NoKanbHbIN cepTudukar ¢
MOMOLLLI YTUNUTLI cryptep

B cocTtaB noctaBnsiemoro npoaykra S-Terra Gate sBxoaut naket «Kpuntollpo CSP» ¢ ytunutom
cryptcp, Co3gaHHbIN KomnaHmen «Kpunto-Mpo».

YTunuta cryptcp pa3smelleHa B KaTarnore:

/opt/cprocsp/bin/ia32 unn /opt/cprocsp/bin/amdé64.

[ns cosgaHua knoyeBon napbl M POPMUPOBaHMS 3anpoca Ha flokarbHbIN cepTUMKaT BbINOSHUTE
cnegyoLime KoMaHabl:

cryptcp -creatrgst -dn 'C=RU,0=S-Terra,OU=QA,CN=gl00' -provtype 75 -
both -km -cont '\\.\HDIMAGE\gl00' /tmp/gl00.req

roe
dn nons cepTudmkaTa

provtype 75 TWN KpunNTONpoBangepa, no ymonyauuio 75 — Crypto-Pro GOST
R34.10-2001 CSP (71 — Crypto-Pro GOST R34.10-94 CSP)
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both co3gaeTcs ABa TUNa Knioyven — aAns nognucu n wudposaHus
km NCMonb3yeTcs KOHTEeNHep KoMnbloTepa
cont NMS$ KIMOYEBOro KOHTeNHepa

HDIMAGE UM cunTbiBaTens (>KkeCTKMIN QUCK)

glo0 UMSs1 KOHTEeNHepa

/tmp/gl00.req uMs anna c 3anpocom Ha ceptudukat B popmate PKCS#10.

CosgaHHbIN TakuM 06pa3oM KOHTENHEP C CEKPETHBIM KIMKOYOM HUKYAA 3KCMOPTMPOBATb HE HYXXHO —
OH HaxoauTcs Ha S-Terra Gate, a 3anpoc Ha NoKanbHbIA cepTUdUKAT HYKHO OTOCNaThb B
Ypoctosepsitowmn LieHTp, nmetowmn CA ceptudukat, co3gaHHbIi C UCNOMb30BaHMEM
kpunTtonposangepa «Kpuntollpo CSP». MNpoueaypa oTckinku 3anpoca Yyepe3 Web-untepdgenc
YpoctoBepstollero LieHTpa onucaHa B pasgene «CosgaHue nokaneHOro ceptudurkata.

Co3paHue nokanbHoro ceptudmkara

[ns co3gaHnsa nokanbHOro ceptudurkaTa Hy>XHO OTocnaTb 3anpoc Ha cepTudmkar B
YpocTosepsitowmi LieHtp, nmetowmnin CA ceptudmkaTt, CO3AaHHbIN C NCMOMb30BaHNEM
kpuntonposangepa Kpuntollpo CSP. B pasgene «YctaHoBKa M HAacTpomnka Y 4oCToBepsoLLEero
Llentpa. CosgaHne CA cepTudmkata» onncaHa ycTaHoOBKa U HacTpowka Takoro YL, Microsoft
Certification Authority.

War 1: ans oTcbinku 3anpoca 3anyctute Microsoft Internet Explorer n B none ans seoga URL ¢
npedukcom http:// ykaxute IP-agpec Yaoctosepstowiero LieHTpa u ytunnty certsrv,
Hanpumep, http://10.0.34.33/certsrv.

LWar 2: B nosiBuBLLEMCS OKHE YaocToBepsiowero LieHTpa Bbibepute 3agady —Request a
certificate (PncyHok 71)
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<} Microsoft Certificate Services - Microsoft Internet Explorer =10l =]
J File Edit ‘Wiew Favaorites Tools  Help ﬁ
J - A | ‘Qsearch [GfFavorites L AHistory | N S

| Address @ htbpe /10,0, 34, 33 cerbsryf | @co ||Links »

Microsoft Cerificate Serv - S-Terra CSFP CA

YWelcome

Lse this VWeb site to reqguest a certificate foryour Web browser, e-mail
client, or other program. By using a certificate, you can verify your identity
to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request,
perform other security tasks.

You can also use this Web site to download a cerificate authority (CA)
certificate, certificate chain, or cerificate revocation list (CRL), or to wiew
the status of a pending reguest.

For more information about Certificate Services, see Certificate Services
Documentation.

Select atask:
Feqguest a certificate

Wiew the status of a pending cerificate request
Download a CA cerificate, cedificate chain, or CEL

s

&] || 4 mternet

PucyHok 71

C-Teppa LLnto3 Copyright © S-Terra CSP 2003 - 2014



Mpunoxexune

LWar 3: Boibepute advanced certificate request (PucyHok 72)

43 Microsoft Certificate Services - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J ‘s Back - = - @ it | aﬁearch (3] Favarites @Histury ||%v =

J.ﬁ.ddress @ hkkp: /f10.0.34, 33 certsrv/certrqus. asp j E'{}GD

Microsoft Cedificate Services - S-Terra CSP CA

Request a Certificate

Select the certificate type:
Weh Browser Certificate
E-Mail Protection Certificate

iJr, submit an advanced cerificate request.

& I_ I_ |4 Internet

a

PucyHok 72

LWar 4: Bbibepute BTOpOE NpeanoxeHve Submit a certificate request..(PncyHok 73)

3 Microsoft Certificate Services - Microsoft Internet Explorer =10l x|
J File Edit ‘Miew Favorites Tools  Help ﬁ
J Back ~ = - () i | ‘Qhsearch (G Favorites ¢ @History ||%v =h

J.ﬁ.ddress @ hEkp:ff10.0.34, 33/ cartsrv/certrgad. asp j oo JLinks w

Microsoft Cedificate Services -- S-Terra CSF CA

Advanced Certificate Request

Home

Click one of the following options to:

Create and submit a request to this CA.

Submit a cerificate request by using a base-Bd-encoded CMC or
PRCS #10 file, or submit a renewal request by using a base-g4-
encoded PRCS #7 file.

The policy of the CA determines the types of certificates you can request.

€] || |4 mternet

| K0

PucyHok 73
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War 5: ckonupynTe 13 charna 3anpoc Ha cepTudmkaTt, ONMcaHHbIN N CO3AaHHbIN B pasaene

«Co3pgaHue knio4veBom napbl 1 3anpoca Ha noKanbHbIN cemechKaT C NOMOLLbI YTUNUTBI Cryptcp»,

M BCTaBbTeE €ro B none Saved Request U HaXMute Submit (PUCyHOK 74):

<} Microsoft Certificate Services - Microsoft Internet Explorer =10l x|
J File Edit Miew Favorites  Tools  Help ﬁ
J GBack - = - () i | ‘Qhsearch  [GfFavorites ¢ fHistory ||%v =h

J.ﬁ.ddress @ http:ff10.0,34, 33/ certsrv/cartrgxt. asp j oo JLinks ”

Microsoft Cedificate Services - S-Terra CSF CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-6d-encoded CWMC or
FlCS #10 certificate request or PRCS #7 renewial request generated by
an external source (such as a VWeb server) in the Saved Request box.

Saved Hequest:

JVhINEF zuGhMEr BFE0EF wwv AN 1dxWWEqyC 7 vHva/ DI';I

Base-bd-encoded |z+Mz2 Su3SKUr6 16 AAMAYGCisGACOErVEkEAWIF LANT

certificate request [52n03LEQ/ aWWgulA7gRGDaTt JrwCIBEIOc 1XuY9sg

(CMC ar PrvloIgZ

PECS#10ar |-———- EMD CERTIFICATE REQUEST-———-—-—

PECS &7 | -
4| | b

Browse for a file to insett.

Additional Attributes:

=
Attributes: -
14 3 |
Submmit =
d
||@ |_|_|ﬂ Internet i

PucyHok 74
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War 6: YooctoBepsiowmi LieHTp nagan nokanbHbI cepTMduKaT no nonyy4eHHoMy 3anpocy.
Buibepute chopmaT charna ceptudmkaTa u HakmMmnTe Download certificate (PucyHok 75):

2 Microsoft Certificate Services - Microsoft Internet Explorer O] x|

J File Edit ‘Miew Fawvorites Tools  Help ﬁ

J EBack + = - () il | ‘Qisearch (G| Favorites ¢ BHistary |%v =h

J.ﬁ.ddress @ http: f110.0,34 33/ certsryfcertfnsh, asp j oriEn JLII‘lkS =
=

Microsoft Cetificate Services -- 5-Terra CSP CA

Certificate Issued

The certificate you requested was issued to you.

T DER encoded or & Base 64 encodead

o] Dowinload certificate
| Dowinload certificate chain

|

&) Done I_I_lﬂ Internet

PucyHok 75

LWar 7: ycTaHoBUTE NepekrnoyaTtenb B NOMOXeHne Save this file to disk M HaxmuTe OK
(PucyHok 76):

File Download x|
Y'ou have chozen to download a file from this location.

certnew. cer from 10003433

YWhat would pou like to do with this file?

" Open this file from itz cument lozation
% Save thiz file to dizk

¥ | &slways azk before opening this tvpe. of file

k. I Cancel Mare [nfo

PucyHok 76
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LWar 8: BBeanTe nms arina, B KOTOpbIA OyAET 3anucaH fnokanbHblA cepTUdMKAT U HAXXMUTE Save:

saveas 21 x|
Save in; IE} it &y j a I} i '
Bkﬂys

Desktop

o

ty Documents

wE
-

by Computer

File narme; Iivanu:w' j Save I
- Caricel |
J E

Save az type: ISe-:urit_l,l Certifizate

PucyHok 77

CeKpeTHbIV Ko roKanbHOro cepTudmkaTa pasMelleH B KoHTeHepe — C: \user\cont\ivanov.
Insa yno6ctBa 1 6€30NacHOCTU KOHTEMHEP C CEKPETHLIM KIHOYOM Jlydlle pasmellaTb Ha BHELIHeM
KMo4YeBOM HocUTere.
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Co3pgaHue nokanbHoro ceptudukara Ha C-Teppa
LLInt03, co BCTPOEHHOMU KPpUNTOOMONMOTEKOM
komnaHum «C-Teppa CnIcllny

PaccmoTtpum cosgaHune nokanbHbI cepTudukaTta, B Criydae Mcrnonb30BaHUs BCTPOEHHON
6nbnuotekn komnaHumn «C-Teppa Cudclny.

LLar 1: cospante KOHTENHEpP C KIoYeBOW Napor Npu NOMOLLUM YTUNUTLI cont mgr. YTUMUTI
noapobHo onucaHbl B AokyMeHTe «CneunanunsmpoBaHHbie komanapbl» (Util_reference.pdf).

cont mgr create -cont userl -PIN 1234
roe

-cont userl nms koHTenHepa. KoHTenHep 6yget AocTyneH Ans Bcex
nonb3oBaTenen.
MecToHaxoxaeHne KOHTeNHepa: /var/s-terra/containers

-PIN naponb (PIN) ans goctyna K KOHTENHepy.

LWar 2: cosgante 3anpoc Ha cepTudmkaTt B dpopmaTte PEM u coxpaHuTe 3anpoc B danne:

cont mgr request -cont userl -PIN 1234 -o filereq -n

"C=ru,CN=userl,O0=S-Terra" -pem
roe
-cont userl UM$ KOHTenHepa
-PIN naponk (PIN) ona goctyna K KOHTenNHepy
-o filereq BbIxoaHoW dann gns PKCS#10-3anpoca
-n Distinguished Name
-pem BbIxogHon oopmaT PEM.

LWar 3: 3anpoc Ha nokanbeHbIN cepTUdUKAT HYXXHO OToCNaTh B YaocTtosepsowmi LieHTp.
Mpoueaypa oTcbinku 3anpoca vyepes Web-uHtepgenc YaoctoBepsioLlero LieHTpa onvcaHa B
pasgene «Co3gaHune nokanbHOro ceptudpmkaTtar. NMonyvyeHHbIn cepTudmkaT coxpaHute B hanne.

War 4: dann c ceptucukatom goctasbte Ha C-Teppa LLUnto3 n 3apernctpupymnTe nokanbHbIn
ceptudmkat B 6a3e npoaykTa, UCnomnb3ysa yTunuTy cert_mgr, Hanpuvep.

cert mgr import -f /cert/qgwl.cer
roe

-f /cert/gwl.cer nyTb K channy ¢ cepTudukaTom.
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Pacwupenus ceptucpukara (Certificate Extensions)

MmetoTcea HekoTopble orpaHnyeHus npu paboTte ¢ paclumpeHmamm ceptudukarta (Extensions),
KOTOpble MOMEeYEHbI KaK KpUTUYHbIe. B Tabnvue npuBedeH CNUCOK paclumMpeHuin cepTudukaTa,
koTopble ByayT pacno3HaBaTbcs 1 0bpabaTtbiBaTbCs [1pOAYKTOM, €CMM Y HUX YCTAHOBIEH MPU3HaK
kputnyHoctn TRUE. Ecnn B cepTudmkate 6yayT npycyTCTBOBaTbL ApYrMe pacluMpeHus, He
yKa3aHHble B Tabnuvue v 3agaHHble Kak KpUTUYHbIE, TO Takow cepTudpmkaTt He MOXeT ObITb
ncnonb3oBaH. Ecnu xe paclwumpeHue oTcyTcTByeT B Tabnuue, HO ABNSIETCA HEKPUTUYHBIM, TO OHO
UrHOpUpYyeTCs, N cepTudmkaTt Mcnonb3yeTcs.

Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key Identifier 2.5.29.35

OnwucaHusa 3HaveHun 1 nonHeln cnucok Certificate Extensions MoXHO NOCMOTPETb B AOKYMEHTE
RFC 5280 (http://tools.ietf.org/html/rfc5280#section-4.2).

MoxHo nsmeHuTb peakumio lNpoaykra Ha oTAerbHble pacluMpeHnss cepTudmnkaTta, NoMedeHHble Kak
KPUTUYHbIE M OTCYTCTBYIOLLME B BbiLenpuBeaeHHON Tabnvue. AOMUHUCTPaATOP MOXET HacTpPOUTb
CNMCOK paclunpeHnii ceptudmnkaTa, KOTopbi 6yayT nrHopuposaTbcs [poayKkTom, Kak ecnm bl 3Tu
paclnpeHns ABNSNUC HEKPUTUYHBIMW. ST pacLUMpeHns Hago onucatb B panne x509opts. ini,
KOTOPbIN pacrnonoXeH B kaTanore /opt/VPNagent/etc. PaclumpeHns onmcbiBaloTCs B CEKLMM
IgnoringUnsupportedCriticalExtentions.

UrHopupyemoe Critical Extention 3agaeTcs B popmaTte <KEY>=<O0ID>, rge:

<KEY> — 1nMS paclunpeHuns, cocrosiliee n3 GYKB n LI,VI(bp N He copgepxallee paa,u,enMTeneﬁ,
OOJIMKHO ObITb YHUKalbHbIM B nepefax Cekuuu,

<0ID> — OID nrHopupyemMoro pacLumpeHusi, COCTOSALLMNIA N3 AECATUYHbBIX YACEN, pas3deNneHHbIX
Todkamu. PacnosHaBaHue pacumpenus npoucxogut no OID.

Mpumep danna x5090pts.ini:
[IgnoringUnsupportedCriticalExtentions]
Ml
! Key name is any Alpha-Numerical well-known name of OID
! Key names of different OIDs cannot match
[

subjectDirectoryAttributes=2.5.29.9

C-Teppa LLnto3 Copyright © S-Terra CSP 2003 - 2014 102


http://tools.ietf.org/html/rfc5280#section-4.2

Mpunoxexune

CertificatePolicies=2.5.29.32
QcStatements=1.3.6.1.5.5.7.1.3
HcRole=1.0.21091.2.0.5

MNpumeyaHue 1: cnegyeTt NoAYEPKHYTb, YTO TaKMM 06pa3oM HeNb3s MPOUrHOPUPOBATL

pacno3HaBaemble [MpoaykToM Critical ExtentionS, Hanpumep BasicConstraints

MpumeyaHue 2: cekums TgnoringUnsupportedCriticalExtentions, AaXe nycTas,
obs13aTENBHO AOMKHA NpcyTCTBOBaTh B hanne x509opts.ini.
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