000 «C-Teppa CuDclIn»

124498, r. Mockaa, 3eneHorpaj, I coprueBckuii poCeKT,

oM 5, nomenienue I, komnara 33 ®
Tenedon/Daxc: +7 (499) 940 9061 .t

On. moura: information@s-terra.com S erra
Caiir: http://www.s-terra.com

NMporpammHubIn Komnrnekc C-Teppa KnueHT. Bepcus 4.1

PykoBoacTBO agMUHUCTpaTopa

PJIKE.00009-02 90 05

12.02.2016


mailto:information@s-terra.com
http://www.s-terra.com/

C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

Copepxanue

1. KomnnekTt noctaBKu

2. HasHaueHue u ¢pyHkuum MNMpoaykra

3. TpeboBaHus Ha 6a3oBble NNaThopMbl U COBMECTUMOCTb

4. TMMpouecc NnoAroToBKM NepCOHaNbHOro MHCTaNNAUMOHHOIO nNakeTa

nonb3oBaTtens
5. TMoparoTtoBkKa pabo4yero mecta agMMHUCTpaTopa 6e3onacHoOCTn
5.1 KoHTponb LenocTHoCcTM AnctpmbyTtuea
5.2  WHcTannauusa agMUHUCTPATUBHOIO NakeTta
6. ATpuOyTbl ayTeHTUdUKaum
6.1 [peponpeadeneHHbIn Koy
6.2 CepTudumkart OTKpbITOro Krnwo4a
6.2.1 Pexum 3awutbl KC1
6.2.2 Pexum sawmutbl KC2
6.2.3 Pabota c eToken
6.2.4 PacwupeHus ceptudukarta
7. Tpadmyueckun nurtepdenc (GUI)
7.1  CueHapuu NOAroTOBKM MHCTaANNALUNMOHHOIO nakeTa ¢ nomouwbio GUI
7.2  Onucanne GUI
7.3  GUIL. OcHoBHou pexum (FTOCT)
7.3.1 Bknapaka Authentication
7.3.2 Topsagok o6paboTkn nakeToB
7.3.3 Bknapgka Firewall Rules
7.3.4 Bknapgka IPsec Rules
7.3.5 Bknapka IKE
7.3.6 Bknapgka IPsec
7.3.7 JlokanbHas nonutuka 6e3onacHoCTn
7.3.8 Bknagka Settings
7.3.9 Bknapgka License
7.3.10 3apaHune cepTndmkaToB NapTHEPOB
7.3.11 CosgaHue nHcTannsaumoHHoro darnna
7.3.12 CoxpaHeHune AgaHHbIX NpoeKkTa
7.4  GUIL Pexum nonb3oBaTenbCKOro ToKeHa
7.4.1 Bknapka Auth
7.4.2 Bknagku ons cosgaHmsa NonnTUKKM 6esonacHocTH

7.4.3 Bknapgka Settings

10
10
11
16
16
16
16
16
17
17
19
19
21
23
23
28
29
40
45
47
49
73
76
77
79
80
81
81
89
89

S-Terra Client Copyright © S-Terra CSP 2003 - 2016



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

7.4.4 CosgaHne nHcTannsumoHHoro darnna

7.4.5 CosgaHne Nonb3oBaTeNbCKOro TOKeHa

7.5

GUI. Pexxum mexayHapoaHbIX anroputMoB

7.5.1 Bknapaka Auth
7.5.2 Bknapka IKE
7.5.3 Bknagka IPsec

7.6

dopmaT 3agaHna nmeH anroputTMoB B dparne admintool.ini

8. Ytunurta make_inst

8.1

8.2
8.3
8.4

CueHapun NOAroTOBKN MHCTANMALMOHHOMO NakeTa ¢ NOMOLLbIO
yTUnNuTbl make_inst

OnucaHue ytunutbl make_inst
CoobuieHunst 06 owmnbkax ytunutbl make_inst

Co3gaHune HeCKONbKNX MHCTaNMAAUNOHHbBIX NakeToB oaHOBpPEMEHHO

9. MMoprortoBka K uHcTannsauum S-Terra Client

9.1

PekomeHaauum no py4yHon HacTporke bpaHamayapa Windows

9.1.1 Py4Haa HacTponka bpaHamayapa Windows Ha Windows XP

9.1.2 Py4Haqa HacTponka bpaHamayapa Windows Ha Windows Vista

9.1.3 Pyu4Has HacTpownka bpaHamayapa Windows Ha Windows 7

10. CoobuweHunsa 06 owmnbKax Nnpu MHCTaNNALMM agMUHUCTPATUBHOIO
naketa u npoaykrta S-Terra Client

89
90
92
92
94
95
97
08

98
100
108
113
116
117
117
117
118

119

11. Co3paHue nokanbHOW NoNUTUKK 6e3onacHocTu. KoHcdurypaumoHHbIn

cann
11.1 OnwucaHwve rpammaTukmn LSP
11.2 CTpyKTypa KOHGUrypauuu
11.3 3aronosok koHGurypauuun. Ctpyktypa GlobalParameters
11.4 Crtpyktypa LDAPSettings
11.5 Crpykrypa IKEParameters

11.5.1 O6paboTka NakeToB — peTPaHCMNCCUM

11.6 Crpykrypa SNMPPollSettings
11.7 Crpyktypa SNMPTrapSettings
11.8 Crpykrypa TrapReceiver
11.9 Crpyktypa RoutingTable

11.10 Crpyktypa Route

11.11 Crpyktypa IPsecAction

11.12 Crpyktypa TunnelEntry

11.13 Crpyktypbl AHProposal n ESPProposal

11.14 Crpyktypa AHTransform

11.15 Crpykrypa ESPTransform

122
122
127
129
134
138
144
145
147
148
150
151
152
158
161
162
164

S-Terra Client

Copyright © S-Terra CSP 2003 - 2016



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

11.16
11.17
11.18

11.19
11.20
11.21
11.22
11.23
11.24
11.25
11.26
11.27
11.28
11.29

Crtpykrypa IKERule
Ctpyktypa IKETransform

Crtpyktypbl AuthMethodDSSSign, AuthMethodRSASign,
AuthMethodGOSTSign

Ctpyktypa AuthMethodPreshared

Crtpykrtypa IdentityEntry

Ctpyktypa CertDescription

CtpykTypa FirewallParameters

Ctpyktypa Networkinterface

Ctpyktypa FilterChain

Ctpykrypa Filter

CtpykTtypa Schedule

Ctpyktypa Period

®opmar 3agaHus DistinguishedName (GeneralNames) B LSP

PaboTta ¢ ceptudmkatamm

12. TpeboBaHUs K BHELUHUM MepaM 6e30nacHOCTHU

12.1
12.2
12.3

dusmnyeckme Mmepbl 6esonacHocTu
MpouenypHble Mepbl 6e30NacHOCTU

TexHuuyeckme Mmepbl 6e30nacHoCTM

167
172

177
181
182
185
188
191
193
194
202
203
206
209
211
211
211
211

S-Terra Client

Copyright © S-Terra CSP 2003 - 2016



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

1.

KoMmnnekT noctaBku

B komnnekT noctasku «lMporpammHoro komnnekca C-Teppa KnueHt. Bepcus 4.1» BxogaT:

o CD anck «C-Teppa Knuent ST. Bepcusa 4.1. Penus 14905», Ha KOTOPOM 3anucaHsbl:

Katanor STerra_Client ST _KC1 KC2 — guctpubytns C-Teppa KnueHt ST. Bepcus 4.1.
KaTanor STerra_KP — guctpnoytne C-Teppa KI1. Bepcus 4.1.
KaTtanor Documentation:

«MporpammHbIn komnnekc C-Teppa KnneHT. Bepcusa 4.1. PyKoBOACTBO agMUHUCTpaTopay —
CSP_VPN_Client_Admin_Guide_st.pdf, Appendix_A.pdf.

«lMporpammHbin komnnekc C-Teppa KnneHT. Bepcus 4.1. PykoBoacTBO nonb3oBaTtens» —
CSP_VPN_Client_User_Guide_st.pdf..

«MporpammHbIvi npoaykT C-Teppa KI1. Bepcus 4.1. PykoBoactBo agMuHUcTpatopa» — S-
Terra_KP_Admin_Guide.pdf.

«lMporpammHo-annapaTHbi komnnekc C-Teppa VPN. Bepcus 4.1. MNMpaBuna nonb3oBaHUS» —
Rules-ST.pdf.

«MporpammHo-annapaTHbin komnnekc C-Teppa VPN. Bepcusi 4.1. ®opmynsap». (PCb
Poccun) — Formular_FSB.pdf.

«MporpammHbIvi komnneke C-Teppa KnueHnTt. Bepcusa 4.1. dopmynsap», (PCTIK Pocecun) —
Formular_Client_ FSTEK.pdf.

Katanor Certificates:
Konus ceptudmkata PCTOK.

Konus ceptudmkara $CB.

¢ B neyaTHOM Buae noctaBnsalTCS:

Nonorpaduyeckunii cneunanbHblin 3awmnTHbIN 3HakK PCTIK Poceun.

JInueHsmnsa Ha ucnonb3oBaHue «lMporpammHoro komnnekca C-Teppa KnueHT. Bepcus 4.1».

Ons 3awmTel «porpammHoro komnnekca C-Teppa KnueHT. Bepcus 4.1» 0T HECaHKLUMOHUPOBAHHOTO
poctyna (HC[) moxeT ncnonb3oBaTbCsa cepTUdPULNpOBaHHOE CpeacTBO AoBepeHHon 3arpysku (CCO3):
3NEKTPOHHbIN 3aMok «Cobonby, «Akkopa-AMO3», AMTMA3 «KPUMTOH-3AMOKY, «TpuHutn ANMMMA3»,
«MAKCUM-M1».

B komnnekT noctaBku «[porpammHoro komnnekca C-Teppa KnueHT. Bepcusa 4.1» CCL3 He BXxoanT n
MOXeT ObITb NPMOBPETEHO AOMONHUTENBHO B HALLEN KOMMNaHUK.

BHumaHue

I'Iepep, Havyanom paGOTbI C npOﬂyKTOM O3HaKOMbTeCb C npaBMnaMM noJfib30BaHUA.

S-Terra Client
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2. HasHauveHwue u cpyHKuuu Mpoaykra

«lMporpammHbin komnnekc C-Teppa KnneHT. Bepcusa 4.1» pyHKUMOHMPYET Ha annapaTHbIX nnatgopmax
B apxutekType Intel x86/x86-64 noa ynpaeneHnem onepaumoHHbIx cuctem Microsoft Windows.

«lMporpammHbin komnnekc C-Teppa KnneHt. Bepcusa 4.1» (nanee MNpogykT S-Terra Client, Mpoaykr, S-
Terra Client, C-Teppa KnuneHT) BbINONHAET ponb NepcoHarnbHoro akpaHa u VPN knuneHTa.

S-Terra Client MOXeT ycTaHaBnMBaTbCS Ha:

e MepcoHarbHbIA KOMNbIOTEP MONb30BaTENS — ANS 3aWwMTbl MHAMBUAYaNbLHOro paboyero mecra
nonb3oBartens npu paboTe kak B NOKanbHbIX, Tak U B OTKPbITbIX CeTsX (VIHTepHeT);

e aBTOHOMHbLIN CEPBEP;

e chneunann3npoBaHHbIe yCTpOVICTBa B COCTaBe MnaTeXHbIX cucTem: 6aHKkomMaThl, pacyeTHble
TepMUHalbl, KaCCoBble annapaTtbl (POS-TepMVIHaJ'IbI) N AaT4ynkm aBTOMaTU3nNpoOBaHHbLIX CUCTEM
ynpasJieHNA TEXHOJIOMTM4YeCKMMUM npoueccamm.

S-Terra Client npegHasHaveH Ang 3awnTbl OT HECAHKLMOHUPOBAHHOIO AOCTYMa, CeTEBLIX aTak, co3gaHus
3awmiieHHbIX VPN coeanHeHnin Mexay yCTPOMCTBOM, Ha KOTOPOM OH YCTaHOBIEH, U APYrUMHA
B3aUMOOEWNCTBYIOLLMMY C HUM goBepeHHbIMn VPN-wnodamu n VPN-knneHTamu.

Mpoaykt S-Terra Client BeinonHaeT cneayowme QyHKUNUK:

e 3awuTy Tpadmka Ha ypoBHE ayTeHTUMKaLUU/LLIMGPOBaHNSA CETEBBIX NAKeTOB MO NPOTOKONam
IPsec AH n/vnu IPsec ESP

® MaKEeTHYI0 U KOHTEKCTHYIO chunbTpaumio noboro ncxogaLlero n BXoasulero Tpadumka Ha XocT ¢
ncrnonb3oBaHMeM MHOPMaLUK B NOSSX 3arofIOBKOB CETEBOro, TPAHCMNOPTHOMO M NPUKIagHOro
YPOBHEW;

e (bunbTpaumo ¢ y4eToM BXOAHOIO U BbIXOOHOrO CETEBOr0 MHTEpeNnca;

e (PUNbTPaLMIO 3aNpPOCOB Ha YCTAHOBMEHME BUPTYarbHbIX COEANHEHWN;

e chunbTpaumio no nobbiM 3HaYMMbIM NonsiM |P-3aronoBka 1 NoMsiM AaHHbIX CETEBOrO NaKeTa;
e (unbTpaLMio C YHETOM [aTbl U BPEMEHU;

e ayTeHTUdUKaLMIO NONb30BATENSA U ayTEeHTUMKALMIO y3na CeTu;

. l/I,D,eHTI/I(*)VIKaU,I/IIO n ayTeHTVI(bVIKaU,VIIO agMUHUCTpaTopa npu gocrtyne C uesibko
adMUHUCTPUPOBAHUA;

e COObITUINHOE NPOTOKOJIMPOBAHUE;

* peanu3auuio 3agaHHOW AUCUMNIUHBI B3aUMOAEeNCTBUS (ayTeHTudmKaumo n/mnm sawmry Tpadumka)
ONA KaXXJoro 3almLLeHHoro coeguHeHnst, 40CTyn B 3aaHHOM 3aLLULLEHHOM peXxume TOMbKO Ans
3aperncTpupoBaHHbIX, B TOM Yncne 1 Ans MobunbHbIX NapTHEPOB MO B3avMOOENCTBUIO;

e perynMpyemMyt CTOWKOCTb 3aluThl Tpaduka.

S-Terra Client ocyliecTBnseT 3awmTy Tpaduka npoTokonos cemernictea TCP/IP B pamkax
MexayHapoaHbix ctaHgapTos IKE/IPsec:

e Security Architecture for the Internet Protocol — RFC2401.

¢ |P Authentication Header (AH) — RFC2402.

e |P Encapsulating Security Payload (ESP) — RFC2406.

e Internet Security Association and Key Management Protocol (ISAKMP) — RFC2408.
e The Internet Key Exchange (IKE) — RFC2409.

e The Internet IP Security Domain of Interpretation for ISAKMP (DOI) — RFC2407.
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Mpoaykt S-Terra Client ncnonb3yeT BCTPOEHHYO KpunTorpaduyeckyto 6ubnmoTeky, paspaboTaHHyo
komnaHuen «C-Teppa Cudcllny.

Kpuntorpadmyeckasn 6ubnuoteka, paspaboraHHas komnaHmen «C-Teppa Cudcliny», peanuayet
pOCCUNCKME KpunTorpadnuyeckme anropuTmbl:

o [OCT 28147-89 — wudposaHue/paclungpoBaHne AaHHbIX,
e [OCT P 34.11-94, TOCT P 34.11-2012 — anroputm X3LLUMpPOBaHWS,

e [OCT P 34.10-2001, TOCT P 34.10-2012 — chopmmnpoBaHue 1 NpoBepKa aNeKTpoHHO-LnpoBoi
nognucu (BLM),

e VKO GOST R 34.10-2001 [RFC 4357], VKO GOST R 34.10-2012 (256 6uT) — BbipaboTka obLuero
CECCUMOHHOrO Kro4a,

e a TaKxke reHepauuio cnyanlelx vucern.

Mpoaykt S-Terra Client paboTtaeT He Tonbko ¢ kpuntoanroputmamm FOCT, HO U ¢ MeXayHapoaHbIMU
KpMnToanroputMamu.

Mpoaykt S-Terra Client B pexxume KC1 obecneudmBaroT 3awwmTy KOHPMAEHUMansHom nHpopmauum ot
BHELLHEro HapyLmTens.

MpoaykTbl S-Terra Client B pexkume KC2 n cepTudmumpoBaHHoe CpeacTBo AOBEPEHHON 3arpy3Kku
obecneumnBatoT 3aWnTy KOHpMAEHUNANbLHON MHCpOPMaLMK OT BHYTPEHHEro HapyLnTens.

S-Terra Client aBngaetcs NpoOAYKTOM OJ1A KOpNnopaTUBHOIO UCNOJ1Ib30BAaHUA B TOM CMbICI1E, YTO NOJINTUKY
©e3onacHoCTU K HaCTpOVIKM PEXNMOB 3TOIo HPOD,YKTa ocyulecTBndeT agMUHNCTPAaTop GesonacHocTH
npeanpuaTna, HO OH MOXET AaTb pa3pelleHne Ha hanbHenwee ynpasjieHne npoayktoMm KOHE4YHOMY
noJib30oBaTesnio.

B0o3MOXHO LieHTpanM3oBaHHO-yAaneHHoe ynpaeneHne Hactporkamu S-Terra Client ¢ ncnons3osaHvem
npoaykta «C-Teppa KI1. Bepcusa 4.1». C ero noMoLLbt0 MOXHO OBGHOBUTL cepTudmKkaThl, KNKOYM, NONTUTUKY
BesonacHocTW, NMUEH3Mn 1 ap.

B MNpoaykre S-Terra Client no ymonyaHuio Ans Bcex UHTEPdEnNcoB 3agaeTcs OAMHaKkoBas nonuMTuka
6e3onacHocTu. [Ins 3agaHnsa pa3Hon nonuTukn 6e3onacHOCTN Ha nHTepdencax NCNonb3ynTe CTPYKTYPY
NetworklInterface unu nporpammubii npoaykT «C-Teppa KI. Bepcusa 4.1».
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3. TpeboBaHusa Ha 6a3oBbIe NnatgopMbl U
COBMECTUMOCTb

Mpoaykt S-Terra Client 4.1 paboTaeT nog ynpaenenunem cnegyowmx OC:
e MS Windows XP SP3 Russian Edition,
e MS Windows SP2 Russian Edition (32-bit, 64-bit),
¢ MS Windows 7 Russian Edition (32-bit, 64-bit),
¢ MS Windows 8 Russian Edition (32-bit, 64-bit),
e MS Windows 8.1 Russian Edition (32-bit, 64-bit),
¢ MS Windows Server 2003 Edition 32-bit,
e MS Windows Server 2008 Edition (32-bit, 64-bit),
e MS Windows Server 2008R2 Edition 64-bit,
e MS Windows Server 2012 Edition 64-bit.

MporpammHbIn komnnekc C-Teppa KnueHT (McnonHeHms knacca 3awmTel KC1) MmoxeT (yHKLUMOHNPOBATb
B BUpTyanbHou cpege (VMWare).

Mpoaykt S-Terra Client 4.1 coBmecTum co cneyloLlwmmMmm npogykramm komnanmmn «C-Teppa Cndcllny:
CSP VPN Gate — Bepcuu 3.1, 3.11,
C-Teppa LWnto3 — Bepcun 4.1,
CSP VPN Server —Bepcumn 3.1, 3.11,
C-Teppa KIT - Bepcun 3.11, 4.1.

B vactu peanusauuu npotokonos IPsec/IKE u nx pacwmpeHuin MNMpoaykt coBmectum ¢ Cisco I0S v.12.4 n
v.15.x.X.

Mpoaykt coBmecTum ¢ eToken PRO32k, eToken PRO64k, eToken NG-FLASH, eToken NG-OTP, eToken
PRO (Java) npoussoacTtea komnaHun Aladdin, a Tarke eToken 5100 nponssoacTtea SafeNet
Incorporation.

S-Terra Client Copyright © S-Terra CSP 2003 - 2016 8



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

4. [pouecc noaroToBKM NEPCOHaNbHOro
WHCTaNnNALMOHHOro naketa nonb3oBaTens

MpoaykT S-Terra Client npegHasHaveH 4ns BUPTYanbHbIX KOPNopaTuBHbIX ceTel. Monaraem, 4to B Takmx
CeTsIX Nonb3oBaTenb He UMEET NpaBa Ha U3MEHEHME NOMNUTUKN 6e30NacHOCTU KOpriopaTUBHOW CETW.
Moatomy, Mpoaykt S-Terra Client paspaboTaH TakMm 06pasom, 4To agMUHUCTpaTop 6e3onacHocTr
KOprnopaTUBHON ceTu hopMmUpyeT NEPCOHANMN30BAHHBIN MHCTaNMNALUMOHHBIA NaKeT ANS KaX4oro
nonb3oBaTerns, NPM 3TOM HACTPOWKKU AN NONb30oBaTENs COrNacyTcs € ero AO/MKHOCTHLIMU
06583aHHOCTAMM.

HO,D,FOTOBKa nepcoHarnnM3oBaHHOIoO MHCTaNMALMOHHOIO NakeTa nosib3oBaTenda Nnpon3BoOnTCA crnegyroumnmm
obpaszowm:

War 1: AgmuHucTpaTop 6e30MacHOCTM co3gaeT UHCTaNNAUMOHHBIN nakeT S-Terra Client ans
nonb3oBaTens, UCnonb3ys

e rpadmyeckunii MHTepdenc agMMHUCTpaTUBHOIO naketa — S-Terra Client AdminTool st (cm.
pasgen «Ipaduyvecknin nntepdenc (GUI)»)

e nnBO YyTUNWUTY KOMaHOHOM CTPOKN make inst.exe (CM. pasgen «Ytunuta make_inst»).

War 2: ApMuHucTpaTop 6€30MacHOCTU BbIYMCHISIET KOHTPOSIbHYK CYMMY A1 MHCTamNMSALUOHHOIO
danna S-Terra Client npn nomMoLwy YyTUNAUTLI integr mgr, PAcrnonoXeHHON B KOPHEeBOW narike
agMUHUCTPATUBHOIO NakeTa.

integr mgr calc -f filePath

filePath UMS MHCTaNNAUMOHHOIO dharna, BKIoYas NosHbIA NyTb K HEMY,
Ansi KOTOPOro 6yAeT BbIYMCNAATECA KOHTPOSbHAs CyMmma.

MpK BbIYMCIIEHNN KOHTPONBHOW CYMMbI YKa3aHHOro cpanna, B Tov xe nanke dyget cosgaH dann
C UMeHeM filePath.hash, cogepxXalluii 3Ha4YEHNE KOHTPOMBHOM CyMMbI, KOTOpasi B
JanbHenwem 6yaeT NPUMEHSTLCSA AN KOHTPOMS LENOCTHOCTU MHCTaNMALMOHHOro danna
nonb3oBaTtensi.

MpumMeyaHue: ecriv MHCTaNNALMOHHbBIN Parn U KOHTENHEP C CEKPETHLIM KINoYOM nepeaatoTcs
nons3oBarento No AOBEPEHHOMY KaHarny CBsi3u, TO KOHTPOSbHYIO CYMMY ANS UHCTaNIsaLuUOHHOro
dranna MOXXHO He BblYUCNATb.

War 3: AgMuHUCTpaTop nepefaeT Nonb30BaTEN0 MHCTANMSALMOHHBIA MAKEeT, COCTOSALLUIA U3:
e uHCTanmnauuoHHoro ganna S-Terra Client
e YTUNUTbl integr mgr
e (paina ¢ KOHTPOSbHON CYMMON UHCTaNnAunoHHoro ganna S-Terra Client.

KoHTenHep u pann ¢ KOHTPObHOW CyMMOW AOMKHbI BblTb NepeAaHbl Nonb3oBaTento no
3acrnyxusaroLemy JoBepus KaHany CBA3W.

War 4: T[lonb3oBaTtenb, NONy4YnB OT aAMUHUCTPATOPa NEPCOHANU3OBAHHbIN NHCTaNNALNOHHBLIN NaKeT,
npoBepsieT LEeNoCTHOCTb MHCTaNNAUMOHHOro channa (ecnm aTo Heo6xoaAMMO) U NPOU3BOAUT
yctaHoBky MpoaykTa S-Terra Client Ha cBoeM KoMnbioTepe (CM. «PykoBoACTBO nornb3oBaTens»
pasgen «MHctannaums S-Terra Client»).
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5. loaroToBka paboyero mecta
aAAMMHUCTpaTopa Oe3onacHoOCTU

AgmuHucTpaTtop 6e3onacHoCTM nonyvyaetT agMUHUCTPATUBHbLIV NakeT B BUAe otgensHoro Npoaykra S-
Terra Client AdminTool, pa3melieHHoro B kaTanore Client_ AdminTool ST noctaensiemoro gucka.

MHcTannaums agMMHUCTPaTMBHOIO MakeTa, onvcaHa B pasgene “MHcTannauus agMUHUCTPaTUBHOIO
naketa”.

Mepen MHcTannsuMen agMMHUCTPATMBHOIO NakeTa MoxeTte yoeauTbecsi B LEeNOCTHOCTM AUCTPUOYTHMBA,
pasmeLueHHoro B kaTanore Client AdminTool ST noctaBnsemoro ancka. [poBepka LenoCTHOCTN
onucaHa B pasgene “KoHTponb LenocTHoCTN anctpnbytuea’.

5.1 KoHTponb uenoctHocT AUCTPUOYTMBA

lMpoBepka LenocTHOCTM AMCTPNbyTMBa aAMUHUCTPATMBHOIO NakeTa OCYLLECTBNAETCS C UCMOMNb30BaHNEM
YTUNNTLI stverify, pa3paboraHHon komnaHmen S-Terra CSP. YTunuta stverify pasMmelleHa Ha
nocrtaesnseMmoM CD gucke. [Insi BeIYNCNEHMS KOHTPOSTbHON CYMMbI MO Kaxaomy channy auctpubytmea,
Hanpumep, setup.exe, U Bbladu pesynbTaTta Ha 9KpaH BbINOMHUTE KOMaHAy (ykasas nyTu K dhannam):

stverify —-mk setup.exe

I'IonyquHoe 3Ha4YeHune cpaBHUTE C 3TAlNIOHHbIM 3Ha4YeHnem KOHTpOJ'IbHOl7I CYyMMbI, 3anNnMCaHHbIM
B gpaiin hashes U3 coctaBa AUCTPUDYTUBA, KOTOPLIN COOAEPXKUT CTPOKU BMaa
<hash> <file name>,

roe
<hash> — aTanoHHoe 3Ha4YeHne KOHTpOJ'IbHOVI CYyMMblI
<file_name> — nm4d cpaﬁna, 0514 KOTOPOro noacynMtaHa KOHTPOJibHadA cymMmma.

Onsa BblYNCIEHNS KOHTPOMbHOM CyMMbI Ans dpavina AMcTpnbyTuBa 1 aBTOMaTM4EeCKOro CpaBHEHUS C
3TanoHHbIM 3HayYeHneM, Hanpumep, Ana danna setup . exe, BbINOMHUTE KOMaHAy (yka3aB NyTu K
davinam):

stverify setup.exe hash from file
roe

hash from file — aTanoHHoe 3HayeHne KOHTPOSbHOW CyMMbI A8 anna setup . exe,
cKkonupoBaHHoe 13 ¢anna hashes (BCTaBUTb B KOMaHAHYKO CTPOKY MOXHO Mpu NOMOLLN
Ha)xaTusi NPaBOW KHOMKWU MbilK 1 Bbibopa npeanoxeHus “BetaButs”).

MpumeyaHume: yTunuta nMmeeT AONONHUTENbHBIN NapamMeTp alg, MO3BOMAOWMUA 3a4aTb anropuTm
BblYMCNEHUSA KOHTponbHOM cyMmMbl TOCT P 34.11-2012, HO ero ucnonb3oBaTb He pekomeHayeTcs. o
ymonyanuio ncnonedyetcst FOCT 34.11-94.

Bo3moXkHbIe coobujeHust 06 owubkax

Coo06LeHne 06 ownbke OnucaHue npo6nemsbl

Verification COMPLETED

YcnewHoe OKOHYaHue NpoOBEpPKN.

USAGE: stverify -mk <full_name_with_path_of_file>
or stverify <full_name_with_path_of_file> <hash>

HepoctaTto4yHoe Konmy4ecTBo napameTpoB B
KOMaHAHoOM CTpPOKe BbI3blBAET BbIBOA NMOACKA3KN B
MCNoJsib30BaHUN.
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ERROR: Unknown command line format.

TpeTbMM NapamMeTpoM BbICTyMNaeT He koY ‘-alg’

ERROR: GOST 34.11-2012 512bit implementation
don't supported now.

BbibpaH anroputm FOCT 34.11-2012 ¢ agnuHom kntoya
512 6uUT, KOTOPbIV B TEKYLLIEV BEPCUMN HE
nogaepxuBaeTcs.

ERROR: Unknown algorithm ID.

YkasaH Hepacno3HaBaeMmbln naeHTudukaTop
anroputma.

ERROR: Hash initialization fault

BHyTpeHHsIa owmbka nHnyuanusaumm cuctemsl
BbIYUCMNEHUS XeLla.

ERROR: Invalid hash value

OTcyTcTBYET MNKN NMEET HEBEPHbIM hopMaT 3HaYeHne
KOHTPOMbHOW MHGOPMaLMK ANsi NPOBEPKMU.

ERROR Open file is fault. <ganee ctpoka onncaHus
owunbku B hopmaTte onepaunoHHON CUCTEMbI>

Owunbka oTKpbITUA NpoBepsiemMoro arna.

ERROR: Read file is fault. <ganee cTpoka onucaHus
owmnbkn B hopmarte onepaunoHHON CUCTEMbI>

Owunbka yTeHNsa cogepxnmoro npoesepsemoro carna.

ERROR: Verification unsuccessfull.

lMpoBepka BbIsiBUIa HECOOTBETCTBUE NPEATIOXKEHHOTO
3HaYeHWst KOHTPOSbHOW MHpOPMaLUN U BbIYUCIIEHHOTO
3Ha4yeHuns. Bo3amMoxHO npoBepsieMblii chain
NOBpPEXAEH.

ERROR: Calculation unsuccessfull..

OwmnbKa BbIYUCIIEHUSI KOHTPONBHON MHDOpPMAaLMK

5.2 WHcTannauua agMMHUCTPATUBHOIO NakeTa

B cocTas /J,I/ICTpI/I6yTI/|Ba aAMUHUCTPATUBHOIO NakeTa, NoCcTaB/1IAeMOro B Bnae otaesibHoro I'Ipop,yKTa S-

Terra Client AdminTool (st) BxoguT:

e hashes — painn ¢ 3TaNOHHBLIMWN 3HAYEHNSIMUN KOHTPOIbHBLIX CYMM ANA Kaxgoro danna

ancTpmbyTuBa;

e setup.exe — yTunuTa 3anycka Windows Installer;

e setup.ini — HaAcCTpoeuHbI dhann, Heobxoammbln Ans setup.exe;

e sysdlls.cab — xpaHunuuie cuctemHbix DLL, HeoBxoauMbIX AN KNUMEHTa;

e version.txt — TEKCTOBbIN (harn, cogepxalumi sepcuio MNMpoaykra;

e VPN CLIENT ADMIN.msi — MSI-6as3a nHctannatopa (MSI — MicroSoft Installer);

e VPN CLIENT ADMIN.cab — XpaHunuiie dannos KnveHTa.

A,EI,MVIHI/ICTpaTOp OOJKeH YCTaHOBUTb a,CI.MI/IHI/ICTpaTVIBHbIVI nakeT Ha CBOEM KOMMbOTepe.

3a|'|yCK MHCTannAaunm npon3sogunTcA KoMaHgom setup.exe U3 adMUHUCTPATUBHOIO NakeTa, NoABNAeTCA

OKHO BM3appga C npurnaleHnem K nHctannAauunu:
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i 5-Terra Client AdminTool (st) Setup o ]

Welcome to the S-Terra Client

7 AdminTool (st) Installation

Wizard

[tiz strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then cloze any programs
wou hawve running.  Click Mest to continue the installation.

WARMIMG: Thiz program is pratected by copyright law and
international treaties.

[Inautharized repraduction or diztribution of this prograrm, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under lav.

Yerzion: 4.1.13443 st

¢ Back | M et > I Cancel

PucyHok 1

B okHe ¢ JlnueHanoHHbim CornalleHnem ycTaHoBUTE NepekroyaTens B nonoxeHue | accept the license
agreemen", kHonka Next CTaHOBUTCS AOCTYMNHOMN:

i 5-Terra Client AdminTool {st) Setup -10] x|

License Agreement

Y'ou muzt agree with the licenze agreement below to procesd.

T eECT MEQTEHPHOHHOTO ¢OMTANSHIA O [P Ak e TIOIES 0F aHE <[ 0TH ALIWEE IV KOMITIEEC OB
C-Teppa Kmterr. Bepema 4.1 nporpsogersa 240 "C-Teppa Crr3elln" sxomur B
KOMITIEKT [T0 CTAEEM [ orpanaaoro xokamekca O-T eppa Kinerr. Bepera 4.1,

SaRpEITOE ARTHoHepHO: Dbmectso «C-Teppa T3 el
124460, r. Mocesa, Zenenorpag, npoesg 4206, g6, sTaw 41
T enedoe: +7 (499 940 9041

Fawc; +7 (4907 940 9041

Smroura; information@ s-tetra. com

hittpffanane s-terra com

* | accept the license agreement
| do not accept the license agreement

Feszet < Back I MHest > I Cancel

Wize Installation Wizard®

PucyHok 2
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Bbl6epMTe nanky, B KOTOPYtO 6y/:|,eT yCTaHOBJIEH aLI,MI/IHMCTpaTI/IBHbIﬁ NakeT, HaXaB Ha KnaBuwly Browse:

i 5-Terra Client AdminTool {st) Setup -10] x|

Destination Folder
Select a folder where the application will be installed.

The “Wize |natallation ‘wizard will install the files for 5-Tera Client AdminT ool [zt] 0 the
following Folder.

T o ingtall into a different folder, click the Browse button, and select anather folder.
'ou can chooze not o install 5-Tera Client AdminT oal [zt] by clicking Cancel to exit the
Wiz Inztallation Wizard.

Drestination Faolder
’VI::'&F'rngram File=h5-Temra Client AdminT ool st Browse |

Wize Installation Wizard®

< Back | Mewt = I Cancel

PucyHok 3

[na Havana npoLecca MHCTanIaumm HaxmuTe knasuwy Next:

i'-E‘ 5-Terra Client AdminTool {st) Setup

Ready to Install the Application
Click Mest to begin inztallation.

Click. the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

Wize [nstallation Wizard®

< Back | MHext > I Cancel

PucyHok 4
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MHAI/I KaTop npouecca MHCTannAaunu:

]ﬁ %-Terra Client AdminTool (st} Setup

Updating System

The features you selected are curently being installed.

Generating script operations for action;

Publizhing product features. .

Wize Installation Wizard®

Cancel

PucyHok 5

Wunuymanumampyetcs JCY. HeobxogmMmMo HaxxmmaTb 3anpaluMBaeMble KnaBuLn.

andom Number Generation

Progress: [e==
Press kew: 1

PucyHok 6
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MHcTannaums 3aseplueHa, Haxmute KHonky Finish:

i 5-Terra Client AdminTool {st) Setup =10 x|

S-Terra Client AdminTool (st)
' has been successfully installed.

Click the Finizh buthan to exit thiz inztallation.

[Carzel |

PucyHok 7

Mpun nosiBNeHMmM ownbOoK BO BpeMsi MHCTaNNSLMM agMUHUCTPaTMBHOIO naketa obpallantech kK pasgeny
«CoobLeHns 06 owmbkax Npyu MHCTANNALUNY.

YcTaHoBNeHHbIN aAMUHUCTPATMBHbLIA NakeT COCTOUT U3 CneayroLmnx nanok u annos:

KopHeBas nanka:

make inst.exe — yTUNNTa KOMaHAHOW CTPOKU ANA CO3OAHUA MHCTaMMALMOHHOrO danna
nons3osBarens (onncaHa B pasgerne «YTunuta make_inst»);

pkg maker.exe — yTUnuTa rpadnyeckoro nHTepdenca ansa co3gaHna nokansHON NoNNTUKK,
noKanbHbIX HACTPOEK N MHCTaNNSAUMOHHOro hanna nonb3oBartens (onucaHa B pasgene «OnucaHne
GUI»);

integr mgr.exe — yTUNUTa KOMaHAHOW CTPOKM AN NPOBEPKU LENOCTHOCTU MHOPMALIMOHHOM
yacTu NMpoaykTta (onucaHa B pasgene «lpouecc NoaroToBKM NEPCOHANbHOIO MHCTaNNSALMOHHOMO
nakeTa nonb3oBaTens»);

cont mgr.exe — YTUNUTa KOMaHAHOW CTPOKK AN paboTkl C KOHTeNHepaMu (onucaHa B
«PykoBoacTBe nonb3oBatensy B pasgene «CneunanmsmpoBaHHble KOMaHObI»);

cpkey conv.exe — YTUNUTa KOMaHOHOW CTPOKW NS KOHBEPTUPOBAaHNA KOHTEeNHepa dopmara
CK3W «KpunTtollpo» B koHTenHep dopmaTa kpuntorpadumyeckon 6ubnumotekm komnaHum «C-Teppa
Cu3cllu» (onucaHa B «PykoBoacTBe nonb3oBaTensa» B pasgene «CneunannsvpoBaHHbie
KOMaHgbI»);

version.txt — TeKCTOBbIN hann c Bepcuen MNpoaykra;
pkg maker.chm— dann, cogepxalmmn Help;

BcnoMorartenbHble hannbl (d11, ini) Ans obecneyeHus paboTbl yTUnuT.

Manka Agent coaepXuT OCHOBHbIE (halnbl MHCTannsaTopa.

Manka SFX coOoepXuT crnyxebHble gaitnbl, Heobxoaumble ans c6opku SFX-apxuea.

Hanee nepengute K pasgeny «ATpubyTbl ayTeHTUdUKALUNY.
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6. ATpMOYTLI ayTeHTUdMKaLmm

Ons ayTeHTudrKaumm B3aMMo4enCcTBYIOLNX CTOPOH npoTokony IKE Takke Heobxoamma HekoTopas
ayTeHTudukaLmoHHasa nHdopmaums. Takon ayTeHTUPMKALNOHHOW MHopMaLnen MoxeT bbiTh:

e npegonpeneneHHbIn (pasgensemoln) kntod (Preshared Key),

e cepTuUdMKaT OTKPbITOro Kntova ctaHgapta X.509.

6.1 [pegonpeaeneHHbIN KNy

lpedonpedeneHHbIl K1Y — NPOUN3BOSIbHAs NOCneaoBaTeNbHOCTL BaNToB, KOTOpasi MOXET OblTb
3anucaHa B ¢hann. Cambln NpocTor cnocob co3aate NnpeaonpeaeneHHbIN KoYy — 3anucaTb B dann
noByo NPOM3BOSIbHYO NOCNef0BaTENBHOCTL CUMBOJSIOB.

6.2 Ceptudukat OTKPbLITOro Knroya

Mpu nogrotoBke cepmugbuKkamoe BO3MOXHbl HECKOSBbKO CLieHapueB, onucaHHbIX Huxe. bonee
noapobHoe onuncaHue npueedeHo B «lMpunoxeHun Ay, B pasgene «[onyyeHune cepTudmkaTa
nonb3oBaTensy.

6.2.1 Pexum 3awmntbl KC1

MepBbI cueHapui

Bce nencteusa no co3gaHuio KNOYEBoON napbl, POPMUPOBaHUIO 3anpoca 1 co3gaHunio cepTudmkara
nonb3oBaTens BbINOMNHATCA agMuHuctpatopomM CA. Ipn 3TOM KOHTENHEP C CEKPETHBIM KITHOUYOM
3anMcbiBaeTCs Ha BHELHWI KIMOYEeBOW HocuTens. AgMUHUCTpaTop 6e3onacHocTy nony4vaeT oT
agmuHuctpaTtopa CA kopHeBow cepTudumkat Ygoctosepsiowlero LieHtpa (Trusted CA Certificate) n
cepTudmkaTt nonb3oBaTend, UMNOPTUPOBaHHbLIE B (paisbl, a TakKe KOHTEMHEP C CEKPETHbLIM KMHYOM Ha
BHELLUHeM HocuTerne.

BTopo#u cueHapumn

Bce nencteunsa no cosgaHuio KnoyYeBon napbl 1 hOpMUPOBaHUIO 3anpoca Ha cepTudmkaT nonb3oBarerns
NpOM3BOAATCHA HA KOMNbIOTEPE NoNb3oBaTens (Ha KOTOPOM B AanbHenwem 6yaeT yctaHoBneH MpoaykT
S-Terra Client) nu6o agmunHucTpaTopom 6e3onacHocTy, NMbo nonb3oBartenem. MNMpu 3ToOM KOHTENHEp C
CeKpeTHbIM KMYoM pasMellaeTcsa Ha KoMNbloTepe nons3oBartensd. 3anpoc otnpasnsetcd B YL, oTkyaa
OyayT nony4denbl CA cepTudukaT n ceptudmkat nonb3oBaTensi.

6.2.2 Pexum 3awmntbl KC2

Ona pexnma 3awmutsl KC2 MK ot HC[L co3gaHme Kno4eBor napbl U 3anpoca Ha cepTudomnkaTt
nonb3oBaTens JOJPKHbI BbINOMHATLCS HA KOMMbloTepe ¢ ycTaHoBneHHbiM CCO3 («Cobonb» unm
«AkkopA») (3To MOXeT ObITb NMMBO KOMMbIOTEP NONb3oBaTens, NMMbo agmmMHucTpaTopa). B atom cniyyae
npuv co3gaHum KnoyYeBon napbl OyaeT ucnonb3oBaTbes He bruonornyecknn CYH, a annapaTHbIn.
KoHTerHep ¢ CEKPETHBIM KIOYOM AOSMKEH pasMeLLaTbCs Ha BHELLIHEM KITHOYEBOM HOCUTENE, Hanpumep,
eToken.

OcobeHHOCTHM reHepaLnn Knto4veBor napbl ans pexuma sawmtbl KC2, ecnu ansa CCO3 He
noagepxmaeTcs yHKunoHansHocTe JCYH onucaHbl B COOTBETCTBYOLWEM pa3sgerne B «[punoxeHun Ax.
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6.2.3 Pabota c eToken

Mpu nHmumanusauum eToken He yctaHaBnmBanTe gnaxok «py nepBom Bxode HE06X0OMMO U3MEHUTb

naponb» (PucyHok 8).

-

|

1 -

2 MHuumranusuposate eToken P
MapaMeTpbl HHHLWaNKSawwn eToken
MmA eToken: | eToken
1
MaKoMManeHoe YHCNo oWKOoK NpM
| Mapont NONEZ0BETENA: | *eesssssss n 15 =
BXOfE!
MoOATEEMHOEHHE: | sesssssess
Maponb aAMWHWCTPETOPE:
P = paTop MaKOMMaNEHOE YMCNo oWMOoK npiM s
MoaTeepHAEHHE: R
MpMMEYEHIME: ANA pazbnoKMpoBKK YCTPORCTES BEEAMTE Nap0oNe 3AMWHWCTDETOPA.
LononHATENEHEIE HECTDOMKK
"
MpK NEpEoM BX0AE HEODX0OMMO MIMEHWTE Naporns
JononHuTensHo
TeKYILMA A3kIk: RU
e —
SanyoK 2aKpEITE

PucyHok 8

6.2.4 PacwupeHusa ceptudmnkara

NmetoTca HekoTopble o2paHuYeHuUs Npu paboTe ¢ paclumpeHusmmn ceptudmkata (Extensions), kotopble
nomeyeHbl Kak KpuTudHble. B Tabnuvua 1 npuBedeH CrMcoK pacluMpeHunii cepTudmkaTa, kKoTopble 6yayT

pacno3HaBaTbcs U o6pabaTtbiBaTbes [MpoaykToM, eCnv Y HUX YCTAHOBIEH NpU3HaK kpuTuiyHocTn TRUE.
Ecnu B cepTudukaTe NpUCyTCTBYIOT ApYrMe pacllMpeHnsl, UMetoLLIMe NpusHak KpuntuiHoct TRUE v He
ykasaHHble B Tabnuue, Takon cepTudmkat He ucnonb3yetcs. Ecnu e paclumpeHvne oTcyTCTByeT B

Tabnuue, HO ABNSETCA HEKPUTUYHBIM, TO OHO UTHOPUPYETCS, a cepTudmKaT UCNONb3yeTcs ANs

ayTeHTUmnKauum.
Tabnuua 1
Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key ldentifier 2.5.29.35
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OnucaHusa 3HayeHnn 1 nonHbIn cnucok Certificate Extensions MoxxHO nocmoTpeTb B AokymeHTe RFC 5280
(http://tools.ietf.org/html/rfc5280#section-4.2).

MoxHO n3meHuTb peakuuio MNpoaykTa Ha oTAeNbHbIE pacluMpeHns cepTudmkaTa, NoMeveHHbIe Kak
KPUTUYHbIE U OTCYTCTBYIOLLME B BbllLENpUBEAEHHON Tabnuvue. ADMUHUCTPATOP MOXET HAaCTPOUTb CMNCOK
paclmpeHuni ceptudmkaTa, KoTopbin 6yayT nrHopupoatbes [poayKToOM, Kak ecnu 6bl 3TU paclumpeHus
ABNANNCL HEKPUTUYHBIMU. DTN paclLMpeHnsa Hago onucatb B panne x509%opts. ini, KOTOPbIV
pacnonoXxeH B KOPHEBOW Narnke yCTaHOBIEHHOrO aAMUHUCTPATUBHOIO nNakeTa. Paclmpenus
onucbiBalTCA B CEKUMN IgnoringUnsupportedCriticalExtentions.

WNrHopupyemoe Critical Extention 3agaeTcs B popmaTte <KEY>=<QID>, rae:

<KEY> — UM$ paclumpeHus, coctosilee u3 6yks 1 umdp n He cogepallee pasgenvrenen,
AOOJTKHO ObITb YHUKalbHbIM B Nepeaax cekuynu;

<OID> — OID urHopmpyemoro pacliMpeHusi, COCTOSILLNIA N3 OECATUYHBIX YMCEN, pasdeneHHbIX
Toykamu. PacnosHaBaHue paclumpeHusi npovcxogut no OID.

Mpumep darna x509opts.ini:

[IgnoringUnsupportedCriticalExtentions]

11

! Key name is any Alpha-Numerical well-known name of OID
! Key names of different OIDs cannot match

1

subjectDirectoryAttributes=2.5.29.9
CertificatePolicies=2.5.29.32
QcStatements=1.3.6.1.5.5.7.1.3

HcRole=1.0.21091.2.0.5

MpumeyaHue 1: cnegyeTt NOAYEPKHYTb, YTO TakMM 06pPa3oM Henb3sA NPOUrHOPUPOBATL pacno3HaBaeMble
MpoayktoM Critical ExtentionS, Hanpumep BasicConstraints

MNpumeyaHume 2: cekunst IgnoringUnsupportedCriticalExtentions, Aaxe nycrasi, 06a3aTensHo
OOIMKHa nNpucyTcTBOBaTh B dhanne x509opts.ini.
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7. Tpadmyeckun nutepcenc (GUI)

7.1  CueHapuy noaroTOBKW UHCTaNNALMUOHHOrO NakeTa ¢
nomouybio GUI

YTunuta pkg maker.exe NpeAocTaBnseT agMuHMCTpaTopy 6e3onacHocT yao6HbIN rpaduyeckuii
WHTepdeic Ans co3aaHus nokanbHOM NoNUTUKK 6e30nacHOCTU AN NONb30BaTeNs, NIOKanbHbIX HACTPOEK
Mpoaykta S-Terra Client n cozgaHna nHcTannsauMoHHoro darna npogykrta S-Terra Client gns
nonb3oBaTtens.

Mpwn ncnonb3oBaHun npedonpedesieHHO20 KiTo4Ya ANs ayTeHTudukaummn ctopoH GUI npegoctasnset
BO3MOXXHOCTb CUMTaTb CO3AaHHbIN KoY nnmbo 13 darna, nbo BBECTH ero ¢ KnaeuaTypbl, 3agatb
nokKanbHyro NOnMTUKY 6e3onacHOCT ANs AaHHOro Nonb3oBaTens, NepcoHarnbHble HAaCTPOWKN U co3aaTb
uHcTannauuoHHbI ann S-Terra Client, koTopbii u 6yaeT nepegaH nonb3osatento. [lanee nepevgnTe B
pasgen «AyteHTudurkaumnsa ¢ ucnonb3oaHnem Preshared Key».

Mpun ncnonb3oBaHUN cepmughukamoe OomKpPbLIMO20 KJIrYa ANs ayTeHTUdMKaLMM CTOPOH BO3MOXHbI
ABa cLieHapus NoAroTOBKU MHCTaNNALMOHHOIO NakeTa, KOTopble OTNINYAOTCA TEM UMEET Nn
aAMWHUCTPATOpP Ha cBOeM paboyem MecTe JOCTYN K KOHTEMHEPY C CEKPETHBIM KIMOYOM cepTudukaTta
nonb3oBaTtensi. KOHTENHep ¢ CEKPETHBIM KITFOYOM AOITKEH OblTb YPOBHSA KOMMNbIOTEPA.

MepBbIN cueHapui

War 1: AgmunHuctpatop 6e3onacHocT nony4vaet oT agmuHuctpaTopa CA KopHeBon cepTtudmkat
YpocToBepsitowlero LleHtpa (Trusted CA Certificate) n ceptudmkat none3oBaTtens,
UMNOPTUPOBaHHbIE B (Dalnbl, N TaKKe KOHTEMHEP Ha BHELUHEM HOCUTENe.

[MoaTomMy B 4aHHOM CLEeHapmn BO3MOXHO Ha KOMMNbIOTEPE agMUHUCTPaTopa NPOBECTH
NpoBepKy COOTBETCTBUSA cepTudmkata nonb3oBaTens u CEKPETHOrO KIoYva B
KOHTEeNHepe Mnpu co3daHnUmM MHCTanNsaLMoHHOro danna.

War 2: ApmuHucTpaTop 6e3onacHocTu Ha cBoeM paboyem mecTe ¢ nomoubto GUI 3agaeTt nokanbHyto
nonuTnky 6e3onacHoOCTX ANsi AaHHOro NoMb30BaTenNs, NyTb K lokansHoMy n CA ceptudumkary,
UMS KOHTEMHEpPA C CEKPETHbLIM KIMOYOM — rae oH ByaeT pa3meLLeH Ha KoMMboTepe
nosib3oBaTens, fiokanbHble HACTPOMKK, CO34aeT MHCTaNNALNOHHbIN chann S-Terra Client.

War 3: AgmuHucTpaTop 6e3onacHOCTU NepedaeT Nofb30BaTeNto NOArOTOBEHHbIA MHCTANMSALMOHHbIN
nakeT, COCTOSILLMIA U3:

e UHCTannaumnoHHoro danna S-Terra Client;

® KOHTENHepa C CEKPETHbIM KIMOYOM Ha BHELUHEM KIOYEBOM HOCUTENE;

e yTUNUTbI integr mgr;

e (paina c KOHTPOSbHON CYMMON MHCTaNNAUnoHHoro ganna S-Terra Client.

KoHTenHep u pann ¢ KOHTPOMbHOW CYMMOW AOMKHbI ObiTb NepefaHbl NoNb3oBaTenNto No
3acnyxuBaroLLeMy JoBepust kKaHany cBasn. MHctannsumoHHbin cbann S-Terra Client cogepxut
6a30BbIfi MHCTANMSALMOHHbBIV dann, NokanbHy NoNMTUKY 6e3onacHocTu, ceptudumkat
nonb3oBartens n CA ceptudukar, nepcoHarnbHble HAaCTPOMKM.

Ecnu aaMUHNCTPAaTOop noaroToBu Nnonb30BaTENbCKNIN TOKEH, TO NOMb30BaATENHO nepegaeTcs
NoArOTOBIEHHbIN MHCTANMAUMOHHBIA NaKeT, COCTOSALNN U3:

e UHCTanNaunoHHoro danna S-Terra Client;

® 0Mb30BaTENbCKOro TOKEHA, C 3anMcaHHbIM Ha HeM CA cepTudurkaToM, oKanbHbIM
CepTUPUKaTOM, KOHTEMHEPOM C CEKPETHbLIM KIHOYOM U FIOKarbHOW MOAUTUKON
©e3onacHocTy;

e YTUNUTbl integr mgr ANSA BblYUCNEHNS KOHTpOﬂbHOVI CyMMbI

e (paina c KOHTPOSIbHOM CYMMOWN MHCTanmnsAunoHHoro dganna S-Terra Client.
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Monb3oBaTeNbCKUIM TOKEH U hain ¢ KOHTPONBbHOM CYMMOW OOIMKHbI ObITh NepeaaHsbl
nonb3oBaTernto Mo 3acnyxuearoLemMy AoOBEepUs KaHany CBA3U.

BTopo#u cueHapun

LWar 1: Ha komnbloTepe Nonb30BaTens co3AaeTcs KYeBasi napa u 3anpoc Ha cepTudukaT
nonb3oBartens, KOTopbI OTCbiNlaeTca B YaocTtoBepstowmi LieHTp. KoHTeHep ¢ CeKpeTHbIM
KMOYOM pa3melLiaeTcs Ha KoMnbioTepe nonb3oBaTtens. AoMmHucTpatop 6e3onacHocTu
nony4daet KopHeBown ceptudukat YaoctoBepsiouwlero LieHTpa (Trusted CA Certificate) n
cepTndukaT nonb3oBaTensi, UMNOPTUPOBaHHbIE B hannbl.

B pesynbrate agmuHucTpaTop 6€3onacHOCT Ha cBoeM paboyem mecTe He umeeT

OOCTyna K KOHTENHepy, NO3TOMY B A@HHOM CLieHapuy1 HEBO3MOXHO Ha KOMMbIOTEPE
agMUHMCTpaTopa NPOBECTM NPOBEPKY COOTBETCTBUSA cepTudmkaTa Nnonb3oBaTens 1
CEKPETHOrO KItoya B KOHTEHepe npu co3gaHnn MHCTannsaumoHHoro gana.

War 2: AgmuHucTpaTop 6e3o0nacHOCTU Ha CBOEM paboyem MecTe ¢ nomollbio GUI 3agaeT nokanbHyro
nonutky 6e3onacHoOCTX ANsi AaHHOro NoMb3oBaTens, NyTb k nokansHoMy n CA ceptudumkary,
UMS KOHTENHEPA Ha KOMMNbIOTEPE NOMNb30BaTenNs, NoKarnbHble HACTPOMKN, N co3aaeT
NHCTannAUunoHHbIW dhann S-Terra Client.

War 3: A,D,MVIHI/ICTpaTOp 6GesonacHocTu nepenaet noJjib3oBaTersito NOAroTOBMEHHbIA MHCTANNASUNOHHBIN
nakeT, COCTOSILLMN U3:

e MHCTannaunoHHoro danna S-Terra Client;
e YTUNUTHI integr mgr ANSA BbIMUCAEHUS KOHTPONBHON CYyMMBbI;
e (paina c KOHTPOJIbHON CYMMOWN MHCTannsiuMoHHoro danna S-Terra Client.

dain ¢ KOHTPOIbHOM CYMMOW A0IMKeH OblTb NepefaH Nonb30BaTENo MO 3aCyKMBaOLLEMY
[oBepus KaHany cBs3u. MIHcTannsaunoHHbii dann S-Terra Client coaepxut 6a3oBbii
WMHCTaNMSAUNOHHBINA dain, fokanbHyo nonutuky 6esonacHocTn, CA ceptudukat, nokanbHbI
cepTuduKaT, CCbINIKy MECTOMOMOXEHNSI KOHTEMHEPA Ha KOMMbIOTEPE MOMb30BaTENS U
nepcoHanbHbIe HACTPOMKN.

Tpu pexunma GUI
MoaroToBUTL MHCTANMALMOHHBINA NAaKeT MOXHO B ogHOM 13 3 pexmmoB GUI:
e ocHoBHou pexum (FTOCT) (onucaH B pasgene "GUI. OcHoBHOM pexum");

® peXum nonb3oBaTeNbCKOro TokeHa (onucaH B pasgene "GUI. Pexnm nonb3oBaTenbckoro TokeHa").
B aTom pexmme anga ayteHTMdUKaLMM CTOPOH UCMOSb3YHTCSA TONbKO cepTudmkaThl;

® pPEXUM MEeXAYyHapOAHbIX anropntmoB (onmcaH B pasgene "GUI. Pexunm mexayHapoaHbIX
anroputmoB").

B ocHoeHOM pexxume npu co3gaHumn MHCTannAaunoHHoro naketa S-Terra Client ucnone3ytotcs
anroputmbl FTOCT npu wndgpoBaHnn, NPOBEPKM LIENTOCTHOCTU NakeToB, popMMpoBaHmMm 1 nposepku SLIM.

B pexxume mexOyHapoOHbIX asl20pummoe Npy co3gaHuy MHCTanmnsuMoHHoro naketa S-Terra Client
MCMONb3YHTCA MeXAyHapoaHble anropuTMbl LUMGPOBAHNSA, NPOBEPKN LeNOCTHOCTM nakeTos 1 SLIM.

B pexxume nosib3oeamesibCKO20 MOKeHa CO34aeTCs YHUBEPCalbHbIA MHCTaNNSALMOHHLIA dann S-Terra
Client, koTopbIt MOXET paboTaTb C NOfb30BaTENbLCKMM TOKEHOM Mo6oro nonb3osaTens. B aTom pexume
TakkKe co3fgaeTcs Nonb3oBaTeNbCKMIA TOKEH AN AaHHOro nonb3oBatens. MNpogykt S-Terra Client,
CO3[aHHbIN B 3TOM pexunme, 6yaeTt paboTaTb TOMbKO MPU HANUYMM NOSKITFOYEHHOTO NOSNb30BATENbCKOro
TOKeHa.

Mpu Hanuumm y agMuHncTpaTopa ceptudukaTtos, Boibepute pexum GUI n nepengute K cosgaHuio
nonuTukM 6esonacHocTn ¢ ncnonb3osaHmem GUI.

S-Terra Client Copyright © S-Terra CSP 2003 - 2016 20



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

7.2 Onucanue GUI

Mpu 3anycke ytunutel pkg_maker.exe (Illycx - Iporpamve — S-Terra Client AdminTool st
- Package Maker) OTKpblBaeTCsl OKHO rnmaBHon chopmbl GUI (PucyHok 9).

MaBHas cpopma npeacraBndeT cobow ananoroBoe OKHO CO BKNagkamu.

ES—Terra Client AdminTool {st} - <Mo name > o ]
File Build Help

Buth | Firewall Rules I IPsec Rulesl IKE I IPsec I LSP I Settings I Licensel

Set authentication method parameters

¥ Use certificate " Use preshared key

A4 cerkificate: I

N

IUser certificate: I

User container name: I passwnrd:l
User identity type: IDistinguishedName j walue! I

™ check consistency now ™| Use container From admin computer
Container name: I J passwu:ur-:l:l

* Don't copy container € Copy container € Import container From File

Source containetr name: I passwnrd:l

Make package. .. | Exik

PucyHok 9

MaBHyto hopMy MOXKHO NepeknioyaTb B 3 pasHbIX pexuma paboTbi:

OcHosHow pexum (FTOCT).
Pexum nonb3oBaTenbCckoro TokeHa (MeH Build -Token pattern).

Pexum MeXayHapoAHbIX anroputMoB (MeH Build - International pattern).

Bknagkv rmaeBHon popMbl NpegHa3HaYeHsbl:

Auth — anga 3agaHnsa cnocoba ayTeHTUdUKaLum CTOPOH.

Firewall Rules — ons 3agaHus npaBunn MapkMpoBaHus U dunbTpaunn Tpaduka.
IPsec Rules — gns 3agaHus npasun 3awWwuTbl Tpaduka.

IKE — ons 3agaHusa napameTtpos IKE coeanHeHun.

IPsec — anga 3agaHusa napameTpoB IPsec coeanHeHunn.

LSP — ans npocmoTpa, peAakTupoBaHus fiokansHon nonutnku 6esonacHoctu (LSP) n 3agaHus
OONOSTHUTENBbHBLIX HACTPOEK.

Settings — Ang 3agaHvsa NokarnbHbIX HACTPOEK M MOMUTUKM MO YMOMYaHWIO.

License —ansa 3agaHus napameTpoB JIMLEH3UN Ha NPOAYKT.
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Kpome Toro, rmasHasa popma cogepxmt MeHto n ase dhyHKUMOHaNbHbIE KHOMKMN.
MeHto coaepxuT Tpu pasgena:
o Paspgen File umeet cnegyowme npeanoxeHus:

o New Project — oTKpblBaeT HOBbI NPOEKT. [1poeKkT — aTo hain B TEKCTOBOM hopmate ¢
pacwmpeHuem dsc, B KOTOpoM ByaeT 3anucaHa LSP ¢ napameTpamu, 3afaHHbIMU BO
BKMaaKax, U fnokanbHbIMW HacTpoOnKamu.

e Open Project... — OTKpbIBAET CyLLECTBYOLWMI (paHee co3gaHHbIn) npoekT. [Ang paboTtsl ¢
NPOEKTOM, CO34aHHbIM C MOMOLLLIO NpeabiayLien sepcun AdminTool, Bocnonb3yntecb
nyHkToM MeHto Import Old Project.

e Import Old Project — oTKpbIBaeT CyLLECTBYHOLWMI (paHee CO3AaHHbIN) NPOEKT, CO3AaHHbIN C
nomowbio AdminTool npegbiayLuen sepcun. Bo Bpems YTeHnst NpoekTa, Co34aHHOoro ¢
NnomMoLLbi0 Bepcumn 3.1, 3a4nThIBaOTCH NapTHEPCKME cepTMdUKaThbl, COXpaHEHHbIE OTAEMNBHO
OT npoekTa. Ecnn no kakon-nmbo npnymHe He yaaeTcs NpounTaTb KakOM-TO U3 HUX, TO
BblgaeTcs npeaynpexaeHune: «Can’t read some of partner certificates: <nepeuncnexuve
cepTndukaToB 1 owmnbok> Do you wish to continue?». [Npn oTpuuatensHom oTBeTe 3arpyska
npepbIBaeTCs, NpU NOMOXUTENBHOM — 3arpy3ka NPOAOIHKaeTCs, N B CNUCKE NapTHEPCKUX
cepTndukaToB OTOBpaXKatoTCH TONbKO Te, KOTopble yAanock NnpoynTaTb.

e Save Project — coxpaHsieT Tekylllee coCTosiHMe npoekTa. MNMpu NonbiTKe COXpaHeHUs
N3MEHEHWI B MPOEKTe, CO3AaHHOM B Npeabiaywmx sepcusix AdminTool, 6ygeT BbigaHo
npegynpexaeHue: «Project file will be saved in new format thus backward compatibility with
older versions of tool may be broken. Do you wish to continue?» Npu oTpyuaTtensHOM oTBETE
npouecc CoOXpaHeHns n3aMeHeHun byget npepsaH.

e Save Project As... — coxpaHsieT TeKyLlee COCTOSHNE NPOoeKTa B yKa3aHHbIN hann.

e Advanced Project Settings — BbI3bIBaeT OKHO ANs 3aaHus JONONHUTENbHbIX HACTPOEK
npoekTa. B naHHOM Bepcumn MOXHO ykasaTb cepTudukatsl naptHepos, CRL npu metoae
ayTEHTUdMKALMN CTOPOH C UCMOSIb30BaHNEM CEPTUMKATOB.

e EXit — Bbixog ns GUI.
e Paspgen Build nmeet npeanoxeHus:

¢ Make package... — 3anyckaeT npouecc co3gaHus MHcTannsaumMoHHoro canna MNpogykra S-
Terra Client (aHanornyHo kHornke Make package...).

e Make token... — 3anyckaeT npoLecc co3AaHns Nonb3oBaTeNbCKOro TOKEHa C 3anuchio Ha
Hero CA cepTudukaTa, nokansHoro ceptndukara n LSP.

e Token pattern — nepeknioyaeT rmnasHy0 POPMY B PEXUM MOMb30BATENLCKOrO TOKEHA.

e International pattern — nepeknoyaeT rnaBHyt0 HOPMY B PEXMUM MEXAYHAPOAHbIX
anropuTMoB.

o Pasgen Help nmeet Tpn npeanoxeHus:
e Contents — BbI3biBaeT 0kKHO Help-cuctembl ¢ akTMBHOM BkNagkon CodepxkaHue.
e Index — BbI3bIBaET OKHO Help-cnctemMbl C akTUBHOW BKNaAKOW Ykasamerib.

e About... — OTKpbIBAeT OKHO C Ha3BaHueMm poaykTa, Bepcun, Homepa cbopku, KonupaiTa u
NOroTMUMNoOM KOMMaHuu.

d)yH KUMOHarnbHbIE KHOMKWN:

o Make package — kHomMka ans 3anycka npoLecca co3gaHusa MHcTannsunoHHoro ganna MNMpoaykra S-
Terra Client.

e EXit — Bbixog 13 GUI.

dopmat 3anonHAeMbIX nonen

Bce nonga rpadudeckoro uHTepdenca, B KOTOpble BBOAMTCA UMS Nanku u parina, Moryt cogepxatb
napHble KaBbl4kW, NpoOerbl B Ha4Yarne v B KOHLLE CTPOKW. Bce aTu cumBOIbI UTHOPUPYOTCS.

[na Bcex gpyrux nonen nobon BBEAEHHBIV CUMBOS ABMASETCA 3HAYMMbIM.
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7.3  GUL OcHoBHou pexum (FTOCT)

7.31 Bknaagka Authentication

Bknagka Auth npegHasHaveHa onsa 3agaHusa metoda ayTeHTudukaumm 1 BBoga NaeHTUOUKaLNOHHbIX
AaHHbIX nonb3oBaTens. MNogaepXxmBatoTca ABa MeToda ayTeHTUMMKaALUKN: C UCMOSNTb30BaHNEM
cepTudmkarta ctangapta X.509 unm npegonpeneneHHoro Knroya.

7.3.1.1 AyTteHTM(MKaLuma ¢ ucnonb3oBaHueMm cepTudmnkaToB. 3agaHue
KOPHEBOro M NoKanbHOro ceptTugmkaTos

Mpu ayTeHTUdMKaL MM CTOPOH C UCMONb30BaHMEM CEPTUUKATOB NOCTaBbTE NepeknoyaTens B
nonoxeHue Use certificate:

ES—Terra Client AdminTool {st) - <No name:- B ] |

File Build Help

Auth | Fireveall Rulesl IPsec Rules I IKE I IPsec I L5P I Settings I License I

Set authentication method parameters

¥ Ise certificate " Use preshared key

A certificake: I DC=gaskand, DC=RootChA, CH=5ubCh CP36 |

Lser certificate: I C=ru,0=5-Terra, CN=user1 |

Liser conkainer name: I ralcontainersiContMamel, cnk passwnrd:l bk

User identity bype: IDistinguishedName j value: I C=ru,0=5-Terra, CN=use
W Check consistency now ¥ Use cortainer from admin computer

Corkainer name: I file: fiCantMame1 | passwnrd:l etk
¥ Don't copy container ¢ Copy container ¢ Impork container from file

Source conkainer narme: I passwu:uru:l:l

Make package... | Exit
PucyHok 10

MpKn 3TOM CTAHOBATCA AOCTYMHLIMMW ANS 3aM0fNHEHWs creaytoLime nons (KHomka ¢ TpeMs To4KaMu B KOHLe
nona [...] (Open) o3HayaeT, YTO 3NEMEHT 3TOro Nons AoskeH ObiTb AOCTYNEH (pasmelleH) Ha
KOMMNbOTEPE agMUHUCTpaTopa):

o CA certificate — 3gecb oTpaxaeTtcsa none Subject kopHeBoOro ceptudurkara Ya4oCToBEpSOLLErO
LleHtpa (Trusted CA Certificate). [1na aToro pasmectuTe Ha KOMNbOTEPE agMUHUCTpaTopa dawn ¢
Trusted CA cepTndUKaTOM M B KOHLIE MO HAXXMUTE KHOMKY [ . .. ], B OTKPbIBLUEMCS OKHe
BblOepuTe aaHHbIn gann ¢ CA ceptudmkatom. Obs3aTenbHbI napameTp.
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e User certificate — 3gecb oTpaxaetcsa none Subject nokanbHoro ceptudukara nonb3osatens. [ns
3TOro pasMecTuTe Ha KOMMbOTEPe agMUHUCTpaTopa hann ¢ cepTndmkaTtom nonb3oBaTens n B
KOHLE MO HAXXMMWTE KHOMKY [ . . . ], B OTKPbIBLUEMCS OKHE BblOepuTe gaHHbIN chann ¢
ceptndukatom. Oba3aTenbHbIM NapamMeTp.

e User container name — yHuMKanbHOe UMsi KOHTEHepa, pa3MeLLEHHOMo Ha KOMMNbIOTEPE
nonb3oBaTtens, Ha KoTopbln 6yaeTt yctaHoBneH MNpoaykT S-Terra Client. KoHTenHep
coaepxut kntoyeByto napy. Obsa3atenbHbI napameTp. KoHTenHepbl ¢ CeKpeTHbIMU Ktoyamu
OOIMKHbI OblTb YPOBHS KOMMbIOTEPA. MS KOHTENHepa AOMKHO ObiTh Yka3aHo B cnegyouiem
dopmare:
system: : <KJIOUEBOM HOCUTEJIL>://UMA KOHTeMHepa

system — knoyYeBoe CnoBo, onpegenstoLwee AOCTYNHOCTb KOHTEHepa (System — KOHTENHep
0OCTyneH BCeM I'IOJ'IbSOBaTeJ'IﬂM), MOXHO HE YyKa3blBaTb,

KNtOYEeBOW HOCUTENb MOXET NPUHUMAaTb 3HAYEHUS:
o file — kOHTeNHep OygeT co3gaH Ha NnokanbHOWM haknoBon cuctTeme,

e etoken — kOHTeViHep OygeT co3AaH Ha BHELWHeM HocuTerne, NOAKMI0YEHHOM Mo
nHtepdency PKCS#11,

o file_pl5 — koHTenHep ByaeTt co3gaH Ha nokanbHOM dannoBor cucteme (dpopmar
KOHTelriHepa PKCS#15),

e etoken_pl5 — koHTeriHep ByaeT co3faH Ha BHELLUHEM HOcUTEre, MOAKITHOYEHHOM MO
nHtepdency PKCS#11 (dbopmat KoHTenHepa PKCS#15).

HorxkeH ObITb YKa3aH TOT KIH04eBOW HOCUTESb, Ha KOTOpOM 6y/:|.eT pacnosioXeH KOHTeVIHeQ
Ha KOMNbKTEpE Nnonb3oBarend.

o User container password — naponb K kKoHTenHepy. Mpn ncnonb3osaHun eToken B 3Tom none
HY>XHO yka3aTb PIN-koa K TokeHy

o User identity type — Tmn ngeHTMduKauMoHHon nicopmanmm, nepecoinaeMon napTHepPY Npu
C034aHuK 3almLLeHHoro coeauHeHusa. ObasartensbHbIn napameTp. [one cogepXuT BeinagaroLwuin
CMUCOK CO CMeayLWUMN 3HAYEHUSIMU:

¢ Distinguished Name — B kauecTBe ngeHtTudukatopa napTHepy OyaeT BbiCbINaTbCs 3HAYEHNe
Subject n3 ceptucukata nonb3oBaTens, nokasosiBaemoe B none User identity value, ecnn
OHO Tam 3agaHo. 3Ha4yeHMe No yMOMYaHuio.

e Email — B kKauecTBe ngeHTudmrkatopa naptHepy 6ygeT BbicbinaTbCs 3Ha4YeHme nonsa E-mail
pacwmpeHus cepTudmkaTa nonb3oBarens, nokaseiBaemoe B none User identity value, ecnu
OHO TaM 3ajaHo.

o FQDN — B KayecTBe ngeHTudukaTopa napTHepy 6yaeT BbiCbiNaTbCs 3HAYEHNE JOMEHHOIO
MMEeHU XocTa, cunTbiBaemoe u3 nons DNS paclmpenus cepTudgumkaTa u nokasbiBaeMoe B
none User identity value, ecnn oHO Tam 3aaaHo.

¢ IPV4Addr — B kayecTBe naeHTMdmKaTopa NnapTHepy OyaeT BeicbinaTbCcs nepBbin IP-agpec,
yKa3aHHbIV B paclumpeHnn ceptudmkara, n nokasbiBaembli B none User identity value,
ecnv OH Tam 3ajaH.

e Local IP address — B kauecTBe ngeHTMdukaTopa napTHepy OyaeT BbiChlaTbCs
aencrteuTenbHbii IP-agpec xocTa, Ha koTopom ByaeT yctaHoBneH S-Terra Client.

e User identity value — ngeHTudukaumoHHas nHdopmMaums, nepecoinaemas napTHepy. MNone
OOCTYMHO TOSbKO 4SS YTEHUS U 3anoSTHAeTCa aBTOMaTUYEeCK/, COOTBETCTBYHOLLUM TUMY
noeHTnmrkaTopa 3HayeHneMm, CHUTbLIBAaEMbIM 13 cepTudmkaTa nonb3oBaTens. 3anonHeHne
NPOUCXOAUT B MOMEHT BblOOpa TMna naeHTndukaTopa unm naMeHeHnst umenu davina c
cepTndukaTom nonb3oBartens. NapameTp obs3aTenbHbINA.

e Check consistency now — ycTaHoBKa 3TOro cpnaxka o3Ha4aeT, YTO NMpu Co34aHuu
MHCTanmnsunoHHoro davna bygeTt nposBedeHa NpoBepka COOTBETCTBUS cepTudmkara
nosfib3oBaTeNsa U CEKPETHOrO KroYya B KOHTenHepe. [Ans 9Toro BHELHUIA HOCUTESTb C KOHTEMHEPOM
HaZo NOAKMYNTL K KOMMbIOTEPY agMuHMcTpaTopa. Mimsi KoHTenHepa yka3biBaeTcs B none
Container name, a napons K Hemy — B none Container password. Nocne yctaHoBKM doriaxka
cTaHoBATCH AocTynHbiMu: Container name, Container password, Use container from admin
computer.
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e Use container from admin computer — yctaHOBKa 3TOro prnaxka 03Ha4yaeT, YTO KOHTEeWHep ¢
KOoMMbloTepa agMuHUcTpaTopa byaeT pasMmeLleH B UHCTaNNAUNOHHbIN dann. MNpu nHectannaumm S-
Terra Client koHTelHep 6yaeT ckonnpoBaH B KOHTENHEpP ¢ MMeHeM User container name.
PekomeHayeTcs He ycTaHaBnNMBaTh 3TOT (PIaXKoK, ECri KaHan AOCTaBkU MHCTaNMNSALMOHHOIO
danna He 3alUnLLEH.

Vcnonb3oBaHne KOHTENHEpPa C MalUVHbl agMUHUCTPaTopa M KONMMpoBaHWE/MMMNOPT KOHTEeHepa 3To
B3aMMOWCKITIOYaoLLmMe onepauun, NOSTOMy B OKHE Npu BbIDOpe 0AHONM onuumn apyrasi OTKNioYaeTcs
aBTomaTunyecku. Mepekntoyatenm Copy container n Import container from file 6yayt
HEeAOCTYMHbI.

e Container name — yHuKanbHOe UMS KOHTENHepa A11s NPOBeAeHNst MPOBEPKN Ha KOMMboTEPE
agMuHucTpatopa. NMpu HaxxaTum KHonku [ . . . ] nosiButcs okHo Container list (PucyHok 11) co
CMUCKOM KOHTEMHEPOB Ha BCEX KIMIOYEBbIX HOCUTENSAX, NOAKMYEHHBIX K KOMNbIOTEPY
agMUHMCTpaTopa M OOCTYMHbIX A8 BCeX nonb3oBaTenei. BoibepuTe HYyXHbIN KOHTENHEP Ans
nposepkn n Haxmute OK. B none Container name nosiBUTCSA YHUKanNbHOE UMSI KOHTENHepa.

Container list x|

Select conkainer name

File: fiConkMame 1
File: § fiZonkst
File: § fiZonk_sk

(0] 4 I Cancel

PucyHok 11

e Container password — naporb K KOHTENHEPY C CEKPETHBIM KITHOHOM.

e Don’t copy container — npy ycTaHOBKe 3TOro NepeksoyaTens, KOHTEMHEP Ha KoMMNbloTepe
nonb3oBaTens nNpu MHCTaNMAUMN He KonupyeTcs.

e Copy container — ycTaHOBKa 3TOro NnepeknoyaTens 03Ha4aeT, YTo BO BPEMS MHCTannsumMm S-
Terra Client Ha komnbloTepe nonb3oBaTens 6yaeT NPoBeAeHO KONMPOBaHWE KOHTelHepa ¢
UMeHeM, yKkaszaHHbIM B norne Source container name, B KOHTEMHEP C UMEHeEM, ykasaHHbIM B rnorse
User container name.

e Import container from file— yctaHOBKa 3TOro nepekntoyaTensa o3HadaeT, YTO BO BpeMS
nHcTannauum S-Terra Client Ha KomnblOTEpe Nonb3oBaTtens 6yaeT NpoBeAeHO MMNOPTMPOBaHNE
KOHTenHepa un3 danna c MMeHeM, yka3aHHbIM B norie Source container name, B KOHTENHEP C
UMeHEM, yKa3aHHbIM B norne User container name.

e Source container name/file — umsa KOHTENHEpa Ha KOMMNbIOTEPE NONb30BaTENS, KOTOPbLIV OyaeT
CKONMPOBaH BO BPeMS! MHCTanMsILMKM, NGO NONHbIN NYyTb K daiiny n3 KOTOporo BO BpeEMS
WHcTannauuM 6ygeT UMNOPTMPOBaH KOHTENHep nonb3oBaTens.

e Source container password — naponb (MWH) k kKOHTENHepY C CeKPETHbLIM KNIOYOM.
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7.3.1.2 AyteHTuduKauma c ucnonb3oBaHuem Preshared Key

Mpu ayTeHTUdMKaLMN CTOPOH C UCMONb30BaHMEM NPeaonpeaeneHHOro Knoya noctaBbTe
nepekntoyartens B nonoxeHne Use preshared key:

@E—Terra Client AdminTool (st} - <No name:z: o [m] S
File Buld Help
Auth | Firewall Rules I IFsec Rules I IKE I IPsec I L5P I Setkings I License I

Sek authentication method parameters

" Use certificate f* Use preshared key

Key name: kel

¥ From keyboard:
Key body: alzsdfriy

1l

£ From fils:

B

Key file name:

Ilser identity byvpe: Local IP address value:

Make package... Exit

PucyHok 12

CJ'IGAYIOLU,VIG nond AOCTYNHbI ANnA 3arnoJIHeHUA:

¢ Key name —nms npegonpegeneHHoro knoya. MoxeT cocToaTb U3 NaTUHCKMX Byks, Lndp,
CMMBOMOB " " 1 "-", N AOIMKEH Ha4YMHaTbCA C NaTUHCKOW ByKBbI N cumBsona " ™.
ObsasaTtenbHbIV napameTp.

[ns BBoaa npegonpeneneHHoro Krn4ya nMmeeTcd nepeknyartesb C ABYMA NOJIOXKEHNAMU:

e From keyboard — npegonpegeneHHbIN KoY HY>KHO BBECTM C KNnaBuaTypbl.
Mpumeyanue: Ecnu npegonpeneneHHbIi koY 3agaH HECKONbKMMW CTPOKaMU, TO KaXabl NepeHoC
B Tene kntova 6yaeT npeactaeneH Asyms cumsonamu 0x0D O0x0A (cvMBon Bo3Bpara v nepesoja
KapeTku) 1 Torga npu NoAroToBKe NpeaonpeaeneHHoro Kr4a Ans napTHepa A0MKHbI ObITb
MCMoNb30BaHbl 3TU CUMBOJIbI.

e From file — npeponpeneneHHbIN KN4 cunTbIBaeTCa U3 hanna ¢ MMeHeM, ykasaHHbIM B norne Key
file name.

e User identity type — Tmn ngeHtudurkaunoHHon nHpopmaumm, nepecoiniaemon napTHepy nNpu
Co34aHuM 3awumieHHoro coeguHeHns. ObasaTtenbHbl napameTp. [None coaepuT BblinagatoLwmii
CMUCOK CO CreayLWUMN 3HAYEHUSMU:

¢ IPV4Addr — B kayecTBe nageHTMdukaTopa napTHepy OyaeT Boicbinatbes IP-agpec, koTopbin
HY>KHO 3aaTb B none User identity value.
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KeyID — B kayecTBe ugeHtudumkaTopa napTHepy 6yayT BbiCckbiNaTbCs AaHHblE U3 nonst User
identity value. B aTo none HyxHO BBeCTM o0y NocneaoBaTenbHOCTb CUMBOJSIOB, KOTOpast
MOXET BKIouaTb B cebs npobenbl 1 pycckne OykBbl. Bo Bknagke LSP atpubyTty KeylD 6yget
NMPUCBOEHO LLEeCTHaALaTepPUYHOE NPeACTaBNeHe 3a4aHHoM nocrnesoBaTenbHOCTH
CMMBOJIIOB, KOTOPOE U ByAeT BbICHINATLCA NAPTHEPY B KAYECTBE naeHTudukaTopa.

Local IP address — B kayecTBe naeHTUdmkaTopa naptHepy dyaeT BbiCbinaTbCA
aencTeuTenbHbIN IP-agpec komnbloTepa, Ha KOTopoM ByaeT ycTaHoBneH S-Terra Client.
3HayeHne No ymon4aHmio.

e User identity value — 3HauyeHne ngeHtudmkatopa, nepecbinaemoe naptHepy. onyctumble
3HauyeHus onpeaensTca 3HadeHmem nons User identity type. BeoanTcsa BpyyHyto. [NapameTp
obs13aTenbHbIN.
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7.3.2 Mopsaaok 06paboTku nakeToB

B cneaytowmx Bknagkax Firewall Rules n IPsec Rules 3agatotcs npaBuna o6paboTkm nakeToB
ncxogsLLero 1 Bxoaswero TpaduKoB Ha MHTEpPAENC XOCTa, Ha KOTOpoM ycTaHoBreH S-Terra Client.

Ins ucxogsiwero Tpadguka nopsiaok 06paboTky crieayowmnii — MapkupoBaHue, 3awmTta Tpadvka,
nakeTHasi U KOHTEKCTHasi punbTpaums. [na Bxogswero Tpadguka — nakeTHasi U KOHTEKCTHas!
dunbTpaums, gekancynsaums, MapkupoBaHue Tpadgvka.

[Hanee onucaHbl pasgenbl, B KOTOPLIX CreayeT 3agaBaTh NpaBuna A NepevncrieHHbIX 3Tanos
00paboTkM NakeToB.

7.3.21 WUcxopawmmn Tpaduk

1. CHavana ans ucxogsiero Tpaduka miieTcs nogxoasiiee npasuno u3 Habopa npasun
Outbound classification, 3agaHHoro Bo Bknagke Firewall Rules (PucyHok 13). B Hem
3ajaloTcs NpaBuna knaccuukaumm 1 MapkupoBaHusi Tpaduka, Ho MoryT 6biTb 3aAaHbl U
npaBwuna nakeTHoW cunbTpaummn nepes uHkancynsumen B IPsec. Ecnu anst ucxopgsiiero
nakeTa He HaLUoCk NOAXOASLLEro npaBuna u3 Habopa npaBun — NakeT YHUYTOXaeTCs, U
JAanbHenwnin nomMck npaBun npekpataetcs. Ecnu xxe nogxoasiyee npaBuno HaugeHo U
NPUMEHEHO, TO NMOUCK NpaBwIl B 3TOM Habope npekpallaeTcs, U NakeT nepefaeTcs Ha
AanbHenwyo obpaboTky.

2. [lanee HauMHaeTCsl NOUCK NOAXOoAsLLEro npasuna n3 Habopa npaeun, 3afaHHOro BO BKNaake
IPsec Rules. 910 npaeuno IPsec-uHkancynsauumn tpaduka. Ecnv nogxoasiwee npaBuno us
IPsec Rules HangeHo — nakeT obpabaTbiBaeTca u nepegaeTcs aanblue. B npoTuBHom
cnyyae — nakeT yHUYTOXaeTcs.

3. W HakoHeL, AN MCXOAsLLEro nakeTa OCYLLECTBNAETCS NOUCK NOAXOASLLEro NnpaBuna us
Habopa npasun Outbound Filter, 3apgaHHoro Bo Bknagke Firewall Rules. B Hem 3agatoTcsa
npaBwuna NakeTHOM U KOHTEKCTHON UNbTPaLUM, HO MOTyT BbITb 3aJaHbl U NpaBuna
Knaccudukaumm n mapkupoaHus Tpaduka. Ecnu npaBuno HaigeHo — naket
obpabaTbiBaeTcsi, B MPOTUBHOM Cly4ae — YHUUTOXaeTCs.

7.3.2.2 Bxopawwuun Tpaduk

1. CHavana gnsa Bxogsuiero Tpaduka nweTtca nogxogsiiee npasuno u3 Habopa npaswun
Inbound Filter, 3agaHHoro Bo Bknagke Firewall Rules. B Hem 3agatoTcs npaBuna nakeTHOM u
KOHTEKCTHOM punbTpaLmmn, HO MOryT ObITb 3aAaHbl NpaBuna knaccudukaummn n
MapKnpoBaHusa Tpaduka.

2. [lanee HauMHaeTcsl NOUCK NoaxoasiLero npaeuna n3 Habopa npasun, 3afaHHOro BO BKNagke
IPsec Rules, — gekancynsuus IPsec-Tpaduka.

3. W HakoHel, ocyLlecTBsieTCa NOMCK NOOXOAsLEero npaesuna u3 Habopa npasun pasgena
Inbound classification, 3agaHHoro Bo Bknagke Firewall Rules. B Hem 3agatoTcsa npasuna
Knaccudukaumm n MapknpoBaHus Tpadmka, HoO MOryT BbiTb 3ag4aHbl ¥ NpaBuIia NakeTHoON
dunsTpaumu.

Ecnu ansa Bxoasiiiero naketa HangeHo 1 NPMMEHEHO Noaxonsiiiee npasuro U3 nepeoro HaGopa npasun,
TO AanbHenLwmnin NoMcK NpaBun B 3TOM HaGope npekpallaeTcs, U HauMHaeTCs NMoUCK NoAX0oAsALLEro
npaewna u3 crneaytoluero Haéopa.

Ecnn gns Bxogswero naketa He HaLWNOCh NOAXOASLErO npasuna m3 Ha6opa npasui — nakeTt
YHUYTOXaeTCA, N OanbHenLWnn NoncK npasun npekpawaeTcA.
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7.3.3 Bknaaka Firewall Rules

Bo Bknagke Firewall Rules (PucyHok 13) MOXHO co3gaBatb, pefaktupoBaTb, YAansaTb npasuna nakeTHowm
N KOHTEKCTHOW (hunbTpauumn Tpaduka, a Tarke knaccmukaumm n MmapkmpoBaHums Tpaduka.

Onsa ncxopsulero 1 Bxoasuwero TpadurkoB 3a4aloTcs pasHble npasuna.

MpaBuna knaccudukaLumm n MapkupoBaHms ncxogsiiero Tpaduka sagatotcs B Habope npasun Outbound
classification, Bxoasiwero Tpaduka — B Inbound classification.

MpaBunna nakeTHOM N KOHTEKCTHOWN chunbTpauum aAns ucxogsiiero Tpadvka — B Habope npasun Outbound
filter, ansa Bxogswero Tpaduka — B Inbound filter.

B ckobkax YKa3blBaeTCA KOJTM4ECTBO MNMpaBui1 B KaXXOA0M Ha6ope.

MpaBuna B cnucke Rule list kaxxgoro Habopa AomkHbl ObITb pacnonoXeHbl B nopsake yobiBaHus
npuopwuTteTa. B cnncke AOMKHO HaxoaMTbCs XOTA Obl 0AHO NpaBwuo.

Mpwv nonyyeHnn TCP/IP nakeTa npaBuna GyaoyT NpocMaTpyBaTbCs B nopsiake yobiBaHUA npuoputeTa u
CpaBHMBATbLCSA NapameTpbl 3arofioBka naketa C TakUMu Ke napamMeTpamMu B NpaBuie 00 HAaXoXaeHus!
nepBoro nogxoasulero npaeuna. Ecnv ons naketa paspelumTenbHoe NpaBuIo He HalaeHo — nakeT
YHUYTOXaeTCs.

Refuse inbound TCP connections — yctaHoBKa 3Toro doniaxkka sanpewiaet cosgaHme TCP coeguHeHui,
WHULMNPOBAHHBIX U3BHE, B TOM YMCIe 1 U3 3awmiLieHHon ceTu. NMpu dopmmpoBaHum LSP nobasnsatoTca
COOTBETCTBYIOLLME NpaBuna.

ﬁS—Terra Client AdminTool {st} - <Moo name = o ]

File Buld Help

auth  Firewall Rules | 1psec Rules | IE | Trsec | 5P | Settings | License |

[~ Refuse inbound TCP connections

Inbound Filker {1 rule)
Cutbound Filker (1 rule)
Inbound classification (1 rule)
Cutbound classification (1 rule)

Rule list:
Local IP | Partner IP Services Action
Ay Ay Ay Pass

|
oo

[raam

add. .. Edit... | Feemove |

Make package. .. | Exit

PucyHok 13
KHonku ynpasneHus:
e Add — BbI3bIBAET OKHO Af151 CO34aHMsa HOBOro Npaeuna.

e Edit — BbI3bIBAET OKHO AN pefakTUPOBaHWS BblAENEHHOro NpaBuna.
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Remove — yoandeT BblAeNIeHHOEe nNpaBuio C Tpe6OBaHI/IeM noaTBepXaeHua onepaunn yoaneHusa.
Ecnu B cnucke Tonbko 0gHo npaBuno — OHO He yaandeTcA.

Up — Npu HaXaTum 3TOW KHOMKW BblAeNeHHOe NPaBuiio B CICKE NepeMeLLaeTcst Ha OHY CTPOYKY
BBEpX, YBENUYMBasi CBON NpUOPUTET.

Down — npu HaXaTun 3TOW KHOMKWN BblAeNEeHHOe NpaBuIio B CIUCKe NepeMelLaeTcsl Ha oaHy
CTPOYKY BHU3, yMeHbLUas CBOV MPUOPUTET.

7.3.3.1 MapkuposaHue naketoB. 3agaHue npasun B Outbound

classification u Inbound classification

Mpwn Bbl@eNneHnn ogHoro 3 Habopos npaeun Outbound classification nnm Inbound classification u
HaxaTum kHonkn Add (PucyHok 13) nosiensietcs okHo Add Rule (PucyHok 14) ons cosgaHust npasuna.

x

Set rule parameters

—Local IP Addresses —Partner IP Addresses
i« Ay " Cuskom g Ay £ Custom
IP Address | Subriet Mask. | IF Address | Subriet Mask |
add... | Edit. .. | REem@ve | add. .. | Edlit... | Remoye |
—Services and Protocols —#fction
£ Ay " Cuskam Classify mark Ir'-.ln:- exkended ackion j

Fj— I Parts I TS5 biks: 0 1 2 3 4 5 B 7
Retaim (% % (¢ ¥ v (¥ v (¥
7= A A Y S N S
Cear 0 0 0 0
™ Cuskom walues:
TOS setl 0 TS set mask I ]
add,. | Edit, .. | Remoye |

[ Log packet matches

(0] 4 I Cancel

PucyHok 14

Inanoroeoe okHo Add Rule umeet 4 obnacTtu ons 3agaHusi npaeuna:

Local IP Addresses — B aTon obnacTtu 3agatotca |IP-agpeca nokanbHoro VPN ycTponcTBa unm
MOACETU, Ha KoTopble ByaeT pacnpocTpaHATbes npasunio. ObnacTe UMeeT nepekntoyaTenb ¢
OBYMA MONOXEHNAMU:

e Any — ucnonb3yeTtcs nobon IP-agpec.

e Custom — cTaHOBMTCA JOCTYMHBLIM OKHO Ans BBoda |IP-agpeca n macku noaceTu.
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e Partner IP Addresses — B aToi obnacTtu 3agatotcs IP-agpeca unu noaceTn napTHEPOB, Ha
KOTOpble pacnpocTpaHseTcs NpaBuno.

e Services and Protocols — o6nacTb Ans 3agaHust CETEBLIX CEPBUCOB M MPOTOKOMOB, Ha KOTOpbIe
pacnpocTpaHsieTcs NpaBuIo.

e Action — B aTON obnacTu 3agaeTcsa AencTeme, koTopoe byaeT NPUMEHEHO K NakeTy, eCnu OH
nonagaeT nof AaHHoe NpaBuIio.

Log packet matches — yctaHoBKa doniaxkka 3agaeT NpOoTOKONMPOBaHne cobbiTuii 06paboTKM NakeToB.,
noanagatoLmx noa AaHHOe npaBusio.

KHonku ynpaBneHus:

e Add - Bbi3biBaeT okHo Add IP Address (PucyHok 15) anst BBoga IP-agpeca 1 macku xocta unm
noaceTu.

e Edit — BbI3bIBAaET OKHO ANSA peAakTMpOBaHWS BblAENEHHON 3anucu.

e Remove — yoandeT BblAENEeHHYI0 3annchb C Tpe6OBaHI/IeM noareepXxaeHua onepaunn yoaneHusa.

3apaHue IP-agpeca n macku noaceTu B npaBune

B obnactax Local IP Addresses u Partner IP Addresses onsa 3aganus/pegaktupoBaHnus IP-agpeca
xocTa (noaceTr) U Macku NoACETU B NpaBune creayeT yCTaHOBUTL NepeknoyaTtens B nonoxeHve Custom
n kHonkow Add nnu Edit BeiasaTe okHo Add/Edit IP Address (PucyHok 15). Ecnu 3agaetcs IP-agpec
XOCTa, TO ceTeBas macka paBHa 255.255.255.255. Agpec He MOXeT ObITb HyrneBbIM.

Add IP Address x|

IF address: I w . o .1 . 17

Subnet Mask:l 255, 255 . 255 . 25|

(0] 4 I Zancel |

PucyHok 15

3afaHue ceTeBoro cepBUCa U NPOTOKOJ1a B npasune

B obnactu Services and Protocols ycTaHOBUTE nepekntoyaTenb B nonoxeHne Custom u kHonkon Add
BbI3BaTb okHO Add Service (PucyHok 16):

x

% Local host is |(ElaleEReEy

-
" Protocal: IDther 'I Mumber: I

Local port range Partmer port range

Eeqgin: I Beqin: I
End: I End: I

(0] 4 I Cancel |

PucyHok 16

30ecb nmeetcs nepekn4artenb C ABYMA NMOJIOXKXEHNAMN:
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e Local host is — npu yctaHoBKe nepeknioyaTensi B 3T0 NOMOXeHWe BbIOpaTh 13 BbiNadatoLlero
npenonpeneneHHoro CrMcka CeEpBUC U B KAKOM KadeCTBe BbICTYMaeT fiokarnibHoe YCTPOMCTBO —
KINWEHT Unm cepsep.

Cnimcok npegnaraemMblX CeTeBbIX CEPBMNCOB U MNMPOTOKOJIIOB Bbl6paH B COOTBETCTBUU C
nepeyHem IANA (http://www.iana.org/assignments/port-numbers):

e DHCP Client — Bce nakeTbl npotokona TCP 1 UDP, naywme Ha nopt 67 koMmnbloTepa
napTHepa u Bce naketbl NnpoTokona UDP, naywme Ha nopT 68 nokanbHOro komnboTepa.

e DHCP Server — Bce nakeTbl npotokona TCP 1 UDP, ngywwme Ha nopt 68 koMmnbloTepa
napTHepa u Bce nakeTbl npoTokona UDP, nayuune Ha nopT 67 nokansHOro KOMnbioTepa.

e HTTP Client — Bce nakeTbl npoTokona TCP, UDP u SCTP, naywwe Ha(c) nopt(nopta) 80
KOMMbloTepa NapTHepa.

e HTTP Server — Bce naketbl npotokona TCP, UDP u SCTP, naywwe Ha(c) nopt(nopta) 80
NoKanbHOro KoMMbloTepa.

e LDAP Client — Bce nakeTbl npoTokona TCP n UDP, ngywme Ha(c) nopt(nopTta) 389
KOMMNblOTepa napTHepa.

e LDAP Server — Bce nakeTbl npotokona TCP 1 UDP, naywue Ha(c) nopt(nopra) 389
NoKarnbHOro KoMmnbLoTEpa.

o LDAPS Client — Bce naketbl npotokona TCP n UDP, ngywime Ha(c) nopt(nopTa) 636
KOMMNblOTepa napTHepa.

o LDAPS Server — Bce nakeTbl npotokona TCP n UDP, naywue Ha(c) nopt(nopTa) 636
NoKanbHOro KoMMbloTepa.

e RTELNET Client — Bce naketbl npotokona TCP, n UDP ngyuwue Ha(c) nopt(nopta) 107
KOMMNblOTEpPa NnapTHepa.

o RTELNET Server — Bce naketbl npotokona TCP n UDP, ngywue Ha(c) nopt(nopta) 107
NoKarnbHOro KoMnboTEpPa.

e SMTP Client — Bce nakeTbl npotokona TCP n UDP, ngywue Ha(c) nopt(nopta) 25
KOMMblOTEpa NapTHepa.

e SMTP Server — Bce nakeTbl npotokona TCP n UDP, naywue Ha(c) nopt(nopta) 25
NoKanbHOro KoMMbloTepa.

e SNMP — Bce nakeTbl npoTokona TCP n UDP, ugyuime Ha(c) nopt(nopta) 161 nokansHoro
KoMnbloTEpa.

e SNMP Trap — Bce nakeTbl npotokona TCP n UDP, ngywwue Ha(c) nopt(nopta) 162
KOMMbloTepa napTHepa.

e SSH Client — Bce nakeTbl npoTokonos TCP, UDP n SCTP, ngywime Ha(c) nopt(noprta) 22
KOMMblOTEpa NapTHepa

e SSH Server — Bce nakeTbl npotokonos TCP, UDP u SCTP, uaywue Ha(c) nopT(nopTta) 22
nokanbHOro KoMmneoTepa.

e TELNET Client — Bce nakeTbl npotokona TCP n UDP, naywime Ha(c) nopt(nopTta) 23
KOMMbloTepa napTHepa.

e TELNET Server — Bce nakeTbl npotokona TCP n UDP, naywwe Ha(c) nopt(nopta) 23
riokanbHOro KoMnboTepa.

e Protocol — npu ycTtaHoBKe nNepekntoyaTterns B 3TO NOMNOXEHNE BblIOMpaeTCsi NPOTOKONN U3
cnegywouero cnucka: EGP, GGP, HMP, ICMP, PUP, RDP, RVD, TCP, UDP, SCTP, XNS-IDP n
OAHOBPEMEHHbIX MEPEYNCNEHNIN HECKOSbKMX NpoTokonoBs: « TCP, UDP» n «TCP, UDP, SCTP»
(PucyHok 17). B none Number 6yget aBToMaTu4ecku BbIBOGUTLCA HOMEP BbIGpaHHOro NpoToKona.
3apaTtb NPOTOKON MOXHO M NO HOMEpPY U3 3ape3epBupoBaHHoro npoctpaHcTaa (0-255). Mpu
yKasaHuu NpoToKona BO3MOXHO yKa3aHue ananasoHa nopToB (B TeX NPOTOKONax, B KOTOPbIX 3TO
BO3MOXHO0). ObnacTtb Local port range npegHasHayeHa ang 3agaHus NopToB Ha JNTIOKanbHOM
yCTPONCTBE, @ obnacTtb Partner port range — ons 3agaHnsi NOPTOB Ha KOMMNbOTEpPE napTHepa. B
nonsx Begin u End 3agaeTtca nopT unu guanasoH NopToB M3 3ape3epBUPOBaHHOIO NPOCTPaHCTBa
(0-65535). 3HaueHwne B none Begin 4OMKHO BbITb MEHbLLE UM PaBHO 3HAa4YeHUto B none End.
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PepnakTtupoBaHue BblAeNeHHOro cepBurca UnmM NpoTokora nponssoanTcs B okHe Edit Service,
coBnagatowem ¢ okHom Add Service.

x

™ Service: I -
" Protocal:  |UDP *| Mumber: I 17
Local port range ————— Parkner port range

Eeqin: IU Beqin: IE':I
End: IE-5535 End: |80

Ik I Cancel |

PucyHok 17

3apaHue fenucTeua B npasune

B obnactu Action 3agaeTcsa gencreme, kotopoe dyaeT NPMMEHEHO K NaKeTy, ecnu nakeT nonagaeT noja
AaHHoe npasuno (PucyHok 25). N3 BeinagaroLLlero cnucka BbldupaeTcs ogHO U3 AeNCTBUN:

e Pass — nponyckaTb naker.
e Drop — He nponyckaTb Naker.
e Classify mark — mapkupoBaTb Naker.
B cocegHeM none MoOXHO ykasaTb AOMONHUTENbHOE AencTBre — npoBepky TCP-dnaros.

Hencteua Pass n Drop 6e3 nposepkn TCP-dnaroB MCnonb3ytoTca ANsi CO34aHMs NpaBui NakeTHOM
dunbTpaumn.

Oencteua Pass u Drop ¢ nposepkon TCP-dnaros MoryT 6biTb MCMONb30BaHbI ANS paspeLleHus
(3anpeeHus) nHnummpoBaTb TCP-coeanHeHne € NToKanbHOro agpeca unv n3BHe CUCTEMbI (3aBUCUT OT
npaswuna — Ans NCXo4saLwero unu BXoaswero tpaduka).

[enictBue Pass:
¢ No extended action — nponyckatb naket 6e3 nposepok (PucyHok 18)
e TCP flags — nposecTtn npoBepky naketa Ha TCP-cnaru (PucyHok 19):

¢ Connection initiate — nponyckaTb nepsbln NakeT Ans uHuumauum TCP-coegnHeHns
(paspeluaetcs MHuuyuupoBatb TCP-coeguHeHne).

e Connection established — nponyckaTb nakeT, NnpMHagnexawmn ycraHosneHHomy TCP-
COeaVHEHUIO.
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Oewnctaue Drop:
e No extended action — He nponyckaTb Maker.
e TCP flags — npoBecTtun npoBepky naketa Ha TCP-cnaru:

e Connection initiate — He nponyckaTbe NepBbIN NakeT Ans uHuunauun TCP-coeguHeHns
(3anpeluaetcs MHMUuupoBatb TCP-coeguHeHwne).

e Connection established — He nponyckaTb nakeT, NpuHagnexaLun yctaHosneHHomy TCP-
COEAHEHUIO.

HenctBua Pass n Drop ¢ npoepkont TCP-gnaroB MoryT 6biTb MCNONb30BaHbl A5 pa3peLleHmns
(3anpeLeHuns) nimummposatb TCP-coeamMHeHne ¢ nokanbHOro agpeca unm n3BHe CUCTEMbI.

—Ackion
Pass j Mo extended ackion
(0] 4 I Cancel
PucyHok 18
—Ackion
IF‘ass sl | TCF flags

¥ Connection initiske

" Connection established

I, I Cancel

PucyHok 19

Oencteue Classify mark:

[ns ykazaHusa npuopuTteta 06paboTkm nakeTa n apHEKTUBHOIO NPOABUKEHWS NAKeTOB Mo
MapLUpyTy OT OAQHOrO y3ra ceTu K pyromy, Ansg obecneyeHns kayecrtsa obCcnyxmBaHus
(Q0S) BbINONHAETCA MapKNpOBaHUE NakeToB. [N MapKMpoBaHUs UCMoNb3yeTcsa NMbo
3HaueHue IP Precedence (IPP), nubo 3HavyeHne DSCP.

Ha PucyHok 20 nokasaHa obnactb Action npu Bbibope gevicteus Classify mark. Butbl ToS-
Ganta NpoHyMepoBaHbl TaK e, kak B JokymeHTe no RFC 2474. [ins mapkMpoBku cnegyet
ncnonb3oBatb 6uTbl ¢ 0 no 2 (IPP) unu ¢ 0 no 5 (DSCP), 6uTbl 6 1 7 3ape3epBMpOBaHbI 1
NCMNOMnb3yTCA AN CneumanbHON CurHanuaaumuy, U Ana HUX nepeknoyaTternb JOMKEH CToATb
B NONOXeHUN «retain». B NpoTMBHOM criyqae, npu NonbITke COXpaHeHUs npasuna, BbiaaeTcs
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npeaynpexaenne: « Two less significant bits of TOS byte should be retained unless you know
exactly what you are doing. Do you want to proceed?»

[ Cuskom walues:

—&ckion
Classify mark, j IND exkended action j
TOS bits: 0 1 2 3 4 5 8 7
Retain (O O (& (& (& (& (&
1T CHRN R U S S S S
Clear . & . 0

TO5 setl 160 TS set mask I £24

K I Cancel

PucyHok 20

[nsa ykazaHusa 3Ha4yeHun GUTOB MOXHO MCMonb3oBaTh NMMHO NepeknyaTens ¢ TpeMs
nonoxexnunsimn, Nnbo donaxok Custom values. NepekntoyaTens UMeEET 3 NONOXEHUS:

e Retain — ocTaBuTb 3Ha4YeHne brta 6e3 M3MEeHEHUN, KaK B npuweglwiem nakete.

e Set— B 6uTe YyCTAHOBUTL 3Ha4eHue 1.

o Clear — B 6uTe yctaHoBUTb 3Ha4veHue 0.

Mpn n3MeHeHUn 3Ha4eHnn BUTOB C NOMOLLbIO NepekmtovaTens, B none TOS set
oTobpakaeTcs 3Ha4eHne banta B 4ecsaTMYHOM BuAae, a B none TOS set mask — 3Ha4eHne
Macku B gecatnyHom suge. MNMpu yctaHoske pnaxka Custom values B nonsa TOS setn TOS

set mask 3HaueHus Hy)XHO BBECTW BPYYHYIO B AECATUYHOM BUAE.

3HayeHue IP Precedence

3HaueHnune IP Precedence (IPP) BHocuTca B cTapwune 3 6uta ToS-6anTta |P-3aronoska

naketa — B 6UTbl ¢ Homepamm oT 0 o 2. B Tabnuua 2 ykaszaHbl 3HaUYeHus!

NpPUOPUTETOB.
Tabnuua 2
Mpuo KnioueBoe CHOBO PekomeHaauums K IPP
puteTt MCNOJIb30BaHUIO (0-2 6uThI)
0 Routine — 00bI4HbIN NakeT Mo ymonyaHuio 000
1 Priority — npMopuTeTHBIN (NPeAnoYTUTENbHbIN) [N NPUNOKEHMI AAHHLIX 001
naket
2 Immediate — HemeaneHHbIN NakeT [na npunoXeHnn gaHHbIX 010
3 Flash — MrHOBEHHbIV (CPOYHBIN) NaKkeT [na curHanusaumn BLI3OBOB 100
4 Flash-override — 6bicTpee, 4emM MIHOBEHHbIW [na BuoeokoHgepeHLmn n 100
(9KCTpeHHbIN) NakeT NOTOKOBOIO BUAEO
5 Critical — kpuTMYeckuii naket [na ronocosoro Tpaduka 101
6 Internet — nakeT MeXceTeBOro ynpaeneHus 3ape3epBrpoBaH, He Ucnonb3yeTcs
7 Network — nakeT ynpasnstowen nicopmaummn | 3apesepBMpoBaH, He UCTIONb3yeTCs
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3HavyeHue DSCP

3HayeHne DSCP BHocuTcA B cTaplume 6 outoB ToS-6anta — B 6UTbl ¢ Homepamm ot 0
0o 5 (PucyHok 21). B Tabnuua 3 1 Tabnuua 4 ykasaHbl 3HaveHnss DSCP gns mogenu
anddepeHuympoaHHoro obcnyxmnsanus (DiffServ).

—&ckion
ICIassiFy mark. j Ir'-.lu:u exkended action j
TOS bits: 0 1 2 3 4 5 w8 7
Retain (- & & & & {*
1T CHR R S U R I
Clear & & O @ O

[ custom walues:

TS setl 143 TS sek mask I 252

K I Cancel

PucyHok 21

InddepeHumpoBaHHoe o6GCnyXMBaHMWe He rapaHTUPYET onpeaeneHHbI YpoBeHb
cepBuca, a CTPEMUTCS YNOPSAOYNTL BECh TpaduK Mo Krnaccam Takum o6pasoM, YToGbl
Kaxkabl/ Kracc Nonyymn nyywni Unv XyALwmnin ypoBeHb 06CNyKMBaHNS MO OTHOLLEHUIO
K ocTasbHbIM.

3HaveHne DSCP moxeT 6biTb BblpaXeHOo B LMdpoBOW hOpMe UIn C UCTONb30BaHNEM
creumarnbHbIX KMoYeBblX CNOB, Ha3biBaeMblX NoBeAeHNeM ceTeBbiX yyacTkoB (PHB —
Per-Hop Behavior). OnpegeneHo Tpu knacca DSCP mapkupoBku (Tabnuua 3):

e [ocCTaBka Nno Bo3moxHocTu (BE — Best Effort unu DSCP 0)
e rapaHTMpoBaHHas goctaeka (AF — Assured Forwarding) (RFC 2597)
e cpoyHaa goctaBka (EF — Expedited Forwarding) (RFC 2598).

B gononHeHue K 3TMM TpeM onpeaerneHHbIM Kraccam CyLLECTBYHOT KOAbl cenekTopa
knaccoB (CS1-CS7), koTopble naeHTUYHbl 3HadeHuaM IP Precedence (1-7).

B rapaHTMpoBaHHOM gocTaBke onpegeneHsl ewe 4 knacca. O6o3HaveHne knacca
HaudmHatTca ¢ AF n ganee crieqyiot ase uudpsbl. Nepsas umdpa onpepenset AF
Knacc v npuHMMaeT 3HavyeHust oT 1 (HM3kui npuoputeT 06paboTkm) Ao 4 (BbICOKUNIA
npuopwuteT obpaboTkn naketa). Bropas uudpa onpegenseTt ypoBeHb BEPOATHOCTU
cbpoca nakeTa B npegenax Kaxgoro knacca u npuHMmaeT 3HaveHms oT 1 (Hu3kas
BEPOSATHOCTL cHpoca) Ao 3 (Bbicokas BEPOSATHOCTL copoca) (Tabnuua 4).

HerapaHTupoBaHHas gocTtaBka nakeToB MmeeT 3HadveHne DSCP 0.
[na HemeaneHHoW nepefayun nakeToB ykasbiBaeTca DSCP 101110.

Uem Gonblue 3HadyeHne DSCP, Tem Gonblue nproputeT obcnyxusaHus. NHoraa Takoe
KONMYECTBO KNaccoB U3BbITOYHO, 1 NocneaHne 3 GUTa 3anofHSAT HyNAMU.
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Knaccbl rapaHTMpOBaHHOVI AOCTAaBKU NakKeToB

Mpuoputer MpuoputeT 06paboTKN
oTopacbiBaHuUA
nakerta Class } Class 2 Class 3 Class 4~
(HU3KUN) (BbICOKMW)
001010 010010 011010 100010
Hunakuin
AF11 AF21 AF31 AF41
001100 010100 011100 100100
CpegHui
AF12 AF 22 AF32 AF42
001110 010110 011110 100110
Bbicokun
AF13 AF23 AF33 AF43

Tabnvuya 3
Kon
cenexropa OnucaHue PHB-nonutuka DSCP
Knaccos
(CS)
PHB-nonutunka HerapaHTUpPOBaHHOW AOCTaBKM
_ _ NnakeToB, AOCTaBKa N0 BO3MOXHOCTMU.
DSCP O gggég(l;fort (BE) — default PekomeHayeTcsa ona Tpadumka gaHHbIX — 000000
nepegaya annos, NPUIOXKEHNA SNEKTPOHHOMN
noytel, HTTP u gp.
cs1 Class 1 PHB-nonuTtuka rapaHTMpoBaHHOW LOCTaBKM
Assured naketoB. Ncnonb3yeTca ans sugeotpaduka, 100010
CS2 Class 2 Forwarding BNOEOKOHEPEHLMI N PEKOMEHAYETCSA cM
CS3 Class 3 (AF) 3HayeHne DSCP 100010 (AF41). Tabnuua 4
Cs4 Class 4
. _ PHB-nonutuka HemeaneHHon nepegaymn
CS5 ngﬁ%s Forwarding (EF) nakeToB, CpoOYHasa AocTaBka. PekomeHayeTcs 101110
4N ronocoBoro Tpagmka
Stays the same (used for IP
CS6 4
routing protocols)
Stays the same (link layer and
Cs7 4 :
routing protocol keep alive)
Tabnuua 4

Knacc 4 o6pabaTtbiBaeTcs 6onee npropmTeTHO, YeM Knacc 3, knacc 3 — 6oree NpUopUTETHO, YEM Kracc 2

W T.A.

7.3.3.2 llakeTHas U KOHTEKCTHaA unbTpauua. 3agaHve npasun B

Outbound filter u Inbound filter

B Habopax npasun Outbound filter nnu Inbound filter Bknagku Firewall Rules (PucyHok 13) 3apatoTcs
npasuna NakeTHON U KOHTEKCTHOM omnbTpaumm Tpaduka. MNMpn HaxaTum kHonkn Add nosiBNSieTCs OKHO
Add Rule (PyucyHok 22) ans cosganusi npaeuna. 3To OKHO Takoe e Kak 1 s HabopoB npasun
Outbound classification 1 Inbound classification (PucyHok 14), oTnu4aeTtcst Tonbko obnactbio Action.
MoaTtomy Tonbko obnactb Action 1 onuwem ganee NoapoodHo.
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3agaHue AedcTBUA B NpaBune

K Tpaduky, 3agaHHomy B obrnactax Local IP Addresses, Partner IP Addresses, Services and Protocols,
npumeHsieTca gencreme ns obnactm Action. 13 BbinagaroLlero cnmcka BelbrpaeTcs ogHO U3 AENCTBUMN:

e Pass — nponyckaTtb naker.

e Drop — He nponyckaTb naker.

e Classify mark — mapkupoBatb nakeT.

e Inspect TCP — npoBepaTtb TCP-Tpaduk.
e Inspect FTP — npoBepaTtb FTP-Tpaduk.

HenctBua Pass, Drop, Classify mark 6binv paHee onvcaHbl B pasgene «3agaHne OencTeusi B NpaBunie» B
npeablaywem naparpade.

x

Set rule parameters

—Local IP Addresses —Partner IP addresses
{= Ay £ Custom {= Ay " Cuskom
IF fddress | Subnet Mask. | IF fddress | Subriek Mask. |
Add. .. | Edlit... | Remoye | Addl.. | Edit. .. | Remoye |
—Services and Protocols —Ackion
i Any " Cuskom IF'ass j ITCF‘ flags j
Marme: | Parks I Drop
Classify mark,
Inspeck TCP
Inspeck FTP d
add. .. | Edlit... | Remoye |

[ Log packet matches

0, I Cancel

PucyHok 22

Henctua Inspect TCP n Inspect FTP ncnone3syotca Ana cosgaHns npaBuin KOHTEKCTHOW unbTpaunn.
OTvmun npasunamu dyayT npoBepATbcHa Tonbko TCP-nakeTol 1 FTP-nakeTbl.

Heinictere Inspect TCP — npu BbIGoOpe 3TOro AencTBus oTcrnexusaetcsa coctosiHne TCP-coeamHeHus,
MEHSIETCHA BPEMS XXM3HUW 3anUcKu 0 COeANHEHUN B COOTBETCTBUMU C TEKYLLUM COCTOSTHUEM coeanHeHus. [ns
nporycka naketoB B 06e CTOpOHbI, ObaBNATCA ANHaMU4eckue npasuna unbTpaumm ans BXogawero u
ucxogsauwero Tpaduka. uHammyeckme npasuna ygansoTca BMECTE C 3anucbo O COeaUHEHUN.
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Hencteue Inspect FTP — npu BeiGope aTOro 4eNCTBUSA OTCNEXUBaAETCS COCTosiHME FTP-coequHeHus,
MEHSIETCH BPEMS XKM3HU 3anncu 0 COeaNHEHUM B COOTBETCTBUM C TEKYLLMM COCTOSIHUEM coeaMHeHus. [ns
npornycka naketoB B 06e CTOpOHbI, 4OO6aBNATCA ANHAMUYECKME NpaBuna punbTpaumm Ang BXOASLWEro n
ucxogsuero Tpaduka. JuHamuyeckme npasvna ygansioTca BMeCTe C 3an1cblo 0 coegmHeHun. Kpome
TOro, OTCIEeXmnBaKTCa HeKoTopble kKomaHabl FTP, cosgatoTcs npasuna ans nponycka coeAnHeHns ans
AaHHbIX FTP, onpegensaioTca n 6noknpyoTca HEKOTOpble No403pUTENbHbIE KOMaHAbl, KOTOPbIE MOTYT
ABNATbLCS aTakon Ha FTP cepsep.

Ecnu HyXXHO paspeLunTb TOSbKO UCXOAALMiA C knneHTa TCP-Tpaduk 1 0TBETHbIV Ha Hero Tpaduk, To
paspeLunTernbHOE NPaBUIo KOHTEKCTHON (UNbTpaummn A0MKHO BbiTb TONMbKO B pasgene Outbound filter, B
pasgene Inbound filter Takoro npaeuna 6biTb He AOMKHO. ECnn paspelumnTenibHOro npaBuna HeT, 3Ha4YuT
TpaduK 3anpeLleH.

Mpu BbIGope aencteus Inspect TCP (Inspect FTP) obnactb Action npuobpeTaeT cneayowmnin Bug
(PvcyHok 23). BTropow BeinagatoLwuin CNMcok ¢ pnaramm — He akTUBEH.

e Audit — npn ycTaHoBKe 3TOro chraxka npu 3akpbITUKM COeAMHEHUS CO3AatnTcsa coobLleHus co
cTaTUCTMYECKON MHopMaumen, Boigasaemole B Syslog-cann.

e No alert — npu yctaHoBKe 3TOro cpriaxkka He BblAaloTCs COOBLLEHUSI O NOTEHUMATbHBLIX aTakax
(nonbITkax B3noma).

¢ Timeout — nepeonpegenseT BpeMs XU3HU B CEKYHAAX YCTAHOBMIEHHOIO COEAMHEHNS N0 JaHHOMY
npasuny. (FnobasnbHble HACTPOWKN ANA BCEX COEAUHEHWUIA YCTaHOBMEHbI BO Bkaake LSP — kHonka
Advanced).

—Ackion
IInspect TCP j ITCF‘ Flags j
[ Audit [ Mo alert
Tirneouk
|36DD

I, I Cancel

PucyHok 23
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7.3.4 Bknaaka IPsec Rules

Bo Bknagke IPsec Rules 3agatoTtca npasuna ans sawuTbl Tpaduka ¢ mcnonb3oBaHMem npoTtokona IPsec.
Honyctumble anroputmbl npoTokonos AH n ESP 3apatotca Bo Bknagke IPsec.

ES—Terra Client AdminTool (st} - <No name> =10 x|
File Buld Help

futh | Firewall Rules TPsecRules | ke | tPsec | L | settings | License |

add rules
Rule list:
Local IP Partner IF Services | Ackion
10,0,10.17 192.165.15.2 RTELMET client Tunmel{10.0.11.1,10....

[
[

[

1| | >
add. .. Edit... || Remove I

Make package. .. | Exit

PucyHok 24
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7.3.41 Co3gaHue u peaakTupoBaHue npasuna

CospgaHune 1 pegakTnpoBaHue npaeuna npomsesoautcs B okHe Add/Edit Rule, koTopoe Bhi3biBaeTcs
kHornkon Add mnnu Edit Bo Bknagke IPsec Rules:

x

Set rule parameters

—Local IP Addresses —Partner IP Addresses
= any ¥ Custom = any O Custom
IP Address | Subnet Mask, | IP Address | Subriek Mask: |
10.0.10.17 255,255.255.255 192.1658.15.2 295.255.255.255
add, ., | Edit... | Remove | add... | Edit. .. | Remove |
—Services and Protocals — Ackion
i~ any * Cuskom IP'ru:uteu:t using IPsec j
Mame | Parks | Tunnel IP Addresses of IPsec partner;
RTELMET cliert - ¥ Use random I Address order
10,0111
10.0.11.2
add. .. Edit... | Remove |
[ Request IKECFE address

add. .. | Edit... | Remwel |+Mﬂre settings.--|

[ Log packet matches
(04 | Cancel |

PucyHok 25

O6nactu Local IP Addresses, Partner IP Addresses, Services and Protocols Takue e, Kak Bo BKNnaake
Firewall Rules. OTnuyaetcs Tonbko obnacTtb Action.

3apaHue AedCTBUSA B npaBune

B obnactu Action 3agaeTcs gencTene, KOTopoe OyaeT NPMMEHEHO K MakeTy, eCcnv nakeT nognagaeT nog
aencTeue gaHHoro npaeuna (PucyHok 25). M3 Bbinagatowero cnucka BobibupaeTca 0gHO U3 LENCTBUN:

e Pass — nponyckatb Tpacumk 6e3 06paboTku.
e Drop — He nponyckaTb Tpaduk.

e Protect using IPsec — 3awuwatb Tpadmk ¢ NCNONbL30BaHMEM NPOTOKONOB IPsec (anropuTtmebl
npoTtokonoB AH n ESP 3agatotcsa Bo Bknagke IPsec). Tpaduk mexay XocTom ¢ nokanbHbiM |P-
agpecom n IP-agpecom napTHepa 3almaeTca Ha uHTepBane Mexay nokansHelM IP-agpecom n
TYHHenbHbIM IPSec agpecom napTHepa (310 MoxeT OblTb agpec nHTepdenca wnsa
6e3onacHoCTy, 3almLaoLWwero NoaceTb, B KOTOPOW HaxoauTcs napTHep). B pesynbTaTte atoro
cTpouTcs 3awmuieHHoe IPsec coeguHenmne — IPsec SA (TyHHenb) (PucyHok 26).
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Fastethernet0/0 Host 2
Host 1 10.0.11.1 192.168.15.2
S-Terra S-Terra
Client Gate 2.168.15.0/24

YcnoBHble 0Bo3HAYEHWA

) An {l) 5-Terra Gate
= pPEecHOE NPOCTRAHCTEO €——>  Orepuruii Tpadiu (IP)

|- C ypoBHeM aqoBepuAa 0
(HUHTepHaT) X
ey VPN-tyusent (IPSec ESP) §-Terra Client
Q JawmMuwaeMman NnogceTh ©
yposHem qosepms 1 - VPN-TyHHen: (IPSec AH) . Hoat

PucyHok 26

[ns ykasaHusa TyHHenbHoro IPsec agpeca napTHepa HaxmuTte kHonky Add B obnacTtu Action n B
oTKpbiBLIeMcst okHe Add IP Address (PucyHok 27) ykaxunTe IP-agpec nHtepdpenca, oo kotoporo dyaet
NOCTPOEH TYHHENb OT fnokanebHoro IP-agpeca knueHTa. Aopec He MOXeT ObITb HYMNEBbIM.

#fdd IP Address

PucyHok 27

MoxHo ykasaTb cnucok IP-agpecoB, 4O KOTOPbLIX BO3MOXHO NOCTPOUTL TYHHENb. Agpeca B cnucke Hago
pacnonoXxutb B NOpsiake yObIBaHUS NpuopuTeTa — NepBblil B CIMCKE UMEeeT CaMbli BbICOKUA NPUOPUTET.
Ecnu He yganocb NoCTpoUTbL TYHHENb A0 UHTepdenca ¢ NepBbiM YKa3aHHLIM afpecoMm, Npon3BOAMTCA
nonbITKa NOCTPOUTL TYHHENb co BTOpbIM IP-agpecom u T.4. KHonkn Up 1 Down npegHasHayveHsl ans
U3MeHeHus npuoputTeTa agpecos B cnucke (PrcyHok 28).

—&Ackion
IF'rn:nI:ect using IPsec j

Tunnel IP Addresses of IPsec parkner;
[ Use random IP Address order

10.0.11.1 Up |
10,0.11.7

Du:uwnl
add... Edit... | Remuvel

[~ Request IKECFG address

| + More setkings. .. |

(04 | Cancel |

PucyHok 28
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Mcnonbays kHonku Add, Edit n Delete, moxHo gobaBnsaTb, peaakTMpoBaTh U yoanaTb agpeca us cnmcka.

Use random IP Address order — npu yctaHoBKe 3Toro conaxka IPsec-agpec naptHepa byget

BbIOMpaTbCA N3 cnucka cny4darviHibiM o6pasom. Npn HeyaavyHOM NONbITKE NOCTPOUTbL TYHHEMb C 3TUM

aZpecom, criefyoLmmn TyHHenNbHbIN agpec dyaeTt BbibupaTbecst Takke cnyyamHbiM o6pasom.

Request IKECFG address — ycTaHOBKa 9TOro ponaxka no3BonsdeT KNMeHTy 3anpalinsaTtb agpec y
IKECFG-cepBepa npu NOCTPOEHUN 3aLLULLEHHOIO COeANHEHUS NO JaHHOMY npaBuny. [1oaTomMy B 3TOM
npaswune 06s3aTenbHO HY)XKHO yKa3aTb TYHHENbHbIA agpec napTHepa, y KOTOporo 1 OyaeT 3anpoLueH
IKECFG-agpec (PucyHok 29). MiHTepdenc, ¢ npucBoeHHbIM eMy IKECFG-agpecom, byaem HasbiBaTb

BUPTYasnbHbIM NHTEPdENCOM.

)

Note

CylecTByeT orpaHudeHme B npumeHeHun MNpoagykra S-Terra Client, korga
3anpawunBaetcsa agpec u3s IKECFG-nyna:

MoxkHO 3agaTb TosbKo oAHO npaBuio ¢ 3anpocom IKECFG-aapeca, npuyem
B 9TOM NnpaBune Hemnb3s 3agatb hunbTpauuio No fokanbHbIM agpecam,
npoTokonam u noptam (cepsmcam) (NonoxeHue nepeknodatens Custom
HeJoCTyrnHo). 3To cBA3aHO ¢ aTpubytom PersistentConnection=TRUE B
cTpykType IPsecAction.

CospgaHHas nonutuka 6esonacHocTn byaeT HepaboTtocnocobHa, ecnu BeCb
Tpaduk 3awmwaeTcs no npotokony IPsec (Tpaduk mexay nobbim
nokanbHbIM |IP-agpecom 1 nobbiMn agpecamy NapTHEPOB, yKa3aHHbIMY B
obnactax Local IP Addresses u Partner IP Addresses).

Monutuka 6esonacHocTn He ByaeT paboTaTb, ecnu TyHHENbHLIN IPsec agpec
naptHepa (Tunnel IP Addresses of IPsec partner) coBnagaet ¢ IP-agpecom,
unun nogceTblo NnapTHepa (Partner IP Addresses), Ha KoTopble
pacnpocTpaHseTcs Npasuno unsTpauum.
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x

Set rule parameters

—Local IP Addresses —Partner IP Addresses
{= Any £ Custom 8 Any = Cuskom
IP address | Subnet Mask, | IP Address | Subnet Mask, |
192.168.15.2 255,255,255, 255
add,., | Edit... | Remaove | add. .. Edit. .. | Remaove |
—Services and Protocaols — fckion
= any ™ Custom IF'ru:uteu:I: using IPsec j
Mame | Parks | Turnel IP Addresses of IPsec parkner:
[ Use random IP Address order
10.0.11.1 Up |
Du:uwnl
add. .. | Edit. .. | Remove |
v Request IKECFG address
Add. .. | Edit... | Femove | | + Maore settings... |

™ Log packet matches

Ik | Cancel |

PucyHok 29

+More settings — npu HaxxaTum Ha kHorky +More settings (PucyHok 29) nosiBnsietcsa okHo (PucyHok 30)
AN AONOMHUTENbHbIX HACTPOEK.

[ Reroute packet

IPsec MTLL I

PucyHok 30

e Reroute packet — npu yctaHoBke aToro donaxka naket 0yaeTt noaBepratbCsi NOBTOPHON
MapLupyTUsauum (Npy co3gaHnm BRNOXXEHHONO TYHHENS UMW NPU OTNPaBKe NakeTa ¢ BUPTyarbHOro
IKECFG uHTepdelica nocne IPsec o6paboTku). Mpu co3gaHnm BIOXEHHOrO TYHHENs Anst
NCcXoasLLEro nNakeTa onsATh BbINOMHAETCS MOMCK NOAXOASALLEro nNpaBusia u3 Habopa npaeun
Outbound classification, a 3atem un3 Bknagku IPsecRules. C suptyansHoro IKECFG nHTepdeiica
nocne IPsec 06paboTkn NakeT He MOXET ObITb OTNPaBNEH B MHTEPHET, MOSTOMY OH
nepeHanpasnsieTcs Ha Apyron uHTepdgenc.

e [Psec MTU — B 3TOM nomne MOXHO 3agaTb 3HadyeHne MTU anga IPsec SA, NOCTPOEHHOMY MO
AaHHomy npaswuny. Jonyctumble 3HavyeHns MTU — ot 0 go 65535. 3HaveHne no ymonyanuto — 0,
npu atom MTU OyneT onpepensatbca aBTomatuydecku, n B LSP B cTpykType IPsecAction 3HayeHune
MTU He ykasbiBaeTcA.
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7.3.5 Bknaaka IKE

B aToii Bknagke onpeaeneHsl Habopbl MONMTUK AN 3awmTbl coeanHeHun IKE, KoTopble npegnaratoTcs
napTHepy Ans cornacosaHus npu cosgaHum ISAKMP SA.

ﬁS—Terra Client AdminTool {st} - <Moo name = =01 x|
File Buld Help
Auth I Firewall Rules I IPsec Rules IKE IIF‘seu: I L5F I Settings I License I
Set IKE parameters
IKE proposals lisk:
Encrypkion Inkeqgrity | Ghaup e
[T 28147-569 [oCT P34, YO 1B
[T 28147-89 MOCT P 34.11-94 WkOZ_LE
[OCT 28147-89 roCT P34.11-2012 256 vt WEO_1E
[T 28147-89 MoCT P 34.11-2012 256 Gt WKOZ_LE
[T 28147-89 roCT P 34,.11-2012 512 GuT - WKO_1E
[T 28147-89 roCT P 34.11-2012 512 Gut - WKOZ_LE (]} |
[OCT 28147-89 MOCTP34.11-94 MODP_1536
[T 28147-89 MOCTP24.11-94 MODP_1024
[T 28147-89 MOCT P 34.11-94 MODP_76sS —1  Down |
[T 28147-89 roCT P 34.11-2012 256 Gt MODP_1536
[OCT 28147-89 roCT P 34.11-2012 256 Gur MODP_1024
[T 28147-89 roCT P 34.11-2012 256 Gut - MODP_758 -
a | »
Mode: IMain j
LifeTime of IKE 54
| 28800 sec | 0 kb 0 IPsec 54
Make package. .. | Exit
PucyHok 31

IKE proposals list — ynopsagoyeHHbIn cnucok IKE npeanoxeHunin no npuoputeTy. B BepxHen cTpouke
Haxo4MTCs NpeasioKeHNe C HaMBbICLUMM NPUOPUTETOM.

Encryption — anroputmbl LUMdpoBaHUsA nakeToB. Npeanaraetca TONbKO OANH POCCUNCKNIA
KpunTtorpaguyeckuin anroputm:

[OCT 28147-89 — poccuMmnckuin kpyuntorpadmnyeckmii anropuTm, NnpeactaBneHHbIn B KOHUrypawumm
(Bo Bknagke LSP) kak G2814789CPRO1-K256-CBC-65534.

Integrity — anropnTMbl NPOBEPKM LIENTOCTHOCTM NakeToB. [peanaratTcs cregyoLwme poccMmnckmne
KpunTtorpaduyeckne anroputMmsi:

OCT P 34.11-94 — poccuickuin Kpuntorpauiecknin anropmutm, npeacraBrieHHbIN B
koHdpurypauum (Bo Bknagke LSP) kak GR341194CPRO1-65534.

FOCT P 34.11-2012 256 6um — pOCCUNCKMIA KpunTorpadouyeckmin anroputm, NpeacTaBeHHbIN B
KoHGurypauum (Bo Bknagke LSP) kak GR341112 256TC26-65128.

FOCT P 34.11-2012 512 6um — poccuMnCKunii KpuntorpadmnyecKkmin anroputm, NnpeactaBneHHbIN B
koHdpurypauum (Bo Bknagke LSP) kak GR341112 512TC26-65527.

MmeHa anropuTMoB LWMdPOBaHMSA NaKeTOB U NPOBEPKU LENOCTHOCTU AaHHbIX CYUTLIBAKOTCA U3 dhanna
admintool.ini, pa3melleHHoro B nanke lNpoaykra S-Terra Client AdminTool st. Ang nsmeHeHus nmeH
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anropuTMoB HEOOXOAUMO OTpeaaKkTMpoBaTh STOT dhais, onucaHHbIN B pasaene «dopmat 3agaHus MeH
anroputmoB B dpanne admintool.ini», n nepesanyctuTb rpachmnyeckun nHTepdgenc.

B onucaHum ctpykTypbl IKETransform koHguUrypaunmoHHoro ganna nokansHon nonnutukm 6e3onacHocTu
(Tabnuua 7) npvBegeHbl BO3MOXHbIE 3HAYEHUS XILLU-anroputmMa B 3aBUCUMOCTH OT UCMOMb3yeMOro
anropuTma nyGnMyHOro Krntoya ceptudurkaTta.

Group — napameTpbl BbipaboTky 06LLEero CECCMOHHOTO Kitoya no anroputMy Ouddun-Xennmana unm
VKO:

¢ VKO_1B — ncnonbsyetcsa anroputm VKO NOCT P 34.10-2001 [RFC4357] (anunHa kntoya 256 6uT).
¢ VKO2_1B - ncnonbayetcsa anroputm VKO NOCT P 34.10-2012 (gnvHa kntova 256 6uT).

e MODP_768 — rpynna 1 (768-6utoBbin BapuaHT anroputma Ouddu-Xennmaxa).

e MODP_1024 - rpynna 2 (1024-6utoBbii BapuaHT anroputma dnddu-XennmaHa).

e MODP_1536 — rpynna 5 (1536-6utoBbii BapuaHT anroputma duddu-XennmaHa).

Mode — pexum obmeHa nHdopmarmen o napameTpax 3awuTel U yctaHosrneHus IKE SA. meeT aBa
3Ha4YeHus:

e Main — B 3TOM pexnMe napTHepY BbicbinatoTcs Bce IKE nonutukm Ans Bbibopa 1 cornacoBaHus.

e Aggresssive — B 3TOM pexume napTHepY BbicblnaeTcs Tonbko nepsas IKE nonutuka ns cnucka,
nMetoLLas camblii BbICOKUA npuopuTeT. Npn Beibope 3aToro pexxuma BblgaeTcs 06 3ToM
npegynpexaeHve. Ecnv ana ayteHTudmkaumm ncnonb3yeTcsa npegonpeaeneHHbln Knioy 1 BelbpaH
T1n ngeHTndukaTopa KeylD, To OMmKeH MCNONb30BaTbCA TOMbKO pexnm Aggressive.

LifeTime of IKE SA (sec) — Bpems B cekyHaax, B TedeHume kotoporo ISAKMP SA 6yaeT cyliecTsoBaTb.
Bo3morkHOe 3HauyeHne — Lenoe 4ncno 3 guanasoHa 0..2147483647. PekomeHgyemoe 3HayeHne — 28800,
KOTOPOE BbICTABMEHO MPK OTKPLITUM HOBOro NpoekTa. 3HavyeHne 0 o3HavaeT, 4YTo Bpems AencTens SA He
orpaHunyeHo. lNycTasa cTpoka — HegoNycTMMa, Npu CO34aHMn UHCTanNMALMOHHOro channa 6yaeT BbigaHo
coobuieHune 06 owwmnbke.

LifeTime of IKE SA (Kb) — yka3sbiBaeT 06beM AaHHbIX B knnobamtax, KOTOpbI MOryT nepeaaTb CTOPOHbI
BO Bcex IPsec SA, co3gaHHbIx B paMmkax ogHoro ISAKMP SA. Bo3MOXHOE 3Ha4YeHue — Lenoe Yncrno mns
AnanasoHa 0..2147483647. PekomeHayemoe 3HayeHne — 0, KoTopoe BbICTaBNEHO NPU OTKPLITUN HOBOTO
npoekTta. 3HavyeHne 0 o3Ha4aeT, 4To OOBbEM AaHHbIX B Knnobantax He orpaHuyeH. lNyctasa ctpoka —
HeZonycTMMma, Npu co3gaHMn MHCTaNMAUMOHHOro darina 6yaeT BbigaHo cooblieHne 06 oLwmnbke.

IPsec SA — konuyecTtBo IPsec SA, co3gaHHbix B pamkax ogHoro ISAKMP SA. 3HauyeHne 0 o3Ha4vaeT, uto
Konn4yecTtBo IPsec SA He orpaHun4yeHo.

KHonkn Up n Down npeaHasHayeHbl Ans ynopagovnBaHua cnmcka npep,nomeHMﬁ no nNpuopuTeTy.
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7.3.6

B naHHowm Bknagke 3agaroTca nonutukm IPsec sawmTtbl B BUAe Habopa npeobpasoBaHnil, KaXxKabin 13
KOTOpbIX ecTb koMBuHaumst AH npeobpasosaHus 1 ESP npeobpasoBaHus. [MNapTHepy HanpasnseTcs
cnmcok HabopoB npeobpasoBaHuin, No npoTtokony IKE nponcxoauT cornacoBaHue u BbiIbop KOHKPETHOro
Habopa npeobpasoBaHuMK, KOTOPLIN ByaeT MCNONb30BaTbCA AN 3aLlmThl Tpaduka ansa ogHoro SA.

Bknaaka IPsec

=101 =]

ﬁS—Terra Client AdminTool {st} - <No name=
File Build Help

Auth I Firewall Fules I IPsec Rules I IKE IPsec |LSF‘ I Setkings I License I

Set IPsec parameters

IPsec Proposal lisk;

FocTP34.11-94
MocTP34.11-94
MocT P 34.11-94
MocTP34.11-94
FocTP34.11-94
MocTP34.11-94
MocT P 34.11-94
[ocT 28147-39

[T 28147-89

Mone

[oCT 28147-89
[oCT 28147-89
[OCT 28147-89
ESP_GOST-4M-IMIT
ESP_GOST-4M-IMIT
ESP_GOST-4M-IMIT
Maone

[oCT 28147-89

Mone

Mone

[T P 34.11-94
[T 28147-89
Mone

[T P 34,1194
[T 28147-89
Maone

Mone

AH Inkeqrity ESF Encrypkion ESP Inkeqgrity ﬂ
Mone ESP_GOST-4M-IMIT Mone

Mone ESP_GOST-4M-IMIT MOoCT P 34.11-94

Mone ESP_GoST-4M-IMIT [OCT 25147-59

w
1| i B

Group: |N-:| PFS j

v Add Proposals with AH

—LifeTime of IPsec 54
| 3600 sec

| 4605000 Kb

Make package. .. Exit

PucyHok 32

IPsec Proposal list — ynopsgo4veHHbIn cncok Habopos Nnpeobpas3oBaHMn, BbiCbiNaeMbIX NapTHepy Ans
cornacoBaHus. Mpu nomoLm kHonok Up 1 Down BbINOMNHSAETCS YNopsiAouMBaHMe cnncka no npuopuTeTy.
B BepxHel cTpoyke HaxoauTcs Habop NpeobpasoBaHWin C HAMBLICLLMM MPUOPUTETOM.

AH Integrity — npegnaraembie anroputmbl MPOBEPKM LLENOCTHOCTM nakeTa no npotokony AH: NmeeTtcs
TpU 3Ha4YeHus:

e None — anroput™ NpoBEpPKMN LLENOCTHOCTU HE NPUMEHSETCS.

o [OCT P 34.11-94 — poccuicKkuin Kpuntorpaduieckmnin anropmtm, NpeacraBreHHbI B
KoHurypauuu (Bo Bknagke LSP) kak GR341194CPRO1-H96-HMAC-254.

e [OCT 28147-89 (B pexvmMe BbIpabOTKN MMUTOBCTABKN) — POCCUMACKUI KpUMTOrpadnyeckni
anropuTm, npeacTaBneHHbIN B KOHUrypauum (Bo Bkrnaake LSP) kak G2814789CPRO1-
K256-MAC-255.

ESP Integrity — npeanaraemble anropuTMbl MPOBEPKU LIENOCTHOCTM NakeTa no npoTtokony ESP:
e None — anropuTM NPoBEPKU LLIENOCTHOCTU HE MPUMEHSIeTCS.

o [OCT P 34.11-94 — pocCUACKUIN KpUNTorpacu4ecKknin anropmtm, NpeacTaBneHHbIN B
KOH(purypauum (Bo Bknagke LSP) kak GR341194CPRO1-H96-HMAC-65534.
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o [OCT 28147-89 (B pex1me BbIpabOTKU UMUTOBCTABKU) — POCCUNCKNIA KpunTorpaduyeckmi
anropuTM, NpeAcTaBneHHbIN B KOHdUrypaumm (Bknagke LSP) kak G2814789CPRO1-K256-MAC-
65535.

ESP Encryption — npegnaraembie anroputMbl LUMpPOBaHNS NakeToB No NpoTokony ESP:
e None — anroput™m WwngpoBaHus ESP He npumeHsieTcs.
e Null — anropuTm NpUMeHsITb, HO He WnpoBaThb.

e [OCT 28147-89 (B pexxMmMe MpOCTOM 3aMeHbI C 3aLenyeHneM) — POCCUACKMI KpunTorpaduyeckuin
anropuTm, NnpeacTaBneHHbIN B KOHUrypauum (Bo Bknaake LSP) kak G2814789CPRO1-K256-CBC-
254

o ESP_GOST-4M-IMIT — poccunckuii Kpuntorpadu4eckmin anroputm, NnpeacTaBrneHHbIn B
KoHGurypauum (Bo Bknagke LSP) kak G2814789CPRO1-K288-CNTMAC-253. KpunTorpaduyeckuii
anroputm ESP_GOST-4M-IMIT camocTosTensHo obecnevmBaeT kak 3almTy
KOH(pmAaeHUManeHOCTH (LLMGPOBaHUE), TaK U KOHTPOSTb LLEMOCTHOCTU AaHHbIX (MMUTO3aLLMTY).

MmeHa anropMTMOoB LLIMGPOBaHMS NAaKETOB 1 MPOBEPKM LLENMOCTHOCTM AaHHbIX CYUThIBAKOTCA U3 hanna
admintool.ini, pa3meweHHoro B nanke lNpogykra S-Terra Client AdminTool st. [1na nameHeHns nmex
anropMTMoB HeobxoaMMOo OTpedakTUpoBaTh 3TOT dain, oNMcaHHbIn B pasgene «dopmaT 3agaHus UMeH
anroputmoB B hanne admintool.ini», n nepe3anyctuTb rpadonyecknin HTepgenc.

Add Proposals with AH — npu ycTtaHOBKe 9TOro pnaxka BbIBOAUTCS COOOLLEHME:

warning X
"'-. &H inkegrity is nok applicable to connections owver MAT,

Are you sure wou wank to add proposals with &H integrity to proposal list?
Aa | HeT I

PucyHok 33

OHo o3HauaeT, uto npotokon AH HecoBmecTum co cpeactBamu NAT, Tak kak NAT uameHstoT IP-agpec B
3aronoske TCP/IP naketa. lNpotokon AH obecne4dvBaeT NPOBEPKY ayTEHTUYHOCTU U LIENTOCTHOCTYU
naketoB, a NAT HapylwaeT gaHHble ayTeHTUdmkaumu. lNMocne HaxaTtua kHonkn Yes gobaensaoTcs
poccuiickme kpuntorpadpuyeckue anroputmbl FOCT P 34.11-94 n TOCT 28147-89.

Group — napamMeTpbl Bblpa6OTKl/I KNKO4eBOro Mmartepuana, BbiCbll1laeMble NapTHePY ANnd cornacoBaHUA:

¢ No PFS — onuusa PFS He BKnoYeHa 1 Npu cornacoBaHMn HOBOW SA HOBbIV OBMEH MO anroputmy
Onddun-Xennmana unm VKO ans BeipaboTKM 00LEro CeCCUOHHOTO KItova He BbIMOSTHAETCS.
KritoueBon matepuan sanmcteyeTcsa u3 nepsown assbl IKE.

¢ BbiGpaHHbI napameTp 03Ha4aeT, YTO NP CornacoBaHMn HOBOW SA BbINOMHSAETCH HOBbIN OOMeH
kntovamu no anroputmy Auddun-Xennmana nnu VKO B pamkax IPsec. MoxeT ncnonb3oBaTbcs
OAIVH 13 NapameTpoB:

e VKO_1B - ucnoneayetcsa anroputm VKO FOCT P 34.10-2001 [RFC4357] (anvHa kritoya 256
ouT).

e VKO2_1B - ucnoneayetca anroputm VKO MOCT P 34.10-2012 (gnvHa kntova 256 6uT).
¢ MODP_768 —rpynna 1 (768-6utoBbin BapuaHT anroputma Auddpu-Xennmaxa).

¢ MODP_1024 - rpynna 2 (1024-6uToBblI BapuaHT anroputMma Qudpdu-Xennmana).

¢ MODP_1536 — rpynna 5 (1536-6uToBbIvi BapuaHT anroputma Quddu-XennmaHa).

LifeTime of IPsec SA (sec) — Bpems B cekyHAax, B TedeHne kotoporo IPsec SA 6yaeT cylectBoBathb.
BoamMoXHOe 3Ha4eHne — uenoe Ymcno 13 ananasoHa 1..2147483647. PekomeHgyemoe 3HayeHue — 3600,
KOTOPOE BbICTABMEHO NPM OTKPLITUM HOBOIO NpoekTa. [ycTtas cTpoka n 3HavyeHune 0, KoTopoe o3HavaeT
HeorpaHuyeHHoe BpeMmsi Xun3Hu IPsec SA, — HegonyCTUMbI, NPY CO34aHNN MHCTaNNAUMOHHOro channa
OygeT BbigaHo coobuieHne 06 owmnbke.
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PekomeHayeTcs ykasbiBaTb Takoe BpeMsi SA XXM3HU B CEKyHAAX, YTO Obl B OCHOBHOM yaaneHue IPsec SA
NPOVNCXOAMMO NO BPEMEHU, a OrpaHnyeHne Ha obbeM Tpaduka BblbMpaTh Kak JONONHUTENBHYIO Mepy.

LifeTime of IPsec SA (Kb) — yka3biBaeT 06beM AaHHbIX B knnobantax, KOTOpbIA MOryT nepeaatb
CTOPOHbI B pamkax ogHoun IPsec SA. Bo3amoXHoe 3Ha4yeHne — Lernoe Yncno us guanasoHa 0..2147483647.
PekomeHayemoe 3HauveHne — 4608000, KOTOpoe BbICTaBEHO NPU OTKPbITUU HOBOro npoekTa. 3HadeHue 0
0O3Ha4aerT, 4YTo 06beM AaHHbIX B kKunobamnTax He orpaHuyeH. [lycTtas cTpoka — HegonycTuMma, npu
CO34aHWM MHCTaNMSILUMOHHOrO harna oyaeT BblgaHo cooblleHne 06 owmnbke.

Mpumeyanme

Ecnu ans npoBepku LenocTHOCTM 1 wndpoBaHust ncnonbaytotest anroputmbl: FTOCT 28147-89 (B pexume
BblpaboTkn nmutosctaBkm), FTOCT 28147-89 (B pexxMmMe NpPOCTON 3aMeHbI C 3aLensieHnem), To B 3TOM
cny4dae makcumarnbHoe gonyctumoe 3HadeHue LifeTime of IPsec SA (Kb) — 4032 K6.

Mpu NpeBLILEHNN YKa3aHHOTO 3HAYEHMs A51s CO34aHHOro SA, B XKypHasn NpoTokonupoBaHus byaet
BblAaHO coobLieHne, 4To B co3aaHHoM IPsec SA orpaHuveHune no Tpaduky He COOTBETCTBYET
AONYCTUMOMY OFPaHUYEHNIO ANsi UCMOSb3YeMOro KpunTtorpadguyeckoro anroputma:

"SA traffic limit exceeds limitations imposed by the cryptograghic algorithm".

Krnonku Up n Down npegHasHayeHbl Ans ynopsgoyuMBaHus Cnncka npeanoXxeHun no npuopuTeTy.

1.3.7 INokanbHaga nonuTUKa 6e3o0nacHoCcTU

Bo Bknagke LSP (PucyHok 34) npocmaTtpuBaeTcs U peaakTupyeTcs NlokanbHas nonutuka 6e3onacHocTu
Ans Nonb3oBaTens, 3ajaHHas B NpeablayLLnMX BKnaakax.

CyuwecTByeT aBa pexuma pabotsbl ¢ LSP:
® pexuMm aBTOMaTU4yeckoro popmmposaHuns LSP

® pexXuMm pyyHoro 3agaHus LSP.

7.3.7.1 Pexum aBToMaTtuyeckoro opmmupoBaHusa LSP

B pexume aBTOMaTtmdeckoro goopmmpoBaHus (cbnaxok "Use custom LSP" He ycTaHOBNEH) nokanbHas
nonuTtuka 6esonacHocT POpMUPYeTCS Ha OCHOBE AaHHbIX Bknagok Auth, Firewall Rules, IPsec Rules,
IKE, IPsec 1 paclumpeHHbIX napameTpos, 3a4aBaeMblX B AMaroroBoM OKHe, Bbi3biIBAEMOM KHOMKOW
Advanced.
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ES—Terra Client AdminTool {st} - <No name=
File Buld Help

Auth I Firewall Rules I IPsec Rules I IKE I IPsec  LSP |Settings I License I

Wiew lacal security policy and edit if need

Local security palicy:

=101 %]

LOAPSettings §
ResponseTimeout = 200
HoldiZonneckTimeout = &0
DropConnectTimeout =5

IdentitvEntry auth_identity_01§
KevID = "Fae2eEaDTE"

i

BukhMethodPreshared auth_method 011
SharedIKESecret = "keyl"
Localll = auth_identity_01

J

IKEParameters [
DefaultPort = 500
Sendretries = 5
RetryTimebase = 1
RetryTirmeMax = 30

al |

[~ Use custan LSP ddvanced, . | Refresh LSP I

LI

-

Make package. .. |

Ezxit

PucyHok 34

Local security policy — none ¢ LSP B TekcToBOM dhopmarTe.

Use custom LSP — ycTtaHoBKa aTOro donaxka nepekniodaeT B peXxum py4yHoro gopmmuposaHus LSP.

Refresh LSP — kHonka ans obHoBneHus LSP B okHe Local security policy ans otobpaxeHust TekyLien

KOHQUrypauum ¢ usMeHeHusimu.

Advanced - kHornka Bbl3oBa okHa Advanced LSP Settings onst HACTPONKN pacLLUMPEHHOro cnmcka

napameTtpos LSP.

Advanced LSP Settings

3710 okHO (PucyHok 35) oToGpaxaeT pacLUMpeHHbI CMMCOK NepeMEHHbIX LSP 1 1x TekyLuue 3HaveHus,

KOTOpPble MOXHO OTpeaakTupoBaTb N YCTAHOBUTb 3HAYEHUA NO YMOJT4aHUIO. I'IepemeHHble O6'beJJ,VIHeHI:I B

LecTb rpynnm.

OkHO cogepXuT 4 pyHKUMOHANbHbIE KHOMKW:

e Edit — KHOMKa BbI30Ba OKHa A5l peAakTnpoBaHMs BblaeneHHon nepeMeHHon. OKHO
pedakTMpoBaHUsi OTKPbIBAETCS Takke NPy ABOMHOM KITMKE NEBOI KHOMKU "MbIlLK" Ha BblAeneHHOM

CTpOKe.

e Set defaults — kHonka ANs yCTaHOBKM 3HAYEHWI MO YMOMYaHWIO ANS BCEX MEPEMEHHbIX.

. ACCGpt — KHOMKa AnA 3akpbITUA OKHa C COXpaHeHneM OTpeaaKTUPOBaHHbIX 3Ha4YeHun nepeMeHHbIX.

e Cancel — kHonka ans 3aKpbITUA OKHa 6e3 COXpaHeHNA OoTpeaaKTUpPOBaAHHbIX 3Ha4YeHun

nepemMeHHbIX.
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Advanced LSP Settings x|
| Mame | Yalue | -
- Global settings
RL handling mode BEST_EFFCRT
Acsemble packet fragrnents before IPsec
- IKE settings
Default port 500
Send packet retries 5
Initial retry kime (seconds) 1
Max rekry bime (seconds) 30
May session duration {seconds) a0 |-
May sessions initiated at once 30
Max responder sessions wikth a partner 20
Max blacklog sessions 16
Min blacklog sessions n
Blacklog sessions silent 4
Blacklog relax time (seconds) 120
Send certificate request mode AUTO
Send certificate mode AUTO
Do auktopass True
Prefer IKECFG address Lask used address
Specific IKECFE address 0.0.0.0
- Firewall settings
SWRZSERIT Firren ik an LI
Assemble packet fragments before IPsec ;I
Bszemble packet Fragments before IPsec incapsulation in tunnel mode
rSet ‘True' for compatibility with 3.1 and older). ;I
Edit... Set defaults Accepk | Zancel |
PucyHok 35
Global settings

CRL handling mode

lMepemeHHas 3agaeT pexnm NCMosb30BaHNSA CMMCKOB OTO3BaHHbIX cepTudmkaToB (CRL). MNpu HaxxaTum
kHoMkmM Edit nosBnseTca okHO Ans Bbibopa 3Ha4YeHW U3 BbinagatoLwero cnmcka:

CRL handling mode 3 x|

ZRL hiandling mode
Defaulk Value = "BEST_EFFCORT"

Walue: |BEST EFFORT |
Set defaulk | Ik I Cancel
PucyHok 36

Bo3aMOXHble 3HaYeHus:

¢ DISABLE - npwu npoBepke cepTndukaTa Cnmcok 0TO3BaHHbIX cepTudmnkatos He obpabaTbiBaeTcs.
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o OPTIONAL — cn1cok oTO3BaHHbIX CEPTUPUKATOB NCMOMb3YEeTCA TOMbKO B Cryvae, ecnu oH 6bin
npeaycTaHoBNeH unu nonyyeH (n obpabotaH) B npouecce IKE obmeHa 1 aBnaeTca AeNCTBYOLWNM.

e BEST_EFFORT — cnncok oTo3BaHHbIX CEPTUMPUKATOB UCMONb3YeTCs Npu NpoBepke cepTudukarta
TONbKO B TOM CIlydae, eCrniv OH SBMSETCA AENCTBYIOWMM. OTOT PEXUM OTNINYAETCs OT pexuma
OPTIONAL Tem, yto CRL moxeT 6bITb Nony4veH nocpenctsom npotokona LDAP (ecniv oH
HacTpoeH). ATO 3Ha4YEHUE NCMONb3YETCS MO YMOMYaHMIO.

o ENABLE — gnsa ycnelwuHom npoBepku ceptudmnkata obpabaTeiBaeTcs CNMCOK OTO3BAHHbIX
cepTMduKaToB.

3HaueHne no ymonyaxuio — BEST_EFFORT.

Bce okHa ans pegakTupoBaHUs NepeMeHHbIX UMEOT TPU (PYHKLMOHANbHbIE KHOMKW:
e Set default — kHomka AN ycTaHOBNEHUSA 3HAYEHWSI MO YMOMYaHWIO JAHHOW NepeMEHHOMN.
e OK — KHOMKa Ans 3aKpbITUs OKHa C COXpaHEeHNeM BbIOPaHHOrO 3Ha4YeHUs NeEPEMEHHOMN.

e Cancel — kHONKa anga 3akpbITMs OkHa 6e3 coxpaHeHus BbIGpaHHOro 3Ha4YeHUs NepeMEHHOMN.

Assemble packet fragments before IPsec

MepemeHHas 3aaaeT c6opky |IP-nakeToB U3 doparmeHToB nepes IPsec-uHkancynsuuei. Mpu HaxaTum
KHonku Edit nosiBnsieTca okKHO ¢ ABYMSI NOMOXEHUSIMU NepeknoyaTens:

e FALSE - cbopka naketa He Npon3BOAMTCS.
e TRUE - nponsBogutcs cbopka nakeTa n3 oparMeHToB.
3HayeHne no ymonyanmio —TRUE.

[ns coBmecTnmocTtu ¢ Bepcuen knventa 3.1 unm 3.11 yctaHosuTe 3HadeHme TRUE.

Assemble packet fragments before IPse x|

Aszsemble packet fraoments before IPsec incapsulation in kunnel mo :I
rSet ‘Trug' for compatibility with 3.1 and older)
=

Default Yalue = True

" False
f* True

Set default | | Ik I Cancel |

PucyHok 37

IKE settings

lMepemMeHHble, B Ha3BaHMM KOTOPLIX MMeeTcst crnoBo blacklog, 3agatoT noBegeHne MexaHmamMa Tak
Ha3bIBAaeMOro “4epHoro crnmcka”. "YepHbin cnnucok” npegHasHaveH ansa 3awmtbl oT DoS-aTak (Denial of
Service —0TKa3 0T 06cnyxmBaHus). "YepHbin cnncok” MnHMMn3npyeT obpaboTky IKE-nakeToB oT
napTHEPOB, HAXO4ALWMXCA B "4EPHOM crnncke".

Default port

MopT gnsa npotokona IKE, koTopki ByAeT MCnonb3oBaH No yMonyaHuwo. Bo3amoxxHoe 3HauyeHne — uenoe
ymncrno u3 guanasoHa 1..65535. 3HaueHne no ymonyanHuto — 500.

OkHo ans BbIbOpa 3Ha4eHns nopra:
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Default pork x|

Default IKE port ;I
Default Yalue = 500, Min Yalue = 1, Max Yalue = 65535
I

Value: I 500 :II
Set default || Ik I Zancel |

PucyHok 38

Send packet retries

KonunuyecTBo nonbITok nockinku IKE-nakeToB napTHepy. Bo3aMoxHOe 3HaveHue — Lenoe Yncro us
ananasona 1..30. 3HayeHune no ymon4yaxumio — 5.

OkHo ansa YCTaHOBKU 3HAYE€HNA:

Send packet retries x|

Mumber of the IKE send packet retries ﬂ
Default Yalue = 5, Min Yalue = 1, Max Walue = 30

Walue: I E:I'
Set defaulk | Ik I Zancel |

PucyHok 39

Initial retry time (seconds)

HavanbHbIn MHTEPBAN BpEMEHN MeXAy MOBTOPHbIMM NOMNbITKamu Nockinku IKE-nakeToB napTHepy (B
cekyHaax). Ecnu oTBeT He nonyyeH B TeYEHME HAYanNbHOro MHTEpBarna, To 3anpoc MOCLINAETCs MOBTOPHO
W MHTEpPBan MeXxay NOBTOPHbLIMK NOMNbITKAMWU yBENUYMBAETCH B ABa pasa. ATOT UHTEpPBan yBeNnMuMBaeTcs
B [Ba pasa [0 Tex Mnop, noka:

e He 6yp,eT nony4yeH oTBeT uinn

e 3HadveHue vHTepsana Initial retry time He gocTurHeT 3HayeHns Max retry time, (NOBTOPHbIE NOMbITKN
OyoyT npogonkaTtbcsi C MHTepBanom Max retry time) un KonNM4eCcTBO NOMbITOK HE AOCTUIHET
3HadeHusa Send packet retries.

Bo3moxHOe 3HauyeHne — Lenoe 4ncno 13 guanasoHa 1..5. 3HadyeHne no ymonyanumio — 1.

OkHo Aana yCtTaHOBKM Ha4vallbHOro MHTepBalia BpeMeHu:
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Initial retry time {seconds} ﬂ

Initial number of seconds between IKE send packet retries ﬂ
Default Yalue = 1, Min Yalue = 1, Max Walue =5

Walue: I ﬂ:ll
Set defaulk | Ik I Zancel |

PucyHok 40

Max retry time (seconds)

MakcumanbHbI MHTEPBANI BPEMEHN MEXAY NOBTOPHbIMM NonbiTkaMu nockinikn IKE-nakeToB napTHepy (B
cekyHaax). Ecnu BeicTaBneHHoe 3HayeHne Max retry time meHbLue, YeMm 3HadeHue Initial retry time, To npm
3arpyske koHdurypauum Max retry time npucBavBaeTca 3HaveHume Initial retry time. Bo3amoxHoe 3HavyeHne
— uenoe ymcno 13 guanasoHa 1..60. 3HayeHne no ymonyanumio — 30.

OkHo ans YCTaHOBKN MakCUMalibHOro nHTepBana BpeMeHu:

Max retry time (seconds) ﬂ

Maxirmum number of seconds between IKE send packet retries ﬂ
Default Yalue = 30, Min Yalue = 1, Max Value = 60

. -]
Yalue: I 50 |
Set defaulk | Ik I Cancel |

PucyHok 41

Max session duration (seconds)

MakcumanbHbI MHTEpPBan BpeMeHun Ha kaxayto ceccuto IKE (B cekyHaax). BoamoxHoe 3HaveHue — uernoe
yncno m3 guanasoHa 10..300. 3HayeHne no ymonyaHuio — 60. OkHO Ansa BbIGoOpa 3HaYeHUs:

Max session duration (seconds)

Pl
Maximum IKE session duration (seconds) ﬂ
Default Yalue = &0, Min Yalue = 10, Max Yalue = 300

=

. -
Walue: I | |
Set defaulk | Ik I Cancel |

PucyHok 42
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Max sessions initiated at once

MakcmmanbHoe KOnm4yecTBO 0QHOBPEMEHHO MHULUMMpyembix IKE-ceccuin ans Bcex napTHEPOB.
Bo3moxHOe 3HaueHne — Lenoe uncrno u3 guanasoHa 1..10000. 3HayeHne no ymondaHuto — 30. OkHo anis
BblOOpa 3HaYeHUs:

Max sessions initiated at once 5[

Maxirmurm kokal number of the IKE sessions initiated at once :I
Defaulk Yalue = 30, Min Yalue = 1, Max Yalue = 10000
=

. -
Yalue: I | -
Set default | (0] 4 I Cancel |

PucyHok 43

Max responder sessions with a partner

MakcumansHo JonycTMMOE KONMYeCTBO OAHOBPEMEHHbIX 0OMeHOB, NpoBoaMMbIX VPN-yCcTponcTBOM CO
BCEMW NapTHepaMu, B Ka4ecTBe oTBeTYMKa. Ecnu nokanbHoe yCTpOMNCTBO MMEET yKa3aHHOE KONMYECTBO
He3aBepLUeHHbIX IKE-0bMeHOB B ponin oTBETYMKA, TO Bee Bxoadawme ISAKMP-nakeTsbl, TpebytoLine
yCTaHOBMEHNS HOBbIX 0BMEHOB, UTHOpPUPYIOTCH (6e3 onoseLueHns napTHepa).

BosmoxHoe 3HaueHne — uenoe 4yncno 3 gnanasoHa 1..10000. 3HayeHne no ymonyaHuio — 20. OkHO Ans
YCTaHOBKU 3HAYE€HNA:

Max responder sessions with a partner x|

Maximum number of the IKE exchanges with a single peer while ;I
been responder
[l

Default Yalue = 20, Min Yalue = 1, Max Value = 10000

Walue: I ) :ll
Sek default | Ik I Zancel |

PucyHok 44

Max blacklog sessions

Max blacklog sessions yctaHaBnuBaeT Ha4anbHOe YMCNO pa3peLleHHbIX 0OaHOBpeMeHHbIX IKE obMeHoB,
VHULIMMPYEMBIX OOHUM napTHepoml. Mpu kaxxgom HeyaayHoMm 3aBepeHuun IKE obmeHa yucno
paspeLleHHbIX ogHoBpeMeHHbIX IKE obmeHOoB Ans gaHHOro napTHepa CHbKaeTCs BABOE C OKPYITNEHNEM B
MEHbLLYIO CTOPOHY, BNMOTb A0 NonHoro 3anpelieHns IKE Tpaduka ¢ AaHHLIM NapTHEPOM.

MpumeyaHme: Kak TONbLKO NApPTHEP 3aHOCUTCA B "4epHbIN CAMCOK", ANS HEero Tekyllee 3HavyeHne
pa3peLUeHHbIX 0OHOBPEMEHHO NpoBoAMMbIX IKE 06MeEHOB He TOMbLKO HAaYMHAET YMEHbLUATLCA B ABa pa3a

'B naHHoM cny4yae napTHep uaeHtTudgmumpyeTca no nape ip:port. Noka napTHep He ayTeHTUMUmMpoBaH (T.e. ¢
Takum NapTHEPOM Ha AaHHbI MOMEHT HET HM ogHoro ISAKMP-coeguHeHnst — SA), [ONyCTUMOE KONTMYECTBO
IKE-0OMEHOB MOXET CHIKaTbCS B 3aBUCUMOCTM OT TOr0, HACKOITbKO yCrneLwHo 3aBepliatotcs |IKE-0OmeHbl ¢
3TUM NapTHEPOM.
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nocne KaXzaoro HeycrneLHoro 3aBepLUeH1s obmMeHa, HO U YBENUYMBATLCA HA eAMHULLY NO UCTEYEHUN
Kaxkgoro nHtepeana BpemeHu Blacklog relax time (onucaHHoro ganee).

BoamoxXHOe 3HaveHne — uenoe 4nucno 1u3 ananasoHa — 0..2147483647.
Ecnu 3HaveHune paBHO 0, TO "4epHbIi CMUCOK" HE NCMONb3YeTCs.

Ecnu 3Ha4yeHne Max blacklog sessions 6onblie nnu paBHo 3HavyeHUo Max responder sessions with a
partner, To Max blacklog sessions npucBanBaeTtcs 3HayeHne Max responder sessions with a partner.

3HayeHne no ymon4yaxuio — 16.

Max blacklog sessions x|

Maxirmum number of the active IKE exchanges with the peer been ;I
just included in the black list {0 disables blacklog)
Default Yalue = 16, Min Yalue = 0, Max Value = 2147433647

. 1=
Walue: m —

Set defaulk | Ik I Cancel |

PucyHok 45

Min blacklog sessions

MUWHMManbHOE YMCno paspeLLeHHbIX 0gHOBpPeMeHHbIX IKE 0OMeHOB, MHULMNPYEMbIX
HeayTeHTUPULMPOBAHHBIM NapTHEPOM.

Bo3moXHOe 3Ha4eHue — uenoe 4ncrno n3 gnanasoHa — 0..2147483647.

Ecnu 3HaveHune Min blacklog sessions pasHo unu 6onblue, 4em Max blacklog sessions, To yicno
paspeLleHHbIX ogHoBpeMeHHbIX IKE 06MeHOB, MHULMMPYEMbIX HeayTeHTUMULMPOBAHHLIM NapTHEPOM, He
CHUxaeTcs (T.e. "YepHbIn cnncok® OTKJ'IIOHeH)Z.

3HayeHue no ymonyaHuio — 0 o3HayaeT, 4YTo Ana napTHepa, NoBeeHMne KOTOPOro NPUBErOo K MOHWKEHUIO
yncna paspeLleHHbIX MHULUNPYEMBIX UM O4HOBPeMeHHbIX |KE o6MeHoB o 3HaveHusa Min blacklog
sessions, urHopupyetcs Becb IKE-Tpaduk, a Bce umeronecs ¢ HUM HegocTpoeHHble IKE-ceccun
yHU4YTOXaKTCA (cutyaumna “Access denied”).

OkHO Ans Bbibopa MUHMManbHOrO KonmMyecTsa 0OMEHOB C NapTHEPOM:

Min blacklog sessions x|

Minimurm number of the essential active IKE exchanges with the ;I
peer included in the black. lisk
hd

Defaulk Yalue = 0, Min Yalue = 0, Max Yalue = 2147453647

. -
Yalue: I 1 -
Set default | (0] 4 I Cancel |

PucyHok 46

2 I'Ipw 3arpyske KOH(bI/IpraLI,I/II/I C OMKITRYEHHbIM «4€pPHbIM CIMNCKOM» BCA CTaTUCTU4YeCKadA I/IHd’)OpMaLI,I/IH (0}
«MNIOXUX» NapTHepax c6pa0b|BaeTc;|. Ecnu xe «‘-IeprIVI CMNNCOK» B8KJ/THOYEH, TO K yXe MMEIOLLLENCS HAKOMNIEHHOM
CTaTUCTUKE NMPUMEHAIOTCA HOBble NapaMeTpbl HACTPOEK «4YEPHOro CrncKka».
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Blacklog sessions silent

YMcno akTUBHbLIX 0OMEHOB, MHULIMMPOBAHHbLIX HeayTEHTUMLMPOBAHHLIM NAPTHEPOM, MO AOCTMKEHUN
koToporo VPN-yCTponcTBO nepecTaeT MHGPOPMMPOBATL NapTHEPA O MPUYMHE HEYCMELIHOro 3aBepLUEHNs]
MHULMMpoBaHHoro nm IKE-obmeHa.

Bo3mMoXxHOe 3Ha4vyeHue — uenoe 4ncno n3 gnanasonHa — 0..2147483647.

Ecnu 3Ha4eHme Blacklog sessions silent 6onblue, yem Max blacklog sessions, To Blacklog sessions silent
npuceanBaeTcs 3HaveHne Max blacklog sessions.

Ecnu 3Ha4eHune paBHO 0, TO HeayTEHTMULNPOBAHHbLIN NAapTHEP HUKOr4a He OMNOBeLLAeTCa O NpUYMHax
OLINBKM MHULUUPOBAHHOIO MM ObMeHa.

3HayeHune no ymonyaxuio — 4.

OkHo ans Bblbopa konnyectea 06GMeEHOB:

Blacklog sessions silent x|

If the number of permitked by blacklog active exchanges drops belc ;I
or equal to the value, partner is not notified of errors
Defaulk Yalue = 4, Min Yalue = 0, Max Yalue = 2147453647

. -
Yalue: I a -
Set default | (0] 4 I Cancel |

PucyHok 47

Blacklog relax time (seconds)
YcTaHaBnuBaeT nHTepBan BpemeHu (B cekyHAax) penakcaumm "4epHoro cnmcka".

3a yKasaHHbI Nepros BpEMEHN YNCNO pa3peLLeHHbIX 0HOBPEMEHHbIX IKE 06MeHOB ANnst Kaxaoro
napTHepa, HaxoasLerocs B "4epHOM cnuncke", yBenmuuaeTcst Ha eauHuuy. Mo nctedeHwuu cnefyroLlero
TaKOro e MHTepBana BpeMeHW, TeKyLLME 3Ha4YeHUS pa3peLleHHbIX 0OHOBPEMEHHO NpoBoanMbIX IKE
0OMeHOB ANnst KaXaoro napTHepa onsiTb YBENMYMBAETCH Ha eAWMHULY U T.4. DTOT MHTEpBan BpeMeHU
OTCYMTLIBAETCH C MOMEHTA NocreaHel 3arpy3ku KoHurypawumu.

Kak Tonbko TekyLee 3Ha4YeHne paspeLleHHbIX OAHOBPEMEHHO NPOBOAUMbIX NapTHepoM IKE obmeHoB
HauMHaeT npeBbllaTh 3HadeHne Max blacklog sessions, Takon napTHeEp UCKYaeTcs U3 "4epHoro
cnucka".

BosmoxxHoe 3HaueHne — uenoe 4mcno 3 gnanasoHa 0..2147483647. 3HadyeHne 0 03Ha4yaeT GeckoHevHoe
BpeMs penakcaumy "4epHoro cnucka" (naptTHep nonagaeT B "4epHbIn CNMCoK" HaBcerga). 3HayeHme no
ymonuanuio — 120 cekyHa.

MpumeyaHme: MOMMMO MeXaHU3Ma penakcaunn, NapTHep Takke MOXET OblTb UCKIoYeH U3 "4yepHoro
cnucka" B cnegylowmnx cnyvasx:

e [pu Nepesanycke cepeuca
e npwu 3arpyske KOHUrypauum ¢ oTKMIOYEHHbIM "4epHbIM CrnMckom"

e npu nHmumaumn IKE obmeHa co ctopoHbl nokaneHoro VPN ycTponcTea ¢ Luernbio
ycTaHoBneHust ISAKMP (IPsec) coepuHerns®

e ecnv napTHepy yaanock yctaHoButb ISAKMP (IPsec) coeanHeHune ¢ nokansHeiM VPN
YCTPOWCTBOM, Y TEM CaMbIM NapTHep OblN yCrnewHo ayTeHTUOULMPOBaH.

OkHo ans BbiGopa MHTepBarna BpeMeHu:

3 .
B naHHOM cnyyae cuuTaeTcs, 4To nokansHoe VPN yCTponcTBO NoTeHUManbHo 40BEPSIET NApTHEPY, C KOTOPbIM OHO Xo4eT
YCTaHOBUTbL COEAUHEHNE, N MHCpOPMaLMS, HAaKOMMEeHHasi B "4epHOM Cnucke", Ansa Takoro napTtHepa cbpackiBaeTcs.

S-Terra Client Copyright © S-Terra CSP 2003 - 2016 57



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

Blacklog relax time (seconds) 5[

Time interval in seconds of the black list relaxation, i.e. increase in ;I
permitted active IKE exchanges per a peer (0 means no relaxation)
Default Yalue = 120, Min Yalue = 0, Max Yalue = 2147483647

: =
Walue: 120] —
Set defaulk | Ik I Cancel |
PucyHok 48

Send certificate request mode

OnpepenseT noruky OTCbINKK 3anpoca Ha cepTudukaT napTHepa. Bo3moxHble 3HaueHus:
¢ AUTO — 3anpoc BbiCblflaeTCs, eCrv BO3MOXHbIN cepTudumkaT napTHepa OTCyTCTByeT
e NEVER - 3anpoc He BbICbinaeTcd

e ALWAYS — 3anpoc BbICblflaeTcs Bceraa.

3HayeHune no ymondauumio — AUTO.

Send certificate request mode x|

Send certificate request mode
Default Yalue = "aUTO"

value: -
Sek defaulk | Ik I Cancel
PucyHok 49

Send certificate mode

OnpegenseT NOrvKy OTCbINKK NTOKanbHOro ceptudmkaTa B npouecce nepsor dasbl IKE Ha 3anpoc
naptHepa. B cBoem 3anpoce napTHep MoXeT yka3aTtb, kakoMy CA cepTudukaTty oH gosepsieT. Ecnu Takon
cepTudmrKaT He HaMAeH, TO OH He OTcbiNnaeTcs. Bo3aMoXHble 3HaYeHus:

e AUTO — aBTOMaTU4eCKnN onpegenseTcsd, koraa HeobxoaMmMma OTCbIfIKa NOKanbHOro
ceptudukarta napTHepy.

¢ NEVER - cepTudukaT He BbiCbifaeTcs.
e ALWAYS — cepTudukaT BbiCbiNnaeTcs Bceraa.

e CHAIN — cepTudukaT BbICbINaeTcs Bceraa, npyyemM B COCTaBe C LIenoYvKkon JOBEpPUTENbHBLIX
CA. NmeeTcs BBMAOY Lenovka cepTndurkaToB, NOCTPOEHHAsI OT JIOKaNbHOro cepTudumkaTa oo
CA, KoTOpbI/i YOOBNETBOPSET ONUCaHWIO, NPUCNaHHOMY NapTHepoM B 3anpoce. B obwem
cnyyae ato CA, yooBneTBOPSAOLWNA 3anNpocy napTHepa, MPoOU3BOSIbHOE KONTMYECTBO
npomMexxyTovHbIXx CA 1 nokanbHbIN cepTudmkar.

3HaueHwue no ymonyaxuio — AUTO.
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Send certificate mode x|

Send certificate mode
Default Yalus = "aUTO"

value: -
Set defaulk | Ik I Zancel

PucyHok 50

Do autopass
3agaeT pexxum aBToMaTudeckoro nponyckanusi ISAKMP-Tpaduka. Bo3aMoXHble 3Ha4YeHWs:

. TRUE — aBTOMaTM4ecku nponyckate ISAKMP-nakeTbl No BceM ounbTpam, No KoTopbiM
3awmwaetcs Tpaduk.

. FALSE — He nponyckaTb aBToMmatuyeckn ISAKMP-nakeTbl. [NpaBuno gunstpauum ans
nponyckaHus ISAKMP-Tpadmka gomkHo 6biTb 3agaHo ABHO (Bpy4HYyto) ¢ aenctenem PASS.

3HayeHne no ymonuyanuio — TRUE.

Do autopass EI

Pass [SAKMP protocol ﬂ
Default Yalue = True

i~ False
i True

Sek defaulk | Ik I Zancel |

PucyHok 51

Prefer IKECFG address

3apaeT npegnoynTaemblvi 3anpawuvBaeMsin agpec no npotokony IKECFG npu ycTaHOBReHUA
coeinHeHns. BoamoxHble 3HavYeHus:

e Last used address — 3anpalumBaeTcsi agpec, KOTOpbI OblN NONyyYeH B NpeablayLwmin pas.
¢ No preferred address — npegnoyTeHunn HeT, 3anpalunBaeTcs nobon agpec.
e Specific address — 3anpawmnBaeTcst agpec, ykasaHHbl B nepemeHHon Specific IKECFG address.

3HaueHue no ymonyaHuio — Last used address.

S-Terra Client Copyright © S-Terra CSP 2003 - 2016 59



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

Prefer IKECFG address x|

Prefer IKECFG address
Default Yalue = "Last used address"

VEITEE = recific address

Set default | Ik I Zancel

PucyHok 52

Specific IKECFG address

3agaeT agpec, KOTopbIV KIMMEHT nNpeanodntaeT nonyynTb no npotokony IKECFG, ecnvn B nepeMeHHo
Prefer IKECFG address BbibpaHo 3HayeHue Specific address. 3HadeHne no ymonyanuio — 0.0.0.0,
0O3Ha4aeT, YTO 3anpallmBaeTCs NPOM3BOSbHbIN agpec U3 nyna.

opecific IKECFG address x|

Specific IKECFG address ﬂ
Default Value = "0.0,0.0"

IP Addres: | 192 . 168 . 13 . 120

Set defaulk | Ik I Cancel |

PucyHok 53

Firewall settings
SYN-SENT timeout

SYN-SENT timeout ycTaHaBnMBaeT Nepuo BpeMeHU B CeKyHaax, B TEYEHNE KOTOPOro cyllecTByeT
3anucb o TCP-coeauHenun B coctosiHum SYN-SENT. Bo3amokHOe 3Ha4YeHne — Lienoe Ynucro 13
AnanasoHa 1..65535. 3HaueHne no ymonyaHuio — 30 cekyHA.

S¥N-SENT timeout x|

Time of life in seconds of TCP conneckion descriptor in state SYR-SE :I
Defaulk Yalue = 30, Min Yalue = 1, Max Yalue = 65535
=

. N
Yalue: I &l -
Set default | | Ik I Cancel |

PucyHok 54
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SYN-RECEIVED timeout

SYN-RECEIVED timeout ycTaHaBnuBaeT Nepuoa BpeEMEHU B CEKyHAAX, B TEYEHNE KOTOPOro CyLlecTByeT
3anuck o TCP-coeguHennn B coctosstHum SYN-RECEIVED. Bo3amo)kHOe 3HayeHne — Lienoe Ymcro 3
ananasoHa 1..65535. 3HaueHne no ymonyaHuio — 30 cekyHA,.

SYN-RECEIVED timeout x|

Time of life in seconds of TCP conneckion descriptor in state SYR-RE :I
Defaulk Yalue = 30, Min Yalue = 1, Max Yalue = 65535
=

. -
Walue: I & -
Set default | | Ik I Cancel |

PucyHok 55

FIN timeout

FIN timeout ycTaHaBnNMBaeT Nnepmnos BpEMEHN B CEKyHAAX, B TEYEHNE KOTOPOro CyLLLECTBYET 3anuchb O
TCP-coeamHernun B coctosgsHnn FIN-WAIT-1, CLOSE-WAIT, FIN-WAIT-2, LAST-ACK, TIME-WAIT unun
CLOSING. Bo3moxHoe 3HaueHue — Lienoe 4ncro u3 guanasoHa 1..65535. 3HaueHne no ymon4yaHuio — 5

CeKyHA.
Fivtmeout X
Time of life in seconds of TCP conneckion descripkor in skates: :I
FIM-WaIT-1, CLOSE-WAILT, FIMN-WAIT-2, LAST-ACK, TIME-WAIT, C
Default Yalue = 5, Min Walue = 1, Max Yalue = 65535 _I
.
Yalue: El —
Set default | | I I Cancel |
PucyHok 56
CLOSED timeout

CLOSED timeout ycTaHaBnMBaeT NepuoL BPEMEHUN B CEKYHAAX, B T€YEHME KOTOPOro CyLLIECTBYET 3anuchb
o0 TCP-coegmnHeHnn B coctossHumM CLOSED unu LISTEN. Bo3amMokHoe 3HayeHne — Lienoe 4mcno m3
AnanasoHa 1..65535. 3HaueHne no ymonuyaHuio — 30 cekyHA,.

CLOSED timeout x|

Time of life in seconds of TCP conneckion descriptor in states: CLOS :I
Defaulk Yalue = 30, Min Yalue = 1, Max Yalue = 65535
=

. -
Walue: I & -
Set default | | Ik I Cancel |

PucyHok 57
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ESTABLISHED timeout

ESTABLISHED timeout ycTaHaBnuBaeT nepuoj BpEMeEHU B CEKyHOAX, B TEYEHUE KOTOPOro CyLlecTByeT
3anucb o TCP-coeanHeHunn B coctosiinm ESTABLISHED. Bo3amoXHoe 3Ha4YeHne — Lernoe Ynucro m3
ananasoHa 1..65535. 3HaueHne no ymonyaHuio — 3600 cekyHa

ESTABLISHED timeout x|

Time of life in seconds of TCP conneckion descriptor in state ESTAEL :I
Default Yalue = 3800, Min Yalue = 1, Max Yalue = 65535
=

Yalue:

Set default | | Ik I Cancel |

PucyHok 58

Maximum number of half open connections

Maximum number of half open connections yctaHaBnuBaeT MakcMMarbHOE KONMYeCTBO OAHOBPEMEHHO
CYLLECTBYIOLLMX NOMNYoTKPbITbIX TCP-coeanHeHun (3anpocoB coeguHeHUs, ocTaBLumnxcsa 6e3 oTBeToB, Unu
HEeJOCTPOEHHbIX COEANHEHUI, HE YCMEBLUMX NEPENTU B YCTAHOBIEHHOE COCTosiHME). Korga konnyecTso
NOMNYOTKPbITbIX COEAMHEHWI NMPEBLICUT MAaKCUMarnbHOE KOMMYECTBO U Kak TOMIbKO MOABUTCHA HOBLIN 3anpoc
Ha coefMHeHVe, OOHO NOMyOoTKPbITOE coeanHeHne byaeT yaaneHo. YaanexHue 6yaet npoucxoanTb 40 Tex
nop, Noka YMcrio NoNyoTKPbITbIX COEANHEHNI HE CTAaHET MeHbLUe 3Ha4vyeHns Lower bound of half open
connections. [lanee BHOBb gonyckaeTcs yBenuieHne TCP-coeanHeHnA.

Bo3morkHOe 3HaueHne — Lenoe uncno u3 guanasoHa 0..1000000. 3HayeHue no ymon4yaHumio — 500
NONyoOTKPbITbIX CeaHCOB.

Maximum number of half open conneckio x|

2Id half open connection descriptar will be used inskead of creating :I
when number of half open connection descriptors reaches thes lewve
=

Default Yalue = 500, Min Yalue = 0, Max Yalus = 1000000

. -
Walue: I 00| -
Set default | | Ik I Cancel |

PucyHok 59

Lower bound of half open connections

Lower bound of half open connections yctaHaBnnBaeT MMHUMAarbHOE KONMYECTBO OAHOBPEMEHHO
CYLLIECTBYIOLLMX NONYOTKPbITbIX TCP-coeauHeHMI (3anpoCcoB COeANHEHMS, OCTaBLUMXCS ©0e3 OTBETOB, UIK
HEeOOCTPOEHHBIX COEAUHEHWI), MO OOCTUXEHNN KOTOPOro NpekpallaeTcs ux yaaneHue. BoamoxHoe
3HayeHue — uenoe 4mcno n3 gnanasona 0..1000000. 3HayeHre no ymonyaHuto — 400 NoNyoTKPbIThIX
CeaHCoB.
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Lower bound of half open connections x|

Creation of new conneckion descripkors is allowed when number of ;I
half open TCP connections drops ko this level, See "Half open conne
Default Yalue = 400, Min Yalue = 0, Max Yalue = 1000000

. -
Walue: I 00| -
Set default | | Ik I Cancel |

PucyHok 60

Maximum of new TCP connections rate

Maximum of new TCP connections rate yctaHaBnMBaeT KONMMYECTBO HOBbIX KOHTEKCTOB COEANHEHWMN,
co3[0aBaeMbIX B MUHYTY, MO JOCTUXEHMM KOTOPOro HAYMHaEeTCsa NX yaaneHume, 4tTobbl NpMHUMAaThL HOBbIE
3anpockl Ha coeguHeHne. YaaneHve 6ygeT npogoskarbes A0 TeX Nop, NoKa YacToTa NosiBNEHUs He
OygeT coBnagaTb C 4acTOTOM, YCTaHOBNEHHOW nepemeHHon Lower bound of TCP connections rate.
Bo3morxHOe 3HayeHne — Lenoe uncno 13 guanasoHa 0..2147483647. 3HayeHne no ymondauumio — 500
MOMYOTKPbITbIX CEaHCOB B MUHYTY.

Maximum of new TCP connections rate ﬂ

Creations of new TCP conneckions is disabled ﬂ
when creation rake per minuke reaches this level
Default Yalue = 500, Min Yalue = 0, Max Yalue = 2147483647

Walue: I E00) :ll
Setk defaulk | Ik I Cancel |

PucyHok 61

Lower bound of TCP connections rate

Lower bound of TCP connections rate ycTaHaBnMBaeT KONMMYECTBO HOBbIX KOHTEKCTOB COeANHEHWH,
CO34aBaeMbIX B MUHYTY, MO SOCTWXKEHMUN KOTOPOro NpekpallaeTcs nx yganeHme. BoamoxHoe 3HaveHue —
uenoe 4ncno us gnanasoHa 0..2147483647. 3HayeHne no ymonyaHuio — 400 nonyoTKPbITbIX CEaHCOB B
MUHYTY.

Lower bound of TCP connections rate x|

Creation of new TCP connections id allowed when creation rake per :I
drops to this level, See "Maximum of new TCP connections rate”
Default Yalue = 400, Min Yalue = 0, Max Yalue = 2147483647

. -
Yalue: I 40| -
Set default | (0] 4 I Cancel |

PucyHok 62
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Maximum number of TCP connections

Maximum number of TCP connections yctaHaBnuBaeT MakcMmMmarbHOe paspeLleHHoe konuyectso TCP-
coeanHeHun. Mpwu npeBbileHNN AaHHOTO nNpegena HoBble TCP-coeguHeHnst 0yayT oTBepraTbCs.
Bo3moxHOe 3HaueHne — Lenoe uncrno 13 guanasoHa 0..1000000. 3HavyeHne no ymonyaHmio — 65536.

Maximum number of TCP connections x|
=)

Mew conneckion requests will be rejected
when number of TCP connections reaches this level
Default Yalue = 65536, Min Yalue = 0, Max Yalue = 1000000

Yalue:

Set default | | Ik I Cancel |

PucyHok 63

Strictness level

Strictness level 3agaeT ypoBeHb CTPOrocT 06paboTkM pasnmyHbIX OWNBOYHBIX cuTyaumn. B Tabnuua 5
npvBeAeHbl OCHOBHbIE OTNMYMS B NOBEAEHWM NPY PasnnyHbiX 3HaYeHusax Strictness Level. BosmoxHoe
3HayeHue — Lienoe Ymcno 13 agnanasoxa 0..6. 3Ha4YeHne No ymonyaHuo — 3.

Strictness level x|

TCP error handling policy strictness level :I
Defaulk Yalue = 3, Min Yalue = 0, Max Yalue =&

. -
Walue: I g -
Set default | | Ik I Cancel |

PucyHok 64
Tabnvuya 5
3HauveHue
Strictness YcnoBue, npu KOTOPOM nakeT YcnoBue, npu KOTOPOM COCTOSIHUE
Level YHUUYTOXaeTcs coeauHeHus" He U3MeHsIeTCA

MNpn HekoppekTHOM TCP 3aronoeke
0 MakeTbl He yHUuTOXatoTcA firewall | (npoBepsieTcs cOOTBETCTBUE ANUHbLI NakeTa,
TCP 3aronoBka, KOHTPONbHOW CYyMMbl)

1 Mpun HekoppekTHOM TCP 3aronoske |Mpu HekoppekTHoM TCP 3aronoske

Mpn HekoppekTHOM TCP 3aronoske unv npu
2 Mpn HekoppekTHOM TCP 3aronoske |sequence, HECOOTBETCTBYOLLEM COCTOSHUIO
napTHepa

4 Hanpwmep, He NMPOJIOHInpyeTcd cyuiectBoBaHne 3anncm o CoeguHeHunn.
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Mpwn HekoppekTHOM TCP 3aronoske unu npu
3 Mpwn HekoppekTHOM TCP 3aronoBke | HECOOTBETCTBUM (braros 3arofoBka COCTOAHUIO
napTtHepa

Mpwn HekoppekTHOM TCP 3aronoske |[Mpu HekoppekTHOM TCP 3aronoske unu npwm
4 UNu Npu HecooTBeTCTBUM oraroB | HECOOTBETCTBUM hriaroB 3arofioBka COCTOAHUIO
3arosfioBka COCTOSIHUIO NapTHepa napTHepa

Mpn HekoppekTHOM TCP 3aronoske
unu nNpu sequence,

S HECOOTBETCTBYIOLLIEM COCTOSIHMIO
napTHepa

[Npwn HekoppekTHOM TCP 3aronoeke unu npu
HEeCOOTBETCTBUM (praroB 3arofioBka COCTOSIHNIO
napTtHepa

Mpwn HekoppekTHOM TCP 3aronoske unu npu
Mpwn HekoppekTHOM TCP 3aronoBke | HECOOTBETCTBUM (hriaros 3arofioBka COCTOAHMIO
6 unn npu npneme SYN gn4 napTHepa, unu rnpu nosiydeHum nepsbiM He SYN-
YCTaHOBMBLLErocs CoeAMHEHUs nakeTa, unu npu npueme SYN-naketa ans
YCTaHOBMBLLEroCs COeAHEHUS.

LDAP settings

Server address

3apgaBaemble 3aeck napameTpbl LDAP-cepBepa ucnonb3ytotTcs Toraa, koraa ceptndukar, AN KoToporo
Npon3BOAMTCS NPOBEPKa NoAanucK, He coaepxnt paclumpenne CDP (CRL Distribution Point) c agpecom
LDAP-cepBepa nnbo B 3TOM NnoJsie nponucaHHbii nyTb kK LDAP-cepBepy sSiBNsieTcs HENOMHLIM, U Toraa
006aBNATCA faHHbIE U3 3TOW CTPYKTYPbI.

B okHe Server address 3agatotcs napameTpbl LDAP-cepepa. Bo3aMoXHble 3Ha4YeHus:
o LDAP-cepBep He ncnonb3ayetcs, korga cdnaxok Use default LDAP Server He ycTaHOBMEH.

o LDAP-cepBep ucnonbe3yetcs, korga dnaxok Use default LDAP Server yctaHoBneH. Mpu
HeobxogmmocTu ByaeTt nponsBoanTbCA Nonck cepTudmkatoB U CRLs Ha 3agaHHom LDAP cepBepe.
[Mpy 3TOM HY>KHO 3aMOMHUTbL NONS:

e |P Address — ceteBon agpec LDAP-cepBepa.

e Port — cetesou nopt LDAP-cepBepa, Ha koTopbln 6yayT nocbinatecs LDAP 3anpocsi.
3HayeHne no ymonyaHuio — 389.

e Search base — nms (Distinguished Name, DN) kopHeBoro X.500-06bekTa, B nogaepese
KOTOpOro npounssoauTcs novck ceptudukatos n CRL Ha LDAP-cepsepe. Ecnv DN
ceptudukata u DN X.500-o6bekTa He coBnagatoT, n ecrniv DN cepTudumkarta siensietcs
yacTbio meHn DN X.500-06bekTa, To 3anonHseTcsa none Searchbase, 4To6bl AOMNOMHUTL
3anpoc, co3faHHbI Ha OCHOBE UMeHN N3 ceptudmnkata unu CRL, Ana HaxoxaeHus
cootBeTcTBytoero X.500-o6vekra. [inga 3anpoca Ha ocHoBe URL gaHHoe nms He
ucnonb3yetcs. Cm. Npumep B cTpykType LDAPSettings.

e Pass LDAP protocol with the LDAP Server — npu ycTaHOBKe 3TOro chrnaxkka nponsBoanTcs
aBTOMaTuyeckoe co3gaHue ceTeBoro hunbTpa AN NponyckaHus NakeToB Mexay areHToM u LDAP-
cepBepoM.

3HayeHwue no ymonyaHuio — LDAP-cepBep He ncnonb3yeTcs.

CHayvana genaeTtcs nonbiTka ycTaHOBUTL coeanHeHne no LDAP Bepcun 2. Ecnn aTa nonbiTka
3aBepLuaetcs ¢ owmndkon LDAP_PROTOCOL_ERROR (Hambonee BeposTHas npuymMHa — He
noagepxmBaeTcs Bepcus 2), To NOBTOPSETCS NOMbITka yCTaHOBUTL coeanHeHre no LDAP Bepcun 3.
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Server address x|

LDAF server address ;I
By default the default LDAP server is nok sek

¥ Use default LDAR Server

IF Address: I r .1 .1 1 Pork: | 389

Search base: I ou=scenatiol 0, ou=048,00=15IM5,dc=gamsca, dc=qinsof

¥ Pass LDAP protocol with the LDAP Server
Set defaulk | Ik I Cancel

PucyHok 65

Connect timeout

Connect timeout no3BonseT orpaHnM4nTbL Bpems (B cekyHaax) co3ganHusa TCP-coeguHeHmns ¢ LDAP-
cepeepomM. BoamoxxHoe 3HauveHune — Lenoe umcno n3 ananasona 1..6000. 3HayeHne no ymonyaHuo — 0,
KOTOopoe 03Ha4vaeT, 4YTo Bpems co3gaHna TCP-coeauHeHus ¢ LDAP-cepsepom orpaHnymMsaeTcs
yctaHoBrneHHbiM ans OC BpemeHem co3gaHusa TCP-coeguHeHus.

MpumeyaHue: Ecnv B MomeHT obpalleHus k LDAP-cepBepy yCTPOWCTBO, Ha KOTOPOM OH YCTaHOBIIEH,
He[OoCTYMHO, TO npouecc co3gaHus TCP-coegnHeHNs MOXeT 3aHMMaTb NPOAoIKMNTENbHOE BpemMs (4o 3
MUHYT, 3aBmcuT oT OC). Mo 3ToM NpuYMHe MoryT HabnAaTbCA BHELLHME NPU3HAKN 3aBUCaHWA areHTa, 1
3TO MOXET CMYXMTb MPUYNHON HEYAAYHON MOMbITKN CO34aHNA COeANHEHWS.

Connect timeout ﬂ
Max kime inkerval in seconds of connection establishing with ;I
LOWAP server,

If it is O then it conform bo 05 defaulk value
Cefaulk Yalue = 0, Min Yalue = 0, Max Yalue = 6000 ;I

Yalue; I 1 :ll
Sek default | I I Zancel |

PucyHok 66

Response timeout

Mouck nocpeacTsom npoTtokoria LDAP MoxeT 3aHMMaTb JOCTaTOYHO NPOAOIPKUTENBHOE BPEMS, OHO
3aBMCUT OT MHOMMX (paKTOPOB, B TOM 4Mcre OT MacwTaba 3anpoca u xapakTepuCcTUK KaHana nepegadv
AaHHbIX. Response timeout no3BonsgeT orpaHnynTb BpeMS (B CEKyHAAX), B TEYEHME KOTOPOro oXxungaeTcs
oTtBeT oT LDAP-cepBepa Ha eAnHWNYHbIA 3anpoc. Bo3aMoXHOe 3HavyeHue — Lenoe 4Y1cno n3 ananasoHa
2..6000. 3HaveHue no ymonyaHuto — 200.
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Response timeouk 5'

Max kime inkerval in seconds of LDAP search request processing ;I
Defaulk Yalue = 200, Min Yalue = 2, Max Yalue = 6000

Yalue: I 00 :II
Sek default | I I Zancel |

PucyHok 67

Hold connection timeout

Hold connection timeout yctaHaBnuBaeT nepno BpEMEHU, B TEYEHUE KOTOPOTrO AEPXKNTCA
yCTaHOBMEHHOEe CoeaUHEHNE K CepBepy Ha crny4val, ecnv npuaeT K HeMy NOBTOPHLIN 3anpoc. BoamoxHoe
3Ha4eHue — uernoe 4mcno ns gananasona 0..6000.

Mpu 3Ha4eHun 0 nocne obmeHa ¢ LDAP-cepBepoM COeAMHEHME C HUM CPa3y 3aKpbiBaeTCs.

He pekomeHayeTcs BbICTaBNSATL 3Ha4YeHe B 1 cekyHAy B BUAY HanNnuusi NorpeLuHocTy B 1 cekyHay,
MOCKOMbKY 3TO MOXET NPUBECTU B HEKOTOPbIX CMyYasX K HEMEeANEHHOMY 3aKPbITUIO COeANHEHMUS U K
N36bITOYHOMY OTKPBITUKO HOBOFO COEAMHEHNS.

3HaveHune no ymonyaxuto — 60.

Hold connection timeout |

Mazx kime inkerval in seconds of connection could be reused ;I
Defaulk Yalue = &0, Min Yalue = 0, Max Yalus = 6000

. N
Yalue: I a -
Set default | (04 I Cancel |

PucyHok 68

Drop connection timeout

ATtpubyT Drop connection timeout yctaHaBnuBaeT NepuoA BPEMEHU, Ha4YMHas C NepBon HeyaAayHoM
nonbITKN co3daHns coeanHeHus ¢ LDAP-cepBepoM, B TeYEHUE KOTOPOro HOBbIE MOMbITKA CO34aHus
COeINHEHMS C HUM UTrHopUpytoTCs. Bo3amoxHOe 3HauyeHne — Lienoe unucno u3 guanasoxa 0..6000.

Mpw 3Ha4YeHnn O B cryvyae HeyaayHow NomnbITKA YCTaHOBMNEHUst coeauHeHusi ¢ LDAP-cepBepOM HOBble
NOMNbITKN HE UTHOPUPYIOTCS.

He pekomeHayeTcsl BbICTAaBNSATL 3Ha4YeHWe B 1 cekyHAy B BUAY HANU4usi NOrpeLLHOCTU B OOHY CEKYHAY,
MOCKOMbKY 3TO MOXET NPUBECTU B HEKOTOPbIX CMyYasX K M3ObITOYHbIM NOMNbITKAM CO34aHUS COeQUHEHNSI.

3HayeHne no ymonyaHuio — 5.
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Drop conneckion timeouk 5'

Max kime inkerval in seconds of connection ignore of not ;I
responding server
Cefaulk Yalue = 5, Min Yalue = 0, Max Yalue = 6000

Yalue: I Ej
Sek default | I I Zancel |

PucyHok 69

SNMP settings
SNMP polling

3apgaeT HacTpowku No Bblgave uHdopmaumm no 3anpocy SNMP-meHempkepa. Bo3amoxHble 3Ha4eHUs:
e He NpvHUMaloTCs M He obpabaTbiBatoTCcH 3anpockl Ha Belgady SNMP ctatuctukm
e MpuHMMaloTca n obpabaTtbiBatloTca 3anpockl Ha Bolgady SNMP ctatucTukm.

3HaueHune no ymonyaHutio — SNMP cTaTncTunka He BblaaeTcs.

SNMP polling | x|

SMMP polling settings :I
By default SMMP polling is disabled

¥ Enable SMMP poliing

Community: I public

IF .ﬁ.ddress:l o .o .o .0 Iv any local IP Address

Pork: I 161
Location: I roams
Conkack: I admin@s-terra,com
Set defaulk | (8] 4 I Cancel
PucyHok 70

e Enable SNMP polling — npu yctaHOoBKe 3TOro donaxkka 3afatoTCa HaCTPOMKKU AN NPUHATUSA 3anpoca
N Bblga4dn CTaTUCTUKM.

¢ Community — aTa cTpoka AercTByeT NogobHO Naporno 1 pa3peLlaeT AOCTYN K YTEHUIO CTaTUCTUKK
SNMP-meHenxepy.

e |IP Address — nokanbHbIl IPv4-agpec, Ha KOTOPbIA MOXHO Nnosy4aTb 3anpockl oT SNMP-
MeHexKepa.

e Any local IP Address — ycTaHOBKa aToro donaxka paspeLlaet nonyyeHue sanpoca ot SNMP-
MeHemkepa Ha nobon nokaneHbI IP-agpec.

e Port— 3agaéTt nopT, Ha KOTOPbIN MOXHO nonydats SNMP-3anpoch!.
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e Location — uHdopmauusa o pusndeckom pacnonoxeHmm SNMP-areHTa.

e Contact — nHdopmMaLumsa 0 KOHTAaKTHOM nuue, OTBETCTBEHHOM 3a paboTy SNMP-areHTa.

Trap receiver

Bapaet HacTpouku nonyvatens SNMP-TpanoB 1 AONOMHUTENbHbBIE HACTPONKN ANSA Tpanos, OTChINaeMblX
Ha Hero. Bo3aMOXHble 3HaYeHUs:

e nonyyatens SNMP-TpanoB He 3agaH,

e nonyyatens SNMP-TpanoB 3agaH.
3HaueHne no ymonyaHuio — nony4darenis SNMP-TpanoB He 3agaH.
MoxHo 3agaTb o Tpex nonydatenen SNMP-Tpanos.

e Enable the trap receiver — npu ycTtaHoBKe 3TOro chnaxka sagaroTcs HacTponku nonyydatena SNMP-
Tpanos.

¢ Community — TEKCTOBas CTpOKa, UrpatoLas ponb naeHTUdUKaTopa oTnpaBmTens Tpan-
coo0LLeHUS.

¢ Receiver's IP Address — IP-agpec nonydatens SNMP-Tpanos.
e Receiver's Port — UDP-nopT, Ha KOTOpbIAN MeHegkepy OyayT BbICbIIaTbCS Tpan-coobLEeHNs.
e SNMP Version — Bepcusa SNMP, B koTopor hopMMpYOTCS Tpan-coobLueHus.

e Agent's IP Address — IP-agpec otnpasutens Tpan-coobLieHuns. AToT aTpnbyT ykasbiBaeTCs TOMbKO
ana Version = V1.

Trap receiver 1 . ﬂ

Firsk trap receiver setkings ;I
By defaulk this SMMP trap receiver is disabled

¥ Enable this trap receiver

Cammurity: | SECURITY

Receiver's IP .ﬁ.ddress:l 0 .2 .2

Receiver's Pork: I lez
SHMP Yersion: I'-.-'ersicun Wi j
Agent's IP Address: I m . o .1 .17
Set default | (04 I Cancel
PucyHok 71

DPD settings
Use DPD

3apaeT pexum ucnonb3oBaHus npotokona DPD (Dead-Peer-Detection). Bo3aMoXHble 3Ha4YeHUs:
e TRUE — ucnonb3osatb npotokosn DPD.

e FALSE — He ucnonb3osatb npotokon DPD. B atom cnyyae gpyrue nepeMeHHble 3Toro pasgena He
NOoABNAKOTCA.
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3HaveHue no ymonyanuio — TRUE.

OkHo ansa YCTaHOBKUM NepekKrntvaTens:

Iz DPD (Dead Peer Detection) ;I
Defaulk Yalue = True

" False
0 True

Sek default | I I Cancel |

PucyHok 72

Idle duration (seconds)

WHTepBan BpemeHu OTCYTCTBUS BXOASALLEro Tpaduka OT napTHepa, No UCTEYEHUIO KOTOPOro, Npwu
Hanuuum ncxoasiuero Tpaduka, aktusmpyetca DPD-ceccns. Bo3MOXHbIE 3HaYeHMS — Lienoe YMcno u3
AvanasoHa 1..32762. 3HadeHne no ymonyanuio — 60. OKHO AN yCTaHOBKU 3HAYEHUS:

Idle duration {seconds) x|
Silence kime (in seconds) before peer is considered ko be idle. ;I
Ckgoing kraffic For the idle peer will cause DPD messages to
be sent
Defaulk Yalue = 60, Min Walue = 1, Max Value = 32762 ;I

. -
Yalue: I a1 -
Set default | 0] 4 I Cancel |

PucyHok 73

Response duration

Bpemsa oxunaaHuns oteeta ot naptHepa Ha DPD-3anpoc B cekyHaax. Bo3amoxHble 3Ha4eHus — uenoe
yncno 13 guanasoHa 1..300. 3HaveHne no ymonyaHuo — 5. OkHO NS BblboOpa 3HAYEHUS:

Response duration |

mumber of seconds ko wait for response ko the DPD message ;I
Defaulk Yalue = 5, Min Yalue = 1, Max Yalue = 300

Set default | (04 I Cancel |

PucyHok 74
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Retries

KonuuyectBo nonbiTok npoBectn DPD-06MeH. Ecnn Bce NONbITKX 3aKOHYUINCh Heyaa4Yen, 3allmeHHoe
coeanHeHnune (IKE-KOHTEKCT) cuntaeTcs "MepTBbIM", 1 NPON3BOAMTCS NOMbITKa CO34aTh ero 3aHOBO.
Bo3moxHble 3HadeHus — Lernoe Ynicno u3 gnanasoHa 1..10. 3HavyeHue no ymonyanuio — 3. OkHo onsi
BblOOpa 3HaYeHUs:

Mumber of the DPD retries ;I
Defaulk Yalue = 3, Min Yalue = 1, Max Yalue = 10

Yalue; I | :ll
Sek default | I I Zancel |

PucyHok 75
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7.3.7.2 Pexum pyyHoro 3agaHusa LSP

B pexume py4Horo sagaHus nokanoHas nonutuka 6e3onacHOCTU 3agaeTcs aAMUHUCTPATOPOM (BKagku
Firewall Rules, IPsec Rules, IKE un IPsec ctaHoBATCS HeBugumbiMu) (PUcyHOK 76).

ES—Terra Client AdminTool (st} - <No name> =10 x|

File Buld Help

&uth L3P |Settings I License I
Wiew local security policy and edit if need

Local security policy:
CRLHandlingMode = BEST_EFFORT

LI

LDAPSettings |
ResponseTimeout = 200
HoldConnect Timeout = &0
DropConneckTimeout =5

)
IdentitvEntry auth_identity 01§
KevID = "7Re2eERDTE"

i

AuthMethodPreshared auth_method_011
SharedIkESecret = "keyl"
Localll = auth_jdentity_01

IKEParamekers |
DefaultPort = 500
SendRetries =5
RetryTimeBase = 1

-
4| | »

¥ Use custom LSP Load From file... Check LSP | Refresh L5E |

Make package... | Exit

PucyHok 76

Local security policy — none ¢ TEKCTOBbIM NpeAcTaBNeHNEM NoKanbHON NonuTukn 6esonacHocTu. B
3TOM Norie MOXHO co3faBaTb U pefaktupoBaTb LSP.

Use custom LSP — cHATMe 3Toro dnaxka nepesoanT B peXum aBTomaTnyeckoro popmmposanuns LSP.

Load from file — npn HaxaTum aTOM KHOMKM NponcxoauT 3arpyska LSP 13 dpanna n otobpaxeHue B none
Local security policy.

Check LSP — npu HaxaTum 3TOW KHOMKM NPOMCXOAUT NpoBepka 3agaHHoN LSP no BbIABNEHUIO
CUHTaKcm4eckux ownbok. Mpu obHapyxeHnn owmnbkn BbigaeTcs coobLeHne ¢ onMcaHmem ownbkm (ecnm
CTpOKa C OLIMBOYHBIMW CUMBOSIaMK onpeaerneHa, TO OHa BbIAENSETCH U Ha 3Ty CTPOKY aBTOMaTUYeCKM
nepesoauTcs okyc). Ecnu gaHHas LSP He cogepXuT CMHTakcm4eckux ownbok, To BblgaeTcs
CoO06LLEeHNE, YTO CUHTAKCUYECKNX OLLIMBOK HEe HangeHo.
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7.3.8 Bknapgka Settings

Bo Bknagke Settings 3agatoTca HaCTPOVKU NPOTOKONMPOBAHMS COObITUIA, MONUTMKA MO YMONYaHMUIO 1
JononHuTenbHble napameTpbl MHcTannsaumm MNpogykra S-Terra Client.

@S—Terra Client AdminTool (st} - <No name> =01 x|

File Buld Help

&uth I Firewall Rules I IPsec Rules I IKE I IPsec I LSP Seftings |License I

Set praduck

—Swslog
Server IP Address: I 127 . 0 .0 |
Severiby: Iinfu:u j
Farility: [lacal7 .

—Default policy

Default driver policy: Ipass all j
Log-off policy: Idefault driver policy j
—Logining

[ Use non interactive user login

¥ allow IPsec protection before user login

—Management policy

[” Enable local management

—Installing
Additional msiexec parameters:

Make package. .. Ezxit

PucyHok 77

[na 3agaHna HaCTpOeEeK SySlOg-KﬂVIeHTa 3anoJIHAKTCA cneaywne non4d:

Server IP-Address — IP-agpec koMnbloTepa, Ha KOTOpbIA OyAyT NocbiNaTbcst CooOLEeHMS O
NPOTOKONUPYEMBIX COObITUAX. 3Ha4YeHne no ymonyaHuto — 127.0.0.1 o3HavaeT, 4To coobLLeHUs
MoCbINaKTCHA Ha NoKanbHbIN XOCT.

Severity — 3agaHue obLero ypoBHs NpoToKONMpoBaHus. CoOAepXMT BbINagatoLUMn CMcok
3HaueHun — emerg, alert, crit, err, warning, notice, info, debug. 3HaueHne no ymonyanuio — info.

Facility — 3agaHue nctovHmka coobuieHnin. 3HavyeHne no ymon4yaxuio — local?.

Default Driver Policy (DDP) — nonuTtuka gparisepa no ymondaHuio. BeinagaroLumii CIMCOK COAEPXUT
3Ha4YeHus:

e pass all — nponycKkaTb BCe€ NakeThl. 3Ha4eHne no yMOJ4aHuto.

e pass dhcp — nponyckaTb NakeTbl TONLKO Mo npotokony DHCP. T.e. 6ygyT yHMYTOXaTbCS BCe
nakeTbl, kpome ucxogawmx UDP-nakeTtoB Ha nopTt 67 u Bxoaswmx UDP-nakeToB Ha nopt 68.

e drop all — He nponyckaTb TpaduK.

Monutuka DDP, koTopasa 3agaeTca agMUHUCTPATOPOM, 3arpyxaeTcs B CrefyloLwwmx cnydyasax:

e pu owmnbke 3arpyskn KOHpUrypauum,
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e o ctapta VPN Service,
e npwu octaHoske VPN Service.

Log-off policy — cneynansHaa nonutnka 6e3onacHoCTU, KOTopasa 3agaeTca aAMUHUCTPATOPOM Npu
NOAroTOBKE MHCTANALUMOHHOIO NakeTa, U Cny>xuT ans 6esonacHocT paboTkl NONb30BaTenNs, Npu
KOTOPOW KINMMEHT HE MOXET CO3[aBaThb 3aLUMLLEHHbIX COEQUHEHUA. JTa NoNuTNKa paboTaeT No OgHOMY U3
ABYX NpaBuIt:

o default driver policy (DDP) — nonutuka apansepa no yMOnyaHuio

e pass dhcp — nponyckaTtb NakeTbl TONbKO Mo npoTokony DHCP. byayT yHuMYTOXaTbhCcA BCE
nakeTbl, kpome ncxoadawmx UDP-nakeTtoB Ha nopTt 67 u Bxogawmx UDP-nakeToB Ha nopT 68.

MonuTuka Log-off policy 3arpy>kaetcss aBToMaTU4eCKn B CrieaytoLmx cny4vasx:

e [0 Tex Nnop, Noka nonb3oBaTernb He BBEN CBOW Naporb,

e puv BBOOE HEBEPHOrO Napons Tpu pasa,

e npwu oTkase oT peructpaumm (login), ecnu HaxaTb kHonKy Cancel,

¢ pu BbIXOAe NOMb30BaTens U3 CUCTEMbI,

e pW CMeHe Nnonb3oBaTens,

e ecnu npu 3arpyske KoHdurypauum obHapyeHbl ownbkm (ecnm Bbina paHee 3arpyxeHa Log-
off policy).

Use non interactive user login — npu yctaHoBke aToro cpnaxka S-Terra Client 6ygeT ucnonb3oeaTtb

Hel/IHTepaKTVIBHbIPI pexunum nornHa, a npun CHATUN — VIHTepaKTMBHbIVI pPeXnM nornHa:

e HeunHTEepaKTVBHbIA peXruM — Npy BXOAe NoNb3oBaTens B CUCTEMY NMPOU3BOAMTCA NOMbITKA NOrMHa B
npoaykT S-Terra Client ¢ nycTeiM naponem (B ka4ecTse napors Ucnonb3dyetcs nyctas crpoka). MNpu
TakOM YCMELUHOM JIOMMHE OKHO C 3anpoCcoMm napons He BbiBOAUTCA. [1py HeycnewHom normHe —
MpoaoykT BegeT cebs Kak Mpu MHTEPAKTUBHOM PEXMME.

¢ /HTepakTuBHBIN pexmMM — BblGaeTcs OKHO 3anpoca napons Ans peructpaumm B [pogykre S-Terra
Client. 3TOT pexum Ncnonb3yeTcs N0 YMOMNYaHuio.

B cnyyae HenHTepakTuBHOro nornHa Log-off policy npu ctapte He 3arpyxaeTcs.

Allow IPsec protecrion before user login — yctaHoBka dnaxka BknovaeT PYHKLUMOHANBHOCTb NO
3awmTe go nornHa B OC. o ymonyaHuio 3awmTa BKoYeHa. (BKovmTb 1 OTKITIOYUTL 3TY ONUUI0 MOXHO
n ona ycradosneHHoro MNpoaykra. [ina atoro B "YcTtaHoBKa 1 yaaneHve nporpamm” ana lNMpoaykra
BblGpaTh "MameHunTs". Oanee "Modify". 3aTem ycTaHOBUTbL COOTBETCTBYHOLLYIO DYHKUMIO Ans "Login
Protection".)

Enable local management — npu ycTaHoBKe 3TOro pnaxka BkntoyaeTcsl BO3MOXHOCTb U3MEHATb
HacTponku MNpoaykTa KOHeYHbIM nornb3oBaTeneMm. 1o yMmonyaHuo 3aTa BO3MOXHOCTb OTKITOYEHa
(monb3oBaTenb MOXET MEHATb TONBLKO Naporib, YPOBEHb NornpoBaHud, gobaensate CRL u cepTtudmkathl
napTHepPOB, NepesarpyXaTtb NIOKanbHY NONUTUKY 6e30nacHoOCTH).

Additional msiexec parameters — B 3TOM Nnofne MOXHO YCTaHOBUTb AOMNOMHUTENbHbIE NapameTpbl
3anycka Winlnstaller.

Hanpumep, anbTepHaTUBHbLIV KaTanor, B KOTOpbIn byaeT yctaHoBneH MpoaykT, HacTponkn nora Windows
Installer n T.n. 3T NapameTpbl MOXHO NOCMOTPETb MO CChISIKE
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/command _line options.asp

/1* C:\Client\install log file.txt - NpOTOKONWPOBaHWe cobbITUI B charn
C:\Client\install_log_file.txt npn nHctannaumm S-Terra Client (pekomeHayeTca npu pexume silent).

INSTALLDIR=KaTajioT yCTaHOBKM IpOomyKTa — NnepeonpeneneHne katanora. YkasaHue katanora,
HeOOCTYMNHOro Ha KoMnbloTepe noJjib3oBaTtenad, npuBeneT K owmnbke MHCTannAauun.

MOo>XHO YacTb TeKCTa 3aknio4nMTb B CMMBOIbI % (NPOLIEHT) 1 OHa OyaeT paccMaTpuBaTbCs Kak
UMSA NepeMeHHON oKpyXeHus. N aTa yacTb TekcTa BygeT 3aMeHATbLCS Ha 3HayYeHne nepemMeHHon
OKpPYXeHUS (3HaYEeHNS NepeMeEHHbIX OKPY>KEHUS MOXHO NPOCMOTpeTb KOMaHaon set). Ecrin
nepemMeHHas OKpPY>XeHUs OTCYTCTBYET, B KOMaHAKe OCTaeTCs UCXOAHbIN TEKCT.
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MopnepxunBaeTcs crneymanbHasi NnepemMeHHast okpy>keHus SfXDir — NonHbIA NyTb K Narnke, B
KOTOpPYIO pacnakoBaHbl AaHHble. Takum obpa3oM, nocneaoBaTenbHOCTb CUMBOMOB % SfXDir%
3aMeHsIeTCs Ha MOMHbIN NyTb K Nanke, B KOTOPYHO pacnakoBaHbl AaHHbIE.

REBOOT=F — 06s3aTenbHo 3anpawmBaTthb nepe3arpy3ky CUCTeMbl B KOHUE MHCTaNNAunn, gaxe ecrim oOH He
MHNUUMNPYyEeTCA NMHCTAINTATOPOM.

REBOOT=S — OTKMKO4YUTb 3anpoc Ha nepes3arpys3ky CUCTeMbl B KOHLE MHCTannaunn. He 6J'IOKVIpOBaTb
pectapT B cnydae ForceReboot action.

REBOOT=R — NONTHOCTbO OTKKYNTb BCE 3anNpoChbl HA Nepe3arpy3kKy CUCTEMbI, BKItoHas ForceReboot
action. MCHOJ’IbSyeTCH ana yCTaHOBKU HECKOJTbKUX MPOAOYKTOB n/VMnu BbINOMHEHUS AOMNONHUTENbHbBIX
AencTeuir nocne nHctannaumu. Nocne atoro nepes3anyctntb CUCTEMY BPYYHYHO Ui C MOMOLLbIO
CTOPOHHUX MHCTPYMEHTallIbHbIX CPEAOCTB.

MAX SERVICE START TIMEOUT= ..—Bpewms (B cekyHaax) oxuaanHus ctapta VPN cepsuca (vpnsvc).
MakcumansHoe 3HaveHune — 600 cekyHA. 3HayveHne no ymonyaruto — 30. MoxHO ncnons3osaTb ANS
npeaoTBpaLleHnst NoABNeHus coobLyeHn 06 owmnbke CBA3M C CEPBMCOM Ha 3Tane norvHa ans
MeAMNeHHbIX W/ HaXOAALMNXCS NoA, CUMbHON Harpy3kon CUCTEM

AGENT DB REMOVE=1 — aBTOMaTM4eckmn (6e3 gononHuTenbHbIX 3anpocos) byaeT yaanatbca 6asa
noKarnbHbIX HACTPOEK MPU YCTaHOBKE UK NpU yaaneHuu npoaykta. PekoMmeHayeTcs Mcnonb3oBaTth A5
pexuma MHCTannsumMmn silent

AGENT DB REMOVE=0 — 6a3a nokasibHbIX HacTpoek yaansatbcsi He 6yaeT, 3anpockl Nonb3oBaTento
BbldaBaTbcs He 6yayT. Mo ymonyaHuio (napameTp NycToi) - NoNb3oBaTeNto BblaaeTcs 3anpoc Ha
yaaneHve 6asbl oKanbHbIX HACTPOEK.

DISABLE ANTIVIRUS WARNING=1 — npu MHCTannaumun He OyaeT nokasbiBaTbCs MpegynpexaeHne
25036 (0 HEOBXOAMMOCTU OTKIIOYEHNS aHTUBUPYCHBIX NPOrpamm).

ngumeqauwe: nonb3oBaTesib OMMKEH 3HaTb O HEOOXOANMOCTUN OTKINIOYEHUS aHTUBUpyCa, nHadve
OaHHbIN napameTp UCnoJsib3oBaTb HE CcrieayerT.

REBOOT REQUIRED=1 — NPUHYAUTENbHO MHULMNPOBATL 3amnpoc Ha pecTapT CUCTEMbI B KOHLE
nHctannauun. NapameTp 06bIYHO BbICTABMSAETCS aBTOMaTNYeckn (Mpnm HEOBXOAMMOCTH).

DISABLE CALL LOGIN=1 — B KOHLIe MHCTaNMAUUM NOrMH He 3anycTUTCA. YcTaHaBnueaTtb napameTp
umeeT cMblicn Tonbko Ana uHtepaktnsHoro nornHa (NON_INTERACTIVE_LOGIN=0) Ha Windows Vista n
fornee No3gHWX BeEPCUSIX.
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7.3.9 Bknagka License

Bo Bknagke License 3agatoTcst permctpauunoHHble aaHHble JluueH3un Ha lMpoaykTt S-Terra Client:

@S—Terra Client AdminTool (st} - <No name > =10 x|

File Buld Help

auth | Firewal Rules | Psec Rules | KE | tPsec | 5P | Settings License |

Set license

Product: ICLIENT j

Custamer code: Ipaﬂner

License number; Il23

License code: |123456?89

LDadFrDmFHe”.l Check license

Make package. .. | Ezxcit

PucyHok 78

[aHHble JlnueH3unu:
e Product — none gnsa 3agaHus Tuna MNpoaykta
e Customer code — kog nonb3oBarens
e License number — Homep NnUEH3UK
e License code — ko nuueH3nn.
KHonku ynpasneHus:

e Load from file — npu HaxaTnm 3TOM KHOMKM NPOUCXOAMUT 3arpy3ka AaHHbIX JluueHsun ns

YKa3aHHOro TeKkCcToBoro ganna. B dhanne gaHHble JlnueHanm gomkHbl ObiTb 3anvcaHbl B BUAE:

[license]
CustomerCode=NNNN
ProductCode=CLIENTB/CLIENT
LicenseNumber=NNNN
LicenseCode=NNNNNNN

e Check License — npoBepka npaBUNbHOCTU BBEAEHHbIX AaHHbIX JIMLEH3UN.
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7.310 3apaHue cepTudUKaTOB NapTHEPOB

CepTudukaTt napTHepa MOXHO nony4nTb Nnbo no npotokony IKE, nmbo no npotokony LDAP npwu
cospaHum IKE coegnHeHus.

CHavana wnto3 6e30nacHOCTM NbITaeTcst NONy4YnTb cepTudunkat naptHepa no IKE. Ecnun napTHep He
npucnan ceptTudukar, a npucnan ceBon naeHTndgrkaTop, To W3 6e3onacHOCT NO 3TOMY
naeHTudurkaTopy uleT ceptTudukat napTHepa cHavana B cBoew 6ase Npoaykra, ecnu He Hawen, To
npogoskaet nonck Ha LDAP-cepsepe.

Ho He Bcerga yoaeTcs nonyyntb cepTMduKaThbl OT yaaneHHbIX NapTHEPOB: MOryT 6biTb Npobnemsl,
cBsi3aHHble ¢ (bparmeHTaumen UDP nakeTos.

MoaTomy nosiBunack BO3MOXHOCTb NonoxuTb B 6a3y Mpoaykra S-Terra Client umetowimecst ceptudmkaTb
napTHepOB.

B meHio GUI Bbibepute pasgen File, a 3atem npegnoxexHve Advanced Project Settings. B
ogHoMMeHHoM okHe (PucyHok 79) ¢ ogHow Bknagkon Partner certificates cosgante cnvcok ceptugurkaTos
Balmx napTHepoB. CepTudmkaTbl NapTHEpPOB ByayT akTyanbHbl TOMLKO NPY ayTeHTUdMKaLmm ¢
ncnonb3oBaHneM cepTnUKaToB.

Advanced project settings

Partner certificates |

Subject Issuer add

CH=demo serveril CM=3-Terra Demo CA
C=RU,L=Moscow,0=5-Terra ... CMN=3-Terra Demo CA

Ik | Zancel

PucyHok 79

KHonku ynpasneHus:

o Add — pobaBnsieT cepTuduKaT NapTHeEPa B CMIUCOK, NMPU 3TOM MOSIBISIETCS CTaHO4APTHOE OKHO
OTKPbITUA dhanna.

e Remove — ygansieT BblAeNeHHbIA cepTudmkaT napTHepa 13 crnumcka.

Ecnu pobaeneHve ceptudukaTa nponcxoamT n3 KoHTerHepa opmaTta PKCS#12 (.pfx), B koTOpom
pa3smeLleHo 6onee ogHoro cepTudmkaTa, NOSBNSETCHA OKHO Ans Bbibopa cepTudmkaTta ana gobasneHus
B cnmcok (PucyHok 80):
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Certificates (storage: C:hCerkificate_4_0-cphtestcert 5[

Select user certificate

Subiject | Issugr |
CM=Test LUPServer CA CM=Test LUPServer CA
CH=UP3erver work certificate Ch=Tesk UPServer A

(0] 4 I Cancel

PucyHok 80

[o6GaBneHune cepTudmkarta B CNMCOK MOXET OblTb HEYCNELLHbIM C BbIBOAOM COOTBETCTBYHOLLUX
COOBLLEHUI MO CregyoLWmnM NPUYMHaM:

e poYMTaHHble AaHHbIE He ABMSTCA KOPPEKTHbIM cepTudukaTom: «Certificate storage <nyTb k
canny> is incorrecty;

e CIMWCOK YXXe COOEPXMUT Takow cepTudmkar, npy aToM NyTu K cpannam MoryT ObiTe pasHbIMK
(cpaBHuBatoca camu ceptudumkatol): «This certificate already in list Subject: <subject
ceptudukata> Issuer: <issuer ceptugukaTa>».

B cny4yae, korga HekoppeKTHble AaHHble NpoYMTaHbl U3 anna npoekta (cosgaHHoro B S-Terra Client
Admintool Bepcun 3.0 nnu 3.1 n ecnm BbINn OTpegakTUPOBaHbI BPYYHYO CCbINKU Ha cepTudmkaTtsl),
BbINOMHAETCS NpoBepka AybnmpoBaHns cepTudnkaToB B cnmcke, oTobpaxaembix B okHe (PucyHok 81).
HanpoTtus npobnemHon cTpoku oTobpaxaeTcs BOCKNMUATENbHbIA 3HAK KPacHOro uBeTa, Takum obpasom
nomMeyYaroTCsl BTOPOW M nocneayLme oanHakoBble cepTudukaTol.

Advanced project settings B

Partner certificates |

Subject | Issuer

1.2.840.113549.1.9.1=user_sc_02@s-terra... 1.2.840.11Z
¥ 1.2.840.113549.1.9.1=user_sc_02@s-terra... 1.2.840.113

OK | Cancel

PucyHok 81
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7.311  Co3paHue MHCTanNnAUUOHHOrO hamna

CospaHve nHcTannsaumoHHoro canna S-Terra Client nponcxoaut npu Haxkatum kHonkn Make package B
rnasHou coopme. Mpn 3TOM NPONCXOAMT NPOBEpPKA KOPPEKTHOCTM BBEAEHHbIX AaHHbIX U NpYU OBHapyXeHun
OLUMBKM BbIBOANTCS COOBLLIEHNE O BO3MOXHbLIX NPUYUHAX, U NEPEKINOYEHNE Ha BKNAAKy C HEKOPPEKTHLIMU
AaHHbIMU. Ecnn owimnbkmn He oBHapyXeHo, To nosiBnsieTcsl okHo Package parameters (PucyHok 82):

Package parameters 5[

Set bype package and file name

Package tvpe: Inu:urmal j ¥ Put license ko package
Package file name: I Cihclientls-terra_client_normal.exe J
(a4 I Cancel |
PucyHok 82

B aToM okHe HeoGXxoaMMO 3apaTh:
e Package type — none ans Beibopa pexuma nHctannauum. BoamoxxHble 3HavyeHust:
e basic — HeMHTepaKkTMBHas yCTaHOBKa C 3anpoCcoOM Ha UHCTannsuuo. BapmaHT no ymonyanuto,

e normal — WHTEPaKTUBHaAA yCTaHOBKa (B ananorosBom pemmme) C ,Cl,eMOHCTpaLI,I/IeIZ
JInueHnsunoHHoro CornatueHus un AOpyrmMn oKHamu,

¢ silent — HeMHTepakTMBHas ycTaHOBKa 6e3 3anpocoB.

e Package file name — none ang BBoga MMEHW MHCTaNMSAUMOHHOMO haina Ha KoMnbloTepe
agMuHuCTpaTtopa.

e Put license to package — npu ycTaHOBKe aTOro gonaxkka BBeeHHble AaHHble JluueHsun byayT
BKITHOYEHbI B MHCTaNNAUMOHHbIN dpann. Mpu aTom Bknagka License gomkHa cogepxaTtb
KOPPEKTHbIE AaHHble JTnueHauu.

Mpwn HaxaTum kHonkn OK BbI3biBaeTCA yTUNMTa make inst.exe C COOTBETCTBYIOLMMU ONUUAMU,
KOTOpas 1 co3gaeT MHCTanmMAUMOHHbIA dann. Ha Bpemsa paboTbl yTUNUTLI NOSABASETCA OKHO C Npocbbow
nogoxgatb (PucyHok 83):

o x|

Program making package. Please wait ...

Time: 04 sec

Zancel

PucyHok 83

B cnyyae BbisiBNeHust olumnbkM BblgaeTcsa coodLeHne o Koae ownbKu.

Mpu HaxxaTumn Ha kHonky Cancel paboTa yTunuTbl make inst.exe NpepbiBaeTCs (MHCTaNNALMOHHBIN
dhain He cospaeTcs). B crniyyae ycneluHoro saeeplueHust paboTbl yTUNWUTLI BblAaeTcs coobLeHNe O
CO3[aHNN MHCTaNMSALMOHHOrO chaiina:
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info_____ x|

J.J) Package Ciiclientls-terra_client_normal.exe is created

PucyHok 84

Bce coobLleHus, BblgaBaemble NporpaMMon YTUUTON make inst B npouecce ee paboTbl, BLIBOAATCS B
dann make inst log.txt (MPW KaXAOM CO34aHUWN MHCTANMMALMOHHOIO haina make inst log.txt
nepenvcbiBaeTcs).

7.312 CoxpaHeHue AaHHbIX NPOEKTa

B npouecce coxpaHeHus npoekTa — Save Project as (Save Project)— COXpaHSOTCA OaHHbIE TeX
BKNagokK, KOTOPble Ha AaHHbI MOMEHT ABMIAKOTCH akTUBHbIMU. [laHHbIE BKNagoK, KOTopble SABASOTCA
HEBUOMMbBIMU, HE COXPaHAIOTCA. VCKntoYeHne cocTaBnsaeT cMTyauus: npu NnepekntioyeHnn Ha pyqyHoe
3apaHve LSP (Bknagka LSP, BeicTaBneH cnaxok Use custom LSP) gaHHble Bknagok Firewall Rules,
IPsec Rules, IKE n IPsec coxpaHsiloTCA B NPOEKTe, He CMOTPSA Ha TO, YTO NOCNE NEePEKITIOYEHUS 3TU
BKMNaZKM ABNAOTCHA HEAKTUBHBIMU U HE MOKa3bIBaOTCA Nofb3oBaTtento. [1py NMOBTOPHOM OTKPbLITUN
COXpaHEeHHOro NPoeKTa, NPY Nepexoae K pexxumy aBToMmaTnyeckoro popmmposarusa LSP (cHAaTve dnaxka
Use custom LSP), Bce BBeaeHHbIE paHee nornb3oBaTenemM AaHHble BO Bknagkax Firewall Rules, IPsec
Rules, IKE u IPsec 6yayT gocTynHbl AN ganbHenwero pegaktnpoanus. JaHHas oco6eHHOCTb
peanu3oBaHa gnsa obnerdeHns pegaktupoBaHus LSP npu ee aBTomatnyeckom hopmMupoBaHuum.
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7.4 GUI. Pexum nonb30BaTenbLCKOro TOKeHa

Pexum nonb3oBaTtensckoro TokeHa B GUI — 370 pexnm, B KOTOPOM MOXHO CO34aTb MOSIb30BaTENbCKUN
TokeH. NoarotoBneHHbIn MpoaykT S-Terra Client B Takom pexxume Byaet paboTaTb TOMBKO NpU HAnM4Yum
Nonb30BaTENbCKOro TOKEHa, NOAKIMIOYEHHOMO K KOMMNbIOTEPY NOMb30BaTeENs nepes Havyanom paboTsl
Tpebytowero BBeaeHus PIN-koga. B Takom pexume MNpoaykT MoxeT paboTaTb € NOMb30BaTENbCKUMU
TOKEHaMW pasHbIX Nofb3oBaTeNeNn.

Ha nonb3oBaTensckom TokeHe formkeH HaxoauTbes CA cepTudumkat, ceptudumkat nonb3oBarens,
KOHTENHep C CEKPETHbIM KITHOYOM U NoKanbHas nonutuka 6e3onacHoOCTW, npeanucaHHas gaHHOMY
nonb3oBaTtento. [1pn oTCyTCTBMU Ha TOKeHe Mboro n3 atux obbekToB NpoaykT paboTaTe He OyaerT.
Kpome Toro, MNpoaykT He coxpaHAeT 00beKTbl ¢ TokeHa B 6ase NMpoaykTa, kak n PIN-kof K TOKEHY.

B aTom pexume MNpoaykT MOXeT Ucrnonb3oBaTb U3 6a3bl MNpoaykTa TONbKO NapTHEPCKUE cepTudmkaThl U
CMMNCOK OTO3BaHHbIX CEPTURNKATOB.

[1ns nogroToBKW NOSb30BaTESNIbCKOro TOKEHa:

Ha komnbloTep ¢ yCTaHOBMEHHLIM agMUHUCTPaTUBHBLIM nakeTom S-Terra Client AdminTool
ycTaHoBuTEe Habop ApanBepoB 1 yTUNUT anga paboTsl ¢ TokeHoM. Hanpumep, ons eToken PRO,
eToken NG-OTP, eToken NG-FLASH, eToken PRO 72K (Java) yctaHoBuTe naket «eToken PKI
Client 5.1 SP1 gns Microsoft Windows», KOTOpbIA MOXXHO B3ATb C Web-CTpaHuubl No agpecy:
http://www.aladdin-rd.ru/support/downloads/etoken/.

MopgknounTe TOKEH K 3TOMY KomnbioTepy 1 BBeaute PIN-koa.

B S-Terra Client AdminTool nepengute B pexumm Nonb30BaTeNbCKOro TOKEHa, BbiIOpaB B MEHIO
npegnoxexve Build — Token pattern.

ES—Terra Client AdminTool (st} - <No name:z: o [m] S

File | Build Help

Make package. .. Ckrl+P

ol Make kaken. ... CEEHT E I IPseC I Lap I Settings I License I

3 v Token pattern

International pattern £ lse preshared key

4 certificate: v |

PucyHok 85

B pexunme nonb3oBaTenbCKOro TOKEHa U3MEHATCA TONbKO ABe Bknaaku — Auth (PucyHok 86) n Settings
(PvicyHok 98) GUI, ocTanbHble BKIagku ocTaHyTcsl 6€3 usMeHeHui.

7.4.1 Bknaagka Auth

B pexvMe nonb3oBaTenbCKoro TokeHa ayTeHTUdUKaUms OCyLLECTBSETCS TOMbKO C UCNOMb30BaHNEM
cepTndurKaToB, NO3TOMY Ha Bknagke Auth nepeknioyaTens MOXET CTOATb TOMbKO B MONoxeHun Use
certificate (PucyHok 86).

Bo Bknagke Auth gocTynHbl AN 3anonHeHus cnegytowye nons:

CA certificate — 3aecb oTpaxaeTcsa none Subject kKopHeBoro ceptudukara
YpoctoBepstowero LleHTpa (Trusted CA Certificate). [Jns aToro pasmectuTte Ha KOMMbOTEPE
agMuHucTpatopa davn ¢ Trusted CA cepTUmKaToM U B KOHLLE MO HAXXMUTE KHOMKY
[...], BOTKpbIBLIEMCS OKHE BblibepuTe chann ¢ CA ceptudmkatom. O6a3aTenbHbIN
napamerp.
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Token reader name — ums cunTbIBaTENS A4S TOKEHA. HaXmuTe KHOMKY [...] B KOHLUE
nons n B oTKpbiBLLEMCA OKHe Token reader list (PucyHok 87) BbibepuTe cunThbiBaTEND.
Ob6s13amernbHbIl napamemp.

EE—Terra Client AdminTool {st) - <Mo name =100 x|
File Buld Help

Auth | Firewall Rules I IPsec Rulesl IKE I IPsec I LSP I Settings I Licensel

Set authentication method parameters

¥ Use certificate £ Use preshared key

4 certificake: I Di_=qgastand, DC=RootCA, CHN=SubCh CP36

Token reader name: I aksifdh 0

KN

User identity bype: | bistinguishedhiame

¥ sSelect user certificate
Iser certificate description:

Field | Walue -

Version <Mone >

Serial number <Mone

Signature algorithm  <Mone = |

Issuer <Mone =

Walid From <Mone

Yalid ko <Mone

Subiect <Mone= LI

Create certificate. . | Select certificate. .. |

Make token. ., | Make package. .. | Exik
PucyHok 86

Token reader list x|

Select boken reader

Reader name | Token -
AESifdh O eToken
AkSifdh 1 <Mone =
<MNone= |-
<Mone =
<Mone =
<Mone = -
1| i B

| (a4 I Zancel |

PucyHok 87

User identity type — Tmn ngeHTMdrKaumoHHOW nHopMauum, nepeckiriaemMmor napTHepy npu
co3gaHum 3awuiieHHoro coeguHeHuns. ObssatenbHbln napameTp. [None cogepxut
BbliNagaroLLnii CNUCOK CO CneayowumMm 3Ha4eHNAMM:
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e Distinguished Name — B kauecTBe naeHTudukatopa naptHepy OyaeT BbiCbinaTbCA
3HaveHue Subject n3 ceptudukara nonb3osaTens. 3HadeHUe N0 YMOMYaHMIO.

e Email — B kayecTBe naeHTMdUKaTopa napTHepy GyAeT BbiCbiaTbcs 3Ha4YeHue nons E-
mail paclumpeHusi cepTudmkaTa nonb3oBaTens.

o FQDN — B KauyecTBe naeHTMdukaTtopa naptHepy OyaeT BbiCbiNaTbCA 3HaYeHne
OOMEHHOro UMeHU XocTa, cunTbiBaemoe 13 nons DNS paclumpeHnuns ceptudukara.

e |PV4Addr — B kavecTBe ngeHTndmrkaTopa napTHepy OyaeT BbicbinaTbcs nepebin |P-
agpec, ykasaHHbI/ B paclumpeHmm ceptudmkara.

e Local IP address — B kayecTBe ngeHtudukatopa napTHepy 6yaeT BbiCcbinaTbCs
aencTeuTenbHbIV IP-agpec xocTa, Ha KoTopoM byaeT yctaHoBneH S-Terra Client.

Select user certificate — npn yctaHoBKe 3TOro cpnaxka Hy>xHO BblbpaTb cepTudmkat
nonb30BaTerns, pacnosioXeHHbIM Ha TokeHe. Ecnu Ha TokeHe cepTudmkarta HeT, To ero
HyXXHO co3gaTtb. Ecnu conaxok He ycTaHaBnuBaTb, TO MpU CO34aHUN coeanHeHns byaeT
MCNoNb30BaTbLCH NEPBbIN NONABLUNIACA CepTUdUKAT NONb30BaTENs, pa3MeLLEHHbIN Ha
TOKEHE.

User certificate description — B 3Tom none otobpaxatoTcsi nons BelbpaHHOro ceptudukarta
nonb3oBarensi.

KHonku ynpaeneHus:

Create certificate — kHonka Ans BbI30Ba OKHa BU3apaa, KOTOPbIN NOMOraeT co3aatb
KMOYeBYIO Napy 1 3anpoc Ha cepTudmKkaT Nonb3oBaTens, a Takke 3anucatb cepTudumkaT Ha
TokeH (PucyHok 88).

Select certificate — kHomka Ans BbI30Ba OKHa CO CMMCKOM MOfb30BaTeNbCKUX cepTudmkaTos,
pa3MeLLEeHHbIX Ha TOKEHE, U3 KOTOPbIX HYXXHO BblIGpaTb cepTudmKarT.

Co3panue cepTudukata

Mpu oTcyTCTBMM cepTudukaTa nonb3oBaTensd Ha TokeHe Haxmute kHonky Create certificate. B
oTKpbIBLWIEMcS okHe Cerificate creation wizard (PucyHok 88) umeeTcsa nepeknoyaTens ¢ AByMS
NONOXEHNSAMU:

e Step 1 — co3gaTtb KMYEBYIO Napy, 3anucaB ee B KOHTENHep Ha TOKeHe, U 3anpoc Ha NnokasnbHbIN
cepTudumkar.

e Step 2 — 3anucatb cepTUUKaT Nofb3oBaTenNs B KOHTENHEP C KIOYEBOW Napon Ha TOKEHeE.

Ecnn Ha ToKeHe 3anncaH KOHTENHEP C KNYeBOW Napon n nMmeeTca ceptudmkaT nosnb3oBaTens, To
3anuunTe ero B KOHTENHep, Nepenas K pasgeny «3anucb cepTudmrkara Ha TOKEHY.

Ecnu cepTudukat nonb3oBaTens oTCYyTCTBYeT, TO BbibepuTe nonoxeHve Step 1.

S-Terra Client Copyright © S-Terra CSP 2003 - 2016 83



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

ﬁ[ertiﬁcate creation wizard x|

Tao create user certificate waou should aenerate a key pair. Using the key pair you shauld
creakte certificate request and submit it ko the Certification guthority, When the Ca will
return wour user certificate, this certificate should be linked with existing kew pair.

Choose Step 1 ko generate a key pair and create a certificate request. IF Step 1 is done
and vou already have user certificate, choose Step 2 ta link the certificate with existing
key pair.

{* Step 1 - generate a key pair and create a certificate request

" Step 2 - link the user certificate with existing key pair

= Back | Mext = I Zancel

PucyHok 88

B oTtkpbiBLEMCS okHe (PucyHok 89) 3anonHuTe nons, coctasnstowme none Subject ceptudmkata
nonb3oBaTtens. B kayecTtBe anroputma chopmmupoBaHus 1 nposepkun LI, kotopeim 6ygeT nognmcaH
3anpoc Ha ceptudumkat 6yaet ucnonob3osatbcsa anroputm GOST_R3410EL (TOCT P 34.10-2001). MNMocne
3anofiHeHns Haxxmmute KHomnky Next.

ﬁ[ertiﬁcate creation wizard {Step 1) il

To generate a key pair and create certificate request yau should specify cerkificate fields
and key algorithnn,

Marme (CH): I Cema sk
E-Mail (E}: I demo@s-terra,com
Company (0): | S-Terra C5P

Department (OU): | development

Ciky (L3: I Moscow
State (5T): |
Country Region () I RU ke algorithm: IGOST_R341EIEL j
= Back | Mexk = I Cancel |
PucyHok 89
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Beegute PIN-koa Kk TOKeHy, Ha KOTOpbI ByageT 3anncaH KOHTENHep C CO34aHHOM KI0YEeBOW Napown
(PvicyHok 90), n HaxmunTe OK.

Token PIN-code x|

Type koken PIMN-code | eTaken [AKS iFdh 0] )

PIM-code: |

[ Remember PIM-code while program is running

(0] 4 | Cancel

PucyHok 90

[nsa co3ganns KoyYeBor napbl NOHaXXuManTe nobble knasuwm (PucyHok 91).

@Package Maker

Prezs=z keys:

PucyHok 91

B cnepytoLemM okHe NOABUTCA CO34aHHbIV 3anpoc Ha cepTudmKkaT Nonb3oBaTens, KOTOpbIA MOXHO
ckonupoBaTb B Bydep unm coxpaHuTb B dpaine, nocre 3Toro HaxmmTe kHonky Finish (PucyHok 92).
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ﬁtertiﬁcate creation wizard {Step 1) 5'

To create user certificate wou should submit the certificate request ko the Certification
Bukhority, When CA will issue the certificate, run this wizard and choose Skep 2,

Certificate request:

--—-BEGIN CERTIFICATE REQLES

AQCCAQAWFTER 5 Ja WtbOBzLXRIcnIhLmiy
+dzEUMBIGALUEChMLUy 10

OMRAWDGYT )

qFAwICHGED

EILpLFRiAR

gy
olDagITMEIG
aauayLaddvFFibg
9fqil

¥ Save certificate request to file: J

< Back. | Finish I Zancel |

PucyHok 92

CosgaHHbIn 3anpoc otownute B LieHTp cepTtudmkauum, rae 6ynet co3naH ceptudmkaT nonb3oBarens Ha
OCHOBeE 3anpoca 1 OTKPbITOro Krnto4ya nosnib3oBaTens.

3anucb cepTudmkata Ha TOKeH

MonyyeHHbIM cepTudukaT nonb3oBatens u3 LieHTpa cepTndmkaumm Hago 3anmMcaTb Ha TOKEH B
KOHTEIHep ¢ knioveBon napon. B okHe Certificate creation wizard noctaBbTe nepekntoyartens B
nonoxeHue Step 2 (PucyHok 93) n HaxxmuTe Next.

ﬁ[ertiﬁcate creation wizard |

To create user certificate wou should generate a key pair. Using the key pair ywou should
creakte certificate request and submit it ko the Certification Authaority, When the Ca will
return wour user certificate, this certificate should be linked with existing ke pair.

Choose Step 1 to generate a key pair and create a certificate request, IF Step 1 is done

and vou already have user certificate, choose Step 2 b link the certificate wikh existing
ke pair.

™ Step 1 - generate a key pair and create a cettificate request

{* Step 2 - link the user certificate with existing key pair

= Bach | Mexk = I Cancel

PucyHok 93
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B okHe Certificate creation wizard (Step 2) ykaxuTte ceptudumkat nonbsosarens (PucyHok 94):
e B nonoxeHun From file — ykaxnte ums danna B Base64-koanposke unm

e B nonoxeHun From keyboard — B none ykaxuTe Teno ceptudukara.

ﬁ[ertiﬁcate creation wizard {Step 2} 5[

To link user certificate with existing key pair you should import it into conkainer on the koken,

Select user certificate.

" From file:
Choert_d1\certnew. cer B

" From keyvboard:

[

< Back. Firish | Zancel |

PucyHok 94

[na 3anucn cepTudmrkata B KOHTEHEp Ha TokeHe ykaxute PIN-koa k TokeHy (PucyHok 95).

Token PIN-code x|

Type koken PIMN-code | eTaken [AKS iFdh 0] )

PIM-code: I

[ Remember PIN-cade while program is runming

(0] 4 I Cancel

PucyHok 95
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Mocne aTtoro Bo Bknagke Auth Bbibepute ceptudmkat nonb3oBaTens, 3anucaHHbIi Ha TokeHe (P1cyHok
96). [inga aToro HaxxmuTe KHOMKy Select certificate.

@S—Terra Client AdminTool {st) - <No name > =10 x|
File Build Help

Auth | Firewall Rules I IPsec Rules I IKE I IPsec I LSP I Setkings I Lin:ensel

Set authentication method parameters

¥ IUse certificate " Use preshared key

4 certificake: I Di_=gastand, DC=RootCa, Ch=SubiCa CP36

Taken reader name: I AkSifdh 0

K1 [ E

User identity bype: | bistinguishedhiame

¥ select user certificate
I=er certificate descripkion:

Field | Walue -

Version 3

Setial number & 1C G EF 0000 00 00 06 93

Signature algorithm GOST_R_341001_3411 (Crypho-Pro) |
Issuer DiZ=qgastand, DiC=RootCa, ChN=5ubCh CP36

Walid From Fri Apr 26 14:21:35 2013

Walid ko Sat Apr 26 14:31:35 2014

Subiect C=RL,L=Moscow, O=5-Terra C5P, OlU=develooment  Cl=Derm. .. LI

| Create certificate. .. I Select certificate, .. |

Make token. .. | Make package...l Exit

PucyHok 96

B nosiBmBLLEMCS OKHe C cepTudmkaTamm Ha TokeHe (PucyHok 97) Bbibepute cepTudmkat n Haxmute OK.
3anonHeHune Bknagkm Auth 3akoH4eHo.

User token certificates {reader: AKS ifdh 0) x|

Select user certificate

Subject | Issuer |

C=RU,L=Maoscow, 0=5-Terra C5P, 2., DC=gastand,DC=RookCa, CH=5ub..,

Ik I Zancel

PucyHok 97

Bo Bknagke Auth HeobxoanMble cepTuduKaThl BbibpaHbl, NepeinanTe B criedyrolne BKNagku.
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7.4.2 Bknagku ong co3gaHusa nONUTUKK 6e30MacHOCTU

Bce ocTtanbHble BKNagkv Ans cos3gaHusi NonuTukn 6esonacHocTy, npeanncaHHon ans gaHHoro
nonb3oBaTens, 3anosHAKTCS Takke, Kak Oblno onnucaHo paHee B pasgenax 7.3.3 — 7.3.9. VckniodeHune
cocTaBnsieT BKNagka Settings.

74.3 Bknagka Settings

Bknagka Settings MMeeT Takue e nons Kak u paHblue, Ho cornaxok Use non interactive user login
ctan HegocTtyneH (PucyHok 98). B pexnme nonb3oBaTenbCKoro TOkeHa Bceraa Mcnonb3yeTcs
WHTEpPaKTUBHbIN pexum noruHa B MNpoaykT S-Terra Client ¢ Bbigaven okHa 3anpoca PIN-kofa K TOKEHY.

ES—Terra Client AdminTool {cp) - <No name= - | Ellil

File Build Help

&tk I Firewall Rulesl IPsec Rules I IKE I IPsec I L5P Settings |Li|:ense I

Set produck

—aysLog
Server IP Address: I 12z . 0 | |
Severiby! |i|-,|=.;. j
Facility: II::u:aI? j

—Defaulk policy

Default driver policy: Ipass all j
Log-off policy: IdeFauIt driver policy j
—Logining

[T | Use mom interactive user [oain

¥ allow IPsec protection before user login

—Management policy
[ Enable local management

—Installing
Additional msiexec parameters;

Make token... MMake package.., Exit

PucyHok 98

744 Co3paHune UHCTaNNAUNOHHOrO (hanna

[na cosgaHns nHctannaumoHHoro anna Haxmute kHornky Make package B rmaBHon popme. B okHe
Package parameters BBeauTe Takue >xxe HAaCTPOMKM Kak U B 0ObIYHOM pexume (cM.pa3gen «CosgaHue
WHCTanmMAuMoHHoro dannay). Ho B pexxume nonb3oBaTenibCKOro TOKEHa CO34aeTCsl YHMBEPCAbHbIN
WHCTanNmMAUNOHHbIA ddans, KOTOPbIN HE COAEPXUT HUKaKOMN ayTeHTUMUKaLNOHHOW MHdopMauum 1
nonuTMKM 6€e30MacHOCTM, N MOXET UCMONb30BaTbCA ANIA pasHbIX Nofb3oBaTenen. MNocne ycTaHOBKU
Takoro dhanna, MpoayKT opmeHTnpoBaH Ha paboTy TOMbKO C MONb30BaTENbCKNMM TOKeHOM. U y Kaxxgoro
nonb3oBaTens AosmKeH ObiTb CBOW MONb30BaTENbCKUIA TOKEH.
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7.4.5 Co3aaHue nonb3oBaTeNbCKOro TOKeHa

[nsa co3gaHns nonb3oBaTeNbCKOro TokeHa Haxxmute kHorky Make token B rmasHoun oopme. MNosenseTcs
okHo Make token (PucyHok 99) ansa 3anycka 1 oTobpakeHusi npouecca 3anucu Ha TOKEH NoKalnbHOM
nonutnkn 6esonacHocTn n CA ceptudukara. Haxmute kHornky OK.

x

Mow data will be put on the token (reader: &KS ifdh 07,

Press QK to write configuration data on the taken.
Press Cancel bo return back,

Time: 00 sec  Operation: MNone

Ik | Zancel I

PucyHok 99

Mepen obpalleHnem n 3anmcbio Ha TokeH 3anpawmsaeTtcs PIN-kog TokeHa (PucyHok 100).

Token PIN-code x|

Type koken PIMN-code | eTaken [AKS iFdh 0] )

PIM-code: I

[ Remember PIN-cade while program is runming

K I Cancel

PucyHok 100

B cTpoke cocTosiHWsl 3anucy Ha TOKEH MOryT oTobpaxaTbes crneayrowme onepauum (PucyHok 101):

x

Mo daka will be put an the token (reader: AKS iFdh O),

Press OF to write configuration data on the token.
Press Cancel ba return back,

Time: 04 sec  Operation: Local security policy writing. ..

ERREEER
(] 4 I Zance]

PucyHok 101

o None — npouecc 3anucu He 3anyLieH.

e Token system initialization... — npoLecc nHMUnanusauumn TokeHa.
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e Token login... — npouecc norMHa Ha TOKEH.

e Check user certificate... — npoBepka none3oBaTenbCKoro ceptudukata (ecnm Bo Bknagke Auth
nonb3oBaTesnbCkuin cepTudmkaT Obin ykasaH sBHO — donaxok Select user certificate).

e Previous objects removal... — yganeHue npeablayLmx AaHHbIX C TOKEHa.
e Local security policy writing... — 3an1cb flokanbHOM NONMTUKM 6€30NacHOCTM Ha TOKEH.
o CA certificates writing...— 3anuce CA-cepTudmkaTa Ha TOKEH.

e Completed — npouecc 3anucum yCneLHo 3aBepLUeH.

MpY OKOHYaHUK YCMELLHOM 3anncK Ha TOKeH BblaaeTcs 06 3Tom coobuieHne (PrucyHok 102).

o x|

\lj) Data has been saved on the token successfully,

PucyHok 102

Takum obpasom, Ha Nonb3oBaTenbCKUA TOKEH 3anucaHbl flokanbHas nonutuka 6esonacHocty n CA
cepTudumkaTt. NNpocMoTpeTb 3TN AaHHbIE MOXHO C MOMOLLBI CTOPOHHWUX YTUIUT, Hanpumep,
eTExplorer.exe, komnaHmm AnagavH.

Kpome TOro, Ha TOKEHE NeXnT KOHTeVIHep C KnroyeBomn rlap0|7| n CepTVI(bVIKaTOM nosib3oBaTesn4.

Ha komnbloTep nonb3oBaTtensi cnegyeTt YyCTaHOBUTL MOAFOTOBMEHHBIN MHCTaNMSALMOHHBIV hain 1 TOMNbKo
rocne 3Toro NoAKMIYNTL MNONb30BaTENBLCKUIA TOKEH (CM. pasgen «[oAroToBka K MHCTanmnsumMmn S-Terra
Client»).
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7.5 GUI. Pexum mexayHapoaHbIX anropuTtmMoB

Pexunm mexxagyHapoaHbix anroputMmoB B GUI — 310 pexnm cosgaHus nHectannsunoHHoro danna MNMpoaykra
C-Teppa KnneHT, paboTaloLLero ¢ NCNofnb30BaHUEM MEXAYHAPOOHbIX anropuTMoB LUNPOBaHNS r
NPOBEPKN LLENOCTHOCTUN NaKeToB.

B GUI nepekntoveHne B 3TOT PEXXMM OCYLLECTBNSIETCS BIGOPOM B MEHIO npeanoxenns Build, a B
BbiNaBLLEM CMMCKe — NyHKTa International pattern (PucyHok 103).

ES—Terra Client AdminTool {st) - <Mo name=

Filz | Build Help

Make package. .. Ckrl+P
AU ale bolen. . CErleT E | tPsec |LsP | Settings | License |
3 Token patkern
v International patkern " Use preshared key

PucyHok 103

B pexxume mexayHapoaHbIX anroputMOB M3MEHATCS Tonbko Tpu Bknagku Auth, IKE u IPsec
agMUHUCTPaTUBHOTO NakeTa, ocTarbHble BKNaaKku ocTaHyTcs 6e3 nameHeHuin.

OTOT pexvm OTnNu4aeTcs OT APYrMX TeM, YTO HEBO3MOXHO BbINOMHMTbL KOMMPOBAaHWE KOHTENHepa Ha
KOMMbIOTEPEe nonb3oBaTens Bo Bpems MHcTannaumm S-Terra Client. I BO-BTOpPbIX, B MHCTaNMALUOHHOM
havine MOXXHO NePEeHeCTU KOHTENHEeP C CEKPETHBLIM KIMOYOM C KOMMNbIOTEPa agMUHUCTpaTopa Ha
KOMMbIOTEP NONb3oBaTenNs.

7.5.1 Bknaagka Auth

AyTeHTUUKaLMSA CTOPOH B 3TOM PEXMME MOXET OCYLLECTBMSATLCS Kak C UCMOMNb30BaHNEM CEPTUUKATOB,
TakK 1 C UCNonb30BaHUEM npegonpeaeneHHbix krtoden. Bknagka Auth npu ncnonb3oBaHunm
npegonpeaeneHHoro Kno4va He U3MeHunach, a Npu UCNonb3oBaHUU cepTUUKATOB — MpPUHSANa
cnegyowunn sua (PucyHok 104).

Bo Bknagke OOCTYnNHbI ANA 3anoJiHeHNA crneyruwimne nona:

o CA certificate — 3gecb oTpaxaeTtcsa none Subject kopHeBoro ceptudukara YaocToBepsoLLero
LleHtpa (Trusted CA Certificate), kotopomy gosepsieT Npogykt. [lns 3T0ro pasMecTuTte Ha
KoMnbloTepe agmuHucTpatopa dann ¢ Trusted CA cepTuduKaToM 1 B KOHLIE MOMS HAXXMUTE KHOMKY
[...], BOTKpbIBLIEMCS OKHe BblibepuTe cpann ¢ CA ceptudpmkatom. ObasatenbHbIN napameTp.

e User certificate — 3gecb oTpaxaeTcs none Subject cepTudukarta nonb3oBatens. [ns aToro
pa3MecTuTe Ha KoMNbloTepe agMUHUCTpaTopa ann ¢ ceptTudukaToM Nonb3oBaTENS U B KOHLE
Mons HAXXMUTE KHOMKY [ . . . ], B OTKPbIBLUEMCS OKHE BblOepute darin ¢ 3TUM cepTUrKaToM.
Ob6s3aTenbHbIN NapameTp.

e User container name — yHuKanbHOE MMS KOHTEeHepa, pa3MeLLeHHOro Ha KOMMboTepe
nonb3oBaTtens, Ha KoTopbl 6yaeT yctaHoBneH S-Terra Client. ObasatenbHbeIn napameTtp. Popmar
MMEHMW KOHTENHepa TaKkou Xe, Kak 1 B OCHOBHOM pexume [OCT.

e User container password — naporsib K KOHTelHepy, pasmelLeHHOMY Ha KoMMbloTepe
nonb3osatens. O6a3aTenbHbIii NapameTp.

e User identity type — Tmn ngeHTugrKaunoHHoOM nHopMauum, nepeckliiaemMmon napTHepy npu
CO34aHuM 3ayLeHHoro coeguHeHus. ObasaTtenbHbIi napameTp. MNone cogepXuT BblinagatoLwnii
CMUCOK CO CreAYLWUMN 3HAYEHUSMU:
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¢ Distinguished Name — B kayecTBe naeHTudukatopa naptHepy dyaeT BbiCbiNaTbCA 3Ha4YeHNe
Subject ns ceptndukara nonb3oBaTens, nokasbiBaemoe B none User identity value, ecnu
OHO TaM 3agaHo. 3Ha4yeHue No yMOMYaHuio.

e Email — B kavecTBe naeHTndmrkaTopa napTHepy 6yaeT BbiCcbINaTbCcs 3Ha4YeHne nonst E-mail
pacwmpeHus cepTudprkaTa nonb3oBartensi, nokaseiBaemoe B none User identity value, ecnu
OHO TaM 3ajaHo.

o FQDN — B kauecTBe naeHTMdukaTtopa naptHepy dyaeT BbiCblNaTbCA 3HaYEHNEe JOMEHHOrO
UMeHU XOCTa, Ha KoTopbin ByaeT yctaHoBneH S-Terra Client, cuntbiBaemoe 13 nons DNS
paclmpeHus ceptudpmkarta, nokaseiBaemoe B none User identity value, ecnu oHo Tam
3apaHo.

e |PV4Addr — B kayecTBe ugeHTndmkaTopa napTHepy OyaeT BbicbinaTtbecs nepebin IP-agpec,
yKa3aHHbIV B pacluMpeHumn ceptudpmkaTa, u nokasbiaemMbiii B none User identity value, ecnu
OH TaM 3ajaH.

e Local IP address — B kayecTBe ngeHtudukatopa napTHepy 6yaeT BbiCbiNaTbCcs
JencteutenbHbli IP-agpec xocTa, Ha koTopom byaeT yctaHoBneH S-Terra Client.

e User identity value — 3Ha4yeHne naeHTUOUKALNOHHON NHPOPMaLIMK, NEPECHINTaEMON NapTHeEPY.
lMone [oCTyNHO TOMNBKO ANst YTEHWS U 3anofHSAeTCA aBTOMaTUYECKM, COOTBETCTBYIOLLMM TUMY
naeHTudmkaTopa 3Ha4eHneM, cCHMTbIBaeMbIM U3 cepTudmkarta nonb3oBatensi. 3anonHeHne
NpPOUCXOAUT B MOMEHT BbiOOpa Tvna naeHTnudmnkaTtopa unm uaMeHeHns UMeHn gaina c
cepTndukaTom nonb3oBartens. NapameTp obs3aTenbHbIN.

e Check consistency now — ycTtaHoBKa 3TOro ¢pnaxka o3Ha4daeT, YTo Npu co3gaHum
WHCTaNMsUnoHHoro danna 6yaeTt npoBeaeHa NpoBepka COOTBETCTBMSA cepTudumkaTa
nonb3oBaTens U CEKPETHOro Kroya B KOHTeHepe. [1na 9Toro KOHTENHEP C CEKPETHBIM KITHOYOM
pasMecTuTe Ha KOMMNblOTepe agMUHUCTpaTopa. ViMsl KoHTenHepa yKka3sbiBaeTcst B none Container
name, a naposib K HeMy — B none Container password.

e Container name — UMsi KOHTEHEPA Ha KOMMbIOTEPE agMUHUCTPATOPa ANs NPoOBEAEHNSI NPOBEPKMU.
Mpn HaXxXaTUKM KHOMKM [...] NOSIBUTCA CTaHAAPTHOE OKHO ANdA OTKPbITMA dhannos B hopmarte
PKCS#12. BbibepuTe HyXHbI KOHTENnHep aAns npoBepku n HaxxmuTe OK. B none Container name
NOsIBUTCS UMS KOHTENHepa.

e Container password — naponb K KOHTENHEPY C CEKPETHLIM KIHOYOM.

e Use container from admin computer — ycTaHOBKa 3TOro donaxka 03Ha4aeT, YTO KOHTENHEp C
CEKPETHBIM KIOYOM OyAeT B3AT C KOMMbIOTEPA agMUHMUCTPATOPa N CKONMPOBaH B
VIHCTaJ'IJ'IﬂLl,I/IOHHbIVI nakeT, a nNpu NHCTannAaunum nepeHeceH Ha KOMNbloTep Nosib3oBaTena
(peKomeH,qyeTcn He BbICTaBNATb 3TO cbnamox, €CIl KaHan AoCcTtaBKU UHCTaNAaAu4MOHHOIo nNakeTa He
3awuuleH). MapameTpbl KOHTENHepa 3agatTca nonsamu Container name n Container password.
Mpn aTOM 3agaHne MecTa pacnonoXeHnst KOHTEMHepa Ha Mob30BaTENbCKOM KOMMbIOTEPE HE
TpebyeTcs.
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@S—Terra Client AdminTool {st) - <No name > =10 x|
File Build Help
Auth | Firewall Rules I IPsec Rules I IKE I IPsec I LSP I Setkings I Lin:ensel
Set authentication method parameters
¥ |se certificate ™ Use preshared key
A certificake: I DZ=qastand, C=RootCh, CN=5ubCh CP36 |
IUser certificate: I C=RU,L=Moscow, 0=35-Terra Z5P, OlU=development, Ch=Demo cp .., |
Lser cantainer name: I C\Documents and Sektkingsiall Ls passwnrd:l bk
User identity type: IDistinguishedName j walue: I C=RLU,L=MMoscawm, 0=
I™ Check consistency now ™| Use container from admin computer
Conkainer name: I | passwnrd:l
Make package. .. Exit

PucyHok 104

7.5.2 Bknapka IKE

Bo Bknagke IKE anropuTmbl windposaHns n npoeepku LenoctHoctn FOCT 3ameHeHbl Ha
MeXxayHapoaHble anroputMbl — AES-256 n SHA1 (PucyHok 105). OBLWnii CECCUOHHBIN KoY pasHom
ANVHbI BbipabaTbiBaeTCcsa TONbKO No anroputMmy Audpum-Xennmana. OctanbHble NapamMeTpbl OCTanmMchb
6e3 nsmeHeHus.

B onucanum ctpyktypbl IKETransform koHdurypauuoHHoro danna nokanbHOW NONnTukn 6esonacHocTu
(Tabnuua 7) npvBegeHbl BO3MOXHbIE 3HAYEHUS XALU-anroputmMa B 3aBUCUMOCTY OT UCMOMb3yeMOro
anropuytmMa ny6nuyHoro knioya ceptudukara.
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ﬁﬁ—Terra Client AdminTool {st) - <Moo name>=
File Buld Help

Auth I Firewal Rules I IPsec Rules  IKE |IF‘sec I LSP I Settingsl License I

Set IKE parameters

IKE proposals list:

=100 x|

Encrvpkion Inkeqgriky Eroup
BES-256 SHAL MODP_1538
AES-256 SHAL MODP_1024
AES-256 SHAL MODP_7E5
Maode: IMain j

LifeTime of IKE 54

Dawn

Lo |
[Eein]

28800 sec | 0 kb

0 IPsec 54

Make package... |

Exit

PucyHok 105

7.5.3 Bknaaka IPsec

Bo Bknagke IPsec anroputmbl WwindpoBaHns 1 npoBepkn uenoctHoctu FTOCT 3aMeHeHbl Ha
MexgyHapoaHble anroputmMbl — AES-256 n SHA1 (PucyHok 106).

OOBLWMIA CEeCCMOHHBIN KoY pa3Hou AnWHbI BelpabaTbiBaeTcs Tonbko nNo anroputmy Auddun-Xennmawa,.

OcrtankeHble napamMeTpbl ocTanucb 6e3 n3MeHeHus.
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ﬁﬁ—Terra Client AdminTool {st) - <Mo nameZ>: o [m] S

File Buld Help

Auth I Firewal Rules I IPsec Rules I IKE IPsec |LSP' I Settingsl License I

Set IPsec parameters

IPsec Proposal list;

AH Integriby ESP Encryption ESP Inkteqgriky

MNone ML SHAL

Mone AES-256 Mone

Mone LES-256 SHAL

SHAL Maone Mone

SHAL HES-256 MNone

SHAL AES-256 SHAL (] |

Lo |

Group; IN.:. PFS j ¥ add Proposals with &H

LifeTime of IPsec SA

| 3600 sec | 4605000 Kh
Make package... Exit:

PucyHok 106

Bce Bknaaku 3anonHATCA Kak B 0ObIYHOM peXxnme, aHanorMyHo co3aaeTcs U MHCTanNAUMOHHbIN chain
S-Terra Client.
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7.6  ®opmar 3agaHua umeH anroputmoB B hanne admintool.ini

MmeHa anroputmos, ncnons3yemble Bo Bknagkax IKE, IPsec n LSP, 3apatotcs B channe
admintool.ini BcCeKUMM [algorithm names]:

[algorithm names]

ike-hashl=GR341194CPRO1-65534 (T'OCT P 34.11-94)
ike-hash2=GR341112 256TC26-65128 (I'OCT P 34.11-2012 256 Owur)
ike-hash3=GR341112 512TC26-65527 (I'OCT P 34.11-2012 512 6©wur)
ike-cipher=G2814789CPRO1-K256-CBC-65534 (T'OCT 28147-89)
ah-integrityl=GR341194CPRO1-H96-HMAC-254 (I'OCT P 34.11-94)
ah-integrity2=G2814789CPRO1-K256-MAC-255 (I'OCT 28147-89)
esp-integrityl=GR341194CPRO1-H96-HMAC-65534 (I'OCT P 34.11-94)
esp-integrity2=G2814789CPRO1-K256-MAC-65535 (T'OCT 28147-89)
esp-cipherl1=G2814789CPRO1-K256-CBC-254 (T'OCT 28147-89)
esp-cipher2=G2814789CPRO1-K288-CNTMAC-253 (ESP_GOST-4M-IMIT)

[algorithm names internationall]
ike-hash=SHA1l (SHA1l)
ike-cipher=AES-K256-CBC (AES-256)
ah-integrity=SHA1-H96-HMAC (SHAL)
esp-integrity=SHA1-H96-HMAC (SHAL)
esp-cipher=AES-K256-CBC (AES-256)

[ns 6onblien HarNSAHOCTU pa3peLlaeTcs HadHavyaTb anropMTMam nonb3oBaTenbCkue NceBaoHNMBbI (B
aTom cnyyae Bo Bknagkax IKE n IPsec 6yayt otobpaxaTbCs He pearbHble MMEHa, @ Ha3Ha4YeHHble
nceBgoHUMbl). [Ins 3agaHva ncesgoHMa Heob6xoanmMo AONOMHUTL CTPOKY MMEHU anroputmMa MMEHeMm
NnceBAOHMMA, 3aKMIOYEHHOTO B KPYriible CKOOKM:

MmeeTcs BO3MOXHOCTb 3a4aTb CMUCOK anropuTMOB AMNs KaX4oro ceMencTa anroputmos. [pu aTom K
UMEHN CEMENCTBA anropuTMoB AobaBnsieTcs Homep, HadmHas ¢ 1. [Nopsgok CTpok B channe He BaXeH.
Hanpuwmep:

ah-integrityl=GR341194CPRO1-H96-HMAC-254 (I'OCT P 34.11-94)
ah-integrity2=G2814789CPRO1-K256-MAC-255 (I'OCT 28147-89)
PaspelueHne cnopHbIX CUTyauuii NPOUCXOAUT MO CneayoLWwnm npasunam:

o Ecnu B danne npucytcTByeT onucaHue anroputma 6e3 Homepa B MMeHU cemencTaa, To byaeT
CYMTaH TOMbKO OH, AaXe He CMOTPS Ha TO, YTO B dhanne MoryT ObiTb CTPOKM C ONMUCaHnem

anropunTtMoB s 3Toro Xxe cemencTBa c arbTepHaTUBHbIM CUHTAaKCUCOM AJ1A CMUCKOB. Hanpmmep,

n3 cbaﬁna coepxallero crnegyroume CTpoku 6yﬂ,eT npo4vnTaHa TOJNIbKO nepBad CTpoOKa:
ah-integrity=GR341194CPRO1-H96-HMAC-254 (I'OCT P 34.11-94)
ah-integrityl=GR341194CPRO1-H96-HMAC-254 (I'OCT P 34.11-94)
ah-integrity2=G2814789CPRO1-K256-MAC-255 (I'OCT 28147-89)

e Ecnu npun 3agaHnn cnucka oanH Ui HeCKoJ1bko HoMmepoB 6y,u,eT nponytieH, To onncaHna nocne

nponycka npoynTaHbl He 6yayT. Hanpumep, n3 daiina, cogepxallero creaytolume CTpoku, byaet

npo4ynTaHa TOJIbKO nepBas CTpokKa:
ah-integrityl=GR341194CPRO1-H96-HMAC-254 (T'OCT P 34.11-94)
ah-integrity3=G2814789CPRO1-K256-MAC-255 (T'OCT 28147-89)

Ecnu B chaiine npucytcTByeT ABe v 6onee CTPoKM C OOUHAKOBbIM MMEHEM CEMENCTBA arnropMTMOB,
BKIOYasi HOMep (TEKCT nepef 3HaAKOM «=»), To OyaeT npovnMTaHa TONbKO NOCneHss.
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8. Ytunuta make inst

8.1 CueHapuu noaAroToBKN WHCTaNNALMOHHOIO NakeTa C
noMoLybo yTunuTbl make_inst

YTunuta make inst npegoctaenseT agMuHUcTpaTopy 6e3onacHoCTV UHTepdeic KOMaHAHOW CTPOKM
Ansi 3agaHus NnokanbHbIX HacTpoek MNpoaykTta S-Terra Client u cosgaHus MHCTaNNALMOHHOTO dhanna
Mpoaykta S-Terra Client ons nonb3oBaTens.

I'IpM Mncnosib3oBaHnn npedonpedeneHHoeo Knro4da ona ayTeHTVI(bVIKaLI,VIVI CTOPOH npenocTtaBnAeTCcAd
BO3MOXHOCTb CYMTbIBATb CO34aHHbIN KMo 13 q)a17|r|a nnbo 3agaTtb ero 3HaYeHne B KOMaHOHOWM CTpOKe.

Mpw nogrotoBke cepmudbukamoe BO3MOXHbI ABa CLEHapus, KOTOpble OTNINYAOTCA TeM, KTO co3aaeT
KMOYEBYIO Napy Ans foKanbHOro ceptudunkaTa nonb3oBaTensa U Ha KakoM KINioYeBOM HocuTene
pasMeLleH KOHTENHEP C CeKPETHbBIM KIIOYOM JFTIOKanbHOro ceptudumkara, MMeeT N agMUHUCTPaTop Ha
cBoeM paboyeM MecTe OOCTYN K 9TOMY KOHTerHepy (CM. onucaHve B pasgene «ATpubyThbl
ayTeHTudrKauum»). KoHTenHep ¢ CeKpeTHbIM KIMoYOM OOMMKEH ObIiTb YPOBHS KOMMbIOTEPA.

MepBbIV cueHapu

War 1: AgmunHuctpatop 6e3onacHocT nony4vaet oT agmuHuctpaTopa CA KopHeBon cepTtudmkat
YpocToBepsitowlero LleHtpa (Trusted CA Certificate) n ceptudpmkat nons3oBaTtens,
UMNOPTUPOBaHHbIE B (balsbl, U TaKKe KOHTEMHEP Ha BHELLHEM HOCUTENE.

lMoaTomMy B 4aHHOM CLieHap1n BO3MOXHO Ha KOMMbIOTEPe agMUHMUCTpaTopa NpoBECTH
NpOBEpPKY COOTBETCTBUSA cepTudmkata nonb3oBaTens U CEKPETHONO KIltova B
KOHTENHepe Npu CO34aHMM MHCTaNMSLMOHHOro channa.

War 2: AgmuHucTpaTop 6esonacHOCTM 3agaeT nokanbHy nonuTuky 6esonacHoctu (LSP) ana gaHHoro
nonb3oBaTens B BUae TeKCToBoro gavna (cm. pasgen «CosgaHve nokanbHON NOMNTUKK
6e3onacHocTu. KoHurypaumoHHbln ann»).

War 3: AgmuHucTpaTop 6e30nacHOCTU Ha cBoeM paboyeM MecTe 3anyckaeT KoMaHay make inst, B
onuusix 3agaet davin ¢ LSP gnsa gaHHoro nonb3oBaTens, NyTb K NnokansHomy n CA
cepTnduKaTy, UMSA KOHTENHEPA C CEKPETHBLIM KIMIOYOM — re OH OyaeT pasmeLleH Ha
KOMMblOTepe Nofb3oBaTens, flokanbHble HACTPOWMKW, CO3AaeT MHCTaNMSALMOHHbIN dhann S-Terra
Client.

War 4: AgmunHucTpaTtop 6e3onacHOCTU NepedaeT NoNb30oBaTeNO NOArOTOBIEHHbIA MHCTaNMSALUMOHHbIN
MakeT, COCTOALLMNN U3:

e uHcTannauyuoHHoro danna S-Terra Client;

e KOHTeVHepa C CEKPETHBIM KIMOYOM Ha BHELLHEM KIHOYEBOM HOCUTENE;

e YTUNUTbl integr mgr;

e (paina c KOHTPOSIbHOM CYMMOWN MHCTannsAunoHHoro dganna S-Terra Client.

KoHTenHep u hain ¢ KOHTPOSbHOW CYMMOW OOMKHbI OblTb NepefaHbl NONb30BaTENO NO
3acnyxusaroLLeMy noBepus kKaHany cBa3n. MHctannsaumoHHein pann S-Terra Client cogepxut
6a30BblIi MHCTaNNALMOHHbIN dhann, NokanbHy NonuTuKy 6esonacHocTu, ceptudumkaTt
nonb3oBartens n CA ceptudukar, nepcoHarnbHble HACTPOMKMN.

Ecnu agMuHucTpaTop NoAroToBmN Nosib3oBaTeNbCKUI TOKEH, TO NOSib3oBaTesNio nepegaeTcs
NOArOTOBIIEHHbIN MHCTANMSAUNOHHLINA NaKeT, COCTOSALLNN U3:

e VHCTanNnsILMOHHOro carna S-Terra Client;

e 0OMb30BaTENbCKOro TOKEHAa C 3anMcaHHbIM Ha HeM CA cepTuduKaToM, nokanbHbIM
cepTUUKATOM, KOHTEHEPOM C CEKPETHBIM KIMHOYOM M NOKanbHOWM NOMUTUKON
©e3onacHocTy;

e YTUNUTbl integr mgr ANSA BblYUCNEHMUS KOHTpOﬂbHOVI CYyMMbI;
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e (paina c KOHTPOSIbHOM CYMMOWN MHCTannsaunoHHoro danna S-Terra Client.

Monb3oBaTeNbCKUM TOKEH U hanin C KOHTPOMbHON CYMMOWN OOIMKHbI ObITh NepeaaHsbl
nonb30BaTernto Mo 3acnyxuearoLemMy AOBEepUs KaHany CBs3u.

Btopou cueHapuin

War 1: Ha komnbloTepe nonb3oBaTens co3gaeTcs K4veBas napa 1 3anpoc Ha ceptudumkaT
nosib3oBaTens, KOTopbI OTChINaeTcda B Yaoctosepstowmi LieHTp. KoHTenHep ¢ cekpeTHbIM
KMOYOM pa3melliaeTcs Ha KoMMbloTepe nonb3oBaTtend. AoMmHucTpatop 6e3onacHocTu
nony4daet KopHeBown ceptudukat YaoctoBepsitouwlero LieHTpa (Trusted CA Certificate) n
cepTnduKaT Nonb3oBaTens, UMNOPTUPOBaHHbIE B hansbl.

AgmunHucTpaTop 6e3onacHOCTU B pedynbTaTe Ha CBoeM pabovyem MecTe He umeeT
[0CTyna K KOHTEWHepy, MO3TOMY B JAHHOM CLEeHapun HEBO3MOXHO Ha KOMMbOTEPE
agMVHUCTpaTopa NpOBECTM NPOBEPKY COOTBETCTBUA cepTudmkaTa nonb3oBaTens u
CEKPETHOrO KIto4a B KOHTEHepe nNpu Co3a4aHuM MHCTanMsLMOHHOro canna.

War 2: AgmuHucTpaTop 6esonacHOCTM 3agaeT nokanbHyo nonuTrky 6esonacHoctu (LSP) ana gaHHoro
nonb3oBaTens B BUae TeKCToBoro gavna (cm. pasgen «CosgaHve nokanbHON NOAUTUKM
6e3onacHocTn. KoHUrypaumoHHbI charny).

War 3: AgmuHuctpaTop 6e3onacHoOCTV Ha cBoeM paboyem MecTe 3anyckaeT KoMaHdy make inst, B
onuusx 3agaet davin ¢ LSP gna gaHHoro nonb3oBaTens, NyTb K fokansHomy n CA
cepTndukaTy, UM KOHTENHepa Ha KOMMbIOTEPE NOMb30BaTeNs, NOKanbHbIE HACTPOWKN, U
co3gaeT MHCTannsaumoHHbIn bann S-Terra Client.

War 4: AgmunHucTpaTtop 6e3onacHOCTN NepedaeT NoNb30oBaTeNto NOArOTOBIEHHbIA MHCTaNMSALUMOHHbIN
nakeT, COCTOSALLNN N3:

e MHCTanNNaunoHHoro ganna S-Terra Client
e YTUMAUTbI integr mgr AMS BbIMUCIEHUS KOHTPOMbHOW CYMMbI

e (paina c KOHTPOSMbHON CYMMOWN MHCTaNnAUnoHHoro anna S-Terra Client.

darn c KOHTPONbHOM CYMMOW A0MKeH OblTh NepefaH Nonb30BaTENo MO 3aCyKMBaOLLEMY
JoBepusa KaHany ces3u. MiHctannaumonHein pann S-Terra Client cogepxuT 6a3oBbin
WHCTanmnAUNOHHbINA darin, nokanbHyr nonuTuky 6esonacHoctu, CA ceptudmkaT, NoKanbHbIV
cepTnduKaT, CCbINIKY MECTOMOMNOXEHUSA KOHTENHEPA HA KOMMbIOTEPE MOSb30BaTENS U
nepcoHarbHblE HACTPOWMKN.

Tpu pexunma
MoAroToBUTE UHCTANMALMOHHBIM NAKeT MOXXHO B O4HOM M3 TPEX PEXMMOB:

® OCHOBHOW PEXMM, B KOTOPOM MpK CO34aHMM MHCTaNNALMOHHOro coanna S-Terra Client
ucnonesytotca anroputMel FTOCT npu WM poBaHMK, NPOBEPKN LLIENOCTHOCTU NaKeToB.,
dopmMmmpoBaHun 1 nposepkn L.

® PEXUM MEXOYHAPOAHbIX anropuTMOB, B KOTOPOM MPU CO34aHWUN MHCTaNMNALMOHHOro danna S-Terra
Client ncnonbayTcst MexayHapoAHbIE anropuTMbl LLMAPOBaHMS, NPOBEPKM LIENOCTHOCTY NakeToB
n SUIT.

® PEXMM MOoJIb30BATEIIbCKOIo TOKEHA.

C nomoLbo yTUNUTLI make inst MOXHO CO3AaTb OAHOBPEMEHHO MHCTaNNAUMOHHbIE hannbl S-Terra
Client anst 6onbLloro KonmMyecTea nonb3oBarenen (cM. pasgen «CozaaHne HeCKONbKUX
WHCTAanNMALMOHHbBIX MAaKeTOB OAHOBPEMEHHOY).

Bce coobLleHus, BoljaBaemble yTUIUTON make inst B npouecce ee paboTbl, BbIBOAATCA B daiin
make inst log.txt (NPW KaXdom co3daHUn MHCTaNNAUMOHHOro dhanna make inst log.txt
nepenuceiBaeTcs).
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8.2 Onwucanue yTunutbl make_inst

BbI3oB yTunuThl make inst.exe [OMKEH NPOMCXOAUTbL U3 KaTanora agMUHUCTPaTUBHOIO naketa. B
NPOTMBHOM cry4ae ByaeT BblgaHo coobLieHne 06 owmnbke. YTunuta numeet obasaternbHbie onuumn un
HeobA3aTenbHbIEe, KOTOPbIE 3aKMOYeHbl B KBaApaTHbIe CKOOKU.

make inst.exe -o SFX file path -1 LSP file path
npu ncnons3osaHun Preshared_Key ykasbiBatoTcsa onuum:

-kn Preshared key name
{-kv Preshared key val|-kvf file path Preshared key val}

npwn Ncnosib3oBaHnn CepTVIquKaTOB YKa3blBaloTCA onunun:
ansa CA ceptudukara:
-c CA file path
[-capwd CA storage password] | [-capwdf file path CA storage password]

[-caidx CA object index]

Onsi nokarnbHoro ceptudukaTa:
-u USER cert file path

{[-certpwd USER cert storage password] | [-certpwdf
file path USER cert storage password]}

[-certidx USER cert object index]
[-uc USER cert container name]

{[-up USER cert container password] | [-ufp
file path USER cert container password]}

ans ceptudmkatos naptHepos unu CRL:
[-p PARTNER cert 1 file path [-p PARTNER cert 2 file path] ...]

AN KONUPOBaHMA KOHTENHepa ¢ 0QHOro HocuTens Ha ApYron, Ha KoMnbloTepe nonb3oBartens
npu nHctannaumm S-Terra Client ykasbiBatoTCca onumm:

[ { —ccop copy -cs <Source USER cert container name> | -ccop import
-cs Source USER cert container name

[-cp Source USER cert container password] |

[-cfp file path Source USER cert container password]]

ONA NPOBEepKM COOTBETCTBUA cepTudmKaTa nosb3oBaTerns U CEKPETHOro KNo4va Ha KoMnbloTepe
agMuHuUCTpaTopa, s KONMMpoBaHUS KOHTEHepa B MHCTaNNAUMOHHLIN harin ykasbiBaloTcs
onuumu:

[-chksecret {on | off}]

[-uac USER cert container name ADMIN]

{[-uap USER cert container password ADMIN] | [-uafp
file path USER cert container password ADMIN] }
[-ucpkgcopy {on | off}]

PeXMM MeXOyHapoaHbIX CepTUEUKaTOB:
[-intern {on | off}] (default: off)

NoKalbHblEe HaCTpOVIKI/IZ
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g {basic | normal | silent}] (default: basic)

d {passall | passdhcp | dropall}] (default: passall)
f {ddp | passdhcp}] (default: ddp)

s {emerg |alert |crit |err |warning |notice |info |debug}]
efault: notice)

t <SYSLOG server IP>] (default: 127.0.0.1)

y <log facility>] (default: log local7)

a "<Additional cmd msiexec params>"]

lic <license file path>]

-nilogin {on | off}] (default: off)

-login protection { on | off }] (default: on)

-local mgmt { on | off }] (default: off)

-token {on | off}] (default: off)

d

[
[
[
[
(
[
[
[
[
[
[
[
[

roe:

—o SFX file path

SFX file path —wumMsa co3gaBaeMoro MHctannsaunoHHoro SFEX-tarna. ObasaTenbHas onuus.
Nmsa dpanna nogpasymesaeT 1 NyTb K 3TOMY channy.

-1 LSP _file path

LSP file path —wums canina, cogepxatiero LSP. MmeeT TekcToBbIi dpopmaTt. Obs3aTenbHas
onuus, ecnn He 3adaH PEXMUM NornHa ¢ UCMNoMNb30BaHMEM MOMb30BATENLCKOrO TOKEHa (-token
on).

Ucnonb3oBaHue npegonpenerieHHoOro Knro4va

-kn Preshared key name

Preshared key name — UM$ npegonpeaeneHHoro knova. ObsasatensHasa onums, ecnu
MCMONb3YTCA NpeaonpeaeneHHble Knoyn. MoxeT ObiTb 3a4aHO HECKOMbKO TaKMX Krto4velt (cm.
Mpumeyanne 1). MNpegonpeneneHHbIe KoUK UNn cepTudurkaThl 0653aTeNbHO AOMKHbI ObITb
3agaHbl. MoXHO 3agaBaTh 1 TO, U ApYroe.

—kv Preshared key val

Preshared key val — 3HadeHue npegonpegeneHHoro kro4a. Hanpumep, ~kv 12345 unu -
kv "Test preshared key" (KaBbl4K1 B KNKOY He BXOAAT). MoxeT BbiTb 3a4aHO HECKOMbLKO
Takux krtoven (cm. MNpumeyarwne 1).

-kvf file path Preshared key val

file path Preshared key val —uMms hanna, cogepxallero sHavyeHue
npegonpeaeneHHoro Kno4va Ha KomnbloTepe agMmuHucTpatopa. Ecnuv ncnoneayetcs
npegonpeaeneHHbIn KoY, To 06s3aTensHO AomkHa ObiTb 3agaHa onuns —kv smbo —kvE.
MoxeT ObITb 3a4aHO HECKOIbKO Takux kntoden (cm. MpumedaHue 1).

Ucnonb3oBaHue CA ceptudumkara

—-c CA file path

CA file path —ums daiina c CA-cepTdUKaToM Ha KOMMNboTepe aaMUHUCTpaTopa.
Ob6sa3aTenbHas onuusi, eciv UCNosb3yTcs cepTUdMKaThbI.

—capwd CA storage password

CA_storage_password — naponb kK xpanunuuy ¢ CA ceptudukatom (ecnm Tpebyetcs,
Hanpumep, Anga cganna B popmate PKCS#12). Cutyaumm — oTCyTCTBME Nnapons (naponb He
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3agaH) n nycton napons (" ") — He pasnuyatoTcs.

—capwdf file path CA_ storage_password

file path CA storage_ password — vMa daina, cogepxaiiero naponb K xpaHunuuly ¢ CA
ceptudukatom. B aTon n gpyrux nogobHbIX onumsix Naporib YMtaeTcsa us panna Kak TekctoBasi
cTpoka. Ecnu dann cogepXmTt HECKONBKO CTPOK, YNTaAeTCs TOMNbKO NepBas N3 HUX U
BOCMPUHMMAaETCH Kak napornb. Henb3sa ykasbiBaTb OOQHOBPEMEHHO C Onunen capwd.

—caidx CA_object index

CA_object_index — nopagkoseiii Homep CA cepTudukarta B AaHHOM xpaHunuiie. Hymepauus
HaunHaeTcs ¢ 1. 3HadyeHne No ymonyanuo — 1.

Ucnonb3oBaHue nokanbHoro ceptudmkara

—u USER cert file path

USER cert file path —ums aina c nokanbHbIM cepTUdrKaToM nonb3oBaTens Ha
KoMnbloTepe agMuMHUcTpatopa. Ecnu onuus He 3agaHa — 6epeTcst xpaHunuwe ¢ CA
ceptudukatom. B aTom cnyvae nopsagkosblie Homepa CA n nokaneHoro ceptudmkaTos B
XpaHunuue (caidx U certidx) AOMKHbI pa3nuyaTbCs.

—certpwd USER cert storage password

USER_cert_storage_ password — Naporib K XpaHUULLY C NoKasibHbIM cepTUdukaTom (ecnm
TpebyeTcs, Hanpumep, Ans davna B dpopmate PKCS#12). Cutyaumm - oTCcyTCTBME Napons
(napornb He 3agaH) n nycTon naponb (" ") — He pasnuyatotcs. icnonb3yeTcs, ecnv 3agaHa
onumus —u.

—certpwdf file path USER cert storage password

file path USER cert storage_password — nmsa anna, coaepxatiero naporns K
XPaHUMULLLY C foKasibHbIM cepTudmrkaTom. MNMapornk ynutaeTtcs n3 panna Kak TeKCToBasi CTPOKa.
Ecnu daiin conepXut HeCKonbKO CTPOK, YNTAeTCA TOMbKO NepBas M3 HUX 1 BOCTIPYHUMAaEeTCA Kak
naponk. Henb3s ykasbiBaTk OAHOBPEMEHHO C onuuen certpwd.

—certidx USER cert object_index

USER _cert_object index — NOpsAKOBbI HOMEP NOKANbHOro ceptudukarta B XpaHunuiie.
Hymepauusa HaunHaeTtca ¢ 1. 3HaveHme no ymonyaHmo — 1.

Ecnu He 3agaHa onumsa —u, UCNonb3yeTcs 0gHO K Toxe xpaHunuile ans CA 1 nokanbHoro
cepTudukatoB. B aToM cnyyae nopsgkoBblie Homepa CA 1 nokanbHOro ceptTudukaTos B
XPaHUNuLLEe JOJMKHbI pa3nuyaTtbCs.

—uc USER cert container name

USER cert container name — MMSl KOHTEAHEPA C CEKPETHbLIM KIOYOM Ha KOMMNblOTEpE
nonb3oBaTtens. 34ech Xe ykasblBaeTcs U HocuTenb MHGOPMAaLIMK, Ha KOTOPOM XpaHUTCS
KOHTewnHep. He 6onblue 60 cumsonos (cM. NMprmedaHue 2 06 umeHax KOHTENHEPOB).

Onuwna He yKa3blBaeTCA, eClin Ucnosnb3yeTcA KOM6VIH8LI,I/IF| intern on Mucpkgcopy on. B
NPOTUBHOM Cllydae, onuna ABnAeTcd obs3arenbHon, ecnn NCNOoJ1b3YyTCA CepTI/I(bI/IKaTbI.

Ecnu 3agaHa onuust intern on M He 3afjaHa ucpkgcopy on, TO AaHHas onuus —uc Oypget
ykasbiBaTb Ha dann B popmate PKCS#12 ¢ cekpeTHbIM KIMHOYOM Ha KOMMbIOTEpe
nonb3oBaTensi.
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—-up USER cert container password

USER cert container password — Naposb K KOHTEMHEPY C CEKPeTHbIM KntoyoMm. He
6onbLie 40 cumsonos. NapameTp akTyaneH, ecnu He 3aaaHa onuus —ufp. lMNaponk (B Tom
yucne u NycTon) JosmkeH BbITb yka3aH 0basartensHo. B cnyvyae ecnu koOHTeHep HaxoauTca Ha
TOKeHe, naporsb koHTenHepa u PIN TokeHa coBnagatoT.

—-ufp file path USER cert container password

file path USER cert container password— uMa aina, cogepxalliero naporb K
KOHTeNHepy, Ha KoMnbloTepe agMmmHucTpaTopa. He 6onblie 40 cumeonos. Maponk untaercs n3
dharina kak TekcToBas cTpoka. Ecrin dain cogepXuT HEeCKOMbKO CTPOK, TO YNTAETCS TOSbKO
nepsasi CTpOKa 1 BOCNPUHMMAETCA Kak naposb. Henb3s 3agasatb BMeCTe C onuuen —up.

YKkasaHue cepTucrkaToB NapTHepoB, NpomexyTouHoro CA cepTudukata

—-p PARTNER cert i file path

PARTNER cert i file path —nyTb K cepTudmkaTy napTHepa unm npomexxytouHomy CA-
cepTudukaty, Kotopbin 6ygeT nonoxeH B 6a3y nokanbHbIX HAacTpoek npogykta S-Terra Client
npv nHcTannaumn. MoxHo 3agaTe HECKOMNbLKO Takux onumn (B 6a3y ceptndmkatol 6yayT
NOMNOXeHbl B MOPSAKE NepeyvncrneHns gaHHbelx onumi). HeobssatenbHbin napameTp.
PekomeHayeTcs ucnonb3oBaTb B Cny4vasx, Korga npucyTcTBytoT npobnemsl ¢ nepegadven
cepTudukaTtos no npotokony IKE n LDAP.

MNpoBepka cooTBeTCTBMUSA cepTUdMKaTa NONb30BaTeNA U CEKPeTHOro Kioya Ha KoMnbloTepe
agMuMHUCTpaTopa

—chksecret {on | off}

BKITIOMEHWNE/BLIKIIOYEHNE NPOBEPKN COOTBETCTBUSA CepTUMKaTa nosb3oBaTens n CEKPETHOrO
kntoya. Mo ymonyaHuio — 3HaveHue off. Takas npoBepka OCYLLECTBNAETCA Ha KOMMbIOTEPE
agMUHUCTPaTopa M BO3MOXHA TONBKO MPU HanMyinmM Ha HEM KOHTENHepa C CEKPETHLIM KIHOYOM.
lMpoBepsieTcst KOHTENHEP, YKa3aHHbIN B OMUMK —uac.

-uac USER cert container name_ ADMIN

USER_cert_container_name_ADMIN-—MMHKOHTeﬁHepaHaKOMHmeepeaﬂMMHWﬂpaTopa
OTa onumsa Ucnonb3yeTcs TONbKO NPW BKIMIOYEHHONW onumu chksecret.

B cnyvae ykazaHHOM onuun —intern on AaHHbIN NapameTp ykasbiBaeT Ha dann B dpopmaTe
PKCS#12, cogepxallemMy CekpeTHbIN KoY, Ha KOMMbloTepe agMuUHUCTpaTopa.

-uap USER cert container password ADMIN

USER _cert container password ADMIN - Mapofb K KOHTENHepy, yka3aHHOMY B OMuuK —
uac. No ymonyaHuto — naporib NycTomn.

-uafp file path USER cert container password ADMIN

file path USER cert container password ADMIN — uMs daina Ha KOMnbloTepe
aAMWHWCTpaTopa, B KOTOPOM 3anmcaH Naposib K KOHTENHEPY, YKa3aHHOMY B OMNUUN —uac.
Henb3sa 3apgaBaTb BMecCTe ¢ onunen —uap.

Pexxum mexayHapoaHbIX cepTudmkaToB

—intern {on | off}

BkrtodyeHune/BbIKITIOYEHNE peXUMa NCMONb30BaHMsa MmexayHapogHbix (He FTOCToBbIX)
ceptudukatoB. Mpr Mcnonb3oBaHUN MEeXAYHAPOOHbIX CepTUMKATOB flormka pabdoTbl onuni,
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CBsi3aHHbIX C cepTudmkaTamMmm, MOXeT CyLLEeCTBEHHO MEHATLCS (CM. onncaHue
COOTBETCTBYIOLLMX OMLMIA).

—ucpkgcopy {on | off}

BkrtoyeH/BbIKMIOYEH PEXUM KONMPOBaHMSA CEPTUAMKATHONO KOHTENHEPA B MHCTANNALMOHHBIN
dann. Vicnonb3yeTcs TONMbKO B pexXnumMe MexayHapoaHbIX anropuTtMoB (onumsa intern on). B
3TOM Cry4ae CeKpeTHbIN KMNtoY M3 KOHTeNHepa, 3a4aHHOro B OnLmMM —uac, KonumpyeTcs B
WHCTanNnAUWOHHbIA dann. Npu ycTaHOBKE Ha KOMMbIOTEPE MONb30BaTENs AAHHbIA CEKPETHbIN
KntoY nepeHocutcsa B 6a3y nokanbHbIX HacTpoek S-Terra Client. 3HayeHue nNo ymonyaHuio —
off.

KonupoBaHue KOHTeHepa ¢ O4HOro HOCUTENA Ha APYro NPU UHCTaNNALMU
S-Terra Client

- ccop {copy | import} d

BbIGOp onepaummn KoNMpoBaHUsa U MMNopTa cepTUUKATHOro KoHTelHepa. O6si3aTenNbHbIN
napameT, eCfin UCMosb3yeTcs Onuus —cs.

—cs Source_ USER cert_ container name

npuv yKkazaHum 3Toun onumm ByaeT npousseneHo KOnMpoBaHWe KOHTeNHepa C UMEHEM
Source_USER_cert_container_name,pa3MemeHHon)HaKOMHbDTepenonbsommenﬂ,B
KOHTEWHep C MMeHeM USER cert container name, KOTOPOE yKa3aHO B ONuuu —uc, Npu
uHctannauumn S-Terra Client Ha komnbloTepe nonb3oBaTtens. Onuus —cs 3agaeTcs, ecnu
ucnonbayetcs cepTudukat. Ob6a3aTenbHO AOMKeEH ObITb BbICTaBIEH BMECTE C —ccop. B
3aBMCUMOCTM OT STOrO KroYa pasnuyaeTcs CMbICN napameTpa:

—-ccop copy —B -cs <Source USER cert container name> — 3agaeTcs M4
WCXOOHOro KOHTErHepa,

—-ccop import —B-cs <Source USER cert container file path> —3agaevcs nyTb
K channy (Ha MalumMHe nornb3oBaTens), U3 KOTOPOro UMNOPTUPYETCH KOHTENHEP.

Henb3s 3agaBatb BMecTe C —ucpkgcopy on.

—cp Source USER cert container_ password

Source USER cert container password —napofib K KOHTEMHEPY C UMEHEM, yKa3aHHbIM
B OMUMKN —Cs, KOTOPbIN ByaeT KOoNMpoBaTbCs Npu MHCTannaumMW. Ecnv naponb oTCcyTCTBYET Mnu
nycToun, To onuusa —cp He 3agaeTtcs. 1o ymonyaHuio — naposnb nycToun.

—cfp file path Source USER cert container_ password

file path Source USER cert container password —WUMA daiina, B KOTOPOM 3anuncaH
napornb K KOHTENHEPY, yKasaHHOMY B onuumn -cs. Henb3s 3agaBaTte OQHOBPEMEHHO C onuuen —

cp.

JlokanbHble HaCTPOMUKHU

-q {basic | normal | silent}

Tvn uHctannauuu Mpoaykra S-Terra Client:

e basic — HEMHTepaKTUBHasl yCTaHOBKa C 3anpoCcoM Ha MHcTannsuuio. BapuaHT no
YMOMYaHUIo.

e normal — UHTEPAKTUBHASA yCTaHOBKA (B ANanoroBOM pexunmMe) ¢ GeMOHCTpauuen
JInueHsnm n gpyruMm okHamu.

e silent — HevHTepakTMBHas ycTaHoOBKa 6e3 3anpocoB. CTapTyeT cpa3sy nocrne 3anycka
EXE-caiina 6e3 4ononHUTenNbHbIX 3anpocoB.
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-d {passall | passdhcp}

Default Driver Policy:
e passall.—nponyckaTb BCe NakeTbl. BapmaHT no ymonyaHuio
e passdhcp — HMYEro He nponyckaTb, kpome DHCP-naketoB

e dropall — He nponyckaTb TpaduK.

-f {ddp | passdhcp}

Logoff policy - cneumanbHas nonuTuka:
e ddp — Default Driver Policy. BapnaHT no ymonyaHuto

e passdhcp — HUYero He nponyckaTb, kKpome DHCP-nakeTos.

-s log_severity

log severity ={EMERG|ALERT|CRIT|ERR|WARNING|NOTICE |INFO|DEBUG}

Mo ymonyaHuio — NOTICE. Onumsa 3agaeTt obLWwnii ypoBeHb BaXXHOCTM NMPOTOKONMPYEMbIX
cobbITui, ee ncnonb3oBaHWe onucaHo B rnase "lpoTokonmMpoBaHne cobbiTni".

-t SYSLOG_server_ IP

SYSLOG_server IP—IP-agpec SYSLOG cepBepa, Ha KOoTopblin 6yayT nocbinarbes
co06LeHNsA 0 NpoToKoNMpyeMbIx cobbiTusx. o ymonyanuio — 127.0.0.1 (coobwienuns byayTt
Npu1CbINaTbCs Ha NOoKanbHbIN XOCT).

-y log_facility

log facility =log local 0-7.[lo ymonyaHunio -log local7.

—a "Additional cmd msiexec params"

"Additional cmd msiexec params" — JOMOSIHUTESNbHbIE NapameTpsbl 3anycka Wininstaller.
Hanpumep, anbTepHaTMBHas MHCTaNNALMOHHAs nanka, HacTponkn nora Windows Installer n 1.n.
OTn napaMeTpbl MOXHO MOCMOTPETb MO CChISIKE
http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/msi/setup/command_line_options.asp

/1* C:\Client\install log file.txt - NpOTOKONWPOBaHWe cobbITUI B charn
C:\Client\install_log_file.txt npn nHcTannsaummu S-Terra Client (pekomeHayeTcs npu pexume
silent).

INSTALLDIR=KaTajioT yCTaHOBKM MpOomyKTa — nepeonpeneneHne katanora. YkasaHue
KaTtanora, HeJOCTYMHOIO Ha KOMMbIOTEPE NONb30BaTeENS, NPUBEAET K OLINOKE UHCTaNNAaAuun.

MOXHO YacTb TEKCTa 3aKmnio4nTb B CMMBOSbI Y% (NPOLIEHT) 1 OHa OyaeT paccMaTpuBaThCs
KaK MMsi NepeEMEHHON OKpYxeHus. I aTa yacTb TekcTa OyaeT 3aMeHATbCA Ha 3Ha4YeHne
NepemMeHHON OKPY>KEHUS (3HAYEHMS MEPEMEHHBIX OKPY>KEHUS MOXHO MPOCMOTPETh
KomaHzown set). Ecnu nepemeHHas OKpyXeHust OTCYTCTBYET, B KOMaHAKe OCTaeTcs
MCXOAOHbIN TEKCT.

MoanepxueaeTca crneumanbHas nepemeHHasi okpyxeHus SfxDir — NonHbli NyTb K Nanke, B
KOTOPYIO pacnakoBaHbl AaHHble. TakuM o6pasom, NocnegoBaTernibHOCTb CUMBOIIOB
%SfxDir% 3ameHsieTcst Ha MOIHbIN MyTb K Nanke, B KOTOPYHO pacnakoBaHbl AaHHbIE.

REBOOT=F — 00s13aTenbHO 3anpalmBaTtb nepes3arpy3ky CUCTeMbl B KOHLUE UHCTanndauunmn, naxe
€CJIT1 OH He MHNLUMNpYyeTCA UHCTaIATOPOM.

REBOOT=S — OTK/OYUTb 3anpoc Ha nepesarpy3ky CUCTEMbI B KOHLIe MHCTannsauun. He
GnoknpoBaTb pecTapT B cnydyae ForceReboot action.

REBOOT=R — MOMTHOCTbI0 OTKITIOYMTb BCE 3arnpockl Ha nepesarpy3ky CUCTEMbI, BKIOYas
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ForceReboot action. Vcnonb3yeTcsa ans ycTaHOBKM HECKONBbKUX MPOAYKTOB WU/UMW BbINOMHEHNS
[AOMOSTHUTESbHBIX AEMCTBUIA Nnocrne nHcTannsiumn. MNMocrne aToro nepesanyctutb cUCTEMY
BPYYHYIO UMK C NOMOLLIbIO CTOPOHHUX MHCTPYMEHTalbHbIX CPeacCTB.

MAX SERVICE START TIMEOUT= ... —Bpems (B cekyHaax) oxugaHus ctapta VPN cepsuca
(vpnsvc). MakcumanbHoe 3HadeHne — 600 cekyHa. 3HauyeHne no ymonyanuio — 30. MoxHo
ncnonb3oBaTh 4518 NpegoTBpaLLeHNsi NosiBNeHMs coobLeHnii o6 owmnbke CBA3M C CEPBMCOM Ha
aTane fnorvHa anst MeaneHHbIX U/Unu HaxogsaLWmMXcst NoA CUMbHOW Harpy3Kow CUCTEM.

AGENT DB REMOVE=1 — aBTOMaTM4eckmn (6e3 JononHuTenbHbIX 3anpocos) byaeT yaansarbecs
©a3a nokanbHbIX HACTPOEK MPK YCTAHOBKE UMW NpuW yaaneHuy npoaykra (pekomeHayeTcs
ncnonb3oBaTh AN pexuma MHCTannaumm silent).

AGENT DB REMOVE=0 — 6a3a nokanbHblx HacTpoek yaanatbcs He 6yaet, 3anpocsl
nonb3oBaTento BolgaBaTbCcsa He byayT. o ymonyaHuio (napameTp nycTom) — NoNb3oBaTento
BblJaeTcs 3anpoc Ha yaaneHue 6asbl nokanbHbIX HaCTPOeK.

DISABLE ANTIVIRUS WARNING=1 — Npu MHCTaANmsAUMn He 6yaeT nokasbiBaTbCs
npeaynpexaenne 25036 (0 He0OXOAUMOCTM OTKIIOYEHUS aHTUBUPYCHBIX NPOrpaMm).

I'Igwmeqal-wle: nonb3oBaTtesib JOMKEH 3HaTb O HEOH6XOANMOCTN OTKINIOYEHNS aHTuBupyca,
MHa4e OaHHbIN napamMmeTp uncnonb3oBaTb HE crneayert.

REBOOT REQUIRED=1 — NPUHYAUTENbHO MHULMMPOBATL 3amnpoc Ha pectapT CUCTEMbl B KOHLE
nHctannauun. NapameTp 06bIYHO BLICTABMSAETCSA aBTOMaTNUYeCKn (Mpn HEOBXOAMMOCTH).

DISABLE CALL LOGIN=1 — B KOHLE MHCTaNnAuMmn NorMH He 3anycTuTca. YcTaHaBnmeaTb
napameTp MMeeT CMbICN TONbKo AN nHTepakTneHoro fornHa (NON_INTERACTIVE_LOGIN=0)
Ha Windows Vista n 6onee no3gHux Bepcusix.

—lic license_file path

License file path —wums cpanina c JlnueHsnen Ha S-Terra Client Ha koMnbloTepe
agmuHucTpartopa. OTa onuusa obsasatenbHa ANs PeXWMOB UHCTanAUMn basic 1 silent. [Ana
pexuma normal 3Ta onuusa HeobasaTtenbHa:

e eCln ee 3agaTb, TO Npu yCTaHOBKE I'IpouyKTa BOMpPOCHLI O J-|V|LI,eH3Mlll 3a4aBaTbCd He
7\

e eCnu ee He 3agaThb, TO Npu ycTaHoBKe NMpoayKTa NosBUTCS CTaHAapTHOE OKHO Ans
BBOAA JInLeH3nu.

B TekcToBOM chaiine AaHHble JIMLEeH3UM OoMKHbI BbITk 3anncaHbl B BUaE:

[license]
CustomerCode=NNNN
ProductCode=CLIENT/CLIENTB
LicenseNumber=NNNN
LicenseCode=NNNNNNN

-nilogin {on | off}

BkntoyeHne/BbIKINIOYEHNE HEMHTEPAKTUBHOIO peXxnMa forvHa nonb3oBatens B [poaykt S-Terra
Client:

e on — BKIOYEH HEVHTEPAKTUBHbIV PEXUM
e Off - BbIKIOYEH HEMHTEPAKTMBHbBIA PEXUM NIOMMHA, paboTaeT UHTEPaAKTUBHbINA PEXUM.

Mpy HEMHTEPAKTMBHOM pPEXUME FIOrMHa NpU BXO4E NOMb30BaTENs B CUCTEMY, MPON3BOANTCS
nonbITKa fiormHa nonb3oatens B MpogykT ¢ NyCcTbiM Naposiem (B Ka4ecTBe Naporns
ucnonb3yeTtcs nyctasa cTpoka). MNpu Takom ycnelwHoM noruHe B MNpoayKT OKHO C 3arnpocom
napons He BelBOAMTCSA. MNpun HeycnewHom norvHe — MpoayKT BegeT cebs kak npu
WHTEPaKTUBHOM norvHe (byaeT BblAaHO OKHO 3anpoca napons).

-login_protection {on | off}

BkntoyeHue/BbikNoYeHe yHKLMOHaNbHOCTM no 3awmTe Ao noruHa B OC. 3HavyeHue no
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yMON4aHUK — on.

-local mgmt {on | off}

BkntouyeHune/BbIKITIOYEHNE BO3MOXHOCTU N3MEHATL HAacTpowku MpoaykTa KOHEYHbIM
nonb3oBatenemM. 3Ha4eHne No yMon4aHui — of £ (Monb3oBaTeNlb MOXET MEHSATb TONbKO
napornb, ypoBeHb normpoBaHus, 0obasnate CRL 1 cepTudukatel napTHEPOB, NepesarpyxaTb
rnokanbHyt NOnMTUKY Be3onacHocTw).

—token {on | off}

Mcnonb3oBaHue/Hencnons3oBaHne Nosib30BaTeNbCKOro TokeHa anst nornHa B MNpoaykt S-Terra
Client. 3HauyeHne no ymonyaHuw — of £.

MpumeyaHue 1:

Ecnn 3agaeTtcsa HeCKOnbKo npegonpeneneHHbIX KIHo4en, TO ONUMM C UMEHEM KITHo4a U CaMUM KMOYOM (-
kn n -kv unmn —kv£f) OOIMKHbI cnegoBaTb oAHa 3a ﬂ,perVI, T.e.onumnm -kn un -kv (-kvi),
pacnosioXeHHble pAAOM OTHOCATCA K OQHOMY U TOMY XKe npeaornpeaeneHHoMy Kro4y.

Mprmep NpPaBUIILHOIO 3af4aHUs KITYen:

-kn keyl -kv valuel -kn key2 -kvf file with value2

Mprmep HeNnpaBUAbLHOIO 3adaHna KN4Yemn (D,Ba MMEHU N ABa 3HAa4YEHNA pacnosioXKeHbl FIO,D,pFIﬂ,)I

-kn keyl -kn key2 -kv valuel -kvf value2 — HEMNPABUIIbHO!!

MpumeyvaHue 2:

Mma koHTenHepa nmeeT crnegyowmin hopmar
system|user: :<KJIOUEBOM HOCUTEJL>://UMA KOHTElHepa

system unu user — Krn4YeBoe CNoBo, onpeaenstoLlee A0CTYNHOCTb KOHTENHepa (system —
KOHTEWHEeP OOCTYMNEeH BCEM NOMb30BaTeNnaM, User — MHAMBUAYarbHbIN KOHTENHEP
nons3osarens),

KNHOYEBOW HOCUTEMb MOXET NPUHMMAaTb 3HaYeHUs:

o file — kOHTelHep OyneT co3gaH Ha nokanbHOW hannoBon cucteme,

e etoken — kOHTeWHep GyaeT co3daH Ha BHELLHEM HOCUTenNe, NOAKMOYEHHOM MO
nHtepdency PKCS#11,

o file_p15 — koHTenHep BygeT co3gaH Ha nokanbHou hannoBon cucteme (cbopmat
koHTenHepa PKCS#15),

e etoken_pl5 — koHTeViHep OyaeT co3faH Ha BHELLUHEM HOcUTerne, MOAKITHOYEHHOM MO
nHtepdency PKCS#11 (popmart koHTenHepa PKCS#15).

Hanpuwmep:

user::file://ContNamel
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8.3

CoobuweHnsa 06 owmnbkax ytTunutbl make_inst

CoobueHune MosicHeHne
1 Error: SFX file path is missing He 3apaH nyTtb k SFX-channy
2 Error: CA file path is missing He 3apaH nyTb k CA-cepTudukaty
3 Error: Local certificate file path is missing He 3agaH nyTb k lokanbHOMY cepTudmkaTy
4 Error: Container name is missing He 3agaHo ums KoHTelHepa
5 Error: LSP file path is missing He 3agaH nyTtb kK LSP
6 Error: Wrong install type HenpaBunbHO 3agaH TUM MHCTaNAsaUMm
7 Error: Wrong Default Driver Policy HenpasunbHo 3agaHa DDP
8 Error: Wrong Logoff Policy HenpasunbHo 3agaHa Logoff policy
9 Error: Wrong Log Severity HenpaBunbHO 3agaHa Log Severity
10 Error: Wrong Log Facility HenpasunbHo 3agaHa Log Facility
11 Error: Wrong parameter: "..." HenogoepxnBaemblin napameTp
12 Error: temporary directory creation failed He ynanocb co3gatb BpEMEHHYHO ANPEKTOPUIO
ans paboTbl yTUNUTHI
Error: Key creation failed He yoanocb cosgatb onvcaHue KOHTenHepa
13 Kntoya (Hambornee BepoATHas NpuyMHa — He
yAanock npovuTaTth ann ¢ naponem).
14 Error: installer files copy failed He yoanocb ckonupoBaTb hainsbl
WHCTannaTopa
15 Error: CA not found He ynanocbk HanTtu dhann ¢ CA cepTtudmkaTom
16 Error: Local certificate not found He yganock Hantu dain ¢ nokanbHbIM
cepTudunkaTom
17 Error: LSP not found He ypanocb HanTu cann ¢ LSP
18 Error: User preferences write failed He ypanock co3gaTtb nonb3osBaTenbckmie
HaCTPOWKK
19 Error: Log settings write failed He ypanock cosgaTb HaCTpoOWku nora
20 Error: SFX archive creation failed He ypanocsk copmnposaTb SFX-apxus
21 Error: Preshared key value not found He yoanocb HanTu cann co 3Ha4YeHnem
Preshared kntoua
Error: Source container is not applicable MonbiTka 3agaTh NCXOOHbBIN KOHTEWHEp, Koraa
22 He ncnonb3yTcsa cepTudmkaTthl U Npu
Mcnonb30BaHMM onumm —intern on
Error: Partner certificate is not applicable [MapTHepckuin cepTnudmnKatT HENPUMEHUM
23 (nonbITka 3agaTb ONUMIO —p NPU OTCYTCTBUU
OpYrux onuuin, CBSA3aHHbIX C cepTudunkaTamm)
o4 Error: Source and destination containers McxoaHbii n pabounini KOHTEMHEPLI UMELOT
have the same name OOVHaKOBble MMEHA, YTO He JOMYCTUMO
o5 Error: Certificates or Preshared key should CepTudoumkaTbl nnu Preshared ko4 AOMKHbI
be set ObITb 3afaHbl
26 Error: Preshared key name is missing He 3apaHo umsa Preshared kntova
27 Error: Preshared key value is missing He 3apaHo 3HauyeHue Preshared kntova
o8 Error: Preshared key name or value missed | He 3agaHo ums unu 3HaveHue Preshared
Kroya
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CoobueHune MosicHeHne
29 Error: Preshared key names should be MmeHa Preshared kntoven AomkHbl
different pasnuyatbcs
30 Error: Cannot run utility outside product dir He ypaetca 3anyCcTutb yTUNUTY BHE
OVpeKTopun NpoaykTa
31 Error: License should be set for non- JInueHsmsa gomkHa 6bITb 3agaHa ans
interactive installation HEWHTEPAaKTUBHON UHCTaNMALMK
32 Error: Product incorrectly installed or [MpoayKT HEKOPPEKTHO YCTAHOBMEH UMK
damaged noBpexaeH
33 Error: Container name on the administrator | OTCyTCTBYeT KOHTEMHEP Ha KOMMNbIOTEPE
computer is missing agMuHUcTpartopa
Error: Secret key copy is only usable with 3apaHo KonMpoBaHWe CEKPETHOrO KNkoYa, HO He
34 | the container copy 3a4aHo KonmpoBaHMe cepTUdmrKaTHOro
KOHTEenHepa
Error: Secret key type should not be set due | Tun cekpeTHOro krnoya He JOSKEH
35 | to secret key check yKa3blBaTbCH, €Crny 3agaHa nposepka
CEKPETHOrO KIto4a
36 Error: Unknown Driver Signing ignore mode | HenssecTHbIn pexum oTknodeHns Driver
Signing coobLeHni
37 Error: Insertion of certficate container into He yoanocb BCTaBUTb cepTuUdmnKaTHbIN
package failed KOHTENHEP B MHCTANNALNOHHbIN NakeT
38 Error: Container password reading from file | He yganocb npountath 13 caina naposib Ha
failed KOHTENHEP
39 Error: Source container password reading He yganocb npoyntaTth M3 carna naposib Ha
from file failed NCXOOHbIN KOHTENHEP
40 Error: Container on administrator computer | He yganocb npountaTth 13 daina naposnb Ha
password reading from file failed KOHTENHEP Ha KOMMbOTEpe agMUHUCTpaTopa
41 Error: Secret key password reading from file | He yganocb npountath 13 davina naponb Ha
failed CEKPETHbIN KITHoY
42 Error: Cannot load CA: Internal error He ynanochk 3arpy3utb CA rno HEBbIACHEHHOM
npuynHe
43 Error: Cannot load CA: file not found or He ypanocs 3arpy3utb CA: dpanin He HangeH
access denied unmn 0TKa3 B gocTyne
44 Error: Cannot load CA: Unknown storage He ynanocs 3arpy3ntbs CA: HEM3BECTHBIN
format dopmaT XpaHunuwia
45 Error: Password should be set to unlock the | Ona goctyna k xpaHunuuwy CA TpebyeTtcs
CA storage naponb
46 Error: Cannot unlock the CA storage: He ypanocbk packpbiTe xpaHunuuwe CA:
Possibly incorrect password BEPOATHO BBEAEH HeMNpaBunbHbIA Naposib
47 Error: Cannot get CA from the storage He ynanocbk nonyunts CA 13 XxpaHunuuia
Error: Cannot get CA from the storage: He ynanocek nssneds CA 13 xpaHunuuia:
48 | object index exceeds number of objects in nopsiaKoBbIA HOMep obbekTa BonbLue, Yem
the storage KONMM4eCcTBO OOBHEKTOB B XpaHUnuLLe
49 Error: Given certificate cannot be used as [aHHbIN cepTUdukaT He MOXEeT
CA ucrons3oBaTbcs B KavyectBe CA
50 Error: Cannot load local certificate: Internal He ynanocb 3arpy3uTb nokarnbHbIA cepTudukat
error MO HEBbISICHEHHOW NPUYNHE
51 Error: Cannot load local certificate: file not He ynanocs 3arpysvTb NnokanbHbIN
found or access denied cepTndukaT: pann He HangeH unu oTkas B
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CoobueHune MosicHeHue
poctyne
Error: Cannot load local certificate: He yoanocb 3arpy3uTb nokanbHbIN
52 Unknown storage format cepTudukaT: HEM3BECTHbIN hopmat
XpaHunuwa
53 Error: Password should be set to unlock the | [lns goctyna Kk XpaHUnuLly nokansHOro
local certificate storage cepTudukaTta TpebyeTca naponb
Error: Cannot unlock the local certificate He yaanoch packpbiTb XpaHUuLLE JIoKanbHOro
54 | storage: Possibly incorrect password cepTudmKkaTa: BeposSTHO BBeAEH
HenpaBUIbHbIV Naporb
55 Error: Cannot get local certificate from the He yaanocb nony4nTb nokarnbHbIA cepTudunkar
storage U3 XxpaHunuwa
Error: Cannot get local certificate from the He yaanocb n3Bneyb fokanbHbIN cepTudmkaT
56 storage: object index exceeds number of N3 XpaHunuLia: NopsiaKoBbIN HOMep 0bbekTa
objects in the storage Oonblue, YeM KONMYECTBO OOBLEKTOB B
XpaHunue
57 Error: Given certificate cannot be used as [aHHbIN cepTuduKaT He MOXET
local certificate NCNonb30BaTbCA B KAYECTBE JTIOKarnbHOro
58 Error: CA storage password reading from He ypanock npountath 13 ¢parina naponb Ha
file failed xpaHunuviie CA
59 Error: Local certificate storage password He ypanock npountath 13 ¢parina naponb Ha
reading from file failed XpaHunuLe nokansHOro ceptudumkara
Error: Container password is set by two Maponk Ha KOHTENHEp 3adaH ABYMSA
60 | options: file and clear text. It is prohibited. cnocobamu: yepes harn n OTKPbITbIM TEKCTOM.
3710 3anpeLleHo.
Error: Source container password is set by [Maponkb Ha NCXOAHbIN KOHTENHEP 3adaH ABYMS
61 two options: file and clear text. It is crnocobamu: yepes alin u OTKPbITbIM TEKCTOM.
prohibited. 370 3anpeLyeHo.
Error: Container on administrative computer | Naponb Ha KOHTENHeP Ha MaLUuHe
62 password is set by two options: file and agMUHWUCTpaTopa 3ajaH AByMs crocobamu:
clear text. It is prohibited. yepea hann N OTKPbITbIM TEKCTOM. ITO
3anpeLueHo.
Error: Secret key password is set by two [Maponb Ha cekpeTHbIN KMoy 3agaH ABYMS
63 | options: file and clear text. It is prohibited. cnocobamu: yepes hann n OTKPbITbIM TEKCTOM.
3710 3anpeLleHo.
Error: CA storage password is set by two Maponkb Ha xpaHunuwie CA 3agaH AByMS
64 | options: file and clear text. It is prohibited. crnocobamu: yepes harn n OTKPbITbIM TEKCTOM.
3710 3anpeLleHo.
Error: Local certificate storage password is [Maponb Ha xpaHunuLLe NoKanbHOro
65 | set by two options: file and clear text. It is cepTuduKaTta 3agaH gByMs cnocobamu; yepes
prohibited. ann n OTKPbITbIM TEKCTOM. DTO 3anpeLleHo.
66 Error: Wrong CA object index value HenpaBunbHbIN NOPSOKOBLIN HOMEP 0bbekTa
CA
67 Error: Wrong local certificate object index HenpaBunbHbI NOPSOKOBLIN HOMep obbekTa
value nokanbHOro ceptudgukaTa
Error: Local certificate storage password is 3agaH naporsb XpaHUnuLa fokanbHoro
68 set while local certificate storage is not set cepTudmkaTta, Ho XpaHunuLLEe NokKanbHOro
cepTndukaTa He 3agaHo
Error: Container name is not applicable with | Vima koHTelHepa Ha nonb3oBaTeENbCKOM
69 | -intern on and -ucpkgcopy on MaLLMHEe HECOBMECTMMO C ONuMaMmM —intern on u
-ucpkgcopy on
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CoobueHune MosicHeHue
Error: Partner certificate '<file_path>' load He ynanock sarpysutb napTHepckui
failed cepTtudukar <file_path>
70 (Hambonee BeposATHasA NpUYMHA — OTCYTCTBUE
UnNu HenpasunbHbIN hopmaT harina, 3agaHHOro
B Onumm —p)
Error: Partner certificate processing failed He ynanock obpabotatk napTHepckuid
1 ceptudmkat
72 | Error: Cannot load CA: Internal error He ynanoce 3arpyante CA: BHyTPeHHsS olumbka
Error: Cannot load CA: file not found or He ynanock 3arpy3unte CA: paiin He HanaeH
73 access denied nnn K Hemy HeT gocTtyna
Error: Cannot load CA: Unknown storage He ynanock sarpyante CA: Hen3BeCTHbIi
4 format dopmaTt xpaHunuia
75 Error: Password should be set to unlock the | TPebyeTcs 3apatb naponk Ans
CA storage pa3bnoknpoBaHusa xpaHunuwa CA
76 Error: Cannot unlock the CA storage: He ynaetcs Pa36ﬂ0KMpOBajb xpaHunuwe CA:
Possib|y incorrect password BO3MOXHO 3aaH HeEBEPHbIN NapoJib
77 | Error: Cannot get CA from the storage He ynaetcs nssnedb CA 13 xpaHunmiia
Error: Cannot get CA from the storage: He ynaetcs nony4utb CA 13 xpaHunuua:
78 | object index exceeds number of objects in MHOEKC 0BbekTa NpeBsbIllaeT KoN4ecTso
the storage 06BEKTOB B XpaHUnuLle
79 | Error: Cannot load local certificate: Internal | He yAanock sarpysnTb nokanbHbii
error cepTUdUKaT: BHYTPEHHSASA oLInMbKa
Error: Cannot load local certificate: file not He ynanoce sarpysuTb nokansHsii
80 | found or access denied cepTudukaT: dpain He HaNaeH UNK K Hemy HeT
Joctyna
Error: Cannot load local certificate: He ynanock 3arpysutb ﬂO'faﬂbelVl
81 Unknown storage format cepTudukaTt: HeM3BeCTHbIN hopmat
XpaHunuiua
Error: Password should be set to unlock the | TPebyeTca 3apatb naponk Ans
82 local certificate storage pa36ﬂ0KV|pOBaHVIF| XpaHunuula C rnokalbHbIM
cepTudunkaTom
Error: Cannot unlock the local certificate He ynaetcsi pa3bnoknpoBaTte xpaHunviie ¢
83 storage: Possib|y incorrect password JTOKallbHbIM CepTVICbI/IKaTOM: BO3MOXHO 3aaaH
HeBepHbIN Napornb
Error: Cannot get local certificate from the He ynaeTcs nasneyb nokanbHbiii ceptudukat
84 Storage N3 XpaHunuila
Error: Cannot get local certificate from the He yaaeTcs nony4utb nokanbHbelid ceptudmkat
85 | storage: object index exceeds number of W3 XpaHUIMLLA: MHAEKC 06 bekTa NpeBbILLaeT
objects in the storage KONMMYeCcTBO 06BEKTOB B XpaHUnuLLe
Error: Cannot load partner certificate He ynanoce sarpysnTb ﬂaPTH?pCKMVl
86 ‘<cert_file_path>": Internal error ceptudukar ‘<cert_file_path>’: BHyTpeHHss
owwmbka
Error: Cannot load partner certificate He ynanoce sarpysnTb ﬂaPTH?pCKMVVl
87 | ‘<cert_file_path>’: file not found or access ceptucpukat ‘<cert_file_path>": caiin He
denied HalaeH Unu K Hemy HeT gocTyna
Error: Cannot load partner certificate He ynanoce sarpysutb I'IapTH?pCKVIVI )
88 ‘<cert_file_path>": Unknown storage format ceptudumkar ‘<cert_file_path>’: HensBecTHbIN
dopmat xpaHunuiia
gg | Error: Password should be set to unlock the TpebyeTcs 3apath naposb A4S
partner certificate ‘<cert_file_path>’ storage | Pa30IOKMPOBaHNs XpaHUNHLLA C NapTHEPCKAM
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CoobueHune MosicHeHne
ceptudukatom ‘<cert_file_path>’
[MpumeyaHue: B TekyLlen Bepcum npoaykTa
XpaHUnuLLa NapTHEPCKMX CEPTUMKATOB,
3alLMLLEHHbIE NAPOSEM, HEe NOAAEPKMBAIOTCS.
9 Error: Cannot get partner certificate He ynanock u3sneds napTHepcknit ceptudumkar
‘<cert_file_path>’ from the storage <cert_file_path>’" n3 xpanunuiia
gp | Error: Cannot load private key of the local He ynaanock sarpysutb CeKpeTHbIN Kiliou
certificate: Internal error rokasibHOro cepTudmKaTa: BHYTPEHHSS oLumbka
Error: Cannot load private key of the local He ynanoce sarpysuTb cekpeTHbin ko4
92 | certificate: file not found or access denied TOKaMbHOTO cepTudukaTa: pann He HanaeH
UNu K HEMY HeT AocTyna
Error: Cannot load private key of the local He ynanoce 3arpysuTb cekpeTHbIn Kitod.
93 | certificate: Unknown storage format NoKanbHOro cepTuduKaTa: Hen3BeCTHbIN
dopmaT XpaHunuwia
Error: Password should be set to unlock the | TPebyeTca 3apatb naponk Ans )
94 | private key of the local certificate storage Pa3brokMpoBaHMA XPaHUNNLLA CEKPETHBIN KrlioY
nokanbHoro ceptudukarta
Error: Cannot unlock the private key of the He ynaeTcs pasbnoknposaTe xpaHunuile
95 | local certificate storage: Possibly incorrect CEKPETHOrO Kiito4a nokanbHoro cepTudukara:
password BO3MOXHO 3aaH HeBepPHbI Napoib
9% Error: Cannot get private key of the local He ynaeTcs naBnedb cekpeTHbIN Krto
certificate from the Storage JToKarnbHOro CepTI/IdDI/IKaTa N3 XpaHunuulia
Error: Cannot get private key of the local He ynaetcs ussneyb CekpeTHbIi Koy
97 | certificate from the storage: certificate not TIOKanbHOo cepTUdmKaTa 3 XxpaHunuia: He
found HanaeH cepTudukat
Error: Unknown certificate container HeussecTHas onepauus ¢ cepTudUKaTHbIM
98 operation KOHTENHepoMm
Error: Certificate operation (‘copy' or AomkHa GbITe 3aaHa onepauus ¢
99 'import’) must be set cepTMdUKaTHBLIM KOHTENHepoMm (‘copy’ unu
‘import’)
Error: Certificate operation is not applicable | ONepaums ¢ cepTUUKaTHbIM KOHTeNHePOM
100 HenpuMeHrma
101 | Error: CA certificate processing failed He ynanock obpabotats CA
102 | Error: Secret key processing failed He ynanock obpaboTaTb CeKpeTHbIN Kiltou
103 | ErTor: Local certificate processing failed He ynanock obpaboTaTth nokankHbli
ceptudukar
104 | Error: LSP processing failed He ynanock obpabotatk LSP
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8.4 Co3paHue HeCKONbKUX MHCTaNNALUMOHHbLIX MAaKeToOB
OAHOBPEMEHHO

[nsi co3gaHnsa MHCTanMAUUOHHbBIX MaKeToB Anst 6oNbLIOro YMcna nonb3oBaTenen 0O4HOBPEMEHHO
npeanaraeTcs ucnosb3osaTb BAT-thalsbl, Bbi3blBaloOLWMNE B LMKIE YTUNUTY make inst.exe. [lanee
OonucaHbl Heckonbko BAT-(hainoB TUNNYHbIX cLieHapueB. Ha KoMnbioTepe agMuUHUCTpaTopa A0MmkHa
ObITb CO34aHa cneumanbHasa nanka ang dpannos nonb3oparenen. B aTon nanke co3gatoTcs noanarku,
KOTOpble Ha3blBalOTCSA MO MMEHW nosb3osaTtenen. Hanpumep, nanka c: \vpn_client, B HEN nognanku
c:\vpn_client\alice M c:\vpn client\bob (BaXHO, YTOObI HE BblNO NOCTOPOHHMX MoAnanok). B
3TMX nognankax nexuT dann localcert.crt, a Takke Ans HEKOTOPbIX CLIEHAPMEB MOTYT NexaTb
Gannbl ca.crt, 1sp.txt N pwd. txt (NApOnb Ha KOHTENHEP).

CueHapui 1. B 3TOM cLieHap1u KOHTEWHEPbI C CEKPETHBIMY KIKoYaMU Norb30BaTenen NMeroT NycTomn
naposb. [Nonyyaemble SFX-hannbl KnagyTca B Nanky nonb3oBaTtenen nog UMeHem vpnclient.exe. B
nankax nonb3oBaTenen nexaTt nokaneHble cepTudukaTtol. Vicnonssyetca oanH CA ceptudumkat n ogHa
LSP ansa Bcex nonb3oBartenen:

@echo off

SET TEMPLATE_DIR=C:\vpn_client

SET MAKE_INST_PATH=D:\S—Terra Client\make_inst.exe
SET CONTAINER_NAME=REGISTRY\\Container

SET LSP_PATH=c:\vpn client\lsp.txt

SET CA PATH=c:\vpn client\ca.crt

for /r %TEMPLATE_DIR% /d %$%i in (*) do (%MAKE_INST_PATH% -0
$i\vpnclient.exe -c $CA PATH% -u %$%i\localcert.crt -uc
CONTAINER NAMES$ -1 %LSP PATH%) & (if errorlevel 1 goto err)
goto :end

err

echo An error occured
exit

:end

echo Make installations complete

Wcnonb3yoTca creaytoLume HacTPOMKu:

TEMPLATE DIR nanka, B KOTOPOW nexart noananku nonb3osartenen. MNyTs
AoIkeH bbITb 6e3 Npobenos.

MAKE INST PATH nyTb K yTunute make_inst.exe.

CONTAINER NAME UMS KOHTEeNHepa.

LSP_PATH MyTb K o6Len LSP.

CA_PATH nyTb K o6wemy CA ceptudumkaty.

3neck 1 aanee dpasa B KoHuUe "Make installations complete” o6o3HavaeT ycnelwHoe 3aBepLueHne, a "An
error occured" — 4YTO Npou3oLusa ownbka.

CueHapui 2. /cnonb3yeTcs 06LWmii Naponb AN BCEX KOHTEMHEPOB C CEKPETHbIMM KItoYamm BCex
nones3oBaTtenen. Nonyyaemble SFX-annsl KNagyTcsa B nanky nonb3oBaTenen nog MeHem
vpnclient.exe. Kaxabli nonb3oBatens umeet ceon CA cepTudpmkaTt n ceoro LSP:

@echo off

SET TEMPLATE_DIRZC:\vpn_client
SET MAKE INST PATH=D:\S-Terra Client\make inst.exe
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SET CONTAINER NAME=REGISTRY\\container
SET CONTAINER PASSWORD=somepwd

for /r %TEMPLATE_DIR% /d %$%i in (*) do (%MAKE_INST_PATH% -0
$%i\vpnclient.exe -c %%i\ca.crt -u %$%i\localcert.crt -uc
$CONTAINER NAME% -up %CONTAINER PASSWORD% -1 $%i\lsp.txt) & (if
errorlevel 1 goto err)

goto :end
rerr

echo An error occured
exit

:end

echo Make installations complete
HoBble HacTponku:

CONTAINER PASSWORD — 0o6LMi naposb.

CueHapui 3. Bce ycnosus aHanormyHbl cueHapuio 2, Ho nonyyaemble pannbl knagyTcsa B O4HY Nanky ¢
UMeHaMm username.exe (rae username cosnagaeT C UMEeHeM MNofb30BaTeNnbCKOW nognanky, Hanpumep
alice.exe unu bob.exe):

@echo off

SET TEMPLATE_DIR=C:\vpn_client

SET MAKE INST PATH=D:\S-Terra Client\make inst.exe
SET CONTAINER NAME=REGISTRY\\container

SET CONTAINER PASSWORD=somepwd

SET SFX_DIR=C:\SfX

cd %TEMPLATE_DIR%

for /d %%i in (*) do ($MAKE INST PATH% -o $%$SFX DIR%\%%i.exe -c
$%~fi\ca.crt -u %%~fillocalcert.crt -uc %CONTAINER NAMES$ -up
$CONTAINER PASSWORD% -1 $%~fi\lsp.txt) & (if errorlevel 1 goto err)

goto :end
rerr

echo An error occured
exit

:end

echo Make installations complete
3aecb

SFX DIR — nanka, B KOTOPYI pasmMeLlalTca nofiydyaembie (*)aIZJ'IbI.

CueHapui 4. BoinonHaeTcs npu TeX Xe YyCrnoBusX, YTO U B CLLEHapun 2, HO B KaXaon narike
nosib3oBaTesnis JOMOMHUTENBHO NEXUT hann pwd. txt, cogepXalun naposib KOHTeNHepa Ang 4aHHOro
none3oBaTtens. Kpome Toro, koraa kaxabln nonb3oBaTtenb 0yaeTt ycraHaBnmeatb MNpoaykt S-Terra Client
13 NOArOTOBIIEHHOIO ANSA HEro UHCTANMALMOHHOro doanna, To oH OyaeT CTaBUTLCA He B Marnky no
yMonyaHuio, a B nanky c: \my vpn (¢ npobenom):

@echo off

SET TEMPLATE_DIRZC:\vpn_client
SET MAKE INST PATH=D:\S-Terra Client\make inst.exe
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SET CONTAINER NAME=REGISTRY\\container
SET SFX DIR=c:\sfx

cd $TEMPLATE DIRS%

for /d %%i in (*) do (%MAKE INST PATH% -o %SFX DIR%\%$%i.exe -c
$%~fi\ca.crt -u %%~fillocalcert.crt -uc %CONTAINER NAMES$ -ufp
$s~fi\pwd.txt -1 $%~fi\lsp.txt —-a "INSTALLDIR=\"c:\my vpn\"") &

(1f
errorlevel 1 goto err)
goto :end
rerr
echo An error occured
exit
:end
echo Make installations complete
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9. MMoarortoBka k uHctannauum S-Terra Client

Mepen yctaHoskowm NMpoaykta S-Terra Client Ha KOMNbIOTEPE NOMNBL30BAaTENS BbINOMHUTE CrneayoLume
OencTBus:

1. YcTaHOBUTE Ha KOMMbIOTEP NOMb30BaTENS CEPTUPULMPOBAHHOE CPEACTBO JOBEPEHHOW
3arpysku, ecrnim ypoBeHb 3awmThl K «S-Terra Client» ot HC[], paBeH KC2.

2. Ecnu nonb3oBatenb 6yget pabotaTk ¢ eToken, yctaHoBUTE Habop ApanBepoB U yTUMUT
"eToken PKI Client 5.1 SP1 ana Microsoft Windows", KoTopbIln MOXXHO B35iTb C web-
cTpaHuupl http://www.aladdin-rd.ru/support/download/177/, ansa padotbl ¢ eToken PRO,
eToken NG-OTP, eToken NG-FLASH, eToken PRO 72K(Java).

3. Ha BpemMA MHCTannAaAunn oTKni4nTe BCe aHTUBUPYCHbIE NPOrpamMmMbl.
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9.1 PekomeHpauumu no py4yHou HacTpouke bpaHamayapa
Windows

[aHHble pekoMeHaaLMN ONUCLIBAKOT PYYHYIO HacTpoiky Bpanamayapa Windows ans o6ecneveHums
paboTocnocobHocTn VPN cepBuca.

OGbI4YHO OenCTBMSA, ONMUCbIBaeMble B JaHHOM pa3ferne, BbIMOMHAKTCA aBTOMaTUYECKN NHCTaNNAToOpoOM.
Ho ecnn Ha MomeHT nHctannaumm cnyxba bpangmayapa Windows 6bina oTknio4YeHa, HUKakux 4eiCcTBUN
¢ bpanamayapom Windows Ha atane MHCTannsumMm He NPOn3BOAUTCSA. OTO MOXKET MPUBECTU K YAaCTUHHON
HepaboTocnocobHocTn MNpoaykTa nocne 3anycka cnyx6el bpaHamayspa Windows. B gaHHou cutyauum
nosib3oBaTtesnb yBeLoMIISeTcs npeaynpexaeHnem nHctannsaropa 25025.

Ecnu BmecTo bpangmayapa Windows ucnonb3yetcs apyron nepcoHaneHbln firewall, B Hem cnegyet
BPYYHYI BHECTW HACTPOWKW, aHanorMyHbIe ON1cbiBaeMbiM B 3TOM pasgene.

9.1.1 PyyHas HacTpounka bpangmayapa Windows Ha Windows
XP

Bovigute B Manensb ynpasneHus -> bpaHdmaysp Windows.
MepevianTe BO BKagky McknoveHUss n HaxxmuTe KHonky [Jobasums ripozpammy...

B nossuewemcs okHe [JobasneHue ripoepammel B none [lyms 3aganTe NonHbln NyTb K hanny
VpNsvc.exe, KOTOpbIV pacrnonaraeTcs B kaTanore npogykta (mo ymonyaxuto — C:\Program Files\S-Terra
Client).

HaxmuTe kHonky M3meHumb obrnacme... n yoegutech, YTo BbibpaHo JTr060l KoMrbomep (exkroyas us
MHmepHema). Mo yMon4yaHuio BbICTABNSETCA MMEHHO TaKasi HacTpoiika.

MoaTBepauTe HacTponky, Haxas OK.

9.1.2 PyyHasa HacTpomnka bpanamayapa Windows Ha Windows
Vista

BownguTte B lNaHenb yripasneHus -> Cucmema u ee obcnyxugaHue —> AOMUHUCMpuUposaHue ->
BpaHdmaysp Windows & pexxume rnosbileHHoU 6e3onacHocmu.

Onsa MNpasuna dns exodsuiux nodknodYeHul Bblbepute Jeticmeusi —> Hosoe npasurio...
Ykaxute Tun npasuna — Hacmpausaemsie.
[na paspgena lNpoepamma ykaxure:

lNymb npoepammbi (3agante NOMHbLIN NyTb K dpanny VPNSVC.exe, KOTOpbI pacrnonaraeTcs B katanore
npoaykta (no ymonyaHuto — C:\Program Files\S-Terra Client).

Cnyx6bi -> Hacmpoums -> [puMeHsimb mMorsibKO K criyxbam.
Ina pasgena Tun npomokorna Bbibepute — UDP. Bce nopmei.
3artem B pasgene Obnacme ykaxute — JTrobol IP-adpec

B pasgene [elicmeue — Pa3pewums rodKto4YeHue.

B paspene lNpoguns — Bce (JomeH, STuuHbil, Obwul).

B pasgene Ums — S-Terra VPN Service.

Haxmute — Nlomoeso.
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9.1.3 PyyHas HacTponka bpangmayapa Windows Ha Windows
7

BownaguTte B lNaHenk ynpaeneHus -> Cucmema u 6esonacHocms -> bpaHOmayap Windows.
Bbibepute pasgen [ononHumerbHble napamempsil.
HomKkHO NoABUTBLCS OKHO bpaHdmayap Windows 6 pexxume nosbileHHou besonacHocmu.
Bbibepute — lNpasurna 0551 8xodsuux nodkmodeHul u Jeltcmeue — Co3dame npasurio...
BbinonHuTe waru:

Tun npasuna — Hacmpausaemsie.

lNpoepamma:

e [lymb npoepammbi. (3aganTte, HaxaB kHOMKy O630p... MOMHbIN NyTb K hanny vpnsvc.exe
(pacnonaraeTcsa B kaTanore npoaykra, no ymonyanuto — C:\Program Files\S-Terra Client).

o  Cnyxb6bi -> Hacmpoums -> [IpuMeHsimb MosbKO K Criyxbam.
Tun npomokona — UDP. Bce nopmsi

Ob6rnacmb — JTrobol IP-adpec

Lelcmeue — Pa3speuwiumbs nodKoYeHue

lpogpuneb — Bce (JomerHbil, YacmHbil, [TybnuyHbil).

Ums — S-Terra VPN Service.

Haxmute Nomoso.
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10. CooOLeHunsa 06 ownbKkax npu UHCTaNNALUK
aAMUHUCTPATMBHOrO NakeTa u npoaykra S-
Terra Client

Hwxe npuBeaeHbl TEKCTbl coobLeHni 06 owmnbkax, KOTopble MOTYT MNOABATECA MPU UHCTaNIALUN
aAMWHUCTPATMBHOrO nakeTta u npogykTta S-Terra Client.

Tabnuua 6

TekcT coobLieHunA

MpumeyaHue

1330

A file that is required cannot be
installed because the cabinet file
<file> has an invalid digital signature.

This may indicate that the cabinet file

is corrupt

Mepepn yctaHoBkowm [NMpoayKkTa LOMKHbI
ObITb yCTAHOBNEHbI CEPTUdUKAThI OT
VeriSign, BbinNyLleHHbIE HE NO3aHEe
10.10.10, koTopble yaoCTOBEPSAOT
ceptudmkat JSC S-Terra CSP, koTopbI B
CBOI0 0Yepeb NoanuceiBaeT gpanBeepa,
MSI n CAB. C canta microsoft.com
nonyyunte obHoeneHve "Update for Root
Certificates" (kntoueBoe cnoeo —
KB931125).

25001

License check failed.

HenpanmbHaﬂ nnueH3una

25004

Delete existing product settings?

YOoanuTb CyLLecTBYHOLLNE HACTPOKU
npoaykra? (BONpoc Npu AeUHCTannmauum)

25005

Old product settings found. Delete
existing product settings?

HangeHbl cTapble HACTPOWMKU NPOAYKTa.
Yoanutb CyLLeCTBYHOLLME HACTPONKM
npoaykra?

25006

RNG initialization failed. Installation
aborted. {RNG container path:
<path>}

He ynanock cosgate RNG KoHTelHep.

25009

Copy certificate container failed.
{Reason: <reason>.} Installation
aborted. Source container path:
<src>. Destination container path:
<dst>.

He yganock ckonvpoBaTtb cepTudukaTHbIN
kKoHTewnHep. {[pnunHa: <reason>}
UHcTannauns npepeaHa. MNyTb K
NUCXOOHOMY KOHTenHepy: <src>. [yTb Kk
HOBOMY KOHTeNHepy: <dst>.

25011

Could not copy certificate container.
Container with this name already
exists.

Do you want to remove existing
container and copy the container
from the installation package?
(Press “No” to keep existing
container and to proceed without
container copy)

Henb3a ckonupoBaTtb cepTUdUKATHBIN
KOHTEHep, NOCKOMbKY KOHTEMHEP C Taknm
MMeHeM yXe ecTb. XOTUTe Nu Bbl yaanutb
CYLLIECTBYIOLLMIA KOHTEMHEDP U CKONMMPOBaTb
KOHTEWHEeP 13 MHCTaNNSAUMOHHOro naketa?
(HaxmuTte “No” gns Toro, 4tobbl COXpaHnUTb
CYLLECTBYIOLLNA KOHTENHEP U NPOOOIMKUTL
6e3 KonMpoBaHus)

25018

Product "<Product_name version>"
was detected.

You should uninstall it first before the
installation.

Bbin obHapyxeH MpogykT "<Product_name
version>".

Bam Heobxoaumo cHavyana
AeVHCTannMpoeaThb ero.

This product needs Windows 2000 or

higher

Ina Mpoaykta Heobxogmma Windows 2000
nnu BbllLe
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TekcT coobLleHus

MpumeyaHue

The "<dlI_path>" was wrongly
marked as the previous GINA DLL.

[Windows XP]

dann <dll_path> 6b1n olWMG0YHO NOMEYEH,

25019 i
The system GINA DLL will be used kak npeabiayluas GINA DLL. Byget
instead. ncnonb3oBaHa cuctemHast GINA DLL.
The previous GINA DLL "<dll_path>" | [Windows XP]
25020 was nqt found. The system GINA Mpeabiaywast GINA DLL <dll_path> He
DLL will be used instead. HanaeHa. byaeT ucnonb3oBaHa cMCTeMHas
GINA DLL.
Driver "<driver_name>" installation He ypnanock ycTaHOBUTb ApanBep
25021 failed. Product installation aborted. <driver_name>. HcTannsums npogykra
npepsaHa.
Product "<Product_name version>" | nng npogykra <Product_name version>
was advertised. 6bina BbINOMHeHa onepaumns 06bsBNeHUs
25022 | You should uninstall it first before the | NoNb3oBaTensm (advertisement).
installation. Bbl BOMKHBI AenHCTannMpoBaTh €ro 4o
WHCTannsauumn.
Failed to add Windows Firewall rule He ypanock gobasutb npaBuno
allowing network traffic for S-Terra BbpaHgmayapa Windows oTkpbiBatoLLee
VPN Service. ceTteBown Tpaduk ansa VPN cepsuca.
If you intend to use Windows Firewall | Ecnu Bbl cobupaeTtech ncnons3osatb
or other firewall, you should manually | BpaHgmayap Windows wunu gpyron firewall,
configure it to allow network traffic for | Bbl AOMXHbLI HACTPOWUTbL €ro BPYYHYH0, YTOObI
-Terra ervice. nponycTUTb ceTeBow Tpadmk ans
25025 | s.Terra VPN Servi pory A TP VPN
cepsuca.
PekomeHgaumm no py4yHom HacCTponke
BpaHgmayapa Windows gaHbl B pasgene
«PekomeHgauum no py4yHom HacTponke
BpaHamayapa Windows».
25026 You must have administrator Bam HeobxooMMbl agMUHUCTpATOPCKMe
privileges. npusmMneruu.
Import of certificate container failed He yganock nmnoptupoBaTtb KOHTENHEP U3
Installation aborted. haiina.
Source file path: <src_file_path>
25028 | Destination container path:
<dst_cont_name>
<src_file_path> — nyTb Kk cpaniny
<dst_cont_name> — nms KOHTeNHepa
Could not import certificate container. | Henb3si MnopTupoBaTb KOHTEWHED U3
Container with this name already dhanna, NOCKOMNbKY KOHTEMHEP C Taknm
exists. UMEHEM YXE ECTb.
Do you want to remove existing XoTute N1 Bbl yaanutb CyLLECTBYIOLLUI
25029 container and import the container KOHTEWHEP 1 MMNOPTMPOBAaTb KOHTENHED U3

from the installation package?

(Press "No" to keep existing
container and to proceed without
container import)

MHCTannauMoHHoro naketa? (Haxmute
“No” ans Toro, 4ToObl COXPaHUTL
CYLLECTBYIOLLMI KOHTENHEP U NPOAOIKUTD
6e3 nmnoprta)
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TekcT coobLleHus

MpumeyaHue

Could not copy or import certificate
container. {

Reason: <reason>}

He yaanocb ckonvpoBaTtb KOHTEMHEP UNnu
MMNOPTUPOBATb KOHTENHEP M3 danna.

25030 <reason> — OOVH M3 CrneayrLmnx: MpuumHa: <reason>;
Unknown operation (should be 'copy' | HensecTHasa onepaums (gomkHa 6biTb
or 'import’) ‘copy’ unu ‘import’)
Internal error BHyTpeHHss olwmbka
Could not remove the existing He yganocb yoanuTb CyLLEeCTBYHOLLNIA
container. Installation aborted. KOHTENHep
25031 Existing container name:
<cont_name> (npumeyaHue: nocrne oteeta “Yes” Ha
<cont_name> — nms KOHTENHepa, Bonpoc [25011] nnn [25029])
KOTOpbIN HEe yAanoch yaanutb
25033 The Visual C++ Redistributable Visual C++ Redistributable Package
Package is absent or damaged OTCYTCTBYET WUINN NOBPEXAEH
Token Software must be installed MporpammHoe obecnedeHne ans
before the product installation. noaaepXkM TOKEHOB JOMKHO ObITb
25035 YCTaHOBIEHO 4O YCTAHOBKM NPOAYKTA.
[MpumeyaHwne: coobLieHne nosBnseTcs,
TOJNbKO ecnu napamMeTp UHCTannAauun
TOKEN_LOGIN=1.
Please disable any anti-virus Moxanyncra, oTknouymTe NOGYO
software during the installation aHTUBMPYCHYHO NPOrpaMmy Ha Bpems
Press "OK" if anti-virus is disabled or | YHCTanaummn
not installed HaxmuTe "OK" ecnun aHTUBMPYC OTKITHOYEH
Press "Cancel" to cancel the W HE yCTaHoBNeH
25036 | installation HaxmuTe "Cancel" ans oTMeHbl

WHCTannAaunm

MNprmeyaHne: nosiBNeHne AaHHoro
CO0BLLEHNS MOXET BblTb OTKNIOYEHO C
NMOMOLLIbIO MapameTpa UHCTannAaummn
DISABLE_ANTIVIRUS_WARNING
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11. Co3paHue NoKanbHOW NONIUTUKK
be3sonacHocTu. KoHdurypaumnoHHbIv chann

Moa nonutukoi 6e30nacHOCTU NOHMMAETCS COBOKYMHOCTb MpaBWuil, MO KOTOpbIM 06pabaTbiBatoTcs
nakeTbl BXOASLLErO U UCXOAALLEro TpaduKoB. [akeTbl MOTyT MPOXOAWTL Kak NakeTHylo unbTpaumio, Tak
1 06paboTKy C MCMONb30BaHWEM KpUNTOrpadiyecKkux anropuTtMoB — NOCTPOeHMe 3almieHHbIX (VPN)
TYHHEmNen Mexay napTHepamu.

CospgaHune nokanbHon nonutukn 6esonacHoctun (LSP — Local Security Policy) S-Terra Client
OCYLLIECTBMSETCA NyTeM HanNMcaHns KOHUrypaumoHHoro danna B Tekctosom cpopmate ana VPN
YCTPOWCTBA.

11.1 Onucanune rpammatuku LSP

OnwncaHune LSP npeagctasnseTt cobon nocrnegoBaTenbHOe OnucaHne CTPYKTYP AaHHbIX, onpeaensemMblix
TWUMNOM, UMEHEM, CMUCKOM napameTpoB (nonemn) n nx s3HaveHmn. CMHTakcuc s3blka onpegenseTt dpopmat
ONncaHns CTPYKTYP AaHHbIX, 6a30Bble TWMNbl 3HaYeHW nonemn cTpykTyp. CMHTaKCUYecKne KOHCTPYKLMK

NO3BOMSIOT ONUCLIBATb Epapxm4eckne CTPyKTypbl AAHHBIX, YACHO YPOBHEN KOTOPbLIX HE OrPaHNY€eHO.

dopmarnbHoe onncaHne cnHtakcuca LSP-a3bika B Buae bH® (bakyca—Haypa dopma) npuBegeHo Huxe.
B BH® onucaHuy Ha3BaHWsi HETEPMUHANbHbBIX CMMBOJIOB 3aKIY€EHbI B YIIIOBbIE CKOOKU, UMEHa
TepMUHanoB HanucaHbl 6onbwmMm 6ykBamm. Kpome Toro, npoctble TepMUHAnbI, KIo4eBbIe CroBa U
pasgenuTenu, 3anMcaHbl B oAnHapHbIX KaBblykax. B BH®-onncaHumn ncnonb3yoTes criegyowme
TepmuHansl: MOEHT, CTPOKA, DOTDOT, LUEJIOE32, IATA, BPEMA, IP.

<cfg_data>::= <top_level_form> | <cfg_data> <top_level form>
<top_level_form>::= <object_def> | <constant>
<constant>::= “const” <key value>
<object_def>::= MOEHT UMOEHT ‘(" <key_value_or_template_list> ‘Y’

| MBEHT ‘(‘ <key_value_or_template_list> ‘)’
<key value_list>::= <key value> | <key value> <key value_list>
<key_value_or_template_list>::= <key value_or_template_list>

|<key value_or_template> <key value_or_template_list>
<key_value_or_template>::= key_value | template

<key value>::= <|_value> ‘=' <r_value_list>
<r_value_list>::= <r_value> | <r_value_list> ‘] <r_value>
<r_value>::= UOEHT | MOEHT ‘< >
| MOEHT ‘< <key value_or_template_list> >
| MOEHT [ <r_value_list> 7’
| ‘( <r_value_list>")" | ‘(" Y
| ‘T° <r_value_list> T | [T
| MBEHT ‘( <key_value_or_template_list> ‘)’
| CTPOKA
| LENOE32 | LENOE32 ‘..’ LIENOE32
| LENOE32 /' LLENOE32 ‘' LIENOE32
| - LENOE32
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[IP]IP“.IP|IP‘ LLIENOE32
| DATA
| BPEMA

<|_value>:= WOEHT | MOEHT *

<template>::= ‘+' UOEHT

TepMVIHaHbeIe CUMBOIJbI

TepMuHanbHbI cMMBON MOEHT o6o3HavaeT naeHTudukaTop. MigeHTugmkaTop COCTONT U3 NaTUHCKNX
OykB, umdp, cumeonos ', "', '$" 1 ’-". OH JOSKEH HaYMHaTLCS C NaTMHCKOW ByKBbI N cumeona ’_’
3anpeLueHo Mcnonb3oBaHne MAEHTUPUKATOPOB, COBNaAaoLLMX C KMYEBbIM CITOBOM const. B kayecTse
TUNa CTPYKTYpbl 3anpeLaeTtcs ykasbiBatb ngeHtudgpukatop NULL..

[pmepbl NOEHTUPUKATOPOB:

Moscow-16

_WWW_
IKECFGRequestAddress
IKERule

TepMuHanbHbIi cMMBON CTPOKA CNYXWUT Anst 0603HAa4YeHNs1 CTPOKM, COCTOSILLEN M3 NOObIX CMMBOJSIOB,
3aKMYeHHbIX B ABOVHbIE KaBblyku ("..") . Ecnn BHYTpU cTpokun Heobxoanm cMMBON ABOVHOWN KaBblYKK, TO
ero cnegyet AONOMNHUTL crnesa cumsoriom '\’ . [inst ucnone3oBanns cumseona '\’ (back-slash)s ctpoke, ero
HYXXHO yka3aTb ABa pasa ('\\' — asonHon back-slash). Jonyctumo ykaseiBatb 1 oguH back-slash, T.x. npu

nepekogMpoBaHMM BOoCCTaHaBnmBaeTcst ABovHoM back-slash.

Mpumepsbl 3agaHus 3HavdeHun Tmna CTPOKA:

Title = "Moon Gate LSP"
IntegrityAlg = "MD5-H96-KPDK"
X509SubjectDN *= "C=RU, O=OrgName, OU=ga0,CN=snickersO"

TepmuHanbHbIN cuMBon LEJIOE32 npeactaBnsieT 32-0uTHoe Lernoe vncno 6e3 3Haka. Yncrno MoxeT ObiTb
3anMcaHo B AECATUYHOM UMK WecTHaALaTeEPUYHON cUCTEME cuucrennsi. Bo BTOpom criydyae oHO JOMKHO
Ha4YMHaTbLCA LMdpPOoN 1 3akaHumBaTbea 6ykson 'h’ unu 'H'. B wecTHaguaTepMyHOM U AECATUYHOM
NpeacTaBneHnn 3annck Yncna He MoxXeT ObITb AnuHHee 10 cMMBonoB, Bkntovas byksy 'h'.

NMpumepbl 3a4aHnsa YUCMOBbLIX 3HAYEHUN NapaMEeTpPOB:

RetryTimeBase = 4
BlacklogSessionsMax = 16
LifetimeKilobytes = 0Oabcdh

TepmuHanbHbIN cuMBon IP 0603Ha4YaeT ceTeBOn agpec YeTBepTon Bepcum IP-npoTokona. IP-agpec
COCTOUT M3 YETbIPEX YUCEN, pa3derneHHbIX TOYKaMU, TOe Kaxaoe u3 Yncen NpuHagnexuT guanasoHy ot 0
Jo 255.

Npumepsl |IP-agpecos:

PeerIPAddress = 192.168.2.1

TepMuHanbHbI cuMBon JATA NpeacTaBnsieTcs TpeMs LenbiMm Ynucnamm 6e3 sHaka, pasgeneHHbiMu
cumBornom '/’ — yncno/mecsau/roa.
Mpymep gathbl:

StartOfvalidity = 24/03/ 2004
EndOfvValidity = 3/6/2004
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TepMuHanbHbI cuMBON BPEMSA

Tun BPEMS npegcTaBnseTca ABYMS Yucnamu, pasgeneHHsiMn cumBosom ' :°. Bpems npegcraensaerca B
24-4yacoBom ghopmare.

Mprmepbl 3agaHnst BPEMEHU:

23:59 # 6e3 MMHYTH [OJIHOUbL
1:1 # yac HOuUM M OIHA MMUHYTA
09:2 # 2 MUHYTE OEeCSTOTO yTpa

01 : 02 # 2 MMHYTEl BTOPOI'O HOUYMU

TepMmuHanbHbI cMBon DOTDOT 0603HaYaeT ABe TOYkM noapsd, 6es pasgenuteneit "..". Mcnonbayetca
QNS yKa3aHus auanasoHa 3HauyeHui.

Mpumep
ProtocolID *= 20..30

KommeHTapum

KommMeHTapuu MoryT pa3MelaTbesi B N06OM MeCTe TekCTa Mexay ApYruMy TepMUHANamMu 1 ABnsiioTcs
pasgenuTensMu, aKBUBaneHTHbIMU CMMBonamM npoGena. BnoxeHns koMmeHTapueB OgHOro TUna He
ponyckatotcs. MNogaepxueatoTcs crneaytolme Asa Buaa KOMMEHTapUeB:

BrnoyHbIn. HauymMHaeTcs ¢ cumBonos "(*" n 3akaH4MBaeTcs cumsonamum "*)" unu HadmHaeTcst cumeonom '{' n
3aKaH4MBaeTCs CUMBOSOM '}

CtpokoBbii. HaunHaeTtcs ¢ cumBona '#', 3akaH4nBaeTCs CMMBOSIOM NepeBoAa KapeTkn <LF>.

[NpmMepbl KOMMEHTapUEB:

20..30 # ImanasoH umcesn 20-30
Action *= (tunnel IPsec des md5 action) (* OymeT omnmcaH Huxe *)
Paspgenutenu

B kauyecTBe pasgenuteneit B LSP-A3bike MOryT ObiTb MCNOMb30BaHb! CriegytoLwue CMMBOSbI: Npoben,
Tabynauus, <LF> n <CR>. [lepexogom Ha HOBYO CTPOKY cHMTaeTcs cumBon <LF>,

Pasgenutenn Heobxoaumbl Tonbko Ans otaeneHnsa tepmmHanos MOEHT, LUIENOE32, IP, kntoyeBoro
crnoBa const Apyr oT gpyra.

3HaueHUs nonew CTPYKTyp

3HaveHus nonew CTPYKTYp (r_value) MOryT BbITh NpocToro (6asoBoro) Tmna, Hanpumep, Lenoe Y1cro,
TEeKCTOBasi CTPOKa, AUanasoH LerbIX YNCen, ONUCaAHNEM WIN CCbINIKON Ha onncaHme obbekTa, CrMCKOM
ntoBbIX NEPEUNCIIEHHBIX 3HAYEHWUIA UM MYCTbIM CMIUCKOM.

EcTb eLle oaMH BO3MOXHbIV TN 3HaYeHUs — npouenypa. [lpouedypa onpefensetca MMeHeM u Habopom
MMEHOBaHHbIX NapameTPOB CO 3HAaYEHUSMU, 3aKIOYEHHBIMU B YIIOBblE CKOGKM UMM MUMEHEM U CIIUCKOM
HEeMMEHOBaHHbIX MapaMeTPOoB, 3aKMOUYEHHbIX B KBaApaTHbIe CKOBKN.

[na onucaHns cnuckos MOryT NCNOJIb30BaTbCA KPYyrible Unn KBagpaTHble CKOOKM.

[Npumepsbl 3Ha4YyeHun (r_value):

20..30 # Ounana3soH vncen 20-30.
0.0.0.0..255.255.255.255 # [Onana3soH IP agpecos.
4.3.2.4/24 # nopcetb ¢ 4.3.2.0 ¢ mackon 255.255.255.0.

"abed" # TekcToBada CTpoOKa.
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structure ref # Ccblinka Ha cTpykTypy "structure_ref".

[[a,bl, [[k,1,m],x,y],4,c,6] # BRnoXeHHble CMUCKN N3 CCbINIOK HA CTPYKTYpPbI
#(a, b, k,I,m, x,y, c)uuncen (4, 6) .

[] # MNycTon cnucok.

proc<x=10 y=24> # MNpouepnypa "proc” c napaMmeTpamm X 1 y.

Filter (SourcePort = 500) # O0bekT Filter co 3Ha4yeHmnem nons "SourcePort

# paBHbiM 500.

OnpeneneHune o0bLeKTa

OnpepeneHne obbekTa (object def) COCTOUT U3 TUNa 06bEKTa, UMeHN 06beKTa 1 crnncka nonemn co
3Ha4yeHusMK. MNMpeaBapuTENbLHOrO ONMCaHUS TUMOB BHYTPY si3blka He CYLLEeCTBYET, ONMCaHNE 3K3emnsisipa
obbekTa 1 ecTb onpegeneHve Tuna. Hanmune HeobxoanmbIX NONEn N COOTBETCTBUE 3HAYEHUI TUNY
obbekTa onpegensieTcd Ha aTane cemaHTU4Yeckoro pasdopa.

B npmuBegeHHOM HWXe npumepe onucaH o6bekT Tuna "Filter" ¢ umeHem "hostA", kKoTopbIi coaepXXUT 0gHO
none ¢ nmeHem "DestinationIP" co 3HayeHnem npoctoro Tuna (IPv4-agpec) paBHbim 23.4.5.6.

Mpumep:
Filter hostA (DestinationIP = 23.4.5.6 )

Uma nonga

Nms nons (1_value) ABnseTcs naeHTUMUKATOPOM. 3Ha4YeHMeM nonst MoxXeT OblTb ANHCTBEHHOE
3HaYeHWe UNN CNUCOK 3HAYEHUN.

Mpumep:
fieldl = 1,2,3,4
field2 =1
field3 =1

B onncaHum ogHoro oobekTa He MOXeT BbITb OByX nosien ¢ 0 gUHaKoBbIMMU UMEHAMM, HO €CNN 3HAYEHNEM
nongd ABNAeTCA CMUCOK, O0MyCKaeTcA aJ'IbTepHaTVIBHbIVI cnocob 3agaHus cnmcka — NOBTOpEeHne MMeHn
nonga HeCKOoJbKo pas.

Mpumep:
field* =1
field* = 2
field*x = 3, 4

YTO 3KBMBAINIEHTHO
field = 1,2,3,4

%1

[ns Toro Ytobbl OTNMYUTL NepeonpeaeneHe Noss oT cnucka, Ucrnonb3yeTcs cumeon '*' nocne
naeHtTudmkatopa. To ecTb Npu Hanu4uM '*', NOBTOPHOE onucaHue nons 6yaeT MHTEPNPeTMPOBaHO Kak
fAo6aBneHne 3N1eMEeHTOB B CMIUCOK.

310 Xe npasuno D,eVICTByeT npu nobaBneHnn 3Ha4yeHun u3 WwabnoHa.

CneuuanbHble KOHCTPYKLUK

Ons ynpoLleHna onncaHna NoBTOPAKLLMXCA NapaMeTpoB npeaycMoTpeHa BO3MOXHOCTb UCNOJb30BaHUA
MMEHOBAaHHbIX KOHCTaHT, 3HA4YEHW No yMOI4aHuio n lwabnoHos.
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B oTnnume oT gpyrmx KOHCTPYKLUUIA A3blka, KOTOPbIE NOABEPraTCs CEMaHTUYECKOMY aHanm3y, KOHCTaHTbI
1 WabnoHbl NOMHOCTLI0 06pabaThiBalOTCA Ha 3Tane CUHTaKCU4eCcKoro pasbopa.

OnucaHue Kaxaowm KOHCTaHTbl HAYMHAETCS C KMYeBOro CrnoBa Cconst, 3a KOTOPbIM criefyeT UM
KOHCTaHTbl U ee 3Ha4YeHne (UNK CNUCOK 3HaYeHnn). 3HaYeHNEM KOHCTaHTbl MOXeT ABnATbCA nobas
KOHCTPYKUMSI, KOTOpasi MOXEeT OblTb 3HAa4YEHMEM MOons CTPYKTYpbI. Acnonb3oBaHMe KOHCTaHTbI
3aknio4aeTcs B NOACTAHOBKE €€ MMEHW BMECTO 3Ha4YeHMUs NoNsa CTPYKTYpbl.

Mpumep:
const A = 10

const structure = Filter (SourceIP = 1.1.1.1)
const ¢l =1,2,3
const c2 = 4,5,6

OnucaHune obbekToB 01 1 02

Filter ol ( DestinationPort* cl,c2)

Filter 02 ( DestinationPort* A)
9KBUBANEHTHO HMXecneaywLwlemMmy onmcaHuio:
Filter ol ( DestinationPort* = 1,2,3,4,5,06)

Filter 02 ( DestinationPort* = 10 )

WaGnoxn (template) ABNSETCA KOHCTaHTON, EAMHCTBEHHOE 3Ha4YeHNe KOTOPOii SIBNSIETCA CTPYKTYPOW TOro
TUNa, K KOTOpOW 3TOT WabnoH 6yaeT npuMeHeH. Ons Ucnonb3oBaHuUs WaboHa, BHYTPU onvcaHus
CTPYKTYpbl HE06X0AMMO HanucaTb CUMBOS '+’ 1 UMS KOHCTaHTbI 3a HUM. MoacTaHoBKa WwabnoHa
3aKIo4aeTcs B KOMMPOBaHMM BCEX NOMEN U3 CTPYKTYPbI, KOTopas SIBMSeTCS 3HaYEHNeM KOHCTaHThbI, B
CTPYKTYPY, B KOTOPYIO LWIAGIOH NoACTaBNseTCs.

Ecnu B cTpyKTYype, Kyaa noactaBnseTcs WwabnoH, NpucyTcTByeT nore, onucaHHoe B WabnoHe, To
BO3MOXHbI CrieytoLune BapuaHThbl:

e B LWIABNOHEe 1 B CTPYKTYpPE More MMeeT Npu3Hak cnnucka — *, Toraa 3HavyeHusi o06beanHSTCS B
€[VHbI CMIUCOK, NpMYeM NMOPsAOK COCTABIEHNS CMUCKOB COOTBETCTBYET NOPSIAKY NepeyncrneHms
nonen u WabnoHoOB B CTPYKType

e €CJ11 Npu3HakK cnncka B 0.A4HOM M3 onncaHumn OTCYTCTBYET, TO 6WJ,6T owmnodka pa36opa.
Mpumep:
OnwucaHune wabnoHa:
const icmp = Filter (ProtocolID* = 1)
I'Ipmmep NCMOJ1b30BaHUA:
Filter h pl ( +icmp DestinationIP = 23.4.4.5 )
Filter icmp and tcp ( +icmp ProtocolID* = 6 )
OKBMBaNeHTHbIE ONUCaHUS:
Filter h pl ( ProtocolID = 1 DestinationIP = 23.4.4.5 )

Filter ping and tcp ( ProtocolID = 1,6 )
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11.2 CTpyKTypa KOHhUrypauuu

Hwxe B Tabnuue npeacraBneH CocTaB CTPYKTYP AaHHbIX C yKasdaHUem ux nonen.

Wcnone3aytoTcs cneyowme o603HadYeHuns:

® JIMHNA HAanpoTuB NOJIA CTPYKTYPbl YKa3bliBaeT Ha OnUCaHne CTPYKTYpbl, I/ICI'IOJ'Ib3yeMOIZ B Ka4ecTBe

3HaYeHus:;

e “*>’ 0B03HaAYaeT, YTO Nosie COAEePXKMUT CNIUCOK UCMONb3YEMbIX CTPYKTYP;

e *>’ oGo3HayaeT, YTo none COOEpPXUT CNUCOK CMUNCKOB UCMNOJIb3yEMbIX CTPYKTYP.

o XupHbIM LPUPTOM BbleneHbl 06593aTernbHbIe NONsS CTPYKTYPBbI.

[na ynpolieHus npocTtele Tunbl (4MCno, CTpoka, IP-agpec 1 T.4.) OnyLleHsbl.

GlobalParameters
Title
Version
Type
PreservelPsecSA
AllowNestedIPsec
CRLHandlingMode

FirewallLogPacketsThreshold

FirewallLogTimeTHreshold
FirewallLogStatesMax

PersistentConnectionRetryDelay

RoutingTable
Routes

FirewallParameters
TCPEstablishedTimeout
TCPFinTimeout
TCPSynSentTimeout
TCPSynRcvdTimeout
TCPClosedTimeout
TCPHalfOpenMax
TCPHalfOpenLow
TCPSessionRateMax
TCPSessionRateLow
TCPSessionsMax
TCPStrictnessLevel

IKEParameters

DefaultPort

SendRetries
RetryTimeBase
RetryTimeMax
SessionTimeMax
InitiatorSessionsMax
ResponderSessionsMax
BlacklogSessionsMax
BlacklogSessionsMin
BlacklogSilentSessions
BlacklogRelaxTime
IKECFGDefaultAddress
IKECFGPreferDefaultAddress
SALifetimeDelta
FragmentSize

LocalPort
NATTLocalPort

SNMPTrapSettings

Receivers

Route

Destination
Gateway
NetworklInterface

*>

LDAPSettings
Server
Port
SearchBase
ConnectTimeout
ResponseTimeout
HoldConnectTimeout
DropConnectTimeout

SNMPPollSettings
LocallPAddress
Port
ReadCommunity
SysLocation
SysContact

TrapReceiver
IPAddress
Port
Community
Version
LocallPAddress
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NetworklInterface
LogicalName

InputFilter + >
OutputFilter---------------- +
InputClassification------- +
OutputClassification----+
IPsecPolicy--------------- +

& S
FilterChain < +

TunnelEntry <*
PeerlPAddress
LocallPAddress

DFHandling
ReRoute
Assemble
+--
{AH|ESP}Proposal <**----------munmumaem
Transform----+
[ RS- *>

ESPTransform
LifetimeSeconds
LifetimeKilobytes
IntegrityAlg
CipherAlg

AuthMethod{DSS|RSA|GOST}Sign <*-
LocallD-----+
RemotelD--+---> IdentityEntry
DoNotMapLocallDToCert
DoNotMapRemotelDToCert
SendCertMode
SendRequestMode
LocalCredential------------------- +
RemoteCredential------------- *t
AcceptCredentialFrom------- *t

CertDescription <------------------ +-Kemen
FingerprintMD5
FingerprintSHA1
SerialNumber
Issuer
Subject
Alternativelssuer
AlternativeSubject

FilterChain
Filters *>  Filter
ProtocollD
SourcelP
DestinationIP
SourcePort
DestinationPort
Action
PacketType
Log
LogEventID
Label
IPsecAction <* ExtendedAction
InputFilter Schedule
OutputFilter |
NoPathMTUDiscovery \
MTU Schedule
TunnelingParameters Periods--------- *>Period
ShuffleTunnelEntries Start
NoSmoothRekeying End
GrouplD Action
CryptoContextsPerIPSecSA
IKERule >  IKERule
PersistentConnection IKEPeerlPFilter
ContainedProposals IKELocallPFilter
DoNotUseDPD
AHTransform DPDIdleDuration
LifetimeSeconds DPDResponseDuration
LifetimeKilobytes DPDRetries
IntegrityAlg IKECFGRequestAddress
AggrModePriority
+ MainModeAuthMethod
+ AggrModeAuthMethod
| Priority
| Transform
I I
I I
--------------------- + |
I I
* I
V *
AuthMethodPreshared \%
SharedIKESecret IKETransform
LocallD LifetimeSeconds
RemotelD LifetimeKilobytes
| LifetimeSessions
\% NoSmoothRekeying
IdentityEntry RestrictAuthenticationTo
DistinguishedName CipherAlg
IPv4Address HashAlg
KeylD GroupID
EMalil
FQDN
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11.3 3aronoBok koHchurypauun. Ctpykrypa GlobalParameters

3aronoBok KOHUrypaumm npeactaensieT cobor CTPyKTypy, onucbkiBaroLwyko obume napameTpbl S-Terra
Client. B koHpurypaumm gomkHa ObiTb TONBKO OAHa CTPYKTYpa AaHHOro Tuna. OTOW CTPYKTYpe NMSA He

npuceBanBaeTCcA.

Wms cTpyKTyphI GlobalParameters

ATpunbyThI Title
Version
Type

CRLHandlingMode
AllowNestedIPsec
FirewallLogPacketsThreshold
FirewallLogTimeThreshold
FirewallLogStatesMax
PreservelPsecSA

PersistentConnectionRetryDelay

AtpubyT Title

ATpunbyT Title npegHasHaveH Ans KpaTKoro onncaHns KoHurypaumm (MMst KoHdumrypaumm).

CuHTakcuc Title = CTPOKA
3HaueHue CTPOKa NMPOU3BOSILHOIO COAEPXKaHUS
3HaueHue No ymMonyaHuo nyctasi cTpoka

AtpunbyT Version

ATpubyT Version onpegenseT Bepcuio cneumdukaumnm kKoHdurypaumm.

CuHTakcuc Version = CTPOKA
3HavyeHue cTpoka Buga [0-9].[0-9]
3HayeHue no yMon4yaHuto nycTasi CTpoka.

AtpubyT Type

ATpuGYT Type cneundmumnpyeT TUN KOHUrypaLuum, KOTopblii onpeaenseT AeNCcTBUSA areHTa npuy ee

aKTuBm3sauuu.
CuHrakcue Type = PERMANENT | TEMPORARY
3HayeHue PERMANENT — nocne ycneLwHOM akTMBM3aumm KoHurypaumm

OHa coxpaHsieTcs B 0ase lNpoaykra, ecnu oHa Gbina
akTMBu3upoBaHa 13 canna. Npu cneaytowem 3anycke NpoaykTa
KoHdurypauus dyget aBToMaTUYeCKM akTMBU3MpoBaHa 13 6asbl
Mpoaykra.

TEMPORARY — nocne ycnewHon akTusu3aunmn, KoHgurypauus
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He coxpaHsieTcsa B 6ase MpoaykTa u UCNoNb3yeTcs TONBKO B
Tekyllem ceaHce paboThl MNMpoaykTa.

3Ha4eHue nNo yMonyaHuio

PERMANENT

Atpubyt CRLHandlingMode

Atpnbyt CRLHandlingMode onpegenseT pexunm obpaboTkM crnvcka 0To3BaHHbIX cepTudgmkaTo (CRL).

CuHrakcmue CRLHandlingMode =
DISABLE|OPTIONAL|BEST_EFFORT|ENABLE
3HaueHue DISABLE — npu npoBepke cepTudmkata CRL He obpabaTtbiBaeTcs

OPTIONAL — npu npoBepke ceptudmkata CRL ncnonbsyetcs
TONbKO B cry4yae, ecnv oH 6bin npegycrtaHoBneH B 6a3y MNMpoaykra
unu nony4yeH (n obpabotaH) B npouecce IKE o6MeHa n aBnseTca
OENCTBYOLLNM

BEST_EFFORT — npu nposepke ceptucdumkata CRL
Mcnonb3yeTcs TOMNbKO B TOM Criyvae, ecriv OH siBnsieTcd
OEVCTBYIOLLMM, €CNU 3TO He TakK, To CRL mMoxeT ObITb nonyyeH
nocpeacteom npotokona LDAP (areHT cmoTpuT agpec LDAP-
cepBepa cHadana B none CDP cepTudukara, a 3atem uwiet
cTpykTtypy LDAPSettings). Ecnu CRL nony4nTb He yganoch —
cepTudukaTt npuHnMaeTcs

ENABLE - npu npoBepke cepTudmkaTta obssarteneH
aencteytowmin CRL, ecnu ato He Tak, To CRL mMoxeT ObiTb
nony4veH nocpenctsom npotokona LDAP. Ecnn CRL nonyyunTb He
yAanochb — ceptndukaT He NpuHUMaeTcs

3HayeHue No yMon4yaHuio

ENABLE

AtpubyT AllowNestedIPsec

ATpubyT AllowNestedIPsec no3BonsieT ycTaHOBUTb LOMNOMHUTENBHYO hunbTpaumnio anga IPsec Tpaduka.

CuHTakcuc

AllowNestedIPsec = TRUE | FALSE

3HauyeHue

TRUE — ecnu BXoasaLwWmMn Unu ncxogsaLwmin nakeT nognagaeT nof
IPsec-npaBuno, Ans naketa NPUMEHAETCHA PEKYPCUBHbLIN PEXUM
nomcka npasun (HUxe NOSICHAETCS, Kak 3TO CKa3blBaeTCH Ha
06paboTKe BXOOALLErO U UCXoAsALero Tpaduka).

Ecnu AllowNestedIPsec nmeet 3HadyeHne TRUE, 10
NCXOAALLMIA NAKET NOCIe MHKancynauum noasepraeTcs
NOBTOPHOMY Nnoucky npasun IPsec, noka pesynbTaTt nomcka
He 6ygeT npocTbiM genctenem PASS nnm DROP.

IOns Bxogdawmx naketoB AllowNestedIPsec Bkntovaet
CUMMETPUYHbIE MPOBEPKU:

nepeg gekancynsumen nponcxoauTt IPsec-
dunbTpaums. Ecnn HangeHo npaBunio
unbTpaLmmn, K KOTOPOMY He NpuBSA3aH
nocrnegHUn NpUMeHeHHbIN K nakeTy SA, naket
YHUYTOXAETCS.

ecnun obpabaTtbiBaeTcs NnokanbHbIV IPsec-naker,
TO OH AeKancynupyeTcs n npovcxoaut IPsec-
dunsTpaums.
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FALSE — BKntoYaeT ynpoLLEHHYO cxeMy 00paboTKku NakeTos.,
KOTopas He NpegycMaTpvBaeT NOBTOPHOIO NoOMCKa NpaBum w1
noteHumaneHo paboTaeT GbicTpee.

3HayeHue nNo yMonyaHuio FALSE

AtpuoyT FirewallLogPacketsThreshold

AtpunoyT FirewallLogPacketsThreshold 3agaet konnyecTBo NakeToB, NPOLLEALINX Yepe3 COeanHEHne, Npu
BOCTMDKEHNM KOTOPOro chopcmpyeTcs BbIBOS CTAaTUCTMKMN MO coeanHeHuto B cpann nora. [na cbopa
CTaTUCTMKKN NO COeanHEHU0 Heobxoamnmo, YTobbl 3HaYeHne atpubyta FirewallLogStatesMax He
Obino pasHo 0.

CuHTakcuc FirewallLogPacketsThreshold = LIEJTOE32
3HaveHue Llenoe yncno us gnanasoHa 1..2147483647
3HayeHWe No ymonyaHuto Ecnu 3HaueHne He 3agaHo, MexaHU3M NpepbiBaHusi cbopa

CTaTUCTUKWN NPU NPEeBbILLEHUN 3a4aHHOIO KONMYecTBa NakeToB
BbIKMtoYeH. T.e. TeopeTU4eckn BO3MOXHa cuUTyaums, korga
CYETUYUK AN NoAcyeTa nakeToB OyaeT NPEeBLILLEH U HaKoMNneHue
HayHeTCcs CHOBA.

Mpumeyarue BbiBOA HAKOMMEHHOW CTAaTUCTMKKN B (haisl fiora MOXeT NPOU30NTH
paHbLUe YKa3aHHOro 3Ha4eHus, No NCTEeYEeHUN nHTepBana
BpeMeHu ans cobopa CTaTUCTUKK, 3a4aHoro atpubyTom
FirewallLogTimeThreshold. [locne aTtoro HakonneHue
CTaTUCTMKUN MO COEAUHEHNIO HAYHETCHA 3aHOBO.

Atpubyt FirewallLogTimeThreshold

ATpubyT FirewallLogTimeThreshold 3agaet Bpemsi HAkONNEHMs CTaTUCTUKM MO TEKYLLLEMY COELAMNHEHMIO.
Mpy [OCTUXKEHUN YCTAHOBNEHHOMO 3HAYEHUSA NPONCXOOUT BbIBOA HAKOMMEHHOW CTaTUCTUKM B (hann fora.
[na cbopa cTaTUCTUKM NO COeAMHEHUI0 HEOOX0AUMO, YTODLI 3Ha4YeHne apTpubyTa
FirewallLogStatesMax He Obisio paBHo 0.

CuHrakcmue FirewallLogTimeThreshold = LIEJTOE32

3HayeHue Llenoe uncno us gnanasoHa 1..2147483647

3HayeHne No yMonyaHuio 300 cekyHa

Mpumeyanue BbiBOA HAKOMMEHHOW CTAaTUCTMKN B haisl fiora MOXeT NPOU30NTH

paHbLle YKa3aHHOro sHa4eHusd, ecnm 6y/:|,eT OOCTUTHYTO
4onyctmMmoe Konm4ecTBo NnakeToB, 3agaHoe anI/I6yTOM
FirewallLogPacketsThreshold. [locne aTtoro HakonneHve
CTaTUCTUKN NO coeaUnHEeHnto Ha4yHeTCA 3aHOBO.

AtpubyT FirewallLogStatesMax

ATpunbyT FirewallLogStatesMax 3agaeT MakcMmarbHOE KONMYeCTBO 06 LEKTOB CTAaTUCTUKN, B KOTOPbIX
HakannMBaeTcs MHOPMALIUA MO COEANHEHUSIM.

CuHTakcuce FirewallLogStatesMax = LIEJTOE32
3HayeHue Llenoe uucno n3 gnanasona 0..10000. 3HayeHne 0 roBopuT O TOM,
YTO HMKaKasi MHOpMaLUSa HakannnmBaTbCcsa He ByaeT, T.e. NakeThbl
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He ob6pabaTbiBatoTcsl, a B chaiin fiora Kaxkayto MUHYTY BbIBOAMTCS
MHOPMaLMS O KONMYECTBE MPOMYLLEHHbIX MakeTOB

3Ha4eHue nNo yMonyaHuio 1500

AtpunbyTt PreservelPsecSA

ATpunOyT PreservelPsecSA no3sonseT 3agatb coxpaHeHue IPsecSA npu n3aMeHeHUn KoHUrypaunoHHOro
danna.

CuHTakcue PreservelPsecSA = TRUE | FALSE

3HaueHue TRUE — IPsec SA coxpaHsieTcs Npu Hanu4mm cnegyroLwmnx
YCITOBU B MOMEHT M3MEHEHUS KoHgurypauum (3arpysku LSP):

CYyLLIeCTBYET CNUCOK npaeuin dunbTpauun — FilterChain,
npuBs3aHHbIN K TOMY ke Habopy NetworkInterface, 4to
FilterChain, k koTopomy 6bin npuasaH |IPsecAction, no
KOTOPOMY AaHHbIV SA NOCTPOEH;

B aToMm FilterChain ans cenekrtopa SA HaxoguTcs
noaxodsiLiee npasuno naketHon unstpaumm Filter ¢
ExtendedAction = ipsec.

Ons IPsec SA, ocTaBliMxcs oT npeabiayLen
KoHdurypauum, He paboTtaeT 3abnaroBpemMeHHas cMeHa
KrtoyeBon nHdopmaummn (Smooth Rekeying) u He
NPOUCXOAMT YBEAOMIEHNE NapTHEpPa O pa3pbiBe
coegunHeHus (otcbinka Delete Payload). Delete Payload,
npucriaHHble OT NnapTHepa, o6pabaTbiBalOTCA KOPPEKTHO.

FALSE - Bce IPsec SA ygansioTcsa npu niobbix USMEHEHMSAX B
KOHdurypauum cnegytowmx cTpyktyp: IPsecAction, IKERule,
AAASettings, dpunbTtpos Networkinterface.lPsecPolicy,
IKEParameters.LocalPort, IKEParameters.NATTLocalPort,
GlobalParameters.AllowNestedIPsec, a Takke CTpyKTyp, Ha
KOTOpble NepeYvncrieHHble CCbINatTes..

3HayeHue nNo yMon4yaHuio FALSE

Mpumeyanue IPsec SA, ocTaBLUMecs OT CTapoW KOHUrypauum, B TOM UM UHOWN
Mepe MOryT HapyLlaTb HOBYIO NONUTKKY 6€30MacHOCTH Unmn ObITb
HepaboToCcnocobHbIMK 13-3a HECOOTBETCTBUS HOBOW LSP.
AOMWHMCTPATOP OOJMKEH YYUTLIBATL AaHHYI OCOOEHHOCTb U B
COMHUTENBHbIX CUTYaLuMaX ycTaHaBnmeaTb PreservelPsecSA =
FALSE.

AtpubyT PersistentConnectionRetryDelay

ATpubyT PersistentConnectionRetryDelay 3agaeT 3agepxky nepeg noBTOPHOW NOMLITKON co3aaTb
coegmnHeHus ¢ pnarom IPsecAction.PersistentConnection = TRUE.

Ecnu B koHOUrypauumu npucyTcTByloT npasuna ¢ "PersistentConnection”, nponssogaTcsa nonbitka
NoCTPOUTL MO HUM XOTs1 Bbl 0aMH IPsec SA. Ecnn nonbiTka 3akoH4Yunack Heygaden Ha nobom u3 atanos,
Yyepes yKasaHHY0 3a4epXKKy NonbiTka MOBTOPSAETCS.

B 3aBMCMMOCTM OT NpUYMHBI HEYAauW, 3a4epPXKKa MEXAy NOMbITKaMN COEANHEHUSI MOXET ObITb OT
PersistentConnectionRetryDelay no PersistentConnectionRetryDelay+SessionTimeMax*N, rae N —
YMCNO BO3MOXHbIX MOMNbITOK NocTpouTb SA (4ncno TunnelEntry B npasune u 1.1.).

3HaueHus 6onee 1000000 BocnpMHMMALOTCS Kak HeEOrpaHU4YeHHoe oxunaaHne. To ecTb NOBTOPHOM
nonbITKM nocTpouTb IPsec SA He nponsBoauTCsa 00 nepesarpysku KoHUrypauuu.
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CuHrakcmue PersistentConnectionRetryDelay = LIEJTOE32
3HayeHue Llenoe yncno u3 guanasoHa 1..2%%1.
3HayeHue No YMONMYaHMK 10
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11.4 Crtpyktypa LDAPSettings

Ctpyktypa LDAPSettings 3agaeTt HacTponkn npoTtokona LDAP, kOTopbI UCNONb3yeTcs A4S Noy4YeHus
CepTMdUKaTOB U CNMCKOB 0TO3BaHHbIX cepTudmkaToB (CRL). B KoHuMrypaLmm MoxeT npucyTCcTBOBaTh
TONbKO OHAa CTPYKTYpa AaHHOro Tuna. OTOW CTPYKTYpe NMSA HE NpucBanBaeTcs.

B cnyyae oTcyTCTBUSA CTPYKTYPHI:
e nonyyeHve ceptTudukaToB nocpeactsom npotokorna LDAP HeBO3MOXHO

e ecnu atpubyt CRLHandlingMode ctpykTypbl GlobalParameters nmeet 3HadeHne ENABLE wnun
BEST_EFFORT, To CRL MoxeT 6bITb NonyyeH nocpeactsom npotokona LDAP Tonbko npu
HanMuuM B cepTudukaTte, Ans KOTOPOro Npon3BoaAUTCS NpoBepka noanucu, pacwmpenns CDP
(CRL Distribution Point) c agpecom LDAP-cepBepa.

Tpaduk LDAP-cepBepoB pgomkeH 6biTb y4TeH B Npasunax gunbtpaumm, T.k. LDAP- nakeThbl
PUnNbTPYTCA HapaBHe C OCTarnbHbIM TPAUKOM.

Wms CTpyKTYpbI LDAPSettings

ATpunbyTHI Server
Port
SearchBase

ConnectTimeout
ResponseTimeout
HoldConnectTimeout

DropConnectTimeout

AtpubyT Server

ATpubyT Server 3agaeT agpec LDAP-cepBepa, K KOTOPOMY NPOM3BOAMTCS 3anpoc Ha NOUCK
cepTnduKaToB. YKa3aHHbIV B 3TOM aTpubyTe agpec UCNornb3yeTcs, ecnv cepTudukaT, 4nsa KOToporo
npon3BoaunTCA NpoBepka Noanucu, He cogepxut pacwmnperHne CDP (CRL Distribution Point) ¢ agpecom
LDAP-cepBepa nubo B 3TOM none nponucaHHbIv nyTb kK LDAP-cepBepy siBNSeTCa HenonHbIM, 1 Toraa
[00aBnsaTCA AaHHbIE U3 9TOW CTPYKTYPbI.

CHavana genaetcs nonbiTka yCTaHOBUTL coeamHeHne no LDAP Bepcun 2. Ecnin aTa nonbiTka
3aBepLuaeTtcs ¢ owmbkon LDAP_PROTOCOL_ERROR (Hanbonee BeposTHas npu4vHa — He
noagepxmBaeTcs Bepcus 2), To NOBTOPSETCS NOMbITKAa yCTaHOBUTL coeanHeHne no LDAP Bepcun 3.

CuHrakcue Server = IP

3HayeHue IP-agpec

3HayeHue No yMon4yaHuio LDAP —cepBep He ykasaH. [loBeeHne areHTa aHanormyHo
cny4varo oTcyTCcTBuUS CTPYKTYpbl LDAPSettings B nonutuke.

AtpubyT Port

ATpunoyT Port 3agaet nopt LDAP-cepBepa. Ecnn atpubyT Server He 3agaH unu paclumpeHme
ceptudukarta CRL Distribution Point cogepxuT agpec LDAP-cepBepa, TO AaHHbIA aTpubyT UrHopmpyeTcs.

CuHrakcue Port = LUIEJTOE32

3HayeHue Llenoe yucno u3 guanasoHa 1..65535

S-Terra Client Copyright © S-Terra CSP 2003 - 2016 134



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

3HayeHune no ymMonyaHuo 389

AtpubyT SearchBase

ATtpubyt SearchBase 3agaet nms (Distinguished Name, DN) kopHeBoro X.500-06bekTa, B nogaepese
KOTOPOro nponseoguTcs nounck ceptudukatos n CRL Ha LDAP-cepBepe. YkaszaHHOE MMSA JOMNOSTHAET
3anpoc, co3faHHbI Ha OCHOBE UMeHU 13 cepTudmkaTta unm CRL, N03BONSAS HaXoAuUTb COOTBETCTBYIOLLNIA
X.500-06beKT B cny4vae, korga UCXOAHOE UMS B 3arpoce SBMSIETCS YacTbio MMEHM 3TOro oobekTa. [ns
3anpoca Ha ocHoBe URL gaHHOe nMms He ucnonb3yeTcs.

CuHTakcuc SearchBase = CTPOKA

3HayeHue cTpokoBoe npepactasneHne DN B cootBeTcTBMN ¢ RFC2253.
OTtHocuTenbHble MMeHa (Relative Distinguished Name, RDN)
yKa3blBalOTCA B Nopsigke OoT 0ObeKTa K KOPHIO

3HayeHue No YMONYaHMK NOWUCK NPOM3BOANTCH MO MMEHU, NOMYYEHHOMY U3 cepTudmkaTa
nnm CRL.

Atpubyt ConnectTimeout

ATpubyT ConnectTimeOut no3BonsAeT orpaHN4MTb BpeMs (B cekyHaax) co3aaHusa TCP-coeguHeHus ¢
LDAP-cepBepoMm.

CuHrakcmue ConnectTimeOut = LIEJTOE32
3HayeHue Llenoe uncno u3 gnanasoHa 1..6000
3HayeHue No yMONn4YaHu He yCTaHaBNMBAETCS, UTO NPUBOAUT K TOMY, YTO BpeMSI CO34aHuUs

TCP-coeanHenus ¢ LDAP-cepBepoM orpaHudnBaeTcd
ycTaHoBrneHHbIM Ans OC BpemeHeM co3faHus TCP-coeanHeHus.

Mpumeyanue Ecnu B MomMeHT o6palleHuns k LDAP-cepBepy yCTPOWCTBO, Ha
KOTOPOM OH YCTaHOBIEH, HeJOCTYMHO, TO NPOLLEeCC Co3aaHud
TCP-coeanHeHns MOXeT 3aHMMaTb NPOJOIKUTENbHOE Bpems (40
3 muHyT, 3aBucuT ot OC). Mo aTon npuymMHe mMoryT HabnogaTbLcs
BHELLHWE NPU3HAaKN 3aBUCaHUSA areHTa, U 9TO MOXET CINYy>XUTb
NPUYMHON Heyaa4YHOM NOMbITKN CO3AaHUS COeANHEHMS.

Atpubyt ResponseTimeout

Mouck nocpeacTsom npoTtokoria LDAP MoxeT 3aHMMaTh JOCTaTOYHO NPOAOIMKUTENBHOE BPEMS, OHO
3aBMCUT OT MHOMMX (PaKTOPOB, B TOM Yuche OT MacwTaba 3anpoca u xapakTepucTUK KaHana nepegayu
AaHHbIX. [laHHbIN aTpMbyT NO3BOMNSET OrpaHNYnNTb Bpems (B CEKyHOAX), B TEHEHUE KOTOPOro OXMOaeTcs
oTtBeT oT LDAP-cepBepa Ha eQnHWNYHBIA 3anpoc.

CuHrakcue ResponseTimeOut = LIEJTOE32
3HayeHue Lleroe uncro us guanasoHa 1..2%%-1.
3HayeHue no ymMonyaHuo 200

Atpubyt HoldConnectTimeout

ATpubyT HoldConnectTimeout ycTaHaBnNuBaeT nepuom BpeMeHU, B TeYeHNEe KOTOPOro AepXXUTcs
yCTaHOBIIEHHOE COoeauHEHMNE K CepBepY Ha cryyait, ecnv npuaeT K HeMy NoBTOPHbIA 3anpoc.
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CuHrakcmue HoldConnectTimeOut = LLEJTOE32

3HayeHue Llenoe uncno u3 gnanasoHa 0..6000

Mpwn 3Ha4eHumn 0 nocne obmeHa ¢ LDAP-cepBepoM coeanHeHme ¢
HUM cpasy 3aKkpblBaeTCcs.

B BMAOy Hanu4yusi NOrpeLHoCcT! B OOHY CEKYHAY HE peKOMeHayeTCs
BbICTaBNATbL 3Ha4YeHne B 1 cekyHAy, MOCKOSbKY 3TO MOXeT
NPUBECTU B HEKOTOPbIX CNy4asx K HeMeaIEHHOMY 3aKpPbITUIO
COefMHEHMS U K N3ObITOHHOMY OTKPbITUIO HOBOTO COELAMHEHMS.

3HayeHue nNo yMonyaHuio 60

Atpubyt DropConnectTimeout

ATtpubyT DropConnectTimeout ycTaHaBnnBaeT Nepuos BpEMEHN, Ha4yMHas C NepBON HEYAAYHOMN NOMbITKK
co3gaHusa coeanHeHus ¢ LDAP-cepBepoMm, B Te4eHe KOTOPOro HOBbIE MOMbITKN CO34aHUA COeQUHEHUSA C
HUM UFHOPUPYIOTCA.

CuHTakcuc DropConnectTimeOut = LIEJTOE32

3HayeHue Llenoe uucno n3 gnanasoxa 0..6000

Mpwn 3Ha4eHuun 0 B cnyyae Heyga4yHOM NOMbITKA YCTAHOBMEHMS
coefunHeHus ¢ LDAP-cepBepoM HOBbIE MOMbITKN He
UTHOPUPYIOTCS.

B BMAay Hanuumsi NorpelwHocTy B OJHY CEKyHOY He pekoMeHayeTcs
BbICTABNATb 3Ha4YeHue B 1 CeKyHAY, MOCKOSbKY 3TO MOXET
NPUBECTUN B HEKOTOPbIX CIy4YasiX K U3GbITOYHBIM MOMbITKAM
CO3[aHusl CoeaNHEHUS.

3HauyeHue No ymon4aHuto 5
Mpumep
MycTb cepTudukat napTHepa mumeeT Subject = "cn=candy, ou=nomadic"

[na noucka Takoro ceptugukata Ha LDAP-cepsepe (Active Directory -PucyHok 107),
HeobxooMMO ykasaTb aTpubyT SearchBase:

LDAPSettings (
Server = 10.1.1.1

SearchBase="ou=scenariol0, ou=0QA, ou=GINS, dc=gamsca, dc=ginsoftware,
dc=ru"
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File Edit View LDIF Help

Dic=gamsca,DC=ginsoftware DC=ru : Aftribute |

®- [ CN=Builtin “|ohjecteategory Ch=Parson, Ch=Schema, CN=Cod
@ ] CN=Computers “len candy
@ ] oU=Domain Controllers §§ useraccountcantrol GEO43
& 7] ChH=FareignSecurityPrincipals userprincipalname candy@gamsca.ginsofware.r
® 9 0U=GING dscureprnpagat?nndata 20030324103445.075
@ [ oU=04 |dscorepropagationdata 20030823201146.0Z

® [ oU=scenariol 0 dscorepropagationdata 16010101000417.02

“lcodepage 1]
&[] OU=gate |distinguishedname  CH=candy,0U=nomadic, 0U=scel
@ [ Ch=rngrmt “[whenchanged 20030824103445.0Z
Lo ] oU=nomadic §§ whencreated 20030823200802.0Z
|__°*| CR=candy pwdlastset 1270614294282 728496
D o — §§ Ingnncuunt. ]
“laccountexpires Q2233720368547 75807
[ cr=moan |1astiogaff 0
- [ Ch=revocked |objectguid ITLLOOKOEO = (~Mx -
— = z - "
Status: Ready
(— |

PucyHok 107
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11.5 Crpykrypa IKEParameters

CtpykTtypa IKEParameters onuckiBaeT rinodarnbHble HacTporku npotokona IKE. B koHdurypaumm gomkHa
ObITb TONLKO OAHA CTPYKTYpa AaHHOro Tuna. OTOW CTPYKTYpe MMSA HE NpuceBanBaeTcs.

Uma cTpyKTYpbI IKEParameters

ATpunOyThI DefaultPort
LocalPort
NATTLocalPort

SendRetries
RetryTimeBase
RetryTimeMax
SessionTimeMax
InitiatorSessionsMax
ResponderSessionsMax
BlacklogSessionsMax
BlacklogSilentSessions
BlacklogSessionsMin
BlacklogRelaxTime
IKECFGDefaultAddress
IKECFGPreferDefaultAddress
SALifetimeDelta
FragmentSize

Joruky ncnonbayemoro mexaHuama IKE-peTpaHcMmuccuii cMoTpuTe B pasgene «O6paboTka NakeTos —
peTpaHCMUCCUM».

MapameTpbl ¢ NnpecukcoMm Blacklog 3agatoT noBegeHve MexaHnsama Tak HasblBAaeMOro “4epHOro crnmcka”.
"YepHbIi cnncok" npegHasHadeH Ans 3awutbl ot DoS-atak (Denial of Service —oTka3 ot o6cnyxumBaHus).
"YepHbIi cnncok” MuHnMmnsnpyeT obpaboTky IKE-nakeToB OT NapTHEpPOB, HaXo4AWMXCS B "4EPHOM
crnvcke".

AtpubyT DefaultPort

ATpubyTt DefaultPort yctaHaBnuBaeT nopt Ansa npotokona IKE, koTopbii 6yaeT ncnonb3oBaH no
ymonyaHuto. [laHHasa HacTporika He MeHseT NopT, KoTopbi ncnonedyetcs Ans NAT traversal.

CuHrakcmue DefaultPort = LIEJTOE32
3HayeHue Llenoe uncno ns gnanasoHa 1..65535
3HayeHue No yMONn4YaHuo 500

Atpubyt LocalPort

ATpubyT LocalPort yctaHaBnMBaeT nokarsbHbIA NOPT, UCNomnb3yeMbin NnpoTokorom IKE.

CuHrakcme LocalPort = LIEJTOE32
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3HayeHue Llenoe yncno ua gnanasoHa 1..65535.
Ecnu yk3aHo 3HaueHue 0, BbibupaeTcss CBOOOAHLIN NOPT No
anropuTMy, peann3oBaHHOMY B ONepauuoHHON CUCTEME.
3HayeHue No yMoNn4YaHuo 500

Atpuoyt NATTLocalPort

Atpndyt NATTLocalPort yctaHaBnvBaeT nokanbHbii nopT ans NAT Traversal, ncnonbayembin
npotokonamu IKE u IPsec.

CuHrakcmue NATTLocalPort = LIEJTOE32
3HayeHue Llenoe yncno u3 gnanasoHa 1..65535.
Ecnu ykasaHo 3HaueHue 0, BbibnpaeTcst cBOGOAHbLIV MOPT NO
anropuTmy, peanM3oBaHHOMY B OMepaLnoHHON cucTeme.
3HayeHue No yMON4YaHu 4500

AtpubyT SendRetries

ATpnbyT SendRetries ycTtaHaBnMBaeT YMCIO NOMNbITOK Nocbifikv IKE-nakeToB napTHepy.

CuHrakcmue SendRetries = LIEJTOE32
3HayeHue Llenoe yucno u3 gnanasoHa 1..30
3HayeHue No yMONn4YaHU 5

AtpunoyT RetryTimeBase

ATpnbyT RetryTimeBase no3BonseT yCTaHOBUTb HaYasbHbIN MHTEPBAN B CEKYHAAX MeXAy NOBTOPHbIMM
nonbiTkamu noceinku IKE-nakeToB napTHepy. Ecnun oTBET He NonyyeH B TeYeHMe HavyanbHOro MHTepeana,
TO 3anpocC NOCbINAeTCsl MOBTOPHO U MHTEPBarn Mexay NOBTOPHbLIMY NONbITKAMU yBENMYMBaeTCs B ABa
pasa. OTOT MHTepBan yBenuynBaeTcs B ABa pasa Ao TeX nop, Noka:

e  He BygeT nonyyeH oTBET UNn

e  3HayeHue uHTepBana RetryTimeBase He gocturHeT 3HadyeHusa RetryTimeMax
(noBTOpPHBIE NONbBITKM BYAYT NpodomkaTbes ¢ MHTepsanom RetryTimeMax) un
KONMMYeCTBO MOMbITOK HEe AOCTUrHeT 3HavyeHns SendRetries.

CuHTakcuc

RetryTimeBase = LIEJIOE32

3HayeHue

Llenoe yucno u3 gnanasoHa 1...5

3HayeHue no ymonyaHuro

1

AtpubyTt RetryTimeMax

ATpnbyT RetryTimeMax no3BonseT ycTaHOBUTb MakCUMarbHbIA MHTEpPBar B CeKyHAax Mexay
NOBTOPHLIMY NonbITkaMu Nocblnkn IKE-nakeToB napTHepy. Ecnu BbicTaBneHHoe 3HadYeHne 31oro
aTpnbyTta MeHbLUe, YeM RetryTimeBase, To npu 3arpyske koHdurypauum atpnbyty RetryTimeMax
npuceavBaeTcs 3HadeHne RetryTimeBase.
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CuHTakcuc

RetryTimeMax = LIENIOE32

3HayeHue

Llenoe yucno n3 gnanasoHa 1..60

3Ha4eHue nNo yMonyaHuio

30

Atpunbyt SessionTimeMax

ATpunbyT SessionTimeMax orpaHn4MBaeT BpeMsi (B CeKyHAax) Ha Kaxayto ceccuto IKE.

CuHTakcuc

SessionTimeMax = LIEJIOE32

3HayeHue

Llenoe yncno u3 gnanasoHa 10..300

3Ha4eHue nNo yMonyaHuio

60

AtpubyT InitiatorSessionsMax

ATpubyT InitiatorSessionsMax yctaHaBnnBaeT MakcumarnbHO JOMYCTUMOE KONMYEeCTBO OAHOBPEMEHHO
nHuummpyemsbix IKE-ceccumn ons Bcex napTHEPOB.

CuHTakcuc InitiatorSessionsMax = LIEJTOE32

3HayeHue ymcno n3 ananasoHa 1..10000

3HayeHue No YMONYaHUK 30

AtpubyT ResponderSessionsMax

ATpubyT ResponderSessionsMax onpeaenseTr MakcMMarbHO JOMYCTMMOE KONMYECTBO OAHOBPEMEHHbIX
IKE-06meHoB, npoBoauMbix VPN-yCTpOMCTBOM CO BCeMM NapTHepaMu B Ka4ecTBe oTBeTYMKa. Ecnu
rnokanbHoe yCTPOMCTBO MMEET yka3aHHOe KONMYecTBO He3aBepLueHHbIX IKE-obmMeHoB B ponu oTBeTYMKa,
TO BCe Bxogsawme ISAKMP-nakeTbl, TpebytoLne ycTaHOBNEHUS HOBbIX OOMEHOB, UrHopupytoTca (6e3
OnoBeLLeHNst napTHepa).

CuHrakcue ResponderSessionsMax = LIEJTOE32

3HayeHue Llenoe uucno 13 guanosoHa 1..10000

20

3HayeHue no ymonyaHuro

Atpubyt BlacklogSessionsMax

BlacklogSessionsMax ycTaHaBnmBaeT HayarnbHOE YNCIO pa3peLleHHbIX 0AHOBPEMEHHBIX IKE o6mMeHOB,
UHULMNPYEMbBIX OOHUM napTHEPOM®, TOJIbKO YTO NOMABLLMM B "4epHbli civcok”. Mpu KaxkaoM cnegyowem
HeyaayHoMm 3aBepueHun IKE obmeHa uncno paspelueHHbix ogHoBpeMeHHbIX IKE obmeHoB ans gaHHoro
napTHepa CHMWXaeTcs BABOE C OKPYrreHMeM B MEHbLLYIO CTOPOHY, BMNMOTb A0 3HaYeHus,
yCcTaHaBnMBaeMoro napameTpomMm BlacklogSessionsMin.

°B AaHHOM cny4yae napTHep uaeHtTudgmumpyeTca no nape ip:port. Noka napTHep He ayTeHTUMUmMpoBaH (T.e. ¢
TakvM NapTHEPOM Ha AAHHbIN MOMEHT HeT Hu ogHoro ISAKMP-coeanHeHns — SA), [ONYyCTMMOE KONMYEeCTBO
IKE-OOMEHOB MOXET CHMKATbCS B 3aBUCUMOCTM OT TOr0, HACKOITbKO yCrneLwHo 3aBepliatotcs |IKE-0OmeHbl ¢
3TUM NapTHepoOM.
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MpumeyaHme: Kak TONbKO NApPTHEP 3aHOCUTCS B "4epHbI CIMCOK", AN HEro Tekyllee 3HayeHne
paspeLleHHbIX 0HOBPEMEHHO NpoBoAMMbIX IKE 0BMEHOB He TOMbKO HaYMHAET YMeHbLIATLCH B ABa pasa
nocne Kaxaoro HeycrneLwHoro 3asepLieHms obMeHa, HO 1 YBENMYNBaTLCA Ha €ANHNLLY MO UCTEYEHUM
Kaxxgoro nHTepsana spemeru BlacklogRelaxTime (onvucaHHoro ganee).

CuHTakcuc BlacklogSessionsMax = LIEJTOE32

3HayeHue Llernoe uncno u3 ananasona 0..(2%%-1).
Ecnu 3Ha4eHune paBHO 0, TO "4epHbIi CMUCOK" HE NCMONb3YeTCs.

Ecnu 3Ha4veHune BlacklogSessionsMax 6onbLue nnu pasHo
ResponderSessionsMax, To atpndyTy BlacklogSessionsMax
npuceanBaeTcs 3Ha4yeHne ResponderSessionsMax

3Ha4eHue nNo yMonyaHuio 16

AtpubyT BlacklogSessionsMin

ATpunbyT BlacklogSessionsMin no3sonsieT yCTaHOBUTb MUHMMarbHOE YMCO paspeLleHHbIX
0[HOBpEMEHHbIX IKE 06MEHOB, MHULMUPYEMBIX HEAYTEHTUDULINPOBAHHBIM NapTHEPOM.

CuHTakcuc BlacklogSessionsMin = LIEJTOE32

3HaveHue Llernoe uncno u3 ananasona 0..(2%%-1).

Ecnu a0 3HaveHne pasHo, Nnbo npesbiwaeT
BlacklogSessionsMax, T0 uncno paspeLueHHbIX 04HOBPEMEHHbIX
IKE 06mMeHOB, MHULMNPYEMBIX HEAYTEHTUULIMPOBAHHbLIM

napTHEPOM, He CHMKaeTca (T.e. "4YEepHbIN CNUCOK® OTKIOYEH)

6

Ecnu 3Ha4eHue pasHo 0, TO Ana napTHepa, NnoBeeHne KoToporo
NPUBENO K NMOHWKEHMUIO YNCna paspeLlleHHbIX MHULMMPYEMbIX UM
oaHoBpeMeHHbIX |IKE obmMeHoB A0 3Ha4YeHus
BlacklogSessionsMin, urHopupyetcs Becb IKE-Tpaduk, a Bce
MMeroLLmecsa ¢ HUM HedoCTpoeHHble IKE-ceccnn yHUYTOXaloTCA
(cutyauusa “Access denied”).

3HayeHue no yMON4aH1o 0

AtpubyTt BlacklogSilentSessions

ATpubyT BlacklogSilentSessions no3BonsieT ycTaHOBUTb YMCO aKTUBHbIX OOMEHOB, MHULNMNPOBAaHHbIX
HeayTeHTUOULNPOBAHHBIM MApPTHEPOM, MO JOCTMXKeHUN koToporo VPN-ycTpolicTBO nepectaeT
MHOPMUPOBATL NapTHEPA O NPUYUHE HEYCNELLHOMO 3aBepLUEHNs UHULMUMPOBaHHOTO M IKE-obmeHa.

CuHTakcue BlacklogSilentSessions = LIEJTOE32

3HayeHue Llenoe uucno 13 auanasoHa O..(232-1).

Ecnu aTo 3HaveHune Gonbluie, yem BlacklogSessionsMax, To
MHNUMATOP He orpaHn4nBaeTCca B TaKUX onoBeLleHUsAX.

Ecnu 3HaveHue pasHo 0 nubo 1, To HeayTeHTUMLMPOBAHHbIN
napTHep HUKOrga He OMoBELLAeTCs O NPUYMHAX OLLIMOKK
WHWLMMPOBAHHOIO UM OOMeHa.

6 I'Ipw 3arpyske KOH(bI/IpraLI,I/II/I C OMKITRYEHHbIM «4€pPHbIM CIMNCKOM» BCA CTaTUCTU4YeCKadA VIHd’)OpMaLI,I/Iﬂ [0}
«MNNOXMX» NapTHepax 06pa0b|BaeTc;|. Ecnu xe «‘-IeprIVI CMUCOK» BKJTIOYEH, TO K yXe MMEIOLLLENCS HAKOMNIEHHOM
CTaTUCTUKE NMPUMEHAIOTCA HOBble NapaMeTpbl HACTPOEK «4YEPHOro CrncKka».
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3HayeHue no YyMON4aH1Ko 4

AtpubyT BlacklogRelaxTime

ATtpubyT BlacklogRelaxTime ycTtaHaBnuBaeT nHTepBan BpemeHu (B cekyHaax) penakcauum "4yepHoro
crnmcka".

e 3a yKkasaHHbll Nepuos BPEMEHN YNCNO paspeLlEHHbIX 0AHOBPEMEHHbBIX IKE 06MeHOB ANst Kaxaoro
napTHepa, HaxoAsLerocsi B "4epHOM Crmcke", yBenuunBaeTcs Ha eamHuLy. Mo ncreyeHnm
CNefyoLLEero Takoro )Xe MHTepBana BPEMEHMU, TEKYLLNE 3HAYEHNS pa3peLLeHHbIX OOHOBPEMEHHO
npoBoanMbix IKE 06MeHOB Ansi KaXk4oro napTHepa onsiTb YBENMYMBAETCH Ha eanHMLY U T.4. OTOT
WHTepBan BPEMEHWN OTCYUTLIBAETCS C MOMEHTA NOCeaHEen 3arpy3km KoHpUrypawmu.

o Kak Tonbko Tekyllee 3HavyeHne paspeLleHHbIX OAHOBPEMEHHO NPOBOAUMbIX NapTHepoMm IKE
0OMeHOB HauMHaeT npeBbllaTh 3HadeHne BlacklogSessionsMax, Takon napTHeEp MUCKIo4YaeTcs 13
"yepHoro cnucka".

CuHrakcme BlacklogRelaxTime = LIEJTOE32

3Hayenue Llenoe uncno n3 guanasoHa 0..(232-1).
0 — 6eckoHeYHOEe BpeMsi (MapTHep nonagaeT B "4epHbI CNNCOK"
HaBcerga).

3HayeHne No yMOnyaHuto 120

Mpumeyarue MoMMMO MexaHn3Ma penakcauum, napTHep Takke MOXeT bbiTb

MKITHOMEH M3 "4epHOro cnucka" B crnegyowwmx cryyasx:
npuv nepesanycke cepsuca

npw 3arpyske KOHUrypauum ¢ oTKMIOYEHHbIM "4epHbIM
cnmuckoM" (c aTpmbyTtom BlacklogSessionsMax = 0)

npv namumaumm IKE obmeHa co cTopoHbl nokansHoro VPN
yCTpOMCTBa C uenbto yctaHoBneHuns ISAKMP (IPsec)
coenHeHns

ecnu napTHepy yaanock yctaHoBuUTb ISAKMP (IPsec)
coenHeHue ¢ nokanbHbeiM VPN yCTpONCTBOM, U TEM
caMblM NapTHep ObIN ycneLwHo ayTeHTUULMPOBaH.

Atpunoyt IKECFGDefaultAddress

AtpnbyTt IKECFGDefaultAddress 3agaet IP-agpec, koTopbiii 3anpawumsaeTtcsa y MK «C-Teppa Wnto3» no

IKECFG.

CuHTakcuc IKECFGDefaultAddress = IP-agpec

3HayeHue IP-agpec.
3HaueHune 0.0.0.0, o3Ha4aeT, 4YTO KNMEHT 3anpalumBaeT
NPOW3BOSbHLIN agpec 13 nyna.

3HayeHue No yMONn4YaHUo 0.0.0.0

" B maHHOM cryyae cumMTaeTcs, YTo nokanbHoe VPN yCTPoNCTBO NOTEHLMANBHO AOBEPSIET NAPTHEPY, C KOTOPbIM
OHO XO4eT YCTaHOBUTb COeAUHEHME, N MHpOpMaLUs, HaKoMnNeHHas B "YepHOM CrMcke", Ans Takoro napTHepa
cbpacbiBaeTcsl.
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Atpunoyt IKECFGPreferDefaultAddress

AtpunoyTt IKECFGPreferDefaultAddress 3agaet pexxum ncnonb3oBaHust IP-agpeca, ykazaHHOro
atpubytom IKECFGDefaultAddress. B cnyyae, ecnu IKECFGDefaultAddress npoTuBopeunTt ceTeBomn
KOHUrypauum (Hanpumep, KOHNUKTYET C NokarbHbIMU agpecamu), oH He ByaeT UCnosb3oBaThCS, BHE
3aBmcuMocTu oT 3HayeHus IKECFGPreferDefaultAddress.

CuHTakcuc IKECFGPreferDefaultAddress = TRUE | FALSE

3HaueHue TRUE — npwu ctapTte vpnsvc ncnonbayeT IKECFGDefaultAddress B
3anpoce agpeca no IKECFG (gaxe, ecnu IKECFGDefaultAddress
Hyneson).

Mpu nepesarpyske unu nameHeHnn IPsec-koHdurypaumu, koraa
npoucxoamnT yaanexue scex IKE SA, IKECFGDefaultAddress
ToXe byaeT MCnonb3oBaH Kak HayarnbHbIN.

FALSE - oTcbinaetcsa

3HayeHue No YMONYaHUK FALSE

Atpubyt SALifetimeDelta

ATpunobyTt SALifetimeDelta no3BonsieT ycTaHOBUTL Cry4alHbli pa3bpoc Bo BpeMeru xusnm IKE u IPsec
SA. 3T10T aTpMnbyT MOXET BbiTb NONE3eH B Cry4yae MaccoBOro nepecosgaHns SA.

CuHTakcuc SALifetimeDelta = LLEJTOE32

3HayeHue Llenoe uucno u3 gnanasoxa 0..50

3HaveHne — MakcumarnbHbIV NPOLIEHT, HA KOTOPbIN MOXET ObITb
yMeHbLUeHo Bpems gencteusa SA (LifetimeSeconds). PeansHoe
3Ha4eHue onpegensdeTca cnydamHsiM o6pasom ot 0 Jo aToro
Makcumyma.

3HayeHue No yMonyaHuo 0 — oTKMNOYaAET MEXaHM3M CNy4aHOro U3MEHEHNs1 BpEMEHM
»un3Hu IKE SA n IPsec SA.

Mpumeyanue Ons pecnoHpepa 3HadveHne SALifetimeDelta 6ynet ncnonb3osaHo
TONbKO MPUW YCINOBUW, ECIV UHULMATOpP Npeanaraet 3HavyeHne
Gonbluee unu paBHoe fokanbHOMy napameTpy LifetimeSeconds.

Ecnu nokansbHoe 3HadeHune IKETransform.LifetimeSeconds paBHo
0, To gna gaHHoro npasuna SALifetimeDelta He ncnone3syeTtcs.

Atpubyt FragmentSize

ATpubyT FragmentSize ynpaBnseT yHKUMOHANbHOCTbIO hparmeHTupoBaHus IKE-nakeToB. OTOT atpmbyT
pekoMeHAyeTCs UCNofb30BaTh B Clly4ae MaccoBOro nepecosgaHns SA.

CuHTakcue FragmentSize = LUENTOE32

3HayeHue Llenoe uncno u3 gnanasoHa 0..65535.

3Ha4yeHne — makcumarbHbI pasmep pesynbTupytoLero IP-
nakeTa® B 6anTax.

® Cnepnyet yunTbiBaTh, YTO ONEPALIMOHHAS CUCTEMA CamMa YCTaHaBNMBAET AMMHY ip-3arofoBka, YTo MoXeT
NPMBOANTb K PaKTUYECKOMY YMEHBbLLEHWIO ANWHbI ip-nakeTa ¢ IKE-parmeHTOM Ha BeNUYUHy Ao 44 Gant
(MakcmansHO AoNyCTUMBIN pa3mep ip-3aronosBka — 64 6anta, Hambonee YacTo ucnonb3eymoii — 20 6anT).
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3HaueHue 0 oTknroyaeT PYHKUMOHANBHOCTL (hparMeHTUPOBaHNS
IKE-nakeToB. [NapTHEP 0 noaaepxke parmeHTupoBaHus IKE-
nakeToB He onoseLllaeTcs, oTcbinaemsle IKE-nakeTbl He
dparmMeHTUpyTCS, NpUMHUMaeMble )parMeHTbl He cobuparoTcs.
HeHyneBoe 3agaHHOE 3Ha4YeHEe MOXET KOPPEKTMPOBATLCS B
BOonbLUY CTOPOHY Takum 06pa3om, YTOObI MakcMMarneHO
BO3MOXHbI ISAKMP-nakeT annHon 64Kb mor 6bi1Te pa3but Ha
255 cbparmeHTOB.

3Ha4eHue nNo yMonyaHuio 576

11.5.1 OOpaboTKa nakeToB — peTPaHCMUCCUM

1. Wcnonbayembiit MexaHnam IKE-peTpaHcMUCCUiA HaxoauTcs B obLeit KOHLEeNLUUn, cornacHo
KOTOPOW MHULMATOP, UCXOAS U3 HAaNM4MsA COBCTBEHHLIX PECYPCoB, NPoABMAeT
HacTOMYMBOCTb M JOBMBAaETCH Yero-To OT OTBETUMKA, a OTBETUYUK, BO NepBbIX, He foBepseT
MHULMATOPY HAacKOmMbKO 3TO BO3MOXXHO, BO-BTOPbLIX, MO-MaKCUMyMy GepexeT CODCTBEHHbIe

pecypchbl.

e WHuumatop, B 6ONbLUMHCTBE Cryyaes, ABMASACH aKTMBHOW CTOPOHOM, MocCbkinaeT
odepegHou nakeT IKE-obmeHa 1 3aTem nepenockinaeT ero (B COOTBETCTBUM C
HaCTpoWkaMu peTpaHCcMUCCUn — aTpnbyTbl SendRetries, RetryTimeBase U
RetryTimeMax) A0 Te€X NOP, NOKa HE NOMyYMT OTBETHLIW NAKET OT OTBETYMKA.

Takum obpasom, nHMumaTop BbiNonHAeT paboTy 3a BOMX:

e EeCn NCXoAsLWNIA OT UHMLMATOopa NakeT He JoLen 0 OTBETYMKA, TO OTBETYMK ero
He o6paboTaeT 1, COOTBETCTBEHHO, HUKakK He OTBETUT MHUUMaTopy. Ho ncxoasawui
nakeT MHULMATOPOM MOXET ObITb NepenocnaH (BO3MOXHO, C N-OW MOMbITKM),
OTBETYMK €ro nony4ut, obpaboTaeTt 1 OTOWNET OTBET

e ecnu e npobrnema Bo3HUKMNa Ha 0OpaTHOM NyTK (T.e. NakeT OT OTBETYMKA
NoTepsAncs Ha NyTU K MHMLMATOPY), TO ANdA MHMLMaTopa 3Ta cuTyaums
JeTeKTUpyeTCHa TOYHO TaK Xe, KaK U nepsasi — TO eCTb MHULMATOP OTBETHOTO
nakeTa »gar, HO 3a OTBeAEeHHbIN timeout Tak u He goxaancsa. Toraa nHuymaTop
nepenockifiaeT CBOW NOCNeaHUN UCXOASALLMIA NakeT, OTBETYUK CHOBA ero nosiyyaer,
pacrnosHaeT ero kak coBnagarLLnin ¢ nocnegHMM nakeTom oT MHMumMarTopa, T.e.
peTpaHCMUCCUIO, U B OTBET NepenochifiaeT CBOW NOCHEAHNI NaKeT.

2. CobbITVsA ANa nepenocbInku:

e [NS CTOPOHbI, BLIMOSHSAIOLLEN aKTUBHYIO POfb B PETPAHCMMUCCUAX, COBLITUEM OIS
nepenochbIyikKn CBOEro nocrneanHero naketa ABnAeTca Taﬁlmep M OTCYTCTBUE OTBETa OT
napTHepa

e NS NacCBHOWN CTOPOHbI cobbITnemM ans nepenochbISIKKN CBOEro nocriegHero naketa
ABNAETCA NnonyvyeHne peTpaHCMUCcCum OT napTHepa.

3. B cueHapusx IKE, B koTOpbIx OTBETYMK 0OpabaTbiBaeT nocnegHuii naket (Aggressive Mode
n Quick Mode 6e3 nogaepxku Commit Bit), 0OTBETYMK CTAHOBUTCS aKTMBHOW CTOPOHON MpK
OXnaaHuM nocnegHero naketa obmeHa. B aTnx cnydasx MHALMATOP YXe HEe MOXeT
BbIMOSHATL aKTUBHYIO POfib, TaK Kak OH B NI0OOM cryyae Mo CLEeHapuio He nonyvaeT
OTBETHbIN NakKeT.
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11.6 Ctpyktypa SNMPPollSettings

CTpykTypa 3agaeT HacTpOnK/ Ans Bbligavn nHgopmaumm no 3anpocy SNMP-meHenxepa. B
KOHGMrypawmm gormkHa ObiTb TONbKO OHA CTPYKTYpa AaHHOro Tuna. OTOM CTPYKTYpE UMS He
npuceavBaeTcs.

Wmsa cTpyKTYpbI SNMPPollSettings

ATpunOyThI LocallPAddress
Port
ReadCommunity
SysLocation

SysContact

AtpubyT LocallPAddress

ATpubyT LocallPAddress 3agaét cnmcok nokanbHbixX |Pv4-agpecos, Ha KOTOPbIA MOXHO MONyyaTb
3anpockl oT SNMP-meHepxkepa. YkasaHue IP-agpeca 0.0.0.0 akBuBaneHTHO ykasaHuio koHCTaHTbl ANY.

CuHTakcuc LocallPAddress = IP | ANY

3HayeHue IP — cnucok nokanbHbIX IP-agpecos

ANY — Bce nokaneHble IP-agpeca

3HayeHue No yMon4yaHuio ANY

AtpubyT Port

ATpubyT Port 3agaét nopT, Ha KOTOPbIN MOXHO nony4yaTe SNMP-3anpocsl.

CuHrakcue Port = LUEJTOE32
3HayeHue Lienoe 4mcno u3 ananasoHa 1..65535
3HayeHue No yMonyaHuo 161

Atpubyt ReadCommunity

ATpubyT ReadCommunity urpaeT ponb napons npu ayteHTudunkauum coobweHmn SNMP u paspeluaet
SNMP-meHepkepy YTeHue cTaTucTukm U3 6asbl ynpaeneHns SNMP-areHTa.

CuHTakcue ReadCommunity = CTPOKA
3HayeHue NPOn3BOSbHbIN hopmaT
3HayeHune No yMonyaHuio He cyLLecTByeT, aTpnbyT 06s3aTenbHbIN

Atpunbyt SysLocation

ATpnbyT SysLocation cogepxuT nHdopmaumo o pusndeckom pacrnonoxeHmm SNMP-areHTa.

CuHTakcuce SysLocation = CTPOKA
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3HayeHue npon3BoIbHbIA hopmaT, Hanpumep "Building 3/Room 214"

3HayeHHue No yMON4YaHMKo nycTad CTpoKa

Atpubyt SysContact

ATpubyTt SysContact cogepXxuTt MHOpMaLMi0 O KOHTAKTHOM fuLe, OTBETCTBEHHOM 3a paboTy SNMP-

areHTa.
CuHrakcmue SysContact = CTPOKA

3HaveHue NpPoun3BONbHbLINA hopmaTt, Hanpumep e-mail, TenedoH 1 1.4
3HayeHue nNo yMoNn4yaHuto nycrasi CTpoka.
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11.7 Ctpyktypa SNMPTrapSettings

CTpyKTypa 3agaeT HacTPOWNKM AN Bblgavyn areHTOM COOBLLEHNA MeHeAKepy O BO3HUKLLEM NpepbiBaHUN B
Bnage SNMP-TpanoB. B koHdurypauum gomkHa ObiTb TONbKO OHA CTPYKTYpa AaHHOro Tuna. OTomn
CTPYKTYpE UMsi He npuceanBaeTcs. [1py OTCYTCTBMM 3TOM CTPYKTYPbl TPAn-CoOBLLEHNS HE BbICLINAOTCS.

Wmsa cTpyKTYpbI SNMPTrapSettings
ATpunbyThI Receivers

AtpubyT Receivers

ATpubyT Receivers 3agaét cnmcok nonyyatenen SNMP-TpanoB u JONONHUTENbHbIE HACTPOWKU.

CuHTakcuc Receivers* = TrapReceiver
3HayeHue No ymonyaHuto He cyllecTByeT, aTpnbyT 0ba3aTenbHbIV
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11.8 Crtpyktypa TrapReceiver

CTpykTypa onuckiBaeT ogHoro nonyyatens SNMP-TpanoB 1 4ONONHUTESbHbIE HAaCTPOWKK AJ1st TpanoB.,

OTCbll1T@aeMbIX Ha Hero.

Wmsa cTpyKTYpbI TrapReceiver

ATpunOyThI IPAddress
Port
Community
Version

LocallPAddress

AtpubyT IPAddress

ATtpubyT IPAddress onuceiBaeT IP-agpec nonyvatend SNMP-tpanos.

CuHTakcuc

IPAddress = IP

3HayeHue

IP-agpec

3HayeHue no yMon4yaHuto

He cyliecTByeT, aTpnbyT ob6a3aTeNbHbIN.

AtpubyT Port

ATpubyT Port 3agaet UDP-nopT, Ha koTopbli SNMP-meHepkepy 6yayT BeiCbINaTbCA Tpan-coobLieHus.

CuHTakcuc

Port = LIENOE32

3HauyeHue

Lienoe 4mcno u3 ananasoHa 1..65535

3HayeHue No yMon4aHuio

162

Atpubyt Community

ATpubyT Community urpaeT pofib MAeHTUUKaTopa OTNpaBUTeNs Tpan-coobLLEHUSs.

CuHTakcuc

Community = CTPOKA

3HauyeHune

NPOn3BOSbHbIN hopmaT

3HauyeHue nNo yMonyaHuio

He cylllecTByeT, aTpubyT 06a3aTenbHbIi

AtpunbyT Version

ATpubyT Version ykasbiBaeT Bepcuto SNMP, B KOTOpor hopMUpYHOTCS Tpan-CcoobLLEHNS.

CuHTakcuc

Version = V1| V2

3HayeHue

V1 — SNMP Bepcun 1
V2C — SNMP Bepcum
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3HayeHue no ymMonyaHuo Vi

AtpubyT LocallPAddress

Atpubyt LocallPAddress 3agaet IP-agpec, ¢ koToporo 6yayT oTnpaBnsiTbCcs Tpan-coobLueHns. MoxHo
BMecTO IP-agpeca ykasaTb nMmsa ceTeBoro nHrepdetrica.

CuHrakcmue LocallPAddress = IP | LogicalName

3HayeHue LogicalName — nmsa ceTeBoro uHtepderica, JOMKHO coBnaaaTh C
oaHUM 13 umeH LogicalName B cTpykType NetworkInterface.
Ecnu ykasaHHomy LogicalName cooTBeTCTBYET HECKOSIbKO
ceTeBbIX MHTEPdENCoB nnNu agpecos, To ByaeT UCNoNbL30BaH
oaunH agpec’

IP-agpec nHtepdeinca. Ecnu ykasaHo 3HayeHne 0.0.0.0, agpec
OyneT Bblbnpate OC B 3aBUCMMOCTM OT agpeca HasHavyeHus.

3HayeHUe No YMONYaHUK 0.0.0.0

9 MepBbI agpec nepBoro noaxoadaLero uHTepdenca B COOTBETCTBUM C MOPAOKOM BblAayn NHTEPdENCOB U
agpecoB 6UBMoTeKoM ni.

S-Terra Client Copyright © S-Terra CSP 2003 - 2016 149



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

11.9 Crtpykrypa RoutingTable

CrtpykTypa RoutingTable onvcbiBaeT MapLUpyTbl, KOTOpble 400aBNSAOTCSA B CUCTEMHYO Tabnuuy
MapLpyTusaumm. Ecnu npmn pobasneHumn mapLipyTta B CUCTEMHYIO Tabnuuy BO3HUKaET oLimbKa, 3To He
npepbiBaeT 3arpy3ky LSP. CooTBeTcTBYIOLLEE NpeaynpexaeHme nepeaercs yepes cuctemy
NPOTOKOMMPOBAHWSI.

Mpu oTrpy3ke KoHUrypaLmm mapLupyTbl U3 CUCTEMHON Tabnuubl MapLpyTusaun 6yayT yaaneHsol.

lMpegnonaraetcs, YTO NOMb30BaTENb HE CO34aAET U HE yaanseT MapLpyThl C TEMU Xe agpecamu
HasHa4veHus (Destination), 4Tto ykasaHbl B LSP.

Ecnu npu goGaeneHnn mapLlipyTta B CUCTEMHYIO Tabnuuy BO3HMKaET olwmnbka, TEM HE MeHee, 3arpyska
LSP npopgommkaeTcsi, a COOTBETCTBYIOLLEE NPeaynpexaeHne nepeaaeTcsl Yepes cucTemy
NMPOTOKOSIMPOBaHMS.

B KoHburypauum gonyckaeTcst TONbKO OAWH 3K3EMMIISIP 3TON CTPYKTYpPbl. OTOWM CTPYKTYpe HE MOXET OblITb
NMPUCBOEHO MMSI.

Wms CTpyKTYpbI RoutingTable
ATpunbyThI Routes

AtpubyT Routes

ATpuBYT Routes coaepXknT Cnncok 3anucen ans go6asneHnst B Tabnuuy mapLipyTusaumu.

CuHrakcuc Routes* = Route
3HayeHue No ymonyaHuto He cyliecTByeT, aTpnbyT ob6a3aTeNnbHbIN.
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11.10 CtpykTypa Route

CTpykTypa Route onvcbiBaeT ogHy 3anvch (MapLupyT) B Tabnuvue mapLupyTusaumm.

Nmsa cTpyKTYpbI Route
ATpunbyThI Destination
Gateway

NetworkInterface

AtpubyT Destination

ATpubyt Destination 3agaeTt agpec HazHadeHusa (Nony4artens) nakeTta.

CuHTakcuc Destination = IP | IP/LUEJIOE32

3HayeHue IP —agpec
IP/UENOE32 — IP-agpec ¢ Mackow nogcetu

[ns ykazaHusa mapLupyTa, KoTopbin 6ygeT ncnonb3oBaTbCs No
ymonyaHuio, IP-agpec n macka noaceTn JOMKHbI UMETb 3HayYeHne
0.0.0.0/ 0.

MapLupyT No yMon4YaH1io — MapLIpyT, No KoTopomy 6ynet
oTnpaBrieH nakeT, ecnu IP-agpec Ha3HayYeHwus, ykasaHHbI B
3arosioBKe nakeTa, He CoBnagaeT HM C OAHUM agpecoM
HasHa4yeHus B Tabnvue MapLupyT13aumu.

3HaueHue no yMon4aHuio OTCYTCTBYET, aTpubyT 06si3aTeNnbHbIN.

AtpubyTt Gateway

AtpubyT Gateway 3agaet |IP-agpec ycTponCTBa, Ha KOTOPLIW HYXXHO NepedaTtb NakeT Ans NPOABUXEHUS
ero k nonyyatento naketa. ATpubyt Gateway AOMmKeH OTCyTCTBOBaTb NpW Hanuummn atpubyra

NetworkInterface.

CuHrakcmue Gateway = IP

3HayeHue IP-agpec

3HayeHue No yMonyaHuto ucnoneayeTtcs 3HaveHue u3 atpubyta Networklinterface.

Atpunbyt Networkinterface

ATtpubyT Networkinterface ykasbiBaeT ums BbIXOAHOIO MHTepdenca, Ha KOTOPbIN HY)XHO nepeaaTb nakeTt
AN NpoABWXeHNs ero kK nonyyatento naketa. ATpnbyT Networkinterface gomkeH oTcyTcTBOBaThL Npuy
Hanuuum aTpubyTta Gateway.

CuHrakcmue Networkinterface = CTPOKA
3HavyeHue nms nHTepdenca
3HayeHue No yMonyaHuto ucnonb3yeTtcs 3Ha4veHne u3 atpnbyta Gateway.

S-Terra Client Copyright © S-Terra CSP 2003 - 2016 151



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

11.11 Ctpykrypa IPsecAction

CrpykTypa IPsecAction 3agaeT npaBuno co3gaHusi KOHTEKCTa COeaUHEHUS ANsi MPOTOKOOB CEMENCTBA
IPsec. OTom cTpykType MoxeT 6bITb MPUCBOEHO UMSL.

Uma cTpyKTYpbI IPsecAction
ATpunbyThI TunnelingParameters

ShuffleTunnelEntries
CryptoContextsPerlPSecSA
GrouplD
ContainedProposals
IKERule
NoPathMTUDiscovery

MTU

NoSmoothRekeying
InputFilter

OutputFilter

PersistentConnection

Atpubyt TunnelingParameters

ATpubyT TunnelingParameters onucbiBaeT NapameTpbl BHELHero |P-3aronoBka nakeTa, KOTOpbIN
pobaBnsieTcst B TyHHeNbHOM pexume IPsec. Ecnn B TunnelingParameters ykasaHo 6onee ogHoro
3ANeMeHTa, TO 3NeMeHTbl UCMOMb3YTCS Kak anbTepHaTUBHbIE NapTHepbl. ECnn He yaanock ycTaHOBUTL
IPsec-TyHHerb ¢ napTHEPOM, TO NPOU3BOAMTLCS NOMNbITKA YCTAHOBUTL TYHHENb CO Crieayowum
napTHepoM B CMMUCKe, U Tak Janee 40 OKOHYaHWUS Crncka.

CuHrakcue TunnelingParameters* = TunnelEntry

3HauyeHue No ymon4aHuto MCMNonNb3yeTcs TPAHCMOPTHbIN pexum 0

Mpenynpexaexve ecnu mexagy naptHepamu o6HapyxeH NAT, To co3gaBaTb
coevHeHWe B TPaHCMNOPTHOM peXMME Henb3s.

Atpunoyt ShuffleTunnelEntries

ATtpubyTt ShuffleTunnelEntries 3agaeT nopsgok NPUMEHEHUS CTPYKTYP TunnelEntry B atpubyTe
TunnelingParameters. ATpubyT ShuffleTunnelEntries nrHopupyetcs, ecnu atpnbyTt TunnelingParameters

He 3ajaH.

CuHTakcue ShuffleTunnelEntries = TRUE | FALSE

3HavyeHue TRUE — npwu 3arpyske KoHdurypawmm TyHHenNu B crmcke
TunnelingParameters nepemelunBatoTcs cnyvyanHeiM 06pazom
FALSE — npu 3arpyske KoHurypaumm TyHHenum B crnvcke
TunnelingParameters NnpuMeHsIOTCS B NOPSIAKE NepeyYncrneHms

3HayeHue nNo yMonyaHuo FALSE
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Atpubyt CryptoContextsPerlPSecSA

ATpunbyt CryptoContextsPerlPSecSA 3agaeT KONMYeCcTBO OTKPbIBAEMbIX KPUNTOrpadhnieCcKkmx KOHTEKCTOB
Ha oauH IPsec SA, co3gaHHbIN No aTomy npaeuny IPsecAction. Hanuune Heckonbkmx
Kpuntorpadunyeckmx KOHTEKCTOB NO3BONAET pacnapannenntb 0opaboTky nakeToB ogHuM IPsec SA.

CuHrakcmue CryptoContextsPerIPSecSA = LIEJTOE32

3HayeHue Llenoe yncno u3 gnanasoHa 1..128

3HayeHune no ymonyaHuo 3HaveHune GepeTcsa u3 carna agent.ini (napameTp
DefaultCryptoContextsPerlPSecSA).

AtpubyT IKERule

ATtpubyTt IKERUle aBnsetcs cebinkon Ha IKE npasuno, nog 3awmutomn Kotoporo cosgaetcs IPsec SA.

CuHTakcuc IKERule = IKERule

3HaueHue Mo yMon4aHuio He cyllecTByeT, aTpubyT 06s3aTeNbHbIN.

Atpubyt GrouplD

ATtpubyT GrouplD 3agaeT napameTpbl NOMYyYeHUs KIoYeBoro Matepmana. Micnonb3yeTtcs anroputm
Onddu-Xennmana, nubo VKO GOST R 34.10-2001, nn6o VKO GOST R 34.10-2012. NapameTpsbl
3agaroTcs B Buge cnvcka. Ecnm cnmcok He nycT, To ANS nHMumaTopa CoeanHEHUS KNoYeBon maTepuman
BCerga 3agaéTcs corfacHo NepBoMy KOMMOHEHTY cnucka. [1ns oTBeTYnka npucnaHHoe npeanoxeHue
WHMUMaTopa CpaBHMBAETCA NOCNeaoBaTeNlbHO CO BCEMW 3f1eMEHTaMM CBOEro Cruncka.

CuHrakcmue GrouplD = VKO_1B, MODP_768, MODP_1024, MODP_1536,
NO_PFS
3Hayenue VKO_1B — ucnonssyetcsa anropyutm VKO GOST R 34.10-2001,

ANnHa Knoda 256 out

MODP_768 — gnuHa kntoya 768 6ut — rpynna 1
MODP_1024 — gnvHa kntoya 1024 6uta — rpynna 2
MODP_1536 — gnvHa kntoda 1536 6uT — rpynna 5

NO_PFS — o6meH kntodamu Bo BTopow ¢ase IKE He
ncnonb3yeTtcs

3HayeHue No yMoN4YaHuio KnoveBon maTepuan saMMmcTeyeTcs 13 nepson assl IKE.

Atpubyt ContainedProposals

ATpubyT ContainedProposals 3agaeT BapMaHTbl COBMECTHOMO NpumeHeHust IPsec-npotokonos (AH 1
ESP). Yncno BapmaHTOB He orpaHnyeHo. BapuaHTbl 3agatoTcs ¢ ucnornb3oBaHuem cTpyktyp AHProposal
n ESPProposal. Ctpyktypbl AHProposal n ESPProposal moryT rpynnMpoBaTbCsi, NO3BOMSAS
obpabaTbiBaTbh Tpaduk komOmHaumen npotokonos AH n ESP.

ATpunbyT ContainedProposals coaepXut cnncok eamHnyHbIX cTpykTyp AHProposal n ESPProposal nnmn nx
nap B nopsigke yobiBaHWs npuoputeTa.

CuHrakcue ContainedProposals *= Proposal

Proposal *= (AHProposal [,ESPProposal])|ESPProposal
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3HayeHue Yncno anemMeHToB Cnucka HeorpaHMyeHo. Bce anemMeHThbl cnmncka
HOHMHbI6Hpr83ﬂMHHHMM.

OpavH anemMeHT cnucka coaepXxut 4o AByx npeobpasoBaHuii ¢
Pa3NMN4HbIMKU NMPOTOKOJ1aMW.

Ecnu anemeHT cnncka cogepxut AHProposal n ESPProposal, To
OHW JOIMKHbI CeaoBaTh B yKa3zaHHOM Mopsiake.

MHuumaTtop coeanHeHnst NocbinaeT napTHeEPY BCE BapUaHThI
napameTpoB 3aLUTbl COEANHEHUS], YKa3aHHble B aTpubyTte
ContainedProposals, ¢ uernbio nx cornacoBaHnsi BO BPEMS BTOPOW
dasbl IKE —ceccum.

OTBeTHas CTOpPOHa NpUCHaHHble NPeasioKeHNs nHmuuarTopa
coefMHeHMs NocnefoBaTeNlbHO CPABHUBAET C KaXKObIM
3MeMeHTOM CBOEro Crnvcka npeasioxeHun n BeibnpaeTt nepeoe
coBnasLuee. [Npu nepebope 6onee npMopuTETHLIM ABNAETCA
CMMCOK Ha CTOPOHE OTBEeTYMKA.

MapameTpbl NpeobpasoBaHuii 1 KOMBUHaLNSA NPoTokonoB AH u
ESP onpegensaioT Ka4ecTBO 3alnTbl COEANHEHNS.

3anuck (ahl, espl), (esp2), (ah3) o3Ha4aeT, YTO
paccMmaTpurBalTCa BapuMaHTbl KOHTEKCTOB: NMOO cBA3ka (ahl,
espl), nNMbo esp2, Nnbo ah3.

3HaueHue Mo yMon4aHuio He cyliecTByeT, aTpubyT 06s3aTeNbHBbIN.

Mpumep

ContainedProposals *=
(IPsec_ah md5, IPsec_esp des3), (IPsec_ah md5, IPsec esp idea)
(* (AH(MD5) m ESP(DES3) wmiam AH (MD5) m ESP(IDEA) *)

ContainedProposals *=
(IPsec_ah md5, IPsec esp des3), (IPsec_ah mdb)
(* (AH(MDS5) m ESP(DES3) wmium AH(MD5) *)

ESPProposal IPsec esp idea(
Transform *= ESPTransform(
CipherAlg = "IDEA-CBC"

)
AHProposal IPsec _ah md5(
Transform *= AHTransform/(
IntegrityAlg* = "MD5-H96-HMAC"

)
ESPProposal IPsec esp des3(
Transform *= ESPTransform/(
CipherAlg = "DES3-K168-CBC"
))

Atpubyt NoSmoothRekeying

ATpubyT NoSmoothRekeying 3agaeT pexum 3abnaroBpeMeHHON CMEHbI KINOYEBOro Matepuana.

CuHTakcue NoSmoothRekeying = TRUE | FALSE

3HavyeHue TRUE — 3abnaroBpeMeHHasi CMeHa KIlloueBoro matepuana
(rekeying) He nposoauTcs. MNpn oTcyTcTBUM Noaxoasiero IPsec
coeinHeHus, HOBbIN IPsec SA co3gaéTtca ToMnbKo Mo 3anpocy 13
agpa — npy Hanuydum nexogawero |P-naketa, nubo no
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WHMUMaTMBe NapTHepa. B pesynbTaTe BO Bpems CO34aHUsi HOBOMO
IPsec SA IP-Tpacvk npuoctaHaBnuBaeTcs, a Npyu MHTEHCUBHOM
Tpadrke BO3MOXHa NOTEps NaKeTOB.

FALSE — 3abnaroBpeMeHHO, He3a401ro 40 OKOHYaHUsS AeUCTBUSA
IPsec coegnHeHus, Ha ero ocHoBe (C TeMW e napameTpamm)
nposoautcs IKE-ceccua (Quick Mode) no cosgaHuto HoBoro IPsec
SA (rekeying). Rekeying He npoBoanTcH, ecnu 3a Bpems
CyLLLeCTBOBaHMSA cTaporo SA nog ero 3awmToun He Oblfio HMKaKoro
TpachKa.lo.

3Ha4eHue nNo yMonyaHuio FALSE

NoPathMTUDiscovery

3T0T atpubyT oTkNtovaeT anroputm "Path MTU Discovery" (BbisiBNeHMe MakcmanbHOro pasmepa 6noka
nepegaym gaHHbIX, MPOXOASLLEro Ha BCEM MyTW OT OTNpaBUTens K nony4vatento 6e3 pparmeHTaummn) ons
IPsec SA, co3gaBaeMbix Mo JaHHOMY npasuny.

CuHTakcuc NoPathMTUDiscovery = TRUE | FALSE

3HaveHue FALSE - npoussogutcsa obpaboTka ICMP-coobueHnn Tuna
destination unreachable/fragmentation needed, npmuxoasLLmx B
oTBeT Ha IPsec-nakeTbl. Ha ocHoOBe aTnx coobLleHun
BblumcnsaeTcs adpdekTneHoe 3HavyeHme MTU Tpaccol
(MakcumanbHbIV pa3mep nakeTa, MPOXoAALLEro No BCEMY KaHany
6e3 parmeHTaumm).

TRUE — ICMP-coobuieHust He obpabaTbiBatoTcsl, 3HavyeHne MTU
BbIYMCMSETCH TONMBKO U3 NoKanbHOW KOHUrypaLmu.

3HayeHue No yMon4yaHuio FALSE

Atpubyt MTU

OT0T aTpubyT 3agaeT 3HadeHne MTU ans IPsec SA, cosaaBaeMblx Mo AaHHOMY MpaBuny.

3HaueHre MTU 1cnonb3yeTcs TONbKO AN UCXOASALLMX NakeToB W Ans nocrneaHero SA us npuMeHeHHbIX K
nakety (B criy4ae BNoOXeHHOro IPsec, 3HayeHne ans BHyTpeHHero SA UrHopupyeTcs).

Ecnun NoPathMTUDiscovery=FALSE, To ykazaHHoe IPsecAction.MTU MOXeT ObITb CKOPPEKTUPOBAHO B
MEHbLUYIO CTOPOHY npu BbluncreHnn MTU Tpacchl.

CuHrakcmue MTU = LUENOE32

3HayeHue Llenoe uncno ns gnanasoHa 1..65535

3HadeHue nHTepnpeTupyeTcs crnegyowmmMm obpasom:

€Cn1 nNakeT nogBepraeTcs NOBTOPHOW MapLlyTusauum
(TunnelEntry.ReRoute = TRUE unu nakeT oTnpaenseTcs ¢
IKECFG-uHTepdeliica):

ecnvn DF-6uT B nakeTe BbICTaBMEH, TO 3Ha4YeHne MTU
WHTEepdenca He yunTbiBaeTcs, a 3HavyeHue IPsecAction.MTU
paccmaTtpuBaeTcs Kak 3HadeHne MTU nHtepdeinca

ecnu DF-6uT cHpolueH — IPsecAction.MTU He ucnonbayetcs

€cInuv nakeT oTnpasnsieTcs 6e3 NOBTOPHONM MapLIpyTU3aumn, To
BblGMpaeTca MUHUMarnbHoe 13 3HadYeHuin — MTU nHTepdeiica u

10ﬂ]‘|9| npoBeaeHus rekeying-a Heobxoanmo, YToObl BPEMS XXN3HM OOHOBMNSIEMOrO COEANHEHMS BbINO
CYyLLECTBEHHO OorbLle BpeMeHW, KOTOPOe OTBOAMTCA Ha npoBedeHmne IKE-ceccum.
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MTU B IPsecAction.

3HayeHue No YMONMYaHMK 0 — MTU onpegenseTcsd aBToMaTn4ecku.

AtpunoyrT InputFilter

ATpuOyT InputFilter 3agaet gononHMTenNbHbIE NpaBuna dunbTpaunm, npucoeanHsieMslie K IPsec SA.
InputFilter npumeHseTca K Bxogawmm naketam nocrne gekancynauuu.

Ecnun IPsecAction ctpout 6onee ogHoro SA ans ka)kgoro HanpaeneHus, hunbTpauus Bce paBHO
npon3BoaunTCa oauH pas. To ecTb, B kKombuHauum ESP+AH npasuna dunstpaumm 6yayt npyumMeHeHb! K
ESP SA.

B cny4ae BnoxeHHoro IPsec, korga k nakety npumeHstoTca SA, cosgaBaemsle no pasHeiM IPsecAction,
naket nponget Bce InputFilter ot kaxgoro IPsecAction.

CuHTakcuc InputFilter = FilterChain
3HayeHue No yMonyaHuo JononHuTenbHas unbTpaums BXOASALMX NaKeToB He
npon3BoamnTCS.

Atpubyt OutputFilter

ATtpubyT OutputFilter 3agaeT gononHuTenbHble Npasuna dunbTpaumu, npucoeanHaemole kK IPsec SA.
OutputFilter npumeHseTca K uCXoaaLmMM nakeTam 40 UHKancynsaumu.

Ecnu IPsecAction ctpouT 6onee ogHoro SA ons Kaxaoro HanpaeneHus, unbTpaums Bce paBHO
npon3BoaMTCS oauH pas. To ecTb, B kKombuHauum ESP+AH npaBuna dpunbtpauyum 0yayT NnpUMeEHeHbI K
ESP SA.

B cnyuyae BnoxeHHoro IPsec, korga k nakeTy npumeHsaoTca SA, cosgaBaeMble no pasHbiM IPsecAction,
naket nponget Bce OutputFilter oT kaxxgoro IPsecAction.

OutputFilter = FilterChain

3HayeHue No yMon4aHuio [AOMOoNHUTENbHasA UNbTPaLMA UCXOAALLNX NaKeTOB He
npovssoamTCcs.

AtpubyT PersistentConnection

ATpubyT PersistentConnection 3agaet noctpoeHue IKE SA u IPsec SA cpa3y nocne 3arpysku LSP.
YcraHaBnuBaTtbh 3TOT aTpubyT criegyeT B crnydae paboTbl KnueHTta yepes IKECFG-uHTepdenc. B
KOHdpMrypauumn gonyckaeTcs Tonbko oamH akdemnndp IPsecAction ¢ PersistentConnection=TRUE.

CuHrakcue InputFilter = TRUE | FALSE

3HayeHue TRUE - cpa3sy nocne 3arpy3ku LSP npovcxogut nonbiTka
noctpoutb IKE n IPsec SA, ucnonbays gaHHyto CTPYKTYpy
IPsecAction. IPsec SA cTposiTCa MO KaxXgoMy 13 punbTpoB, K
KoTopbiM IPsecAction npussizaHa.

Ecnu B ®unbTpe ecTb HECKOMBLKO AnanasoHoB aapecos, SA
CTPOMTCA TOMLKO AN NepBoro.

Ecnu Hn ogHoro IPsec SA He NoCTpounoch, NONbITKA
nocTponTb SA NOBTOPSIOTCA CHavana (CM. Takke
PersistentConnectionRetryDelay).

Ecnu BkntoYeH aBTOMaTUYECKUIA PEXXMM CMEHbI KIltouei
(NoSmoothRekeying=FALSE), npouecc o6HOBNeHus SA He
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npepbIBaeTCs Npy OTCYTCTBMM Tpaduka.

B dmnbTpax, Kk koTopbiM NpmBsa3aH IPsecAction ¢
BbIiCTaBneHHbIM PersistentConnection, He gonyckaeTcs
yKasaHue nopToB, NPOTOKOMoB 1 SourcelP.

FALSE - 3anpewaet nonyyeHne agpecos no IKECFG no
AaHHOMY npasuny

3HayeHue No yMONYaHUK FALSE
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11.12 Ctpyktypa TunnelEntry

CtpykTtypa TunnelEntry onnceiBaeT napameTpbl BHellHero |P-3aronoska nakeTta npy UCnonb3oBaHun
TYHHEnbHOro pexuma IPsec.

Nmsa cTpyKTYpbI

ATpunbyThI

TunnelEntry
PeerlPAddress
LocallPAddress
DFHandling
ReRoute

Assemble

Atpubyt PeerlPAddress

ATpubyT PeerlPAddress onucbiBaeT TyHHENbHbIM agpec. ATOT agpec Ucnonb3yeTcs Ansa ABYX uenemn —
agpec nonyyartens Bo BHelwHeM |IP-3aronoske n agpec IKE-napTHepa, ecnv nocrnegHni He 3afaH SBHO.

CuHTakcuc

PeerlPAddress = IP

3HayeHue no yMon4yaHuo

€eCcnn TYHHENbHbIN aapec NCNoNb3yeTCH Kak agpec nonyyarensi Bo
BHelwlHeM IP 3aronoske, TO:

ansa nexopsauwero naketa 6epetcs agpec IKE napTtHepa,;
€CInK TYHHENbHbIN agpec ncnonbayeTtcs kak agpec IKE napTHepa:

AnAa ucxogsulero naketa 6epetcs agpec u3 IP nakeTos,
BbI3BaBLUMX CO34aHNe CoeaNHEHNs

AN BXoAsLLero nakeTta — npuHMmaeTcs noboi agpec

Atpubyt LocallPAddress

ATpubyT LocallPAddress onucsiBaeT TyHHemNbHbINM agpec nokansHoro VPN-ycTponcTsa.

CuHTakcuc

LocallPAddress = IP

3HayeHue no ymonyaHuro

ANS UcxodsLlero naketa — noGol U3 aApecoB CeTeBoro
nHTepdeiica, C KOTOPOro OTNPaBMAETCA NakeT.

AtpubyTt DFHandling

ATtpubyt DFHandling 3agaet anroputm dpopmmnpoBanusa DF (Don't Fragment) 6uta BHewHero IP-
3arorioBka Ans TyHHerbHOro pexuma IPsec.

CuHTakcuc

DFHandling = COPY | SET | CLEAR

3HayeHue

COPY — konupoBaTtb DF GMT U3 BHYTPEHHErO 3aronoBka BO
BHELLHW 3arofioBoK

SET — Bcerga yctaHaBnvBaTb DF 6uT BHelHero 3arosnoBka B 1

CLEAR - Bcerga cbpacbiBaTb DF 6uT BHelwHero 3aronoska B 0.

3HayeHue no ymonyaHuro

COPY
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AtpubyT ReRoute

ATpnbyT ReRoute ykasbiBaeT, 4To nakeT byaeT nogsepraTtbCa NOBTOPHOM MapLupyTusauun. Mpu
MCNoNib30BaHUN MOBTOPHOW MapLUpyTM3aLumn MOXeT NpoucxoanTb NOBTOpHas obpaboTka nakeTa IPsec-
apaviBepoM, LSP gomkHa co3gaBaTbCs C y4eTOM 3TOro. To ecTb, YTobbl IPsec-nakeTbl ¢ NOKanbHOro
aZpeca nponyckanucb nNpu BTOPOM npoxoge. YkasbiBaTb ReRoute nmeet cmbicn ans SA, 3aMeHsioLwmnx
agpec HasHa4veHusi. Ecnn no xoay ob6paboTku nakeTa agpec HasHaveHus He nameHwuncs, donar ReRoute

UrHOPUpYeTCS.

CuHTakcue ReRoute = TRUE | FALSE

3HayeHue TRUE — ucxogsawmim nakeT nocne uukra obpaboTkm He
OTNpaBnsieTCAa B ApanBep CeTEBOro MHTepdeinca, a
HanpaenseTcs B |IP-gpariBep Ansg NOBTOPHOW MapLUpyTM3auuu.
Takor nakeT MOXeT nonacTb Ha NOBTOPHYO 06paboTky IPsec
ApanBepom, Tak 4YTo npasuna punbTpaLmmn AOIMKHbI yYUTbIBATE U
nponyckatb TakMe NakeTbl.
FALSE — ykasbIBaeT, YTO nakeT He OyaeT nogsepratbcs
NOBTOPHOW MapLlpyTM3aunn

3HayeHue No yMONYaHUKo FALSE

Atpubyt Assemble

ATpnbyT Assemble ykasbiBaeT, YTO nakeT dyaeTt cobpaH un3 IP-coparmeHTOB nepes 3aBopavvMBaHneEM B
IPsec. B TpaHcnopTHOM pexume IPsec cbopka nakeToB nepea nHkancynsiumMen nponsBoauTcs Bcerga.

CuHTakcuc Assemble = TRUE | FALSE

3HaveHue TRUE - o3HavaerT, 4yto naket 6yaet cobpaH n3 IP-dpparmeHToB
nepep 3asopavmsaHuem B |IPsec. PekomeHayecs yctaHaBnueaTtbh
npu paboTe No 3almLeHHOMY COeQUHEHUIO C NpeablayLumm
Bepcusamu lNpoaykra.

FALSE - ykasbiBaeT, 4To nakeT He OyaeTt noaBepratbcsa cOopke.

3HayeHue No yMon4yaHuio FALSE

Mpumep cTpykTypbl IPsecAction

IPsecAction tunnel ipsec des md5 action(
TunnelingParameters *= TunnelEntry (
PeerIPAddress = 192.168.2.1
DFHandling = CLEAR
)

IKERule = ike r

GroupID = MODP 768

ContainedProposals *= (ipsec_ah md5, ipsec_esp des),
(ipsec_esp des mdb)

)

ESPProposal ipsec esp des(
Transform *= ESPTransform/(
CipherAlg = "DES-CBC"
)
)

AHProposal ipsec_ah md5 (

S-Terra Client Copyright © S-Terra CSP 2003 - 2016 159



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

Transform *= AHTransform/(
IntegrityAlg = "MD5-H96-HMAC"
)
)

ESPProposal ipsec esp des mdb (
Transform *= ESPTransform/(
CipherAlg = "DES-CBC"
IntegrityAlg = "MD5-H96-HMAC"
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11.13 Ctpyktypbl AHProposal u ESPProposal

Ctpyktypa AHProposal 3agaeT cnucok kpuntorpadudecknx npeobpasoaHui (transforms) npotokona AH
B nopsake ybbiBaHUsA npuopuTeTa, KOTopble AonyckatTes ansg obpaboTkm Tpaduka. Tpaduk —
KONMYECTBO KMNobanT gaHHbIX, 06paboTaHHbIX AaHHLIM KOHTEKCTOM.

Ctpyktypa ESPProposal onpegensiet cnucok npeobpasoanuii (transforms) npotokona ESP B nopsagke
ybbiBaHNS npuoputeTa, KOTopble JoNnycKarTcsa Ans obpaboTkm cneumduumpoBaHHoro Tpaduka.

Wmsa cTpyKTYpbI AHProposal
ATpunbyTHI Transform

Uma cTpyKTYpbI ESPProposal

ATpunbyTHI Transform
AtpubyT Transform

ATtpubyT Transform 3agaeT cCnnMcok BO3MOXHbIX rPynn napaMeTpoB npoTokona AH (ans CTpykTypbl
AHProposal) nnn ESP (ans ctpyktypbl ESPProposal), Heobxogmmbix ons co3gaHust SA, pacnonoXeHHbIX
B nopsifke ybbiBaHMSA UX npuopuTeTa.

CuHrakcmue Transform *= AHTransform # anga cTpyktypbl AHProposal
Transform *= ESPTransform # gns cTpyktypbl ESPProposal

[omxkeH npucyTcTBOBaTH XOTHA Obl OAMH TPaHCAOpPM.

3HayeHue No ymonyaHuto He cyliecTByeT, aTpnbyT ob6a3aTenbHbIN.
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11.14 Ctpykrypa AHTransform

Crtpyktypa AHTransform 3agaet napameTpbl KOHTEKCTa (SA) ans npotokona AH.

HesBHble orpaHnyeHns Ha konuyecTBo obpaboTaHHOro Tpadmka B nakeTax, B 6antax unm Ha Konm4ecTso
owmnboK Npu NpoBepKe LIENOCTHOCTU NakeToB MOryT CoAepXXaTbCs B peannsaLmm KOHKPETHbIX
KpunTorpacuyecknx anroputmoB.

PekomeHayeTcs ykasbiBaTh Takoe Bpems SA XM3HU B CEKyHAAX, YTO Obl B OCHOBHOM yaaneHue |IPsec SA
NPOMCXOAMMO NO BPEMEHU, a OrpaHnyeHne Ha obbem Tpaduka BbIbGUpaTh Kak 4ONONHUTENBHYIO MEpY.

Uma AHTransform
ATpunbyTHI LifetimeSeconds

LifetimeKilobytes
IntegrityAlg

AtpubyT LifetimeSeconds

ATpubyr LifetimeSeconds 3agaeT makcumanbHOE BpeMsi CyLLeCTBOBaHUs KoHTekcTa (SA) AH (B
CeKyH/J,aX).ll

CuHrakcme LifetimeSeconds = LIEJTOE32
3HayeHue 4yncro n3 guanasoHa 0..2%1
3HayeHne No yMOnyaHuto 28800 (8 yacos).

Atpuoyr LifetimeKilobytes

ATtpubyr LifetimeKilobytes 3agaet makcumanbHoe orpaHu4eHne no Tpaduky Ha AENCTBME KOHTEKCTA B
knnobantax. Tpadmk — KONUYECTBO KMNobanmt aaHHbIX, 06paboTaHHbIX AaHHbLIM koHTekcTom.

CuHrakcue LifetimeKilobytes = LIEJTOE32
3HayeHue 4ncno n3 guanasona 0..2%%-1
3HayeHue No yMoN4YaHuio HeT orpaHn4eHnn Ha gencreue SA. (3amedvaHne: KONNMYecTBO

IPsec naketoB, obpaboTtaHHbIX No ogHomy IPsec SA, Bcerga
or?aquMBaech MaKcuMmMarbHbIM 3Ha4YeHneM sequence number —
2%-1 nakeTo.. Mpy NPEBbLILLEHNN MAKCUMATbHOTO 3HAYEHNS
sequence number GyaeT 3anpolleHa CMeHa KIoYer, Kak 3To
[enaeTcs B cryyae nNpeBblLUeHNs orpaHuyeHns B 6anTax.)

Mpumeyatue Ecnu B aTpnbyTe IntegrityAlg 3agaetca anroputm
G2814789CPRO1-K256-MAC-255, 10 B 3TOM Criyvae
MakcumarnbHoe gonyctumoe 3HadveHue LifetimeKilobytes — 4032
K®6.

Mpy NpeBbILLEHUN YKa3aHHOro 3Ha4YeHus, B XKypHan
NPOTOKONMPOBaHWs ByaeT BbligaHO coobLLeHne, YTO B CO34aHHOM
IPsec SA orpaHnyeHue no TpaduKy He COOTBETCTBYET

B cny4yae ncnosnb3oBaHus cBa3ok (AH+ESP) B kavecTBe anemeHTOB cnucka_ContainedProposals cTpykTypbl
IPsecAction, cootBeTcTBYtOLME 3Ha4YeHUs B AH- n ESP- TpaHcdopMax ypaBHMBAKOTCS B MEHbLUYIO CTOPOHY.

2B cny4dae ncnonb3oBaHus cBa3ok (AH+ESP) B kavecTBe anemeHTOB cnucka ContainedProposals cTpykTypbl
IPsecAction, cooTBeTCTBYIOLLME 3HaYeHUs B AH- n ESP- TpaHcdopMax ypaBHUBAKOTCHA B MEHbLLLYIO CTOPOHY.
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AOMYCTYMOMY OrPaHUYEHUIO AJ151 UCMONb3YeMOoro
KpunTorpacuyeckoro anroputma:

"SA traffic limit exceeds limitations imposed by
the cryptograghic algorithm".

ATpubyrT IntegrityAlg

ATpUBYT IntegrityAlg 3agaeT anropmMTM NpoBeEPKM LIENTOCTHOCTU NakeTa B paMKkax co3qaBaemoro
KOHTEKCTa.

Ecnu xe cywectByeT He0O6X0aAMMOCTb 3aaTb HECKOMbLKO anropuTMoB (MX KOMOUHALLMI0) NPOBEPKU
LeNIOCTHOCTU, TO UCMOMb3YNTe anbTepHATMBHbIN Noaxon: B aTpnbyte Transform cTpykTypbl AHProposal
yKaxkuTe cnucok cTpyktyp AHTransform, a B kaxxgou ctpyktype AHTransform 3apgavite TONbKO OAMH
anropuTM NPOBEPKU LLEMOCTHOCTW.

CuHTaKcme IntegrityAlg = "MD5-H96-K PDK" |" MD5-H96-HMAC" |" SHA1-H96-
HMAC"|"GR341194CPRO1-H96-HMAC-
254" |" G2814789CPRO1-K 256-MAC-255"

3HayeHue Bo3MOXHble 3HaYeHus:

"MD5-H96-KPDK" — Keyed MD5
"MD5-H96-HMAC" — HMAC MD5 (96 6uT)
"SHA1-H96-HMAC" — HMAC SHA-1 (96 6uT)

"GR341194CPRO1-H96-HMAC-254" — peanusaums FTOCT P
34.11-94 (96 6uT)

"G2814789CPRO1-K256-MAC-255" — peanusauuns FOCT
28147-89 (B pexxvme BblpaboTKM MMUTOBCTaBKM).

3HayeHue No yMoN4YaHuIo He cyllecTByeT, aTpnbyT ob6a3aTenbHbIv
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11.15 Ctpykrypa ESPTransform

Crtpyktypa ESPTransform 3agaeT napameTphbl KOHTeKcTa (SA) anst npoTtokona ESP.

HesBHble orpaHnyeHns Ha konu4ecTBo o6paboTaHHOro Tpadmka B nakeTax, B 6antax unu Ha KOnM4ecTBo
owmnboK Npu NpoBepKe LIENOCTHOCTU NakeToB MOryT CoAepXXaTbCs B peannsaLmm KOHKPETHbIX
KpunTorpacuyecknx anroputmoB.

PekomeHayeTcs ykasbiBaTh Takoe Bpems SA XM3HU B CEKyHAAX, YTO Obl B OCHOBHOM yaaneHue |IPsec SA
NPOVCXOAMNO NO BPEMEHU, a OrpaHuveHme Ha obbeM Tpaduka BblIbMpaTb Kak 4ONONHUTENBHYIO MeEpY.

Uma ESPTransform

ATpubyTHI LifetimeSeconds
LifetimeKilobytes
CipherAlg
IntegrityAlg

AtpubyT LifetimeSeconds

ATpubyr LifetimeSeconds 3agaeT MmakcumMmanbHOEe BPeMSI CYLLLECTBOBaAHUS KOHTEKCTA B ceKyH,qax.le’

CuHrakcmue LifetimeSeconds = LIEJTOE32
3HayeHue Llenoe yncno ua guanasoHa 1..2%%1.
3HayeHne No yMOnyaHuto 28800 (8 yacos)

Atpunoyr LifetimeKilobytes

ATtpubyr LifetimeKilobytes 3agaet makcumanbHoe orpaHu4eHne no Tpaduky Ha AENCTBUE KOHTEKCTA B
knnobantax. Tpadmk — KONUYECTBO KNNoGanT AaHHbIX, 06paboTaHHbIX AaHHbIM koHTekcTom.

CuHrakcue LifetimeKilobytes = LIEJTOE32
3HayeHue Llenoe uucno 13 guanasoHa 1.2%1
3HayeHue No yMoN4YaHuio HeT orpaHn4eHnn Ha gencreue SA. (3amedvaHne: KONNMYecTBO

IPsec naketoB, obpaboTtaHHbIX No ogHomy IPsec SA, Bcerga
or?aquMBaech MaKcuMmMarbHbIM 3Ha4YeHneM sequence number —
2%-1 nakeTo.. Mpy NPEBbLILLEHNN MAKCUMATbHOTO 3HAYEHNS
sequence number GyaeT 3anpolleHa CMeHa KIoYer, Kak 3To
[enaeTcs B cryyae nNpeBblLUeHNs orpaHuyeHns B 6anTax.)

Mpumeyatue Ecnu ncnonbaytotca anroputmel G2814789CPRO1-K256-CBC-
254, G2814789CPRO1-K256-MAC-65535 (aTpnbyThl CipherAlg,
IntegrityAlg), To B 9TOM criyqyae MakcumarnsHoe 4onycTuMoe
3HaveHue LifetimeKilobytes — 4032 K6.

Mpy NpeBbILLEHUN YKa3aHHOro 3Ha4YeHus, B XKypHan
NPOTOKONMPOBaHWs ByaeT Bbli4aHO coobLeHne, YTO B CO34aHHOM
IPsec SA orpaHunyeHue no Tpadmnky He COOTBETCTBYET

B cny4yae ncnosnb3oBaHus cBa3ok (AH+ESP) B kavecTBe anemeHTOB cnucka_ContainedProposals cTpykTypbl
IPsecAction, cootBeTcTBYtOLME 3Ha4YeHUs B AH- n ESP- TpaHcdhopMax ypaBHMBAKOTCA B MEHbLUYIO CTOPOHY

“B cny4dae ncnonb3oBaHus cBa3ok (AH+ESP) B kavecTBe anemeHTOB cnucka ContainedProposals cTpykTypbl
IPsecAction, cooTBeTCTBYIOLLME 3HAaYeHUs B AH- n ESP- TpaHcdhopmMax ypaBHUBAKOTCHA B MEHbLLYIO CTOPOHY
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AOMYCTYMOMY OrPaHUYEHUIO AJ151 UCMONb3YeMOoro
KpunTorpacuyeckoro anroputma:

"SA traffic limit exceeds limitations imposed by
the cryptograghic algorithm".

Atpubyt CipherAlg

Atpubyt CipherAlg 3agaeT anroputm wWndpoBaHMsa Tpadurka B paMkax co3gaBaeMoro KOHTEKCTa.

Ecnu xe cywiectByeT He06X0AMMOCTb 3afiaTb HECKOMBbKO anropMTMOB WG POBAHWS, TO UCNONb3YNTE
anbTepHaTMBHLIN Noaxon;: B aTpubyTte Transform CTPyKTypbl ESPProposal ykaxure cnmcok CTpykTyp
ESPTransform, a B kaxxgou cTpyktype ESPTransform 3agarite TONbKO OAWH anropuTMm WndpoBaHms.

CuHrakcuc CipherAlg = "NULL"|"DES-CBC_IV64"|"DES-CBC_IV32"|"DES-
CBC"|"AES-K128-CBC"|"AES-K192-CBC"|" AES-K256-
CBC"|"G2814789CPRO1-K256-CBC-254"|"G2814789CPRO1-
K288-CNTMAC-253”

3HayeHue Bo3MoXHble 3HaYeHMs:

"NULL" — NULL ( gaHHble He wudpytoTcs)

"DES-CBC_IV64" — DES B pexume CBC ¢ sBHbIM IV gnnHon
64 6uta

"DES-CBC_IV32" — DES B pexume CBC ¢ sBHbIM IV gnnHon
32 buta

"DES-CBC" — DES B pexume CBC

"DES3-K168-CBC" — DES3 B pexume CBC

"IDEA-CBC" — IDEA B pexume CBC

"AES-K128-CBC" — AES B pexxume CBC c anuHon kntova 128
"AES-K192-CBC" — AES B pexxume CBC c anuHon kntoya 192
"AES-K256-CBC" — AES B pexxume CBC ¢ anuvHon kntodva 256

"G2814789CPRO1-K256-CBC-254" — peanu3auna FTOCT
28147-89 B pexxume CBC

"G2814789CPR0O1-K288-CNTMAC-253" — peanusauus FTOCT
28147-89 B KOMBUHMPOBaHHOM peXUMeE (raMmMUpoOBaHME U
BblYMCIIEHNE UMUTOBCTABKUN) B COOTBETCTBMM CO
cneuundukaumen ESP_GOST-4M-IMIT («TexHudeckas
cneuundukaumsa no ucnonbsoBaHuto FOCT 28147-89 npu
lWwncbpoBaHmm BroxeHun B npoTtokosie IPSEC ESP»).

3HayeHue No yMon4yaHuio

He CyllecTBYyeT, aTpubyT 06a3aTENbHBI.

ATpubyrT IntegrityAlg

ATpunOyT IntegrityAlg 3agaeTt anropMTM NPOBEPKU LLENTOCTHOCTM NakeTa B pamMmkax co3gaBaemoro

KOHTEeKCTa.

Ecnu xe cywecTByeT Heo6XoAMMOCTb 3aAaTb HECKOMbKO anropuTMOB NPOBEPKM LLENOCTHOCTU (MX
KOMOUHaUMIO), TO UCNONb3YyTe anbTepHaTMBHbIN Noaxod: B aTpubyTe Transform cTpykTypbl ESPProposal
yKaxkuTe cnucok cTpyktyp ESPTransform, a B kaxgon ctpyktype ESPTransform 3apgaite Tonbko oauH
anropuTM NPOBEPKU LLeNOCTHOCTH NakeTa.

Ecnu atpubyt CipherAlg nmeet 3Hadenne "NULL", To aTpubyT IntegrityAlg Hy>kHO ykasbiBaTb

obsasaTenbHo.
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CuHrakcuc IntegrityAlg = "MD5-H96-KPDK"|*"MD5-H96-HMAC"|" SHA1-H96-
HMAC"|"GR341194CPRO1-H96-HMAC-
65534"|"G2814789CPRO1-K256-MAC-65535"

3HaueHue Bo3MOXHble 3HaYeHMsI:

"MD5-H96-KPDK" — Keyed MD5
"MD5-H96-HMAC" — HMAC MD?5 (96 6uT)
"SHA1-H96-HMAC" — HMAC SHA-1 (96 6uT)

"GR341194CPRO1-H96-HMAC-65534" — peanusauus TOCT P
34.11-94 (96 6uT)

"G2814789CPRO1-K256-MAC-65535" — peanusaumsa FTOCT
28147-89 (B pexxmme BbIpabOTKN MMUTOBCTaBKN).

3HayeHune no ymonyaHuo ecnu B aTpubyTte IntegrityAlg anropuTm He ykasaH, a B aTpubyTte
CipherAlg anropuTm ykasaH, To NpoBepka LefIOCTHOCTU NakeTa He
npou3BoAMTCS.

Mpumep cTpykTypbl ESPProposal

ESPTransform esp trf 01(
LifetimeSeconds = 28800
LifetimeKilobytes = 4608000
CipherAlg = "G2814789CPRO1-K256-CBC-254"
IntegrityAlg = "GR341194CPRO1-H96-HMAC-65534"
)
ESPTransform esp trf 02(
LifetimeSeconds = 28800
LifetimeKilobytes = 4608000
CipherAlg = "G2814789CPRO1-K256-CBC-254"
IntegrityAlg = "MD5-H96-HMAC"
)
ESPTransform esp trf 03(
LifetimeSeconds = 28800
LifetimeKilobytes = 4608000
CipherAlg = "G2814789CPRO1-K256-CBC-254"
IntegrityAlg = "SHA1-H96-HMAC"
)
ESPProposal ESP 1(
Transform *= esp trf 0l,esp trf 02,esp trf 03
)
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11.16 Ctpykrypa IKERule

Ctpyktypa IKERule onuckiBaeT npaBuio co3aaHnsi KOHTEKCTa coeanHeHus ansa nportokona IKE.

Wms cTpyKTYpbI IKERule

ATpunOyThI IKEPeerlPFilter
IKELocallPFilter
DoNotUseDPD
DPDIdleDuration
DPDResponseDuration
DPDRetries
IKECFGRequestAddress
DoAutopass
AggrModeAuthMethod
MainModeAuthMethod
AggrModePriority
Transform

Priority

AtpubyT IKEPeerlPFilter

Atpunobyt IKEPeerlIPFilter onncbiBaeT cnncok AonycTuMbix |IP-agpecoB napTHepa, nNpu KOTOpbIX
npUMeHsaeTcs AaHHoe NpaBurio.

3T0T atpubyT ncnonb3dyetcst VPN-yCTPONCTBOM, BbICTYNatLWuM B ponu oteeTvmka IKE-ceccun, npu
npoeepke UDP-3aronoBka nepeoro (BxoasdLlero) nakeTa.

Ons VPN-ycTponcTBa, BbiICTyNarLero B ponu niuumatopa cosgaxus IKE-ceccum, atot atpnbyT

UrHOpMpyeTCA.
CuHrakcue IKEPeerlIPFilter* = IP | IP/LLENOE32
3HayeHue IP-agpec
IP..IP — gnanasoH IP-agpecos
IP/LUENOE32 — IP-agpec ¢ mackon nogcet
3HayeHue No yMONn4YaHUo ponyckatotcs nobble IP-agpeca.

Atpuoyt IKELocallPFilter

ATtpubyT IKELocallPFilter onnceiBaeT cnncok 4onycTUMbIX NokanbHbIX |[P-agpecos, Npu KOTOPbIX
NpMMeHseTCs JaHHOe NpaBuno.

OT0T atpubyT ncnonbdyetcst VPN-yCTPONCTBOM, BbICTYNaLWUM B ponn oTBeTvmka IKE-ceccun, npu
npoeepke UDP-3aronoBka nepeoro (BXxoasLiero) nakeTa.

Ina VPN-ycTpoicTBa, BbICTYNAKLWEro B ponv nHuymaTtopa cosganus IKE-ceccum, aToT atpnbyT

UrHOPUpYeTCSI.
CuHTakcue IKELocallPFilter* = IP | IP/LENNOE32
3HayeHue IP-agpec
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IP..IP — ananasoH IP-agpecos

IP/LUIEJTOE32 — IP-agpec ¢ mackow noacetn

3Ha4eHue nNo yMonyaHuio

IP-agpec — nobo 13 nokanbHbiX agpecoB VPN-ycTponcTea

AtpunbyTt DoNotUseDPD

AtpnoyT DoNotUseDPD 3agaeT pexunm ucnonb3oBanus npotokona DPD (Dead Peer Detection).

CuHTakcuc

DoNotUseDPD = TRUE | FALSE

3HayeHue

TRUE — He ncnonb3oBaTb npotokon DPD

FALSE — ncnonb3oaTb npotokon DPD

3HayeHue No yMon4yaHuio

FALSE

Atpu6yt DPDIdleDuration

ATtpubyt DPDIdleDuration 3agaeT 4onyCcTMMbIA NEPUOA BPEMEHU OTCYTCTBUS BXoadALero Tpaduka ot
napTHepa, No UCTEYEHUN KOTOPOro, NPW HanNn4uu ncxogswero Tpaduka, aktnsnpyetcs DPD-ceccus.

Ecnun atpubyt DoNotUseDPD = TRUE, Tto atpubyt DPDIdleDuration nrHopupyetcsi.

CuHTakcuc

DPDIdleDuration = LIEJTOE32

3HauyeHune

Lienoe 3HayeHne n3 gnanasoHa 1..32767

3HayeHue No yMon4yaHuio

60

Atpubyt DPDResponseDuration

ATtpubyt DPDResponseDuration 3agaeT Bpems oxmgaHus oteeTa oT napTHepa Ha DPD 3anpoc B
cekyHaax. Ecnv atpubyt DoNotUseDPD = TRUE, Tto atpubyt DPDResponseDuration urHopupyeTtcs.

CuHTakcuc

DPDResponseDuration = LIEJIOE32

3HayeHue

Lenoe 3HavyeHune 13 aunanasoHa 1..300

3HayeHue no ymonyaHuro

5

AtpubyT DPDRetries

ATpubyT DPDRetries 3agaet 4ncno noneiTok nposectn DPD o6MeH. Ecnm Bce NonbITKM 3aKOHYUUCH

Heyaauden, 3awuuieHHoe coeanHeHue (IKE-koHTekeT) cuntaetcs "MepTBbIM”, U NPOU3BOAMUTCS NOMbITKa

cosgartb ero 3aHoBo. Ecnm atpnbyt DoNotUseDPD = TRUE, 1o atpubyt DPDRetries nrHopupyetcs.

CuHTakcuc

DPDRetries = LIENIOE32

3HayeHue

uenoe 3HadeHue n3 gnanasoHa 1..10

3HayeHue no ymonyaHuro

3
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Atpubyt IKECFGRequestAddress

Atpubyt IKECFGRequestAddress 3agaeT pexum pabotbl IKECFG-knneHTa.

CuHTakcuc

IKECFGRequestAddress = TRUE | FALSE

3HayeHue

TRUE — KnueHT 6e3onacHocTu sBnsieTca akTuBHbIM IKECFG-
KNneHToMm, T.e. KnneHT 6e30nacHOCTU MHULMUPYET NOCLISIKY
3anpoca Ha nosnyyeHme BHYTpeHHero IP-agpeca y napTHepa cpasy
nocne co3gaHua IKE SA. Ecnu agpec He nosnyyeH, 3To He
ABNsAeTca ownbKom, NPon3BOAMTCS NonbiTka co3gaTh IPsec SA
0e3 ncnonb3oBaHus IKECFG.

FALSE — KnueHT 6e3onacHocTu siensietca naccmeHbiM IKECFG-
KnmeHTom, 1.e. IKECFG-ceccust MOXeT ObiTb NpoBeAeHa TONbKO
no uHuumMaTmee naptHepa, ecnuv oH aensetca IKECFG-cepsepomM.

3HayeHue no yMon4yaHuo

FALSE

Mpumeyanme

He ncnonb3ynte 3anpoc Ha nonyyeHne IKECFG-agpeca, ecnv no
CueHapuvio NnaHmpyeTcs 3awmwartb Tpaduk OT KIMeHTa o
TYHHenbHoro agpeca S-Terra Gate. [Nonntuka 6e3onacHocTn He
6yneT paboTaTtb, €cnv TYHHENbHbIM agpec napTHepa (CTPyKTypa
TunnelEntry, atpnbyT PeerlPAddress) coBnagaet c IP-agpecom
Unun noaceTblo NapTHepa (cTpykTypa Filter, aTpnbyT
DestinationIP), Ha koTOpble pacnpocTpaHseTcsa NpaBuIio
dunbTpaumn.

Henb3s ncnonb3oBaTtb 3anpoc Ha nony4vyeHne IKECFG-agpeca
npv TPaHCMNOPTHOM pexnme (CTpykTypa IPsecAction, atpubyt
TunnelingParameters).

Atpubyt AggrModeAuthMethod

ATpubyt AggrModeAuthMethod cogepXuT CNNcok CTPYKTYp, onpegensowmnx cnocod 1 napameTpsl

ayTeHTVICbI/IKaLI,I/II/I B arpeccuBHoM pexunme IKE. B cnucke He gomkHO BbITb 3ag4aHo OBYX OONHAKOBbIX
MeTo40B a)/TeHTI/ICbVIKaLI,I/IVI.

CuHrakcmue AggrModeAuthMethod* = AuthMethodDSSSign |
AuthMethodRSASIgn | FuthMethodGOSTSign |
AuthMethodPreshared

3HayeHue AuthMethodDSSSign — AyTeHTudumkaums ¢ ncrnonb3oBaHmem DSA

noanucu

AuthMethodRSASIign — AyTeHTudukaumsa ¢ ncnonb3osaHmem RSA
noanucu

AuthMethodGOSTSign — AyTeHTUdUKaums ¢ NCNofib30BaHNEM
nognucu anroputmom FOCT34.10

AuthMethodPreshared

3HayeHue nNo yMon4yaHuio

Mpu otcyTtcTBUM MainModeAuthMethod aTpmnbyT saBnsieTcs
obs3aTenbHbIM.

Mpu Hannunm aTpmbyTa MainModeAuthMethod Aggressive Mode
He NpoBOAUTCS

Mpumeyanue

Xotsa 66l oanH 13 atpubyTtoB AggrModeAuthMethod nnu
MainModeAuthMethod gomkeH ObITb 3aaaH.
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Atpubyt MainModeAuthMethod

Atpnbyt MainModeAuthMethod cogepxuT cnncok CTpyKTyp, onpeaensitowmux cnocod 1 napameTpsbl
ayTeHTudmKauum B ocHoBHOM pexume IKE. B cnucke He AOMmKHO ObITb 3a4aHO ABYX OOUHAKOBbIX

MeTo40B ayTeHTVIQ)VIKaLI,VIVI.

CuHrakcmue MainModeAuthMethod* = AuthMethodDSSSign |
AuthMethodRSASiIgn | FuthMethodGOSTSign |
AuthMethodPreshared

3HaueHue AuthMethodDSSSign — AyteHTudmkaums DSA nognucbto

AuthMethodRSASIgn — AyTeHTudmkauma RSA nognmceto

AuthMethodGOSTSign — AyTeHTudmkaumsa npm noMoLLm NoAnNucK
anroputmom NOCT3410

AuthMethodPre

3HayeHue no yMon4yaHuo

Mpwu otcytcTBMM aTpubyTa AggrModeAuthMethod aTtpubyT
ABnNsieTcsa obsA3aTesNibHbIM.

Mpu Hannunm aTpmnbyTta AggrModeAuthMethod Main Mode He
nposoguTcs

Mpumeyanme

Xota 66l ogHo 13 atpubytos AggrModeAuthMethod nnu
MainModeAuthMethod gomkeH bbITb 3aaaH.

Atpubyt AggrModePriority

AggrModePriority 3agaeT pexuMm ucnonos3oBaHus Aggressive Mode.

ATpI/I6yT MCNonb3yeTCd TONbKO And nHnumnaTtopa B Cliydae, ecnn 3agaHbl 3Ha4YeHUA
MainModeAuthMethod n AggrModeAuthMethod ogHoBpeMeHHO.

ATpubyT nrHopmpyeTcs, ecnv 3agaH Tonbko oauH pexum (Main Mode nnu Aggressive Mode)

CuHTakcuc

AggrModePriority = TRUE | FALSE

3HayeHue

TRUE - Aggressive Mode sBnsetca 6onee npyoputeTHbIM,
WHUUmMaTop HaunHaeT nepsyto a3y IKE B "arpeccmHoM™
pexume.

FALSE — Main Mode sBnsieTcst bonee NnpuopuTeTHbIM, TO
MHUUmMaTop HaumHaeT nepsyto a3y IKE B "ocHoBHOM" pexume

3HayeHue No yMon4yaHuio

FALSE

Atpubyt Transform

ATtpubyT Transform 3agaet cnncok gonycTuMbix HabopoB KpunTorpadunyecknx napameTpos Ans ISAKMP
SA. KonmyecTBo 351eMEHTOB Cnncka He orpaHuyero.

CuHTakcuc

Transform* = IKETransform

3HayeHue nNo yMon4yaHuio

He CylllecTBYeT, aTpubyT 0653aTENbHBIN.

ATpuoyrT Priority

ATpunOyT Priority 3agaet npuoputeT gaHHoro npasuna IKERule. 1ot aTpubyT Mcnonb3yeTcs OTBETYNKOM
ansa Bbibopa IKE-npaBuna, ecnu no napameTpam, NPUCHIaHHbIM NApPTHEPOM, NOOXOAST HECKOJIbKO
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npasun. N3 AByx nogxoAsLuMx npasur C pasHblMu NpuoputeTaMmm BoibepeTcs To, y KOTOPOro 3HaYeHue
Priority MmeHbLUe.

Mopsagok Beibopa IKE-npaBuna n3 npasBun ¢ 0AMHaKoBbIM NPUOPUTETOM HE OnpeaerneH.

CuHTakcuc Priority = LIEJTOE32
3HaueHue Llenoe uncno u3 gnanasoHa 1.2%%1.
3HayeHue No yMONYaHUK 2%.1
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11.17 Ctpykrypa IKETransform

Crtpyktypa IKETransform 3agaeT Habop napameTpoB, Heo6XxoaAnMbIX Ans co3gaHusa ISAKMP SA.

Nmsa cTpyKTYpbI IKETransform
ATpunbyThI LifetimeSeconds

LifetimaKilobytes
LifetimeSessions
NoSmoothRekeying
CipherAlg

HashAlg

GrouplD

RestrictAuthenticationTo

AtpubyT LifetimeSeconds

ATtpubyT LifetimeSeconds 3agaet Bpems cywiectsoBaHus IKE-koHTekcTa (B cekyHaax).

CuHTakcuc LifetimeSeconds = LIEJTOE32

3HaveHue Llenoe yncno u3 gnanasoHa 1.2%1

3HayeHune No yMonyaHuio HeT orpaHu4eHuin Ha gencteme SA

Mpumeyatue Ona comectumocTtun 10S-naptHepom (Cisco) Hy»kHO Bcerga

yKasblBaTb B CBOEM NpeanoxeHun atpmndyrt LifetimeSeconds -
BpeMs XN3HU B cekyHOax 1 Bbicbinatb 10S-naptHepy. B
NPOTUBHOM criyyae, |I0S GyaeT nbiTaTbCa NOMECTUTL B NMPUHATOE
NpeLnoXeHNe HOBbIN aTPUByYT — BPEMS XU3HM SA N0 BPEMEHN,
koTopoe 10S-om BygeT yctaHoBReHo anst co3gaBsaemoro SA. 310
ABNSAETCHA HENPUEMITEMBIM.

Atpuoyrt LifetimeKilobytes

ATpubyT LifetimeKilobytes 3agaeT makcumansHoe orpaHudeHue no TpaduKy Ha AENCTBUE KOHTEKCTA B

KnnobamTtax.

CuHrakcmue LifetimeKilobytes = LIEJTOE32
3HayeHue Llenoe uncno u3 gnanasoHa 1.2%1
3HayeHue No yMon4YaHuko HEeT orpaHMyYeHnn Ha gencrtene SA.

Atpuoyr LifetimeSessions

ATpunoyT LifetimeSessions 3agaet orpaHmyeHne no vmcny IPsec SA (4ucny ycnewHbix Quick Mode —
QM), koTOpble MOXHO caenaTb C UCNOoNb30BaHNeM ogHoro |IKE-koHTekcTa.

CuHrakcue LifetimeSessions = LIEJTOE32

3HayeHue Lleroe uncro us guanasona 1..2%-1
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3HayeHue no ymMonyaHuo HEeT orpaHMyYeHun Ha gencTane SA Mo YMCIy CO3haHHbIX Mo ero
3awmTon IPsec SA.

Atpnbyt NoSmoothRekeying

Atpndyt NoSmoothRekeying 3agaeT pexunm "MSArkon" cMeHbl Knto4eBoro marepuana.

CuHTakcuc NoSmoothRekeying = TRUE | FALSE

3HaueHue TRUE — 3abnaroBpeMeHHasi CMeHa KIllo4eBOro matepuana
(rekeying) He npoBoauTcs. [pu oTCyTCTBUM NOAXOAALLETO
ISAKMP SA, HoBbIN ISAKMP SA co3gaéTtcs TonbKo Mo 3anpocy
13 gapa Ha cosgaHue IPsec SA — npu Hanuuum ncxopswero |P-
naketa, nMbo No uHuumaTnee napTHepa. B pesynbtaTe npouecc
co3gaHus IPsec SA cylleCcTBEHHO 3afepXunBaeTcs

FALSE — 3abnaroBpemMeHHO, He3a40mro 40 OKOHYaHNA AeUCTBUS
ISAKMP SA, Ha ero ocHoBe (M0 TeM Xe npasunam n ¢ TeMm xe
Identity) npoBogutca IKE-ceccusa no cosgaHuto HoBoro ISAKMP
SA - rekeying. Rekeying He npoBoanTCs, ecnu 3a BpeMs
CyLLeCTBOBaHMSA cTaporo SA nog ero 3awmTon He 6bIfo HMKaKoro
TpachKals.

3HayeHue No yMon4yaHuio FALSE

Atpubyt CipherAlg
Atpubyt CipherAlg 3agaeT Habop npeanaraeMbix/goNyCTUMbIX anroputmMoB wudpoBaHusa ansa ISAKMP.
YkasblBaeTCs TOMNbKO OAUH anropyuTM LUMGPPOBAHUS.

Ecnu xe cywiecTByeT He06X0AMMOCTb 3afaTb HECKOMBbKO anropuTMOoB LWNpoBaHns (Mx KOMOUHaLMI0), TO
UCNOMb3ynTe anbTepHaTMBHLIN Noaxon: B aTpnbyte Trans form CTPYKTypbl IKERuUle ykaxnte cnncok
ctpyktyp IKETransform, a B kaxxgou ctpyktype IKETransform 3againte Tonbko ogvH anroputm
windgposaHus (cMm. MNMpumep ctpykTypbl IKERUIE).

CuHTaKcme CipherAlg = "DES-CBC"|"IDEA-CBC"|"DES3-K168-CBC"|" AES-
K128-CBC"|"AES-K192-CBC"|" AES-K 256-
CBC"|"G2814789CPRO1-K 256-CB C-65534"

3HayeHue BO3MOXHbI€ 3HAYEHUS:

"DES-CBC" — DES B pexume CBC

"IDEA-CBC" — IDEA B pexunme CBC

"DES3-K168-CBC" — DES3 B pexume CBC

"AES-K128-CBC" — AES B pexxume CBC ¢ anuHon knoda 128
"AES-K192-CBC" — AES B pexxume CBC c anuHon kntoya 192
"AES-K256-CBC" — AES B pexxume CBC ¢ anuHon knto4a 256

"G2814789CPRO1-K256-CBC-65534" — peanusauua FTOCT
28147-89 B pexxume CBC

3HayeHue No yMONYaHUK He CyLleCTBYyeT, anI/I6yT 006s13aTenNbHbIN, CNNCOK AOIMKEH
coaepxaTtb XoTA Obl OQMH 3NEMEHT.

> Ins npoBefeHuns rekeying HEO6X0AMMO, HTOGLI BPEMS XW3HW OGHOBMSEMOrO COSANHEHNS BbINo
CyLleCcTBEHHO Gorblue BpeMeHu, KOTopoe OTBOAUTCA Ha npoBeaeHue IKE-ceccuu.
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Atpunbyt HashAlg

ATpnbyT HashAlg 3agaeT AonyCTUMbIA anropuTM BbIMMCIIEHNS X3LlLa Ans ISAKMP™. B npuBegeHHoON
Hwke Tabnuue (Tabnuua 7) npuBedeHbl BO3MOXHbIe 3HadeHus aTpnbyTta HashAlg B 3aBucumocTu ot

ncnosb3yemMoro anroputma I'IY6J'IVI‘-IHOFO KIro4a CepTVICbVIKaTa.

YKkasblBaeTCcsi TOfbKO OAWH anropuTm XawnpoBaHuA.

Ecnun xe cywecTByeT HeobxoaMMOCTb 3agaTb HECKOSTbKO anropunTtmMoB X3WnpoBaHUA, TO VICI'IOJ'Ib3yl7ITe

anbTepHaTMBHLIN Nogxon: B aTpubyTte Transform cTpykTypbl IKERUlE ykaxnTe cnncok cTpykTyp
IKETransform, a B kaxgow cTpyktype IKETransform 3agaiite TOnNbko 0OuH anropmtm X3LLMPOBaHUS (CM.

Mpumep cTpykTypbl IKERUIE).

CuHTakcuc HashAlg = "MD5"|"SHA1"|"GR341194CPRO1-
65534"["GR341112_256TC26-65128"|"GR341112_512TC26-
65527"

3HauyeHune "MD5"
"SHA1"

"GR341194CPR0O1-65534" — peanusaunsa FOCT P 34.11-94

“GR341112_256TC26-65128" — peanusauus FOCT P 34.11-12 ¢
OnVHOM KntoYva 256

“GR341112_512TC26-65527" — peanusaumusa FOCT P 34.11-12 ¢
OnvHoM KntoYva 512,

3HayeHue no yMon4yaHuo

He cyllecTByeT, aTpnbyT ob6a3aTenbHbIA, CIMCOK OOMKEH
coaepxaTtb X0Ts 6bl OANH ANEMEHT.

Tabnuua 7

Anroputm nyénuyHoro knro4a ceptudukara

Bo3moxHble 3Ha4eHus atpubyTta HashAlg

FOCT P 34.10-2001 ¢ anvHamum

(1.2.643.2.2.19)

OTKPbITOro/3aKkpbITOro knoyen 512/256

GR341194CPRO1-65534, GR341112_256TC26-
65128

FOCT P 34.10-2012 ¢ gnuHamm

(1.2.643.7.1.1.1.1)

OTKPbITOro/3aKpbITOro Kntoyen 512/256

GR341194CPR0O1-65534, GR341112_256TC26-
65128

FOCT P 34.10-2012 ¢ anvHamu

(1.2.643.7.1.1.1.2)

OTKPbITOro/3akpbITOro knoyen 1024/512

GR341112_512TC26-65527

RSA (1.2.840.113549.1.1.1)

MD5, SHA1

DSA (1.2.840.10040.4.1)

SHA1

Atpubyt GrouplD

ATpubyT GrouplD onucbkiBaeT AOMyCTMMbIN NapameTp BblpaboTku knoveBoro matepuana anga ISAKMP.
Ucnoneayetcsa anroputm Oudpdun-Xennmana, nnbo anroputm VKO MOCT P 34.10-2001 [RFC4357], nnbo

VKO IOCT P 34.10-2012 .

PeKOMeH,ElyeTCﬂ YKa3blBaTb TOJIbKO OANH 3JIEMEHT.

Ecnu cywectByeT Heo6xoaAMMOCTb 3aAaTth CMMCOK Py, TO UCNOMb3ynTe anbTepHATUBHbLIN NOAX0A: B
aTpnbyTte Transform cTpykTypbl IKERUle ykaxunTe cnucok ctpyktyp IKETransform, a B kaxgow

ctpyktype IKETransform 3agante TONbKO 0guH anemMeHT cnucka (cm. Mpumep ctpykTypbl IKERule —

MainMode).

®Ecrm npaeurne IKERule, ncnoneaytowem gaHHbii IKETransform ykasaH metoq ayTeHTUdMKauum Tuna

AuthMethodGOSTSign, To anroputm BeluncrieHnsa xawa ansa ISAKMP He moxem b6bimb ykazadH MD5 nnn SHAL.
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CuHTakcuc

GrouplD = VKO_1B|MODP_768|MODP_1024|MODP_1536

3HayeHue

VKO_1B — ucnonb3syetca anroputm VKO GOST R 34.10-2001,
ANnHa Kknoda 256 out

MODP_768 — ctaHgapTtHaa Oakley-rpynna ¢ gnvHon kniova 768
6ut —rpynna 1

MODP_1024 — ctaHgapTtHasa Oakley-rpynna ¢ onvHON kno4va
1024 6uta — rpynna 2

MODP_1536 — ctaHgapTtHasa Oakley-rpynna ¢ onvHORN Kno4va
1536 6uT —rpynna 5

3Ha4eHue nNo yMonyaHuio

He cylecTByeT, aTpubyT 06s13aTeNbHBbIN.

Mpumeyanme

Ctout oTmMeTuTb, YTO B npaewune IKE (IKERule) npegocTtaBneHme
napTHepy BblOOpa pasnuyHbIX 3NIEMEHTOB CMMCKa BO3MOXHO
TONbKO B OCHOBHOM pexume IKE (MainMode). Ecnu npasuno IKE
npegycmaTpmMBaeT arpecCUBHBIN PEXUM (MPUCYTCTBYET CTPYKTYpa
AggrModeAuthMethod), To B aTom npasune IKERule Bo Bcex
ctpyktypax IKETransform atpnbyt GrouplD gomkeH nmeTb
TONbKO OAHO 3HaYeHWe, N OHO OOMKHO ObITb OANHAKOBBLIM BO BCEX
ctpyktypax IKETransform, T.e. gomkHa 6bITb ykasaHa ogHa u Ta
xe Oakley-rpynna nu6o VKO_1B.

AtpubyT RestrictAuthenticationTo

ATpunbyT RestrictAuthenticationTo onpegensieT, ¢ KAKMM TUMNOM ayTEHTUMUKALMM MOXKET UCMONb30BaTLCS
AaHHbIN TpaHcdopMm. Ecnn He 3agaHo MeTodoB ayTeHTUdUKaL MM NOAXOASALLErO TUna, COOTBETCTBYOLLMX

ncnonb3yemomy pexmmMy (main/aggressive), 4aHHbIN TpaHCHOPM He ByaeT ncnonb3oBaH. Ecnv gns
cnocoba ayteHTudukaumm B IKERule HeT nogxoadwiero TpaHcgopma, npomsongeT owmbka pasbopa

KOHdUrypaumu.
CuHrakcue RestrictAuthenticationTo =
RSA_SIGN|DSS_SIGN|GOST_SIGN|PRESHARED
3HayeHue RSA_SIGN
DSS_SIGN
GOST_SIGN
PRESHARED

3HayeHue No yMon4yaHuio

orpaHn4eHne He yCtaHOBJIEHO.

Mpumep cTpykTypbl IKERule

IKETransform ike trf 01(

LifetimeSeconds =

28800

CipherAlg = "G2814789CPRO1-K256-CBC-65534"

HashAlg
GroupID
)

"GR341194CPRO1-65534"

VKO_1B

IKETransform ike trf 02(

LifetimeSeconds =

28800

CipherAlg = "G2814789CPRO1-K256-CBC-65534"

HashAlg
GroupID
)

"GR341194CPRO1-65534"

MODP 1536

IKETransform ike trf 03(
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LifetimeSeconds = 28800

CipherAlg = "DES-CBC"
HashAlg = "GR341194CPRO1-65534"
GroupID = MODP 1024

)

IKETransform ike trf 04(
LifetimeSeconds = 28800
CipherAlg = "AES-K128-CBC"
HashAlg = "GR341194CPRO1-65534"
GroupID = MODP 768

)

IKERule ike rule(
DoNotUseDPD = FALSE
DPDIdleDuration = 60
DPDResponseDuration = 5
DPDRetries = 3
MainModeAuthMethod *= auth method 01
Transform *= ike trf 0l1,ike trf 02,ike trf 03,ike trf 04
DoAutopass = TRUE

)

IdentityEntry auth identity 01 (

)

AuthMethodPreshared auth method 01 (
SharedIKESecret = "dfd"
LocalID = auth identity 01

)
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11.18 Ctpyktypbl AuthMethodDSSSign, AuthMethodRSASign,
AuthMethodGOSTSign

YKaszaHHble CTPYKTYpbI 3a4at0T ayTEHTUMUKALUOHHYIO MHAOPMaLUIO NPU UCMOMb30BaHUM CEPTUAUKATOB.
Anropntm (RSA, DSA, GOST), yka3aHHbIA B HA3BaHUWN CTPYKTYPbI, SIBNSIETCA KpUNTorpagouyeckmm

anropuTMOM.

AuthMethodDSSSign — ayteHTudukauma DSS noanuceto.

AuthMethodRSASign — ayteHTudukauma RSA noanuceio.

AuthMethodGOSTSign — ayTeHTUdUKaLMa Npy NOMOLLM NOAMNUCH, CO30AHHON C UCMONb30BaHNEM
anroputma FOCT P 34.10-2001 unu FOCT P 34.10-2012 (anroputm onpegensieTca cepTugrkaTom

Krnoya nognucn).

WUms cTpykTyp

ATpunbyTHI

AtpubyT LocallD

AuthMethodDSSSign
AuthMethodRSASIgn
AuthMethodGOSTSign
LocallD

RemotelD
LocalCredential
RemoteCredential
AcceptCredentialFrom
DoNotMapLocallDToCert
DoNotMapRemotelDToCert
SendRequestMode
SendCertMode

ATtpubyT LocallD 3agaeT ngeHtumkaumoHHyo nHopmMaLmio, Nocbiniaemyto napTHepy B nepson gase

IKE.
CuHrakcuc LocallD =IdentityEntry
3HayeHune B cTtpykType IdentityEntry gonyckaeTtcs 3agaHvue 0QHOrO 3Ha4YeHUs

OLHOMY U3 NOEHTUPUKATOPOB TUNa IPv4Address, FQDN,
EMail, DistinguishedName.

Mpu 3agaHum 3HaveHns aTpmbyTy DistinguishedName
ucnonb3oBaHWe B CTPoOKe Subject 3ape3epBMpPOBaHHOIo Crosa
TEMPLATE HepgonycTumo.

Mpu 3agaHum 3HaveHust atpudyTy IPv4Address ncnonb3oBaHue
AvanasoHa IP-agpecoB HeONyCTUMO.

Ecnu 3HaveHure 3agaHo 3apes3epBrpoOBaHHLIM CITOBOM
USER_SPECIFIC_DATA, To B KayecTBe naeHtmdgukaropa byger
MCNonbL30BaHO COOTBETCTBYIOLLEE 3HAYEHUE N3 NOKarbHOro
cepTudukarta. Ecnu B ceptudukate co

3HayeHue no ymonyaHuro

nepsblil IP-agpec ceTeBoro HTEpdenca, ¢ KOTOPOro OTChINakrTCs
ISAKMP-nakeTbl napTHepy.
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AtpubyT RemotelD

ATpnbyt RemotelD 3agaeT TpeboBaHMs K nAEHTMHOUKALMOHHON MHpOopMaLMm napTHepa.

CuHTakcuc RemotelD = IdentityEntry

3HayeHue B ctpykType IdentityEntry gonyckaeTtcs 3agaHme HECKOSbKUX
naeHTudgukaTopoB TMna IPv4Address,FQDN, Email,
DistinguishedName

3HayeHue No yMon4aHuLo npuHuMaeTca noGoit ID napTHepa.

Atpubyt LocalCredential

ATtpunoyT LocalCredential 3agaeT TpebyeMble napameTpbl cepTudmnkata gaHHoro VPN-ycTpoliicTea.

CuHTakcuc LocalCredential = CertDescription
3HayeHne No yMONYaHmIo TpeboBaHUa OTCYTCTBYIOT. Mcnonb3yeTcst Nio6omn nokanbHbIi
cepTtudpmkar.

AtpubyT RemoteCredential

Atpnbyt RemoteCredential 3agaeT Tpebyemble napameTpbl cepTudmkaTa napTHepa no
B3aUMOEWNCTBUIO.

CuHrakcmue RemoteCredential* = CertDescription
3HayeHune No yMonyaHuio aonyckaeTtca nobon AoBepEHHbIN cepTudmKar.

Atpunbyt AcceptCredentialFrom

ATpubyT AcceptCredentialFrom 3agaet Tpebyembie napameTpbl CA-cepTudmkaTa, ya0CTOBEPSIOLLENO
NOAMNMHHOCTL cepTudMKaTa napTHepa.

CuHTakcue AcceptCredentialFrom* = CertDescription
3HayeHue No yMonyaHuo ucnonb3yeTtcs nobon n3 tex CA, KOTOPOMY Mbl JOBEPSIEM.

Atpubyt DoNotMapLocallDToCert

ATtpubyt DoNotMapLocallDToCert 3agaeT peXxum Ucnorb30BaHWsA NOKANbHOIO MaeHTUdUKaTopa nNpu
nouncke rnokanbHoOro ceptudukara.

CuHTakcue DoNotMapLocallDToCert = TRUE | FALSE

3HayeHue TRUE — npu no1cke nokanbHOro ceptudgukaTa ucnonb3yTcs
onncaHus cepTudumKaToB, ykasaHHble B aTpubyTe LocalCredential.
3HaveHwne aTpmnbyta LocallD nrHopupyetcs

FALSE — npu noncke nokanbHOro ceptucukata ncnonb3yercs
cnmcok CertDescription. Kaxgpbii aneMeHT 3Toro cnucka siBnsietcs
obbeguHeHnem nonen atpmubyTtor LocallD u LocalCredential.
O6bearHeHre CTponTCs Mo CreayLWwum NpaBunam:

ecnu LocallD 3agaH 3ape3epBrMpOBaHHbIM CIIOBOM
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USER_SPECIFIC_DATA, To ucrnonb3yeTtcsa CertDescription B
TOM BuAe, Kak oH 3agaH B LocalCredential

ecnun 3HayeHue LocallD He npoTtmnBopeuunt LocalCredential, oHO
ABNSAETCHA AONOMHUTENbHBIM KpUTEPUEM Noucka ceptudmkara.

ecnu 3HadeHune LocallD npotusopeunt LocalCredential,
coeguHEeHne He NOCTPOnUTCS.

3HayeHue nNo yMonyaHuio FALSE

AtpunbyTt DoNotMapRemotelDToCert

Atpnoyt DoNotMapRemotelDToCert 3agaeTt pexxmm NCnonb3oBaHUs MOeHTUMKaTopa NnapTHepa npu
noucke ero ceptudukara.

CuHrakcmuc DoNotMapRemotelDToCert = TRUE | FALSE

3HayeHue TRUE — npu noucke ceptudmkaTta napTHepa UCnonb3yTcs
onncaHus cepTudurKaToB, yKkasaHHble B aTtpmubyTe
RemoteCredential, 3Ha4yeHne aTpubyta RemotelD nrHopupyetcs

FALSE - npwu noucke cepTucukata napTHepa ncnonb3yeTcs
cnmcok CertDescription. Kaxgbii anemMeHT 3TOro cnucka siBnsietcs
o6beanHeHeM NPUCNaHHOMo aeHTUdNKaTOpa NapTHepa u
CertDescription n3 atpubyta RemoteCredential. NpaBuna
006beaMHeHNA coBNagarT ¢ paHee onMcaHHbIMK NpaBunamm B
atpubyte DoNotMapLocallDToCert.

3HayeHue No yMon4yaHuio FALSE.

Atpunbyt SendRequestMode

ATpnbyT SendRequestMode onpeaensieT NOruky oTCbIfIKM 3anpoca cepTudmkaTa naptTHepa.

CuHrakcue SendRequestMode = AUTO | NEVER | ALWAYS

3HayeHue AUTO - 3anpoc BbICbIflaeTcs, ecnu cepTudukaTt naptHepa He
OOCTYNEH NOKarnbHO UM HEe MOXET ObITb OOHO3HAYHO
onpeferneHo, Kakum cepTudukaToM BOCNONb3yeTcHa napTHep

NEVER - 3anpoc He BbICblnaeTcd

ALWAYS — 3anpoc BbiCblfiaeTcs Bcerga

3HayeHue No yMon4yaHuio AUTO

Atpubyt SendCertMode

ATpnbyT SendCertMode onpenenseT norMky oOTChIIKM NTOKanbHOro ceptuduka B npouecce nepeon asbl
IKE Ha 3anpoc napTtHepa. B cBoem 3anpoce napTtHep MOXeT yka3aTtb kakoMy CA cepTtudmkaTty oH
posepsdeT. Ecnn Takon ceptudmkaT He HaWAEH, TO OH He OTChINIaeTCA.

CuHrakcue SendCertMode = AUTO | NEVER | ALWAYS| CHAIN

3HayeHue AUTO — aBTOMaTHYECKN OnpepenseTcs, koraa Heobxoanva
OTChbIfIKa NoKanbHOro cepTudukaTa napTHepy:

ecnv napTHep He Npucnan 3anpoca, To cepTudukaT He
oTcbinaeTcs

S-Terra Client Copyright © S-Terra CSP 2003 - 2016 179



C-Teppa Knuent 4.1. PykoBoACTBO agMMHUCTpaTOpa

€Cnv NapTHep npucnan 3anpoc U COOTBETCTBYIOLLNI
cepTudukat 66l HangeH, To NapTHeEPY BbiCbinaeTcs nuMbo
ceptudukat, Nnbo HangeHHas Lenoyka cepTudukaToB

€CInu napTHep npucnan 3anpoc 1 3TOT 3anpoc He Gbin
YOOBMNETBOPEH, TO CEPTUMUKAT He BbiCbINaeTcs.

NEVER — cepTudukat He BbiCbinaeTcs
ALWAYS — cepTucumkat BbiCbinaeTcsa Bcerga

CHAIN — cepTucumkaT BbICbInaeTcsa Bcerga, npuyemM B coctaBe C
Lienoykom goseputernbHbix CA:

MMeeTcs BBMAY Lienoyka cepTudmkaToB, NOCTPOEHHAs OT
nokansHoro ceptudukaTta go CA, KOTopbii yaoBneTsopseT
OnUucaHuio, NpUcnaHHOMYy napTHepOM B 3anpoce. B obuwem
cnyyae ato CA, yaoBneTBOpPAOLLNIA 3anpocy napTHepa,
NPOU3BOJSIbHOE KONMUYECTBO NPOMEXYTOYHbIX CA 1
nokanbHbIA cepTuduKar.

3HayeHUe No YMONYaHUK AUTO
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11.19 Ctpykrypa AuthMethodPreshared

Crtpyktypa AuthMethodPreshared 3agaet ayTeHTMdUKALNOHHYIO MHGOPMAaLMIO NPYU NCMNONb30BaHUA
npegonpeaeneHHbix (Preshared) kntoyen.

MMA cTPYKTYpPbI AuthMethodPreshared
ATpunbyThI LocallD
RemotelD

SharedIKESecret

AtpubyT LocallD

ATtpubyT LocallD 3agaeT ngeHtudmkaumonHyo nHgopmauuio gaHHoro VPN-yctponcTsa. B cTpykType
IdentityEntry gonyckaetcsa 3agaHue TONbKO OAHOro naeHTudumkaTopa ¢ OOHUM 3HAYEHMEM.

I'IpM 3agaHnn 3Ha4YeHnA anVIGyTy IPv4Address WCMNOMb30BaHWe aManasoHa |IP-agpecoB HegonycTUMO.

Mcnonb3oBaHue 3apesepsupoBaHHoro crnosa USER_SPECIFIC_DATA HegonycTMMoO.

CuHTakcuc LocallD = IdentityEntry
3HayeHue No ymMonyaHuwo nokanbHbIn IP-agpec n3 IKE-naketa.

AtpubyT RemotelD

ATpndyt RemotelD 3agaeT TpeboBaHMs K MAEHTMUKALUMOHHON HpopMaunn napTHepa. B cTpykType
IdentityEntry gonyckaeTcsi 3aaHne HECKOSbKUX UOEHTUMKATOPOB pasHbIX TUMOB.

CuHTakcuc RemotelD = IdentityEntry
3HayeHue No yMonyaHuo npuHumaeTca nobow ID napTHepa.

Atpubyt SharedIKESecret

ATpubyT SharedIKESecret onpegensieT cchinky Ha NpeaonpeaeneHHbI CEKPETHBIN K.

B atpubyTte ykasbiBaeTca nms npegonpeneneHHoro (Preshared) kntoya, xpaHumoro B 6a3e MpogykTa.

CuHTakcuc SharedlKESecret = CTPOKA
3HayeHue ums npegonpeaeneHHoro (Preshared) kniova.
3HayeHue nNo YMONYaHu1Ko He CyLLlecTBYeT, aTpnbyT 06A3aTeNbHbIN.
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11.20 Ctpyktypa ldentityEntry

CTtpykTypa ldentityEntry onucbiBaeT naeHTMUKALMOHHYO MHGOpMaLmMio. BapnaHTbl 3agaHns aTom
CTPYKTYpPbl NPUBEAEHDbI B ONMUCAHUSAX CTPYKTYp CTpykTypa AuthMethodPresharedu
AuthMethod{DSS|RSA|GOST}Sign

Uma cTpyKTYpbI IdentityEntry
ATpunbyTHI IPv4Address — IPv4 agpec

FQDN — FQDN xocTta
EMail — EMail nonb3oarens
DistinguishedName — DN B cpopmate X509Subject

KeyID — ngeHTtundunkaTtop Krova

Ecnu cTpykTypa IdentityEntry ucnonb3ayeTtcs onpefeneHHbIM METOAOM ayTeHTUdMKaUMK, To aTpubyThl, He
COOTBETCTBYHOLLNE JaHHOMY MeToay, UrHOpUpYoTCs. ATpUBYTbI, NCNONb3yeMble ON1S onpeaeneHHbIX
METOHOB ayTeHTU(MKaLNK:

e AuthMethodPreshared
e TIPv4Address
. KeyID
e AuthMethod{DSS|RSA|GOST}Sign
e TIPv4Address
e FQDN
e EMail

e DistinguishedName.

AtpubyT IPv4Address

ATpubyT IPv4Address 3agaeT onucaHve ngeHtudmkaTopa no ykasaHHelM IP-agpecam.

CuHTakcuc ansa gadHoro VPN ycTpoucTBa:
IPv4Address = IP |USER_SPECIFIC_DATA
ONns napTHepa:

IPv4Address* = IP|IP..IP|IP/LIENOE32)
USER_SPECIFIC_DATA

3HayeHue ansa aadHoro VPN ycTponcTaa:
IP — oguH IP-agpec
USER_SPECIFIC_DATA
Ans napTHepa:
IP — cnucok IP-agpecos
IP..IP — cnucok gnanasoHos IP-agpecos
IP/LIEJTOE32 — cnucok noaceten ¢ IP-agpecom n mackom
USER_SPECIFIC_DATA

Ecnu 3agaHo 3HaveHne USER_SPECIFIC_DATA, To 6epeTtcs
nepBbin IP-agpec n3 pacumpeHns Subject Alternative Name
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nokarnbHoro ceptudukarta, ucnonb3dyemoro Ans nognucu. Ecnm
IP-agpec B cepTudukate oTCyTCTBYeT, TO COEAUHEHNE He
cosfjaeTcs.

Ecnu 3agaHbl gnanasoHsl IP-agpecos nmbo noaceTtu, To 31O
03HayvaeT, 4To npuHumaeTcsa nobon Identity Tuna IP-agpec, ecnu
3Ha4veHue IP, npucnaHHoe napTHepom B TakoM ldentity, nonagaet
B yKa3aHHbI Anana3soH, NMbo noaceTb.

3HayeHue No yMoN4aHuK MCMonb3yTCA Apyrve aTpubyThl.

AtpuoyTt FQDN

Atpnbyt FQDN (Fully Qualified Domain Name — nonHOCTb0 onpefeneHHoe JOMEHHOe Ums) 3agaeT
onucaHue naeHTndmrkaTopa xocta no ykasaHHeiM DNS numeHam. ina AuthMethodPreshared atoT atpmnbyt

UrHOpUpyeTCs.

CuHTakcuc FQDN* = CTPOKA | USER_SPECIFIC_DATA

3HaveHue ctpoku Braa "host.domain”. LlabnoHsl He gonyckatoTcs.
€cnuv 3afaHo 3HaveHne USER SPECIFIC DATA, TO npu
nposepke/oTcbinke ldentity ncnonbsyetca none DNS paclwmpeHus
Subject Alternative Name cooTBeTCTBYIOLLErO cepTMduKaTa,
MCMONb3yemMoro COOTBETCTBEHHO ANSA NpoBepku/opMmpoBaHms
noanucum.

3HayeHne No yMOnyaHuto MCcnonb3yloTca apyrme atpmbyTol.

AtpubyT EMail

ATpubyT EMail 3agaeTt onncanve naeHtudmkatopa nonb3oBaTtens no ykasaHHeiM Email-agpecam. ns
AuthMethodPreshared atoT aTpnbyT UrHopupyeTtcs.

CuHTaKcme Email* = CTPOKA | USER_SPECIFIC_DATA

3HayeHue cTpoku Bnaa "user@host.domain”. LLlabnoHbl He gonyckalTcs;

ecnun 3agaHo 3HadyeHne USER_SPECIFIC_DATA, 1o npu
nposepke/oTcbinke ldentity ncnonssyerca none EMail
pacwmpeHusa Subject Alternative Name ceptudukara,
NCNOMb3yemMoro COOTBETCTBEHHO Ans NpoBepku/opmMmupoBaHms
noanucum.

3HayeHuWe No yMonyaHuio 1cnonb3yTcs apyrve atpubyThl.

AtpubyT DistinguishedName

ATpubyT DistinguishedName 3agaeT onucanune naeHTUdUKaTopa No ykasaHHbiM DN (yHUKanbHoe ums B
dopmate X509Subject.). Ona AuthMethodPreshared atoT aTtpubyTt nrHopmpyeTcsi.

CuHTakcue DistinguishedName* = CertDescription |
USER_SPECIFIC_DATA

3HayeHue B KaXxgown cTpykType CertDescription gonyckaetcs ncnonb3oBaTtb
TOnbKO none Subject

ecnu 3agaHo 3HavyeHne USER_SPECIFIC_DATA, 1o npu
nposepke/oTcbike ldentity ncnonb3yeTtcs nonHoe onucaHve
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pasgena Subject Name cepTudukarta, MCNOnbL3yemMoro
COOTBETCTBEHHO Afsi NpoBepKn/opMUPOBaHMS MOAMUCH.

3HayeHue N0 yMONYaHuio MCMONb3YTCS ApYyrue aTpubyThl.

Atpubyt KeylD

AtpunoyT KeylD 3apgaeT onucanue Identity no ykazaHHbIM naeHTudpmkatopam Preshared kntoden. Ans
AuthMethod{ DSS|RSA|GOST}Sign aToT aTpMbyT UrHopupyeTcsi.

CuHrakcmue KeylD* = CTPOKA

3HayeHue CTPOKM, cogepKaluue wecTHaguaTepmyHoe npeacTaBrneHme
MAEHTUPMKATOPOB KIHoYen;

pekoMeHAyeTCs Npu cocTaBneHnn naeHTudukaTopa knoya
MCMNonb30BaTh LWecTHaaLaTepuyHoe npeacTaBneHne TOMbKo
neyaTtHbIx cumBonoB 6e3 npobena: MeHHO Takoe orpaHnyeHne
CyLecTByeT npu hopmMmnpoBaHumn kKoHgpurypauum 10S.

3HayeHue No yMoNyaHuio MCMonb3yTCA Apyrve aTpubyTh.

Mpumep

AuthMethodPreshared auth key (
RemoteID = IdentityEntry(
IPv4Address *= 192.168.13.117, 192.168.13.118

)
SharedIKESecret = "cskey"
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11.21 Ctpyktypa CertDescription

CtpykTypa CertDescription ucnonbsyetcsl Ans 3agaHusi cCo6CTBEHHOro naeHTMdukaTopa u
naeHTUdMKaTopa napTHepa, ANs 3adaHns XxapaKTepUCTUK NoKarbHOro ceptudukaTta u ceptudmkaTa
napTHepa.

Ona 3apaHna CTPOKW B aTpunbyTax aton cTpykTypbl cmoTpuTe dpopmat DN B pasgene "dopmat 3agaHus
DistinguishedName B LSP".

Wmsa cTpyKTYpbI CertDescription

ATpunbyTHI Subject
AlternativeSubject
Issuer

Alternativelssuer
FingerprintMD5
FingerprintSHAL

SerialNumber

Atpunbyt Subject

ATpunbyT Subject 3agaeT 3HaueHne/WwabnoH nonsa Subject cepTudukaTa.

CuHrakcmue Subject = TEMPLATE | COMPLETE, CTPOKA

3Hayenue TEMPLATE — chnar, npu KOTOPOM yKazaHHas CTpoka
npegctaBnseT cobon He3akoHYeHHOe 3HadeHue nons Subject
cepTtudumkarta.llpn noncke n cpaBHeHuu, none Subject
cepTudmrkaTa JOMKHO COAepXKaTb yKa3aHHYK CTPOKY

COMPLETE — donar, npu KOTOPOM yKa3aHHas CTpoka
npeactasnseT cobow 3akoH4YEeHHOe 3HayveHne nons Subject
ceptudukara. [Npu nomcke n cpaBHeHUn none Subject
cepTudmkaTa JOMKHO coBMagaTh C yka3aHHbIM MHOXECTBOM
aTpnbyTOB 1 MX 3HAYEHUAMMU (C TOYHOCTBIO OO MOPSAKA yKasaHus
B cepTudurkaTe) B CTPOKe.

Mpeaynpexaexue: DN B cTpoke JosmkeH ObITb 3agaH TOYHO
TaKke, kKak OH 3afaH B cepTudukare: Heobxo4Mmo CTporo
cobntogaTb KONMYeCTBO NPOGENoB U perncTp CUMBOSIOB.

3HayeHne No yMonyaHuio ecnu 3afjaHa cTpoka, a dnar He ykasaH, TO N0 YMOMYaHUio OH
paseH COMPLETE;

ecnn He 3aflaHa CTpoka, To none Subject cepTudukarta
npuHUMaeT nobble 3Ha4YeHUs.

Mpumep: JdonycTumble BapuaHTbI:
Subject = TEMPLATE, "ou=eng"

Subject = "ou=eng", TEMPLATE
Subject = COMPLETE, "c=RU,o=co.,ou=eng,cn=engineer"
Subject = "c¢=RU, o=co, ou=eng, cn=engineer"

HeﬂOﬂyCTl/IMble BapnaHThbI:
Subject = TEMPLATE, "ou=eng", COMPLETE

Subject = "ou=eng", "ou=ga"
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AtpubyT AlternativeSubject

ATtpunoyT AlternativeSubject 3agaeT 3HavyeHune/WwabnoH nonsa Alternative Subject Extension ceptudgukara.

CuHTakcuc

AlternativeSubject = CTPOKA

3Ha4eHue nNo yMonyaHuio

ntoboe 3HaueHne Alternative Subject Extension cepTudukaTa.

ATpubyrT Issuer

ATpUGYT Issuer 3agaeT 3HaveHue/lWwabroH nons Issuer ceptudmkarta.

CuHTakcuc

Issuer = TEMPLATE | COMPLETE, CTPOKA

3HayeHue

TEMPLATE — chnar, npy KOTOPOM yKasaHHas CTpoka
npegctaBnsieT cobor He3akoHYEHHOE 3HavYeHne nong Issuer
ceptudukara. lpu nomcke u cpaBHeHUM, none Issuer
cepTudukaTta 4OMKHO coaepXaTb YKasaHHY CTPOKY.

COMPLETE - donar, npy KOTOPOM yKa3aHHas CTpoKa
npeacTaBnsaeT cobor 3aKOHYEHHOe 3HayYeHne nons Issuer
cepTtudukara. Npun noucke n cpaBHeHuu, none Issuer
cepTudmrkaTa JOMKHO coBNagaTh C yka3aHHbIM MHOXECTBOM
aTpnbyTOB 1 MX 3HAYEHUAMMU (C TOYHOCTBIO OO MOPSAKA yKasaHus
B cepTudpmkarte) B cTpoke.

MpeaynpexaeHue: DN B cTpoke OoSKeH ObITb 3aaH TOYHO
TaKkXe, KakK OH 3a4aH B CepTVI(*)I/IKaTeZ HeobxoaMMo CTporo
cobntogaTb KONUMYeCTBO ﬂpOGGﬂOB n permcTp cCMmBoJOB.

3HayeHue No yMon4yaHuio

€Cnu 3agaHa cTpoka, Ho onyweH dnar TEMPLATE wnn
COMPLETE , 10 no ymonyaHuto oH paseH COMPLETE;

ecrnu He 3aaHa CTpokKa, To none Issuer CepTM(bVIKaTa NnpuUHNMaeT
ntobble 3Ha4YeHus.

AtpubyT Alternativelssuer

ATpubyT Alternativelssuer 3agaet 3HayeHune/wabnoH Alternative Issuer Extension ceptudukara.

CuHTakcuc

Alternativelssuer = CTPOKA

3HayeHue No yMon4yaHuio

ntoboe 3HayeHue Alternative Issuer Extension ceptudukara.

AtpubyT FingerprintMD5

ATpubyT FingerprintMD5 3agaeT 3HauyeHue xelw-pyHkuun anropyutma MD5 no 6uHapHomy

npeacraBneHunto ceptudukara.

CuHTakcuc

FingerprintMD5 = CTPOKA

3HayeHue

LWecTHaguaTepuyHas 3anucb 3Ha4yeHns Xa-pyHKUnKM, anuHa
CTPOKM JOImKHa ObITh paBHa 32 cMMBOnam.

3HayeHue no ymonyaHuro

noboe 3HadyeHne XL -PyHKLUN.
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AtpubyT FingerprintSHA1

ATpubyT FingerprintSHA1 3agaeT 3HavyeHune xelw-pyHkumMn anroputma SHA1 no 6GuHapHomy

npeacTaBneHnto cepTudukara.

CuHrakcmue FingerprintSHA1 = CTPOKA

3HaveHue LecTHagUaTepuyHas 3anncb 3Ha4eHns XaWw-yHKLUUW, ANMHa
CTPOKW formkHa ObITe paBHa 40 cumBonam.

3HayeHue no yMonyaHuio nto6oe 3HavYeHne XaL-PYHKLMN.

AtpubyT SerialNumber

ATpubyT SerialNumber 3apgaeT 3Ha4yeHMe CepunHOro HoMmepa cepTudukara.

CuHTakcuc SerialNumber = CTPOKA

3HayeHue LecTHaguaTepuyHas 3anmcb CEPUMHOIO Homepa.
3HayeHune No yMonyaHuio noboe 3HayYeHne CepuinHOro Homepa.

Mpumep

RemoteCredential* = CertDescription (
Issuer* = COMPLETE, " CN=S-Terra CenterCA, O=S-Terra,
C=RU"
Subject* = TEMPLATE, "CN=S-Terra, OU=QA"
AlternativeSubject = "EMAIL=inform@s-terra.com,
DNS= tester.s-terra.com, IP =10.10.10.10"
SerialNumber = "567A99991E1F"

L=Moscow,
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11.22 Ctpyktypa FirewallParameters

Crtpyktypa FirewallParameters onucbiBaeT rnobanbHblie napameTpbl MEXCETEBOro akpaHa. B
KOHGMrypawmm gormkHa ObiTb TONbKO O4HA CTPYKTYpa AaHHOro Tuna. OTon CTPYKTYpe UMs He

npuceBanBaeTCcA.

Nmsa cTpyKTYpbI

ATpunbyThI

FirewallParameters

TCPSynSentTimeout
TCPSynRcvdTimeout
TCPFinTimeout
TCPClosedTimeout
TCPEstablishedTimeout
TCPHalfOpenMax
TCPHalfOpenLow
TCPSessionRateMax
TCPSessionRateLow
TCPSessionsMax
TCPStrictnessLevel

Atpubytbl TCPSynSentTimeout, TCPSynRcvdTimeout, TCPFinTimeout,
TCPClosedTimeout, TCPEstablishedTimeout

ATpubyTbl yCTaHaBNMBAIOT BPEMS XU3HU 3anucu o coeanHeHmn. MexceTeBon akpaH onpegenser
coctosiHme TCP-coeguHeHnsa ans Kaxgoro u3 napTHeEPOB U, B 3aBUCUMOCTH OT 3TOrO, BbICTaBNSAET BpeMS
XM3HKW 3anvcuK o coegnHeHun. B Tabnuue nprvBeaeHbl cTaH4apPTHbIE HAa3BaHUS AN coctosHun TCP u
COOTBETCTBYIOLLME NapaMeTpbl, 3a4atoLLme BpeMs XU3HW.

CuHTakcuc

ATpubyT = LIEJTOE32

3HauyeHue

Llenoe uncno n3 gnanasoHa 1..65535

3HayeHue No yMon4yaHuio

CM. Tabnuuy Huxe.

CocTtosiHue 3HayveHue no
MapameTtp LSP

coeauHeHUs ymonyaHuio (cek.)
CLOSED, LISTEN TCPClosedTimeout 30
SYNSENT TCPSynSentTimeout 30
SYNRCVD TCPSynRcvdTimeout 30
ESTAB TCPEstablishedTimeout 3600
FINWAIT-1, FINWAIT-2,
CLOSING, TIMEWAIT, TCPFinTimeout 5
LASTACK, CLOSED

3HaueHnne TCPEstablishedTimeout moxeT ObITb NepeonpeneneHo ans KOHKPETHOro npasuna
dunbTpauymm (cm. Filter.ExtendedAction)

AtpubyTt TCPHalfOpenMax

ATpubyT TCPHalfOpenMax 3agaeT MakcumaribHOe pa3peLleHHOe KONMMYeCTBO OOHOBPEMEHHO
CYLLECTBYIOLLMX NOMYOTKPbITbIX CEAHCOB, NO AOCTWXEHUN KOTOPOro KnueHT 6e30nacHOCTU HauYMHaeT MxX

yaanexue.
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Mpwn NpeBbILEHNM 4aHHOMO Npeaena HOBble coeauHEHNs OyayT co34aBaTbCs TONMbKO 3a cYeT
YHUUTOXEHNSI NONYOTKPLITLIX CEAHCOB, CO3AaHHbIX paHee. Takum o6pa3om, nocne npesbilleHnst
TCPHalfOpenMax nonyoTKpbITble ceaHCbl DyaeT yaansTbCd, noka ux KONM4yecTBo He JOCTUTHET
3Ha4veHus, 3agaHHoro atpubytom TCPHalfOpenLow. [lanee BHOBb AonyckaeTcsa yBeNMYeHne KonmyecTea
NONYOTKPbITbIX CEaHCOB.

CuHTakcuc

TCPHalfOpenMax = LIEJIOE32

3HaveHue

Llenoe uucno 3 gnanasoHa 0..1000000

3HayeHue No yMONYaHUK

500

Atpubyt TCPHalfOpenLow

Atpnbyt TCPHalfOpenLow 3agaeT Konn4yecTBO OQHOBPEMEHHO CYLLIECTBYOLLMX MOMYOTKPbITbIX CEaHCOB,
KOTOpOe cunTaeTcs HopMarbHbIM. B cnydyae npeBbileHns MakCcMMarnbHOro Ynucna nonyoTKPbIThIX
CeaHcCoB, 3agaHHbIx atpubyTtom TCPHalfOpenMax, nonyoTKpbITble ceaHcbl ByayT yHUUYTOXATLCS 40
3agaHHoro npegena.

CuHTakcuc

TCPHalfOpenLow = LIEJTOE32

3HayeHue

Llenoe yncno us guanasona 0..1000000

3HayeHue no yMon4yaHuo

400

Atpubyt TCPSessionRateMax

ATpnbyt TCPSessionRateMax 3agaeT BEPXHIOK rpaHuLy Ha KONIMYECTBO HOBbIX KOHTEKCTOB COEAMHEHUN,
co3flaBaeMbIxX 3a MUHYTY. Ecnin YacToTa nosiBNeHUs HOBbIX KOHTEKCTOB COeAVHEHUIN OOCTUTHET
TCPSessionRateMax, To KnneHT 6e30nacHOCTM Ha4YHET MX yganeHue go Tex nop, noka vyacrorta
NOSABMEHUS HOBbIX KOHTEKCTOB COEAUHEHUA HE YMEHBLUUTCA A0 BEMWYUHBI, 3a4aHHOW aTpubyTOM
TCPSessionRateLow.

CuHTakcuc

TCPSessionRateMax = LIEJIOE32

3HayeHue

Llenoe uncno u3 auanasoxa 0..2%%-1

3HayeHue no ymonyaHuro

500 HOBbIX KOHTEKCTOB COEAMHEHUN B MUHYTY.

Atpubyt TCPSessionRateLow

ATpubyT TCPSessionRateLow 3agaeT HUXKHIOK rpaHuLy Ha KONMYECTBO HOBbLIX KOHTEKCTOB COEAVMHEHWIN,
co3[aBaeMbIX 3a MUHYTY, MO AOCTMXKEHUM KOTOPOW, KnneHT BesonacHoCTH NpekpallaeT nx yaaneHue.

CuHTakcuc

TCPSessionRateLow = LIEJTOE32

3HauyeHune

Llenoe uncno u3 guanasoHa 0..2%-1

3HayeHue nNo yMon4yaHuio

400 HOBbIX KOHTEKCTOB COEAMHEHWNA B MUHYTY.

Atpubyt TCPSessionsMax

ATpnbyT TCPSessionsMax 3agaeT makcumarnbHoOe pa3spelueHHoe konnyectBo TCP-coeguHeHui. MNpu
NpeBbILLEHUN AaHHOro npegena HoBble TCP-coeanHeHus 6yoyT oTBepratbCsl.

CuHrakcme TCPSessionsMax = LIEJTOE32
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3HayeHue

Llenoe yucno us gnanasoHa 0..1000000

3Ha4eHue nNo yMonyaHuio

65536

Atpubyt TCPStrictnessLevel

ATpubyTt TCPStrictnessLevel ucnonb3yetca ans 3agaHvst ypoBHS "KeCTKOCTM" K pasfnnyHbIM CUTYyaLmsaMm,
KoTopble BocnpuHumatoTcs firewall kak onboYHble.

CuHrakcmue TCPStrictnessLevel = LIEJTOE32
3HayeHue Llenoe yncno u3 gnanasoHa 0..6
3HayeHue No YMONMYaHMK 3

B cneaytoulel Tabnuvue npuBeaeHbl OCHOBHbLIE OTNIMYMS B MOBEAEHUN NPU PasfIMYHbIX 3HaYEHUAX
TCPStrictnessLevel. Noka3zaHa 3aBUCUMOCTb BbINOMHEHNS TaKUX OENCTBUI KaK «YHUYTOXEHNE NakeTa» n
«0TKa3 B UIBMEHEHUN COCTOSAHUS COEANHEHUAY» OT YPOBHS, 3agaHHoro TCPStrictnessLevel n pesynbTtaTta

aHanuaa 3aronoska TCP naketa.

3Ha4yeHue
Strictness YcnoBue, npu KOTOPOM Naket Ycnoswue, npu K1(7)T0p0M COCTOsIHME
Level YHUUTOXaeTcs coeAMHeHUs1 ' He N3MeHsieTCcA
Mpun HekoppekTHOM TCP 3aronoske
0 MakeTbl He yHnuTOXatoTCSA firewall (npoBepsieTca COOTBETCTBUE AMWHbI
naketa, TCP 3aronoska, checksum)
1 Mpwn HekoppekTHOM TCP 3aronoske Mpwn HekoppekTHOM TCP 3aronoske
Mpwn HekoppekTHOM TCP 3aronoske unu
2 Mpu HekoppekTHoMm TCP 3aronoske npu sequence, HECOOTBETCTBYIOLLLEM
COCTOSIHMIO NapTHepa
Mpwn HekoppekTHOM TCP 3aronoske, Unu
npu sequence, HECOOTBETCTBYIOLLIEM
3 Mpwn HekoppekTHOM TCP 3aronoske COCTOSIHWIO NapTHepa, Unu npu
HeCoOTBETCTBUM (prnaros 3arofioBka
COCTOSIHUIO NapTHepa
[Mpwn HekoppekTHOM TCP 3aronoeke, nnm
Mpu HekoppekTHOM TCP 3aronoeke unu npu sequence, HECOOTBETCTBYIOLLLEM
4 npuv HECOOTBETCTBUM (briaroB 3aronoska COCTOSIHWIO NapTHepa, Unu npu
COCTOSIHMIO NapTHepa HEecCoOTBETCTBUW (prnaros 3aronoska
COCTOSIHUIO NapTHepa
Mpu HekoppekTHOM TCP 3aronoske unu Mpn HekoppekTHOM TCP 3aronoske unu
npuv HECOOTBETCTBUM (braroB 3arofioBka npu sequence, HECOOTBETCTBYIOLLLEM
5 COCTOSIHMIO NapTHepa, UM Npu sequence, | COCTOSTHUIO NAapTHepa, UIv npu
HEeCOOTBETCTBYIOLLEM COCTOSIHUIO HEeCoOTBETCTBUM (prnaros 3aronoska
naptHepa COCTOSIHUIO NapTHepa
Mpn HekoppekTHOM TCP 3aronoske unu
Mpu HekoppekTHOM TCP 3aronoeke unu npu sequence, HECOOTBETCTBYIOLLLEM
npuv HECOOTBETCTBUM hriaros 3aronoBka COCTOSIHUIO NapTHEpa, Unu npu
6 COCTOSIHMIO NapTHepa, Unu nNpu sequence, | HECOOTBETCTBUM dhriaroB 3aronoBka
HEeCOOTBETCTBYIOLLEM COCTOSIHUIO COCTOSIHUIO NapTHepa, Unu npu
naptHepa, nnu npu npueme SYN ans nony4vyeHun nepebiM He SYN-naketa, nnu
YCTaHOBUBLLErocsl coeMHeHUs npu npueme SYN-naketa ans
YCTaHOBMBLLErOCsi COeANHEHUS

o Hanpwmep, He NPOJIOHInpyeTcd cyuiectBoBaHuUe 3anncm o CoeguHeHUNn.
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11.23 Ctpyktypa Networkinterface

CtpykTtypa NetworkInterface onucbiBaeT normyeckuin ceTeBon MHTepENC, KOTOPbLIA MOXET
COOTBETCTBOBATb HECKOIbKMM CETEBbLIM MHTEpPhericam cuctemMbl. B CTpykType onucbiBaloTCsl AEUCTBMS,
KOTOpble JOIMKHbI ObITb BbINOMIHEHBI C NAKETOM, MPU €ro NPOXOXKAEHUN Yepe3 aTOT UHTepdeNnc.

B koHMurypaumm gonyckaeTcs OnMcaHne HECKOMbKMX SK3EMMMSPOB AaHHOW CTPYKTYpPbI, B 3TOM Cryyae
OHW JOMKHbI OTnn4aTbes 3HaveHem nons LogicalName. Ctpyktype Networkinterface nvs He
nprceanBaeTcs.

Umsa cTpyKTYpbI NetworkInterface

ATpunbyTHI LogicalName
InputFilter
OutputFilter
InputClassification
OutputClassification
IPsecPolicy

AtpubyT LogicalName

ATtpunbyT LogicalName 3agaet normdeckoe ums nHtepdeiica. Ecnm nntepdeiic Ha MOMEHT 3arpy3ku He
KoHTponupyeTcs IPsec-gpaviBepom, LSP Ha Hero 3arpyxeHa He Oyaer.

CuHrakcmue LogicalName = CTPOKA
3Hayenue noruyeckoe umsi Htepdenca
3HayeHne No yMOnyaHuto default (ocTanbHble ceTeBble MHTEPdENCHI)

AtpunoyT InputFilter

ATpubyT InputFilter 3agaeTt npaBuna kak stateless (naketHon) Tak u stateful (koHTekcTHON) unbTpaumm
Anst BXOOSALWMNX NakeToB Yepes3 AaHHbIN nHTepdenc. MakeT, He NoNaBLWWI HX NOA, OOHO U3 3aaHHbIX
npasun ounbTpaunu, yaansetcsa. Ecnv dvnbTpbl Ha MHTepderice He 3afaHbl, TO NponyckaeTcsa nobon

naker.
CuHTakcue InputFilter = FilterChain
3HayeHue No yMon4aHuio BXOAsLMe nakeTbl He (PUnNbTPYLOTCA.

Atpubyt OutputFilter

ATpubyT OutputFilter 3agaeT npaBuna kak stateless (nakeTHow) Tak u stateful (koHTeKCTHOM) dounbTpaunm
ANsi UCXOOSALLMX NaKeTOB Yepes AaHHbI MHTepdelic. MNakeT, He NnonasBLniA HU MOL, OOHO U3 3a4aHHbIX
npasun dounbTpaunu, yaansetcsa. Ecnv dmnbTpbl Ha MHTepdelice He 3afaHbl, TO NponyckaeTcsa nobon

naker.
CuHTakcue OutputFilter = FilterChain
3HayeHue No yMon4yaHuio ncxogsiume naketbl He OUNbTPYIOTCS.
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AtpubyT InputClassification

ATtpubyt InputClassification 3agaet npasuna knaccudukaumm v BeicTaBneHus 3HavyeHus nons TOS B IP-
3arofioBKe BXOASLUMX NakeToB Yepes AaHHbIN nHTepdenc. Knaccudmkaums n mapkupoBaHve
Npon3BOAMTCS Ha OTKPbLITbIX NakeTax, To ecTb nocrne IPsec gekancynauun. Bxogawmi nakeT, He
nonasLUMiA HU MOA OOHO M3 3a4aHHbIX MPaBuIl, He KrnaccuduumpyeTcs 1 NPonyckaeTcsl B HEM3MEHHOM

BMAe.
CuHTakcuc InputClassification = FilterChain
3HauyeHue No ymonyaHuto Knaccudukaumsa n MapkupoBaHue nNakeToB He NPOM3BOAMNTCA.

Atpubyt OutputClassification

ATtpunobyT OutputClassification 3agaeT npaBuna knaccudukaumm n BbicTaBrieHus 3HavyeHus nonst TOS B IP-
3arofioBKe UCXOOSLLMX NAaKeTOB Yepes3 AaHHbIA UHTepderc. Knaccndpukaumsa n MapkupoBaHue
Npon3BOAMTCS Ha OTKPbLITbIX MakeTax, To ecTb Ao IPsec nHkancynauun. Nocne nHkancynsiummn aHadeHmne
nonga TOS konupyeTcsa N3 BHYTPEHHero |P-3aronoska BO BHELHWI. VICXOasLWwmnn nakeT, He NONaBLUNN HK
NoA OAHO M3 3aaHHbIX MPaBW, He KnaccuuumnpyeTcs 1 NPonyckaeTcs B HEM3MEHHOM BUIE.

CuHTakcmuc OutputClassification = FilterChain
3HayeHune No yMonyaHuio Knaccudukaums n MapkupoBaHue NakeToB He NPOU3BOAUTCS.

AtpubyT IPsecPolicy

ATpubyT IPsecPolicy 3agaeTt npaBuna 3aluTbl NakeToB ¢ NomMoLbio IPsec. B unbTpax onuceiBaetcs
ncxoaaLmMin Tpaduk, Ho punbTpaLmsa NPOM3BOAUTCA CUMMETPUYHO AN BXOASILLETO M UCXOASILLErO
Tpaduka. To ectb npu obpaboTke BxoasLiero Tpadmka Ha ceTeBoM uHTepderice SourcelP, SourcePort
CpaBHUBAETCsI C COOTBETCTBYHOLLMMU NONAMU 3arofioBkoB naketa destination IP address, destination UDP
port, destination TCP port, a DestinationIP n DestinationPort cpaBHuBatoTCS € nonsAmm 3aronoBKOB NakeTa
source IP address, source UDP port, source TCP port. INMpu 06paboTke ncxogswero Tpadmka Ha CETEBOM
UHTepdence NoHATUSA source u destination B KoOHGUrypaLmm cOOTBETCTBYIOT NMOHATUAM Source u
destination B nakeTe.

CuHTakcue IPsecPolicy = FilterChain

3HayeHue No yMonyaHuto IPsec He npumeHsieTcs.
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11.24 Ctpykrypa FilterChain

CrtpykTypa FilterChain 3agaeTt cnncok npaBui NakeTHOW N KOHTEKCTHOM ounbTpaumm («uenoyka»
npaeun). ATON CTPYKTYpe MOXET OblTb NPUCBOEHO NMS.

MMA cTPYKTYpPbI FilterChain
ATpunbyThI Filters

Atpuoyr Filters

ATpubyT Filters 3agaeT cnncok npasun unbTpaumm ¢ ycnoBmsiMmn cpabaTbiBaHWS Kaxgoro npasuna.
Mopsapok 06paboTku Kaxaoro npasuna COOTBETCTBYET NoOpsAaKy nepeuncrieHus pmnetpos B LSP 3a
WCKIIOYEHMEM CUTYaLUI, KOr4a ucnonb3yoTes nepexonpbl (cMm. atpubyTt Action napameTtp STRING).

CuHTakcuc Filters* = Filter

Mpumep
FilterChain IPsecPolicy:DMAP (

Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
)y
Filter (
SourceIP = 192.168.2.0/24
DestinationIP = 192.168.2.240/29
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:DMAP:1:dmap:1 >

LogEventID = "IPsec:Protect:DMAP:1l:dmap:1l:client”
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11.25 Ctpykrypa Filter

CtpykTtypa Filter 3agaeT npaBuno NakeTHOM U KOHTEKCTHON DUNbTPaLUK.

Nmsa cTpyKTYpbI

ATpunbyThI

Filter

SourcelP
DestinationlP
ProtocollD
SourcePort
DestinationPort
PacketType
Action
ExtendedAction

LogEventID
Schedule

Log
Label

AtpubyT SourcelP

ATpunbyT SourcelP 3agaeT Bo3MoXHble 3Ha4eHus nons Source Address B IPv4-3aronoBske naketa™.

CuHTakcuc

SourcelP *= IP | IP/LEJIOE32

3HauyeHune

IP-agpec
IP/UEJIOE32 — IP-agpec ¢ mackon

3HayeHue No yMon4yaHuio

ponyckaetcsa noboe 3HadeHne nons Source Address B IPv4-
3arosioBke nakeTa.

AtpubyT DestinationlP

ATpubyT DestinationlP 3agaeT Bo3MoOXHble 3HayeHus nons Destination Address B IPv4-3aronoske

nakerta®®.
CuHTakcue SourcelP *= 1P | IP..IP | IP/UEJIOE32
3HayeHue IP-agpec

IP..IP — gpnanasoH IP-agpecos
IP/LUEJTOE32 — IP-agpec ¢ mackom

3HayeHue nNo yMonyaHuio

ponyckaeTcsi ntoboe 3HaveHne nons Destination Address B IPv4-
3arorioBke naketa.

AtpubyT ProtocoliD

ATpubyT ProtocollD 3agaeT Bo3aMOXxHble 3Ha4YeHus nons Protocol B IPv4-3aronoske.

'® NIns uenoukn unbTpoB IPsec NpaBun ncronb3yeTcst ocobast uHTepnpeTaumsi. Cm. onucanme IPsecPolicy.

!9 NInst uenoukn dounbTpoB IPsec NpaBun Ucrnonb3yeTcst ocobast HTepnpeTaums. CM. onucaxme IPsecPolicy.
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CuHTaKcHC ProtocollD *= LIENIOE32 | LIENIOE32..L|ENOE32

3HayeHue Lenoe ymcno n3 gnanasoHa 0..255.

3HaueHune 0 o3Ha4aeT Bce ceTeBble NPOTOKOJbI.

3Ha4eHue nNo yMonyaHuio ntoboe 3Ha4veHune nons Protocol B IPv4-3aronoske.

Atpubyt SourcePort

ATpubyT SourcePort onucbiBaeT CNMCOK MAEHTUHUKATOPOB NOPTOB AfIS yKa3aHHbIX NMPOTOKOSOB
06bekta®’. Ecnn 3HaueHue ProtocollD He TCP v He UDP, To OaHHbIN PUNbLTP He coBnaaeT, MOUCK
GunbTpor npogomkutcs. Ecnm B ProtocollD 3agaHbl o6a npotokona — TCP u UDP, To yka3aHHble NOpThI
AOMyCKaloTCs B COMETaHUM C NoObIM U3 ABYX NPOTOKOSOB.

CuHrakcmue SourcePort *= LIEJIOE32 | LENOE32..UENOE32

3HayeHue Lenoe 4yncno n3 ananasoHa 0..65535.

3HaueHune 0 o3Ha4aeT Bce NOopThbl ANA YKa3aHHbIX MPOTOKOJ10B.

3HayeHue No YMONYaHMK ponyckaeTtca noboe 3HadeHne nons Source Port 8 UDP nn6o
TCP 3aronoBke nakeTa.

AtpubyT DestinationPort

ATpubyT DestinationPort onvcbiBaeT CnMcok nAeHTUMKaTOPOB NOPTOB AN YKa3aHHbIX MPOTOKOOB
o6bekTa®t. Ecnv 3HaueHue ProtocollD He TCP v He UDP, To OaHHbIN UNbLTP HE coBnNaaeT, MOUCK
dunbTpor npogomkutcs. Ecnm B ProtocollD 3apaHbl o6a npotokona — TCP u UDP, To yka3aHHble NOpThbl
AONyCcKaloTCst B COMETaHUM C NoObIM U3 ABYX NPOTOKOSOB.

CuHrakcmue DestinationPort *= LIEJTOE32 | LLEJTOE32..LUEJTOE32

3HayeHue Lenoe 4yncno n3 ananasoHa 0..65535.

3HauyeHune 0 o3Ha4vaeT BCe nopTbl OANA YKa3aHHbIX MPOTOKOJ10B.

3HayeHue No YMONYaHMK ponyckaeTcs ntoboe 3HaveHne nonst Destination Port 8 UDP nn6o
TCP 3aronoBke.

Atpubyt PacketType

ATpunbyT PacketType 3agaeT CnMCcoK TUMOB NaKeToB, AJs1 KOTOPbIX AaHHOe NpPaBuo MoXeT cpaboTaTb.

CuHTakcue PacketType *= LIENOE32

3HavyeHue TRANSIT — TpaH3uTHbIE NakeTbl, KOTOPbIE HE NpeaHas3HaYeHb!
AN OaHHOro XocTa U He co3fiaHbl JaHHbIM XOCTOM.

LOCAL_BROADCAST - broadcast B nokansHon noaceTu (T.e.
6e3 yyeTa yHMBepcanbHbix broadcast 255.255.255.255, 0.0.0.0).
[aHHoe 3HayeHne NCnonb3yeTcs TONbKO AN BXOOALWMX NAKETOB.

LOCAL_UNICAST — obbl4Hble NakeTbl, MPUHATHIE/OTNpaBNEHHbIE

%% NIns yenouku ounbTPOB IPsec NpaBun Ucnonb3ayeTcst ocobast HTepnpeTaums. Cm. onvcaHve IPsecPolicy.

2! Ins uenoyku punbTPOB IPSec NpaBun Ucnonb3ayeTcst ocobast MHTepnpeTaums. CM. onucaHve IPsecPolicy.
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XOCTOM, Ha KOTOpPOM 3arpyxeHa LSP.

LOCAL_MISDICRECTED — nakeTbl, NpUHATbIE/OTNPABMEHHLIE C
WHTepdenca, Ha KOTOPOM aapec nonydarens/oTnpaBuTens He
3aperMcTpupoBaH.

3HayeHue nNo yMonyaHuio nobon TMN NakeToB..

AtpubyT Action

ATpuGYT Action 3agaeT OelcTBUE, KOTOPOE AOMKHO ObITb MPUMEHEHO K NAKETY MPW BbINOSTHEHUM YCIIOBUM
cpabaTbiBaHusA npaBuna.

CuHTakcuc Action = PASS | DROP | STRING

3HaueHue PASS — npekpaluaeTtcsa nomck npasun omnbTpauum,
BbIMOSHAETCH AENCTBME, ONUCAHHOE B ExtendedAction. Ecnu
ExtendedAction OTCYTCTBYET, NakeT NponyckaeTcsa Ans
AanbHenwen obpaboTku.

DROP — npekpalyaeTcs nomnck npasun punbTpaumm, He
BbIMOSHAETCHA AEeNCTBUE, ONUCAHHOE B ExtendedAction, NakeT
YHUYTOXaeTcs.

STRING — B KaBbl4yKax ykasbiBaeTcs CTpo4Kka 1 B crnyvae
cpabaTbiBaHMSA AaHHOrO NpaBua AOMKEH NPOAOSPKUTBLCSA MOUCK
npaswn, Ha4YMHas € TOro, y KOTOPOro 3HayeHve aTpubyTta Label
coBMnajaeT C ykaszaHHOW 34ecCb CTpoYkon. [paBuno domnbTpaumm,
Ha KOTOPbLIV NPOUCXOAUT NEPEXoA, AOIPKHO NPUCYTCTBOBATL B TOM
e cnucke npasun (FilterChain) n pacnonaratbcs B cnncke nocne
dunbTpa, OTKyAa NPONCXOANT NEPEXOA.

3HayeHue No yMonyaHuo PASS.

Atpubyt ExtendedAction

ATpubyT ExtendedAction 3agaeT gononHUTENbHbIE YCNOBMSA ANs cpabaTtbiBaHMSA nNpaBunia u/mnm
AOMNOSNHUTENbHbIE AENCTBUS, KOTOPbIE AOIMKHbI ObITb NPUMEHEHBLI NPY BbINOSITHEHUU YCITOBUI
cpabatbiBaHMA NpaBunia. Ycnosus (AeUCTBMSA) 3a4al0TCA B BUAE CUHTAKCUYECKON KOHCTPYKLMM
"npouegypa”. To ecTb yka3biBaeTCs UMSA U UMEHOBaHHbIE NapaMeTpbl B YrioOBbIX CKOOKax.

CuHTakcue ExtendedAction = inspect_tcp <...>
ExtendedAction = inspect_ftp <...>
ExtendedAction = tcp_flags <...>
ExtendedAction = classify_mark <...>
ExtendedAction = ipsec <...>

ExtendedAction = bit_check <...>

3HauyeHue

inspect_tcp — otcnexusaeT coctosiHue TCP-coeanHeHus], enaeT HeKoTopble NMPOBEpKU Ha
KOPPEKTHOCTb 3arofioBka, MeHsIeT BPEMS XXU3HW 3anncy 0 COeAUHEHUN B COOTBETCTBUW C TEKYLLUM
COCTOSIHUEM coeMHeHWs. [ns nponycka nakeToB B 06e CTOPOHbI, 406aBNsATCA A0MNONHUTENbHbIE
npasuna GunbTpaLum Bo BXOOSALLYIO M UCXOASALLYIO LIEMNOYKM NpaBun nHTepdeiica, Ha KOTOpoM
cpaboTana npoueaypa tcp. JononHutenbHble NpaBuna yaansoTcs BMECTE C 3anuchbio O
coeVHEHUN.

[na comectumocTtun ¢ IOS CBAC Ha ocTarnbHble UHTepdENChl, rae NpUCYTCTBYIOT LenoYKn
dunbTpaumm, [obasnAwTCS Npasuna Ansg Nponycka nakeToB Mo 4aHHOMY coeguHeHunto. MNpu aTom
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O0OHOBNEHME 3anucy NPOUCXOANT TONbKO Npu 0bpaboTke nakeTa Ha TOM UHTepdelce, rae
€03[arncs KOHTEKCT.

inspect_ftp — gononHMTENBHO OTCNEXUBaET HEKOTOpble KoMaHabl FTP, co3gaeT npasuna ans
nponycka coeanHeHus ons aaHHelx FTP, onpegenseTt n 6nokMpyeT HEKOTOpble NOAO3PUTENbHbIE
KOMaHbl, KOTOpble MOTyT ABNATbLCS aTakon Ha FTP cepsep.

Mapamempsi dns1 inspect_tcp u inspect_ftp

Nmsa Tun 3HayeHus Mo ymonuaHuio
napameTpa
flags CMUCOK AUDIT, BKMNIOYEHbI NMpeaynpexaeHns, oTKIoYeH
3HaAYeHUn NOALERT | ayaut
LIEJTOE32
timeout LIEJTOE32 OepeTca us
FirewallParameters. TCPEstablishedTimeout

AUDIT — cbopmupoBaTh COOBLLEHNSI NPU 3aKPbITUN COCTOSHWSI CO CTAaTUCTUYECKOM
MHdopmMaunen.

NOALERT — He dhopMurpoBaTh COOBLLEHNSA O NOTEHUMArbHbIX aTakax (MonbiTKax
B3rioma).

timeout — Bpemsi xpaHeHus1 MHpopMaLMM O HEaKTUBHOM COeAUHEHMM, 3TOT napameTp
nepeonpenenseT BPeMs XXM3HN YCTaHOBUBLLETOCS COEAUNHEHWS.

tcp_flags — gpononHutenbHasa punbTpaums naketoB no dnaram TCP-3aronoska, 6e3 coxpaHeHus!
Kakon-nmbo nHgopmauumn o coegmHeHmu. Npasuno, B kotopom npucytcteyeT tep_flags, cuntaetca
noaxogaLmnm, Tonbko ecnu npotokon TCP n conarn TCP-3aronoBka naketa COOTBETCTBYIOT
3a[jaHHbIM NapameTpam.

Mapamempsi dns inspect_tcp u inspect_ftp

Nms Tun 3HaveHus Mo
napameTpa YMORn4aHuto
set .| SYN, FIN, ACK, PSH, RST, URG

CNNCOK 3HaYEeHUIA HeT
LIENOE32 TpeboBaHui
clear .| SYN, FIN, ACK, PSH, RST, URG
CNNCOK 3HaYEeHUIA HeT
LIEJTOE32 TpeboBaHui
any_set .| SYN, FIN, ACK, PSH, RST, URG
CNNCOK 3HaYEeHUIA HeT
LIENOE32 TpeboBaHui
any_clear .| SYN, FIN, ACK, PSH, RST, URG
CNNCOK 3HaYEeHUIA HeT
LIENOE32 TpeboBaHui

set — cpbnaru, koTopble 06A3aTeNbHO AOIMKHbBI ObITb BLICTABIEHDI.

clear — donaru, KoTopble JOJKHbI ObITb COPOLLEHDI.

any_set — nobon 13 ykasaHHbIX riaroB MoXeT ObITb BbICTABIIEH 4151 COBNAAEHMS.
any_clear — nto6or 13 ykasaHHbIX oriaroB MoxeT ObiTb COpOLLEH Ansi COBMageHus.

dnaru 3agarTca KOHCTaHTaMM, 3Ha4YeHMEe KOTOPbIX COOTBETCTBYET KOAMPOBAHUIO B
3aronoske TCP. Ecnu donarv 3agaHbl CnMCKoM, 3Ha4YeHUs 06beanHSITCA onepaunen
"nornyeckoe unun". MoxHo 3agaTtb HECKOMbKO hriaroB cpasy OgHUM YUCITOM.
Hanpwumep, crnegylowime 3anmcy aKkBMBaEHTHBI:

14h
ACK, RST
4, 10h
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4, 4, 4, 16

®naru, BbicTaBneHHble B TCP-3aronoBke nakeTa, AOKHbI COBNadaTh ¢ doriaramu,
3afaHHbIMK No Set, clear n ogHoMy U3 any_set unu any_clear.

classify_mark — nposepsieT u/unu BeictasnseTt TOS-6aunT B IP-nakeTax.

Mapamempsi Ons classify _mark

Mmsa napameTpa Tun 3HaueHus Mo ymonyaHuio
tos_set LIEMOE32 0-255 0
tos_set_mask LIENOES2 0-255 g 3HaueHue TOS-

anTa He MeHsieTcs
tos_match . 6anT TOS He BnvsieT
CMNCOK 3HaYeHNN 0-255 Ha COBMAnEHUs
LIEJTOE32 A
dunbTpa

tos_match_mask LIENOE32 0-255 Macka JoJnkHa ObITb

OTNMYHA OT Hyrns,
€CInU CMUCOK
tos_match He nycT

tos_set, tos_set_mask — ecnn macka He HyneBas, To B TOS-6anTe 3aronoBka naketa
OyayT BbicTaBneHbl 6UTLI, COOTBETCTBYOLWME t0S_Set.

tos_match, tos_match_mask — 3agatot gononHMTENbHbIE OrpaHNYeHnsa Ha
coBnagenue unbTtpa. GunbTp OyaeT cUMTaThCa NOAXOAALLMM TONMBKO B TOM Crny4ae,
€crnn ogHo 13 3HadeHun tos_match cosnaget co 3HayeHmem TOS-6avTa naketa B
OuTax, orpaHn4YeHHbIX tos_match_mask.

ipsec — ykasblBaeT, YTo NakeT AoimkeH OblTb 06paboTaH ¢ noMolbto IPsec.

lMapamempni Ons1 ipsec

Mmsa napameTpa Twun 3HayeHus Mo
yMOS4aHu1to
sa CMUCOK obsa3aTtensHoe
IPsecAction none
fallback_action LIEJTOE32 REQUEST_SA,PASS,DROP | REQUEST_SA
sa_requests_max LIEJTOE32 8
packets_waiting_max | LENNOE32 8

sa — cnncok IPsec-npaBun, KOTopble MOTyT ObITb CNOMb30BaHbl AN CO34aHNs SA,
NPUKPENIEeHHbIX K AaHHOMY npaBuny. MHnumaTop Bcerga ucnonb3yeT nepeoe
IPsecAction

fallback_action — gencrtsue, BbinonHseMoe B criydyae oTcyTcTeusa SA. Mo ymonyaHuio
— REQUEST_SA.

REQUEST_SA — nocbinaTtb 3anpoc B AeMOH, CTaBUTb NaKeT B oyepeib
PASS — nponyckaTtb nakeT 6e3 IPsec-06paboTku
DROP — yH1yTOXaTh Nakert.

Bxopgsawme naketbl, nonagatowime Ha gencreune ¢ pnarom REQUEST_SA,
Tawke 6yayT YHUUTOXEHbI.

sa_requests_max — MakcMMarnbHOe KONMYeCTBO HEOTBEYEHHbIX 3anpoCcoB Ha
cosgaHue SA bundle, oTnpaBneHHbIX B 4EMOH MO AaHHOMY NpaBwuny.

EcTb 1 obLiee orpaHMyeHne Ha KOnM4eCcTBO 3anpoCcoB — 3HaYeHNe MOXHO 3aAaTb
yepes drv_mgr — napameTp ipsec_breq_max (3Ha4yeHue no ymonyaxuo — 1000).
Tekyulee KONMM4eCTBO 3aNpOCOB AOCTYNHO Yepe3 drv_mgr — napameTp
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ipsec_breq_count.

packets_waiting_max — pa3amep o4yepeam B naketax, oxuaaroLwmx npuxoqg SA
bundle.

bit_check — 3agaet gononHuTenbHyO huUnNbTPaLMIo No N6bLIM 3Ha4YMMbIM nonam |IP-3aronoska
naketa v nonsam gaHHbix. [Monsa 3agatoTcs B BUAe gvanasoHa 6mToB.

Mapamempsi dns bit_check

Nms Tun 3HaueHuns Mo
napameTpa yMOJS4aHuto
origin IP_HDR — cmelleHne cunTaeTtcs IP_HDR

OT Ha4yana naketa (Ha4yana IP-
3aronoska) unu IP_DATA —
CMeLLeHMe CYMTaeTCs HaunHas ¢
nepsoro 6anTa gaHHbIX nocne IP-

3aronoBka.
bit-range ananasoH 6utos
operation EQUAL (paBH0), LESS (meHbLue), EQUAL
GREATER (6onbLue)
value HeoTpuuaTenbHoe
ynucno

origin — Ha4YanbHoe cMmelleHne ons bit-range.

bit-range — agnanasoH 6uToB, KOTOPbIE NpoBepsAeTcs. 3agaeTcs B hopmarte
bit_offset1..bit_offset2, roe bit_offset — HeoTpmuaTenbHble cMeLLiEHMS B NakeTe
OTHOCUTENBHO origin B buTtax.

HonyckaeTcs, utobbl bit_offset1 u bit_offset2 cosnaganu, Ho BTOpoe cmeLleHne
AOMKHO BbITb HE MeHbLUEe NepBoro. [lnana3oH AOMKEH 3akpblBaTb He Gonee 32 6urT,
cneposatenbHo, pasHuua bit_offset2-bit_offset1 He gomkHa 6bITh GonbLue 31.

operation — onepauus cpaBHeHus. Onepauunsi BbINOMHAETCA Hag 3HaYEeHUEM,
M3BreYeHHbIM M3 NakeTa no agpecy bit-range n 3HadyeHnem value. [laHHble nakeTa
WHTEPNpeTUpYTCSa Kak HeoTpuuaTenbHoe ymcno, bit_offset1 asnaetca crapimm
ouToMm umncna, bit_offset2 — mnagwmm 6utom ymcna.

value — 3Ha4yeHue, ¢ KOTOPbIM CpaBHUBAOTCA AaHHbIE NakeTa.

Ecnun onucaHo Heckomnbko onepaunii CpaBHEHUS, TO OHU BbINOMHAKTCH
nocnegosarernbHo. Ecrin Ha kakon-To U3 onepauuin ycrnoBusi He cosnanu, nakeT
cunTaeTcsa Henoaxodswmm nog ycnosus bit_check. Tak, ecnn Heob6xoanmo, MOXHO
nposepuTb AnNunHy IP-naketa, a noToM Npon3BoAuTbL CpaBHEHUE AaHHBIX 38
npegenamu IP-3aronoska.

bit_check Bnusiet uMeHHO Ha coBrnageHne puneTpa, a He NPUBOAUT K KaKUM-TO
AONONHUTENbHBLIM AEVCTBUSAM, eCnv coBrnageHne obHapyxeHo. Takum obpasom,
nonsa Action, Log nHtepnpeTupytotca nocrne nposepku bit_check.

Ecnu cmeleHue bit_offset2 BbixoauT 3a npegensl naketa, naket 0yaeT YHUUTOXEH.

MakeTbl, NnogBepraemslie npoepke bit_check, He npoxoasaT c6opky (IP reassembly).
Ho ecnu BaxHo, 4TOOLI NakeT He Obln cobpaH Ao BbinonHeHus bit_check,
HeobxoamMo nomewatb punbTpbl ¢ bit_check BHavano uenoyvku ounbTpoB — Apyrue
UNbTPLI MOTYT BbI3biBaTb COOPKY NakeToB (Hanpumep, dunsTpaumsa no TCP nnm
UDP noptam). Kpome Toro, aenctaus inspect_tcp unu inspect_ftp moryt npmusectu k
cbopke nakeTa, gaxe ecnvm GuUbTPbl C ITUMU JENCTBUAMN CTOAT B LIEMOYKE MO3XKE,
Yyem bit_check.

Mpumep

Hwxe B nepBOM npaBune 3agaHo - He MPOMnyckaTb NakeTbl, Y KOTOPbIX AJIMHA
3arosiloBka naketa 6onblie 5: ato 4-6utoBoe none (4..7) Header length nveet
3Ha4eHue bonblie 5. Bo BTOpoM npaBune ykasaHo - yHAYTOXaTb NakeTbl NpOTOKona
17, y koTopbix HOMep nopta "Destionation Port" cebiwe 300, a 3Ha4yeHue "Destination
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IP"-7.7.7.212.
Filter (
ExtendedAction = bit_check[[4..7, GREATER, 5]]
Action = DROP
LogEventID = "\"options in IP header\""
), Filter (

ProtocollD = 17

ExtendedAction = bit_check
[[128..159,070707D4h],[IP_DATA,16..31,LESS,300]]

LogEventID = "\"special packet\

Action = DROP
3HayeHune No yMonyaHuio OTCYTCTBYIOT CneumarnbHble AENCTBUSA Hag NaKeTOM.
Mpumeyatue Ecnun ExtendedAction He cooTBeTCTBYET NPUMEHEHUIO
FilterChain, BoigaeTcs owmnbka pasbopa koHUrypauuu.

OonycTumMble 3HavyeHus ExtendedAction gnsa pasHbix npuMmeHeHun FilterChain npuBeaeHbl B
HMXecrneaywllen Tabnuue.

inspect_tcp . . .
inspect_ftp tcp_flags | classify_mark | bit_check | ipsec
NetworkInterface.lnputFilter
+ + + + -

NetworkInterface.OutputFilter

IPsecAction.InputFilter

IPsecAction.OutputFilter

NetworkInterface.lnputClassification

NetworkInterface.OutputClassification

NetworkInterface.lPsecPolicy

Atpunbyt LogEventID

ATtpubyT LogEventID 3agaeT ngeHtudumkatop, KOTopbi nepegaeTcs B COOOLeHNs ayamTa, CBa3aHHbIe C
AaHHbIM ounbTpom. Mpu Hanmdmm LogEventID coobuieHns o nognagaHum naketa nog unsTp
OTNPaBASOTCS B XypHan ayauTa.

CuHTakcue LogEventID = CTPOKA

3HaueHue dakTnyecku LogEventID MoxHO cumTaTh UMeHeM bunbTpa, HO
TpeboBaHNs Ha YHUKANbHOCTb OTCYTCTBYHOT.

3HayeHue No yMon4YaHuto HenmeHoBaHHOEe npaBuIio.

Atpunbyt Schedule

ATpubyT Schedule 3agaeT BpemMeHHble AnanasoHbl, B KOTOpble AaHHbIA DUNbTPp akTuBeH. B apyroe Bpems
VNbTP HE aKTUBEH U HE YUUTbIBAETCS NP PUMbTPALIMM NAKETOB.
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HeaktuBaums unbtpa ExtendedAction = inspect * npMBoauT Kk NpeKkpaLleHnto OTCNEXNBaHMWS
COeANHEHMIN NO AAaHHOMY NPAaBUIY U YHUUTOXEHUIO AUHAMUYECKM CO34aHHbIX (OUNbTPOB.

Henb3sa ykasblBaTb BpeMeHHbIE AMana3oHbl Ans punbTpos, npueasaHHbix k Networkinterface.IPsecPolicy.

CuHrakcmuc Schedule = Schedule
3HayeHue No yMONYaHUK HET OrpaHMYeHnn No BpeMEHN AencTeusa punbTpa.

AtpubyT Log

ATpubyT Log BKknoYaeT/BbIKIOYaET reHepaumto JaHHbIX ayauta no gaHHomy dunbTpy. Ecnun reHepaums
AaHHbIX ayauTa BKINOYeHa 1 nakeT nognagaeT noa unbTp, TO B XypHan ayauta byaet nepegaHo 06
3TOM coobLLeHue.

CuHrakcmuc Log = TRUE | FALSE
3HayeHue TRUE — BkntoYaeT reHepaumio aHHbIX ayguta no gaHHOMY
GunbTpy

FALSE —BbikntovaeT aygaut no AgaHHOMY punbTpy.

3HayeHUe No YMONYaHUK FALSE.

AtpubyT Label

ATpunbyT Label 3agaeT MeTKy, KOTOpas nNpu CoBNageHUn co CTPoKown B aTpnbyTe Action gpyroro npasuna,
roBOPMUT O TOM, YTO C AAHHOIO MpaBumna MOXHO NPOAOIPKMUTL MOMCK NpaBun (CM. aTpmnbyT Action napameTp

STRING).
CuHTakcuc Label = CTPOKA
3HayeHue No yMonyaHuo MeTKa OTCyTCTBYyeT
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11.26 CtpykTypa Schedule

Ctpyktypa Schedule 3agaet pacnvcaHve gercTBust npaBun punbTpaumn.

CprKType MOXeT ObITb NPUCBOEHO NMA, YTO NO3BONIAET AeflaTb CCbIJTIKN U3 HECKOJIbKUX npaBuilt Ha 0aHO

pacnucaHue.
MMA cTPYKTYpbI Schedule
ATpunbyThI Periods

AtpubyT Periods

ATpunbyT Periods 3agaeT cnMcok BpeMeEHHbIX MHTepBanoB. Ecnu Tekyliee Bpemsa nonagaeTt B 3afaHHbIN
WHTepBar, TO NpaBumno, ANsi KOTOPOro 3agaH MHTEpBar, B AaHHbIN MOMEHT CHYUTAETCH aKTUBHLIM.

Ecnu B cnucke ectb nepecekawuwmneca nHtepsarlibl C NpoTuBopevalinmmn DEencTBMsIMK (Period.Action),
TO UCMNonb3dyeTcAa nHtepsar, KOTOprVI 3arnncaH paHblle B Crncke.

CuHTakcuc Periods* = Period

3HayeHue No yMON4YaHUKo orpaHmn4yeHmne no BpeMeHun He NpuMeHAETCA.
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11.27 Ctpykrtypa Period

CTpykTypa Period onucbiBaeT BpeMeEHHOW AnanasoH — nepuoan4eckuin unv abcontoTHbIN.

Ecnu atpubyTtsl Start unu End cogepxat abcontotHyto aaty (tun JATA npeacraBnseTcs Tpems uenbimu
uncrniamm 6e3 3Haka, pasgeneHHbIMU CMMBOIIOM '/’ — yucno/Mecsu/roa), To MHTepBarn cunTaeTcs
abCcontoTHLIM, B MPOTMBHOM Clyvae — OH nepuoanyeckuin. [1ns abcontoTHbIX MHTEPBANoB AoMnycKaeTcs
TONbKO yKa3aHue abcontoTHOM aaThl U BpemeHn. bykBeHHble 0003Ha4YeHnsa QHEN Hegenv u MecsiLeB
3anpeLLeHsbl.

BpeMFI COOTBETCTBYET J1OKaJ/iIbHOMY BpeEMEHU, yCTaHOBJ1IEHHOMY B OﬂepaLlMOHHOVI cucreme.

NHTepBanbl oTCnexunsatTcs C MakcMMarnbHbIM ONo3aaHneM B 1 MUHYTY, HO B Criy4ae KpawHew
3arpyxeHHocTn OC (T.e. HEBO3MOXHOCTW BbINOMHEHNSA NPUMOXEHUI B TEYEHNe ANUTENBHOro BPEMEHN),
oTcnexvBaHue rpauKoB MOXET 3adepxmBaTtbca bonee 4eM Ha 1 MUHYTY.

Nmsa cTpyKTYpbI Period

ATpunbyThI Start
End
Action

Atpuobyr Start

ATpunbyT Start 3agaet Hayano BpEMEHHOro MHTepBana.

CuHTakcuc Start = LIEJIOE32, OATA, BPEMA

3HaveHue SUNDAY, MONDAY, TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY,

JANUARY, FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY,
AUGUST, SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER,

aarta, Bpems, oeHb mecsua (1..31), END_OF_MONTH
(nocnegHuin oeHb Mecsua (ona penusa 14101 aTo 3HayeHue
HeJOoCTYMHO)).

MMepunogmnyeckme nHTepBanbl

[na nepvognyeckux nHTepsanos aTpubyT Start sBnseTcs
obs3aTenbHbIM U onNpeaensowmnm AN ykasaHus BpeMeHHOro
WHTepBarna. [leficTByeT cneayroLnin Nopsaaok:

ecnu B Start ykasaH mecsu, TO NepMoguyYHoOCTb rog,

ecnu B Start yka3aH geHb Mecsaua, NepnoamyHOCTb — MecsL,
ecnu B Start ykasaH geHb Hegenu, NepuognMyHOCTb — Hedens,
ecnu B Start yka3aHO TOMNbKO BpeMmsi, nepuog — AeHb.

3HaueHue, ykasaHHoe B Start, MoXxeT ObITb 6onbLUe 3HAaYEeHUS,
ykasaHHoro B End. Npu aTom nHtepsan uHseptupyetcs — End
NnepeHoOCUTCst Ha CneayLLmn rod, Mecsl, HEAEno UNn AeHb B
3aBMCMMOCTM OT NEPUOLNYHOCTH.

HonyckaeTcsi ykazaHne HEeCKONbKMX 3HAYEHWIA, Hanpumep, MecsiLa
1 OHSA Mecsiua. Ho genatb 3TO HAfo C OCTOPOXHOCTLI0. Ecniu,
Hanpumep, ykasaHHOro Ynicna B Mecsue HeT, To nepuopg byaet
NPOMyLLEH.

[leHb Hepenu Henb3s ykasbiBaTb BMECTE C MECSLEM UM YUCTIOM
ofHoBpeMeHHO. OcTanbHble KOMBUHALMM O0MyCcKakTCA.

[encteyloT cnegyowme npasuna JONOSTHEHUS:

Ecnu Bpems He ykasaHo, To 6epeTcst Hadano aHs (00:00).
Ecnu mecsy ykasaH, HO He yKasaHo 4Yucrno, To 6epeTcs nepeoe
yncno.
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3HayeHuMe No yMon4aHuio Ana abCconoTHLIX MHTEPBArioB — HA4Yano NeToucYNCNeHNs.
[na nepyognyeckux MHTepBarnoB rnomne oba3aTensHo.

Mprmepbl NEPUOANYECKUX UHTEPBASIOB:

Period a (Start = 2, JANUARY End = 10) # CO BTOPOrO MO AeCHATOoe AHBaps Kaxgoro roaa
Period b (Start = 12:00 End = 14:00) # kaxabln AeHb ¢ 12 0o ABYX OHA
Period ¢ (Start = 10, 10:00 End = 14:00) # ¢ 10 yucna kaxpgoro mecsiua oo 14 yacos

#nocrneaHero gHA mecsdua
Period d (Start = MONDAY End = FRIDAY, 17:00) # ¢ noHegenbHUKa 80 17:00 #NATHULbI Kaxayto

Hepnenwo
Period e (Start = APRIL, 1, 15:00 End = APRIL, 1, 14:00) # Becb rog kpome 1 yaca 1 #anpens
Period f (Start = MONDAY, 18:30 End = 17:30) # c noHegenbHUka 18:30 no cnepyowmn

#noHepenbHUK 17:30

Mprmepbl aBCONOTHBLIX MHTEPBANOB:

Period a (Start = 23/12/2009 End = 8/9/2016, 22:30)
Period b (End = 08/09/ 2007, 2:30)

Period c (Start = 2:00, 5 /6/15)

AtpubyT End

ATpubyT End 3agaeT KoHel, BpeMEHHOro MHTepBana.

CuHrakcuc End = LIENIOE32, IATA, BPEMA

3HaueHue SUNDAY, MONDAY, TUESDAY, WEDNESDAY, THURSDAY,
FRIDAY, SATURDAY,

JANUARY, FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY,
AUGUST, SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER,

aarta, Bpems, oeHb mecsua (1..31), END_OF_MONTH
(nocnegHui geHb Mecsaua (ans penusa 14101 310 3HaveHne
HEeJOCTYMHO)).

Ecnu ykasaHo Bpemsi, TO BKMoYaeTcs nocnegHas MyMHyTa. Tak
npekpaweHve uHtepsana ansa End = 14:20 6ygeT He paHee
14:21.

ABCONOTHLIE MHTEPBASbI

Ecnu He ykasaHa fgaTa, a Tonbko BpeMsl, To gata Ans End
NnpuHUMaeTcsa paBHoW AaTe ana Start.

MMepunoamnyeckme nHTepBanbl

HencteyloT cnegyowme npasuna JONOMHEHUS:

ecnu BpeMsi He yka3aHo, To 6epeTtcs koHel, gHA (23:59),

€Cnn Mecsl, He yKasaH, HO yka3aH B Start — nepuog okaHunBaeTcs
B MecsL, C MMEHEM, yka3aHHbIM B Start,

ecnu geHb Mecsla He ykasaH, a B Start ykasaH geHb mecsaua unm
MecsL, — NeEpUOS OKaH4YMBaETCs B MOCNeAHUN AeHb Mecaua (B
penuse 14101 Hago SIBHO yKa3biBaTb 4Mcno B End, ecnu B Start
yKasaH MecsL, Unv 4Yncno),

€eCcnn He yka3saH JeHb Heflenu, Ho AeHb Hefenu ecTb B Start,
nepvoa okaH4MBaeTCs B AeHb Heenu, ykazaHHbIn B Start®.

22 Ecnmn End ykasbiBaeT Ha Goree paHHee BpeMs JHs, YeM Start, To uHTepBan 6yaeT AnUTbCS [0
COOTBETCTBYIOLLErO AHS CreayroLen Heaenu.
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[encTteyloT cnegyowme orpaHNYeHns:

OeHb Hegenn Henb34 yKka3blBaTb BMeCTe C Mecduem Unm
4YMucrnom ogHOBpPEMEHHO,

Henb3s ykasblBaTb AeHb Mecsua bonblue 28, ecnun mecs,
He 3aaaH SIBHO NN MecAL — heBpanb>,

Henb3s ykasblBaTb BENUYMHbLI BonbLuero nopsgka, Yem B
Start — T.e. ecnu B Start He yka3aH Mecsu, To B End Henb3sA
yKasaTb MecsL.

3Ha4eHue nNo yMonyaHuio

Anst abcontoTHLIX MHTEepBanoB oTcyTcTeBne End cuntaetca
OTCYTCTBMEM OrpaHu4eHusi no spemenHu. lNpuyem ecnm End
oTcyTcTBYeT, Start 06513aTensHO AomKeH ObiTb yKkasaH.

[na neprnoanyecknx nHTepsanos otcytcTeme End
WHTEpnpeTupyeTcs Kak KoHew aHs, ecnu Start He cogepxuT
ykasaHue mecsua n/munm yncna. Ecnm B Start ykasaH mecau n/unm
yucno, End BbicTaBnseTcs Ha KOHeL, MecsiLa.

[Nprmepbl a6CoNOTHLIX MHTEPBASIOB:

Period a (Start = 23/12/2009 End = 8/9/2016, 22:30)
Period b (End = 08/09/ 2007, 2:30)

Period c (Start = 2:00, 5 /6/15)

Mprmepbl NePUOANYECKUX UHTEPBASIOB:

Period a (Start = 2, JANUARY End = 10)

Period b (Start = 12:00 End = 14:00) # kaabln AeHb ¢ 12 0o AByX OHS

# CO BTOPOro No fecAaToe AHBaps Kaxgoro roga

Period ¢ (Start = 10, 10:00 End = 14:00) # ¢ 10 uynicna kaxagoro mecsua ao 14 yacos #nocnegHero

OHA Mecsaua

Period d (Start = MONDAY End = FRIDAY, 17:00)
Kaxayto #Hegenio

Period e (Start = APRIL, 1, 15:00 End = APRIL, 1, 14:00)

Period f (Start = MONDAY, 18:30 End = 17:30) # c noHegenbHuka 18:30 no cneayowuin

#noHepenbHuk 17:30

AtpubyT Action

ATpnbyT Action 3agaeT akTMBHOCTb NpaBuria B yka3aHHbIN nepros.

# c noHegenbHuka Ao 17:00 NATHULbI

CuHTakcuc

Action = ENABLE | DISABLE

3HayeHue

ENABLE — BpeMeHHON uHTepBan cuntaeTcsa MHTepBanom
aKTMBHOCTM AN npasuna unbTpaumm;

DISABLE — B yka3aHHbI BpeMEHHOW UHTepBan npasumno
HeaKTMBHO M He y4uTbIBaeTCca nNpu unbTpaumnn nakeTos.

3HayeHue no ymonyaHuro

ENABLE

# Becb rog kpome 1 yaca 1 #anpens

% NlonycTuMo ykasbiBaThb 29 deBparsi, kak oTaenbHbIN JeHb — Start 1 End 06a ykasbiBatoT Ha 29 ceBpans. B
3TOM cnyyae nepuwog 6yaeT akTMBeH oauH AeHb 3a 4 roaa.
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11.28 ®opmart 3apgaHua DistinguishedName (GeneralNames) B LSP

TekctoBoe npeacraBnexdve DN

TekcTtoBoe npeactasneHue DistinguishedName (GeneralNames), ganee npocTo UMeHU, 3agaeTcs B
cooteeTcTBUMY ¢ RFC2253:

distinguishedName = [name]; may be empty string

name name-component * ("," name-component)

name-component = attributeTypeAndValue * ("+" attributeTypeAndValue)
attributeTypeAndValue = attributeType "=" attributeValue

attributeType = (ALPHA 1*keychar) / oid
keychar = ALPHA / DIGIT / "-"

oid = 1*DIGIT *("." 1*DIGIT)
attributeValue = string
string = *( stringchar / pair )

/ "#" hexstring
/ QUOTATION * ( quotechar / pair ) QUOTATION; only from v2

quotechar = <any character except "\" or QUOTATION >
Special = n,n / w_mn / nyn / nen / nsn / n#n / n,.n

pair = "\" ( special / "\" / QUOTATION / hexpair )
stringchar =<any character except one of special, "\" or QUOTATION>

hexstring = l*hexpair
hexpair = hexchar hexchar
hexchar = DIGIT / nan / ngn / new / npn / nEn / nEn

/ lla" / llbll / "Cll / lld" / lle" / lvflv

ALPHA = <any ASCII alphabetic character>; (decimal 65-90 and 97-122)

DIGIT = <any ASCII decimal digit> ; (decimal 48-57)
QUOTATION = <the ASCII double quotation mark character '"' decimal
34>

NononHeHus n otctynneHus ot RFC2253
MmetoTca cnefytouime ONONHEHNUs U oTcTynneHus ot RFC2253:
e CcuMBOM "/" aBnsieTcsa pasgenutenem KOMNOHEHT UMEHU, T.e. AONYCTUM CneayroLLNA CUHTAKCUC:
name = name-component * ("/" name-component)
e [ns TOro, YToGbl UICNONBb30BaTh 3TOT CMMBOJ Kak 3HavaLLMi, ero HeoOXoaUMO NPOICKENNUTD.

e pacnosHaloTCs cneaytoLme cokpalleHus TunoB atpubyTos (attributeType) DistinguishedName:

X.500 Attribute Type CokpalueHue
countryName C
stateName ST
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localityName L
organizationName 0
organizationalUnitName ou
commonName CN
title T
surname SN
givenName GN
initials I
streetAddress STREET
nameQualifier NQ
generationQualifier GQ
userid UID
domainComponent DC

PerncTp, B KOTOPOM 3aMMcaHO COKpaLleHe, He MMeEeT 3HaYeHus.

e CrtpokoBoe 3agaHne GeneralNames cBeAeHO K CMHTaKcucy, onucaHHomy B RFC2253.
PacnosHatoTcsa criegyrolime cokpalleHums TunoB atpubytoB nmernn GeneralNames:

Tun aTpubyTa CokpauieHue
otherName OTHERNAME
rfc822Name EMAIL
dNSName DNS
directoryName DN
uniformResourceldentifier URI
iPAddress Ip
registeredID RID

noaaepXXmnBaeTcA.

CornacHo RFC2253 cumBonbl ' "’ (xaBHUKM)

perncTp, B KOTOPOM 3anncaHo CokpalleHne, He MMeeT 3Ha4YeHnA

n '\’ (back-slash)

3agaHue aTpnbyToB x400Address u ediPartyName B CTPOKOBOM MPEACTABMEHUN HE

ABNAKOTCA

cnyxebHbimun. CornacHo onucaHuio TepMmmnHaneHoro cumeonia CTPOKA, npu 3agaHum
No6oro CTpPOKOBOro 3Ha4YeHus B LSP ykasaHHble CUMBOIbI Tak )Xe UCMONb3YHTCA Kak

cnyxe6Hble. MoaTomy:

e KaXpgaAa OoTAesIbHO CTOoALlaA KaBbl4Ka B CTPOKOBOM MpeacTaBlieHU O0JDKHa ObITb

JonornHeHa crnesa cumBonom '\’ B LSP

e Kaxpgoe codeTaHue ' \"’ B CTPOKOBOM MpencTaBlieHNN JOJDKHO ObITb OOMOMHEHO cneBa

"\\’ B LSP.

Mpumepsbl

Uma B cepTudpmkate

CtpokoBoe
npeacTaBneHve

B LSP

O=Sergey,

Danila and

O=Sergey\, Danila

Subject="0=Sergey)\,
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company and company Danila and company"
0=JSC \"Horns and Subject="0=JSC \\\"Horns

— "y h fs"

0=JsC orns and hoofs hoofs\ " and hoofs\\\""

CN=Device#4 CN="Device#4" Subject="CN=\"Device#4\""
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11.29 Pabota ¢ ceptudpukatamm

OTcbINKa NoKanbHOro cemebMKaTa
[nsa oTcbinkK nokanbHoro ceptudunkata naptHepy no IKE B LSP-koHdurypauumn Heobxoammo:
B CTPYKTYpe AuthMethodGOSTSign 3agaTtb aTpubyT SendCertMode CO 3HAYEHNEM:

e ALWAYS — Bcerga oTcbinaTh JloKanbHbIn cepTudmkaT

e CHAIN — Bcerga oTcbinaTtb nokanbHbi ceptudumkat, CA ceptundmkat n npoMmexyTodHble CA
cepTmduKaThbl.

MonyyeHune ceptudpukata napTHepa
CepTtudukat napTHepa MOXHO nony4nTb Nnbo no npotokony IKE, nmbo no npotokony LDAP.

CHavana areHT nbiTaeTcsa Nony4nTb ceptudmkat naptHepa no IKE, ecnu napTHep He npucnan
cepTudumkat, a npucnan cBon ngeHtTudukatTop. AreHT no 3aToMy naeHTUdUKaTopy nweTt ceptudmkar
napTHepa cHayana B cBoel 6a3e NpogykTa, ecnn He Halen, To npodorkaeT nouck Ha LDAP-cepsepe.

Monyyenune ceptucpukata naptHepa no IKE
[na nonyyeHns ceptudukaTa napTtHepa no IKE B LSP-koHdurypaumm HyXHo:

e B CTPYKType AuthMethodGOSTSign 3agatb aTpubyT SendRequestMode CO 3HAYEHUEM
ALWAYS - Bcerga 3anpawmsaTtb cepTudukaT napTHepa

e B KOH(Urypauum napTHepa B CTPYKType AuthMethodGOSTSign 3agaTth aTpubyT SendCertMode
CO 3HAYeHNEM:

e ALWAYS — Bbicbinatb ceptudukar

e CHAIN — BbICcbinaTtb NokanbeHbIn cepTudukat, CA cepTUdUKAT C LLEMOYKON NPOMEXYTOUHbIX
CA.

Monyyenune ceptucpukarta naptHepa no LDAP

B atom cnyvae napTHep npuckinaeT cBon naeHTndukaTop, a areHT no Subject 6yaeT uckatb ceptudmkar
napTHepa Ha LDAP-cepBepe. [Insa npoxoxaeHusa LDAP-nakeTos go LDAP-cepsepa Heobxoammo B LSP-
KoHdurypaumm sagaTte COOTBETBYIOLLMIN DUNBLTP:

e 3ajaTb CTPYKTYpy LDAPSettings ¢ IP-agpecom LDAP-cepsepa:
e ecnu npucnaH naeHtndukatop Tmna DN:

e areHT no Subject nwieT cepTudmkaTt napTHepa cHavana B ceoen 6ase Npoaykra, a 3atem
Ha LDAP-cepBepe

e eclnun npucnaH Mﬂ,eHTM(bMKaTop apyroro tuna:

e Ansa nony4veHus Subject B nokanbHOM koHUrypaumm 3agatotcs aTpubyTbl RemoteID,
RemoteCredential, DoNotMapRemoteIDToCert

o ecnu DoNotMapPeerIDToCert = TRUE, To Subject 6ygeT coctaBnsitbcs 13
RemoteCredential

e ecnu DoNotMapPeerIDToCert = FALSE, 1o Subject 6yaeT coctaBnsitbCcs n3
RemoteCredential 1 RemotelD.

e 10 cocTaBrneHHoMy Subject areHT et cepTudmkat napTHepa cHavana B cBoew 6ase
MpoaykTa, a 3atem Ha LDAP-cepBepe.
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MpoBepka ceptudpukara no CRL
[na nposepku cepTudukata naptHepa no CRL B LSP-koHurypaumm HyXHo:

e B CTPYKType GlobalParameters 3agaTtb aTpubyt CRLHandlingMode, Npy 3HAYEHUAX 3TOrO
aTpubyTa:
e optional —wucnonb3yetcs gerncteytowmn CRL ua 6a3sbl MNMpogykTa

e ecnable ubest effort — gencreyownin CRL moxet 6biTb nonyveH no LDAP.

Ona nonyyeHus CRL ¢ LDAP-cepBepa cHavana nposepsietca none CDP B npoBepsiemom cepTudmkaTe,
ecnu none CDP oTcyTcTBYET, TO B KOH(purypauuv gomkHa 6biTb 3agaHa ctpyktypa LDAPSettings ¢
agpecom LDAP-cepBepa. B 6a3y Npoaykta ¢ LDAP-cepBepa 3arpyxaeTcsa gencreyrowmnin CRL n no Hemy
nposepsieTcsa cepTudumkaT napTHepa.

Ona npoxoxaeHns LDAP-naketoB o LDAP-cepBepa Heo6x0aMMo B NONUTUKE 3a4aTb COOTBETBYIOLLNIA
dunbTp.
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12. TpeboBaHUSA K BHEWUHUM Mepam

0e30nacHoOCTH

121 ®usnyeckune mepbl 6€30NacCHOCTU

MomeLteHuns npeaonpuaTna OOJKHbl yOOBJIIETBOPATL Clieyownm TpeGOBaHMﬂMZ

ObGecneyeHne KpyrrinocyTo4YHON OXpaHbl KOPNYCOB NpeanpuUaTus;

ObGecneyeHne KOHTPONSA BHELLHErO NepuMeTpa 1 BHYTPEHHUX NOMELLIEHMI (BMaeoHabnoaeHme);
Ob6ecneyeHre NPONYCKHOrO peXnma;

Pagom ¢ okHamMu NoMeLLEeHMI He JOIMKHO ObITh NOXaPHbIX NECTHUL, U BOAOCTOUHbIX TPYO;
[Bepyn OOMKHbI ObITb NPOYHLIMK U 060PYAOBaHbI HAAEXHLIMUA MEXAHUYECKMMUN 3aMKaMU;
O06opyaoBaHue NoOMeLLLEHNIA CUCTEMOW NOXXapHOW CUrHanmM3auuu;

Benenue XKypHana Bblgaum knodemn ot BXOAHbIX ABeper B OPUCHI, B KOTOPOM perncTpupyeTtcs
BpPEMsi CAauu 1 BblAau Kroyen, hammnnms COTpyaHMKa, B3ABLLETO MW CAABLUErO KoY AeXYPHOMY
BaxTepy Mo 34aHuto;

Hanunune onevatbiBaemoro cendpa, 060pya0BaHHOIO ABYMSA BHYTPEHHUMM 3aMKaMu, AN XpaHeHNs
CK3W, TecToBbIX Kntoden, atanoHHbIXx CD ANCKOB C NpoayKTOM, APYron KOH(PMAEeHUNanbHoOn
nHcpopmaumn. [Ana cendpa gomkHO ObiTb ABa K0Ya — OCHOBHOM KIKOY XPaHUTCS Y COTPYOHUKA,
oTtBevatowero 3a CK3W, a gybnvkat B onedaTtaHHOM €ro fiM4HON neyaTtbio neHane B cende
"eHepanbHOro anpekTopa.

12.2 TpoueaypHbie Mepbl 6e30NacHOCTH

K 6e3onacHoi akcnnyatauum npoaykta un obpaiieHma ¢ CK3U npegbsenaiTcsa crneayolwme TpeboBaHums:

Mpw npveme Ha paboTy coTpyaHMKM nognuckiBatoT O6A3aTENbLCTBO O HEpa3rnaLleHU CBeaeHUN,
COCTaBNSAOLLMX KOMMEPYECKYHO TaliHy opraHu3auum

MepeyeHb cBeAEHUI, COCTABMSAOLIMX KOMMEPYECKYIO TallHy opraHu3auum, yTBepxaaeTcs
"eHepanbHbIM OUPEKTOPOM;

Ha npeanpuaTtum gomkHa 6biTb paspaboTtaHa MHCTpyKumst no obpalleHmto ¢
cepTnduumnposaHHbiMn PCB/PATNCU wndpoBanbHeIMK cpegcTBaMum (CpeacTeamm
KpunTorpaduyeckon 3awnTbl MHOpMaLumm);

BepneHwne XKypHana ydyeta CK3W, TecToBbIX Krntoden Ha NpeanpusTuu,

BeneHue XKypHana yyeTa o6palleHusi aTanoHHbIX CD AWCKOB Ha NpeanpusiTUu.

12.3 TexHu4yeckue Mepbl 6€30MaCHOCTH

K TexHnyeckum mepam 6e30nacHOCTU NpeabsBNATCA crieayolme TpebosaHus:

,ﬂOCTyI’I K nepcoHasibHbIM KOMMNbKOTEPAM U CpencTtBam BbIYNCNIUTENBHON TEXHUKMN ocyllecTBndeTca

Ha OCHOBE J1OrM4eckoro MMeH 1N nNapona Nosfib3oBaTesid B paMKax onepaunoHHbIX CUCTEM,

Co3gaHune MHCTannNsALMOHHOIo NakeTa Ans KaXkaoro nofb3oBaTens U ynpasneHue nonmMTukon
6e3onacHOCTM Nonb3oBaTens OCyLLEeCTBAAETCA TONbKO adMUHUCTPATOPOM B COOTBETCTBUM C
nonuTukon 6e3onacHoOCTn NpeanpuaTHS;
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o AOMWHUCTPATOP AOMKEH OblTb ayTEHTUMNLMPOBAH U OeHTUMMLMPOBaH nepes AOCTYNOM K
NPOAYKTY C Lenbio aaMUHUCTPUPOBaHMS. AyTeHTuurkaumsa ocyLecTBNAeTca Ha OCHOBE Napons,
BBOOAWMOIO C KJ'IaBI/IaTypr, He 0T06pa>|<a;|0b Ha 3KpaHe MOHUTOpPA, U BbINMOJIHAETCA 0I'I6p3LI,I/IOHHOI7I
CUCTEMON;

e [locTaBka KOHTelHepa C KpunTorpadnyeckum Krovom ceptudmnkaTta nonb3oBaTens
OCYLLECTBNSAETCH TONbKO N0 AOBEPEHHOMY KaHany CBA3M;

o [Insa 3awuTbl OT BUPYCOB KITMEHTCKNX KOMMNbHOTEPOB N CEPBEPOB NCMOJIb3YHOTCA aHTUBUPYCHbIE
NPOAYKTbI.
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