000 «C-Teppa CuDclIn»

124498, r. Mockaa, 3eneHorpaj, I coprueBckuii IpoOCIeKT, S 'terra

oM 5, nomenienue I, komnara 33

Tenedon/®akc: +7 (499) 940 9061 C s p
Din.moura: information@s-terra.com

Caiir: http://www.s-terra.com

NMporpammHubIn Komnrekc C-Teppa KnueHT. Bepcusa 4.1

PykoBoacTBO agMUHUCTpaTopa

NMpunoxeHue A

PJIKE.00009-02 90 03

16.02.2016


mailto:information@s-terra.com
http://www.s-terra.com/

Mpunoxenne A

CoaepxaHue

1. TIPOTOKOSIMPOBAHME COOBITUM........cceeeviiiiiiiiiieeeeeeeeiiiiie e e e e e e e e e e e e e e e e e eeannes 4

1.1 HacTpOMKa SYSIOQ-KITUEHTA ....cceeeiiiiiiiiiieeeeeeeeeeiiiis et e e e e eeenan s 4

1.1.1 Hactpowka B GUI

1.1.2 HacTpowka npu UCNonb30BaHUM KOMaHAHOW CTPOKK

1.2 TMony4yeHune 1ora B OC WINAOWS .......ccooiiiiiiiiieeeeeeeeee e 4
1.3 YT1unutbl log_mgr show n 10g mMgr Set........cooeviviiiiiiiieeeeeeeee e 5
1.4 CNeunanbHbIE JTOT-GOAMIIBI .....ccuieeeeruriaeeeeeeeeeeeeetanasseeeeeeeeeeesnnnnaeeeeeeeeeeesennnnnnes 5
1.5 KyPHAMbl WINAOWS .....oviiiiiiii e e et e e e e e e e an s 7

2.  CRNMCOK NMPOTOKONMUPYEMBIX COOBITUM ........cceeviiiiiiiiiieeeeeeeeiiiiiin e e e e e eeeeeeannnnes 8
2.1 Cnucok owmbok NpoToKONA ISAKMP .....ooviiiiii e 52
2.1.1 Cnucok BbINOHAEMbIX AencTeui no npotokony ISAKMP 54

2.1.2 Cnwncok npn4imH nHmumaumn IKE ceccumn 60

2.2  OwmnbKM KpUNTOrpaPUUECKON NMOLCUCTEMDI ...uuneeeeeeeieiiiiiiieeeeeeeeeeaniiaeeeaeeans 61

G T (' Lo 21 & e o7 1 | PP 62
T R = 1N U P TS = T o = (o 1 T 62
G I o ¥y B oto Lo L T =T I 75

4. TMony4yeHune cepTUMDMUKATA MOSNMBbIOBATEIIA .......uuvveiiiiiinieeiiiiieeeeetiieeeeaaineeaanns 78
4.1 YctaHoBka CK3U «KpUNTOMMPO CSP» ..cccvvviiiiiiiiciiiieeiee e 78
4.2 Hactponka CK3U «KpuUnTolpo CSP».......uuiiiiiiiiiiiieeiee e 79
4.2.1 HacTporika NoKanbHOro Kni4eBoro cumthiBaTens 79

4.2.2 TloakntoyeHne BHELLHUX KIOYEBbIX CYMTbIBATENEen 79

4.2.3 HacTpoiika BHELUHEro Krno4eBoro cynThiBaTens u HocuTens uHdopmaumm 79

4.2.4 WHcTtannauua kntovesoro cumtbiBatend Peectp B «Kpuntollpo CSP» 80
4.2.5 WHcTannauusa BHELHEro CYATbIBATENS U KNHOYEBOro HOCMTEN nHdopMauumn B
«KpunTtollpo CSP» 85
4.2.6 Hactponka JCH 87
4.3 YcTaHoBKa 1 HacTpovka YaoctoBepsiouwero LleHTpa. Co3gaHue CA
(oToT ol 17 [0 o)1= | = TP 90
4.4 CosgaHve cepTudukarta nonb3oBarens ¢ ncnonos3oaHnem CK3U
CKPUMTONIPO CSP .. 105
4.4.1 Co3spgaHue KroyeBon Napbl 1 OpMUpPOBaHME 3anpoca Ha cepTudukar
nonb3oBartens 105
4.4.2 3kKcnopTupoBaHue cepTudumkaTa nonb3oBartens B gpann 116

S-Terra Client Copyright © S-Terra CSP 2003 -2016 2



Mpunoxenne A

4.5 CosgaHue cepTudukaTa nonbL3oBaTens ¢ UCNofib30BaHNEM

KpuntobnbnmnoTteku, paspaboTaHHon komnaHuen «C-Teppa Cndclny ............... 122
4.6 OcobeHHOCTM reHepaunn KroyeBon napbl 4ng pexmma sawmtbl KC2, ecnu
ana CCO3 He nogaepxuBaeTca pyHKUMoHanbHOCTb ACH ..., 127
HacTpoika HeCKONbKUX CeTEBbLIX UHTEPMEMNCOB ............cceevvvvviiiieeeeeeeennnns 129
Pa6ota «C-Teppa KnueHT» ¢ npoaykTamu TpeTbux npounssoautenen ....130
6.1 Pabota c bpangmayapom Windows (OC WINdOWS 7).......ceevvveeeeeeeeeninnnnnnn. 130
6.2 PaboTa C aHTUBUPYCOM OULPOSE .......uuiiiiiiiiieiiiiiiiiiiee e 132

S-Terra Client

Copyright © S-Terra CSP 2003 -2016 3



Mpunoxenne A

1. TpoTokonupoBaHue COOLITUI

B MNpoaykTe NnpoTokonuposaHue cobbITM NponcxoamnT No npoTtokony Syslog. MNonyyatens nora
MOXET ObITb TONMbKO OAMH. [1py HEBO3MOXHOCTU UCNONb30oBaTh Syslog M 4ONONHUTENBHO
COXPaHWUTb HEKOTOPbIE COOBLLIEHNS, NPOM3BOAMTCS 3anNuCh B crieumarnbHble log-gannsl nnm B
XypHanbl Windows pasgen «Cuctemanr.

1.1 Hactpouka Syslog-knueHra

HacTpoliika Syslog-knueHTa npon3BoanTCS agMUHUCTPATOPOM MpU NMOATOTOBKE MHCTANNSALUMOHHOIO
nakeTa nosb3oBaTtens. ADMUHUCTpaTOp onpeaenseT IP-agpec xocTa, Ha KoTopblii GyayT
NocbINaTbCs COO6LLEHNS O COBLITUAX, YPOBEHb Ba)KHOCTU COOBLLEHNI, UCTOYHUK COOBLLEHNIA.

Bce HacTponku syslog-knneHTa 3anmcbiBatoTca B dpann syslog.ini katanora npogykra, KOTopbIi
BPYYHYIO HE pefaKkTupyeTcs.

11.1 Hactponka B GUI

B GUI agMuH1CTpaTUBHOMO NakeTa HacTporika syslog-knneHTa nponssoanTcs Bo Bknagke Settings.

MogpobHee cm. «PykoBoacTBO agmuHucTaTopay, pasgen «I paduyeckun nHtepdenc (GUI).
Bknagka Settings».

1.1.2 Hactponka npu ncnonb3oBaHMN KOMaHAHOW CTPOKU

B ytunute make_inst agMMHUCTpaTUBHOIO NakeTa A HaCTPOWMKN syslog-KnMeHTa NCnosb3yTca
cnegyoLiue onumm:

-t <SYSLOG_server_IP> (default: 127.0.0.1) - IP-agpec komnbloTepa, Ha KOTOpPbIV
OyayT nocbinatbecst COOOLWEHUs 0 CObbITUAX

-s {emerg|alert|crit|errlwarning|notice|info|debug} (default: notice) - obwwui
YPOBEHb A51si BCeX NPOTOKONMPYEMbIX COObITUI

-y <log_facility> (default: log local7) - WCTOYHUK COOBLLEHWI.

-a/l* Cc:\Client\install log file.txt — NpPOTOKONMPOBaHME COBLITWI NPK
nHctannauum S-Terra Client B ykasaHHbIn chann.

MoppobHee cMm. «PykoBoacTBO agMuHMUCTaTOpay, pasgen «Ytunurta make_insty.

1.2 Monyyenune nora 8 OC Windows

[na nonyyeHus nora B OC Windows mMoxHo ncnone3sosatb MNpoaykt Kiwi Syslog Daemon
(http://www.kiwisyslog.com), Tri Action Syslog Daemon u ap.
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1.3 Ytunutel log_mgr show n log_mgr set

C uenbio unbTpaumm NPpoTOKONMPYEMbIX COOBLLEHWNI TEM UK MHBIM 0OpPa3oM yCTaHaBnUBaeTCA
06LWMI NPOTOKONMMPYEMBIN YPOBEHb BaXkHOCTM LoglLevel (nnn ypoBeHb BaXXHOCTU MO YMOMYaHUIO).
Tarxe, kaxgoe cobbiTve umeeT CBOWN (OUKCMPOBAHHBLIN YPOBEHb BaXXHOCTWN Severity, yka3aHHbIN B
danne C:\Program Files\S-Terra Client\s log.ini (Tabnuua 3). CobbiTne, KOTOpoMy
COOTBETCTBYET (DUKCMPOBAHHBIN YPOBEHb BaXHOCTW X, MPOTOKONUPYETCH TOMNBbKO B TOM Cryyae,
€CNnu Npu ero cosepLleHnn 06LLMIN ypoBeHb BaXXHOCTH LoglLevel He Bbille gaHHOro
dMKCMPOBAHHOIO YpPOBHSA X.

CobbITUS MOXXHO 06BbEeAUHATL B rPYNMbl U HA3HaYaTb HOBbIN IPYMNOBON YPOBEHb
NMPOTOKOSIMPOBaHMS.

B coctaB npogykra S-Terra Client BXoguT yTunuThbl:

e log mgr show, KOTOpas No3BonseT NpocMaTpuBaTh HACTPONKKM Syslog-KnneHTa n obLLnii
YPOBEHb flora Ans Bcex COOBOLLEHWNNA.

e log mgr set, KoTopasi NpeaHasHayYeHa ANs U3MEHEHUs1 HACTPOWKN YPOBHS
MPOTOKOSIMPOBAHUS BCEX COBLITUI, HE BKITIOYEHHbIX B FPYMMbl, YPOBHS NMPOTOKONMPOBaHUS
rpynnbl coBbITUIA, HACTPOIKM syslog-KnneHTa, 3agaHus rpynnbl CoBbITUIA 1 Ap.

O1n YTUIINTbI ONUCaHbl B «PyKOBOD,CTBe nonb3oBaTtena», B pasgene «CI'IeLI,VIaJ'IVI3MpOBaHHbIe
KOMaHObI».

1.4 CneumanbHble nor-thannbl

B cneunanbHble nor-goaiisbl, ykasaHHble B Tabnuue, NpousBoanTCs AOMNONHUTENBHO
NPOTOKONIMPOBaHME HEKOTOPbLIX HEeLLTaTHbIX cuTyauuit paboTel MpoaykTa. B aTn dhaiinbl
3anucbiBaeTcs MHpopMaLMsi, KOTOpasi MOXET NMOMOYb PELUUTb BO3HUKLLYIO Npobremy.

Tabnuua 1
NUma cdanna MyTb Kk hanny CopepxaHue channa
cspvpn_verify_err.log | Katanor yctaHoBkM npogykTa (no Ownbkn yTnnutel cspvpn_verify
ymonyaHuto — S-Terra Client) ONSA NPOBEpPKU LIeNOCTHOCTH
HEN3MEHSIEMbIX U UCMONMHAEMbIX
¢bannos.
cp.log KaTtanor %TMP% CoobLeHunsa KpunTonoacucTeMbI
raoe % TMP% - nepeMeHHasa cpeabl YPOBHA NPUIoxeHnm
nonb3oBaTtens
failh.log KaTtanor %TMP% ABapuiHble cobbiTus, He
rne %TMPY% - nepemeHHas cpeabi lCBFl3aHHbIe c paboTon vpnsvc u
sp_show
nonb3oBaTtens
error.log KaTtanor %TMP%\Ilsp_mgr ABapuiiHble cobbITus1, CBA3aHHbIE C
raoe % TMP% — nepemeHHas cpeapl paBoToit yTunuTe! Isp_mgr
nonb3oBaTtens
error.log KaTtanor %TMP%\pnsvc ABapuiiHble cobbITus1, CBA3aHHbIE C
roe %TMP% — cucTemHas pabotoi vpnsve
nepemMeHHas (Mo ymonyaHuio
TMP=C:\WINDOWS\TEMP)
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error.log KaTtanor %TMP%\pnlogsvc

rae %TMP% — cuctemHas
nepemMeHHas (No ymonyaHuio

TMP=C:\WINDOWS\TEMP)

ABapuiiHble cOObITUS, CBSI3aHHbIE C
paboTtou vpnlogsvc

SetupAPl.log %Windir% CoobuwweHunsa nictannatopa OC
Windows XP
SetupAPl.app.log %Windir%\Inf CoobueHuns nHctannatopa OC

SetupAPl.dev.log

Windows Vista, OC Windows 7

Mma n nyTb k hanny ykasblBaTCs afMUHUCTPATOPOM B
JononHuTenbHbIX NapameTpax 3anycka Winlnstaller:

BO Bknagke Settings B GUI
B onuumn —a yTunutbl make_inst.

CoobuweHunsa nHctannsatopa OC
Windows

Hanpumep,

1. npu HeydayHoOM cTapTe vpn-gemoHa (vpnsvc unm vpnlogsvce) B dann error.log 3anuceiBaeTcs

cooblleHne crnenyoLlero suaa:

initialization of module '%{1l}s'

failed with code %{2}x

roe
'${1}s' - umsa MOAYNA NpX MHULMANU3aLmMmM KOTOPOro NpounsoLLna owmnbka
'${2}s' — KoA owunbKu1 Npu MHUUManu3auum moayns

Mpumep

1313076721 initialization of module

code Oxff

"hashes checker" failed with

Mogynb hashes checker nosABAseTCA Npu NPOBEPKE LIENOCTHOCTU HEU3MEHSAEMbIX
dhannos npoaykta Npu UCMONb3OBAHNUKN YTUNNTLI cspvpn verify

2. npu dopcrpoBaHHOM 3aBepLUeHUn paboTbl cepBurca vpnsve B hann error.log 3anuceiBaeTcs

nocnegHee ocMbICIEHHOE COOBOLeHNe BMAaa:

vpnsvc: forceServiceFini

3. npwu hopcmpoBaHHOM 3aBepLUeHUM paboTbl cepBuca vpnlogsve B ero cawn error.log
3anvcblBaeTCcsa NocrnegHee OCMbICIeHHOe coobLeHne Buaa:

vpnlogsvc: forceServiceFini

4. npwv HapyLweHNW KOHTPONS LeNOCTHOCTM ini-charina unu 6a3sbl AaHHbIX BblAaeTcs coodweHne

BMaa:
'${1l}s' Error: the integrity check of the '${2}s' failed
unm
'${1l}s' FatalError: the integrity check of the '${2}s' failed
roe
'${1}s"' - wmmsA moayns (“s_filestore” unm “s_ini"), obHapyxuBLLEro HapyLleHne
'${2}s' - yKasaHue Ha NpobnemHbIn ann

KNy Error O3Ha4aeT, YTO U3 gaHHOro moayna 6y.lJ.yT BblgaHbl AOMNOJIHUTENbHbIE
coobLeHuns, n nocnegHnm 6yaet coobuieHne o hopcnpoBaHHOM 3aBEPLLEHUMN

cepsuca

Kntod FatalError O3HA4YaeT, YTO 3TO NocrneaHee OCMbICNEHHOe CoobLLeHne JaHHOro

mMoayns (vpnsve unu vpnlogsvc).
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Mpumep danna “$WINDIR%\temp\vpnsvc\error.log” (3anucaH N3 cepsuca vpnsvc):

1305822135 s filestore Error: the integrity check of the body-
file "./db/1lsps\00000002" of the DSC-file "00000002.dsc" failed

1305822135 vpnsvc: forceServiceFini

1.5 XypHanbi Windows

Ona OC Windows Vista 1 6onee HoBbix Bepcuit OC Windows B xypHan «Cuctema»
NPOTOKOMMPYOTCSA COOBLLEHNSA OT UCTOYHMKA St_ipsm. CNMCOK BO3MOXHbIX COOBLLEHN NPUBEAEH B

Tabnuua 2.
Tabnuua 2
Driver loaded [panBep-nepexBaTyumk st_ipsm.sys 3arpyxeH
Driver unloaded [panBep-nepexBaTyumk st_ipSm.sys BbIrPy>KeH
Filter attach to adapter %2 failed He yoanocb npucoeanHnTCs K CETEBOMY
WUHTepdency <mmsa ceTeBoro nHTepdgenca>
NdisFRegisterFilterDriver failed He ynanocb 3apernctpupoBath gpanBep-
nepexsartyuk. 3arpyska gpariBepa HeBO3MOXHa
FilterRegisterDevice failed He ynanocbk 3aperectpupoBatb BUpPTYyanbHOE
YCTPOWNCTBO. 3arpys3ka gpareepa HEBO3MOXHa
Can't get MTU of adapter %2. Using 1500 He ypoanocbk onpegenute MTU ceTeBoro
nHTepdenca <Mms ceTeBoro nHrepdenca=>
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Cnuncok NpoTOKONMUPYyeMbIX COObLITUN

CTpoka npoTokonmpyemMoro cobbiTusa (hopMmnpyeTcsa n3 COOTBETCTBYIOLLLErO OonucaHus cooblleHns, 3agaBaemMoro Bo BHELWHEM TEKCTOBOM dharine
s_log.ini, koTopbI pacnonaraeTcd B katanore npogykra (no ymonydanuio — C:\Program Files\S-Terra Client). Kaxxgomy npoTokonunpyemomy cobbITuio
npucBoeH UKCUpPOBaHHbIA naeHTudunkatop (MSG ID), TekcToBOE NpeacTaBfieHne, YPOBEHb BaXKHOCTU COOBLLEHNS, LIabrioH COOBLLEHNS.

YpoBHM BaxXHOCTU (Severity) TpoToKoNnpyeMbix COObITUI COOTBETCTBYIOT YPOBHSIM Severity ansa npotokona Syslog: EMERG, ALERT, CRIT, ERR,
WARNING, NOTICE, INFO, DEBUG.

Cnucok npoTokonupyeMbix CobbITUA M coobLLeHni No HUM npeacTasneH B Tabnuua 3. BegeTtca Takke NpoTOKONMpPOBaHMe owmnbok
KpunTorpaduyeckon nogcnctemsl, NpeacTaBneHHbIX B Tabnuua 7. 9Tu owmnbkn 4oBOASATCA 40 CBeAeHMA Nofb3oBaTens Takke vyepes Syslog,
NCcnonb3ys MCTOYHUK coobleHun (Facility) kern.

Tabnuuya 3
MSG ID e Paspgen YpoBeHb LLlabnoH coobLeHusn OnucaHue cobbITUA
npepcraBneHue
03090001 gl.? G_ID_PRODUCT_STA .T_'I\g?\ll’:—APPLICA NOTICE Service started, version %{1}s CTtapT cepBuca
03090002 EASG—ID—PRODUCT—STO .T_'I\gp"\ll’;l—APPLICA NOTICE Service stopped OcTtaHoBKa cepBuca
03090003 MSG_ID_LOG_SUSPEND <MAIN_APPLICA INEO OS is going to the Suspend or OnepaunoHHasa Cnctema NepexoamnT B PEXNM
_SYSTEM TION> Hibernation mode cHa unu rmbepHaumm (Suspend or Hibernation)
OnepauunoHHas Cuctema Bbilwia U3 pexnma
cHa unu rmbepHaumm (Suspend or Hibernation)
MSG_ID_LOG_RESUME_ | <MAIN_APPLICA OS resumed from the Suspend or | ; i
03090004 SYSTEM TION> INFO Hibernation mode %{1}u sec ago %(1}s - Bpemsi, noTpa4yeHHOe CEpPBMCOM Ha
OXWAaHMe BOCCTAHOBSIEHWSI LOCTYMHOCTU
ceTeBbIX UHTEpdencos
. . Heynaya nameHeHus napameTpoB YCTaHOBOK
03090202 MSG_ID_LOGSRV_SET_S | <MAIN_APPLICA WARNING Failed to set VPN log service LOG-cepaica.

ETTINGS_FAIL

TION>

settings

Bo3moxHo, cepuc He 3anyLueH.
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<MAIN_APPLICA

VPN log service started, version

03090203 MSG_ID_LOGSRV_START TION> INFO %{1}s Crtapt LOG-cepBuca
03090204 MSG_ID_LOGSRV_STOP .T.%A,\:E—APPLICA INFO VPN log service stopped OcrtaHoeka LOG-cepBuca
Event Manager profiler: waiting coobueHne npogannepa MmeHeoxepa
005B0001 MSG_ID_EVENT_MGR_P Event Manager INFO time of task queue is %{1}s sec, coObITUI cepBrCa O CTaTUCTUKE NO ovepeau
ROFILER_QUEUE . o
- queue length is %{2}s tasks coObITU
Event Manager profiler: task time | coofwieHne npodannepa meHesxkepa
005B0002 II\?/ISE”__II;%E_}/ Eg:;r ~MGR_P Event Manager WARNING | is %{1}s sec (src=%{2}s COBbITMI cepBUCa O YPe3MEPHO AOMTOM
- dst=%{3}s idx=%{4}s proc=%{5}s) | BpemeHn 06paboTkn cobbITMA
. .| owmbka 3anucu cnyxebHoro danna
08200001 MSG_ID_ARPM_ERR_WR <ARPM> WARNING (?Olf,'d not ,\,N”te ProxyARP table in NMPOTOKONUPOBAHWSA U3MEeHeHU Tabnuubl
ITE_PARP_FILE file "%{1}s
- - Proxy ARP
owmbka yTeHus cnyxebHoro anna
MSG_ID_ARPM_ERR_RE Could not read ProxyARP table _
08200002 AD_PARP_FILE <ARPM> WARNING from file "%{1}s" NMPOTOKONUPOBAHWSA U3MeHeHU Tabnuubl
Proxy ARP
HobasneHve nnn obHoeneHune IP agpeca B
Proxy ARP Tabnuupl ceTeBbix MHTepdelicoB
IP %{1}s%[ added to ProxyARP %(1) 5 A 1P
g, "0410 6(1}s - nobaBnsembin IP agpec
08200003 MSG_ID_ARPM_IP_ADDE | _, o5\ DEBUG table(s) of "%{10}s";%]%[ was not A Ap

D_TO_SYSTEM_PARP

added to ProxyARP table(s) of
"%0{11}s";%)]

%q{10}s - cnnucok MHTEPdENCOB, K KOTOPbLIM
IP no6aBneH ycnewHo

%{11}s - cnncok MHTepdencoB, K KOTOPLIM
cnepoBano gobaeuts IP, HO He yganock
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MSG_ID_ARPM_IP_DELE

IP %{1}s%][ deleted from
ProxyARP table(s) of

YpaneHue IP agpeca 3 Proxy ARP Tabnuy
CeTeBbIX NHTEpPENCOB

%(1}s - ynansembin IP agpec

08200004 TED_FROM_SYSTEM_PA | <ARPM> DEBUG "06{10}s";%]%[ was not deleted %{10}s - cnucok nHTepcheicos, 3 KOTOPLIM
RP from ProxyARP table(s) of IP ynaneH ycneuixo §
"06{11}s":%] %q{11}s - cnMCOK UHTEPEECoB, M3 KOTOPbIX
IP yoanuTb He yaanocs.
Bo3amoxHO, OH 6bIn yaaneH paHee
Mepeco3paHue Proxy ARP Tabnuu ceTeBbIx
In the ProxyARP table(s) of MHTEPChencos.
08200005 L”SSG\;&?—E’?ARFF’,'X%EFRES <ARPM> INFO "06{11)s" interface(s) %{2}u IP(s) | MoXeT nponcxoants npn nepesarpyake LSP
- - was(were) not refreshed %{11}s - CNNCOK MHTEPdENCOB, K KOTOPLIM
cneposano nobasuts IP, Ho He yaanock
He ynanocb go6asutb nony4vatens SNMP
) . traps (cTpyktypa LSP TrapReceiver)
[SNMP] failed to configure SNMP %{1} - IP
- trap receiver %{1}s%][:%{2}u%], oils - IF-afpec nony4artens
00014001 'I;AC?IEGIVIEDﬁsAngAg —FT Ale‘EPBR gﬁmﬁ'cs & WARNING | community "%{3}s"%], interface %({2} - nopt nonyvarens
=R "%%{4}s"%) %], local address 9%{3} - SNMP trap community
%{5}s%] %{4} - nornyeckoe nmsa ceTeBoro
nHTepdenca
%{5} - nokanbHbIN IP-agpec
He yaanock HacTpouTb npuem SNMP-
) _ 3anpocoB B COOTBETCTBUMU
00014002 _SETUP_LOCAL_ADDR_F SNMP WARNING | polling agent on address(es) onpepeneHHoM nokansHoMm IP-agpece

AILED

%{1}s%] (port %{2}u)%)]

{1} - nokaneHbIN IP-agpec
{2} - nokaneHbIN NOPT
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O6wme napameTpbl 4nsi COOOLLEHNN:

%{8}s IP-agpec napTHépa no IKE obmeHy.
%{9}u IP-nopT naptHépa no IKE obmeHy.
Ecnu He ykasaH, TO NOPT cTaHAapTHbIV
(500)

%{10}s 3Hauyenwne IKE ngeHtudukaropa
ansa ayteHTudukaumm napTHépa.

%{15}u MNopor orpaHu4eHnst pecypca
%{20}s MpnymHa BO3HMKHOBEHNS COObLITUSA
%{32}s NpeHTndmkatop ceccuu IKE
obmeHa. Popmar - "<n:m>", rae n - Homep
sawmwatorero ISAKMP coeagnHenmsa, m -
Homep obmeHa, 3aLlmLLLaeMoro AaHHbIM
ISAKMP coepguHeHnem

%{40}u Homep ISAKMP coeanHeHus

MSG_ID_LP_ISAKMP_PR

%[%{32}s %]Sending ISAKMP

MapTHEPY OoTChINatoTCA Habopbl

00101011 OPOSALS_SEND LP DEBUG proposals: KpuntonapameTpoB ycTaHaBnnmeBaemMoro
ISAKMP coegunHeHuns
. OT napTHépa nonyyeHbl Habopbl
04[O0, 0
00101012 MSG_ID_LP_ISAKMP_PR LP DEBUG /0[/0{32}5_ #]Received ISAKMP KpuntonapameTpoB ycTaHaBnnMBaemMoro
OPOSALS_RECV proposals:
ISAKMP coegunHeHuns
MSG_ID_LP_ISAKMP_TR %[%{32}s %] Transform #%{1}u: OnucaHve BapuaHTa KpuntonapameTpos
00101013 ANSFORM LP DEBUG %{2}s ycTaHasnvsaemoro ISAKMP coeamHeHuns
. MapTHEPY OTChINatoTCA Habopbl
MSG_ID_LP_IPSEC_PRO %[%{32}s %]Sending IPSec
00101021 POSALS_SEND LP DEBUG proposals: KpunTonapameTpoB ycTaHaBnusaemoro IPSec
coeanHeHus
. OT napTHépa nonyyeHbl BapuaHTbl HAbopoB
040, 0,
00101022 MSG_ID_LP_[PSEC_PRO LP DEBUG A)[/o{32}s. Vb]Received IPSec KpunTonapameTpoB And ycTaHaBNMBaemoro
POSALS RECV proposals:
IPSec coeanHeHunsa
OnwucaHuve BapuaHTa Habopa
00101023 MSG_ID_LP_IPSEC_PRO LP DEBUG %[%{32}s %] Proposal #%{1}u: KpunTonapameTpoB ycTaHasnnsaemoro |IPSec

POSAL

coegnHeHuA
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Mpunoxexune A

00101024

MSG_ID_LP_IPSEC_PRO
TO

LP

DEBUG %[%{32}s %] Protocol %{1}s:

OnucaHue BapunaHTOB KpunTonapamMmeTpoB A4
YKa3aHHOIo npoToKona

00101025

MSG_ID_LP_IPSEC_TRA
NSFORM

LP

%[%{32}s %] Transform #%{1}u:

DEBUG %{2)s

OnucaHve BapuaHTa KpuntonapameTpoB
ycTaHaBsnusaemoro IPSec coegnHeHus

00101031

MSG_ID_LP_CHECK_PRO
POSAL

LP

%[%{32}s %]Checking
%[Proposal #%{1}u, Protocol
%{2}s, %] Transform #%{3}u for
Rule "%{4}s", %[Proposal #%{5}u,
Protocol %{6}s, %]Transform
#%{7}u: %{8}s %{9}s

DEBUG

lMpoBepKa KaXxAoro U3 NpucraHHbIX BApUaHTOB
HabopoB KpMnNTONnapameTpoB Ha COOTBETCTBUE
nokansHomy IKE/IPSec npasuny.

%{1}u HOMep npucnaHHoOro BapuaHTa
Habopa kpuntonapameTpos (gns IPSec)
%{2}s npoTokon npucnaHHoro Habopa
KpuntonapameTpoB (ans IPSec) - ESP
nnéo AH

%{3}u HOMep Np1crnaHHOro BapuaHTa
KpunTonapamMeTpoB

%{4}s nma nokansHoro IKE/IPSec npasuna
%{5}u HoMep nokarnbHOro BapnaHTa
Habopa kpuntonapameTpos (gns IPSec)
%{6}s npoTokon nokansHoro Habopa
KpuntonapameTpos (ans IPSec) - ESP
nm6o AH

%{7}u HOMep NokanbLHOro BapmnaHTa
KpunTonapameTpoB

%{8}s %{9}s pesynbTat npoBepku

00101032

MSG_ID_LP_CHECK_PRO
POSAL_SHORT

LP

%[%{32}s %]Checking proposal
#%{1}u for Rule "%{4}s", Proposal
#%{5}u: %{8}s %{9}s

DEBUG

MpoBepka Habopa KpunNTonapameTpoB Ha
COOTBETCTBME NokanbHomy IPSec npasuny.

%{1}u HOMep npucnaHHOro BapuaHTa
Habopa kpunTonapameTpoB

%{4}s nmsa nokansHoro IKE npasuna
%{5}u HoMep nokarnbLHOro BapnaHTa
Habopa kpunTonapameTpoB

%{8}s %{9}s pesynbTaT npoBepku

00101034

MSG_ID_LP_IKE_RULE_N
OT_FOUND

LP

%[%{32}s %]Unable to choose

INFO authentication rule

HeBo3amoxHo nogobpateb IKE npaBuno ans
ayTeHTUdMKauum napTHEpa
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MSG_ID_LP_CHOOSE_IK

%[%{32}s %]Unable to find IKE

[nsa npucnanHoro ID nepsown ¢asbl IKE He
HangeHo noaxoasuwero IKE npasuna. B

00101035 E_RULE_BY_IP LP INFO ;Lﬂgrggsrzrzofr;gég:'igg IP- KayecTBe ngeHtudukartopa dyget
P ' ncrnonb3oBaH |IP-agpec napTHépa.
MSG ID LP USE PRESH %[%{32)s %]Usi hared k BbiGpaH npegonpeaenéxHbIn KoY ans
_ 1D | | 0|70 S 0 S'ng preS are ey a TeHTMCbMKaU.MM
00101036 ARED_KEY LP DEBUG “%{1}s" y
%{1}s noeHTncmkaTop kroya
MSG 1D LP KEY ABSEN 0/‘?/[;/;{}32}5 ‘;/c;]Prejhared key He HaiiaeH npegonpeaenéHHbIN KoY Ans
_ID_LP_KEY_ "%{1}s" not found, peer ayTeHTUdMKaL MM
00101037 T LP WARNING 9{8YSY%[:%6{9u%] %], id )
"06{10}s"%] %o{1}u noeHTUdUKaTop KMo4a
IKE npaBurno He noaxoauT ns-3a Toro, 4To IP
%[%{32}s %]IKERule "%{1}s": IP | 8APEC OTCYTCTBYET B CMNCKE
00101038 MSG_ID_LP_IP_DOESNT_ | INFO address is not in %{2}s list, peer | PaspelenHbix (IKEPeerlPFilter unu
MATCH %{8}s%6[:%6{9}u%] %], id IKELocallPFilter)
"%{10}s"%)] %q{1}s umsa nokanbHoro IKE npasuna
%{2}s IKEPeerlIPFilter unu IKELocallPFilter
%[%{32}s %]Address %{1}s
MSG_ID_LP_IKECFGIF_A assigned to IKECFG network AKTvBUpOBaH ikecfg-uHTepdeiic ¢ anpecom
00100101 SSIGNED IP LP INFO interface, peer %{1}
- %{8}s%[:%{9}u%]%], id
"%{10}s"%)]
3&%{32}5 :_/O]DNdS adﬁzgscség’) Anpec unu agpeca DNS-cepBepoB nosnyyeHbl
olyS contigurea on OT NapTHepa 1 4o6aBneHbl B CUCTEMHbI
00100105 MSG_ID_LP_IKECFGIF_D LP INFO network interface, peer

NS_ADDR_SET

%{8}s%[:%{9}u%] %], id
"0b{10}s"%]

CIMNUCOK.

%{1}s - cnncok agpecos
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MSG_ID_LP_IKECFGIF_D

%[%{32}s %]Failed to configure
DNS address(es) %{1}s on

Owwubka npu gobasneHun agpecos DNS-

i CepBepoOB B CUCTEMHbIN CMUCOK
00100106 NS_ADDR ERROR LP WARNING LKECI?)G .r(;letwogk |0nter.face, peer peep
/6{8}s%0[:%{9}u%]%, id %{1}s - cnncok agpecos
"%{10}s"%]
%[%{32}s %]DNS suffix(es) %{1}s | DNS-cyddpmkchb nonyyeHsl oT napTHepa 1
00100107 MSG_ID_LP_IKECFGIF D | , INEO added to the system, peer [06aBMeHbl B CUCTEMHBIN CINCOK
NS_SUFFIXES_SET %{8}s%[:%{9}u%)]%], id
"06{10}s"%] %q{1}s - cnucok cydpukcos
%[%{32}s %]Failed to add DNS | Own6ka npu go6aeneHmnn DNS-cyddukcos B
00100108 MSG_ID_LP_IKECFGIF_D Lp WARNING suffix(es) %{1}s to the system, CUCTEMHbI CAUCOK
NS_SUFFIXES_ERROR peer %{8}s%[:%{9}u%)]%l|, id
"06{10}s"%] %{1}s - cnncok cydpdomkcos
%[%{32}s %]IKECFG address MpucnanHbii no IKECFG IP-agpec
%{1}s can't b_e use_d in current KOH(PIIMKTYET C CYLLECTBYIOLMMM
00100102 MSG_ID_LP_IKECFGIF B | o WARNING network configuration. Attempting | g cucreme agpecamu unu npasunamm
AD_IP to get another address. Peer POYTUMHIA.
%{8}s%[:%{9}u%] %, id 5
"06{10}s"%] %{1}s - nony4eHHbIN agpec
] MpucnaHHbIN BO BTOpon dpase IKE ID
%[%{32}; {"f}]'nfor{ligéﬁg traffic | (cenektop SA) He noaxoauT Ans IKECFG-
requeSt 0 S Tor MHTep(pel‘/'lca1
00100103 MSG_ID_LP_IKECFGIF_B LP ERR interface. Subnet expected. Peer | 1 COAEPXKMT NPOTOKOSbI UMW He SIBISIETCS
AD_PH2ID %{8}s%0[:%{9}u%]%l|, id onMcaHeM NoaceTy.
"%{10}s"%)]
%{1}s - npucnaHHein ID
%[%{32}s %]IKECFG is not Pa6ota IKECFG ;)o IPsch):Act_iotn 3fé'|peu4e?a
00100104 MSG_ID_LP_IKECFGIF_R LP ERR connection, IKERule "%{1}s",

ULE_NOT_PERSISTENT

peer %{8}s%][:%{9}u%]%], id
"%{10}s"%)]

%{1}s - nma IKERule, npucoeanHeHHOro K
IPsecAction 6e3 cdonara
PersistentConnection

S-Terra Client

Copyright © S-Terra CSP 2003 -2016

14




Mpunoxexune A

[CFG] no physical interface found

Mpwu 3arpyske KOHUrypaunm He HANQEHO HU
OAHOro ceTeBoro nHTepdelica,
COOTBETCTBYIOLLIErO

onucaHuio NetworklInterface.

00100111 MSG_ID_LP_VIF_NO_PHY | LP WARNING | for NetworkInterface "%{1}s" .
pattern "%{2}s" %{1}s - LogicalName atoro
NetworklInterface
%{2}s - WwabnoH MMeHn, HanaeHHbIN No
LogicalName
Owwbka npu KOHUrypaumm BUpTyansLHOro
. nHTepdenca IKECFG.
00100201 MSG_ID_IKECFGIF_SETU Lp CRIT _[IKECFG.IF] can't setup IKECFG MoAPOBHOCTY OMMCaHb! B thaiine
P_FAILED interface: see failh log o
%TEMP%/vpnsvc/error.log, KOTOpbIN
Heobxoammo nepegatb paspaboTymkam.
BosHukna Heob6xoanMOCTb CMeHbI agpeca,
OTKITIOYEHMNS NN U3MEHEHUS COCTOSHUS
IKECFG-nHTepdeiica.
[IKECFGIF] changing address of | BeposTHO, uameHunack koHdurypaums IKE-
00100202 MSG_ID_IKECFGIF_DIFF || 5 WARNING | IKECFG interface from %{1}sto | NapTHepa, unn anpec IKECFG 6bin 3aHAT kem-
ERENT_IP o To MM
%{2}s Apyrvm.
lMpounssoguTcs nepesarpyska KOHurypaumn.
%({1} - cTapbIi agpec
%{2} - HoBBIN agpec
Owwnbka co3gaHus MapLupyTa B CUCTEMHOW
Tabnvue poyTuHra npu KoHdurypaumm
' IKECFG-uHTEepgenca
MSG. ID_IKECFGIF_ADD._ .[IKEfCFG.IF] can't setup IKECFG P
00100203 ROUTE EAILED LP WARNING | interface: can't create route {1} - noAceTb Ha3HaueHus
- %{1}s/%{2}s via %{3}s: %{4}s {2} - macka noaceTn
{3} - gateway
{4} - paclwmdpoBKa oLMOKK
%[%{32}s %]IKECFG address
00100205 MSG_ID_LP_IKECFG_RE Lp WARNING request rejected by server, peer Ha 3anpoc agpeca no IKECFG IKE napTHep

FUSED_BY_SERVER

%{8)S%6[:%6{9}u%] %], id
"96{10}s"%]

OTBETUI1 OTKa3oM.
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%[%{32}s %]Framed IP address
from RADIUS server will be MpucnanHbin RADIUS-cepBepom Framed IP
MSG_ID_LP_IKECFG_RA ignored. Using local IKECFG data | address gna naptHéEpa He 6yoeT ucnonbL30BaH,
00100206 DIUS_IGNORED LP NOTICE instead. Peer Tak kak B LSP 3agaHo ncnonb3oBaHue
%{8}s%][:%{9}u%] %], id nokansHoro IKECFG nyna.
"%{10}s"%)]
MSGID IKECFGIE Wi IKEGFGIF cant snatle packt. | b s aop s, oot
00100207 | ENABLE_ROUTER_FAILE | LP WARNING . P KAy P : ’
D - - forwarding AaHHas yHKUMOHaNbHOCTb 3abnokmpoBaHa
aHTUBUPYCHBIMU NMPUNOXEHUSIMU.
KoHdurypaums ycnewiHo 3arpyxeHa.
%q{1} - NCTOYHUK KOHpUrypaumm
MSG_ID_LP_CONFIGURA [CFG] %{2}s configuration loaded (cs_console, command line, token v 1.n.)
00100112 TION_LOADED LP NOTICE via %{1}s%l, title "%{4}s"%)] %{2} - Tvn koHdurypauunm (driver default,
DHCP only, user-defined)
%{4} - HasBaHWe 13 KoHdUrpyaLmu
(GlobalParameters.Title)
KoHgurypauusa ycnewHo 3arpy»eHa, HO eCTb
npeaynpexaeHns, KoTopble HanpasneHb! B
nor.
[CFG] %{2}s configuration loaded 9%{1} - NCTOUHMK KOHdUTypaLK
00100115 | TION. PARTIALLY LOADE | LP WARNING | Via 6{L}s%], title "9%6{4}s"%], (cs_console, command fine, token 1 7.n.)
- - %{6}u potential problem(s) %{2} - Tun koHdburypaumm (driver default,
D found%[: %{5}s%] DHCP only, user-defined)
%{4} - Ha3BaHWe 13 KoHdUrpyaLmu
(GlobalParameters.Title)
%{5} - TekcT npegynpexaeHns
%{6} - konu4ecTBO NpeaynpexaeHun
Owwnbka pasbopa KoHUrpyauum
MSG_ID_LP_CONFIGURA [CFG] error in configuration from %1} -
00100114 — = = LP ERR L 6{1} - NICTOYHMK KOHUrYpaL K
TION_LOAD_FAILURE %{1}s": %{3}s (cs_console, command line, token un T.n.)
%{3} - onnucaHune ownbKm
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MSG_ID_LP_CONNECTIO

[IPSEC] connection request

Havano co3ganusa IPsec-coeguHeHus
(obpaboTka bundle request).

00100115 LP INFO #%{1}u, packet %{2}s,%] Filter %{1} - Homep 3anpoca
N_REQUEST "96(3}s", %]IPsecAction "%{4}s" %{2} - cenekTop nakeTa u3 sanpoca
%({3} - nms Filter
%{4} - nms IPsecAction
Owunbka Ha Ha4anbHOM CTagun co3gaHus
(IPSEC] i . IPsec-coeguHeHunst (obpaboTtka bundle
connection reques request).
00100116 Msgg'%—égfﬁﬁ:\”:iﬂ'g LP ERR H#9%{1}u failed, %] Filter "%{2}s", quest)
-REQ - - %]packet %{3}s: %{4}s %{1} - Homep 3anpoca
%{2} - cenekTop NakeTa 13 3anpoca
%{3} - onnucaHune ownbKM
Owunbka coxpaHeHus koHdurypaumm B 6ase
. o AaHHbIX NpoayKTa.
00100117 MSG_ID_LP_CONFIGURA Lp CRIT [CFG] can't save configuration in 5
TION_SAVE_FAILED db: error "%{1}d" %({1} - koA OLIMGKM, KOTOPBI A MOXHO
nepefaTb B Cry0y noaaep kv ons
pacmndpoBKm
CospaHo IPsec-coeauHeHuns (IKE Quick Mode
_ 3aBepLUMnach ycreLHo).
%[%{32}s %]IPSec connection
%{1}u established, traffic selector %{1} - Homep cosganHoro IPsec-
0 0 04[O, 0 i coeanHeHund
00100119 MSG_ID_LP_HOST_CON |, NOTICE 6{2}s, peer %{8}s%[:%{9}u%)], id

NECTED

"%{10}s" %], Filter %{3}s%],
IPsecAction %{4}s, IKERule
%{5}s

%{2} - IKE traffic request/phase
2id/cenektop IPsec SA

%{3} - Ha3BaHuWe cunbTpa
%{4} - ums IPsec-npasuna
%{5} - umsa IKE-npasuna
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MSG_ID_LP_CONNECTIO

%[%{32}s %]IPSec connection
request #%{6}u failed%[:
%{1}s%)]%][: %{2}s%)]. Peer

MNonbiTka co3pgaHusa IPsec SA 3akoH4YMnachb
Heyga4en.

%({1} - ctagus ike, rae obHapyxeHa ownbka
%{2} - npuumHa ownbku

0010011A LP ERR %{8}s%[:%{9}u%]%], id %{3} - HasBaHue punbTpa
N_REQUEST_FAILURE "9%6{10}s"%]%], Filter %{3}s%]%], %%41 st IPsec-npasina
IPsecAction %{4}s%]%][, IKERule %({5} - umst IKE-npasuna
%{5}s%] %{6} - nopsaKoBbIN HOMEP 3anpoca Ha
co3gaHue |IPsec-coegmnHeHuns
MonbiTka nepeco3gaHus IPsec SA
%[%{32}s %]Re-keying of IPSec | 38KOHYMIACL HEyNa4en.
connection %{6}u failed%[: %{1} - ctapus ike, roe o6HapyxeHa owunbka
MSG_ID_LP_CONNECTIO Yl LISIAL: 96{2)s%]. Peer %{2} - npyumHa oLINGKM
0010011B N REKEYING FAILURE LP WARNING ?'/0{8}5%!;1%{9}U°/9]%[, id %{3} - HasBaHWe hUnbTpa
- - %{10}s"%] %], Filter %{3}s%] %, %{4} - ums IPsec-npaswuna
IPsecAction %{4}s%]%][, IKERule %{5} - ums IKE-npasuna
%{5}s%] %{6} - Homep IPsec-coeanHeHuns, KOTopoe
nbiTanMcb 06HOBUTL
_ ) O6wmeH IKE, raoe mbl BbICTynaem B KayecTBe
%[%{32}s %]Incoming connection | pecrongepa, 3aKOHUMICS Heyaauen.
failed%[: %{1}s%)]%[: %{2}s%]. )
0010011C MSG_ID_LP_INCOMING_ | o ERR Peer %{8}s%][:%{9}u%]%], id %{1} - ctagws ike, rae obHapyxeHa owwmnbka
CONNECTION_FAILURE "%{10}s"%)] %], Filter %{3}s%]%l, %{2} - nprdmMHa owmBKn
IPsecAction %{4}s%)]%][, IKERule %{3} - HasBaHve ubTpa
%{5}s%)] %{4} - ums IPsec-npasuna
%{5} - ums IKE-npasuna
) IPsec SA ynaneHsbl.
IPSec connection %{1}u closed: %1 ® P
ived: 6{1} - voeHTndukaTop IPsec-coeanHeHus
00100110 MSG_ID_LP_CONNECTIO | . NOTICE %({3}u bytes sent, %{4}u received: {1} - na p I

N_CLOSED

%{2}s%[, matched by license
number %{5}u%]

%{2} - npuumHa ynaneHus SA
%({3} - 6aToB OTNpaBneHo
%{4} - 6anTOB NPMHATO
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MSG_ID_LP_STALE_CON

%[%{32}s %]Stale IPSec
connection %{1}u detected with
peer %{18}s%[:%{19}u%], id

Mo yHVKanbHOMY HOMepPY NULEH3UU NapTHEpa
obHapyxeH cTapoe, Hencnonb3yemoe IPSec
coefiMHeHune

%({1} - naenTncpukatop craporo IPsec-
coeauHeHus
%{2} - Homep nuLeH3un NnapTHépa.

0010011E LP WARNING | "%{20}s", license number: %{2}s: %{18} - IP-anpec napTHépa no IKE obmeHy
NECTION_BY_LICENSE while processing initial contact Al CTaporo CoeAMHeHNs.
from peer %{8}s%[:%{9}u%], id %{19} - IP-nopT napTHépa no IKE obmeHy
"06{10}s" Ansa cTaporo coeanHeHns. Ecnu He ykasaH,
TO NOpPT cTaHgapTHbIA (500)
%{20} - 3HaueHune IKE ngeHtndukaropa
Ansa ayTeHTudmkauum napTHépa ans
CTaporo coeanHeHus.
) ] lMpoBepka NUUeH3nn npoLuna ycnewHo
00100124 MSG_ID_LP_LICENSE_C Lp INEO Product license info: product code
HECKED %{1}s, license number %{2}u %{1} - TN NpoAykTa B NMLEH3UN
%{2} - Homep nuueH3un
daiin NUUeH3nMn OTCYTCTBYET UIN B HEM
00100125 MSG_ID_LP_NO_LICENS LP ALERT Product license info: no license HEMPaBTbHBIS AAHHBIC.
E MpogykT Byaet paboTaTb C OrpaHU4eHUs MU 4O
BBOZJA NULEH3MN 1 pecTapTa.
He yganocTtb HanTu agpec Ans ceTeBoro
[SNMP] failed to configure SNMP | “HTep@eiica, KOTOpbI ykasaH B ka4ecTse
ination © . ncrovHmka SNMP tra
00100129 MSG_ID_LP_SNMP_TRAP Lp WARNING trap destination %{1}s: no IP p

_RECV_NO_IP

address found for network
interface "%{2}s"

%{1} - appec nonyyatens SNMP trap
%{2} - nornyeckoe MMsi CETEBOrO
UHTepdenca
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0010012C

MSG_ID_LP_ID_CONFLIC
T

LP

WARNING

%[%{32}s %]Traffic request
overlaps with other IPsec SA
created for peer %{1}s:%{2}d,
conflicting address range: %({5}s,
peer %{8}s%[:%{9}u%)]%l, id
"00{10}s"%]

Cenekrtop co3gaBaemoro SA nepecekaeTcsi ¢
CeneKkTopom paHee co3gaHHoro SA ans
OQHOro unbTpa.

OTO NpU3HaK HeCOrnacoBaHHOCTM
KOHUrypauum napHepa, MOXeT NpuBeCTU K
yAaneHuo

IPsec-nakeToB npun 06paboTke 13-3a
HECOOTBETCTBUSA NONUTMKE 6e30MacHOCTMW.
[aHHoe coobueHne aBnsieTcs
npeaynpexaeHnem o BO3MOXHbIX NpobrieMax
N He npepbiBaeT npouecc co3gaHus SA.

%{1} - IP agpec napTHepa, co3gaBliero SA,
C KOTOPbIM KOH(ITUKTYET BHOBb
co3gaBaembli

%{2} - nopT aTOrO NAapTHEpa

00100130

MSG_ID_LP_SAME_AUTH
_METHOD_SPEC

LP

WARNING

[CFG] IKERule "%{2}s", line
%{3}d: %{1}s has multiple
authentication methods with the
same type, only first of them will
be used.

MpenynpexaeHue BO3HMKAET, €CNu Npu
3arpyske koHdurypaumm obHapyXeHo,
yto B IKERUle npucyTcTByeT HECKOMbKO
MEeTOAO0B ayTeHTUdUKaLMm ogHOro Tuna.
PecnoHgep 6yget ucnonb3oBaTb TOMLKO
nepBbIl BapuaHT U3 ABYX OOHOTUMHbIX
MeToO0B.

%q{1} - cnncok, rae BCTpeYeH NoBTOp
(AggrModeAuthMethod/MainModeAuthMeth
od)

%{2} - ums ike-npasuna

%({3} - HoMep CTpoKK, rae aTo NpaBumo
onncaHo

00100138

MSG_ID_LP_AGENT_INI_
CP_CONTEXTS_PER_SA
_INVALID

LP

WARNING

DefaultCryptoContextsPerlPSecS
A in "agent.ini" is not valid (should
be 1..128), %{1}d will be used
instead.

Mpun yTeHwum ini-dparina obHapyxeHo
HenpaBuWIbHOE 3Ha4YeHne ons
DefaultCryptoContextsPerlPSecSA
6yneT Ucnonb3oBaHO 3HAYEHMe Mo-
YMO4YaHuto.

%({1} - 3Ha4eHne no-ymonyaHuio
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MSG_ID_LP_AM_USE_ON

[CFG] IKERule "%{2}s", line

MpeaynpexaeHve BO3HUKAET, ecrnv Npu
3arpyske KoHdurypaumm obHapyxeHo,

yTo B IKERUle 3aTpeboBaH aggressive-pexum
ana vHuuuartopa,

HO MPUCYTCTBYIOT TPaHCHOPMbI C Pa3NUYHLIMU
GrouplD.

00100139 E GROUP LP WARNING | %({3}d: in Aggressive Mode WHnumaTopom byAeT nenonb3osaThes TONbKO
— initiator will use %{1}d only. ykasanHbin GrouplD.
%{1} - rpynna, koTopas 6yaoet
ncnornb3oBaHa UHULMATOPOM
%{2} - ums ike-npaBuna
%{3} - Homep CTpoKun, rae 3To NpaBuUNo
onncaHo
%[%{32}s %]OId IPSec SA had
been killed before new IPSec SA .
was created during rekeying SA, onst koToporo nposoauncs rekeying 6bin
0010013D MSG_ID_LP_OLD_SA_DIE Lp WARNING | Please report this to the product yaaneH Oo 3arpysku BHOBb CO34aHHOro SA.
_BEFORE_NEW support. Peer Mpocbba coobwuTh B CNyX0y nogaepxku o
06{8)sY[:%{9U%]%, id nogo6bHom noBegeHUN.
"%{10}s"%)]
Owwbka yganeHmsa mapLipyTta, OnMcaHHoro B
LSP.
MSG_ID_LP_DEL_ROUTE [ROUTE] can't delete route {1} -
0010013E — = == LP WARNING . o{1} - noAceTb HasHa4eHus
_FAILED %{1}s/%{2}d via %{3}s: %{4}s 9%{2} - Macka noaceTy
%{3} - gateway unu umsa nHtepdgenca
%{4} - nosicHeHne oLnbKM
Owwnbka pobaBneHms mapLipyTa, onMcaHHOro
B LSP.
0010013F MSG_ID_LP_ADD_ROUTE | | , WARNING [ROUTE] can't add route %{1} - NoACeTb Ha3HaYEeHNs]

_FAILED

%{1}s/%{2}d via %{3}s: %{4}s

%{2} - macka nogceTtun
%({3} - gateway nnu nmsa nHTepderica
%{4} - nosicHeHne oLnbKM
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00100140

%[%{32}s %]SA traffic limit
(%{1}d) exceeds limitations
LP WARNING | imposed by the cryptograghic
algorithm, peer
%{8}s%[:%{9}u%], id "%{10}s"

MSG_ID_LP_IPSEC_HI_T
TL_TRAFFIC

B coszgaHHoM IPsec SA orpaHuMyeHue no
TpadumKy He COOTBETCTBYET AOMNYCTUMOMY
orpaHuyeHunto gnga

NCNoNb3yemoro Kpuntorpaguyeckoro
anroputma.

%({1} - orpaHnyeHune, koTopoe byaeT
ncnonb3oBaHo B co3aaHHoM IPsec SA (O -
6e3 orpaHuyeHunn)

00100151

[CFG] new LSP (%{1}s line(s))
successfully loaded by "%({2}s"
MSG_ID_AUDIT_LOAD_N Lp INEO user via %{3}s%[ "%{6}s"%)]
EW_LSP process%|[%{4}s using
unrecognized connection%]%]
using %{5}s remote connection%]

KoHdurypaums ycnewuHo sarpyxeHa no
MHMLMAaTMBE NONb3oBaTENSA NOCPEACTBOM
yTunuTel (cs_console, Isp_magr).
lMpenBapsieT NOCTPOUHYHO Bblgady
3arpyxeHHon LSP no
MSG_ID_AUDIT_SHOW_NEW_LSP.

%q{1} - KONIMYECTBO CTPOK B 3arpyKEHHON
LSP.

%{2} - nms nonb3oBaTens,
WHULMNPOBABLLErO 3arpysky

%{3} - PID npouecca nokanbHON yTUnnThI,
BbINOSIHUBLLEN 3anpoc Ha 3arpy3ky LSP
%{4} - BcnomoraTenbHbIN apryMmeHT
%{5} - petanun remote-connection
("Daemon(<IPs><ports>)")

%{6} - UM YyTUNNTbI, UHULNNPOBAaBLLEN
3arpysky

00100152

MSG_ID_AUDIT_SHOW N || INFO [CFG] new LSP, line
EW_LSP %{1}u/%{2}u: %{3}s

NocnepoBaTenbHoO BblgatoTcs "as is"”
HyMepOoBaHHbIEe CTPOKU 3arpyxeHHon LSP
cpasy nocre Bblgavm coodLeHus
MSG_ID_AUDIT_LOAD _NEW_LSP

%{1} - Homep BbigaBaemow cTpoku LSP
%{2} - Bcero cTpok B LSP
%{3} - ctpoka LSP
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MSG_ID_RRI_NOT_CREA

[RRI] %{1}s, route not created:
destination %{2}s, traffic selector
%{10}s%]..%{11}5%]%][:%{12}d%]

Owwmbka dopmmpoBaHus mapwpyTta RRI. To
ecTb npobnema obHapyxeHa 40 NOMbITKM
AobaBuTb MapLIpyT B CUCTEMHYIO Tabnuuy.

08500001 RRI WARNING
TED - %{1} - nosicHeHne oLINGKU
>%{13}s%]..%{14}d%)]%][:%{15}d %({2} - TyHHernbHbIN agpec
%]%][ proto %{16}s%] %{10}-%{16} - cenekTop SA
Owwnbka yganeHns mapLupyTa, CO34aHHOro
RRI.
MSG_ID_RRI_DEL_ROUT [RRI] can't delete route %({1} - noaceTb Ha3HaYeHWs
%{3} - gateway
%{4} - nosicHeHne ownbKM
Owwnbka pobasneHus mapuwpyTta RRI.
MSG_ID_RRI_ADD_ROUT [RRI] can't add route %{1}s/%({2}d %{1} - noAceTb Ha3HaYeHNs
08500003 E_FAILED RRI WARNING via %{3}s: %{4}s zﬁ)gi - MatCKa noacetu
{3} - gateway
%{4} - nosicHeHne ownbKm
O6HasneH mapwpyT RRI.
[RRI] updated route to %{1} - noaceTb HasHaYeHNs
08500004 MSG_ID_RRI_UPDATED RRI INFO %{1}s/%{2}d: new gw %{3}s, old %{2} - Macka noaceT
gw %{4}s %({3} - HOBBI gateway
%{4} - npegblaywmn gateway
[RRI] created route %{1}s/%{2}d | Cosgan mapwpyT RRI.
via %({3}s for destination %{4}s,
traffic selector %({1} - nogceTb Ha3Ha4YeHUs
08500005 MSG_ID_RRI_CREATED RRI INFO %{10}s%..9%{11}s%]%][:%{12}d%] %{2} - macka nogceTu

>00{13}s%]..%{14}d%]%[:%{15}d
%)% proto %{16}s%)]

%{3} - gateway
%{4} - TyHHenbHbIV agpec
%{10}-%{16} - cenekTop SA
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[RRI] removed route %{1}s/%{2}d

YnaneH mapwpyT RRI.

%{1} - nogceTb Ha3Ha4YeHs

08500006 MSG_ID_RRI_REMOVED RRI INFO via %{3}s for destination %{4}s %{2} - Macka noAceTy
%({3} - gateway
%{4} - TyHHenbHbIV agpec
MapTHépY BblAaH BHYTPEHHWUI aapec 13
IKECFG nyna
%[%{32}s %]IKECFG address .
%({1}s assigned to peer %({1} - BbIGAHHBIN aapec
%{8}s%[:%{9}u%], id "%{10}s", %({2} - cTatyc npokcmpoBaHuss ARP-3anpocos:
MSG ID IKE IKECEG AS %{2)s%][, dns server(s): %{11}s%][ | Proxy ARP enabled - npokcuposaHne
10002001 e - IKE INFO %{12}s%)]%][ %{13}s%)]%][ BKIHOYEHO [N1A BCeX MHTepdeiicos ¢ 5
SIGNED %{14}s%)]%][ %{15}s(...)%]%]%], noaceTsaAMM, BKITHOYALWMMK BblAaHHbBIN aapec;
domain suffix(es): %{21}s%][ partial proxy ARP - npokcupoBaHue BKIHOYEHO
%{22}s%)] %[ %{23}s%]%| He ONns BCex MHTepdercoB C NoACEeTAMM,
%{24}s%]%][ %{25}s(...)%]%] BKIMIOYAOLLMMU BblAaHHbIV agpec;
no proxy ARP - ARP-3anpochl He
NMPOKCUPYIOTCS.
%61%{32}s %]IKECFG address MapTHép OTKasancsi oT paHee BblgAHHOMO
MSG_ID_IKE_IKECFG_RE rejected by partner. Assigning
10002003 FUSED_BY CLIENT IKE INFO another address. Peer agpeca 13 IKFCFG nyna. [enaeTtca nonbiTka
06{8}SY6[:%6{9Ju%], id "%{10}s" BblgaTb NapTépy Apyron agpec.
%[%{32}s %]IKECFG address B g . y
%({1}s is already bound to another bmasael\ln;glcnlfgmepy BHYTPEHHIN
. agpec u3 nyna yxe 3aHsT
10002004 MSG_ID_IKE_IKECFG_PO IKE INEO partner. Clearing old IKECFG [IDYTM NAPTHEPOM CO CXOAHLIMIA

OL_CONFLICT

data to resolve address conflict.
Peer %{8}s%[:%{9}u%)]%, id
"%{10}s"%]

napameTtpamu. CoeMHEHUS CO CTapbIM
napTHEpPOM ByayT YHUUTOXEHbI.
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MSG_ID_IKE_IKECFG_AD

%[%{32}s %]Cannot assign
IKECFG address%[ %{1}s%] to

Owwnbka Npu NomnbITKe Bblda4yn BHYTPEHHETO
agpeca napTHépy.

%{1}s - BbIbpaHHbIN IKECFG agpec ons
napTHépa (ecnu ecTb)

00102005 R:T_IIEEES_ASSIGNMENT_F LP INFO partneroe[: %{2}s%], peer %{2}§ - BO3MOXHBIE MPUUMHBI:
%{8}s%[:%{9}u%], id "%{10}s" pool is not configured - nyn He sanak;
pool is over - nyn ucyepnas;
proxy ARP failed - owmnbka 3agaHus
npokcuposaHmsa ARP-3anpocoB
%0[%{32}s %]IKECFG address PaHee BblgaHHbIN NapTHEPY BHYTPEHHNI
%q{1}s was previously bound to IT(ECFG PTHEPY BHYTP
current partner. Clearing old aApec 13 |'Jy161a HECOBMECTIM %
10002006 MSG_ID_IKE_IKECFG_AD IKE INFO IKECFG data to assign new TeKyLen nonimMTnkon besonacHoctn, iMbo

DRESS_INCOMPATIBLE

address. Peer
%{8}s%[:%{9}u%]%], id
"%{10}s"%]

napTHép 3anpocun gpyron IKECFG agpec.
Nwmetowmnecs coeanHeHusi co ctapbiM
napTHEPOM ByAYyT YHUUTOXEHbI.

O6wwe napameTpbl A4NS COOBLLEHNI:

%{8}s IP-agpec napTHépa no IKE obmeHy.
%{9}u IP-nopT naptHépa no IKE obmeHy.
Ecnu He ykasaH, TO nopT CTaHA4apTHbIN
(500)

%{10}s 3HayeHwne IKE ngeHtndukatopa
ansa ayteHTudmkaumm napTHépa.

%{15}u Nopor orpaHu4eHuns pecypca
%{20}s MpnymHa BO3HMKHOBEHNS COObLITUSA
%{32}s UpneHTundukatop ceccun IKE
obmeHa. Popmar - "<n:m>", rae n - Homep
s3awmwatoero ISAKMP coeanHenus, m -
Homep obmeHa, 3aLMLLaemMoro AaHHbIM
ISAKMP coeanHeHnem

%{40}u Homep ISAKMP coeanHeHus
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MSG_ID_IKE_START_SES

%{32}s Start IKE session,
Request: %{1}s, type %{2}s, peer

HavaT HoBbI IKE 06MeH.

%{1}s MNpuymnHa, BbI3BaBLUast 0OMeH
%{2}s Tun obmeHa (Exchange Type no
RFC2408)

10000001 IKE DEBUG .
SION 9%{8}s%[: %{9}u%] %[, sessionld %{4}s NoeHTudukaTop obmeHa (Initiator
%{4}s.%{5}s%)] Cookie no RFC2408)
%{5}s NpeHtncpukatop obmeHa (Message 1D
no RFC2408)
10000002 | poC-PIKEENDSESS! e DEBUG | %[%{32}s %]Session completed IKE 06MeH 3aBepLuéH
MapTHéP npucnan uHgpopmauuto oo
ncrnonb3dyemom CSP VPN AreHTte
%{1}s HanmeHoBaHuMe npoaykTa
. %{2}s Ctapwuin Homep Bepcum NpoaykTa
%[%{32}s %]Partner's VPN Agent | o4(3}s Mnaawwmit HoMep Bepcum NpofykTa
info: product:%{1}s%l, %({4}s Homep cGopku npoaykTa
MSG ID IKE PARTNER build:%{2}s.%{3}s.%{4}s%] %], %{5}s OnepauunoHHas cucTema, ans KOTopom
10000003 AGENT INEO - | IKE DEBUG 0S:%{5}s%]%][, CPU:%{6}s%]%], cobpaH NPoAyKT
- features:%{7}s%]%][, product %{6}s Mnatcopma, Ansi KOTOPOIt COBpaH
code:%{101}s%]%], license MPOAYKT
number:%{103}s%] %{7}s [OMNoNHUTENbHBIE ONUMM, BKITHOYEHHbIE
B cOOpKy (ecnu nmeroTcs)
%{101}s Kog npoaykTa, ykazaHHbIN B
nLEeH3Nn
%{103}s Homep nuueH3um
%[%{32}s %]ISAKMP connection
0,
10000005 MSG_ID_IKE_SA_CREAT IKE INFO %6{40}u created, peer CospgaHo ISAKMP coegnHeHne

ED

%{8}s%[:%{9}u%] %], id
"0b{10}s"%]
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MSG_ID_IKE_SA_CLOSE

ISAKMP connection %{40}u
closed, peer %{8}s%[:%{9}u%)] %,
id "%{10}s"%]%>INFOI, bytes

10000006 D IKE INFO sent/received: %{3}u/%{4}u, YHunutoxeHo ISAKMP coeguHeHue
exchanges passed: %{5}u%)]%][,
Reason: %{20}s%]%][, matched
by license number %{1}u%]
MSG_ID_IKE_ID_RECEIV %[%{32}s %]Receive identity MapTHEP Npucnan CBoK MAESHTUMDUKALNOHHYIO
10000007 ED_FROM IKE DEBUG "%{1}s", peer %{8}s%][:%{9}u%] nHopmaumio
%[%{32}s %]Send identity
MSG_ID_IKE_ID_SENT_T "%{1}s", peer MapTHEPY OTOCNaHa nokanbHas
10000008 0] IKE DEBUG %{8}s%[:%{9}u%)] %, id naeHTndmrkaumoHHas nHpopmaums
"%6{10}s"%)]
MSG_ID_IKE_FLOAT_PAR %[%{32}s %]Float partner to i
10000009 TNER IKE DEBUG 06{8)SY6[:%{u%] M3ameHeHne ceTeBbIX NapaMeTpoB NapTHEpPa
. .| MapTHépy oTocnaHkbl NnapameTpbl
040, 0,
1000000A MSG_ID_IKE_PH2_ID_SE IKE DEBUG /0[%{32}s %]Send traffic request: 3awmuaemoro Tpaduka cosgasaemoro IPSec
ND %{1}s->%{2}s
coeiHeHUs
. . MapTHEP Npucnan napameTpbl
040, 0,
1000000B ML= S RS IKE DEBUG A)[/O{32_}S %6]Recelve iraffic 3almuaemoro Tpaduka co3gaBaemoro
Ccv request: %{1}s->%{2}s
IPSec coeguHeHunsa
[ISAKMP] Exchange pended. IKE 06MeH OTNoXeH 13-3a orpaHn4eHHOCTH
MSG_ID_IKE_INITIATE_S Limit of %{15}u initiated sessions | PECYPCOB.
1000000C NS 1 — IKE WARNING .
ESSIONS_LIMIT achieved. Request: %{1}s, peer %{1}s MpuUumnHa, BbI3BABLLAS OTHOKEHHbIN
%{8}s%][:%{9}u%] o6MeH
[ISAKMP] Peer %{8}s%[:%{9u%] | KE 0bMeH oTmeHEH n3-3a OrpaHn4eHns
has limit of %{15}u responding aKTUBHOCTU ANA yKa3aHHOro napTHepa.
1000000E MSG_ID_IKE_ACCESS R IKE INFO IKE-sessions. New session

ESTRICTED

requests were rejected %{3}u
times

%{3}u KonnyectBo 0TMEHEHHbLIX OOMEHOB,
NHULMNPOBAHHbIX NapTHEPOM, C MOMEHTa
npegblayLiero BbIBoga 4aHHOIO CoobLLeHMs
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MSG_ID_IKE_ACCESS_D

[ISAKMP] Access denied for peer

IKE Tpadmk OT ykaszaHHOro napTHEpa
MOMTHOCTBIO UTHOPUPYETCS.

1000000F ENIED IKE WARNING | %{8}s%[:%{9}u%)]. %{3}u IKE- %{3}u Konnuectso c6poLueHHbix IKE nakeTos
packet(s) dropped OT yKa3aHHOro napTHEpPa C MOMeHTa
npeablayLiero BelBoaa AaHHOro coobLyeHns
%[%{32}s %]Searching peer
MSG_ID_IKE_NO_PEER _ certificate failed, Reason: not . .
10000011 CERT IKE INFO found, peer %{8}s%[:%{9}u%]%, CepTudpukat naptépa He HanaeH
id "%{10}s"%]
%[%{32}s %]Searching peer c o .
certificate failed. Reason: €pTn@uKaT napTepa He NpurofeH Ans
10000012 .'\r/l Slﬁ\_/lol\)l__”IDKE_PEER_CER IKE INFO %{20}s.%{1}s, peer UCNonbL3oBaHNA
- %6{8}s%[:%{9}u%]%l, id %{1}s OnucaHne ceptTudukaTa
"%0{10}s"%]
MSG 1D IKE PEER CER %[O{f’f{?zt}s (‘)’/A)%llJ}sing peer Wcnonb3oBaHne ceptudonkaTa napTHépa ans
_ 10 _ _ certifricate: % S, peer npOBepKM noanucu
10000013 |+ F5uND IKE INFO 06{8)SY6[:%{QIu%] %], id
"06{10}s"%] %{1}s OnucaHue cepTudmrkaTa
%[%{32}s %]Searching local
MSG_ID_IKE_NO_LOCAL certificate failed, Reason: not He HangeH nokanbHbIA cepTudmnkaTt gns
10000014 _CERT IKE WARNING found, peer %{8}s%[:%{9}u%]%|, co34aHusa noanueu
id "%{10}s"%]
%[%{32}s %]Searching local n . o
10000015 | MSCDIKE LOCALCE e WARNING | %{20}s.%{1}s, peer MCTIOMNb30BaHNS
- %{8}s%[:%{9}u%]%], id 0
%{1}s OnucaHve cepTndukata
"%0{10}s"%]
%[%{32}s %]Using local Mcnonb3oBaHue NokanbHoro ceptudmkaTa ans
10000016 MSG_ID_IKE_LOCAL_CE IKE DEBUG certificate:%f{1}s, peer CO3AaHuMs noanucu

RT_FOUND

%{8}s%[:%{9}u%] %], id
"0b{10}s"%]

%{1}s Onucanue ceptndukata
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%[%{32}s %]IKE session

HeycnelwHoe 3aBepuieHne IKE obmeHa

%{1}s Cnucok (cTek) onepaumn, npu

stopped%] at BbINOMHEHNM KOTOPbIX Npou3oLuna olmnbka.
MSG_ID_IKE_EXCHANGE %{1}s%]%<DEBUG], type %({2}s, %{2}s Tun obmeHa (Exchange Type no
10000018 _FAILED IKE DEBUG peer %{8}s%[:%{9}u%)]%], RFC2408) N
sessionld %{4}s.%{5}s%)]%)]%l, %{4}s NnenTndukatop obmeHa (Initiator
Reason: %{20}s%)] Cookie no RFC2408)
%{5}s VipeHtudpmkarop obmeHa (Message
ID no RFC2408 )
OTcbinka napTHEPY coodLeHus o6 yganeHuu
COoeVHEHUSI.
%[%{32}s %]Sending deletion %{40}s Homep ynansemoro ISAKMP
for%[ ISAKMP connection COEANHEHMA.
10000019 gIESI\GISID—IKE—DELETION— IKE INFO %{40}n%]%[ IPSec connection %{2}u Homep ynansemoro IPSec
%{2}u -9%]%[ %{3}s%>INFOJ, COeAMHEHNA.
Spi:%{4}s%)]%] %{3}u CeTeBow npoTokon IPSec
coeauHEHMSI.
%{4}s VigpeHTudpmkartop spi ygansemoro
IPSec coeguHeHus.
Mony4yeHo coobueHne o6 yganeHuu
COeauHEHUs NapTHEPOM.
%[%{32}s %]Received deletion %{40}s Homep ynansemoro ISAKMP
for%[ ISAKMP connection COEANHEHMA.
1000001A | MSG_ID_IKE_DELETION_ |\ p INFO %{40}n%]%] IPSec connection %{2}u Homep ynansiemoro IPSec

RECV

%{2}u -%]%][ %{3}s%>INFO,
Spi:%{4}s%]%]

COeaUHEHUS.
%{3}u CeTeBon NpoTOKON YAANAEMOro
IPSec coeguHeHuns.

%{4}s geHTndukatop spi ygansemoro
IPSec coeanHeHuns.
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1000001B

MSG_ID_IKE_NOTIFICATI
ON_SEND

IKE

DEBUG

%[%{32}s %]Sending notification
[%6{1}s]%[ for %{33}s%]%] for
ISAKMP connection %{40}s%]%],
LifeTime:%{4}u%)]%][,
LifeTraffic:%{5}u%)]

OTcbinka NnapTHEPY MHAPOPMALMOHHOTO
Ccoo0LLIEeHUS.

%{1}u Tun nHdopmaLMoHHOro coobLueHuns
(Notification) no RFC2407, RFC2408.
%{4}u HoBoe 3HayeHne orpaHn4eHus
XM3HWN COedMHEHNs B cekyHaax (4ns
HoTudmkaunm RESPONDER-LIFETIME).
%{5}u HoBoe 3HayeHne orpaHnyeHns
XWU3HU coeanHeHns B kunobanTax (ans
HoTndukaumm RESPONDER-LIFETIME).
%{33}s geHTndukatop agpecyemon
ceccum IKE obmeHa.

%{40}s Homep agpecyemoro ISAKMP
coeanHeHus.

1000001C

MSG_ID_IKE_NOTIFICATI
ON_RECV

IKE

DEBUG

%[%{32}s %]Received naotification
[%6{1}s]%[ for %{33}s%]%] for
ISAKMP connection %{40}s%]%:
%{3}s5%]%], LifeTime:%{4}u%]%l,
LifeTraffic:%{5}u%)]

Mony4yeHo UHpopMauroHHOe coobLLeHue.

%{1}u Tun nHdopmMaLMoHHOro coobLleHms
(Notification) no RFC2407, RFC2408.
%{3}s Peakuns Ha nony4yeHHoe
coobLeHne.

%{4}u HoBoe 3HayeHne orpaHu4eHus
XN3HU COedMHEHNS B cekyHaax (4ns
HoTudukaunm RESPONDER-LIFETIME).
%{5}u HoBo€ 3Ha4yeHue orpaHnyeHns
XW3HU coeanHeHns B kunobanTax (ans
HoTudukaunm RESPONDER-LIFETIME).
%{33}s UpeHTndukatop agpecyemon
ceccum IKE obmeHa.

%{40}s Homep agpecyemoro ISAKMP
COeaUHEHUS.
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MSG_ID_IKE_UNPROTEC

%[%{32}s %]Received
unprotected notification [%{1}s]%]

MonyyeHo He3alMLEHHOe (HegoBepsieMoe)
MHbopMaLMOHHOEe CoobLLEHNE.

%q{1}u Trn nHpopMaLUMOHHOro coobLLEHNSsI

1000001D | TED_NOTIFICATION_REC | IKE DEBUG (Notification) no RFC2407, RFC2408.
Vo B for %{33}s%]%] for ISAKMP %{33}s VineHTudprkaTop agpecyemoit ceccum
connection %{40}s%]: Ignore IKE o6MeHa.
%{40}s Homep agpecyemoro ISAKMP
coeaVHeHMs.
opa2)s WISAKNE comnecton | [SANP costumene saputo
1000001E MSG_ID_IKE_SA_DEACTI IKE DEBUG %{40}u deactivated%, Reason: HekoTopoe Bpemsa coeanHeHune MO)KeT.
VATED %{20}s%]%[, matched by license 6 P P A
bITb UCMONBb30BAHO A5 3aWNThl paHee
number %{1}u%]
CO3[4aHHbIX 1 UHHOPMALMOHHBLIX OOMEHOB.
%[9%{32)s %]Reducing lfe time%s| M3ameHeHO orpaHnyeHne Xn3Hu
o[#01524S “o]Reducing lire ime~o CTaHaBN1BaEMOro coeanHeHNsi Mo BPEMEHM.
10000020 | MSCG_ID_IKE_REDUCE_LI |\ p INFO for ISAKMP connection %{40}s%] | °
FE_TIME to %{1}u seconds %{1}u HoBoe 3Ha4eHne orpaHnyeHuns
XN3HWN COEAMHEHWS B CEKyHAaX.
%[%{32)s Y%IReducing lit M3mMeHeHOo orpaHuyeHue XXnsHu
0l70154;S YoJeducing lite yCTaHaBMNMBaeMOro COeAVNHEHNs No Tpaduky.
10000021 MSG_ID_IKE_REDUCE_LI IKE INFO traffic%| for ISAKMP connection
FE_TRAFFIC %{40}s%)] to %{1}u kilobytes %{1}u HoBOe 3HayeHne orpaHu4eHus
XN3HWN COeMHEHWS B KunobawnTax.
JOCTUrHYTO OrpaHunyeHne no obemy
Konm4ecTBy BbinonHsembix |IKE o6bmeHoB B
o ponwu pecnoHgepa.
[ISAKMP] Limit of %{1}u Bce HoBble 06MeHbI NeBoit hasbl,
10000050 MSG_ID_IKE_RESPOND_ | | WARNING responding Phase-1 sessions is npeanaraemble napTHépamu, GyayT

PH1_REJECT

achieved. Starting to reject new
sessions.

oTBEpraTbCA 4O MOMEHTa CHWXEHUS Harpy3sku
(cm.
MSG_ID_IKE_RESPOND_PH1_ACCEPT).

%{1}u JoCTUrHYTbLIN NOPOr OrpaHYeHus.
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MSG_ID_IKE_RESPOND_

[ISAKMP] %{1}u packets for new

Bo3obHoBneHne npoBefeHus HoBbIX IKE
oOmMeHOB neBor dasbl, Npeafaraembix
napTHEpamu.

10000051 PHL ACCEPT IKE WARNING | Phase-1 sessions were dropped. | (cM. MSG_ID_IKE_RESPOND_PH1_REJECT)
- Starting to accept new Sessions. | 94{1}y KonmyecTBO 0TBEPrHYThIX NaKeTOB
HOBbIX 0OMeHOB NepBow hasbl 3a BpeMS
OEeNCTBMS OrpaHnyeHus.
0nTo 0 L . .
10000070 MSG_ID_IKE_WRONG_PA IKE DEBUG /0[/0{32.}5 Y%]Wrong padding in MapTHEP Npucnan Bamw(*)pOBaHHbll/! naker c
DDING partner's encrypted packet HenpaBunbHbIM oopmaTom padding'a.
Mpousowna owwunbka npu otceinke IKE-naketa.
MSG_ID_IKE_SEND_PAC %[%{32}s %]Unable to send IKE
10000071 KET FAILED IKE DEBUG packeto[ to %6{8}s%[:%6{9hu%]%] MakeT MoXxeT ObITb NOCNaH No3aHee npu
peTpaHCMUCCUMN.
MSG_ID_IKE_NAT_REMO %[%{32}s %]NAT detected on O6HapyxeHo NAT-yCTPOMCTBO Ha CTOPOHE
10000101 TE_DETECTED IKE DEBUG remote side napTHépa
04[0, 0, - Y, 1
10000102 MSG_ID_IKE_NAT_LOCAL IKE DEBUG /o[/o{3_2}s %]NAT detected on O6HapyxeHo NAT-ycTpONCTBO Ha noKarbHOW
_DETECTED local side CTOpOHE
%[%{32}s %]Packet to Mpu ncnonesoaHun NAT-Traversal oT
10000103 MSG_ID_IKE_NAT_T_WR IKE DEBUG incompatible port received while napTHépa nony4veH IKE naket Ha UDP nopt
ONG_PORT .
- using NAT-Traversal 500
%[%{32}s %]Unable to use port HeBo3moxHo 3agenctBoBaTb NAT-
10000104 MSG_ID_IKE_NAT_T_UNA IKE ERR 4500 for NAT-Traversal, peer: Traversal Tak kak He Dbl OTKPbIT COKET Ha

BLE_USE_PORT

%{8}s%[:%{9}u%] %, id:
"%{10}s"%)]

UDP nopt 4500
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Mo yHUKanbHOMY HOMEpPY NULLEH3UN NapTHEPaA
obHapyxeH cTapoe, Hencnonb3yemoe ISAKMP
coeauHeHune
%[%{32}s %]Stale ISAKMP }
connection %{40}u detected with | %{2}u Homep nuuexsum napTHepa. .
0 %[0 %] i %{18}s IP-agpec naptHépa no IKE obmeH
MSG_ID_IKE_STALE_CO Peer /0{}8}5 oL {Lo)u%)], 1 . J:l{ﬂ c}Ta oro Eoe VIHpeHI/IF? !
10000201 NNECTION BY LICENSE IKE WARNING | "%{20}s", license number %{2}u: | A p A WA,
- = while processing initial contact %{19}u IP-nopt napTHepa no IKE obmeHy Ans
from peer %{8}s%][:%{9}u%)], id cTaporo coeanHeHusi. Ecrnn He ykasaH, To nopt
"06{10}s" cTaHaapTHbI (500)
%{20}s 3HaueHune IKE ngeHtndgukatopa ons
ayTeHTMdMKaUuM napTHEPa Ansi CTaporo
COeaUHEHUS.
10000202 !ﬁgglgﬂgfé‘gﬁéh—%g IKE DEBUG %[%{32}s %]Duplicate of local MapTHép ncnonb3yeT Ty Xe NULEH3UIO, YTO U
TECTED - license detected Ha nokanbHOM YCTPOWCTBE
Owwnbka OTKpPbITUA COKETA ONA NOSOEPXKKM
nportokona ISAKMP
. HaunHasa ¢ Windows Vista moxeT n3pegka
[ISAKMP] Failed to open UDP )
10008001 MSG_ID_IKE_UDP_SOCK IKE WARNING | socket for %{8}s:%{9}u. Please BO3HMKaTL NMOCMNE BbIXOAa Windows n3 pexuma
ET_FAILED . MbepHaumm (Hibernation)
- send this message to support.
unu CHa (Suspend). B atom cniyyae cnegyet
nepesarpysuTtb LSP ans BoccTaHOBNEHUS
paboTtocnocobHocTu AreHTa.
%[%{32}s %]RADIUS: Sending
10000401 MSG_ID_IKE_RADIUS_RE IKE DEBUG rs/g{ﬁ:t tgeA;f:ess Server for user OTchbinka 3anpoca Ha ayTeHTUduKaLmo
QUEST_USER %{8}5%’[:%{9}u%]%[ iq: Access cepBepy Ans ykazaHHOro username
"%0{10}s"%]
%[%{32}s %]RADIUS: Access OT Access cepBepa Nony4YeHo paspelleHne Ha
) iti i co3gaHve coenHEHUs C NapTHEPOM
MSG_ID_IKE_RADIUS_AC granted. ./c:)[ Addlt(:onal att.rlbutes pTHEp
10000410 CESS GRANTED IKE DEBUG received: %{1}s.%] Peer: %{1} - MpUCraHHbIE AOMOMHUTENbHbBIE
- %{8}S%[:%{9}u%] %], id: aTpubyTbl. POPMUPYIOTCS U3 COOBLLEHUS
%{10}s"%] MSG_ID_IKE_RADIUS_IKECFG_DATA
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10000411

MSG_ID_IKE_RADIUS_IK
ECFG_DATA

IKE

DEBUG

Framed-IP-Address:%{1}s%[,
cisco-av-pair:"dns-
servers=%{10}s%[
%{11}s%]"%]%], cisco-av-
pair:"default-domain=%{20}s%][
%{21}s%]"%]%[: (%{3}s)%)]

HononHutensHble aTpnbyThl, MPUCHaHHbIE
RADIUS-cepsepom, hopmupyemble ons
coobLeHns
MSG_ID_IKE_RADIUS_ACCESS_GRANTED
(He aiBnaeTcsa camocToATENbHbIM
coobLieHnem)

%{1},9%{10},%{11},%{20},%{21} -
3HaYeHNs COOTBETCTBYIOLLNX aTpubyToB
%{3} - ganbHenwmne aencTeunsa no
NCMNornb30BaHWIo aTpMbyTOB:

sending received attributes to peer as
IKECFG data - 3Ha4eHus 6yayT
nepegaHbl NApTHEPY B KayecTBe
IKECFG napameTtpoB

ignored due to intersection with local
AddressPool - 3Ha4yeHus 6yayTt
WUrHOPWMPOBAaHbI, Tak Kak NPUCNaHHbIN ip-
agpec nonagaert B My, KOTOPbIV
KOHTponupyeT nokansHbin IKECFG
cepsep

ignored: IKERule has IKECFGPool,
using local IKECFG data instead -
3HayeHns 6yoyT UrHOPUPOBaHbI, Tak Kak
B cpaboTtaBwem IKE-npasune
3agencTeoBaHa Bblgada IKECFG
napameTpoB M3 NOKanbHOro nyna
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MSG_ID_IKE_RADIUS_AC

%[%{32}s %]RADIUS: %({1}s.

HeycnelHoe 3aBeplieHune 3anpoca kK RADIUS-
cepsepy

%{1} - MpunumnHa oTkasa:

Access Server timeout - HET OTKNMKa OT
RADIUS-cepBepa

Access Server is not authenticated -

- %{10}s"%)] cepBepa (HeBEpHOE 3HayeHue secret)
Rejected by Access Server - RADIUS-cepBep
OTKasan B JOCTyne napTHEPY (HeBepHasi napa
user-password)
Request to Access Server failed - npoune
owmbku
MSG_ID_RADIUS LOAD_ . [RADIUS] AAA Settings are not He yganocb HacTpouTtb knneHT RADIUS
00880001 | SETTINGS RADIUS Client | WARNING | 0 activated: 9%{1}s (cTpykTypa LSP AAASettings).
00880002 MSG_ID_RADIUS_NO_KE RADIUS Client WARNING I['RADIL'J|S] Can't retrieve key He yganocb 06HapyxuTb kntod B 6a3e faHHbIX
Y %{1}s" from DB npoaykta
B 3arpyxaemon HoBon LSP otcyTtcTytoT
IKECFG nynbl, KOTOpble COOTBETCTBYIOT
[IKECEGSRV] There is no pool in ;Z)F()pei:fAHHbIM paHee BbiaaHHbIM IKECFG
new configuration for remaining j
007F0001 MSG_ID_IKECFGSRV_DU IKECFG Server WARNING | address %({1}s, peer: IKECFG appec npopomkaer
MMY_OBJECT : - yOepXuBaTbCH, XOTH OH HE COOTBETCTBYET
%{8}s%[:%{9}u%]%|, id: 9
" ,. HW OQHOMY 13 Nynos B HoBowW LSP.
%{10}s"%] i
Mpumevanue: JaHHOe coobLLEHNE MOXET
He BbIBOAWUTLCS MPU NOrMpoBaHNN Ha
BHELUHWI syslog cepBep.
PesynbTtat LDAP 3anpoca — 06beKTbl He
. | HangeHsbl
00324001 MSG_ID_LDAP_REQ_NOT LDAP INEO %[%{32}s %]LDAP request result:

_FOUND

NOT FOUND. Query: "%{1}s".

{1} - LDAP 3anpoc (URL)
{32} - ngeHtndmkatop ceccum IKE obmeHa
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MSG_ID_LDAP_CREATE_

%[%{32}s %]Failed to create

He yganocb ccoopmupoBaTb KOPPEKTHLIN
LDAP 3anpoc.

{1} - LDAP 3anpoc (URL)
3peck 1 fanee: AaHHbLIN 3aMpoc MOXeT

00324101 LDAP WARNING - . otnuyatbes ot URL,

REQ_FAILED LDAP request. Query: "%{1}s". yKa3aHHOro B co0bLLEeHNM O (hOPMMPOBAHUI
LDAP-3anpoca (cnydan "CRL by URL"),
ecnu ncxoaHbii URL He cogepxan agpeca
LDAP-cepBepa.

{32} - ngeHtndmkatop ceccumn IKE obmeHa
Owwnbka pasbopa coobuieHns ot LDAP
%[0 9 ' cepBepa.
00324102 MSG_ID_LDAP_PARSE_F | .p WARNING | %[%{32}s %]Failed to p'a}'rose ) peep
AILED LDAP message. Query: "%{1}s". {1} - LDAP 3anpoc (URL)
{32} - ngpeHtndmkatop ceccum IKE obmeHa
YA 0 LDAP 3anpoc 3aBepLUeH Mo TanmayTy.
MSG_ID_LDAP_REQ_FAIL /"[/"{3”2}5 %ILDAP request P P v
00324103 ED_TIMEOUT LDAP WARNING ﬁ;’;\nce "ed by timeout. Query: {1} - LDAP 3anpoc (URL)
Yo{1}s". {32} - npeHtudukaTop ceccun IKE obmeHa
MSG_ID_LDAP_REQ_FAIL %[%{32}s %]LDAP [ HDAP cepeep He oTeeuaeT.
_ID_| u | 0[%{32}s % server is not
00324104 ED_NOT_RESPOND LDAP WARNING responding. Query: "%{1}s". {1} - LDAP 3anpoc (URL)
{32} - ngeHtndmkatop ceccumn IKE obmeHa

MSG_ID_LDAP_REQ_FAIL %[%{32}s %]LDAP LDAP 3anpac oTMEHeH (Hanp/kep npi

_ID_ _REQ_ 0[%132}s % request OCTaHOBKe CepBuca VpNsve
00324105 ED_CANCELED LDAP DEBUG cancelled. p p )
{32} - ngeHtndmkatop ceccum IKE obmeHa

MSG_ID_LDAP_REQ_FAIL ot . ) CoegunHeHve LDAP 6bIM0 3aKkpbITO Npuy

00324106 | ED_CONNECTION_CLOS | LDAP DEBUG | PI%{32}s %ILDAP connection | geirpyske LSP.
was closed by LSP unload.
ED {32} - ngentndmkatop ceccumn IKE obmeHa
BHyTpeHHssa owmnbka mogynsa LDAP.
003241FF MSG_ID_LDAP_REQ_FAIL LDAP DEBUG %[%{32}s %]LDAP internal error.

ED_UNKNOWN

{32} - ngeHtndumkatop ceccumn IKE obmeHa
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MSG_ID_LDAP_REQ_SUC

%[%{32}s %]LDAP request result:

Pesynbtat LDAP 3anpoca - HangeHo {2}
ob6bekToB

00325001 LDAP INFO %{2}u object(s) found. Query:
CESS "0{1)s". {1} - LDAP sanpoc (URL)
{32} - ngeHtndumkatop ceccumn IKE obmena
Cdopmumposan LDAP 3anpoc {1}
raoe {1} — 3anpoc B 0 4HOM U3 CriegyoLmx
BMJOB:
"CRL by DN: <Printable_DN>" — 3anpoc
MSG_ID_LDAP_REQ_STA %[%{32}s %]|LDAP request: CRL npoussoautcs no DN.
00327001 RT LDAP DEBUG "p{1}s". "Certificate by DN: <Printable_DN>" —
3anpoc cepTudmkaTa NpoM3BOgUTCA B BUAE
DN.
"CRL by URL: <url>" — 3anpoc CRL no URL
(6epetca ns CDP).
{32} - ngeHtndmkatop ceccumn IKE obmeHa
%[%{32}s %]LDAP request LDAP 3anpoc "{1}" nponrHopuposaH: He 3aaaH
00327002 gggE'D—LDAP—REQ—'GN LDAP DEBUG ignored: there is no LDAP server | LDAP cepsep
available. {32} - npeHTudukaTop ceccun IKE obmeHa
MSG_ID_CSCONF_CoNy | Cisco-like LSP koHBepTOp 3aBepLumnn paboTy ¢
00723001 gty - console & ERR LSP converter finished with errors PTop P P y
END_FAIL owmnbkamm
- - converter
MSG_ID_CSCONF_PARS Cisco-like Certificate for CA "%{1}s", parse
00723003 - = - console & ERR P Owwnbka pasbopa cepTudmkata gna CA {1}
E_CERT error
- converter
MSG_ID_CSCONF_NOCA Cisco-like Wrong certificate type for CA
00723004 _CER_T - - console & ERR "0%{1}s", must be CA certificate HesepHbIi TN ceptndukata anga CA {1}
converter
Cisco-like CA certificate "%{1}s" already CA cepTtudpmkat {1} y>xe npucyTcTByeT B
00723005 MES;EEI_D_CSCONF_CERT console & ERR exists in the trustpoint "%{2}s". trustpoint {2}. [lobasneHne cepTndukaTa
- converter Certificate addition ignored. NPOUrHOPUPOBAHO
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Cisco-like Current pool entry has TeKyLimiA Nyn agpecoB MMEIOT NepeceyveHmns ¢

00723006 MSG_ID_CSCONF_POOL console & ERR intersection with others, no entry | gpyrumun nynamu. 3anucb He 6ygeT

INTERSECT )
- converter will be added nobaeneHa.
Cisco-like .

00723007 MSG_ID_CSCONF_NON_ console & ERR COL_JId not save previous user- He yaanocb coxpaHuTb npeabiayLyto
CSCONS_SAVE_FAIL converter defined LSP in file "%{1}s" nonb3oBartenbckyto LSP B cann "{1}"
MSG_ID_CSCONF_CMD Cisco-like Command "%{1}s" removed from | KomaHga "{1}" aBTOMaTn4yecku yganeHa un3

00724001 = - — | console & WARNING . : .

REMOVED_AUTO configuration automatically KOHpurypaumn.
converter
Mpwn cTapTe cs_console 3 koHdurypaumm
Cisco-like . - . | aBTomartuyecku bbin yganeH ceptudumkar,
MSG_ID_CSCONF_REMO Removing CA Trustpoint "%{1}s", o
00724002 VE CERT console & WARNING no certificate found OTCYTCTBYIOLLUUN B 6q3e NoKarbHbIX HACTPOeK.
- converter O6pasoBancsa nycton trustpoint,
KOTOpbIN Takke Obln aBTOMaTUYECKN yaaneH.
Cisco-like Mpu ctapTe cs_console 13 koHdurypaumm
. " .
00724003 MSG_ID_CSCONF_REMO console & WARNING RemO\_/lng KEY "%{1}s", no key aBTOMaTU4ecku Obin yganeH )
VE_KEY converter found in agent preshared key, oTcyTcTBytowmii B 6ase
noKanbHbIX HACTPOEK.
Mpu cTapTe cs_console obHapyXeHbl
o . nonb30BaTenum CUCTEMbI, OTCYTCTBYIOLLNE B
MSG_ID_CSCONF_USER | Cisco-like gdsc?;(dS)to/oc{(:)Lr}\?i V‘(ﬁ;‘iigﬁtgg?;'ca”y KOHpurypaumm, Ho Ans KOTOpbIX B Ka4ecTBe
00724004 AUTOMATICALLY_REUS | console & WARNING L 9 : shell BeicTaBneHa cs_console.
= - privilege level was assigned to -
ED converter them [laHHble nonb3oBaTen aBTOMaTUYECKN
' AobaBneHbl B KOHUIYpaL Mo C HyNEBbIM
YPOBHEM NPUBUSIETUIA.
MSG_ID_CSCONS_STAR Cisco-like Cisco-like console started by user
00725001 T - console & NOTICE "O{1)s" y cs_console 3anyweHa nons3osatenem "{1}".
converter 0
Cisco-like Cisco-like console exited (user

00725002 MSG_ID_CSCONS_EXIT console & NOTICE "0%{1}s") Monb3oBatens "{1}" BbIWen 13 cs_console.

converter

S-Terra Client

Copyright © S-Terra CSP 2003 -2016

38




Mpunoxexune A

YcnewHo co3paH nonb3oBaTenb
onepauunoHHom cuctemnl "{1}".

Cisco-like MoxeT BblgaBaTbCs Kak Npu py4HOM BBOAE
00725003 MCSSE—'IAI?I.—E%SCONF—USER console & NOTICE User "%{1}s" created KOMaHAbl, TaK 1 Npu cTapTe cS_console
- converter (B cny4yae, ecnu B KOHpUrypawmm
NpuUCyTCTBYET NOMb30BaTENb,
OTCYTCTBYIOLLMIA B CUCTEME).
Cisco-like Monb3oBaTtens onepaumoHHon cuctemsol "{1}"
00725004 | MSG_ID_CSCONF_USER | - cole & NOTICE | User "%{1}s" removed YCMIELHO yAarneH.
_REMOVED converter MoxeT BblgaBaTbCsa NpU Py4HOM BBOAE
KOMaHgpl No username ...
Maponk Nnonb3oBaTens onepaumoHHOM
cuctembl {1} ycnewHo CMeHeH.
MoxeT BblgaBaTbCs Kak Mpu py4yHOM BBOAE
Cisco-like KOMaHbl (TOMbKO A1 yXKEe CYLLECTBYIOLLErO
00725005 MSG_ID_CSCONF_USER console & NOTICE User "%{1}s" password changed nons3oBarens),
PWD_CHANGED
- - converter Tak 1 Npu ctapTe cs_console (B cny4vae, ecnu
napornkb Nonb3oBaTens B KOHUrypawmm He
coBnagaeT ¢ Naponem nonb3oBaTens B
cucteme).
MpuBunerusa nonb3oBaTtens onepaunoHHON
cuctembl {1} M13MeHeHa Ha HOBOE 3HaYeHue
{2}.
Cisco-like " . MoxeT BbljaBaTbCs Npu py4yHOM BBOJE
MSG_ID_CSCONF_USER User "%{1}s" privilege changed to
00725006 _PRIVL_CHANGED console & NOTICE %{2}d KOMaHZbl username (TONbKO ANs yxe
converter CYLLECTBYIOLLETO Nofb3oBaTens).
OpHa koMaHAa username... MOXeT nopoXxaaTb
cpasy ABa coobLLeHUS:
O CMEHe Maporsi U1 0 CMEHE NPUBUNENNN.
Cisco-like Monb3oBaTenb BoLlEeN B NPUBUIIENMPOBAHHLIN
MSG_ID_CSCONF_USER User "%{1}s" has entered into the | pexum (No komaHae enable).
00725007 console & NOTICE o
_EXEC_ENTERED converter privileged EXEC mode BblaaeTcs TonbKO Npu py4yHOM BBOAE KOMaHAbI

enable.
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Cisco-like . .
00725008 MSG_ID_CSCONF_NON _ console & NOTICE Prgwoﬂus use"r—deflned LSP saved Mpeabiaywas nopbsc?'BaT"eanKaﬂ LSP
CSCONS_LSP in file "%{1}s coxpaHeHa B pawvne "{1}
converter
O6HapyxeHa HECMHXPOHM3NPOBaHHas
Cisco-like nonuTuka. Tvn NonuTUKK: <type>
MSG_ID_CSCONF_POLIC Non-synchronized policy roe <type> oauvH u13:
00725009 Y_NON_SYNC gggiglr?e? INFO detected. Policy type: %{1}s DDP
DHCP Only
User-defined (Source: Command-line utility)
MSG_ID_CSCONF_PRES | Cisco-like Certificates or preshared keys CepTndmkaThl unm preshared keys
0072500A | HARED KEYS OR_CERT | console & INFO were changed. Conversion Ms,\fl’eHmMCb oot F;TCH . ¥M osanIE
S CHANGED converter required - 1 PeDY pThP
Cisco-like
0072500B .'\r/l SG_ID_CSCONF_STAR console & NOTICE Command interpreter started CTtapT MHTepnpeTaTopa kKOMaHA
converter
Shell nonb3oBaTens onepaunoHHON CUCTEMBI
{1} ycnewHo cMeHeH.
Cisco-like " " MoxeT BblgaBaTbCs Npu cTapTe ¢s_console (B
MSG_ID_CSCONF_USER User "%{1}s" shell changed to -
0072500C _SHELL_CHANGED console & NOTICE Jopt/VPNagent/bin/cs_console cny4yae, ecnu nonb3oBartenb NPUCYTCTBYET B
converter KOHcpurypauum n B CUCTEME, HO B CUCTEME B
kauyectse shell nponucaHo gpyroe
NpUoxeHue).
Cisco-like
00726001 MBSEGG—III\EI)—CSCONF—CONV console & INFO Starting LSP converter 3anyck LSP koHBepTOpa
- converter
MSG_ID_CSCONF_CoNy | Cisco-like LSP converter finished
00726002 - = - console & INFO LSP koHBepTop oTpabotan 6e3 ownbok
_END_OK successfully
converter
MSG_ID_CSCONF_CMD Cisco-like Start interpreting command: Hadvano obpaboTku komaHabl {1}
00727001 2 —MEP_ | console & DEBUG : nerpreting : P A
START converter %{1}s WHTepnpeTaTopom
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Cisco-like wo, " wrqn
00727002 MSG_ID_CSCONF_CMD_ console & DEBUG Cpmmand O%{1}s" processed O6paboTka komaHgbl "{1}" 3aBepLueHa
END_OK with status OK ycnewHo
converter
MSG_ID_CSCONF_CMD Cisco-like Command "%{1}s" processed
00727003 END__FAI_L - — | console & DEBUG with status FAIL KomaHnga "{1}" obpaboTtaHa ¢ owmbkon
converter
Cisco-like n, " O wpam .
00733001 MSG_ID_CSCONV_INTER console & ERR Interface "%{1}s re_:ferences to UuTepdenc "{1}" ccoinaetca Ha nycton ACL
FACE_EMPTY_ACL the empty access list "%{2}s". "{2}"
converter
Cisco-like
00733002 MSG_ID_CSCONV_NO_A console & ERR Address pool "%{1}s" not found. He nHavigen nyn agpecos "{1}".
CTIVE_POOL
- converter
e Class map "%{1}s" (from policy wpqn - oy
MSG_ID_CSCONV_CLAs | Cisco-like map "%{2}s") references to the Class map *{1}" (3 policy map "{2}")
00733003 console & ERR : CCbIITAaeTCH Ha MyCTOW UM OTCYTCTBYIOLLNIA
S MAP_EMPTY_ACL empty or absent access list "
converter " " ACL "{3}
%{3}s".
Cisco-like Could not convert crypto map
00733101 MSG_ID_CSCONV_NO_IS | -5 nsole & ERR "%{1}s". Reason: There is no .'T'eB..OsMO)KHO croHBepTVpoBart crypto map
AKMP_POLICY . ; {1}". Mpwnuuna: OTcyTcTByeT isakmp policy.
converter isakmp policy.
Could not convert crypto map Ilj{%anosmoxmo CKOHBEPTMpPOBaTb Crypto map
Cisco-like "%{1}s". Reason: There is no CA ' ) .
00733102 MSG_ID_CSCONV_WRON console & ERR or appropriate preshared key. MpuunHa: OtcyteTByeT CA unu NnoaxoasLLnm
G_AUTH ! X Preshared Key,
converter Also isakmp policy can have . .
’ nnbo isakmp policy HenpasuneHoro Tuna (rsa-
wrong type (rsa-sig or pre-share). )
sig unu pre-share).
Cisco-like Could not convert crypto map
00733103 MSG_ID_CSCONV_NO_P console & ERR "%{1}s". Reason: There is no 'I'-1953'03M0>|<Ho C-KOHBepTI/IpOBaTb crypto map
EER converter peer {1}". MpwnunHa: OTCyTCTBYET pEEr.
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Cisco-like Could not convert crypto map HeB0O3MOXHO CKOHBEPTUPOBATL Crypto
00733104 MSG_ID_CSCONV_NO_T console & ERR "%{1}s". Reason: There are no map "{1}". Mpwnunna: OTCyTCTBYIOT
RANSFORM_SET
- converter transform sets. transform sets.
HeB03MOXHO CKOHBEPTUpPOBATbL Crypto map
nnn dynamic crypto map template:
Mpuumna: Crypto map HenonHas (B cnyyae
crypto map: He xBaTaerT crypto ACL unu peer;
Cisco-like B crnydyae crypto map unu dynamic crypto map
00733105 | \ipLETE_CRYPTO MAP | COnsole & ERR It is incomplete. P Y yP )
converter %{1}s - oQVH 13 ABYX BapUaHTOB:
crypto map "<name> <seq-num>"
nnm
dynamic crypto map template "<name> <seq-
num>"
Ciccorlice Could not convert crypto map "H{%anosmoxmo CKOHBepTMpOBaTh Crypto map
MSG_ID_CSCONV_CRYP "%{1}s". Reason: Reference to ' . - wron
00733106 TO_MAP_EMPTY ACL console & ERR the empty access list "%6{2}s" for MpuumHa: Ccbinka Ha nycton ACL "{2}" gnsa
converter o Clear-Text ounbTpauun
a clear-text packets filtration.
(BHYTPY 3aLLMLLEHHOTO TYHHENS).
HeB03MOXHO CKOHBEPTUPOBATbL Crypto map
Could not convert %{1}s. Reason: | "{1}".
MSG_ID_CSCONV_CRYP | Cisco-like %{2}s references to the same MpwnynHa: crypto map (unun dynamic crypto
00733107 TO_MAP_IKECFG_MISMA | console & ERR pool ("%{3}s") but the additional map template) "{2}" ccbinaetca Ha TOT xe
TCH converter parameters to send to client are cambli nyn ("{3}"), HO gonoNHUTENbHbIE
different. napameTpbl, OTCbINaeMble KIUEHTY,
pasnu4yatoTcs.
Could not convert crypto map HeB0O3MOXHO CKOHBEPTUPOBATbL Crypto map
IIO n . H H n n
MSG_ID_CSCONV_CRYP | Cisco-like P/I’(l)gé}:i ﬁ%?jzosn(.nﬁginrflglgg I'I{1|}/|L.||/|Ha' KOHINUKTYIOLLNE PEXMUMbI NepBOM
00733108 | TO_MAP_PH1_MODE_MI | console & ERR . . P ! ytoLume p P
- = - — aggressive) for different peers. dasbl (main mode n aggressive mode) ons
SMATCH converter " : .
Check the "crypto isakmp peer pasHbIX peer-oB.
commands. MpoBepbTe kOMaHAb! "crypto isakmp peer".
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MSG_ID_CSCONV_CRYP | Cisco-like Could not convert %{1}s. Reason: | HeBo3MOXHO CKOHBEpPTUpPOBaTb Crypto map
00733109 TO_MAP_ACL_WITH_TIM | console & ERR access list "%{2}s" references "{1}".
E_RANGE converter time range. MpuunHa: ACL "{2}" ccbinaeTcs Ha time range.
Could not convert %{1}s. Reason: I|;|{$5I03MO>KHO CKOHBEpPTMpPOBaTh Crypto map
MSG_ID_CSCONV_CRYP | Cisco-like AAA client authentication list has n w.4|/|Ha' MOUCTVCTBYET CCbiNKa Ha CHUCOK
0073310A TO_MAP_NO_CLIENT_US | console & ERR been referenced without b - 1 IpuCTYCTBY
" . AAA ayTeHTUdMKaLMN, HO OTCYTCTBYET
ERNAME converter username source ("set client . :
N NCTOYHMK MMeHn nonb3osartens ("set client
username..."). "
username...").
Could not convert %{1}s. Reason: | HeBO3MO>XXHO CKOHBEPTUPOBATL Crypto map
MSG_ID_CSCONV_CRYP | Cisco-like useﬁnﬂlggt:c?lirr]fg ﬂgztlt?gen set élilqMHa' 3aaH UCTOYHMK UMEHM
0073310B TO_MAP_NO_AUTH_LIST | console & ERR - ST P -3ai
= - = - without authentication list nonb3oBaTens, HO OTCYTCTBYET cnncok AAA
REF converter " . " . o
- reference ("set client ayTeHTMdmkauum ("set client authentication
authentication list..."). list...")
MSG_ID_CSCONV_CRYP | Cisco-like Could not convert %{1}s. Reason: ..H{iﬁ.m""o"‘”o CKOHBEPTMPOBATE Crypto map
0073310C TO_MAP_UNKNOWN_AU | console & ERR Reference to unknown AAA client n ' . o
SO pyvynHa: Cebinka Ha HEM3BECTHbI CMNCOK
TH_LIST converter authentication list.
AAA ayTeHTUdMKaumn.
MSG_ID_CSCONV_CRYP | Cisco-like Could not convert crypto ma HeBO3MOXHO CKOHBEPTUPOBATL Crypto ma|
007331FF | TO_MAP_NOT_CONVERT | console & ERR o T L crypto map o >PTVID yptomap
— - - %{1}s". Reason: Unknown {1}" no Hem3BeCTHOW NpUYMHe.
ED converter
Cisco-like LSP load failed%[: %6{1}s%].06[ | '€ YAANOCE MPOTPYy3uTL CHOPMUPOBAHHYIO
MSG_ID CSCONV_LSP L R LSP.
00733A01 - - - console & ERR Erroneous LSP saved in file .
OAD_FAILED " " Pacwudposka ownbku: {1}
converter %{2}s".%] C o
OwwnboyHasa LSP coxpaHeHa B davine "{2}".
MSG_ID_CSCONV_LSP_L | Cisco-like LSP load failed: vpnsvc daemon ll:igpynarIOCb MPOTPYSATY CROPMMPOBAKIYIO
00733A02 OAD_FAILED_VPNSVC_N | console & ERR is not runnin P HesésmomHo CTAHOBUTb CBSA3b C CEPBUCOM
OT_RUNNING converter 9 y P

vpnsvc.
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MSG_ID_CSCONV_NO_TI Cisco-like Access list "%{1}s" references ACL "{1}" ccbinaeTcs Ha OTCyTCTBYHOLMIA time
00733A03 console & ERR . " " oL
ME_RANGE absent time range "%{2}s". range "{2}
converter
MSG_ID_CSCONV_AUTH | Cisco-like C
00733A04 | LIST RADIUS_WITHOUT | console & ERR ?Q@v ﬁﬁghuetngzg'l%g":;mf been g’:”:: :””gg"RAAADAIL?SVT:e”T:?:Ka””"" HO He
_SERVER converter ’ A Ap peep
MSG_ID_CSCONV_RADIU | Cisco-like
00733A05 S SERVER WITHOUT K | console & ERR RADIUS server has been set 3apaH RADIUS cepBep, HO He 3afaH napornb
EY - - without shared secret. JocTyna K Hemy
converter
Cisco-like
00733FFF EASG—ID—CSCONV—FAILE console & ERR LSP conversion failed HeunssecTtHas owwmnbka KoHBepTMpoBaHus LSP.
converter
Cisco-like wo, " BesepeHHbin LDAP url {1} npourHopupoBaH,
00734001 MSG_ID_CSCONV_LDAP_ console & WARNING LDAP url "%({1}s" ignored. IP NMOCKOJIbKY AornycKatoTcs Tonbko IP-agpec u
IGNORED address and port allowed only.
converter nopT.
Ciccorlice Crypto map "%{1}s" contains ge(;rr)ig;o map-e {1} nponucaHbl HECKONbKO
MSG_ID_CSCONV_SOME several peers. Peer(s) "%{2}s" ) i
00734002 _PEERS._IGNORED console & WARNING ignored due to authentication Peer(s) {2} npourHopupoBaHbI n3-3a TOro, YTo
converter ; ) . ONsl HUX He coBnagaeT
information mismatch.
ayTeHTUdukaLmMoHHasa nHdopmams.
e Crypto map "%{1}s" contains wpqm
oo7aaons | MSCID_CSCONV_SEVE | CEENe WARNING | Several peers with different pasn proshared kaye, e
RAL_IPSEC_ACTIONS preshared keys. This is not )
converter OTO HepekoMeHayeMas cutyaums.
recommended.
Cisco-like Crypto map(s) "%{1}s" contain Crypto map(-bl) {1} cogepxar transform set-bl,
00734004 MSG_ID_CSCONV_MIXED console & WARNING transform sets with different B KOTOPbIX 3afaHbl pasHble encapsulation
_MODE_TUNNEL converter encapsulation modes. Tunnel peXunMBbI.

mode is used.

Mcnonb3yeTcs TYHHENbHbBINA PEXUM.
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Crypto map(s) "%{1}s" contain

Crypto map(-bi) {1} cogepxar transform set-bl,

Cisco-like s .
MSG_ID_CSCONV_MIXED transform sets with different B KOTOpPbIX 3a4aHbl pa3Hble encapsulation
00734005 _MODE_TRANSPORT console & WARNING encapsulation modes. Transport pPeXUMbI.
converter ) y
mode is used. Mcnonb3yeTcs TpPaHCNOPTHLIN PEXUM.
i i " " - Crypto map set(s) "{1}" conepxat
- ()
MSG_ID_CSCONV_STAT| | Cisco-like Crypto map set(s) "%{1}s" contain | -0 0 ve crypto map(s)
00734006 — 5 - console & WARNING | static crypto map(s) with priorities
C_AFTER_DYNAMIC . C MPUYOPUTETOM HUXE, YeM Y
- - converter lower than dynamic.
OVNHaMUYECKUX.
MSG_ID_CSCONV_LSP_L | Cisco-like LSP successfully loaded with CdopmumpoBaHHasi LSP 3arpyxeHa ¢ 0OgHUM
00734101 OAD_WITH_ONE_WARNI [ console & WARNING warning: %{1}s y npeaynpexnexHuem.
NG converter ' ' {1} - TekcT npeaynpexneHus
. . . CdoopmmnpoBaHHas LSP 3arpyxeHa ¢ AByMsi U
MSG 1D CSCONV LSP L Cisco-like LSP successfully loaded, %{1}u Gonee npeaynpexaeHNsIMU.
00734102 = — -~ | console & WARNING | potential problems were reported
OAD_WITH_WARNINGS converter to syslog. {1} - KonnuecTBO BblAAHHBLIX NPeaynpexXaeHni
ecnv 6bino BblgaHo ABa v bonbLue
6 6
Cisco-like
00735001 .'\r/l SG_ID_CSCONV_STAR console & NOTICE LSP conversion started HauaT npouecc kKoHBEPTMPOBAHMS
converter
Cisco-like . o MpoLecc KoHBEPTUPOBaHNA 3aBepLLEH
00735002 | MSG_ID_CSCONV_STOP | console & NOTICE | LSP conversion complete%]. yCRewwHo.
Warnings: %{1}u%] . _
converter OnuwnoHanbHo: BbigaHo {1} npegynpexaeHuii.
. . HeBo3MOXXHO nonyyatb MHOPMaLMIo O
MSG_ID_INCORRECT CP | Statistics & SNMP polling of CPU usageis | ..o 00 cpy ans SNMP.
00793001 WARNING | unavailable. SNMP variables "
UUSAGE SNMP comCPUTotal* will be invalid MepemeHHble SNMP cpmCPUTotal* 6yayT
P ' MMeTb HeBepHoe 3Ha4yeHue.
MSG_ID_USE_INTERCAL Statistics & The system clock changed. Bpems Ha yacax OS nameHeHo.
00793002 ARY_INSTANEOUS CPU SNMP INFO SNMP cpmCPUTotal* statistics CrartucTtuka o 3arpyske CPU ana SNMP moxet

USAGE

may be incorrect for a while.

OblTb HEKOPPEKTHA Kakoe-TO BpeMS.
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MSG_ID_LOCAL_CERTIFI

New local certificate added%[
Subject="%{1}s"%)]%[

[lo6aBneHne nokanbHoro ceptudukarta B 6asy

00200001 CATE_ADDED Certificates NOTICE IsSUEr="%{2}s"%]%][ NaHHbIX
SN="%{3}s"%]
New certificate authority added%[
MSG_ID_CA_CERTIFICAT s Subject="%{1}s"%]%][ Ho6asneHne Ceptuduumpytowero LleHtpa B
00200002 E_ADDED Certificates NOTICE IsSUEr="%{2}s"%]%][ 6a3y JaHHbIX
SN="%{3}s"%]
Certificate disabled%] YpaneHue nokansHoro ceptudukata, nnbo
MSG_ID_CERTIFICATE_D - Subject="%{1}s"%]%][ ’
00200003 ISABLED Certificates WARNING IsSUEr="%{2}s"%]%][ C:E;:Ifmumpyromero LleHTpa 13 6a3bl
SN="06{3}s"%] A
MpuBaTHbIN KMOY IOKanNbHOro ceptudukaTa
HepocCTyneH
Local certificate '%{1}s' is invalid e
ocal certificate '%{1}s' is invalid: %i1ls — Subiect
MSG_ID LOG_PRIV_KEY o 8 > 0{1}s — 3Ha4YeHune nons j
00200004 _INACCESSIBLE Certificates CRIT (p))rlx)ate k(‘ey %[at container%{3}s floKarnbHOro cepTudukaTa
Y] %{4}s' is inaccessible «at container» — ecnu ko4 He Gbin 3aaaH
ABHO
%{4}s — nyTb K Knto4y, ecnv oH bbin 3agaH
SIBHO, MHa4e MMS KOHTerHepa
KoHTelnHep kroYa nokansHoro ceptudmkarta
HedoCTyneH
MSG_ID_LOG_PRIV_CON o Local certificate '%{1}s' is invalid: pe:
00200005 T_INACCESSIBLE Certificates CRIT container '%f{4}s' is inaccessible %{1}s — 3HaueHure nonsi Subject fokanbHoOro
cepTudukarta
%{4}s — umsa KOHTenHepa
Local certificate '%{1}s' is invalid: J:ICF))KMaBr?J:s:\rng;;:;;f;;;egg?oegmomm
I 0, I 0, -
00200006 MSG_ID_LOG_PRIV_KEY Certificates CRIT private key %[at container’{3}s TonbKo nocne yctaHoBku OCI

_INCONSISTENCY

%)]'%{4}s' is inconsistent with the
certificate

F,u,e napameTpbl - CM.onMncaHne
MSG_ID_LOG_PRIV_KEY_INACCESSIBLE
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MSG_ID_LOG_X509_CON

Unsupported "%{1}s" iconv

B drarine x509conv.ini ykasaHa

006F0001 V_UNSUP_ENCODING Certificates CRIT encoding HenogaepXvBaemasi KOgMpoBKa
MSG_ID_LOG_X509 CON Unsupported encoding "%{1}s" B drarine x509conv.ini ykasaHa
006F0002 V_UNSUP_ENCODING_U | Certificates WARNING | has been specified in Henogaepxveaemas kogmposka %{1}, byoet
SE_DEFAULT x509conv.ini, "%{2}s" will be used | ncnone3oBaTbcs ymonyartensHasa %{2}
Unexpected parameter "%{1}s" y - y
006E0003 MSG_ID_LOG_X509_CON Certificates WARNING | has been specified in B canne x509conv.ini ykasaH HEN3BECTHbIN
V_UNEXP_INI_FIELD P= napametp
x509conv.ini, ignored
Certificate with subject "%{1}s"
has incompatible attribute value
MSG_ID_LOG_X509 CON encoding. Probably, the OWMBKA MDY NEDEKOANDOBKE Noneii ISSuer um
006F0004 V_INCOMP_ENCODING_A | Certificates WARNING | connection won't be established. : P PEKOANp
. L Subject ceptTudmkata B UTF-8
TTR Please, configure x509conv.ini
according to actual attribute
encoding.
00650001 MSG_ID_USER_LOGIN .T_'I\g?\:’:—APPLICA NOTICE User logged in Hoctyn MNMonb3oBaTtens Kk AreHty
00650002 | MSG_ID_USER LoGOUT | SMAIN_APPLICA | \o1ice | User logged out Oriniouenme poctyna Mone3osatens k
TION> AreHTy
00650003 MSG_ID_USER_LOGIN_F | <MAIN_APPLICA ERR User%[ "%{1}s"%] login failed Heypnaya goctyna Nonb3oBaTens K AreHTy
AILED TION>
Coo06LLeHne nHMuunpyeTcs Korga
3akpbiBaeTcs coeguHeHme. Coobuyaer,
) o CKOJTbKO BalT ObINI0 MOCNAaHO U MPUHATO.
Session closed: initiator
MSG_ID_ON_IPSM_LOG_ %{8}s%[:%{9}u%] sent %{3}U ne .
00290001 MID_FW_TCP_STATS_TR | Firewall INFO bytes -- %{8} — ip appec UCTOYHMKa

AlL

responder(%{18}s%][:%{19}u%])
sent -> %{13}U bytes

%{3} — kon-Bo 6aNT NOCNaHHbIX
MHULMATOPOM

%{18} — ip agpec NpuHMMatoLLIE CTOPOHbI
%{13} — kon-Bo 6anT NOCNaHHbIX
NpUHMMalOLLLEN CTOPOHOW
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MSG_ID_ON_IPSM_LOG_

getting aggresive,

MNosiBNeHne Takoro coobLeHns B Jiore MOXeT
cBMaeTenbcTBoBaTh 0 Havyane DOS aTaku.

roe,

00290002 MID_FW_TCP_HCONN_A | Firewall WARNING co_unt(%{l}u/%{Z}u), current 1- %{1} — KOM-BO NOMYOTKPbITbIX COEAMHEHMI]
LERT minute rate: %({3}u %{2} — KON-BO HOBbLIX COEANHEHMI
%{3} — Kon-BO HOBbLIX COEANHEHWI 3a
MUHYTY
lMosiBneHne Takoro coobLeHnst MOXeT
MSG ID ON IPSM LOG calming down, count cBuaeTenbcTBoBaTh 06 okoH4YaHun DOS
00290003 | MID_ FW_TCP_HCONN_A | Firewall WARNING | (9%{1}u/%{2}u), 1-minute rate araxi
LERT OFF %{3}u rae napameTphbl - CM.onucaHme
- MSG_ID_ON_IPSM_LOG_MID_FW_TCP_
HCONN_ALERT
FTP KnneHT nbiTaeTcs BbINOMHUTL KOMaHA4y
o ] PORT Ha npusunervpoBaHHoM nopty (<1024)
MSG_ID_ON_IPSM_LOG_ Privileged port %{9}u, used in
00290004 MID_FW_FTP_PORT_PRI | Firewall WARNING | PORT command -- FTP client rae,
V_PORT %{8}s FTP server %{18}s %{9} — Homep nopTa
%{8} — ip FTP knueHTa
%{18} — ip FTP cepsepa
FTP cepsep nbiTaetca BbIMNOMHUTL OTBET Ha
MSG_ID_ON_IPSM_LOG_ Privileged port %{9}u, used in E(')A‘STV KOMaHAY Ha NpMBNNErnpoBaHHoM
00290005 MID_FW_FTP_PASV_PRI Firewall WARNING | PASV response command -- FTP mep n);pameprl - CM.ONMCaHME
B 0 .
V_PORT client %{8}s FTP server %{18}s MSG_ID_ON_IPSM_LOG_MID_FW_FTP_
PORT_PRIV_PORT
MSG_ID_ON_IPSM_LOG_ Command issued before the ';'lf’o”:l:;';a”ab;”og:gfb';z: Eamci”fgo“gw
00290006 | MID_FW_FTP_PORT_NOT | Firewall WARNING | session is authenticated -- FTP eTp KmeHTayT H P
N ) i
AUTH client %{8}s (client side) rne %{8} — ip FTP kneHTa
MSG_ID_ON_IPSM_LOG_ Command issued before the ';'lf’o”:‘:;';a”32”02:?;30';:: I';a“’éao”fg’oﬂ‘;%l —
00290007 | MID_ FW_FTP_PASV_NOT | Firewall WARNING | session is authenticated -- FTP yT H P

AUTH

client %{8}s (server side)

cepBepa
rae %{8} — ip FTP knueHTa
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MSG_ID_ON_IPSM_LOG_ . no format string: message id .
00290008 OTHERS Firewall DEBUG %{1}u HeT doopmaTa cTpoku: coobLieHne Homep...
00290009 MSG_ID_KLOGLIB_INIT_N Firewall DEBUG Can't create statistic states(no HepoctaTtoyHo namatu ons cosgaHus
O_MEMORY memory) 0B6BEKTOB CTATUCTUKU
0020000a | MSG_ID_KLOGLIB_INIT_C | ;0 g DEBUG | unable to attach as listener HeBoaumoxHo NPUCOANHMTCS K ApanBepy
ANT_ATTACH klogview” B pexuvme cnywarens
MSG_ID_KLOGLIB_INIT_C | . ) HeBO3MOXHO yCTaHOBUTL UNBTP COOBLLEHNI
0029000B ANT SET FILTER Firewall DEBUG unable to set event filter W3 sipa
MSG_ID_KLOGLIB_INIT_ access-list logging missed %{1}u OnoBeLleHne 0 KONM4YecTBe NPOMNYLLUEHHbIX
0029000C | MISSED_ALERT_PACKET | Firewall WARNING | 2 acketsgg 9 ° TPEBOXHbIX COOBLLEHIN, MPEBLICMBLUMX
S P A0ONYyCTUMYHO 4acTOTy ux obHOBNEHMS
OnoBelLeHNe 0 KONMYECTBE NPOMYLLEHHbIX
MSG_ID_KLOGLIB_INIT_ . access-list logging rate-limited or coobwenun n3 IPSEC gparisepa,
0029000D MISSED_PACKETS Firewall WARNING missed %{1}u packets NPEeBbICUBLLMX AOMYCTUMYIO YaCTOTY UX
OBHOBMEHNMS.
CratucTuka no coeguHeHuto 3a HTepBan
BpeMeHU
roe:
st 96{1}s %(2)s %[%(3) %{1} — Ha3BaHue access list, ecnu 3agaHo B
IST Y011,S Y012;S 70|70195S LSP
0029000 | MSG_ID_KLOGLIB_INIT_P | 10y INFO %1%(%{13}u %I%(BIS(6{AI) > | 912 - craryc
RINT_SUMMARY o o o K 0 YcC,
%6{18}s(%{14}u), %{S}U packet(s) | o4{3}/96(13} - BbIDAETCS UMM MMS NpOTOKONA
Unn ero Homep
%({8} - ip agpec ncTo4vHuka,
%{18} — ip agpec npnemMHuka,
%{5} - KONIMYECTBO NAKETOB
MSG_ID_WATCHDOG_VP . IPsec daemon (vpnsvc) crashed OnoBeleHune watchdog: IPsec geMoH (vpnsvc)
08530001 = = - Installer for Unix | WARNING | (see /tmp/vpnsvc/error.log for _ '
NSVC_CRASHED details) aBapunHO 3aBepLuunncs
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MSG_ID_WATCHDOG_VP

OnoeeleHune watchdog: IPsec geMoH (vpnsvc)

08530002 NSVC._RUNNING_AGAIN Installer for Unix NOTICE IPsec daemon (vpnsvc) is running aanyLLeH
MSG_ID_WATCHDOG_VP . Error restarting IPsec daemon OnogelieHne watchdog: nepesanyck IPsec
08530003 NSVC_RUN_ERROR Installer for Unix ERR (vpnsvc) AeMoHa (Vpnsvce) He yaancs
VPN log daemon (vpnlogsvc)
MSG_ID_WATCHDOG_VP . crashed (see OnoseleHune watchdog: nemoH nornpoBaHus
08530004 NSVCLOG_CRASHED Installer for Unix | WARNING /tmp/vpnlogsvc/error.log for (vpnlogsvc) aBapuinHO 3aBepLUMIicS
details)
MSG_ID_WATCHDOG_VP VPN log daemon (vpnlogsvc) is OnoseleHune watchdog: AgeMoH normposaHus
08530005 | NSVCLOG_RUNNING_AG | Installer for Unix | NOTICE 09 pniog - g-A P
AIN - - running (vpnlogsvc) 3anyuieH
MSG_ID_WATCHDOG_VP . Error restarting VPN log daemon | OnoBelieHne watchdog: nepesanyck geMoHa
08530006 NSVCLOG_RUN_ERROR Installer for Unix ERR (vpnlogsvc) nornposaHusa (vpnlogsvc) He ygancs
Starting IPsec daemon failed. .
08530007 MSG_ID_VPNSVC_RUN_ Installer for Unix ERR See /tmp/vpnsvc/error.log for OnoseLuenue ckpunta 3anycka: 3anyck IPsec
ERROR details AemoHa (vpnsvc) He yaancs
Starting VPN log daemon failed. OnosBelleHne ckpunTa 3anycka: 3anyck
08530008 mﬁ GE_FIQ?Q_C\)/RP NSVCLOG_R Installer for Unix ERR See /tmpl/vpnlogsvc/error.log for AemoHa nornmposaHus (vpnlogsvc) He
- detalils. ypancs
MSG_ID_WATCHDOG_VP . OnoselleHue watchdog: IPsec nemoH
08530009 NSVC_STOPPED Installer for Unix NOTICE IPsec daemon (vpnsvc) stopped (VPNSVC) OCTAHOBEH
0853000A MSG_ID_WATCHDOG_VP Installer for Unix NOTICE VPN log daemon (vpnlogsvc) OnoselleHue watchdog: femMoH nornpoBaHus

NSVCLOG_STOPPED

stopped

(vpnlogsvc) octaHoBneH

S-Terra Client

Copyright © S-Terra CSP 2003 -2016

50




Mpunoxexune A

00020001

MSG_ID_LOG_SET_DEFA
ULT_LOGLEVEL

Log

INFO

Default log level is %{1}s

HedunbTpyemoe coobLieHne 06 ycTaHOBKe
yMOn4aTenbHOro YpOBHS JTOrMPOBaHUs
coobLieHunn.

BbI,EI,aeTCFl npu KaXxxaom ero nIsSMeHeHnm n B
Hadane ceccun VPN Cepsuca.

pe:

%{1} — 3HayeHune ycTaHoBneHHoro log level -
{emerg | alert | crit | err | warning | notice | info |
debug}

00020002

MSG_ID_LOG_SET_SYSL
OG_SETTINGS

Log

INFO

Syslog settings are: %{1}s, %{2}s,
%{3}s

HedwmnbTpyemoe coobuieHne 06 ycTaHoBKax
syslog.

BblaaeTtca npu Kaxgom ux M3MeHeHun n B
Hayane ceccun VPN Cepsuca.

lpe:

%{1} — pa3peLUeHne OTChINIKN COOBLLLEHNI -
{enable | disable};

%{2} — IP agpec syslog cepeepa

%{3} — napameTp facility, ykasbiBaembii npu
nepegaye coobLueHni syslog cepeepy

00020003

MSG_ID_LOG_SET_PART
ICULAR_LOGLEVELS

Log

INFO

Some particular log levels are set

Hedunbtpyemoe coobLieHne 06 ycTaHoBKe
YaCTHbIX YPOBHEN NOrMpoBaHNs HEKOTOPbIM
Cco0OLEeHnsaMm.

BblaaeTtca npu Kaxgom Mx USMEHEHUSAX U B
Hadane ceccun VPN Cepsuca.

00020004

MSG_ID_LOG_SAVE_PAR
TICULAR_LOGLEVELS

Log

INFO

Current particular log levels are
permanently saved

HedwunbTpyemoe coobLieHne 0 COXpaHeHMM
BCEX TEKYLLMX YaCTHbIX YPOBHEN NOrMpoBaHus
COODLLIEHUI ANst UCMONBb30BaHNS B CNEAYIOLWLMX
ceccusix VPN Cepsuca.

BblaaeTtca npu KaXxaom TakoM CoOXpaHeHUN.

00020005

MSG_ID_LOG_RESET_PA
RTICULAR_LOGLEVELS

Log

INFO

All particular log levels are reset

HedwmnbTpyemoe coobuieHune o cbpoce
YaCTHbIX YPOBHEW fIOrMpoBaHnst BCEM
COOOLLIEHUAM.

BblgaeTcs npu kaxxgom Takom cbpoce.
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2.1

Cnuncok ownbok npotokona ISAKMP

(ykasbiBatoTcs B coobLLeHMsX B none «Reason:» %{20}s B Tabnmua 3)

Tabnvua 4
3anucb 06 owunbke B
OnucaHue oWNGKU
CTpOKe coobLeHuns
L | oxargomoro cooGiienm CONNECTED (camteronscrayioweroo | Unexpected Notficaton
A t A yiot type: need CONNECTED
rotToBHOCTM IPSec-coeamHeHus Ha CTOpoHe napTHepa)
Mony4yeH komnoHeHT IKE-nakeTa Tuna 130, coOTBETCTBYOLLNIA Unexpected payload
2 KOMMOHEHTY Anst o0HapyxeHus yctpornctBa NAT, 4To He found (payload type - 130,
COOTBETCTBYET NPOTOKOy obMeHa Ans AaHHOro aTtana possibly NAT Discovery)
OT napTHepa npuwna KomaHaa ONOMHUTENBHOro . .
3 KoHpurypupoBaHus ISAKMP-coeagnHenus (XAuth, IKE-CFG, u 1.1n.), %Ziégegtfd c;onflguratlon
He COOTBETCTBYHOLLAA NPOTOKONy obMeHa Ans JaHHOro atana ge typ
OT napTHepa npuLwInM napameTpbl AOMOMHUTENBHOrO
4 koHpurypuposaHus ISAKMP-coeagnHenns (XAuth, IKE-CFG, u 1.n.), Bad Config proposal
He COOTBETCTBYHOLLNE TEKYLLEN NONUTUKE 6e3onacHoOCTU
5 lMNoTepsHbl BHYTPEHHWE QaHHbIE OT NpPeablayLwero nakeTa Previous packet missed
6 MNoTepsaHbl AaHHbIE HOPMMPYEMOro nakeTa OUT packet missed
7 MoTepsH SA-KOMMOHEHT NpeablgyLiero naketa Missing SA payload
o Unknown IKE-scenario for
HeBo3moxHO BbIbpaTh cueHapuii IKE-o6MeHa ans BeiOpaHHOro Tuna A
8 ayTeHTUDMKALIN chosen Authentification
T method
9 He HangeH oanH n3 HeobxogMMbIX KOMMOHEHTOB NakeTa Can’t find proposal
10 [MapTHep BepHyn HenpasunbHYO NAEHTUPUKALNOHHYIO MHdOPMaLMIO Bad IDcr returned
otBeTumka IKE-obmeHa npu cosgaHum IPSec-coegmHeHus
11 lMoTepsHbl 4aHHbIE BXOASLLLEro naketa IN packet missed
12 MapTHep BepHyn HenpaBWUnbHY UAEHTUMUKALMOHHYIO MHOPMAaLMIO Bad IDci returned
nHnumatopa IKE-obmeHa npu co3gaHum IPSec-coeanHeHus
Ceccusa oononHUTENbHOro KoHUrypuposaHus ISAKMP-coeauHeHnst Replaced with new XAuth
13 (XAuth, IKE-CFG, n T.n.) 6bina npepeaHa BCTPEYHbIM 3anpoCcoM — request
OpYyromn ceccmen JONONHUTENBHOrO KoHurypuposaHmsa XAuth q
Ceccus Quick Mode octaHoBneHa Ang nepesanycka ¢ HOBbIMM
14 napameTpamMu 3anpoca nocrie SONOSIHUTENBHOIO KOHPUIrypMpoBaHuUs Restart session
3awuwatouiero ISAKMP-coeanHeHuns.
HeBo3moxxHOCTb NpofomkuTe IKE-06MeH nocne BbINONHEHUS .
Can't Complete Async
15 aCMHXPOHHOro 3anpoca. (Bo3amoxHo, 3a Bpems BbINONHEHWs 3anpoca Task
npou3soLuno cobbiTve, Bbi3BaBLLEE MpeKpalleHne 0OMeHa)
- Can't create new
16 HeBo3MOXxHO co3aaTtb MHpopMauuoHHbI IKE-obmeH Informational Exchange
17 HeBoamoxxHo co3gaTb IKE-00MeH 2-1 ¢hasbl Can't create new Phase-I|




Mpunoxenne A

3anucb 06 ownbke B
OnucaHue owmnbku
CTpOKe coo6LeHus
18 HeBo3moxHo co3gatb IKE-06MmeH 1-11 chasbl Can't create new
Exchange
o Request to create Phase-
HeBo3moxHo co3agatb IKE-0OMeH 2-11 hasbl M3-3a He3aBEPLUEHHOCTH !
19 o Il without completed
obmeHa 1-1n pasbl
Phase-I
20 IKE-06MeH He HavaT M0 NpU4MHE YPE3MEPHOU aKTUBHOCTH Access denied
HegoBepsieMoro napTHépa
21 dakTnyeckuin pasmep IKE-naketa He COOTBETCTBYET YKa3aHHOMY B Invalid packet (size
ero 3arorioBke mismatch)
22 MapTHep npucnan IKE-nakeT ¢ HenpaBUITbHOWM CTPYKTYPOW, Nnbo Invalid packet (invalid
nakeT He yganock NpaBuUNbHO paclumndgpoBaTb structure)
23 HekoppekTHblili koMnoHeHT IKE-nakeTa Invalid packet (invalid
payload)
3awmngpoBaHHOCTb (NMMGO He3aWNdPOBAHHOCTb) NPUCITAHHOIO
24 nakeTa He cooTBeTcTBYET IKE-cueHapuio, nnbo ownbka B npouecce Unable to decode packet
AewmndposaHns IKE-nakeTa
25 BHyTpeHHsia (cucTemHast) owmnbka Internal error
26 MNepenonHeHne namaTn Out of memaory
27 IKE-nakeT pacrnosHaH Kak rnepenocsblifika ans paHee cosgaHHoro IKE- Retransmission detected
obmeHa
o8 MpucnanHbin IKE-nakeT He pacno3HaH, NMbo He akTyaneH ans Wrong IKE packet
cylwecTByloLwero obmeHa received
29 MpucnanHbin IKE-NakeT He akTyaneH Ans cywecTByoLwero obmeHa IKE packet dropped
30 MpucnaHHbin IKE-NnakeT sBNseTca Nepenocbinkon Ans TONbKO YTO Repeat for the first packet
co3pgaHHoro IKE-obmeHa in exch
y Unable to determine IKE
31 Ons npucnaHHoro IKE-nakeTa cueHapun He nogaepXuBaeTcs .
scenario
32 3anpeT Ha co3gaHne HoBoro IKE-obmeHa B npouecce CMeHbI Process blocked by Local
nonuTkn 6esonacHoCcTn Policy
. . . Asynchronous request
33 He3aBepLUEHHbIN aCUHXPOHHBIN 3anpoc
was started...
34 Owwubka npu wndpoeaHum IKE-nakeTta CP coding error
35 Owubka ycTaHOBKM TariMmepa anga cepsuca nepenocbinok IKE-naketoB | Unable to set Timer
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2.1.1

Cnuncok BbinonHAeMmbIx aencteun no npotokony ISAKMP

(ykasbiBaloTca B coobuieHusix B none «Stopped at: %{1}s» B Tabnuua 3)

Tabnuua 5
o - UHdopmauusa B cTpoke
nucaHve AevucTBusi
coobleHusi

1 UJM(prBaVHme ccopmupoBaHHoro IKE-nakeTa nepes [Coding packet]
OTMNpaBKoOW NapTHeEpPY

2 PacwwndpoBanne IKE-nakeTa, npucrnaHHoOro napTHepom [Decoding packet]

3 lMpoBepka NpeanoxeHUn, Ha KOTopble Cornacuncs napTHep [Check replied SA]

4 Mposepka cepTndmkarta, NPUCIaHHOro NapTHEPOM [Check for Remote Certificate]

5 3anpoc nokanbHOro ceptudgukarta [Check for Local Certificate]

6 MpoBepka MAeHTUPUKALNOHHON MHAOPMAaLLMK, NMPUCTTAHHON [Check incom IDs]
napTHeEpPOM

7 VMcnonb3oBaHue B KayecTBe NaeHTUOMKaLMOHHON [Check IDs as IP-addresses]
nHdopmaumm naptHepa ero |IP-agpeca

8 lMpoBepka MCNoNb3yeMoro anropuTmMa XaLnpoBaHus [Check for Hash method]

9 CuHTakcmyecknin pa3bop nakeTa, NPUCIIaHHOro NapTHEPOM Ha [Make payload set for received
oTAenbHble KOMNOHEHTHI (payloads) packet]

10 lNpoBepka BCeX KOMMOHEHTOB NPUCNAHHOro nakeTa [Check received payloads]
lMpoBepka opMMPYyEMOro naketa Ha Hanu4me KOMMOHEHTOB
nepep oTnpaBkon napTHepy. Mcnonb3yeTcsa TONbKo npu

11 co3gaHumn naketos Informational o6meHOB 4YTOGbI [Check for added payloads]
yOOCTOBEPUTBLCS, YTO MHpopMaLms He Gbina oTnpaBreHa ¢
OPYruM NakeToM.

12 BbluncneHne nognucum [Calculate Signature]

13 Bbibop npasuna IKE cornacHo TekyLen koHdurypaumm no [Choose Rule for Partner’s
naeHTMMKaLMOHHON MHopMaLUnn NnapTHepa identity]

14 CosgaHue knoyeBbIx nap Tekywen IKE-ceccnn [Generate Keys]

15 dopmmpoBaHme Kr4YeBoro MaTepuvana [Generate SKEYIDs]
Bbibop nonuTukm 6e30nacHOCTM COrnacHo TekyLlen .

16 o [Compare policy]
KOHpMrypauum Ha oCHOBaHWUM NPEANOoXeH OT NapTHepa

17 dopmuposaHue SPI [Set SPI]

18 lMpoBepka 1 NPUHATME NapamMeTpoOB YCTaHaBIMBAEMOIO [Accept Transform]
COeOUWHEHUS, Ha KOTopble COrMacuncs napTHep

19 BbluncneHue xawa ans obHapyxeHus yctpornctea NAT E)Caillglglg]te NAT Discovery
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OnucaHue gencrTBusA A ST 5 G
coobweHusi
20 Bobluncnexuve obuero kniova [Calculate Shared Key]
21 BbluncneHve nHMumannsaumMoHHOro BeKtopa [Calculate InitVector]
22 OnpepneneHne metoga ayTeHTUmKaumm [Detect Authentification Method]
23 3anpoc nokansHoro cepTndukata ang metoga [Get Local Certificates]
ayTeHTUMKaLmmn ¢ UCNOMb30BaHMEM CepTUEUKATOB
lMpoBepka meToaa ayTeHTMdUKaUMK, NPeaIoKEHHOro
24 napTHeEpPOM, Ha COOTBETCTBUE TeKYLLEN NONUTUKE [Check Authentification Method]
6e3onacHocTn
[Choose Authentification
25 Bbibop meToga ayTeHTMdUKaumnm Method]
26 MpoBepka BbIGpaHHON KOMBMHALMM NapamMeTpoB [Get Proposal]
yCTaHaBNMBaeMOro CoeanHeHns
27 3apaHwve BbIBpaHHOro anroputma wudpaumm Ans [Get Algorithm]
yCTaHaBNMBaeMOro CoeanHeHns
3anpoc BO3MOXHbIX NapamMeTpoB yCTaHaBNMBAEMOro
28 COEOVHEHMA COornacHoO TeKyLLen KoHdurypaumm ansa nx [Get Local Policy]
cornacoBaHusl ¢ NnapTHeEpPOM
29 lMpoBepka Ha Hanu4yne B NpeanoXeHUn napTHepa napamMmeTpa, [Get DH group for QM]
ycTaHasnusatoLero MODP-rpynny
30 Bbi6op ncnonesyemon naeHTudunkaumoHHon nHcpopmaumm ans [Get ID from Local Policy]
OTNpaBKU NapTHEPY
Bbibop ncnonb3yemon naeHTMdKaLumoHHOW MHopMauum ans
31 OTnpaBku NapTHepy npu cosgaHun ISAKMP-coeguHeHns B [Get IDii from Local Policy
KayecTBe nHuumaTopa
Bbibop ncnonb3yemon naeHTMUKaunMoHHoOM nHdopMaLmmn ans
32 OTNpaBKu NapTHepy npu cosgaHun ISAKMP-coegnHeHnst B [Get IDir from Local Policy]
KayecTBe OTBETYMKA
Bbibop ncnonb3yemon ngeHTMdrKkaLumoHHOW nHopMauum ans
33 OTNpaBKW NapTHepPY Npu co3faHuun IPSec-coeamMHeHns B [Get IDci from Local Policy]
kayecTtBe nHMumaTopa IKE-obmeHa
Bbibop ncnonb3yemon ngeHTMdKaLumoHHOW MHopMauum ans
34 OTNpaBKW NapTHepY Npu co3faHuu IPSec-coeamHeHus B [Get IDcr from Local Policy]
kayecTBe oTBeTYMKa IKE-0OMeHa
35 MHuumanusaums knoveson nHdopmaumm ans oopmMmpoBaHus [Initialize Encryption Container
IPSec-coeanHeHust for QM
36 dopmuposaHue rotosoro IPSec-coeanHeHnsa [Create contexts
37 PacnosHaBaHue meToaa JONONHUTENBHOIO KOHUrypuposaHusa | [Determine IKE configuration
ISAKMP-coeanHeHus (XAuth, IKE-CFG, n T.n.) method]
PacnosHaBaHve KomaHabl AOMONTHUTENBHOIO [Determine Config message
38 koHdpurypuposaHus ISAKMP-coegnHenuns (XAuth, IKECFG, n type] 9 9
T.N.)
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coobweHusi
PacnakoBka napameTpoB NpUCNaHHOro 3anpoca Ha

39 OononHUTENbHYIO ayTeHTudumkauuio (XAuth) n coopmmuposaHue [Analyse attributes and fill user
COOTBETCTBYIOLLEro rpachnyeckoro nonb3oBaTebCKoro dialog fields]
avanora
3anyck rpaduyeckoro nonb3oBaTenbCKOro guarnora [Start dialog for user extended

40 y N
OOoNoNHUTENbHOM ayTeHTUduKaumm (XAuth). authentication]

41 MpoBepka Hannuusa komnoHeHTa IKE-nakeTa [Check payload %s’]

42 MpoBepka CTPyKTypbl KOMNOHeHTa IKE-nakeTa [Analyse payload structure %s’]

43 dopmupoBaHue komnoHeHTa IKE-naketa [Form payload %ss]

44 3anonHeHue 6rnoka AaHHbIX yKa3aHHOro KoMrnoHeHTa IKE- [Fill payload %s’]
naketa

45 MpoBepka cogepxnmoro komnoHeHTa IKE-nakeTa [Check %55]

46 BbluncneHve xawa — COAepXMMOoro ykasaHHOro KOMMoHeHTa [Calculate %s°]

47 BbinonHeHne cueHapusa nHMumMaumm MHopMaLNoOHHOIo [Informational Exchange,
obmeHa IKE cornacHo RFC 2409 Initiator, Packet 1]

48 BbinonHeHne cueHapus 0bpaboTku nakeTa MHHOOPMAaLMOHHOTO [Informational Exchange,
obwmeHa IKE cornacHo RFC 2409 Responder, Packet 1]
BbinonHeHuwe wara cueHapusa popmuposanHus 1-ro naketa IKE . o

49 Main Mode cornacto REG 2409 [Main Mode, Initiator, Packet 1]

50 BbinonHeHune wara cueHapusa obpaboTkm 1-ro naketa IKE Main | [Main Mode, Responder,
Mode cornacHo RFC 2409 1 hopmupoBaHue otBeTHoro naketa | Packets 1,2]

51 BbinonHeHuWe wara cueHapus Havana o6paboTkm 2-ro nakeTa [Main Mode, Initiator, Packets
IKE Main Mode cornacHo RFC 2409 2,3]

BbinonHeHue wara cueHapus NpogosmkeHns obpaboTkm 2-ro

52 naketa IKE Main Mode gnsa ayteHTudmkaumm Ha o6Lwmx [Main Mode, Initiator, Packets
kntovax cornacHo RFC 2409 n dhoopmupoBaHue 0TBETHOMO 2,3, Pre-Shared Key]
naketa
BbinonHeHWe wara cueHapus NpoaoimkeHnss 0opaboTkn 2-ro

53 naketa IKE Main Mode ansa ayteHTudukaumm Ha [Main Mode, Initiator, Packets
ceptudukartax cornacHo RFC 2409 n hopmmpoBaHme 2,3, Signature]

OTBETHOrO Naketa

! HasBaHwe KoMNOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

2 HasBaHue KOMMOHEHTa (payload type) — cornacHo pa3sgenam 3.4 — 3.16 RFC 2408

® HasBaHwe KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

* Ha3BaHue KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

® Ha3BaHwe KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

® HasBaHwe KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
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BbinonHeHune wara cueHapusa obpaboTtkm 3-ro naketa IKE Main .

54 Mode ans ayteHTUdMKaLMm Ha obLumx knodax cornacHo RFC I[Dl\g?:ll?elt\gOSdZ, Erees-%%gclg(rj' Key]
2409 n bopmmpoBaHMe OTBETHOIO NakeTa T y
BbinonHeHue wara cueHapusa obpaboTtkm 3-ro naketa IKE Main .

55 Mode ansa ayteHTMdUKaunmM Ha cepTudmnkatax cornacHo RFC I[D'\g?:ll?elt\goSdZ’ giei%ct)ﬂge?r'
2409 n bopmmpoBaHMe OTBETHOIO NakeTta 919
BbinonHeHune wara cueHapusa obpaboTtkum 4-ro naketa IKE Main . .

56 Mode anga ayteHTMduKaumm Ha obLux knovax cornacHo RFC [Main Mode, Initiator, Packets

4,5, Pre-Shared Key]
2409 n hopmmnpoBaHne OTBETHOro nakeTa
BbinonHeHue wara cueHapusa obpaboTkm 4-ro naketa IKE Main : -
57 Mode gnga ayteHTudmKaumm Ha cepTudukatax cornacHo RFC [Main _Mode, Initiator, Packets
4,5, Signature]
2409 n hopmmpoBaHMe OTBETHOIO NakeTa
BbinonHeHue wara cueHapusa obpaboTkm 5-ro naketa IKE Main .

58 Mode anga ayteHTMduKaumm Ha obLux knovax cornacHo RFC I[Dl\gill?elt\gosdg’ ?rees-%%r;drzg Key]
2409 n hopmmnpoBaHue OTBETHOrO nakeTa T y
BbinonHeHue wara cueHapus o0bpaboTtkm 5-ro naketa IKE Main .

59 Mode gnga ayteHTudmKaumm Ha cepTudukatax cornacHo RFC I[Dl\g?:ll?elt\gOSdg’ giesnpa?S?e?r'
2409 n hopmmpoBaHMe OTBETHOIO NakeTa 0,519
BbinonHeHue wara cueHapus obpaboTtkm 6-ro naketa IKE Main . "

60 Mode anga ayteHTMduKaumm Ha obLux knovax cornacHo RFC [Main Mode, Initiator, Packet 6,
2409 Pre-Shared Key]
BobinonHeHuwe wara cueHapusa obpaboTkm 6-ro naketa IKE Main . "

61 Mode ansa ayteHTudukaummn Ha ceptudmkaTtax cornacHo RFC [l\_/lam Mode, Initiator, Packet 6,
2409 Signature]

62 BbinonHeHue wara cueHapus Hadana opMmmpoBaHus 1-ro [Aggressive Mode, Initiator,
naketa IKE Aggressive Mode Mode cornacHo RFC 2409 Packet 1]

BbinonHeHune wara cueHapus NpoAaoImKeHns popMmpoBaHns 1- : o

63 ro naketa IKE Aggressive Mode ans ayteHTudumkauum Ha I[f\agcgkreetsiw:rzgﬂ?rggjlt:zteo?
ob6wwx kntovax cornacHo RFC 2409 ' y
BbinonHeHWe wara cueHapusa npogorkeHns opmmposaHus 1- [Aggressive Mode, Initiator

64 ro naketa IKE Aggressive Mode ans ayteHTud Pfcgket 1 Si natur,e] '
nKauumn Ha ceptudumkatax cornacHo RFC 2409 » 19

65 BbinonHeHuWe wara cueHapus Havana o6paboTkm 2-ro nakeTa [Aggressive Mode, Responder,
IKE Aggressive Mode cornacHo RFC 2409 Packets 1,2]

BbinonHeHWe wara cueHapus NpoaormkeHnss 0opaboTkn 1-ro

66 naketa IKE Aggressive Mode gnsa ayteHTudmkaumm Ha obLwmx [Aggressive Mode, Responder,
kntoyax cornacHo RFC 2409 un doopmmnpoBaHmne oTBETHOMO Packets 1,2, Pre-Shared Key]
naketa
BbinonHeHue wara cueHapus NnpogosmkeHns obpaboTku 1-ro

67 naketa IKE Aggressive Mode ans ayteHTudukaumm Ha [Aggressive Mode, Responder,
ceptudukartax cornacHo RFC 2409 n hopmmpoBaHme Packets 1,2, Signhature]
OTBETHOro naketa
BbinonHeHuwe wara cueHapus obpaboTtkm 2-ro naketa IKE [Aggressive Mode, Initiator

68 Aggressive Mode gns ayteHTUdMKauum Ha obLwmx Krioyax Pa?cgkets 23 Pre-éhared K;e ]
cornacHo RFC 2409 u goopmmnpoBaHmne 0TBETHOrO NakeTta ” y
BbinonHeHue wara cueHapusa obpaboTkm 2-ro naketa IKE [Aggressive Mode, Initiator

69 Aggressive Mode ansa ayteHTuduKaumm Ha ceptudukarax Pscgkets 23 g nay\ture] '
cornacHo RFC 2409 n popmmnpoBaHue 0TBETHOroO naketa 2 219
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BbinonHeHuwe wara cueHapus obpaboTtku 3-ro naketa IKE [Aggressive Mode, Responder

70 Aggressive Mode ans ayteHTudmKauum Ha obLLmx Kroyax Pagcgket 3 Pre-Sha’red Kr()a 1 ’
cornacHo RFC 2409 ' y
BbinonHeHue wara cueHapus obpaboTtku 3-ro naketa IKE [Aggressive Mode, Responder

71 Aggressive Mode ans ayteHTUdUKaUMmM Ha cepTudmkaTax Pagcgket 3 Si natur,e] P ’
cornacHo RFC 2409 =19

72 BbinonHeHuwe wara cueHapusa opmupoBaHus 1-ro naketa IKE [New Group Mode, Initiator,
New Group Mode cornacHo RFC 2409 Packet 1]
BbinonHeHue wara cueHapus obpaboTtkm 1-ro naketa IKE New

73 Group Mode cornacHo RFC 2409 n hopMmmnpoBaHue 0TBETHOIO I[DNaiVI\(/e?srciug] Mode, Responder,
naketa '

74 BbinonHeHue wara cueHapus obpaboTkm 2-ro naketa IKE New [New Group Mode, Initiator,
Group Mode cornacHo RFC 2409 Packet 2]

75 BbinonHeHuwe wara cueHapusa popmmposaHus 1-ro naketa [Transaction Exchange, Initiator,
cnyxebHoro obmeHa IKE Packet 1]

76 BbinonHeHuwe wara cueHapus obpaboTkm 1-ro naketa [Transaction Exchange,
cnyxebHoro obmeHa IKE n hopmmnpoBaHmne oTBETHOro naketa Responder, Packets 1,2]

77 BbinonHeHue wara cueHapus 0bpaboTkm 2-ro naketa [Transaction Exchange, Initiator,
cnyxebHoro obmeHa IKE Packet 2]
BbinonHeHune wara cueHapusa popmupoBaHus 1-ro naketa IKE : -

78 Quick Mode cornacko RFC 2409 [Quick Mode, Initiator, Packet 1]
BbinonHeHuwe wara cueHapusa obpaboTkn 1-ro naketa IKE .

79 Quick Mode cornacHo RFC 2409 n doopmmpoBaHne 0TBETHOIO f%%'ﬁgtgﬂf%?’ Responder,
nakerta '
BbinonHeHue wara cueHapusa obpaboTkm 2-ro naketa IKE : -

80 Quick Mode cornacHo RFC 2409 n doopmupoBaHmne oTBETHOMO [Quick Mode, Initiator, Packets

2,3]

nakeTa
BbinonHeHune wara cueHapusa obpaboTkm 3-ro naketa IKE .

81 Quick Mode cornacHo RFC 2409 n ¢oopmmpoBaHne 0TBETHOIO f%%llfie(tl\?f(zi)ef Responder,
naketa (Npw nogaepxke naptHepom Commit Bit) '
BbinonHeHune wara cueHapusa obpaboTkmn 4-ro naketa IKE . -

82 Quick Mode (npu nogaepxke naptHepom Commit Bit) [Quick Mode, Initiator, Packet 4]

83 BbluncneHue knioveBoro maTepmnana [Make SKEYID]

84 MposeneHue PFS - coznaHune oTaenbHOM KnoyYeBon napbl Ans [Make PES]
IPSec coeanHeHuns

85 Bbibop ISAKMP nnbo IPSec npasuna [Choose Rule]

86 MpoBepka npucnaHHoro atpnbyta — KOMMoHeHTa nakeTa IKE [Check Attr]

87 Il'll<p:EosepKa npucrnaHHoro ceptudukaTa — KOMNOHEHTa nakeTa [Check Cert]

88 lNpoBepka NpuUcraHHOro xala — KoMnoHeHTa naketa IKE [Check HASH]

89 [poBepka npucrnaHHoOro naeHTudmnKaTopa — KOMNOHeEHTa [Check ID]
naketa IKE
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OnucaHue nencrTeus MHd)osgn:Gl.lﬁzHBM:Tpoxe
90 [NpoBepka NpucnaHHOro Kno4va — KOMMNoHeHTa naketa IKE [Check KE]
91 :?gzoaepka npucnanHoro NAT-geTekTopa — KOMMOHEHTa nakeTa [Check NAT-D]
92 Eg&ieaplksEnpwcnaHHoro NAT Original Address — kKOMNOHeHTa [Check NAT-OA]
93 MpoBepka npucnaHHoro Nonce — KOMNoHeHTa nakeTa IKE [Check Nonce]
94 lMpoBepka npucnaHHoro coobLleHnst — KOMNoHeHTa naketa IKE [Check Notif]
o5 | eceepua npucraniory sanpoce va caprguiar - check REQ
o6 | [posepca pvcrmu e i cossane check s
97 lMpoBepka npucnaHHoM nognucy — KOMMNoHeHTa naketa IKE [Check SIG]
98 lMpoBepka BeHOop-naeHTMdUKaTopa — komnoHeHTa naketa IKE | [Check VID]
99 dopmupoBaHne aTpubyTta — KOMNOHeHTa nakeTa IKE [Form Attr]
100 dopmupoBaHue ceptudumkata — KOMNoHeHTa naketa IKE [Form Cert]
101 dopmmpoBaHme xalla — KoMnoHeHTa naketa IKE [Form HASH]
102 dopmupoBaHme ngeHTudmkaTopa — KOMnoHeHTa naketa IKE [Form D]
103 dopmupoBaHUe Knroya — KoOMNoHeHTa naketa IKE [Form KE]
104 dopmupoBaHue NAT-geTekTopa — KOMNOHeHTa naketa IKE [Form NAT-D]
105 Ic‘b;oEpMMposaHme NAT Original Address — kOMNOHeHTa nakeTa [Form NAT-OA]
106 dopmupoBaHme Nonce — komnoHeHTa naketa IKE [Form Nonce]
107 Iql)<0Ele/IpOBaHVIe 3anpoca Ha cepTudmkaT — KOMMOHEHTa nakeTa [Form CertReq]
108 dopmupoBaHme nognucu — KOMNoHeHTa naketa IKE [Form SIG]
109 S:Kp)enﬁgpiﬁzawe BEHAOP-UAEHTUMKATOPa — KOMMNOHEHTa [Form VendorID]
110 lMpoBepka Ha Hanuune ycTponctea NAT [NAT existence check]
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2.1.2

Cnucok npnyuH namumnaumm IKE ceccum

(ykasbiBatoTcs B coobueHunsax IKE B none «Request: %{1}s» B Tabnuua 3)

Tabnuua 6

anI‘-IVIHa WHUuUmaummn

LabnoH, ncnonb3yembin B
coo0LeHnaxX

MapameTp

IKE-0BMeH B ponu

1 Inbound ISAKMP packet

pecnoHaepa
0, —

2 B3anpoc Ha co3gaHue IPsec Create IPSec #%{1}u O%{1}u — HOMEp NHMUMaLmm
coeanHeHus1 IPSec-coegnHeHus
lMepeco3naHue yctapesLuero %{1}u —Homep

3 P A ycrap IPSec %{1}u re-establishing nepecosgasaemoro IPsec

IPsec coegmnHeHuns

coeanHeHnA

4 Ynanenue IPsec coegnHeHus

IPSec %{1}u deletion

%{1}u — HOMep yaansemoro
IPsec coeanHeHus

Mepeco3aaHue ycTapeBLIero
ISAKMP coeguHeHus

ISAKMP %{1}s re-establishing

%{1}s — ngeHTndurkaTop
nepecosgasaemoro ISAKMP
COoeINHEH S

KoHdurypmposaHune ISAKMP
6 coeguHeHus (NpoBedeHne
IKECFG, XAuth)

ISAKMP %{1}s configure

%{1}s — ngeHTMduKaTop
KOHurypmpyemoro ISAKMP
CcoeuHeHuns

NHdopmmpoBaHne napTHépa
no IKE-obmeHy (koppekunsi
ISAKMP coeaunHeHus,
npekpawexve IKE-obmeHa)

ISAKMP notification

Ynanenue ISAKMP
coeanHeHus

ISAKMP %{1}s deletion

%{1}s — ngeHTMdunKaTop
yoansemoro ISAKMP
coeavHeHus

YpaneHue coeguHeHus no
3anpocy nonb3oBaTens’

User request

! nOCpeD,CTBOM ncnonb3oBaHMA KoOMaH4bl Sa_mgr clear <...>
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2.2

OwnbKu KpuntTorpaduyeckon noACMCTEMbI

Cnmncok coobueHunn o6 owmbkax Kpuntorpadguyeckon noacuctemsl, pabotatowen B sape OC,

npueeneH B Tabnuue.

Tabnuua 7

TekcT WabnoHa coobLieHusA

PeKOMEHﬂyeMbIe nonb30BaTesnio AeNCTBUA,
KpaTKoe onncaHue

CP_Conf_K2U_PushPluginConf: Plugin
is not properly loaded

Ecnu ecTb npobnemsl ¢ 3arpyskon LSP unu
npoxoxaeHnem Tpaduka, obpaTuTech B Criyx0y
noaaepxKu.

CP_ReOpen: bad check handle

Ecnu ectb npobnemsl ¢ npoxoxaeHmem Tpadmka,
nepeyctaHoBuTtb IPsec coegnHeHue, obpaTtuTech
B CNy0y noaaepxku.

CP_Transform: bad handle 0x%x

Ecnu ectb npobnembl ¢ npoxoxaeHnem Tpaduka,
nepeycrtaHoBuTb IPsec coeanHeHune, obpatutech
B CNy0y noaaepxku.

Skipping unused algorithm [%s]

He owwnGka, MOXHO UTHOPUPOBATb.

forced close: 0x%x,0x%x

B pesynbTaTte nageHusi npunoxeHuns Gbinn
aBTOMaTU4YECKU YHNUUTOXEHbI CO3AaHHbIE UM
KPMNTOKOHTEKCThI. Ecnun ectb npobnemsl ¢
npoxoxaeHnem Tpaduka, nepeycraHosuTb IPsec
coeguHeHune, obpaTuTech B Cnyx0y NoaaepKKu.

drvesp:_info()=OK

He owwn6ka, MOXHO UTHOPUPOBATb.

drvesp: loglevel=0x1, logformat=0x39

He owwnGka, MOXHO UrHOPMpPOBaTb.

drvcsp: serial= <...>

He owwnbka, MOXHO MrHOpMpOBaThb.
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3.1

MOHUTOPUHT

MonuTopuHr S-Terra Client ocywectensietca no npotokony obmeHa SNMPv1 nnn SNMPv2c.
SNMP-meHexep MMeeT BO3MOXHOCTb 3anpaluvBaTh cogepxumoe 6asbl JaHHbIX areHTa.

SNMP-areHT moxeT nocbinate SNMP-MeHeaxepy coobLeHe 0 BO3HMKLLIEM NPepLIBaHMM B BUAE
Tpan-coobuieHns. CnMcok 3Tux coobLueHnn NpuBedeH B pasgerne «Trap-coobLeHmns».

basa gaHHbIx MIB, koTopyto nogaepxumsaet SNMP-areHT, onvucaHa B pasgene «Bblgada
CTaTUCTUKNY.

HaCTp0I7IKa SNMP-areHTa npoMsBoauTCA agMUHUCTPATOPOM MPU NOAroTOBKE UHCTaNNALMOHHOIO
nakeTa nonb3oBaTtenda:

e B GUI agmnHucTpaTmBHOro naketa Hactporka SNMP npoussoanTtcs Bo Bknagke LSP, B
okHe Advanced LSP Settings, B pasgene SNMP settings.

¢ B koHdurypauvoHHom chaiine sagaHue HacTpoek SNMP-areHTa oCcyLLeCTBNAETCS:

e CTPYKTYpOW SNMPPollSettings — Ansa Bblgayun ctatuctukn SNMP-meHemkepy. B aton
CTPYKTYpe YykasbiBaeTcs IP-agpec m nopT, Ha KOTOpbIA MOXHO MnofnyyaTb 3anpocbl OT
SNMP-meHepkepa, CTPOKY, UrparoLwyo pofb Napons npu ayteHTudmkaumm coobLeHni,
pasmelieHne SNMP-areHTa n KOHTaKkTHOe nnuo.

e CTPYKTypaMun SNMPTrapSettings U TrapReceiver — ANsi NOCLITKN Tpan-cooOLLEHNI.
B aTux cTpykTypax ykasbiBaeTcs IP-agpec n nopt, Ha KOTOPLIA OTCbINATCA COObLLEeHMs
SNMP-meHepxkepy, ngeHtudukatop n IP-agpec otnpasutens Tpan-coobLuieHuns, Bepcus
SNMP, B koTOpOW co3patoTca Tpan-coobLieHmns.

B kauectBe SNMP-meHemxepa MoryT ObiTb ucnonb3oBaHa 6ecnnatHas ytunmuta NET-SNMP
(http://www.net-snmp.org/), koTopas siBnaetca npoctenwmnm SNMP-meHepkepom. MNpu paboTe ¢
SNMP-areHToM HY>XHO yKasbiBaTb Bepcuio SNMP —v 1 unu — v 2c.

Bbigaya ctaTUCTUKK

SNMP-mMeHeaxep MHMLMMPYET 3anpoc Ha 3Ha4YeHUs1 O4HON UM HECKOMNBbKUX NepeMeEHHbIX, KOTOPbI
nocbinaet SNMP-areHTy. SNMP-areHT, oTBe4ada Ha 3anpoc, Bo3BpallaeT 3Ha4eHUs 0gHOM 1Unm
HECKOMbKUX NePEMEHHBbIX.

Bbasa pgaHHbIX MIB, nogaepxusaemas SNMP-areHToM, pasfeneHa Ha rpynnel. B npuseaeHHon
HWXe Tabnuue nepedncneHbl NEPEMEHHbIE U3 CTaHAAPTHON rpynnbl system, rMobanbHoM
ctatuctukn IKE un IPsec, koTopble MoryT ObiTb 3anpolueHsl SNMP-meHepkepoMm.

MpumeyaHue 1: npu NnpuHyauTENBLHOM Nepesanycke cepBuca IKE-ctatncTnka copacbiBaetcs u
HayMHaeT cunTaTbCs co cTapTa AreHTa. IPsec-cTaTucTrka cuMTaeTcs Co cTapTa KoMnbloTepa v npu
NPUHYAMTENBHOM Mepe3anycke cepBuca He copacbhiBaeTCs.

MpumeyaHume 2: B IKE-cTaTUCTUKE NpY NogcyeTe Tpadmka y4nTbIBaETCA TOMbKO KONMYeCcTBO OanT
B ISAKMP-nakeTe. Y Cisco xe B IKE-CTaTUCTUKE y4nTbIBAKOTCS AaHHble n3 IP-3aronoeka, UDP-
3aronoBka u Ethernet-saronoska nakeTa.

Tabnuua 8
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OID
Ha3|3a|-mev (vaeHTUpnkaT Tun ) 3HaYeHHS NEpeMeHHOI MIB
nepemMeHHOMn op ob6bekTa) nepemMeHHoOm
CtaTtucTtuka no ctaHgapTHoOM rpynne System mn cneunurUyHbIM KOHCTaHTHbIM 3HAa4YEHUAM
sysDescr 1.3.6.1.2.1.1.1. | DisplayString TekcToBOE OnncaHne CETEBOTO RFC1213-
0 obbekTa. MIB
Ctpoka Bnga "S-Terra Client
4.1.<build>"
sysObjectID 1.36.1.2.1.1.2. | OID NaeHTndukatop doupmel- RFC1213-
0 npoussoguTens (BHyTpu nogaepesa MIB
1.3.6.1.4.1):
1.3.6.1.4.1.9.1.576(cisco2811XM u3
CISCO-PRODUCTS-MIB)
sysUpTime 1.3.6.1.2.1.1.3. | TimeTicks The time (in hundredths of a second) RFC1213-
0 since the network management portion | MIB
of the system was last re-initialized.
Bpems B COTbIX AOMNSIX CEKYHABI C
MOMEHTa NocrneaHen 3arpysku
cucTembl
sysContact 1.3.6.1.2.1.1.4. | DisplayString MmMs KOHTaKTHOW NepCcoHbl U cnocob RFC1213-
0 KOHTaKTa MIB
sysName 1.3.6.1.2.1.1.5. | DisplayString lMonHoe nms gomeHa RFC1213-
0 <hostname>.<domain-name> MIB
sysLocation 1.3.6.1.2.1.1.6. | DisplayString dusnyeckoe mectononoxeHme areHta | RFC1213-
0 MIB
sysServices 1.3.6.1.2.1.1.7. | int32 3HayeHue, KOTopoe xapakTepusyeT RFC1213-
0 CepBuChI, NpegocTaBnAemMble Y3noMm. MIB
OTO 3HayeHWe ecTb CyMMa HOMepPOB
ypoBHen mogenu OSI B 3aBUCUMOCTU
OT TOro, Kakue cepBuChbl
nogaepxusatotca: 0x01 (cbusmyeckmn),
0x02 (kaHanbHbIN), 0x04 (ceTeBown),
0x08 (Touka-Touka), 0x40
(npuknagHown). Hanpumep, ecnu
nogaepxunsaetca IP ypoBeHb
(MapLpyTM3aumns) U TpaHCNOPTHLIN
YpPOBEHb (TOUKa-TOo4YKa), TO 3Ha4YeHue
sysServices ecTb cymma 4 1 8.
78 (c2611XM)
chassisType 1.3.6.1.4.1.9.3. | int32 413 (c2811XM) OLD-
6.1.0 CISCO-
CHASSIS-
MIB
cipSecMibLevel | 1.3.6.1.4.1.9.9. | int32 The level of the IPsec MIB CISCO-
171.1.1.1.0 1 IPSEC-
FLOW-
MONITOR-
MIB
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HasBaHue
nepemMeHHOM

OID
(vaeHTUpnkaT
op o6beKTa)

Tun
nepemMeHHoOM

3Ha4yeHue nepemMeHHOMn

MIB

snmpSetSerialN
0

1.3.6.1.6.3.1.1.
6.1.0

int32

<An advisory lock used to allow
several cooperating SNMPV2 entities,
all acting in a manager role, to
coordinate their use of the SNMPv2 set
operation.

Mcnonb3yeTcs Kak 3HadeHue, KoTopoe
orpaHunuymBaeT ceepxy Cisco-specific
3Ha4veHus. PakTnyeckn asnsieTcs
HedopMarnbHbIM 0603Ha4YEHNEM KOHLA
MIB-a. CnyxuT ons npegoTepaLleHns
BO3MOXHbIX KONMM3un npu otpaboTke
GET-NEXT onepauun.

0

SNMPv2-
MIB

ciscolmagesStrin
g

1.3.6.1.4.1.9.9.
25.1.1.1.2.<i>

DisplayString

<The string of this entry.> (onucaxve
Tabnuubl — <A table provides content
information describing the executing
IOS image.>).

BblgatoTcs gaHHble Ans areHTa:
1: "CW_BEGIN$-csp-vpn$"
2: "CW_IMAGE$C2800NM$"
3:"CW_FAMILY$C2800 NM $"
4.
"CW_FEATURESIP|FIREWALL|PL
US|3DES|VPN|SSH|IPSECS"

5: "CW_VERSION$12.4(13a)$"
6: "CW_MEDIA$SRAMS"

7:"CW_SYSDESCR$S-Terra
{Gate|Server|Client}
<major>.<minor>.<build>,
Emulation of: Cisco IOS Software,
2800 Software (C2800NM-
ADVIPSERVICESK9-M), Version
12.4(13a), RELEASE SOFTWARE
(fc)™

8: "CW_MAGIC$$"
9: "CW_ENDS$-csp-vpn$"

CISCO-
IMAGE-MIB

dotldBaseBridg
eAddress

1.3.6.1.21.17.1
1.0

MacAddress

Vcnonb3yeTcs npu B3aMOAENCTBUMN C
ycTponctesamu Cisco.

00 00 00 00 00 00

BRIDGE-
MIB

dotldBaseNum
Ports

1.3.6.1.21.17.1
2.0

int32

The number of ports controlled by this
bridging entity. cnonb3ayeTtca npu
B3aMMOJENCTBUM C YCTpONCTBaMun
Cisco.

0

BRIDGE-
MIB
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OID
Ha3|3a|-mev O Uil . 3HayeHue nepemMeHHOMN MIB
nepemMeHHOMn op o6beKTa) nepemMeHHOMn
dotldBaseType | 1.3.6.1.2.1.17.1 | int32 {unknown | yicnonbayetcs npu Bsaumopeiicteun ¢ | BRIDGE-
3.0 (1)| , t(rza)nsparent- ycTpoiictBamu Cisco. MIB
only (2) ,
sourceroute-only | Srt (4)
(3),srt(4)}
Fno6anbHas IKE-cTtatuctuka
cikeGlobalActiv | 1.3.6.1.4.1.9.9. | uint32 <The number of currently active IPsec | CISCO-
eTunnels 171.1.2.1.1.0 Phase-1 IKE Tunnels> IPSEC-
Bce CyLLECTBYIOLME HA JaHHbIN FLOW-
MOMEHT akTuBHble ISAKMP SA. MONITOR-
MIB
cikeGlobalPrevi | 1.3.6.1.4.1.9.9. | uint32 <The total number of previously active | CISCO-
ousTunnels 171.1.2.1.2.0 IPsec Phase-1 IKE Tunnels> IPSEC-
Konnyecteo ISAKMP SA ¢ MOMeHTa FLOW-
ctapTa AreHTa, KoTophble Obinu MONITOR-
CO3[aHbl, HO YyXXe He SABnsATCA MIB
aKTMBHbIMU, NMNOO yaaneHsl.
cikeGloballnOct | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets received CISCO-
ets 171.1.2.1.3.0 by all currently and previously active IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
KonuuecTtBo 6aiT, NPUHATLIX B MONITOR-
TeyeHune Bcex IKE-ceccuii ¢ MOMeHTa MIB
cTapTa AreHTa
cikeGloballnPkt | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets received | CISCO-
S 171.1.2.1.4.0 by all currently and previously active IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
Konnyecteo ISAKMP-nakeTos, MONITOR-
NPUHATBLIX B TeveHne Bcex IKE-ceccuin MIB
C MOMeHTa cTapTta AreHTa
cikeGlobalinDro | 1.3.6.1.4.1.9.9. | ,int32 <The total number of packets which CISCO-
pPkts 171.1.2.1.5.0 were dropped during receive IPSEC-
processing by all currently and FLOW-
previously active IPsec Phase-1 IKE MONITOR-
Tunnels> MIB
Konnyecteo ISAKMP-nakeTos,
OTBEPrHyThIX B TeveHue Bcex IKE-
ceccum ¢ MomeHTa ctapTa AreHTa
cikeGloballnP2 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
Exchgs 171.1.2.1.7.0 exchanges received by all currently IPSEC-
and previously active IPsec Phase-1 FLOW-
IKE Tunnels> MONITOR-
MIB

KonuyectBo ycnelHbix Quick Modes B
KadecTBe pecnoHaepa.
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OID
Ha3|3a|-mev O Uil . 3HayeHue nepemMeHHOMN MIB
nepemMeHHOMn op o6beKTa) nepemMeHHOMn
cikeGloballnP2 | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
Exchglnvalids 171.1.2.1.8.0 exchanges which were received and IPSEC-
found to be invalid by all currently and | FLOW-
previously active IPsec Phase-1 IKE MONITOR-
Tunnels> MIB
O6uwee konuyectBo IKE-ceccuin no
co3aanuto IPsec coeauHeHnn,
WHULMNPOBAHHbLIX NAapTHEpPaMU, He
COCTOSIBLUMXCS MO NMpuYnHe oLnbKm
obmeHa.
cikeGloballnP2 | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
ExchgRejects 171.1.2.1.9.0 exchanges which were received and IPSEC-
rejected by all currently and previously | FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
O6Lee konnyecTeo IKE-ceccuit no MIB
cosgaHutio IPsec coegmHeHun,
WHULMNPOBAHHBIX NapTHEpPamu,
KOTOpbl€ HE COCTOANUCH MO NPUYMHE
paccorfnacoBaHus NonMTUK
GesonacHocTu.
cikeGlobalOutO | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets sent by all | CISCO-
ctets 171.1.2.1.11.0 currently and previously active and IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
Konuuectso 6aiT, BbICNaHHbIX B MONITOR-
TeyeHue Bcex IKE-ceccuit ¢ MOMeHTa MIB
cTapTa AreHTa
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets sent by CISCO-
kts 171.1.2.1.12.0 all currently and previously active and IPSEC-
IPsec Phase-1 Tunnels> FLOW-
Konunyectso ISAKMP-nakeTos, MONITOR-
BbICMNaHHbIX B TeYeHune Bcex IKE- MIB
ceccun ¢ MomeHTa ctapTa AreHTa
cikeGlobalOutDr | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets which CISCO-
opPkts 171.1.2.1.13.0 were dropped during send processing IPSEC-
by all currently and previously active FLOW-
IPsec Phase-1 IKE Tunnels> MONITOR-
Konnyectso ISAKMP-nakeToB B MIB
TeyeHue Bcex IKE-ceccuit ¢ MOMeHTa
ctapTta AreHTa, KoTopble 6binv rotosbl
K OTCbIJIKE, HO MO KaKNMM-TO MpU4MHam
He ObINM OToCHaHbI
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchgs 171.1.2.1.15.0 exchanges which were sent by all IPSEC-
currently and previously active IPsec FLOW-
Phase-1 IKE Tunnels> MONITOR-
MIB

KonuyectBo ycneluHbix Quick Modes B
KadecTBe uHuumMaTopa.
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OID
Ha3|3a|-mev O Uil . 3HayeHue nepemMeHHOMN MIB
nepemMeHHOM op o6beKTa) nepemMeHHoOM
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchglnvalids | 171.1.2.1.16.0 exchanges which were sent and found | IPSEC-
to be invalid by all currently and FLOW-
previously active IPsec Phase-1 MONITOR-
Tunnels> MIB
O0wee KoNMYecTBO MHULIMNPOBAHHbBIX
IKE-ceccuii no cosgaHuto IPsec
COEANHEHUI, HE COCTOSABLLNXCS MO
npuynHe ownbkmn obmeHa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2ExchgRejects 171.1.2.1.17.0 exchanges which were sent and IPSEC-
rejected by all currently and previously | FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
OG6LLee KOnNMYecTBO MHULMMpoBaHHbIX | MIB
IKE-ceccuir no cosgaHuio IPsec
COEANHEHUI, HE COCTOSABLLUXCS MO
NpUYNHE paccornacoBaHnsi NONUTUK
©e3onacHocTw.
cikeGloballnitTu | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 CISCO-
nnels 171.1.2.1.19.0 IKE Tunnels which were locally IPSEC-
initiated> FLOW-
Konmuectso cospanHbix ISAKMP SA s | MONITOR-
KayecTBe nHuymartopa (T.e. no MIB
MHULUMATUBE NTIOKANbHOM CTOPOHBI).
cikeGloballnitTu | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 CISCO-
nnelFails 171.1.2.1.20.0 IKE Tunnels which were locally IPSEC-
initiated and failed to activate> FLOW-
KonnyecTtBo MHNLMMPOBAHHbLIX CECCUN MONITOR-
no cosaaanmio ISAKMP SA, MIB
3aBepLUNBLLMXCSH Heyaaden
cikeGlobalResp | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 CISCO-
TunnelFails 171.1.2.1.21.0 IKE Tunnels which were remotely IPSEC-
initiated and failed to activate> FLOW-
KonnyectBo ceccuit No co3gaHuio MONITOR-
ISAKMP SA, MHUUMNPOBAHHbIX MIB
napTHéEpamu, KOTOpble 3aBEPLUUINCH
Heygayen
cikeGlobalAuthF | 1.3.6.1.4.1.9.9. | uint32 <The total number of authentications CISCO-
ails 171.1.2.1.23.0 which ended in failure by all current IPSEC-
and previous IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
KonnyecTtBO HeygayHbIX Ceccun no MIB
cosgaHuio ISAKMP SA, B KOTOPbIX HE
npowuna ayteHTudukauus
cikeGlobalDecry | 1.3.6.1.4.1.9.9. | uint32 <The total number of decryptions CISCO-
ptFails 171.1.2.1.24.0 which ended in failure by all current IPSEC-
and previous IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
MIB

O6uee konuyecTBo IKE-ceccun, He
COCTOSIBLLUMXCS MO NMpUYnHE ownbKM
paclmdpoBaHus naketa.
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OID
Ha3|3a|-mev O LEL . 3HayeHue nepemMeHHOMN MIB
nepemMeHHOMn op o6beKTa) nepemMeHHOMn
cikeGlobalHash | 1.3.6.1.4.1.9.9. | uint32 <The total number of hash validations CISCO-
ValidFails 171.1.2.1.25.0 which ended in failure by all current IPSEC-
and previous IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
KonunyecTBo Heyaa4HbIX onepauui no MIB
NMpoBepKe 3HaYeHnst XaLw-PyHKUMM BO
Bcex IKE ceccusix
cikeGlobalNoSa | 1.3.6.1.4.1.9.9. | uint32 <The total number of non-existent CISCO-
Fails 171.1.2.1.26.0 Security Association in failures which IPSEC-
occurred during processing of all FLOW-
current and previous IPsec Phase-1 MONITOR-
IKE Tunnels> MIB
O6uee konuyecTBo IKE-ceccuit, He
COCTOSIBLUMXCS MO MPUYNHE OTCYTCTBUS
ISAKMP coeanHeHus.
Fmob6anbHas IPsec-cTtatuctuka
cipSecGlobalAct | 1.3.6.1.4.1.9.9. | uint32 <The total number of currently active CISCO-
iveTunnels 171.1.3.1.1.0 IPsec Phase-2 Tunnels> IPSEC-
KonunyecTBo cyLlecTByoLNX Ha FLOW-
JaHHbIN MOMeHT IPsec coegmnHeHuin. MONITOR-
Mepuoa o6HoBRNEHUSI BCEX MIB
nepemMeHHbIX 3TOro pasgena
(FnobanbHas IPsec-ctatucTuka) — 1
cekyHga. [loaTomy, nocne n3ameHeHus
3Ha4YeHMs NEPEMEHHON B TeyeHue 1
CEKYHbl Ha KOMMbIOTEPE MOXET
BblaBaTbCs yCTapeBLUEe 3HAYEHME.
cipSecGlobalPr | 1.3.6.1.4.1.9.9. | uint32 <The total number of previously active | CISCO-
eviousTunnels 171.1.3.1.2.0 IPsec Phase-2 Tunnels> IPSEC-
KonnyectBo IPsec SA ¢ MOMeHTa FLOW-
ctapTta AreHTa, KoTopble Obinu MONITOR-
CO3/aHbl, HO YXe He SBMSITCS MIB
aKTUBHbIMM, MO0 yaaneHsbl.
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets received CISCO-
Octets 171.1.3.1.3.0 by all current and previous IPsec IPSEC-
Phase-2 Tunnels. FLOW-
This value is accumulated BEFORE MONITOR-
determining whether or not the packet | MIB
should be decompressed. See also
cipSecGloballnOctWraps for the
number of times this counter has
wrapped>
KonuuyectBo 6aiT, NpUHATLIX NoA
3awmTon Bcex |IPsec SA ¢ momeHTa
cTapTa AreHTa
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The number of times the global octets | CISCO-
OctWraps 171.1.3.1.5.0 received counter IPSEC-
(cipSecGloballinOctets) has wrapped> | FLOW-
KonuyecTtBo nepenonHeHnn cyeTymka MIOBNITOR-

cipSecGloballnOctets.
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OID
Ha3|3a|-mev O Uil . 3HayeHue nepemMeHHOMN MIB
nepemMeHHOM op o6beKTa) nepemMeHHOMn
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets received | CISCO-
Pkts 171.1.3.1.9.0 by all current and previous IPsec IPSEC-
Phase-2 Tunnels> FLOW-
KonnyecTtBo nakeToB, MPUHSTBLIX MO4 MONITOR-
3awmTon Bcex IPsec SA ¢ momeHTa MIB
cTapTa AreHTa
cipSecGlobalin 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped | CISCO-
Drops 171.1.3.1.10.0 during receive processing by all current | IPSEC-
and previous IPsec Phase-2 Tunnels. FLOW-
This count does NOT include packets MONITOR-
dropped due to Anti-Replay MIB
processing>
O6Lee KonMYecTBO BCEX BXOOALLMX
NnakeToB, OTBEPrHYThbIX NTOKarbHbIM
YCTPOWCTBOM, NP1 3a4EeNCTBOBaHMM
IPsec coeamHeHusa (Kpome
NPOUrHOPUPOBaHHbLIX MO Anti-Replay).
cipSecGlobalin 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped | CISCO-
ReplayDrops 171.1.3.1.11.0 during receive processing due to Anti- | IPSEC-
Replay processing by all current and FLOW-
previous IPsec Phase-2 Tunnels> MONITOR-
O6LLee KONMMYECTBO BCEX BXOASLLMX MIB
NnakeToB, OTBEPrHYThbIX NTOKarbHbIM
YCTPOMUCTBOM NOCPEeACTBOM
mexaHu3ma Anti-Replay, npu
3agencTBoBaHun IPsec coeanHeHuUs.
cipSecGlobalin 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
AuthFails 171.1.3.1.13.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
O6lLLee KONMYeCTBO Beex HeyaauHbix | MIB
BXOAALMX ayTeHTudukaumm rno IPsec
coefMHEHMAM.
cipSecGlobalin 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
Decrypts 171.1.3.1.14.0 decryption's performed by all current IPSEC-
and previous IPsec Phase-2 Tunnels> | FLOW-
To e camoe 3HayeHue, YTo W MONITOR-
cipSecGloballnPkts. MIB
O6bLee KonNnMYecTBo BXOAALLMX
nakeToB, KOTOpbIe Obinn
pacwmndpoBaHbl Bcemu IPsec
coefMHEHMSMN.
cipSecGlobalin 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
DecryptFails 171.1.3.1.15.0 decryption's which ended in failure by IPSEC-
all current and previous IPsec Phase-2 | FLOW-
Tunnels> MONITOR-
MIB

O6bLee KoNNMYecTBO BXOASLLMX
NnakeToB, KOTOpbIe ObINN Heyga4uHO
pacwmdpoBaHbl IPsec coeguHeHaMu.
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OID
Ha3|3a|-mev O Uil . 3HayeHue nepemMeHHOMN MIB
nepemMeHHOMn op o6beKTa) nepemMeHHOMn
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets sent by all | CISCO-
tOctets 171.1.3.1.16.0 current and pre-vious IPsec Phase-2 IPSEC-
Tunnels. This value is accumulated FLOW-
AFTER determining whether or not the | MONITOR-
packet should be compressed. See MIB
also cipSecGlobalOutOctWraps for the
number of times this counter has
wrapped>
KonuuyecTtBo 6aiT, 0TOCNaHHbIX NoA
3awuTon Bcex IPsec SA ¢ MomeHTa
cTapTa AreHTa
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The number of times the global octets | CISCO-
tOctWraps 171.1.3.1.18.0 sent counter (cipSecGlobalOutOctets) | IPSEC-
has wrapped> FLOW-
KonnyecTtBo nepenosiHEHNIN cHeTYnKa MONITOR-
cipSecGlobalOutOctets. MIB
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets sent by CISCO-
tPkts 171.1.3.1.22.0 all current and previous IPsec Phase-2 | IPSEC-
Tunnels> FLOW-
KonmuecTso naketos, otocnanHbix nog | MONITOR-
3awmTon Bcex IPsec SA ¢ momeHTa MIB
cTapTa AreHTa
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped | CISCO-
tDrops 171.1.3.1.23.0 during send processing by all current IPSEC-
and previous IPsec Phase-2 Tunnels> | FLOW-
O6wee konnyectso Beex ucxoaawmx | MONITOR-
NnakeToB, OTBEPrHYThIX FTOKanbHbIM MIB
YyCTPOWCTBOM, NpY 3a4eNCTBOBAHUN
IPsec coegnHeHuns.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tAuthFails 171.1.3.1.25.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
O6Lee KONMMYECTBO BCEX HEYAAYHbIX MIB
ncxoadaLmx ayteHTudunkaumi no IPsec
coefMHEHMAM.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tEncrypts 171.1.3.1.26.0 encryption's performed by all current IPSEC-
and previous IPsec Phase-2 Tunnels> | FLOW-
Toxe camoe 3Ha4YeHue, YTo U MONITOR-
cipSecGlobalOutPkts. MIB
O6LLee KoNMYecTBO UCXOOALLNX
nakeToB, KOTOpbIe ObINK
3awmdposaHbl Bcemu IPsec
COEANHEHVAMM.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tEncryptFails 171.1.3.1.27.0 encryption's which ended in failure by IPSEC-
all current and previous IPsec Phase-2 | FLOW-
Tunnels> MONITOR-
MIB

O6Lee KONMYEeCcTBO UCXOOALLMX
nakeToB, KOTOpbIe ObINN Heyga4YHO
3awmndpoBaHbl IPsec coeguHeHUAMM.
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HasBaHue
nepemMeHHOM

OID
(vaeHTUpnkaT
op o6beKTa)

Tun

nepemMeHHoOM

3Ha4yeHue nepemMeHHOMn

MIB

cipSecGlobalNo
SaFails

1.3.6.1.4.1.9.9.
171.1.3.1.29.0

uint32

<The total number of non-existent
Security Assocication in failures which
occurred during processing of all
current and previous IPsec Phase-2
Tunnels>

O6Lee konMyecTBo 0OMEHOB, He
COCTOSIBLUMXCS MO MPUYMHE OTCYTCTBUS
IPsec coegnHeHuns.

CISCO-
IPSEC-
FLOW-
MONITOR-
MIB

c

TaTUCTUKA NO ceTeBbIM NUHTepdencam

ifPhysAddress

1.3.6.1.2.1.2.2.
1.6.<ifIndex>

Octet string

<The interface's address at the
protocol layer immediately "below' the
network layer in the protocol stack.
For interfaces which do not have such
an address (e.g., a serial line), this
object should contain an octet string of
zero length.>

MAC-agpec gaHHoro nHrepdeica.

WHaekc ans gaHHOro 3HaveHust
6epetcsa n3 ipAdEntlfindex.<ip>

RFC1213-
MIB

iflndex

1.3.6.1.2.1.2.2.
1.1.<ifIndex>

int32

<A unique value for each interface. Its
value ranges between 1 and the value
of ifNumber. The value for each
interface must remain constant at least
from one re-initialization of the entity's
network management system to the
next re-initialization>

ifindex — nHgekc nHTepdeinca,
3HayeHue nexuT B ananasoHe ot 1 go
ifNumber (ifNumber - yncno ceteBbIx
UHTEpdencos)

RFC1213-
MIB

ipAdEntAddr

1.3.6.1.2.1.4.20
1.1.<ip>

IpAddress

<The IP address to which this entry's
addressing information pertains.>

CobcTtBEHHO cam <ip> (coBnapaeT ¢
WHOEKCOM 3Ha4yeHus)

IP-MIB

ipAdEntNetMas
k

1.3.6.1.2.1.4.20
1.3.<ip>

IpAddress

<The subnet mask associated with the
IP address of this entry. The value of
the mask is an IP address with all the
network bits set to 1 and all the hosts
bits set to 0.>

Macka agpeca.

IP-MIB
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HasBaHue
nepemMeHHOM

OID
(vaeHTUpnkaT
op o6beKTa)

Tun
nepemMeHHoOM

3Ha4yeHue nepemMeHHOMn

MIB

ipAdEntlfindex

1.3.6.1.2.1.4.20
1.2 .<ip>

int32

<The index value which uniquely
identifies the interface to which this
entry is applicable. The interface
identified by a particular value of this
index is the same interface as
identified by the same value of RFC
1573's ifindex.>

MHpekcom nepemeHHon siensietcsa |P-
agpec yctponcTtea. 3HavyeHnem —
nHaekc uHtepdenca (8 Tabnuue
ifTable), KoTOpbIN cCOaEPXUT OaHHbIN
agpec.

Mepuron obHoBNEHNS BCeX
nepeMeHHbIX 3TOro pasaena
(CtaTucTuka no ceteBbIM
umHTepdencam) — 5 cekyHg. MNoatomy,
nocre U3MeHeHUs: 3Ha4YeHust
nepemMeHHoN B Te4eHne 5 cekyHa Ha
KOMMbIOTEPE MOXET BblAaBaTbCA
ycTapeBLlee 3HaYeHue.

IP-MIB

CPU (3arpy3ka npoueccopa), Memory — ctaTucTuka

cpmCPUTotal5s
ec

1.3.6.1.4.1.9.9.
109.1.1.1.1.3.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 5 second period. This object
obsoletes the busyPer object from the
OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotal5secRev which has the
changed range of value (0..100).>

3arpyska npoueccopa 3a nocrnegHue 5
CeKyHA (B npoueHTax).

CISCO-

PROCESS-

MIB

cpmCPUTotal5s
ecRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.6.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 5 second period. This object
deprecates the object
cpmCPUTotal5sec and increases the
value range to (0..100). This object is
deprecated by
cpmCPUTotalMonlnterval>

3arpyska npoteccopa 3a nocrnegHue 5
cekyHa. OTnuyaeTcst oT
cpmCPUTotal5sec gonyctmbimm
npegenamm.

CISCO-

PROCESS-

MIB

cpmCPUTotall
min

1.3.6.1.4.1.9.9.
109.1.1.1.1.4.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
obsoletes the avgBusy1 object from
the OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotallminRev which has the
changed range of value (0..100).>

3arpyska npoueccopa 3a nocrneiHIon
MuHyTy. OTnnyaetcs ot
cpmCPUTotallminRev gonyctMmbiMm
npegenamu.

CISCO-

PROCESS-

MIB
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HasBaHue
nepemMeHHOM

OID
(vaeHTUpnkaT
op o6beKTa)

Tun
nepemMeHHoOM

3Ha4yeHue nepemMeHHOMn

MIB

cpmCPUTotall
minRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.7.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
deprecates the object
cpmCPUTotallmin and increases the
value range to (0..100).>

3arpyska npoueccopa 3a NoCneaHwo0
MUHyTy. OTnnyaetcs ot
cpmCPUTotallmin gonyctumsiMu
npegenamu.

CISCO-
PROCESS-
MIB

cpmCPUTotal5
min

1.3.6.1.4.1.9.9.
109.1.1.1.1.5.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the avgBusy5 object from
the OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotal5minRev which has the
changed range of value (0..100).>

CpepaHsas 3arpyska npoteccopa 3a
nocnegHue 5 MUHYT (B NpoueHTax).

CISCO-
PROCESS-
MIB

cpmCPUTotal5
minRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.8.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the object
cpmCPUTotal5min and increases the
value range to (0..100).>

3arpyska npoteccopa 3a nocnegHve 5
MUHYT. OTnn4aeTcs ot
cpmCPUTotal5min gonyctumbimu
npeaenamu.

CISCO-
PROCESS-
MIB

busyPer

1.3.6.1.4.1.9.2.
1.56.0

int32
(0..100)

<CPU busy percentage in the last 5
second period. Not the last 5 realtime
seconds but the last 5 second period in
the scheduler.>

3arpyska npoleccopa 3a nocnegHue 5
CcekyHA. AHanornyHo
cpmCPUTotal5secRev, 3a
WCKMOYEHNEM TUNA NEPEMEHHON.
MpumeyaHue: gaHHoOe nNoBeaeHme
otnunyaetcs oT Cisco I0S — Tam
YKa3aHHbI€ 3HA4YeHUs1 MOTyT
pasnuyatbcs. 3HavyeHne, BblaaBaemoe
areHToMm, 3aBucut ot OC 1 HemHoro
OTNIMYaETCA Mo CMbICIy OT 06oux
3Ha4eHun Cisco 10S.

OLD-
CISCO-
CPU-MIB

ciscoMemoryPo
olUsed

1.3.6.1.4.1.9.9.
48.1.1.1.51

uint32

<Indicates the number of bytes from
the memory pool that are currently in
use by applications on the managed
device.>

PaccmaTtpuBaetcs kak Tabnvua uns
OfHOro anemMeHTa (C uHgekcom 1),
KoTopasi 3agaeT obLiee KONM4ecTBO
Mcnonb3yemMomn (omsnyeckon namaTu.

CISCO-
MEMORY-
POOL-MIB
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OID
Hasaal-wlev O Uil . 3HayeHue nepemMeHHOMN MIB
nepemMeHHow op o6bekTa) nepemMeHHoun
ciscoMemoryPo | 1.3.6.1.4.1.9.9. | uint32 <Indicates the number of bytes from CISCO-
olFree 48.1.1.1.6.1 the memory pool that are currently MEMORY-
unused on the managed device. POOL-MIB

Note that the sum of
ciscoMemoryPoolUsed and
ciscoMemoryPoolFree is the total
amount of memory in the pool>

O6uee konnyecTBo cBOOOAHOM
dmanyeckon namaTu.
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3.2

SNMP-areHT nocbifnaeT Tpan-coodLeHns 0 BO3HUKLWNX cobbiTuax SNMP-meHeoxepy.

Tpan-coobLweHuns

B npuBeneHHOM HUXe Tabnuvue nepevmcneHbl peanu3oBaHHble Tpanbl U NEePeMeHHbIE, KOTOpbIe
BbicbatoTca SNMP-meHepxepy, 1 onucaHue Tpana.

Tabnwuua 9
SNMPv1
Ha3BaHue Enterprise and Cnucok -
L i 3HayeHue nepeMeHHoMn MIB
Tpana Specific Type; nepemMeHHbIX
SNMPv2 OID
cikeSysFailure | 1.36.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
71.2 — agpec local peer | processing for an IPsec Phase-1 IKE IPSEC-
Tunnel experiences an internal or FLOW-
system capacity error.> MONITOR
3 cikePeerRemoteAd -MiB
dr —agpec remote
peer CwvrHanusaums o BHyTpeHHel oLwmnbke
1.3.6.1.4.19.9.1 _ Unu ncyepnaHnm pecypcos npu
71.2.0.3 O6a araveHms o6pabotke IKE.
TabnnyHble.
cikeCertCrlFai | 136.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
lure 71.2 cikePeerRemoteAd processing for an IPsec Phase-1 IKE IPSEC-
dr Tunnel experiences a Certificate or a FLOW-
Certificate Revoke List (CRL) related MONITOR
4 -MIB
error.>
Ownbka, cBa3zaHHasi ¢ cepTudmkaTamm
1.3.6.1.4.1.9.9.1 unn CRL.
71.2.0.4
cikeProtocolF | 136.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
ailure 71.2 cikePeerRemoteAd processing for an IPsec Phase-1 IKE IPSEC-
Tunnel experiences a protocol related FLOW-
dr error > MONITOR
-MIB
5 Owwnbka, cBazaHHas ¢ 06paboTkow
npotokona IKE:
1.3.6.1.4.19.9.1 e Authentication error (B cuTyaumsix,
71.2.0.5 He nonajawLux nog
cikeCertCrlFailure)
e BlackLog
cikeNoSa 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
71.2 cikePeerRemoteAd processing for an IPsec Phase-1 IKE IPSEC-
6 dr Tunnel experiences a non-existent FLOW-
security association error.> MONITOR
1.3.6.1.4.1.9.9.1 -MIB
71206 Mpuxon IKE-nakeToB Ha
e HecywecTBylowwwmin SA (Invalid cookie).
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SNMPv1
Ha3BaHue Enterprise and Cnucok 3 -
= - HavyeHue nepemMeHHOM MIB
Tpana Specific Type; nepemMeHHbIX
SNMPv2 OID
cipSecSetUpF | 136.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
ailure 71.2 : setup for an IPsec Phase-2 Tunnel IPSEC-
cikePeerRemoteAd fails.> FLOW-
dr MONITOR
10 Mo Tem nnu MHBIM NPUYNHAM He -MIB
yaanocb co3gaTtb IPsec SA (npu
1.3.6.1.4.19.9.1 cywecTBytowem IKE SA).
71.2.0.10 n )
prMeyaHue: 3TOT Tpan OTCbINaeTcs
TONbKO MpKW NOSABNEHUN OLINOKN BO
BpeMsa nposefeHus IKE-ceccum n tem
napTHepPOM, Ha KOTOPOM Cry4Yunach
owmnbka. Ecnu cosgaHne coegnHeHus
npekpaLleHo no Apyrum npuynHam —
OCTaHOBKa cepswuca, nepesarpyska LSP,
delete payload, nonyyeHue
HOTMdMKaLMK O TOM, YTO NapTHep Mo
CBOEW MHMLUMAaTUBE NpeKkpaTun
co3gaHve coeuHeHus, timeout v gp., To
nokaneHoOe yCTPOWCTBO Tpan He
oTcbinaeT. B atom coctout otnuume
Hawero areHTa ot I0S, rae Tpanbl
oTCblNnakTcsa ¢ 060MX NapTHEPOB NpK
nobow HeycneLwHon ceccum no
cosgaHuio IPsec coegnHeHus.
cipSecTunnel | 136.1.4.1.9.9.1 | cipSecTunLifeTime | <This notification is generated when an | CISCO-
Start 71.2 . e IPsec Phase-2 Tunnel becomes active.> | IPSEC-
cipSecTunLifeSize ELOW-
7 MONITOR
1.3.6.1.4.19.9.1 YcnewHoe co3faHue TyHHens. -MiB
71207 TabnuyHble
3HaYeHus.
cipSecTunnel | 136.1.4.1.9.9.1 | cipSecTunActiveTi | <This notification is generated when an | CISCO-
Stop 71.2 me IPsec Phase-2 Tunnel becomes IPSEC-
inactive.> FLOW-
8 TabnuyHoe MONITOR
3HayeHue -MIB
13.6.1.4.1.9.91 YHUYTOXEHNE CO34aHHOro TyHHens (no
71208 pasHbIM MpUYMHaMm).
cipsTooMany | 1.36.1.4.1.9.10. | cipsMaxSAs — <This trap is generated when a new SA | CISCO-
SAs 62.2 MaKcUMarnbHoe is attempted to be setup while the IPSEC-
KonunyecTBo IPsec number of currently active SAs equals MIB
SAs. Ecnin He the maximum configurable. The
7 cyluiecTByeT variables are: cipsMaxSAs>
npeaena — 0. OTKas oT co3aaHus SA no npuynHe
OOCTUIHYTOrO MakcumaribHOro
1.3.6.1.4.1.9.10. Konuyectsa SA, ykasaHHOro B
62.2.0.7 nnueHaun. B nepemeHHoON
NponucbiBaeTcs MakcUmarbHoe
KONM4ecTBO SA 13 JNIMLEH3UN.
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SNMPv1
Ha3BaHue Enterprise and Cnucok -
L i 3Ha4yeHue nepeMeHHoMn MIB
Tpana Specific Type; nepeMeHHbIX
SNMPv2 OID
ciscoConfigM | 1.36.1.4.1.9.9.4 | ccmHistoryEventCo | <Notification of a configuration CISCO-
ankvent 3.2 mmandSource ={ | management event as recorded in CONFIG-
commandLine(1), ccmHistoryEventTable.> MAN-MIB
1 snmp(2) } Bcerpa
ccmHistoryEventCo | ccmHistoryEventCommandSource=1
nfigSource = { .
Heckonbko BapnaHTOB:
136141994 |rase)
3'2'0'1 """ commandSource(2) | 1 Mpwu BbI3oBe Isp_mgr show unu
e , running(3), cs_console show run:
ig&%ﬁﬁ?ﬁ;g?@’ ccmHistoryEventConfigSource=2
networkRcp(7) } ccmHistoryEventConfigDestination=2
MpumeyaHue: aHanorM4YHO peakuum
ccmHistoryEventCo Cisco Ha komaHay show run
nfigDestination = {
erase(1), .
commandSource(2) 2 Tpwm ycnewHow nporpyske LSP:
, running(3), ccmHistoryEventConfigSource=2
startup(4), local(b), . . L
networkTftp(6) ccmHistoryEventConfigDestination=3
networkRcp(7) } Mp1MMeyaH1e: aHanorMyHo peakLum
Cisco Ha komangy configure terminal.
TabnuuHble [ns crapToBown 3arpy3ku LSP Hago
3HaueHNs. Haeke 3agaTb ccmHistoryEventConfigSource =
— Lernoe 4yucro, 4
HaunHatoLeecs ¢
eauHULbI.
WHkpeMmeHTUpyeTCst 3 Tpwu otrpyske LSP (no pasHbim
PN KaXaoii nNpuyYnHamMm):
nocelnke Tpana ccmHistoryEventConfigSource=1
AaHHOro Tuna. ) ] o
ccmHistoryEventConfigDestination=3
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4. Tlony4yeHue cepTuchmKaTa nonb3oBaTens

HeszaBucumo oT ucnonb3yemomn KpuntobubnmoTekn, hopMmMpoBaHmNE KItouYen SNEKTPOHHOM Nognucu
MOXHO BbINOMHUTL Kak ¢ npuMmeHeHneM MO «Kpuntollpo YL» (LeHTpanu3oBaHHO), Tak 1 C
ucnonb3oBaHuem ceptudmumnpoaHHoro CK3W «Kpuntollpo CSP», co3aaB cBon
YpaoctoBepsitowmii LeHTp npy nomowm Microsoft Certification Authority.

Mpumeyanue: ecnu B C-Teppa KnueHT ncnonb3yeTtcs kpuntorpaduyeckasi buénuoreka
komnaHun «C-Teppa Cn3clln, To Npy LEHTPaNM30BaHHOM MOTyYEHUN KIOYEBOW Napbl 1
NoKarnbHOro cepTuduKaTa, Nofy4YeHHbIN KOHTENHep HEO6X0ANMO KOHBEPTMPOBaTL B
COOTBETCTBYOLWMI chopmaT yTunuTtoii cpkey _conv, koTopasi onncaHa B «PykoBoacTee
nonb3oBaTtens» B pasgene «CneumanvanpoBaHHble KOMaHabI».

Janee B JaHHOM JOKYMeHTe GyAeT pacCMOTPEH BapuaHT noslydeHnst cepTudimkaTa nonb3osaTens
C VCMONb30BaHMEM CBOETO Y0CTOBEPSIIOLLErO LiEHTPA.

[Jenctena no cosgaHuio cepTndukaTa nonbL30BaTens 3aBUCAT OT TOrO, Kakylo Kpuntobubnuorteky
ucnonbayet C-Teppa KnueHT:

e ecnu ncnonbdyet CK3UN «Kpuntollpo CSP», To reHepauus kno4eBor napbl, 3anpoc u
nonyyeHve cepTndukaTa BbINOMHAETCA HENOCPEACTBEHHO HA CaMOM Y1OCTOBEPSOLLEM
LEHTpE;

e Mpu ucnonb3oBaHun KpuntTobnbnuotekn «C-Teppa Cn3Scllnx», reHepaums KnNYEBON Napbl 1
3anpoca Ha cepTudmKaT BbIMOMHAETCA NpU NOMOLUM YTUNNUTLI cont_mgr. 3atem,
NMOArOTOBIIEHHbIN 3anNpoc Ha cepTudUKaT OTNPaBSETCH B YAOCTOBEPSAIOLWLMIA LEHTP,
co3gaHHbIn ¢ ucnons3oBaHnem CK3U «Kpuntollpo CSP» u Microsoft Certification Authority.

HesaBuncumo oT Mcnonb3yemMon KpuntobubnuoTteku, Anst co3gaHnsa CBOEro Y40oCTOBEPSAOLLErO
ueHTpa Bam noTpebyeTcsa oTaenbHbIN koMnbloTep ¢ ycTaHoBneHHbIMu CK3U «Kpuntollpo CSP» u
Hanpumep, OC Windows Server 2008 R2. [lanee HacTtponTe Kpuntollpo CSP n YL. 3atem B
3aBMCMMOCTU OT KpUNTOOMONMOTEKM NEpenanTe COOTBETCTBYIOLLME pa3aensl ANs co3aaHus
cepTudmkata nonb3oBartens.

[anee onvcaHbl:
e Hactponka CK3U «Kpuntollpo CSPy;
e yCTaHOBKA W HACTpoOWKa YA0CTOBEPSAIOLLEro LeHTpa;
e co3faHue cepTudukaTta nons3osartens ¢ ncnonssosaHnem CK3U «Kpuntollpo CSP»;

e co3daHue cepTudmnkaTa Nnonb3oBaTens ¢ UCnonb3oBaHneM Kpuntobubnuotekn «C-Teppay.

4.1 YcranoBka CK3U «Kpuntollpo CSP»

Mpu BbINONHeHWM npouenypsbl MHcTannaumm CK3U «Kpuntollpo CSP» BeibepuTe:
BWA YCTaHOBKM — Bb160poYHast

KOMMOHEHTbI Nporpammbl, KOTopble HeobxoaAMMO ycTaHOBUTL — Kpunmonpoealidep ypoeHs
s10pa OC.
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4.2 Hactpowka CK3U «Kpuntollpo CSP»

Ecnu B lNMpogykTe S-Terra Client ayTeHTUdMKaunst nonb3oBaTens OCyLLECTBMSAETCH C
ncnonb3oBaHUEM cepTudnkaTos, HEOOXOAUMO NPOBECTU HEKOTOpPbIE HacTporiku B CK3U
«KpunTtollpo CSP».

[nga xpaHeHWs cekpeTHOro Kniova ceptudukara nonb3oBaTens UCNoNb3yeTCa KOHTENHEP, KOTOPbIN
MOXET ObITb 3awmiLeH naponem. KoHTenHep pasmeLyaeTcs:

e MO0 Ha BHELUHEM KITHOYEBOM HOCUTENE, KOTOprVI OOJKEeH HaxoaUTbCA TOJNbKO Y
nonb3oBaTesid,

e MO0 Ha noKanbHOM KITHOYEBOM HOCUTENE (PeeCTpe) Ha KOMMNbOTEPE Nofib3oBaTed.

CK3WU «KpunTtollpo CSP» ymeeT cuntbiBaTh CEKPETHBIN KINOY U3 KOHTEHEpa Ha BHELUHEM
KINOYEBOM HOCUTENE U Ha NOKanbHOM KIMHO4YEBOM HOCUTENE.

Takke HacTpauBaeTtca n [1CH — Bbibnpaetcs buonormyecknii nnu annapatHein JCYH, onncaH B
pasgene «Hactpovika JCY».

Mpu ncnonb3oBaHmun kpuntobubnuotekn «C-Teppa Cnu3clln» MHCTaNIMPynTe TOMLKO KMOYEBON
cunTbiBaTenb PeecTp, onucaHHbIN B pasgene «V/IHCTannsuusi KNveBoro cuntbiatens Peectp B
«Kpuntollpo CSP», n HacTponte [1CH. 3atem nepenante k cosganuto YLI.

4.2.1 HacTtponka nokanbHOro KnK4eBoro CYMTbIBaTenNs

Ecnu koHTeliHep Hago pasmecTuTb B PeecTpe, TO MHCTannupynte cuutbiBatens PeecTp, ecnuv oH
He ObIn 3aperncTpmpoBaH Bo Bpems nHctannsaumm CK3W. MHcTannsauusa cuntelBaTens onucaHa B
pasgene «MHcTannauua kntoyesoro cuntbiBatenda Peectp B «Kpuntollpo CSP».

4.2.2 MopknioyeHne BHELHUX KNOYEBbIX CYUThIBaTENEH

Ecnu koHTenHep ByaeT coxpaHeH Ha BHELLHEM KIlo4YeBOM HOCUTene, TO CHavyana noakmnoymTe
BHELLHWI KMOYEBOW CUMTbIBaATESb K KOMMNBIOTEPY, cneaysa npunaraemon nHCTpykumm (Ho, eToken
[0 YCTaHOBKM ApanBepoB NogkmnoyaTb He cneayer).

YcTaHoBuTe Bce Heobxoaumble darnbl 1 gpansepa A58 paboTbl BHELIHEro cHMTbIBaTENs.
Hanpumep, ona paboTbl ¢ anekTpoHHbIMM KntoYamm eToken PRO, eToken NG-OTP, eToken NG-
FLASH, eToken PRO 72K(Java) Habop gparisepos u ytunut "eToken PKI Client 5.1 SP1 gns
Microsoft Windows" moxHo B3sTb ¢ web-cTpaHuupl http://www.aladdin-rd.ru/support/download/177/.

Hanee nepe|7|/:|,V|Te K HaCTPOVIKe BHELLUHEroO cHMUTbIBaTENA.

4.2.3 HacTtponka BHelWHero Kno4eBoro CYUTLIBaTeNs U
HOCUTeNA MHopmaLuu

B coctae guctpubytusa CK3U «Kpuntolpo CSP» BxogdaT gpanBepa, obecneynsaoLLme
B3aUMOAENCTBUE BHELLUHMNX KItoYeBbIX cumThiBaTenen ¢ «Kpuntollpo CSP».

Mocne yctaHoBkn «Kpuntolpo CSP» cpasy e MHCTanMpoBaHbl BCE CHUTLIBATENN CMapPT-KapT U
BCE CbeMHble ANCKM, ecni Bblna BbINOMHEHa UX pernctpaums npy nHctannsaumm CK3U. B
NPOTUBHOM Criyyae, BbIMOMHUTE MHCTANMALMIO CYUTLIBATENS, ONUCAHHYIO B pasaene
«MHcTannsaums BHelHero kno4yeBoro cumTbiBaTens B «Kpuntollpo CSPy». [Insa TokeHa Hago
BblIOpaTb 0AuH u3 cumTeiBaTenen. Nocne yctaHoBkn «Kpuntollpo CSP» MHCTanAsums BHELWHNX
HocUTENen yxe BbIMOMHEHA.

S-Terra Client Copyright © S-Terra CSP 2003 -2016 79


http://www.aladdin-rd.ru/support/download/177/

Mpunoxenne A

4.2.4 UHcTannauua knw4yeBoro cuutbiBatensa Peectp B
«Kpuntollpo CSP»

[ns MHCTanNNSUMKM NoKanbHOro KNKYeBoro cunTbiBaTens PeecTp BbinonHuTe cneayouime
JencTBus:

War 1: 3anyctute Kpuntollpo CSP: lyck — Hacrpolika — IlaHesb ynpaBJIeHUS —
Kpunrollpo CSP

War 2: B OC Windows 7 (1 6onee no3gHux OC Windows) B nosiBuBLueMcs okHe Kpuntollpo CSP
BO BKNnaake Otmue BblﬁepMTe npeanoXeHne «3anycTmTe C IpabBaMu
anMuHMcTpaTopa» (PUCyHOK 1).

||E| Kpuntollpo C5P @

| JononHUTENBHD I ANropuUTMEl I BesonacHocTe I Winlogon

Ofwme | DBopyaoBaHme | Cepemc

|||E KpunToNpo CSP Bepona agpa CK3M: 3.6.5359 KC1
Bepows npoaykTa: 3.6.69497

(C) KpunTodpo, 2000-2009, BCE NPaBa 3ELLMLLEHE

KomnaHws Kpunto-po

WMHopMaLWAA o NMUEH3MPoBaHKK NpoayKkToE KpunToTIpo Tenepb
AOCTYMHA Yepes ocHacTKy MMC WpunTolpo PEI™:

KpwunTolMpo PEI

'Ei:;' 3aNyCTWTh C NPDEBaMKY adMWMHKMCTPETOPS

Azbik

BribeprTe A3k ANA oToDpameHMs

. - <¥MONYaHWe cuCTer *
okoH CSP Balwel yYeTHOM 3anmMou:

BribepuTe A3k AnA 0ToDpaEMEHUA OKOH
CSP NonesoBaTENeN, HE S308BLUMX ASEIK
(YMOMYEHWE CUCTEMBI):

Pycoriin

0K ] [ OTmMeHa MpHMEHTE

PucyHok 1
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War 3: BownaunTe BO BKNaaKy ObopynoeaHue N HAXXMUTE KHOMNKY HacTpouTe CUMTHIBATEIMN. . ..

KpunTollpo CSP ﬂ

AononHATENEHD l ANropHTHE! | BesonacHoOCTE I Winlogon
CIfLLHE CBopy A0BaHHE | CEpEHE

 CHHTERIEATENH 3aKPRITER () lTE]

MozEonasT A003EMTE MAM ¥A3NKMTE CHMTEIEATENH
SAKPEITELX KNHIYEH,

HACTpOMTE CHHTEIEATENH. .. I

 AaTUHKKH CAYYaAHEL: YHCEN

|:1|I|1;|I|;::g MosEoNAET A0BAEHMTE MK Y¥AANKMTE A3THHEH CJ'I':."‘-IEIﬁHbIX

uioon YHEEN,

HacTpouTe 4C4H...

7 THMEl KAHIYEERD: HOCHTENEH

?: MosEONAET A0AAEMTE MMM Y AANMTE THMEI KIHIYEERX
:'g HOCHTENEA,
HaCTROMTE THME! HOCHTENEH. . |
0,8 OTMEHA | [PHHEHHTE |
PucyHok 2
LWar 4: HaXXMUTe KHOMKY JoBaBuUTk. . ., YyTOObI YCTaHOBUTb HOBBIW KINIOYEBOW CYMUTBIBATENb:
x|
CHUTEIEATENH |

i, -

=

(=

¥CTAHOENEHEI CNEAYHIWME CHMTEIEATENH:

@ Bre CHMTBIBATENH CMAPT-KapT
ﬁﬂce CBEMHEIE AMCKH

AobaEHTE. .. | ¥ AANHTE I CBOHCTES

R OTMEHS

PucyHok 3
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Lar 5: B OkHe BM3apAa HaXXMWUTE KHOMKY Iasee:

MacTep ¥CTAHOBKH CHMTLIBATENA xI

MGCTEP YCTAaHOEKW CHUTEIEBATENA
ey
—

‘g

MEICTEI:I YETAHOEKH NOMOr3eT EeINOAHKMTE YETAHOEEY K
HEIDTFIIIIlTiK':I CMMTEIEATEMA KANHEERD HOCHTENEH,

Hrofel ApHCTYNUTE K YoTaHoBKE, HammuTe kHonky ' Hanee'’.

% Hazan, I Hanee » I OTraeHa

PucyHok 4

War6: w3 npeacTtaBlieHHOro cnnucka Bbl6epI/ITe cynTbiBaTesnib PeecTp N HAXMWUTE KHOMKY Jlasee:

MacTep ¥CTAHOBKW CHMTHIBEATENA

Brifiop cuMTHIEaTENA
K.akoll CHATRIBSTENE HEOSROLMMD YCTAHOBMTE 7

BrISEpUTE CHMTRIBATENE, KOTOPRIA CNEIYET NOGAEMTE, W Ha#MUTE KHOMEY ' Manee

[MpoKEEOHTENM: JToCTYNHEIE CUMTEIESTENL;
[Bce npouzeagMTeM) @ Dallaz ([D59097E]
K.ornaHua Kpunmmollpo 9 Dallas [0590970)

—:—l.l':".KKDD.Il
ﬁ Duckoson &

|

Feectp
i! Cofone

< Hazan I Danee » I OTreHa

PucyHok 5
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War 7. cuuTbiBaTENO PeecTp MOXHO NPUCBOUTb UMA N HaXXaTb KHOMKY Tasiee:

MacTep ¥CTAHOBKH CHMTLIBATENA

HmA cyMTHBATENA
TpefyeTcA HAZHAYUTE MMA NA 3TOMD CYHTRIBEATENA

M oikHD NME0 BEECTH KENAEMOE MMA ANA 3TOMD CHATRIEATENA, NMOD UCNONES0ESTE
MPELADKEHHDE HHKE MR, HTo0k NpogoiHMTE YCTIHOEKY NOCNE BRIG0Ra HiEHM,
HarduTe kHonEY "' anss".

MrA CMMTRIESTENA;

< Hazan, I Hanee » I OTraeHa

PucyHok 6

War 8: wuHcTannauma cumTbiBaTens PeecTp 3aBeplleHa, HaXXMUTe I'oToBO.

MEETEP ¥CTAHOBKH CHMTEIEATENA

3aeeplweHne paboTel MacTepa

=
o YCTAHOEKW CHUTEIEATENA

‘R

Urofbl 3aK0HYMTE YCTAHOBKY CYMTRIEATENA, HAMKMUTE
rHonky ''ToToen',

MNocne 3aEepleHkHA YCTaHOEKH PEKOMEHIYETCA
MNEPE3AMPY3NTE komnetoTep.

Hasramre kHonky "Hasan", eca Tpedyetca MsHEHHTE
NaRaMET Rk YCTAHOEHK M,

x|

< Hazan, I [oToED I OTrieHa

PucyHok 7
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War 9: cuuTbiBaTENb PeecTp nobaBneH B Cnmcok MHCTanMMpoBaHHbIX cuvTbiBaTENEn, HAXXMUTE
OK:

¥npasneHve CHYYThIEATENAMH ﬂ

CYMTEIEATENH |

i -
¥ ==
(——

¥CLTAHOENEHE! CNEAYHIWME CHMTEIEATENH:

@ Bce cHMTEIEATENM CMAPT-KAPT
ﬁﬂce ChEMHEIE AMCEH
|‘5 PeecTp

AofAEMTE. ., I W AaNHTE CBEOHCTES

0,3 OTHEHS

PucyHok 8

LWar 10: nepesarpysuTe KOMMbIOTEP.
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4.2.5 UHcTannsauus BHeLWHEro CYUThbIBaTenNs U KNo4eBoro
HocuTens uHdopmaumm B «Kpuntollpo CSP»

MHcTannaums BHELWHUX cYMTbiBaTENen BbINONMHAETCA Tak e Kak u ang Peectpa «MHcTannauusa
KntoveBoro cuutbiBatens Peectp B «Kpuntollpo CSP».

Bo Bknagke O6opynosanme HAOXMUTE KHOMKY HacTpours cumTeiBaTesn (PUCYHOK 9) 1
BbIbepuTe HYXXHbIV cuMTbIBaTENb. [Janee cneaynte onvcaHuio npeabiayLero pasgena.

KpvnTtollpo CSP El

AonNonHATENEHD l ANroOpHTHE! | BezonacHoCTE I Winlogaon
CIfLLHE CBopy A0BaHHE | CEpEHE

T CHMTRIEATENH 38EPEITEIX FNHIYER

MozEonasT A003EMTE MAM Y¥ASNKMTE CHHTEIEATENH
SAKPEITElX KNHIYER,

HaETDDHTb CHHMTEIEATENH. .. I
A aTHHERN CAYYaHHELR: YHMCEN
oo v
ooin MosEONAET A0AABHMTE MM %AANKTE AATHHKH CNYYaiHE
ononn HHCEN,

HacTpouTe 4C4H...

7 THMEl KAHIYEERD: HOCHTENEH

?j__ MozBonAET ADGAEHTE HIH ¥ AANHTE THIE! KNHYEELX
== =
#E=  HocvTened,

HacTpoMTE THNEI HOCHTEREHA. .. |

R OTHEHS | I'IpHMEHHTbl

PucyHok 9

[nsi TokeHa Hago BbIOpaTb 0AuH U3 cuutbiBatenen (PucyHok 10).
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MacTep yCTAaHOBKH CHUMTHIEATERA

Bmbop cuMTHBaTenn
F.akall CHMTRIBATENE HEOAXOLMMO YCT AaHOBMTE ¥

BLIGEpHTE CUMTEIBATENE, KOTOPBIN CNSIYET OOSSEMTE, M HammMUTE kHoMEY ' Oanee",

MM poMsEDQMTENM: JocTynHEE CUMTEIESTENM:
[Ece npousEogMTENM] E—? AESWR O -
Crypto-Pro Lid. ©

K.oranaHua Kpurmo-Mpo @.-‘-‘-.S idh 1

E¥ D allas (DS 1410E)
€9 Dalas (D59097E)
€ D allas (0590971

& VI LI

¢ Hazan I Hanee » I OTrieHa |

PucyHok 10

Bce YCTaHOBJIE€HHbI€ KIto4YeBble HOCUTESTU MOXXHO NMOCMOTPETb B OTKPbIBLLEMCA OKHE MPU HaXaTuun
Ha KHOMKY Hacrpours Tune HocutTetel (PUCYHOK 9).

Ons no6aBneHns OTCYTCTBYIOLLEro HOCUTENS HaXMUTE KHOMNKY Job6aeuTs . . . (PucyHok 11).

¥npasneHve KNHYeELIMH HOCHTENAMH XI

F.NHYEERIE HOCHTENH |

Y TaHOENEHEI Cne4dvHIWHE KENHHEERIE HOCHTENH!

¢ cha CARDCS Y4,36

& cha 1CoP 21

# =Token Java vl.0

# =Token 1ava v1.0b

# =Token PRO | NG-OTP

A eToken PRO 4,200

{eTDken PROLE =

AobaEnTE. .. ¥ AanHTE CEOHCTEA |

0,4 I OTHEHS

PucyHok 11

[Hanee cnepyiite ykasaHuam MacTepa ycTaHOBKM KNo4eBoro Hocutens. Mo 3aBepLueHuio
WHCTanNnNsAUnM HacTpoiika BHELLHErO KIoYeBOro HOCUTENS U CYMTLIBATENS NOMHOCTLIO BbIMOMHEHA.
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4.2.6 Hactpouka [1CY

B pexwume 3awmtbl KC1 MK ot HCI ncnonbsyetcs ouonormdeckni CY. B pexume 3awmTbl KC2 —
ucnonb3yetcd MNAK «Cobonb» nnun «Akkopa-AMO3».

LWar 1: Bo BKkNagke O6opymoBaHue HAXMUTE KHOMKY HacTpours NICU. . .: (PucyHok 12).

KpunTolpo CSP X|

AononHKTENEHD l ANropHTHBl | BesonacHoCTE I Winlagon I
OfWME Dfopy A0EAHHE | CEpEMC

T CHMTRIEATENH 3AKPEITEE KnHoHEA

MoseonAeT A0BaEHTE MM YWAINHTE CHHMTEIESTENH
ZAKPBITEX KIHIYER,

HAcTPOMTE CHMTEIEATENM, ..

 AAaTUHKK CRYYERHET: YMcEn

.:’."u'u':g MosEonAeT A0BAEHTE HAM YA4ANHTE A3ATHHEH Eﬂ';.-"-laﬁHbl)'{

oot HHCEN,

HacTpouTe dC4... I

~ THMbl KNHOYEERIX HOCHTENEA

?::. MossonAeT AoBaEHTE HIH ¥ AAMHTE THMbI KNKHEELX
:'g: HOCHTENEA,

HacTpoMTE THNEI HOCHTENEA. .,

Ok CITMEHS [[IPHMEHHTE

PucyHok 12

War 2: ecnu ucnonb3dyetcs pexum 3awmtbl KC1, TO B OTKPLIBLUEMCH OKHE JOJDKEH ObITh
yCTaHoBMeH Tonbko «buonoruveckun JCY» (PucyHok 13). Haxxmute KHOMKy OK.
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YnpaeneHye AaT44KamM CN¥YaiHbBIR YMcen x|
AETUHEN CRYYEAHEL: YMCEN |

HONorvYeckrA 14

A0BaEHTE.. . ¥ OanMTE CEOHCTES |

ik I OTHMEHA [[EHMEHHTE

PucyHok 13

War 3: pgna pexvuma 3awmutel KC2 nobaBbTe annapatHbin JCY, HaxkaB KHOMKY
Io6asurs..(PrcyHok 13).

LWar 4: oTkpbiBaeTcs Mactep yctaHoBku [JCYH, HaxxMuTe KHOMKY Tlasee.
LWar 5: B okHe Bbibopa [CH BbibepuTe ICYH 1 HaxmuTe Janee

MacTep ycTaHoexkHd ACYH

Bwtop JCY
K.akaoi 1CH HeoSRoguo YoTaHOEMTE Y

Brigepire JCH, KoTopelid cnegyeT A00aEMTE, M HammWTE KHoMKY ' anes'',

[MpoMZEOOMTENA: JocTynHee OCH:

[Bze npousEomTEnH) B tkropn

F.ornanis Kpurme-Npo K.purmallpo MosogHe@ Marepuan

i ! Cofone

< Hazan I Danee » I OrreHa

PucyHok 14
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War 6: ycTaHoBneHHbIN annapaTHbIi [ICYH nepemecTTe B BEPXHIOK CTPOUKY, Bronormnyecknin
OCY MOXHO yaanuTb Uy OCTaBUTb, HAXXMUTE KHOMKY OK.

YnpasneHye AaTydKamMH El'l'f"-lﬂﬁHblH YHCEN XI

JATUHEH CIYYSAHE: YHCEN |

¥CTAHOBNEHBI CNEAYHILWKE ASTHHEH EJ'I':."'-iaﬁHblx HHICEM,

i! Cobonk
EHDnDrHHecKHH A

AoBaEHTE. ., I ¥ AAMHTE CEOACTEA |

O CTMEHS [[IpHMEHHTE

PucyHok 15
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4.3 YcTaHoBKa 1 HacTpomnka YaocrtoBepsitowero LieHtpa.
Co3panue CA ceptudukara

lMepen co3gaHueM KIo4eBOW Napbl U 3anpoca Ha cepTuduKaT NoNb3oBaTeNsd ONuLLIEM Kak co3aaTb
Ypaocrtosepsitowmi LleHTp (LeHTp cepTudmkauum — CA) cpeacteamm MS, koTopbilh OyaeTt nsgaesatb
cepTudmnkaTt nonb3oBaTenio.

Ha otgenbHom komnbtoTepe yctaHoBute OC Windows Server 2008 R2 n CK3U «Kpuntollpo
CSP».

3anyctute «Kpuntollpo CSP» 1 MHCTannMpynTe KroyYeBon cuuTbiBaTenb Peectp Anga xpaHeHus
KOHTENHepa ¢ cekpeTHbIM kntodom CA cepTudmkaTta, Kak onncaHo B pasgene «VHctannayms
KntoveBoro cuutbiBatens Peectp B «Kpuntollpo CSP».

Ons nHctannsaummn Yaoctosepstowero LieHtpa Microsoft Certification Authority sanyctute Server
Manager (Start-Administrative Tools-Server Manager) W BOWOMTE B pa3gen Roles.
BbibepuTe Add Roles U MHCTaNNupynTte Web Server (IIS).

3arem, BbINOMNHUTE MHCTaNNAUMO Active Directory Certificate Services (PucyHok 16),
KOTOpYto onuiwiem nogpobHee.

Add Roles Wizard x|

& Select Server Roles

Before You Begin Select one or more roles to install on this server,

erver Roles Roles:

Description:
AD CS e Directory Cartificate Active Directory Certificate Services
[/ AL“: Dr:LtU” L‘:mmt': - AD C5) is used to create certification
Role Services |: Active Directory Domain Services

|: Active Directory Federation Services

autharities and related role services
that allow you to issue and manage

Setup Type [] Active Directory Lightweight Directory Services certificai_:es usedin a variety of
LR [[] Active Directory Rights Management Services applications.
Private Key [] Application Server
[] DHCP Server
Cryptography [] DNS Server
CA Name [] Fax Server
validity Periad L] File Services
|: Hyper-v

Certificate Database [] Network Policy and Access Services

Confirmation [] Print and Document Services
[] remote Desktop Services

Progress Veh Sarver (T1E) (Tnetalle

Results [ windows Deployment Services

] windows Server Update Services

More about server roles

< Previous | Mext = I Insta Cancel

PucyHok 16

War 1:yctaHoBuUTe (pnaxkn Certification Authority M Certification Authority Web
Enrollment n HaOXXMUTE Next.
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Add Roles Wizard

EE% Select Role Services

Before You Begin
Server Roles

ADCS

Setup Type

CAType
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress

Results

Select the role services to install for Active Directory Certificate Services:

Role services: Description:

Certification Authority Web Enrollment
provides a simple Web interface that
allows users to perform tasks such as
request and renew certificates,
retrieve certificate revocation lists
{CRLs), and enroll for smart card
certificates.

Certification Authority

Certification Authority Web Enrollment
] certificate Enrollment Web Service
[] certificate Enrollment Policy Web Service

Mare about role services

< Previous | Mext = I Install Cancel

PucyHok 17

War 2: nepekn4yarterb JOIMKEH CTOATb B NOJIOXKEHUN Standalone, HAXXKMUTE Next.

Add Roles Wizard

Specify Setup Type

Before You Begin
Server Roles
ADCS

Role Services

Setup Type

CA Type
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress

Resuits

Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates. Specify whether you want to set up an Enterprise or Standalone CA.

{" Enterprize
Select this option if this CA is a member of a domain and can use Directory Service to issue and manage
certificates.

i standalone
Select this aption if this CA does not use Directory Service data to issue or manage certificates. A
standalone CA can be a member of a domain.

Mare about the differences between enterprise and standalone setu

< Previous | Mext = I Inst=ll Cancel

x|

PucyHok 18

War 3: noctaebTe nepekno4yaTtenb B NOMoOXXeHne Roote CA U HAXMUTE Next.
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Add Roles Wizard

Specify CA Type
Before You Begin A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure
(PKI). Aroot CAis a CA that issues its own selfsigned certificate. A subordinate CA receives its certificate
Server Roles from another CA. Spedfy whether you want to set up a root or suberdinate CA.
ADCS
Role Services ' RootCA
Setup Type Select this option if you are installing the first or only certification authority in a public key infrastructure.
kS " subordinate CA
Private Key Select this option if your CA will obtain its CA certificate from another CA higher in a public key
TrEre infrastructure.
CA Mame
Validity Period
Certificate Database
Confirmation
Progress
ResLlts

More about public key infrastructure (PKI

< Previous | Mext = I Install Cancel

PucyHok 19

War 4: noctaBbTe NepeknioyaTesib B NONoXeHWe Create a new private key.

Add Roles Wizard

EE;% Set Up Private Key

Before You Begin To generate and issue certificates to dients, a CA must have a private key. Specify whether you want to
create a new private key or use an existing one.

Server Roles

ADC5 ' Create a new private key

Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security.
‘fou will be asked to select a cryptographic service provider and specify a key length for the private key.

Setup Type Toissue new certificates, you must also select a hash algorithm.
Lais " Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Cryptography {¥) Select & certificate and use its assodated private key
CA Name Select this option if you have an existing certificate on this computer or if you want to import a

certificate and use its assodated private key.
iy R ) Select an existing private key on this computer
Certificate Database Select this option if you have retained private keys from a previous installation or want to use a private
. key from an alternate source,
Confirmation

Progress

Results

More about public and private keys

< Previous | Mext = I Inst=ll Cancel

PucyHok 20
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LWar 5: BoiOepuTe KpunTonpoBangepa Crypto-Pro GOST R 34.10-2001 Cryptographic
Service Provider M ycTaHOBUTE oflaXoK Allow administrator interaction when the
private key is accessed by the CA, HaXMUTE Next.

Add Roles Wizard x|
%E}j Configure Cryptography for CA
Before You Begin To create a new private key, you must first select a cryptographic service provider, hash algorithm, and

key length that are appropriate forthe intended use of the certificates that you issue. Selecting a higher

Server Roles value for key length will result in stronger security, but increase the time needed to complete signing

AD CS operations.
Role Services
Select a cryptographic service provider (CSP): Key character length:
Setup Type
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider ﬂ I j
CAType
Private Key Select the hash algorithm for signing certificates issued by this CA:
e GOSTR 34.11-94
graphy
CA Name
Validity Period
Certificate Database
Confirmation v Allow administrator interaction when the private key is accessed by the CA.
Frogress
Results

More about cryptographic options for a CA

< Previous | Next = I Instal Cancel

PucyHok 21

LWar 6: 3anonHute nonsa ansa CA ceptTudukaTta n HaxmuTe Next.

Add Roles Wizard x|

EE;L:’ Configure CA Name

Before You Begin Type in a common name to identify this CA. This name is added to all certificates issued by the CA.

Distinguished name suffix values are automatically generated but can be modified.
Server Roles

ADCs Common name for this CA:
Role Services 214-WBR.2-64-CA
Setup T
L= Distinguished name suffix:
CAType 0=5-Terra CSP, L=Moskow, C=RU
Private Key
Cryptography

CA Name Preview of distinguished name:
CN=214-W8R 2-64-CA, 0 =5-Terra C5P, L=Moskow, C=RU

Validity Period
Certificate Database

Confirmation
Progress

Results

More about configuring a CA name

< Previous | Mext = I Inst=ll Cancel

PucyHok 22
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War 7: ykaxnte nepuog AenCTBUS ANa cepTudukara.

Add Roles Wizard |
EE:-E Set Validity Period
Before You Begin A certificate will be issued to this CA to secure communications with other CAz and with dients reguesting
certificates. The wvalidity period of a CA certificate can be based on @ number of factors, induding the intended
Server Roles purpose of the CA and security measures that you have taken to secure the CA.
AD C5
Role Services Select validity period for the certificate generated for this CA:
50y =~
Setup Type ears
CAType CA expiration Date:  5/23(2017 4:44 PM
Mote that CA will issue certificates valid only until itz expiration date.
Private Key
Cryptography
CA Mame

Validity Period

Certificate Database
Confirmation
Progress

Results

Mare about setting the certificate validity period

< Previous | MNext = I Install Cancel

PucyHok 23

LWar 8: B okHe C YKa3aHunem O pasmMmelleHnn XpaHunumila oCctaBbTe 3Ha4eHUA no ymMmos4aHuio n
HaXXMUTEe Next.

Add Roles Wizard x|
EE:-E Configure Certificate Database
Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired

certificates. The database log can be used to monitor management activity for a CA.
Server Roles

AD C5 Certificate database location:
Role Services IC:\Windows\,syshemSZ\Cerﬂ_og Browse... |
Setup Type

= Wse existing certificate database from previous installation at this Incation
CA Type
Certificate database log location:

Private Ke
g IC ‘\Windows\eystem32\CertLlog Browse... |
Cryptography

CA Mame

Validity Period

Confirmation
Progress

Results

< Previous | MNext = I Install Cancel

PucyHok 24
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War 9: HaxkmuTe Install.

Add Roles Wizard x|
ﬁ Confirm Installation Selections
Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles
1. 1warning, 1informational messages below
AD CS FAAY ng, S5ag!
Role Services (i) This server might need to be restarted after the installation completes.
Setup Type +| Active Directory Certificate Services
CAType Certification Authority
1, The name and domain settings of this computer cannot be changed after Certification Autharity has
Private Key AN
been installed,
Cryptography CAType: Standalone Root
CA Name CSP: Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider
» i Hash Algorithm : GOSTR 34.11-24
Validity Period Key Length : 513
Certificate Database Allow CSP Interaction : Enabled
Certificate Validity Period : 5/28/2017 11:40 AM
Distinguished name : CN=214-WaR.2-64-CA,0=5-Terra C5SP, L=Moskow, C=RU
Progress Certificate Database Location @ C:\Windows\system32\Certlog
Results Certificate Database Log Location :  C:\Windows\system32\Certlog
Certification Authority Web Enrollment

Print, e-mail, or save this information

< Previous | Text > | Install I Cancel

PucyHok 25

Lar 10: BeiGepuTe KMNoYeBON HOCUTENb Registry, Kyaa byaeTt 3anMcaH KOHTENHEP C CEKPETHbIM
knoyom ansa CA ceptudumkaTa.

Installation Progress

Before You Begin The following roles, role services, or features are being installed:

S Rol
EMVEFPLIE Active Directory Certificate Services

ADCS
Role Services
sevo e R x
CA Type 0:09:10
_ [(2)=n Insert empty camer media
Private Koy - G[ED) "214-WBRZ-64CA".
=
Cryptogl
camame [ Details
Validity F Readers: Camier media inserted:
Certificate [ r—f“; B
Confirmation Status:

ResLits

Flrirrar & LI

ok | cancel Details << |i

Mext = | Inst=ll | Cancel |

< Previous

PucyHok 26
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War 11: noguranTe MbILLKOW UM NOHaXUMaWTE KnaBuLLK, NMOKa NPOMUCXOAUNT CO34aHme Ko4eBomn

napsbl.
Add Roles Wizard
@ Installation Progress
Before You Begin The following roles, role services, or features are being installed:

S Rol
EMVEFPLIE Active Directory Certificate Services

ADCS
Role Services
Setup Type
CA Type
RERnESy CryptoPro CSP |
Cryptograpfry 0:09:12
CA Mame t.é‘? Biological random number generator
Validity Period
ity Perio Press buttons or move mouse pointer over this window
Certificate Databaze until key is created...
Confirmation
INone
Results [ ]

I
8 Configuring...

= Previous

Mext = | Inst=ll | Cancel |

PucyHok 27

LWar 12: 3agavite naponb K CO34aHHOMY KOHTEWHepPY.

Add Roles Wizard
@ Installation Progress
Before You Begin The following roles, role services, or features are being installed:

S Rol
EMVEFPLIE | Active Directory Certificate Services

ADCS
(=l =St = =0 CryptoPro CSP x|
Setup Type ; 0: 0-8: 43
[(2)=m Setpassword on produced container "214-W8R2-64-CA™,
CA Type :g
Private Key
Cryptograp (% Setnew password N
CA Name New password: | sesssss
Validity Per Confirmation: | sennnns
Certificate Dat
Ok I Cancel | Details ==
Confirmation

Results

I
8 Configuring...

= Previous

Mext = | Inst=ll | Cancel |

PucyHok 28
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LWar 13: ykaxxute naponb K CoO34aHHOMY KOHTENHEpY.

Installation Progress

Before You Begin The following roles, role services, or features are being installed:

Server Roles

Active Directory Certificate Services

ADCS
Role Services
Setup Type
CA Type
Private Key
[olgTiiola=ln syl CryptoPro CSP 5'
0:09:43
ekl Type password for container "214-WW8R 2-64-CA™
Validity Period = =BS5S
Certificate Databz EN
Confirmation Password: I |
[ save password
Results
QK I Cancel |
|
g Configuring...
< Preyious Mext = | Inst=ll | Cancel |
PucyHok 29

War 14: uHcTannaumsa YaocTtosepsiowero LieHTpa 3aBepLueHa, HaxmuTe Close.

Add Roles Wizard

Installation Results

Before You Begin . . .
The following roles, role services, or features were installed successfully:
Server Roles
' 1warning message below
ADCS o -

Role Services 1

A Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is

automatically updated, turn on Windows Update in Control Panel.
Setup Type _
CA Type ~| Active Directory Certificate Services 'ﬂ' Installation succeeded
Private Key The f_ollowiljg role ser\rifes were installed:
Certification Authority
Cryptography Certification Authority Web Enrollment
CA Mame
Validity Period
Certificate Database
Confirmation
Progress

Print, e-mail, or save the installation report

< Preyious Mext = | Close I Cancel

PucyHok 30
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Lar 15: ona aBTOMaTnyecKkoro co3gaHus NognMcbiBaeMbIX cepTUdUKaTOB MO 3anpocy NposeauTe
HeKoTopble HacTporkn YaoctoBepstowlero LieHTpa. BbisoBuTte Certificate Authority
(Start- Administrative Tools-Certification Authority), Boigenute ueHTp CA un
HaXXMuTe Properties. B OkHe Properties BoMauTe BO BKNagky Policy Module (PucyHok 31)
N HaXXMUTE KHOMKY Properties...

Extensions | Storage | Cerdificate Managers
Enrollment Agents I Auditing I Recovery Agents | Securty
General Palicy Module | Exit Module

— Description of active policy module
Mame: Windows default
Description: Specifies how to handle cerdificate requests for
Enterprise and Stand-alone Chs
Version: 6.1
Copyright : = Microsoft Comporation. All fights reserved.
Properties. .. Select. ..

oK | Cancel | 4ol Help

PucyHok 31
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Lar 16: B noaBMBLUEMCS OKHE Properties YCTaHOBUTE NepekroYaTernb B NOMoXeHne Follow

the settings.. (aBTOMaTU4YECKM U3aBath cepTudmKaT no 3anpocy) (PUCyHOK 32) U HaxmMuTe
OK.

Request Handling |

The Windows default policy module contrals how this CA should handle
certificate requests by default.

Do the following when a cedificate request is received:
™ Set the certficate request status to pending. The administrator must
explicithy issue the cerificate.

*' Follow the settings in the certificate template, if applicable.
Ctherwise, automatically issue the cerificate.

QK I Cancel Apphy

PucyHok 32

War 17: B okHe Windows default BblgaeTtcs npeaynpexaneHue o HeobxogMMocTn nepesanycka

cepTUdMKaTHOro cepsuca:

Windows default x|

| Active Directory Certificate Services must be restarted for these
' changes to take effect.

PucyHok 33
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Lar 18: B OkHe Certificate Authority BblOepuTe NpeasnoxXeHne MeHo Action, B
BbiNagalroLLEM MEHIO NpeasioxXeHne A11 Tasks, a B CreAyoLWeM BbiNagaloweM MeHo —
npennoxeHne sStop Service. [locne ocTaHOBKM cepBuca BblIbepnTe NpeanoxeHme Start

Service.
h certsry - [Certification Authority (Local)\214-WEBR2-64-CA] - |EI|£|
File | Action View Help
4= ® All Tasks » Stark Service
= Stop Service
i Refiesh ° |
= ﬂ; Export List... Submit new request... Lificates
Properties Back up CA... cates
Restore CA... jests
Help Ets
T OO RETEEST  peneyw CA Certificate. ..
Contains actions that can be performed on the item, |
PucyHok 34

Ha atom co3paHue Ypoctosepstowero LieHTpa n ero CA cepTudmkaTta 3akoH4€EHO.

MpumeyaHwue:
[ns Bo3amMoxXHOCTU AanbHevwero Beibopa kpuntonposangepa “Kpuntollpo CSP” B okHe co3gaHus
3anpoca Ha cepTudumkart, BbINOMHUTE cneayollee:

B (hanne System32\certsrv\certsgcl.inc USMEHUTE 3HAYEHNE KOHCTaHTbl Const
nMaxProvType € 25 Ha 99. B cTaHAapTHOM CKpunTe NepeyncrieHo Tonbko 25 Tmnos
KpunTonposanaepa.
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43111  JkcnoptupoBaHue CA ceptudukara B cpann

War 1: ons akcnoptupoBaHua CA ceptucdmkata B dpann, songnte cHavana B Certificate Authority
(Start- Administrative Tools-Certification Authority), Bbigenute ueHTp CA un
HaXMuUTe Properties:

E!! certsry - [Certification Authority (Local)\214-WEBR2-64-CA] - | Ellil
File Action View Help
&7 |Eo=|H[> =
i) Certification Authority (Local) Marne |
o B Al Tasks b | Revoked Certificates
| Issued Certificates
View 4 | Pending Requests
Pefresh | Failed Requests
Export List...
Properties
Help
|Displays Help for the current selection. |
PucyHok 35

War 2: nanee BO BKNagke General HaXMUTE KHOMKY View Certificate. B nosBmuBlueMcs okHe
Certificate BbibepuTe BKNagky Details, B BeiNagawLlleM MEHIO Show BblibepuTe
npeanoxenune All, 4tobbl yBUAETh BCe Nond ceptudmkata. Haxmmre kHOMKy Copy to File.
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x

‘General Details |Cerﬁﬁmﬁun Path I

Show:
Field | Value -
D'I.l'ersinn V3
DSEriaI number 357f23faB2fbage4Bel..,
BSignature algorithm GOST R 34, 11/34. 10-2001
DSignamrE hash algorithm GOSTR 34.11-94 |-
Dlssuer 214-WBR2-64-CA, 5-Terra C5...
B'I.-'alid from Wednesday, May 23, 2012 5:...
D'I.-'alid to Tuesday, May 23, 2017 5:06:...
gSubject 214-WBR2-64-CA, 5-Terra C5... |

Edit Praperkies, .. | Copy to File... |

Learn more about certificate details

PucyHok 36

LLlar 3: B okHe BM3apAa 3KCMopTMPOBaHUS cepTuduKaTa HaxXMUTe Next.

Certificate Export Wizard x|

Welcome to the Certificate Export
Wizard

1
Pr E This wizard helps you copy certificates, certificate trust
< ___%_. lists and certificate revocation lists fram a certificate

- tore to disk.
= :Q/ store to your di

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

= Back I Mext = I Cancel

PucyHok 37
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LWar 4: nanee B okHe BM3apaa Certificate Export Bblbepute chopmaT, B KOTOPOM AOSKEH
ObITb 3KCNOPTMPOBaH cepTudmKar.

Certificate Export Wizard

tiom path it p
ful

ed|properties.

PucyHok 38

LWar 5: ykaxute ums dawna, B KOTOpbI 6yaeT akcnopTMpoBaH cepTudumKar.

Certificate Export Wizard

oo |

PucyHok 39
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LWar 6: askcnoptupoBaHne CA cepTudukata B paiin 3aBepLUeHO, HaxXMuTe Finish

Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Expart
wizard.

You have specified the following settings:

Export Keys Na
Include all certificates in the certification path Mo
File Format DER En
| | i

x|

< Back I Finish I Cancel

Mpw ncnonb3oBaHnn kpunTobudnuotekn «C-Teppa Cndcluy» ganee nepenaute B pasgen

PucyHok 40

«Co3pgaHue CepTVI(bVIKaTa noJyib3oBaTesNA C UCNoJib30OBaHNEM Kpl/II'IT06l/I6J'II/IOTeKI/I, pa3pa60TaHH017|

komnaHuen «C-Teppa Cudcllny.
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4.4 Co3paHnue ceptuchukata nonb3oBatens ¢
ucnonb3osanmem CK3U «Kpuntollpo CSP

4.4.1 Co3paHue kno4yeBon napbl 1 hopmmupoBaHue 3anpoca
Ha cepTudmKaT nonbL3oBaTens

Onuwem aToT npouecc Ha oTAesibHOM KOMMNbOTEPE Nosib3oBartend.

War 1: ycraHoBute nporpammHbin Mpoaykt CK3U «KpunTollpo CSP»..

War 2: wuHCTannMpymnTe KNIYEBON HOCUTENb, Ha KOTOPOM ByaeT pasmeLLeH KOHTENHED C
CeKkpeTHbIM Kntoyom nonb3oBatens, ncnonedyss CK3U "Kpuntollpo CSP

War 3: 3anyctute Microsoft Internet Explorer. B none Address ykaxute agpec cepsepa
YpoctoBepstowero LleHTpa u 3anyctute ytunuty certsrv (Certificate Service),
Hanpumep, http://10.0.6.214/certsrv/.

Monaraem, 4To Ha cepBepe yxe yctaHoBrneH Mpoaykt CK3W «Kpuntollpo CSP».

lWar 4: B nosBMBLLUEMCS OKHE BbICBEYMBAETCA NMS yaocToBepAowero ueHTpa — B Hallem cryvyae

214-W8R2-64-CA. [ina dopmmnpoBaHuA 3anpoca Ha co3gaHue ceptudmkarta
nonb3oBartens BbibepuTe nNpeanoxeHme “Request a certificate” (PucyHok 41):

/= Microsoft Active Directory Certificate Services - Windows Internet Expl i [m] B
e
Si1Z |g http:,l',l'lD.El.Eu.EH,l'-:erj b || 44| | ¢ I A Anaekc Folbs

File Edit Miew Fawarites Tools  Help

»

<7 Favarites & Microsoft Active Directory | | - B - m +~ Page ~ Safety = Tools -

Microsoft Active Directory Cerificate Services — 214-W8R2-64-C

Welcome

Use this Web site to request a centificate for your Web browser, e-mail client, or other program. By
using a certificate, you can verify your identity to people you communicate with over the Web, sign

and encrypt messages, and, depending upon the type of certificate you request, perform other
security tasks.

You can also use this Web site to download a cerificate authority (CA) certificate, cerificate chain,
or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate
Senices Documentation.

Select a task:
Eeguest a certificate

View the status of a pending certificate request
Download a CA cerificate. cerificate chain, or CEL

I_ I_ I_ I_ I_ I_ |_ Internet |V:'i - | HA00% -

B

PucyHok 41
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LWar 5:

BblOEpUTE pacLUMpPEHHbIV 3anpoc Ha cepTudmkaT — NnpeanoxeHne “advanced
certificate request” (PucyHok 42):

/2 Microsoft Active Directory Certificate Services - Windows Internet Explorer - |EI|5|
e . L [ | 4 -
@n‘:; » |&] http://10.0.6.214fcer 2| | B3| #2 | X [ [8) Anaexc e

File Edit Miew Fawarites Tools  Help

n . a1 L »
oy Favorites @ Microsaft Active Directary | | v - 0 mm o+ Page~ Safety v Tools -

Microsoft Active Directory Cerificate Senvices — 214-W8R2-64-CA

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or. submit an advanced certificate request.

[
Done l_ l_ l_ l_ l_ l_ FO Internet lva = | Ho0% -« g

PucyHok 42

LWar 6: Aansa nonyyeHus dpopmbl Ansg hopMMpoBaHus 3anpoca Ha cepTudmkat Boibepute
npeanoxeHue “Create and submit a request to this CA” (PucyHok 43):

/= Microsoft Active Directory Certificate Services - Windows Internet Explorer - |I:I|5|
e . L [ | 4 -
@:; - |g, http.J‘J‘lD.D.ﬁ.ZH,l'n:erj o W s N P 4 Ii AHagkc pe

File Edit Wiew Favorites Tools  Help

N . n L 3
i Faverites @ Micrasaft Active Directary | | S ) - 7 mm - Page~ Safety + Tools -

Microsoft Active Directory Cerificate Services — 214-W3R2-64-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following
options to:

iCreate and submit a request to this CA.

Submit a cenificate request by using a base-64-encoded CMC or PKCS #10 file. or submit a
renewal request by using a base-64-encoded PRCS #7 file.

N

[ [ T [ [ & meernet ST

PucyHok 43
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War 7:

3anonHuTe oopMy pacLLUMpPEHHOro 3anpoca, nokasaHHyto Huke (PucyHok 44). Jagum
HEeKOTOpble NOACHEHUA ONA ee 3arnoJfIHEHUA:

e B pasgene Identifying Information (MHdopmauus o Bnagensbue CepTudumkara) BHecuTe
JaHHble 0 Bnagenbue ceptudumkaTa. Bo Bcex nonsix aToro pasgena paspellaercs
NCNonb30oBaTb He TOMbKO NTAaTUHCKNE, HO U pycckmne OykBbI, KpoMe nons Country/Region, oHO
BCerga coaepXxuT 3HadeHne RU.

o B pasgene Type of Certificate Needed (Tun Tpebyemoro cepTtucmkaTa) n3 BoinagaroLLero
cnucka BblbepuTe npeanoxenune Client Authentication Certificate

e B pasgene Key Options (Onuwuu kntoyeit) 3agatoTcs napameTpbl CO34aBaeMoi Ko4YeBon
napbl 1 pa3MelLleHne CeKpeTHoro knova. PekoMmeHayeTcs BbiopaTh criedytowmne onuum:

noctaBbTe MepeknyaTens B NonoxeHne Create new key set (CosgaTb yCTaHOBKM
011 HOBOIO CEKPETHOrO Knto4a)

CcsPp (Tvn KpuntonpoBangepa) — 13 BbinagatoLiero cnucka Boibepute Crypto-Pro GOST R
34.10-2001 Cryptographic Service Provider

Key Usage (Mcnonb3oBaHue Kkrtoden) — BbIbop Tvna kntova — Signature (onsa nognucm),
Exchange (ons obmena), Both (ons nognmucn n obmeHa) — nocTaBbTe NepeknyaTens B
nonoxexve Both

Key Size (Pa3mep kntoya) — npu Beibope anroputmMa GOST R 34.10-2001 anuHa kntoya
Bcerga 512

noctaBbTe nepeknto4yaTernb B nofioxeHne User specified key container name,
YTOObI 3a4aTb UMA KOHTeVIHepa C CEKPETHbLIM KJ1H04OM

B none Container name (MIMS koHTelHepa) BBeAUTE WMSI KOHTElWHepa, B KOTOPOM
OyoeT pasMelleH CeKpeTHbI Koy 6e3 ykasaHus KIlo4eBOro HocUTens, BbiGpaTb
KMoYeBOM HocuTenb GyaeT npeanoxeHo Adanee. B vMeHM KkoHTelHepa paspeluaeTcst
MCNonb30BaTh NaTUHCKMe GyKBbI U LUAPHLI

Mark keys as exportable — MocTaBbTe onaxok, YToGbl MOXHO GbINO CKOMMPOBaTb
KOHTEHep C CEeKPeTHbIM KMHYOM C OAHOMO KMHYEBOro HOCUTENs Ha OPYrou, a Takke BO
BPEMSI CO3[aHUs MHCTannsAUMOHHOro dbaiina npoBecTM MNpPOBEpKYy COOTBETCTBUS
cepTudmKaTa nonb3oBaTens U CEKPETHOro KIoya

¢ B pasgene Additional Options (JononHuTenbHbIe ONuMK):

Hash Algorithm— BblGpate GOST R34.11-94

panee yCtaHOBOK HUKaKUX OesaTb He HYXHO.

Mo aTomy obpasuy 3anonHuTe GopmMy 3anpoca U HaXXMUTE KHOMKY Submit (nocnaTtb 3anpoc):
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Microsoft Active Directory Cerificate Services — 214-W3R2-64-CA

Advanced Certificate Request

Identifying Information:

Mame: Iuser_teat

E-Mail: |

Company: |S-Terra CsP

Department: |Deue|npment

City: IMnscnw
State: |

Country/Region: IRU

Type of Certificate Needed;

|Client Authentication Certificate j

Key Options:

% Create new keyset  © Use existing key set

CSP: |Cr'_.,rpt|:|-F'r|:| GOST R 34.10-2001 Cryptographic Service Provider
KeyUsage: ¢ Exchange ¢ Signature @ Both

. Min:512 . -
Key Size: IE‘]E r.-'al.;"’v'z (comman key sizes: 512 )

i Automnatic key container name & User specified key container name

Container Name: ||:Dntainer_user_teat

¥ Mark keys as exportable
[ Enable strong private key protection

Additional Options:

[

Request Format,. & CpC i PKCS10

Hash Algorithm: [GOST R 34.11-94 =]
Only used to sign request.

™ Save request

=

Attributes: -
1 r

Friendly Mame:

Submit = |

PucyHok 44

[
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Lar 8:

Potential Scripting ¥iolation

This Weh site is requesting a new certificate on wour behalf, You should allow only brusted Web sites to request a certificate For waou.

L3 j Do wou want ko request a certificate now?

Yes | Mo I

nosiensieTcs npeaynpexaeHue (PucyHok 45), HaxXMUTe KHOMKY Yes, YTOObI NPOOOIMKUTD:

x|

PucyHok 45

LWar 9:

BblbepuTe KrnoYeBow HOCUTENb, B KOTOPOM ByaeT pasMeLleH KOHTENHEP C CEKPETHbIM
KntovoMm, Hanpumep, PeecTp, n Haxmnte OK. B Lensix 6e30nacHOCTM KOHTENHEP C

CEKpPETHbIM KIIOYOM Nyylle pasMellaTtb Ha BHelHeM HocuTene (eToken), koTopein byaet

XPaHUTbCA TOJTBKO Y NoNb3oBaTena.

KpunTollpo CSP

|20 BCTaEETE YHCTEIA KAKYEEDH HOCHTENE
= " i o
| . cantainer_user_test

0:05:58

X

~ CEEOEHWA

HeTpoicTea:

B cTaENEHHEIN HOCUTEE:

I

CocToaHHe:

Feectp

>

AR Al ll

OTrEHA

o]

CEeiEHWA <<

PucyHok 46

War 10: gns co3gaHus kntoveBow napbl B pexmnme KC1 nosiBnsieTcst okHO Ans 6uonornyeckom
nHnumanusaumm ACH — Haxxmute nobble KNnaBuLLIKW UNu NogsuranTe MblWKon: B pexume

KC2 Takoe OKHO He nosBnsdeTcs.

KpunTollpo CSP

HaHMaiTe KNagHLwH Mk I'IEFIEMEIJJ.EIﬁTE YEazaTeNE
MEILWK H3 4 3THM OKHOM A0 TEX Nop, NokKa KNy HE ﬁ'}.".ﬂET

CO3A4H. ..

INDne|

00956

BHONorMueckmi AATHHE l:.l'l':."‘-laﬁHblx HHFCEN

X

OTHEHE |

PucyHok 47
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War 11: 3agavite naposnb Ha KOHTEMHEP C CEKPETHbLIM KIHOYOM U HaXMUTe OK:

KpunTollpo CSP ﬂ
0:02:54
(2= ¥CTaHOBMTE NApONk HA CO3AAEIEMEIN KOHTERHED
e b - o
| conkainer_user_test”,

{+ YETAHOEMTE HOEEIR Napons EM
HoEERIA Naponk:! I |
MoATEEpH AEHHE! |

CITMEHS | MNoapobHee == |

PucyHok 48

Taknm obpasom, knyeBasi napa — OTKPbITbIN U CEKPETHBIN KNtoum co3faHbl. CekpeTHbIN KoY
pasmeLlLEeH B KOHTEMHEpEe B KIOYEBOM HocuTene PeecTp Ha KOMNblOTEepe nonb3oBaTtens u

3awmiieH naponem. A Ha OCHOBE OTKPBLITOrO krntova Yaoctosepstowmn LienTp cosgact ceptudmkat
nonb3oBaTtens.

LWar 12: Ypoctosepstowmn LieHTp cpasy nagan ceptudmkar nonb3oBaTend v npmucnan o6 atom
yBegomnenue (PucyHok 49). Beibepute npegnoxenue “Install this certificate”, 4tobbl
nony4uTb cepTudukaT nonb3oBartens us Ygocrosepsiowero LieHTpa n paamectuts ero B
KOHTeNHepe C CeKpeTHbIM KIoYoM, B Hawem npumepe — B PeecTpe.

,f" Microsoft Active Directory Certificate Services - Windows Internet Explore -|0] x|
@; - Iﬁ, http:,l',l'lEI.EI.Eu.214,|'n:ertsrv,l'cj [ 2 | |8 Annerc £ -

| Fle Edit ‘iew Favortes Tools  Help

‘ff Favorites (& Microsoft Active Directory Certificate Services | |

Microsoft Active Directory Certificate Semnvices — 214-W38R2-64-CA

Certificate Issued

The cerificate you requested was issued to you.

®~] |nstall this certificate

™ Save response

PucyHok 49
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LWar 13: nosiBnseTtca npeaynpexaeHue (PucyHok 50), HaXKMUTE KHOMKY Yes, YTOObl MPOAOITKUTD:

Potential Scripting Yiolation x|

This Web site is adding one or more certificates to this computer, Allowing an untrusted Web site to update vour certificates is a security risk, The Web
! site could install certificates vwou do not trust, which could allow programs that wou do nok krust ba run on Ehis computer and gain access to your daka,
L

D waou wank this program o add the certificates now? Click Yes if wou trust this Web site, Otherwise, click Mo,

Yes | Mo I

PucyHok 50
LWar 14: euwle pa3 BBeANTE Naposib Ha KOHTEMHEP C CEKPETHBLIM KIMOYOM M HaxxMuTe OK (PucyHok
51):
KpunTollpo CSP x|
0:09:52

(2} EEeAWTE Napone ANA KOHTEHHERS
e - ) "

| conkainer_user_kest

EN

Maponk: I

r SANoOMHHTE naponk
omera_|

PucyHok 51

BblpaeTtcs coobueHmne, YTo cepTudmKaT Nnonb3oBaTens yCnewHo pasmMeLleH B KOHTENHEpPE C
cekpeTHbIM krtovom (PucyHok 52).

fj Microsoft Active Directory Certificate Services - Windows Internet Explo =10l x|

@:—: = |g http:,l',l'lEI.EI.E-.214,l'n:ertsrv,l'cj | X Iﬂ AHAEkC Fo e

| Fle Edit ‘iew Favortes Tools  Help

‘ff Favorites (& Microsoft Active Directory Certificate Services | |

Microsoft Active Directory Certificate Semnvices — 214-W38R2-64-CA

Certificate Installed

Your new certificate has been successfully installed.

[

PucyHok 52

CepTtudukat nonb3oBaTens MOXHO NoNy4YnTb U3 YaocTtoBepsitoLwero LieHTpa n gpyrumm nyTamu, HO
OMUCaHHbIV 3aeck Hanbonee ygobeH.

B KoHTekcTe 6e3onacHOCTU KOMMbOTepa, NoMnb3oBaTeNb HE MOXET 3anpalunBaTb cepTudukar
KOMMbloTepa Yepe3 MHTEPHET ¢ Ucnosib3oBaHMeM o6o3peBatens Internet Explorer. MoaTomMy, 4ToGbI
NONY4YnTb KOHTEHEpP C cepTUdUKATOM AN KOMMbloTepa, Heo6XoANMO CKONMPOBaThL KOHTEHEP C
nokarnbHbIM CepTUdUKATOM, KOTOPbI OblN NOMyYeH U3 Y10CTOBEPAOLLEro LeHTPa B KOHTENHep
KOMMNbtoTepa. TN AENCTBMS BLINOMHATCS Npu nomolumn npoaykta «Kpuntolpo CSP»  onucaHbl B
crepytollem pasgene.
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4.41.1

Ons KonnpoBaHuA KOHTeVIHepa C NNOKalibHbIM CepTVICbl/IKaTOM nonb3oBaTesida B KOHTeVIHep

KonupoBaHue KOHTeNHepa

KOMNblOTEpPa BbINOJIHUTE cleayuime OencTBus:

War 1: 3anyctuTte NpoaykT «Kpunrollpo CSP».

LLar 2: BoiianTe BO BKNaAKy Cepsuc U HAXMUTE KHOMKY CKOMMPOBAThL KOHTEMHEP...

CeoicTEa KpvnTolpo CSP

JonNonHHMTENEHD I ANrOpHTMB I EezonacHoOCTE | Winlogon
CIALLME I Cfopy A0ESHHE CEpEHC

EOHTEHRHED 3aKpRITOMD KAHHa
3TH MACTEPS NOZEONAKT CKOMNHPOBETE MK ¥ AAMHTE KOHTEHHER
ZAKPBITOND KNHIYa C HOCHTERA.

| CKONMPOBATE KOHTERHED. .. I ¥ AANKTE KOHTEHHED. ..

T CEpTHRMIEATEl B KOHTEMHEDE 3aKPEITOND KAHHS
ITOT MACTEQ NOSEONAET NPOCMOTRETE CEpTHRHKATEI, HaxoALHECA
E KOHTEAHEDE SaKPEITOMD KNHYaE, M YCTAHOEMTE MX B XpaHHHLLE
CEPTHHHEATOE,

MpOCMOTPETE CERTHHMKATE! B KOHTERHERE. .

~ Mi4HEF cepTHpHEaT
3TOT MACTEQ NOZEONAET CEAZATE CEpTHHMKAT 13 dafna o
KOHTEAHEDOM ZaKPEITOMD KNHIYE, YCTAHOEHE 3TOT CepTHHMEAT B
EPAHHMHLLE,

WCTAHOBHTE NHYHEIR CEPTHHRMKAT. .. |

T Map0nK ZakpEITER KNHYem

3TH MAcTEpa NO3E0MAKT M3MEHEHMTE Naponk (MH-Koak]) 3aKpBITE
KNHLEA MK Y ASMMTE SAN0MHEHHEIS PEHES Nap0H,

x|
I

KIZMEHMTE Naponk. .. | ¥ AANHMTE ZAM0MHEHHEIE NAPOAH. .. |
O, | Cancel | Apply |
PucyHok 53
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LLiar 3: B cnegyrowemM okHe AJ1si yka3aHusl KOHTelHepa NocTaBbTe nepekroYvaTesib B NONokeHne

KJIOUEeBOM KOHTelMHep I[lonb3oBaTensa U HAXMUTE KHOMKY O630p...

KOnNWpoBaHWe KOHTEAHEPA 3aKpLITOr0 KNH4a %]

KoHTeHHEp 3aKpLITOro Kmoda
BESAMTE MNK VEAHHTE KOHTEHHED 3aKPBITOMD KNHYa, KOTOPEIF HEobxo MO g

CKONHMPOEATE

MmMa knHoYeEoro KDHTEﬁHEFIEI:

| QAz0p. .. I

BEEAEHHOE MMA 33438T KAHHEEDH KOHTERHED: Mo cepTHpHEATY. .. |

¥ Monesosatens

i FKoMneraTepa
BriGepHTE CSP ANA NOMCKA KAHIYEER KOHTEHHEQDOE!

Crypto-Pro GOST R 34.10-2001 Cryplographic Service Provider j

= Back | Mext = | Cancel
PucyHok 54

LLar 4: noctaBbTe NepekntoyaTenb B NOMOXEHNe YuMKaabHEle UMeHa U Bbloepute KOHTenHep ¢

nokanbHbIM cepTUdrKaToM, KOTOPbIN BbiN NoNyyYeH U3 YA0CTOBEPSAOLLErO LeHTpa.

KpunTollpo CSP

Brifop KAHOYEEOrD KOHTERHERA

00720

— B cnkcke nokaselsate:

i APy #ECTEEHHBIE HMEHS 0 ¥HHKaNEHBIE HHMEHS

CMHCOK KNHIYEELI: KDHTEﬁHEDDB NoONe30E3TENA!

CHHT... = | YHHEANEHDE HMA |
PeecTp REGISTRYY|conk_user_test

PeecTp REGISTRYY\conk_usertest

PeecTp REGISTRYY\container_user_test

Ok I OTHEHS

PucyHok 55
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LWar 5: noctaBbTe NepekntoyaTesib B NONIOXEHWNE kJIUeBO KOHTeMHep [losib30BaTesnsa U
HaXXMUTe Next.

KOnNWpoBaHWe KOHTEAHEPA 3aKpLITOr0 KNH4a %]

KoHTeHHEp 3aKpLITOro Kmoda
BESAMTE MNK VEAHHTE KOHTEHHED 3aKPBITOMD KNHYa, KOTOPEIF HEobxo MO g

CKONHMPOEATE

MmMa knHoYeEoro KDHTEﬁHEFIEI:

conkainer_user_kest CfAzop... |

BEEAEHHOE MMA 33438T KAHHEEDH KOHTERHED: Mo cepTHpHEATY. .. |
%" MonesosaTtens
8 KomneraTepa

BriBepHTE CSP ANA NOMCKA KAHIYEER KOHTEHHEQOE!
Crypto-Pro GOST R 34.10-2001 Cryplographic Service Provider j

= Back I Mext = I Cancel

PucyHok 56

LWar 6: 3agarite nms Kno4YeBoro KOHTeVIHepa, Ha KOTOprVI 6yp,eT BbIMOJTHATbCA KOMNMMpoBaHue,
NoCcTaBbTE MepekrnoYyaTenb B NOMOXeHNe KioueBoy KOoHTeMHep KowmmnbioTepa U HAXMUTE
KHOMKY Finish.

KOonWpoEBaHWE KOHTERHEPA 3aKPLITOro KNH4a x|

KOHTeHHEpD 3aKpLITOrD KAHYa
BEEAWMTE KOHTERHED 3aKPEITOND KAHIYE, HA KOTOPEIA HEODx0AMMO @

CKONHMpPOEATE

Ma KNHOYeEoro KDHTEHHEDEI:

conkainer_comp_kesk

BEEASHHOE HMA 33,036T KNHOYEEDH KOHTERHED:
" MonszoEaTens
¥ KoMnerTEpS

BrifeprTe TSP ANA NOMCEA KNHOYEBR KOHTEHHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryphographic Service Provider j

< Back. I Finish I Zancel

PucyHok 57
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LWar 7: BoiOepuTe KNKOYEBON HOCUTENDL, Hanpumep PeecTp, Ans pasmelleHns KOHTelHepa ¢
CEKPETHBIM KITFOYOM U HaXXMuTe OK.

x
0:09:54

?_., BCTaEETE YHCTRIA KADYEEDH HOCHTENR
= " i o
| container_camp_test™.

~ CEEOEHWA

HeTpoicTea: B oTaBneHHEIR HOCUTER:

CocToaHHE:

AR Al ll
()% I OTrEHA CEEiEHWA <<

PucyHok 58

LWar 8: yCTaHOBUTE NapoJib Ha co3gaBaemblin KOHTeVIHep N HaxXxmute OK.

KpunTolpo CSP x|

0:09:46
[2) YCTAHOEMTE Napofk HA CO3AAESEMEIR KOHTEHHED
. = n = 1
| conkainer_comp_kest”,
{* YiTAHOBMTE HOEEIA Napanb EM

HOEEIA Naponk: I sesnnae

MoaTEEpHAEHHE: quu-

CITMEHS | MoapobHee == |

PucyHok 59

[ns permctpaumm nokanbHOro ceptudurkaTa Ha wnose 6esonacHOCTN HeobxoanMo
3KCNOPTMPOBATh NOKanNbHbLIN cepTUduKaT U3 KOHTeNHepa B dain, No3TOMy nepenante K
cnepyowemy pasgerny.
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4.4.2

JKcnopTupoBaHue cepTudmkaTa nonb3oBartens B hann

Ha KOMMNbOTEPE MOJib30BaTes1A B KIO4EBOM HOCUTETE PeeCTp HaxoauTcA KOHTeVIHep, KOTOprVI

COOEPXUT cepTndurKaT nonb3osarten

S1 U CeKPETHbIN KNtoY 3Toro ceptudpmnkata. Ons

3KCMOPTUPOBAHMA cepTudmkaTa B bann BbINOMHUTE creayowmne AencTBus:

War 1: 3anyctute npoaykt «Kpuntollpo CSP» —lyck - Hactporika - IlaHesnb
ynpasJyeHus — Kpuntollpo CSP

War 2: BonauTte Bo BkNaaky Cepeuc (PrcyHok 60) n HaXXMUTE KHOMKY [IpocMOTpeTs
cepTU@MUKATEL B KOHTEMHEDPE...

CeoicTEa KpvnTolpo CSP 5[

AononHKTENEHD I ANArOpHTHE I EesonacHoCTE | YWinlogon |

CALHE

— HOHTERHED 3aKPEITOND KAHYS
3TH MACTERS NOSBEONAKT CKOMMPOBATE MAM YAANMTE KOHTERHED
3AKPEITOND KAHIYE C HOCMTERA,

CIONMPOESTE KOHTEAHED. ., ¥ AaNHTE KOHTERHED. ..

DA0pY A0EaHHE CEpEHE

CEPTHRHEATOE,

— CEpTHHMKATE! B KOHTEAHEDE 3AKPEITOND KAHIYS

3TOT MACTER NOSEQNAET NPOCMOTRETE CEFITHEI:IHKEITI:-I_. Haxo4AWHecq
E KDHTEﬁHEDE SAEPBITOND KNHD4a, W YCTAHOEWTE Mx B XPaHMNHULLE

| MpOCMOTPETE CEQTHRMKATEI B KOHTERHERE. . I

— IMHYHEIM CEpTHDMHIKAT
3ITOT MACTEp NOZEONAST CB

APaHHNHLWLLE,

KOHTEHHEDOM SAKOBITOMD KAKIY4E, YCTAHOBME 3TOT CEPTHMKAT B

WCTAHOEMTE MHYHEIR CEPTHRHEAT. ..

A58TE CEPTHHRMEAT M3 haina c

—MaponK 3aKpEITEIX KAHHER

M3MEHKMTE Napank. ..

3TH MAcTepa NOZEONAKT M3MEHEHMTE Naponk (MMH-Koak) ZaKpeITE
KNHOHER MK Y ASNMTE ZAN0MHEHHEIE PAHES NP0,

| ¥ AaNKTE 3AN0MHEHHEIE NAPONH, .. |

(0] 4 | Cancel | apply |

PucyHok 60
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War 3: 4na ykasaHusa KOHTeWHepa NocTaBbTe NepekniovaTesnb B NOMOXeHWe KomnsioTepa U
HaXXMWUTE KHOMKY 06:30p...

CepTvhMKaThLI B KOHTEAHEDE 3AKPLITOND KAHYa %]

KoHTefiHEp 3aKkpuTOro Kmova
BEEAMTE MM YKAKUTE KOHTEAHED ZaKPETOrD KAKYa 407 NpOCkMoTpS g

CERTHPHESTOE B 3TOM KOHTERHEDE

Wraa knioyesoro KEII'FI'EII':{HEFIEIZ

Ozop... |

BEEIEHHOE MMA 33038T KAKMEEDN KOHTERHER: Mo CEpTHRMEATY. . |
" MNonssoearens
{* Komnewrepa

Brigepure CSP anA nouMcka KNnYEERIR KOHTEHHEDOE:
Cropto-Pro GOST A 24.10-2001 Cryptographic Service Prowider j

< Black | Hiext = | Cancel I

PucyHok 61

Lar 4: B OKHe CO CrUCKOM KOHTEMHEPOB, pa3MeLLeHHbIX B PeecTpe, nocTaBbTe nNepekrnoyartens B
MONOXEHNE YHMKaJIbHEE MMeHa WM BblDepUTe KOHTEMHEP, B KOTOPOM NEXUT CEKPETHbIN
KN4 1 cepTudmkaT nonb3oBaTens. HaxmuTe KHOMKY OK:

KpunTollpo CSP

Brifop KAHOYEEOrD KOHTERHERA

0:09:50

— B cnkcke nokaselsate:

i APy #ECTEEHHBIE HMEHS 0 ¥HHKaNEHBIE HHMEHS

CMHCOK KNHIYEELI: KDHTEﬁHEDDB KOMNBHOTERS!

CHHT... = | YHHEANEHDE HMA |
PeecTp REGISTRYY\cont_comp_tesk
PeecTp REGISTRYY\container_comp_tesk

Ok I OTHEHS

PucyHok 62
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LWar 5: BbIOOp KOHTENHEpPA NPOM3BEaEH, HAXKMUTE KHOMKY Next:

CepTvhvKaTbl B KOHTEXHEDE 3AKPLITOND KAHYa x|

KoHTefiHep 3aKkpumoro Kmova
BEEOMTE MM YKaKUTE KOHTEAHED ZaKPLTOrD KAKYa 407 NPOCkMOTRS g

CEETHPHEATOE B 3TOM KOHTEHHEDE

HMria knioueEora KoHTEHHERE:
REGISTRY" \zontainer_comp_test Ozop... |

BEEIEHHOE MMA 33038T KAKMEEDN KOHTERHER: Mo CEpTHRMEATY. . |
" MNonssoearens
{* Komnewrepa

Brigepure CSP anA nouMcka KNnYEERIR KOHTEHHEDOE:
Cropto-Pro GOST A 24.10-2001 Cryptographic Service Prowider j

< Back I MHext = I Cancel

PucyHok 63

Lar 6: cnenytoLlee OKHO NOKa3bIBaET MNons cepTudmkaTa nonb3oBaTerns, HaXXMUTE KHOMKY

CromicTBa:
ﬂ
CeprudHEaT Ana NpocMOTpa
MpoCHOTpUTE M BEIGEPMTE CEPTHPMEAT F;E
Ceprimikar: Iuser_test
CyfreerT: |E=F|LI, L=tozcow, O0=5-Temra C5F, OU=Development, CH=user_test
MocTaBuwmE: |I:=FEL|, L=togkow, 0=5-Temra C5F, CM=214-w8R 2-64-Ch,

JefcTeMTEneH o IEE raa 2012 r 124242

Deiicteurenen no: |28 maa 2013, 125242
Cepuiineni nomep:  |511F 4042 0000 0000 0002

CeolicTEa

[Hazop,..

i

¢ Back I Finizh I Cancel |

PucyHok 64
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War 7: BbIOepuTe Bknaaky Detail n HaXXMUTe KHOMKY Copy to File..

Certificate 7] x|

ceneral  Details |Certificatinn Path I

Sho:
Field | Yalue -
E'-.-'ersiu:un W3
[F] serial number &1 1 4c a2 00 00 00 00 00 02
[F]signature algorithm FOCT P 34.11/34.10-2001
[F1ssuer Z14-WaRZ-64-Ch, 5-Terra C5...
[=]valid from 28 Man 2012 . 12:42:42
[=]valid to 28 Man 2013 1, 12:52:42
ESubject user_kesk, Development, 5-Te. ..
(S Public key rOCT P 34.10-2001 (512 Bits) = |

Edit Properties, .. |

Copy ko File. .. |

PucyHok 65

War 8: B okHe Bu3apaa HaXXMUTE KHOMKY Next:

Certificate Export Wizard

Wizard

store ko wour disk,

certificates are kept.

To continue, click Mext.

Welcome to the Certificate Export

This wizard helps wou copy certificates, certificate trust
lisks and certificate revocation lisks From a certificate

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and conkains information
used to protect data or to establish secure network,
connections. & certificake store is the swstem area where

= Back: I Mext = I Zancel

PucyHok 66
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LWar 9: ycTtaHoBUTE NepekntovaTenb BO BTOPOE NOMOXEHUE, YTOObI SKCNopTUpoBaTh B dan
TONbKO cepTudumkaT 6e3 CEeKPEeTHOro Kroya 1 HaXXMUTe Next:

Certificate Export Wizard x|

Export Private Key
You can choose to export the private key with the certificate,

Private kevs are password protected. IF wou want bo export the private kew with the
certificake, wou musk bype a password on a later page,

Do o wank to export the private key with the certificate?
" ¥es, export the private key

£+ Mo, do not export the private key

< Back I Mext = I Cancel

PucyHok 67

War 10: BbibepuTe hopmart cparina ceptudukarta — DER encoded binary X.509 (.CER) U
HaXXxMnTe Next:

Certificate Export Wizard x|

Export File Format
Certificates can be exparked in a warieky of file formats,

Select the format you wank bo use:

¥ DER encoded binary ¥.509 { CER)

"~ Base-64 encoded ¥.509 {.CER)

" Cryptographic Message Syntax Standard - PECS #7 Certificates {.P7E)
™| Include all certifizates in the certification path it possitle

€ Personal Infarmation Exchange - BKES #£12 (. FFZ)
™| Include all certificates in the certification path it passible
™| Ematle strong protection (requites IE 5.0, T 4.0/5P4 o above)

™| Delete the private kewif the export is successful

< Back I Mexk = I Zancel

PucyHok 68
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War 11: ykaxute nmsa ganna, B KOTOPbIN 3KCNOPTUPYETCHA cepTudmKaT, N HAXMUTE Next:

Certificate Export Wizard x|

File to Export
Specify the name of the file you want o expart

File name:

C:\Certificates) CrvptoPro3eiuser _certif, cer Browse... I

< Back | Mexk = | Zancel

PucyHok 69

Lar 12: akcrnopTupoBaHWe cepTudmKaTa nofib3oBaTens B dpaiin 3aKoHYeHO, HaXKMNUTe Finish.

Certificate Export Wizard x|

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Expart
wizard,

‘ou hawve specified the Following setkings:

File Mame CACer
Export Keys Mo
Include all certificates in the certification path o
File Format DER Er

< Back I Finish I Cancel

PucyHok 70

Ha atom cosgaHune ceptudmkaTa nonb3osatens u CA cepTudukata 3akoH4eHO, OHM oba
3KCNopTUpPOBaHbI B hannebl.
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4.5

Co3paHue ceptuchmukaTta nonb3oBatens ¢
MCNONb30BaHWEM KpunTooubnmoTteku, papaboTaHHOM
komnaHuen «C-Teppa Cudclny»

Co3aaTthb KOHTEMHEp C KNioYeBon Napon v 3anpoc Ha cepTUdUKaT MOXXHO MPU NOMOLLY YTUMNTI
cont_mgr, pacnosnoXeHHow B KaTanore C: \Program Files\S-Terra Client AdminTool
stmn I'IpeD,HaSHa‘-IeHHOﬁ and paGOTbI C KOHTeVIHepaMVI. YTtunuta I'IOﬂ,pOGHO onuncaHa B
((PYKOBO,D,CTBG nonb3oBatena» B pasgene ((CﬂeLl,VIaJ'IVI3VIDOBaHHb|e KOMaHAaObI».

B kauecTtBe YgocToBepsiowlero LieHTpa Bocnonb3yemcs TeM, KOTOPbI ONncaH B pasgene
«YcTaHoBKa 1 HacTpolka YaoctoBepsitoulero LleHTpa. Co3gaHne CA ceptudukara», n cosgaH ¢
ucnonb3dosaHnem CK3U «Kpuntollpo CSP» n Microsoft Certification Authority.

War 1:

LWar 2:

LWar 3:

LWar 4:

Co3fgaavm KOHTENHep C Ko4eBow Napon, UCnonb3ys yTunuTy cont mgr. B
NPMBEAEHHOM HDKE MpMMepe CO34aeTCs KOHTENHep ¢ MMeHeM ContNamel , o6wwmi Ans
BCeXx nonb3oBatenen u 3agaetca PIN K KOHTenHepy:

C:\Program Files\S-Terra Client AdminTool st>cont mgr create -
cont ContNamel -PIN 1234

3atem, ncnonb3ys Ty e yTUnuTy, NoAroToBMM 3anpoc Ha ceptudukaT B popmate PEM,
3apas Distinguished Name "C=ru, CN=userl, 0=S-Terra", ykazaB umsa n PIN paHee
CO3]aHHOrO KOHTEeWHepa, N coXpaHuB 3anpoc B pain file req:

C:\Program Files\S-Terra Client AdminTool st>cont mgr request -o
file req -n "C=ru,CN=userl,O=S-Terra" -cont ContNamel -PIN 1234
—pem

3anyctuTe 6paysep. YkaxuTe agpec cepsepa Yaoctosepsiowero LieHTpa n 3anyctute
ytunuty certsrv (Certificate Service).
B Hawem npumepe http://10.0.12.205/certsrv/ (PucyHok 71).

B nosiBMBLLEMCSA OKHe BbIOEpUTE 3aavy - Request a certificate

S-Terra Client
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/= Microsoft Active Directory Certificate Services - Windows Internet Explorer - |I:I|£|

—

l&] hetp:1j10.0.12.205) =] | B || #9 | X | |8 Anasxc o~

il et/

| Fle Edit ‘iew Favortes Tools  Help

>

J ﬁ Fawvorites J ‘1’5 Suggested Sites - r: Bugzilla Main Page € | Free Hotrail

[ ] >
(€ Microsaft Active Directary Certificate ..., J g B - 0 o v Page - Safety v Tooks -~ @

Microsoft Active Directory Certificate Services — SubCA CP36

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program.
By using a certificate, you can verify your identity to people you communicate with over the Web,

sign and encrypt messages, and, depending upon the type of certificate you request, perform
other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate
chain, or certificate revocation list (CEL), or to view the status of a pending request.

For more information about Active Directory Certificate Semvices, see Active Directory Cedificate
Senices Documentation.

Select a task:
Feguest a cerificate

View the status of a pending cerificate request
Download a CA cerificate. cerificate chain. or CEL

[
| |_|_|_|_|_|_|_ Internet |“':51 T |':ﬂ1m% T 4

PucyHok 71

LWar 5: Bbibepute paclumMpeHHbI 3anpoc Ha cepTudmkaT — npeasiokeHne advanced
certificate request (PuUcyHok 72):
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/2 Microsoft Active Directory Certificate Services - Windows Internet Explorer - |EI|£|

@T\;ﬂ |&] hitpijitn.0.12.2080 = || B[ 4| X | |4 Anaerc o~

J File= Edit “iew Favorites Tools  Help

o

J T:f Favorites J 'ié Suggested Sikes m Bugzilla Main Page & | Free Hotmail

[ ] >
@ Microsoft Active Directory Certificate ... J fpov B - ) o= v Page~ Safety v Tooks~ @+

Microsoft Active Directory Certificate Services — SubCA CP36

Request a Certificate

Select the cerificate type:
Web Browser Certificate
E-Mail Protection Cerificate

Or, submit an advanced cerificate request.

[~
|_|_|_|_|_|_|_@ Intermet [Ya - [R100% - 4

PucyHok 72

LWar 6: Bbibepute npegnoxeHme Submit a certificate request by using a base
64-encoded CMC or PKCS#10file, or submit a renewal request by
using a base 64-encoded PKCS#7 file (PucyHok 73):

/= Microsoft Active Directory Certificate Services - Windows Internet Explorer - |I:I|£|

@Eﬂ ] hitpijitn.0.12.2080 =] | B | #2 || X | |4 Anaerc e

| Fle Edit ‘iew Favortes Tools  Help

>

J ﬁ Fawvorites J ‘1’5 Suggested Sites - m Bugzilla Main Page € | Free Hotrail

[ ] >
(€ Microsaft Active Directary Certificate ..., | H g B - 0 o v Page - Safety v Tooks -~ @

Microsoft Active Directory Certificate Services — SubCA CP36

Advanced Certificate Request

The policy of the CA determines the types of cerificates you can request. Click one of the
following options to:

Create and submit a request to this CA.

Submit a cerificate request by using a base-64-encoded CIMC or PKCS #10 file, or submit a
renewal request by using a base-64-encoded PKCS £7 file.

~
|_|_|_|_|_|_|_@ Inkernet |“':=1 T |{'i‘;1IIIIII°fo T 4

PucyHok 73
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War 7: Ckonupynte 3anpoc u3 panna (file req), B KOTOPOM paHee Bbif cOXpaHeH 3anpoc Ha
cepTudmKaT, NOArOTOBMIEHHbIN C NOMOLLBIO YTUNNTLI cont _mgr (PUcyHok 74) B
COOTBETCTBYIOLLEE NOMe U HaXMUTE Submit:

/2 Microsoft Active Directory Certificate Services - Windows Internet Explorer - |EI|5|

@;f' |&] heepijiton.az.z0s: ] | B[ 49| X | |4 Anaesc ol

| File Edt ‘iew Favories Tools  Help

o

J {,“f Favorites J '1'.:‘5 Suggested Sikes - r: Bugzilla Main Page & | Free Hotmail

- »
& Microsaft Active Directory Certificate ... | H fpov ) - o= v Page v Safety v Tooks v @+

Microsoft Active Directory Cerificate Semnices — SubCA CP36

Submit a Certificate Hequest or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate
request or PKCS #7 renewal request generated by an external source (such as a Web server) in
the Saved Request box.

Saved Request:

Base-Gd-encoded [MIHrMIGZRAgEAMCExCzAIBgNVEBAYTANT IMRAWD YD
cerificate request |VQQDEWV1c2VyHIBIMBwEBigFAWICEzASByoghQMC.

(CMC or fGELiHExphNFSuKkVueJ6cOMQ53Plel3LxvomIlkb

PKCS #10 or vt 3fPzWsNGCV1KsROfdnMAOGEigqFAWICAWUAROER

PKCS #7). pFOxggiELywGvGELIMyi Y4gT11REugSFMETF4 quﬁI
4 b

Additional Attributes:

=

Aftributes: -
A b |-

Submit =

LT s e [ -

PucyHok 74

=
/4
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War 8: 3arpysute u coxpaHute cepTtudmkat (PucyHok 75).

/= Microsoft Active Directory Certificate Services - Windows Internet Explorer - |I:I|£|

@:: = |&] hepijto0.z.205 7 |EI|E||E| [8) Araerc Eaid

| Fle Edit ‘iew Favortes Tools  Help

b

J T-.? Favorites J '1'5;‘, Suggested Sikes - m Bugzilla Main Page & | Free Hotmail

[ ] >
(@ Microsoft Active Directory Certificate ... | H fai - B) - ) @ - Page - Safety - Tooks - @~

Microsoft Active Directory Cerificate Semnvices — SubCA CP36

Certificate Issued

The certificate you requested was issued to you.

& DER encoded or " Base 64 encoded

1 Download cerificate
| Download cerificate chain

’.e-.-@.‘i-.

=
Dane I_I_I_I_I_I_@ Internet |va - | R00% -

PucyHok 75
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4.6

OcobeHHOCTHM reHepaLun KNKYeBOM Napbl ANa pexuma
sawutbl KC2, ecnu ana CCO3 He nopaepxuBaeTcs
tyHKkunoHanbHocTb 1CH

CyLecTBYyOT HEKOTOPbIE OCODEHHOCTM reHepaumn KIiYeBOM Napbl 1 CO3gaHns 3anpoca Ha
cepTudukaT B cnyvae ncnonb3oBaHus «lporpammHoro komnnekca C-Teppa KnueHT» B pexvme
sawmtel KC2, 7.k. anga HekoTopbix CCO3 He nopgaepxumBaeTcsa yHKUMoHansHocTb JCH.

B0o3MOXHbI pasnuyHble BapnaHTbl, B 3aBUCMMOCTM TOrO, Kakasi kpuntorpadudeckas bubnmoreka
npumeHseTcs B «C-Teppa KnueHT»:

e Ecnu ncnonbsyetcs kpuntobnbnuorteka, paspabotaHHasa komnaHmen «C-Teppa Culclny,
TO NPW reHepaLmnn KNoYeBo Napbl BO3MOXHO MCnosb3oBaHne Guonorudeckoro ACH.

e Ecnun ncnoneayetca CK3U «Kpuntollpo CSP»:

e AOMWHMCTPATOP, Ha OTAENbHON MalwwHe, ¢ yctaHoBreHHbIMM CK3U «Kpuntollpo CSP»
(kmacc 3awmuTbl KC2) 1M anekTpoHHbIM 3amMkoM «Co6onb», U3roTaBnNMBaET BHELLHIOW
rammy, gocTtaBnseT ee 6GesonacHbiM crnocobom Ha «C-Teppa KnueHT» mn 3atem, npu
MOMOLUM YTUANUTBLI cert mgr, CO3JaET KMIOYEBYD Napy W 3anpoc Ha cepTudukar.
MogpobHee N3roToBMEHNE BHELUHEN raMMbl OMMCAHO HUXKE.

4.6.1.1 MWsrotoBneHue BHelWHeN raMmmbl

BHeLwHI010 raMmy MOXHO npuMeHsTb Ha «C-Teppa KnueHT», He3aBMCMMO OT MCNONb3yeMOn
KpunTobunubnmoTekn.

Ha oTtaenbHoli MawwmHe gormkHo 6biTb ycTaHoBneHo CK3U «Kpuntollpo CSP» (knacc 3awmTel KC2)
N 3NEKTPOHHbIN 3amMok «Cobonby.

[nsi N3roToBNEeHNs BHELWHEN raMMbl B KOMaHOHOW CTPOKe 3anycTuTe yTUnuTy genkpim, Hanpuvep:
genkpim.exe 500 12121111 f:\gamma
500 — HeobxoaMMoe KONMYECTBO CryYanHbIX OTPE3KOB raMMbl A4S 3anMCu Ha HOCUTENb,
12121111 — HOMep KOMMMeKTa BHeLIHeNn rammbl (8 cmMBonoB B 16-puyYHOM Koae),
f:\gamma — NyTb Ha HOCMTENe, No KOTOpoMy ByadeT 3anmcaH ann ¢ BHELWHEN raMMOWN.

B pesynbTaTe BbINONHEHWSA KOMaHAbl co3gaeTcs dpann kis 1, KOTOPbIV 3anUCbiBaeTCH Ha
HocuTenb No NyTH f: \gamma Ay6nMpoBaHMEM B AiBa kaTtanora: DB1 n DB2.

Hanee gencTteus OyayT pasnuyaTbCs B 3aBUCUMOCTM OT ucnonb3dyemoro CK3U:

¢ B cny4yae ucnonesosannsa CK3U «Kpuntollpo CSP 3.6», BeiInonHWTE KONnpoBaHue annos ¢
BHELLHewn raMmom ¢ Hocutens Ha «C-Teppa KnueHT». Ha3BaHne katanora, B KOTOPbIN
cnefyet ckonvpoBaTb DB1 U DB2, MOXHO nocMmoTpeTb npu nomowm «Kpuntollpo CSP» Bo
BKIagke ObopynoeaHme, HaXaB KHOMKY HacTpours JICY, ganee Boldepute [JCH Cosnars
ucxonHet Marepuas (ecnu Takoro CYH HeT — gobaBbTe €ro) u HaXKMUTE KHOMKY
CeoricTBa, BO BKNagKke Hacrporika NOKa3aH Myte k bdaisam db (06bIMHO c:\cpsd).

Ecnu ncnonbayetcs «Kpuntollpo CSP 3.9» katanor, B KOTopbin 6ygyT konupoBaTtbcs DB1 U
DB2 cneayeT co3faTb CaMOCTOATENBHO.

e B cny4dae ucnonb3oBaHust KpuNToOMGIMOTEKMN OT KOMMaHuu «C-Teppa Cnudclny, BbINONHUTE
KOMMpoBaHWe OLHOro dparina ¢ BHELUHEN raMmon ¢ Hocutens Ha «C-Teppa KnveHT», B
Katanor C:\Documents and Settings\All Users\s-terral\ext-gamma\.
lMepenmenyinTe dann ¢ BHeLIHeW rammon B eg_data.

B koHurypaumoHHom danne /etc/S-Terra/skzi.conf nponuwuuTe NyTh 4O KaTanora ¢
BHELUHEW raMMONn:
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ExtGammaPath=C:\Documents and Settings\All Users\s-terral\ext-gamma\

HapéxHo yoanute cainbl ¢ BHELLHEN rammon ¢ HocuTens. MNepesarpysnte «C-Teppa KnueHT».

Hanee, B cny4vae mcnonb3oBaHus CK3U «Kpuntollpo CSPy», BbinonHuTe HacTponky OCH.

4.6.1.2 Hacrpownka [ICH

[1ns BO3MOXXHOCTM MCMNONb30BaTh BHELLUHIOK rammy, Ha ynpasiii€MoM YCTPOIZCTBG 3anycrtuTte

«Kpuntollpo CSP 3.6» (PucyHok 76), BO Bknagke O6opynoeanmue HAKMUTE KHOMKY HacTponTh

Iocu. B OTKPbIBLUEMCSA OKHE NpegnoXeHne «Kpunrollpo McxonHel MaTepmal» NEepemMecTuTe B
BEPXHIOK CTPOKY, KakK HepBbIVI AaT4vnkK cnyanlelx 4yucern N HaXXMnTe KHOMkKy OK.

CeoicTea KpunTolpo CSP

AonoNHHTENEHD l ANropHTHE] | EezonacHoCTE
QALHE CBopy A0EIHHE

[ CHMTEIBATENM 3aKPEITEIX KNHIYER

MozEonAST A0BAEHTE HAH YAaMMTE CHHTEIESTE
SAKPBITEE KNHIYEA,

HacTpoHTE CHMTLIEAT

A aTUHEH CNYYaRAHER: YMCEN

ooirio
looio MozeonaeT A0D3EMTE MAH YAANHTE A3THKKH CT

glioon HHCEN,

HactpouTe ACH.

~ THNEI KAKYEER!X HOCHTENEH

;lj__ MozeonAeT A0DABMTE MM YAANMTE THMNEI KM
W= HOCHTERNEA,

HacTpomTE THAEI HOCKT

0,8 OTHEHS

YnpaeneHve gaT4qKamMu cnyqaiﬁ'ubm HHCe XI

AaTUHEH CRyYaHHE YHCEn |

oorn
ool
olooo
WCTAHOENEHE! CEAVHIWME ASTHHIH CAVUAHHER YHCEN:
0AHEIR MaTepran
EMDnDrHHecKMﬁ AcH
AoBaBHTE. .. | ¥ AnKTE | CEOHCTES |

Ok I OTHEHA | I'IpHMEHHTbl

[[EHHEHHTE: | |

PucyHok 76

B cny4yae ucnonb3oBanusa «Kpuntolpo CSP 3.9» Hago OygeT ykasaTb llyTe x nankam db, Kyaa

Obina ckonnpoBaHa BHELUHAA rammMma.
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HacTponka HeCKONbKUX CeTeBbIX
UHTepdencos

Mpu HeobxooMMOCTH co3gaTh pasHy NoNUTMKYy 6e30nacHOCTU AN CeTEBbIX MHTEPdENCOB
HeobxooMMo oTpefakTupoBaTb pann ifaliases.cf, pacnonoxeHHolln B katanore Mpoaykra.
CwuHTakcuc canna cootBeTcTByeT cuHTakcucy LSP (cm. onucaHue koHdurypaumoHHoro dganna B
«PykoBoacTtee agmuHucTpatopa». Pann cogepxnt CTpykTypbl Tuna "interface" ¢ osymsi
obsaszaTtenbHbIMM Nonamu — "pattern” n "name". Kaxxgoe none AomkHO NMeTb O4HO CTPOKOBOE
3Ha4eHue.

M3HayanbHO harn ifaliases.cf COOAEPXMUT NULLb OOHY CTPOKY — interface
(name="default" pattern="*").YT00Obl MMETb BO3MOXHOCTb 3a4ENCTBOBATb Pa3fnn4yHbIE
WHTEepdEenCobl Npu co3gaHMn NOAMTUKM BE30NACHOCTU, HY>KHO BHECTW ONUCAaHME 3TUX UHTEPdENCOB
B (banin B COOTBETCTBMM C HOPMATOM:

interface (name="mMsa mHTepbelica" pattern="mabjnoH nJa MMeHM MHTepdelica B
OC" )

pattern ykasblBaeTcsl Kak <prefix>{<GUID>}, rae <prefix> — OykBeHHOe 0003HAYEHUS
Tvna nHtepdenca, GUID — WwecTHaguaTepuyHbIn naeHMTMdukaTop nHTEpdenca.

BoaMoxHble npeduKebl:
eth — ethernet
wan — nHtepcenc NDISWAN (dial-up n 1.4.)
ike — BUpTyanbHbIV MHTEpPdenc ans ikecfg.

I'IpM 3adaHnnN pattern AONYCKaeTCA yKa3aHue nobbIX CUMBOJIOB KpomMme \ 0, a Takke
cneunanbHbl€ CMMBOJIbI:

', '— 3TMM CMMBOIOM pa3gendaTca anbTepHaTuBhI,

'*' — pn cpaBHEHUUN NMEH BMECTO * 00nyckaeTcd noAgCcTaHOBKa ntobowm
nocrnegoBaTtesibHOCTU CMMBOJ10B.

YT06bI MCNOMb30BaTh CneunanbHble CUMBOSIbI B UMEHU Kak OOblYHbIE, UM HYXXHO A06aBnATb
npedwmkc '\' (cam cumeon \ 3anucbiBaeTcs Kak \ \).

Mocne pegakTnpoBaHus, Heob6XoAUMO NepecynTaTh X3LU-CyMMY U3MEHEHHOro channa, 3anyctus
yTunuTy integr_mgr calc (cm. «PykoBoacTBo nonb3oBatens», pasgen «CneumannavpoBaHHble
KOMaHAbl»): integr mgr calc —-f ifaliases.cf.3aTem Hago nepesanycTutb cnyxoby S-
Terra VPN Service.
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6.1

Manens ynpasnexns -
AOMALLHAR CTPaHuUa

Wsmenenune napametpos s

A VM-W7X64 Heckonbko ceteii WHTepHer

WzmeHnTs A0NOAHUTENBHBIE (70T KOMMBIOTED)

napameTpel obuyero gocTyna MpocmoTp aKTUBHbBIX CETEN MoakArOYEHNE MAKN OTKITHOYEHUE
' = Aironet Tun goctyna: 7 WHTepHer
S ) o, Mogxntouennsa: W' Moakntouenne no

Pabota «C-Teppa KnueHT» ¢ npogyKkTamu
TpPeTbUX NpousBoAuTeNen

Pabota ¢ bpanamayapom Windows (OC Windows 7)

Mpun paboTe npoaykra S-Terra Client nog ynpaenenHnem OC Windows 7 MOryT nosiBNsiTbCs
npobnembl, CBA3aHHbIE C MPOMYCKAHMEM UCXOOSALUMX U BXOASLLMX NaKeToB.

Kak BbIiCHUNN, 3TO CBA3aHO C HacTponkon bpaHgmayap Windows Ha ycTpoWcTBe.
Ecnu Bpangmayap Windows BbikntoyeH — npobnemM ¢ NponyckaHNMeM NakeToB HET.

Ecnn bBpangmayap Windows BKNtoYeH — OH aBTOMaTUYECKM OnpeaenseT TUnbl CETEN, K KOTOPbIM
NOAKITHOYEHbl MHTepderichl, — «[JoMalHme ceTuy», «Paboune (4acTHble) ceTu» n «OBLLECTBEHHbIE
cetu» (PucyHok 77).

b

E=N E:I

=]
“:: << Bce e Vi & B ; é H Mniicy & RORSAH VABOSASHLE |
[ ce3neme.. » LleHTp ynpasneHna ceTamm u oBLymm goctynom v | ¥¢ || /Touck 6 nareay ynpasnenus pe

V.O) »~
MMpoCcMOTP OCHOBHBIX CBEAEHUI O CETU M HACTPOWKa NOAKIHOUEHWUIA

-L L'- @ MpocMmoTp NoAHOW KapThl
' <

NOK3NbHOW CETH

Tun goctyna: bes goctyna k E
“==3= HeonosxanHas ceTb WrtepHety
T OBuwecTeennan cetb Moaknroyerna: U MeaknroueHue ne

nokansHoW cetn 2

MzmeHeHwne ceTesbix NapameTpoe

"{I. HacTpolika HOBOre NOAKMOYEHNUS WK CETH
e

Hactpoiika BecnpoBogHOro, LUMPOKCONOACCHOMD, MOAEMHOTO, MPAMOTO MK
VPN-noakntoueHns uam Ke HacTpoiika MapLUpyTU3aTopa MaK TOYKKM A0CTyna.

“W [MoaknrounTeca K cet
-

Cid. TRIOKE MoakNOYEHUE MW NOBTOPHOE NOAKNHOYEHNUE K BECNPOBOAHONMY, MPOBOAHOMY,
. MOAEMHOMY CETEBOMY COEAMHEHUMIO WA nogkatodenue k VPN,
Bpanamaysp Windows
Aomalunan rpynna ’% Beibop aomaLuneid rpynnbl n napameTpos obLuero goctyna
Ceoiictea obozpesatens JocTyn k $painam n NpUHTEPaM, PacnonoXkKeHHbIM Ha APYriX CETEBbIX KOMMBIOTEPAX, UK
M3MEHEHNE NapameTpos obLuero goctyna. -
PucyHok 77

Ons «JomalHux ceten» n «Paboymx (4acTHbIX) CETENY» MPUMEHSIOTCS NpeaonpeneneHHble
npaswuna, KOTopble Nofb3oBaTerNb HE MOXET YBUAETb U HE MOXET U3MeHuTb. A ans
«OBLWEeCTBEHHbIX CETEN» UMEETCS BO3MOXHOCTb M3MEHATH HAacTponkn 6paHamayaspa u co3gaBaTb
HoBble NpaBuna. I3aMeHATb HacTPOMKM MOXHO NO-pa3HOMYy, Hanpumep, B okHe bpaHamayap
Windows BbIGepuTe npeanoxexue «JononHutensHble napameTpbl» (PucyHok 78).
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(o]l )

» Bpanagmayzp Windows

@@14& « Cucrema n Bes..,

MaHens ynpasneHns -
ACMALLIHAR CTFIEHI."U'E
Windows

PazpelwnTs 3anyck
NporpamMMel WK KSMIOHEHTE
yepes Gpangmaysp Windows

MaMeHERNE NapameTpos
YEEAOMAEHHIA

BinroueHne n OTKNIOMEHKME
Bpanamay3zpa Windows

BoccraHoemTe YMOA4YaHWA

gDI’IDJ’IHHTEﬂbeIE NnapgamMeTpbl

yl:.'I'FIEHEHHE HEMDON3L0K B CETH

. r-@' ObWecTBEHHBIE CETH

Cetn B 0BLLIECTBEHHBR MECTAX, HANPUMER, B a3p0NCpTax WaK kade

CocroaHune Bpangmayzpa Windows:
Cm. TaICKE BxogALLmME NogKnoYeEHnA:
LleHTp nogaepsen

LlenTp ynpaeneHna CETAMMI 1

AKTHEHBIE 0BLLECTEEHHBIE CETI:
OBLLMM JOCTYNOM Ly

CocToAHWE YBEEAOKMAEHWA:

Brn,

EJ'IDKHFIDEETI: NoJEKNHIYEHNA K
NPorgamMmMan, KoTopele HE BENHYEHBI
B CAWCOK PAspelleHHBIX Nporzanm

Het aaHHbx

Yeegomnate, korga Gpangmaysp

3 7
Kak Bpanamay3p NOMOraeT 3aLLUMTUTE KOMNBIOTER?

- | +y | | [Mouck 6 naHeAU ynpasreHus
3almMTTe CBOM KOMMbIOTEp C NoMoLLbio GpaHamMay3pa

Bpanamaysp Windows nomoraer npegoTEpaTTs HECAHKLMOHMP OBaHHBIMA
ACCTYMN 3A0YMBILLAEHHUKDE WKW BREACHOCHBIX NPOTPanMM K 3TOMY
KOMMOBHTERY YEpes IHTEPHET WAKM NOKEABHYHD CETE.

,ﬂ,CI‘ICJ’IHHTEﬂbeIE CEEAEHWA O CETEEBIX JasmMELLlEHHMAX

. r-@‘ [JomaliHue uam paboume (ua.. He nogknouero (¥

MoaknoueHo (A)

ol
Iﬁl -~

-

PucyHok 78

B nosiBuBLLemMca okHe (PucyHok 79) B pasgenax Mpasuna ans BXoOsLUMX Y UCXOASALLNX

NOAKITOYEHNI co3ganTe npasuna and npoxoxaeHma HyXXHOro Tpa(bVIKa.

9 Bpangmaysp Windows B pesumMe NoBbILLEHHOR BesonacHooTH

Dann  Jdedctene

o« 76 = HE

Bug Cnpaexa

[l o sl

.|
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Mpaeuna gna vcxogae || (| g

5-!_‘ Mpasuna GesonacHocTy 'ﬁ'pass OBwwe Ja |i @ Cozgate npaenno...
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.I'Iu:un},rHEHue co.. BranchCache.. Bce Her
@ Cepeep pasme.. BranchCache.. Bee Her W ®Gunetposate no cocto... b
.Secure Socket .. Secure Socket.. Bce Het Y Ounetposate no rpynne b
.EECI‘IFIDED,EI,HI:I... BecnpoeocgHel.,.  Beoe Her Bug »
.EECI‘IFIDED,EI,HI:I... BecnpoecaHel.. Beoe Her G OBrosuts
.,ﬂHCTEHLI,MDHH... AwctaHumorH...  Bee Her
.,ﬂ,oMﬂLann rge. JoMalHag rp.. YacTHed Het = 3KCMNOPTMPOBATE CIMCO...
.,ﬂ,DMELIJHHH rpe.  JdoMawwHas rp.. YacTHem Her Cnpaska
.)KypHa.nbl Wo.. KypHaneiwo.. YacTHed,.. Her
.)KypHa.nbl W o. KypHaneiwo.. [Jomed Her pass h
.)KypHanbl Moo KypHane w .. YacTHeid,.. Het
.)K}fFIHEﬂbI W o AKypHanei w o, Jomed Her
.I.-"IHCprMEHTa... WMHcTpymenTa..,  YacTHeid, .. Her
.I.-"IHCprMEHTa... WMHcTpymenTa..,  Jomed Her -

« [ O | R b

PucyHok 79
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6.2 Pabota ¢ aHtuBupycom Outpost

Mpun paboTe S-Terra Client nog ynpaBneHem OC Windows Vista, Windows 7 (x32), Windows
8(x32), Ha KOTOpbIX yCTaHOBNEH aHTuBMpyc Outpost, BO3MOXHbI NpobrnemMbl ¢ co3gaHnem
coegunHeHun, ncnonb3yowux ikcfg-agpeca. Mpu aToM B Syslog nosensoTca coobLyeHms
"[IKECFGIF] can't enable packet forwarding".

B atom cnyyae Heob6Xx0aUMO BbIMOMHUTL cneagywuine OencTeus:

1. B peecTpe, B pasgene
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
ans IPEnableRouter yctaHoBUTb 3HaveHue 1.

2. TMepesarpysutb OC.
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