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1. AHHOTaLms

Hactoawmin  OQOKYMEHT COAEPXUT  OnucaHue npasun  NOMb30BaHUA
criegyrolwMMu  ucnonHeHnamu porpammHo-annapatHoro komnnekca «C-

Teppa VPN» Bepcuun 4.1 (INAK PJIKE.00010-01, ganee NAK):

Tadauua 1. I'pynna ncnoanennii CK3H co BeTrpoenHoii kpuntorpagudeckoii 6u61uo0TeKoil

C-Teppa Knuenrt ST KC1 "1-1"
C-Teppa KnueHt ST KC2 "1-3"
C-Teppa o3 ST KC1 "3-1"
C-Teppa Wnto3 ST KC2 "3-3"
C-Teppa L3 ST KC3 "3-5"
MK «C-Teppa KnueHt-M. Bepcua 4.1» "2-1"

B 3aBucumocTtu ot ucnonHeHus, MNMAK coctout uns MO (MK «C-Teppa KnuneHt
4.1» nnu MK «C-Teppa LWno3 4.1», MK «C-Teppa KI1 4.1»), annapartHon
nnatgopmbl  obwero HasHadyeHus (x86-coBmectumyro [MGBM) wunn
cneumanuanpoBaHHon (cemenctea mogynen MCM), a Tak Xe MOXeT
BKIMOYaTb B CBOW COCTaB creuuanuavpoBaHHble ycTtpouctea (AlNMMOS,
cnac).

MK «C-Teppa KnueHT-M. Bepcusa 4.1» QYyHKUNOHMPYET COBMECTHO C
MAK PJIKE.00010-01 » pomkeH aKcnnyaTupoBaTbCAd B COOTBETCTBUU C
HacToAWMMM MNpaBunaMmyu Nonb3oBaHWs B TOW UX 4acTu, rae UCnonHeHue
CK3N He ykasaHO wnM rAe SBHO YKasblBAaeTCA MPUMEHUMOCTb K
MK «C-Teppa Knuent-M. Bepcus 4.1».

KomnnekTHocTb ucnonHeHuin ykasana 8 @opmynsape PJIKE.00010-01 30 01.

2. Ha3HauyeHne

MAK PJIKE.00010-01 siBnsieTca mogudpukaumen CK3W PJTIKE.00005-02.
MAK npepgHasHadyeH p[na 3awyTbl OT HECaHKUMOHWPOBAHHOrO AocTyna

KOHOMAEHLUMansHON MHGOopMaLmK, He cofepallen cBefeHUnn,
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COCTaBMSALLMX rOCYAAaPCTBEHHYIO TallHy, B MPOU3BOSIbHBIX MHOPMaLMOHHO-
TENEKOMMYHUKALUMOHHBIX CUCTEMAxX, B TOM YUCME MOCTPOEHHbIX HA OCHOBE
npoTtokonos cemenctea TCP/IP, ¢ BbINnonHeHMeEM crneayowmx dyHKUNNA:

dunbTpauns nepegaBaeMoil B CeTAX MHOpPMaLUK, Ha YypoBHE
npoTtokonos cemenctasa TCP/IP;

obecneyeHne KpunTorpadpuyeckon  3awuTbl  KOHPUAEHLMANBHON
MHpopmaLmK, He cogepxallen CBeAEeHUIN, COCTaBnNALWMUX rocyaapCTBEHHYIO
TauHy, nepegasaemon rno nportokonam cemencraea TCP/IP;

ABYCTOPOHHASA KpunTorpadudeckas ayTeHTudukaums aboHeHTOB npwu
yCTaHOBEHUN COEANHEHUS

KOHTPOIb LIENOCTHOCTW NakeToB C UCMOSb30BaHNEM X3LU-(PYHKLUN

nMmmuTolawmTa Tpaduka npu nomowm npotokonoe IPsec AH w/unu
IPsec ESP.
MAK PJIKE.00010-01 ypoeneTtBopseT «TpeboBaHusM K LWAPOBarbHbIM
(kpunTorpacpuyecknum) cpencTteaMm, NpedHasHa4YeHHbIM  ANnA  3awuThl
MHOpMaLMK, He coepKallen CBeeHU, COCTaBMSALWMNX rocyfapCTBEHHYHO
TanHy» no knaccam KC1/KC2/KC3 a Takke «TpeboBaHusiM K yCTpoucTBam
TUNa MEXCETEBOW 3KpaH» Mo 4 Knaccy, B 3aBUCMMOCTM OT KOMMMekTauum

NCMONMHEHWA.

3. Tpe6GoBaHus k cuctemHomy MO

MO MNAK PJIKE.00010-01 cpyHKkumoHupyeT Ha NM3BM pasnuyHbIX TUNOB 1 noj
ynpasneHMeM  OnepaumoHHbIX  CUCTEM, YyKasaHHblX B  chopmynspe
PNKE.00010-01 30 01.

MAK PJIKE.00010-01 ykasaHHbiXx B Tabnuue «Tabnuuya 1. [pynna

ucnonHeHun CK3W co BCTpOeHHOW KpunTorpaduveckon OmnbnnoTekomn»
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WCNONMHEHMN noaaepxuBaeT paboTty ¢ Hocutenamu knoden n ANMAS3 c
®OCH.
B kayecTBe nNOCTaBLUMKOB WCXOAHOrO MaTepvana Ans WHMLManusaumm
MPOrpaMMHOro Aatyuka criydanHblxX Yncen mMmoryT BbiTb NCMONb30BaHbI:
nporpaMMHO-annapaTHoe CpeacTBO € (PU3MYECKMM  AaTHMKOM
criyyaiiHbix yncen "Cobonb" Bepcum 2.1 YBAJ.00300-58-01 TY unu Bepcum
3.0 RU.40308570.501410.001 (npu nogkntodeHnn ®ACYH HenocpeACTBEHHO K
MAK unn' k APM agMuHmncTpaTopa);

nporpamMmHo-annapaTtHoe cpeactso  "Akkopg-AMO3"  4012-006-
11443195-2005 TY;

Buronornyecknin NporpaMmHo-KNaBUaTypHbIA AaTYMK CryYanHbIX Yucen,
Bxoasawmn B coctaB CK3W pana apxutektypbl x86 (Kpome criyyaes
npumeHeHna CK3W B BupTyansHowu cpeae);

Buonorndecknin rpadonyecku 4aTyunK CryyYyamHbIX YuUCern, BXOAAWMUA B
coctaB CK3W gons apxutektypel ARM (npun pasmepe awuaroHanu a3kpaHa He
MeHee 4.5 floinma u paspelieHnn He meHee 1280x720 Touyek).

[MepeyeHb NnogaepXKnuBaeMbiX HOCUTENEN KroYen Nognucu:

«eToken Java 72K»;

«JaCarta NOCT», B Tom uymcne BapuaHT «JaCarta TOCT/Flash dopm-
dakTop Secure MicroSDy;

«PyTtokeH 3UIM», B TOM 4ucne BapuaHTbl «PytokeH 3L micro»,
«PyToken 3L Bluetoothy;

crneunanbHbIn 3arpy3oyHbin Hocutens - C3H «CrMAC-USB-01» no TY

4024-001-70221576-2011.

! Mpu wucnonbsosanum POCYH, nogknioveHHoro kK APM agmuHucTpaTopa, AOMKHA NPOWM3BOAMTLCS
nepeaadva Ha CK3W ucxogHoro marepuana, nonyveHHoro ¢ $1CY, B hopmare, coBmectumom ¢ «APM
BbIpaboTKK BHELLHEW rammbl» NpoussoacTea koMnaHun «Kpunto-rpo».
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[onyckaeTca XxpaHeHne Kn4yen Ha annoBor cucteme obblYHbIX HOCUTENEN
(xéctkux guckos, USB-HakonuTenen u T.n.) npu ycnosuu pacrpocTpaHeHus
Ha Takonm Hocutenb unu Ha [AK c atum Hocutenem TpeboBaHun Mo

06pau.|eHmo C Knw4esBbiIMW HOCUTEIAMM.

4, TpeGoBaHns No OpPraHN3aLNOHHO-TEXHUYECKUM U aAMUHUCTPATUBHbLIM Mepam
obecnevyeHus 6e3onacHocTyu akcnnyatauyum MAK
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41.

Obwwme TpeboBaHns

[ns 6e3sonacHon akcnnyaTtauum MNAK n nporpammHoro obecrneyeHns OOSMKHbI
BbINOMHATLCA  OpraHU3aLVOHHO-TEXHUYECKNE n aAMUHUCTPaTUBHbIE
TpeboBaHusa. K HUM OTHOCATCH TpeboBaHUA No (PU3UYECKOMY pasMeELLEHUIO
MAK, ycTtaHoBke nporpammHoro obecnedeHus Ha [AK, cpeacrsam 3alnTbl OT
HecaHKkumoHupoBaHHoro goctyna (HCL) k OC n ynpaBneHuto KOMMMEeKCOM,
obecneyeHuio becrnepebonHoro pexmnma paboTsl MNMAK.

Mpu skcnnyatauum TMAK TpebyeTcs BbINONHEHWE OENCTBYHOLMX B
Poccuinckon ®epepauun tpeboBaHui No 3alumte UHpopMaLumu OT YTeYKM no
TEXHUYECKMM KaHanam, B TOM 4ucne no kaHany cessu (Hanpumep, CTP-K).
[daHHoe TpeboBaHMe He npeabsaBnseTcs npu obpaboTke OTKPbLITON
WHpopmaumm, [OCTYyn K KOTOPOM He  OrpaHu4MBaeTcs  CornacHo
3akoHopgaTtenbcTBy Poccunckon @epepaumn.

Mpu pasmewenHun MNMAK B nomelleHusix, npefHasHadeHHbIX ANA BeAeHUs
neperoBopoB, B Xoge KOTopbIX O6CYXKOaKTCA BOMNPOChl, coAepXxaiiue
cBefeHus, cocTasnsoLwme rocyf4apCcTBEHHYIO TanHy nunu
KOH(OMOeHUnanbHOro  xapakrepa, pgaHHble [1AK  gomkHel  UMeTb
COOTBETCTBYHOLLEE pa3peLueHme.

BHoC n ucnonb3oBaHue MOOWMbHbLIX YCTPOWUCTB B NOMELLEHUNAX, B KOTOPbIX
BeAyTCS MNeperoBopbl CEKPETHOro COoAepXaHUs WNn npoBoaAaTcs paboThbl
CeKpeTHOro xapakrepa, 6e3 npoBefeHusa ux cneuuanbHbiX UCCnefoBaHnin 1

cneymanbHON M pPOBEPKK 3anpeLllaeTca.
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42. TpeboBaHus no pasmeweHnio MAK

Mpwv pasmelleHun ctaumnoHapHbix MNMAK Ha npeanpusTui NOMELLEHUS AOIMKHbI

YAOBMNETBOPSATL creayowmnm TpeboBaHnsaM usnyeckoin 6e3onacHocTu:

obecneyeHune KpyrrnocyToO4YHON OXpaHbl KOPNYyCOB NpeanpuaTUs
obecneyeHne KOHTPOMS BHELUHero nepumeTpa W  BHYTPEHHUX
nomeLLeHuin

obecneyeHne NPonycKHOro pexuma

PSAOM C OKHaMW MOMELLUEHUA He LOMKHO ObiTb MOXapHbIX NEeCTHUL U

BOOOCTO4YHbIX TDY6

ABEepU OOMKHbI BbITb APOYHbIMKX W 060pWJ,OBaHbI HagexXHbIMIK

MeXaHWYECKUMWN 3aMKaMu
obopygoBaHue NoMeLLEeHNiA CUCTEMON NOXapHOW CUrHanusauum

BegeHue XXypHana Bblgadyu Kroden oT BXOAHbIX ABepen B ouckl, B
KOTOPOM PErncTpupyeTcs BpemMs cgadu U Bbiaayu Krioyen, pamunums
COTPYAHWKA, B3ABLUErO UMW CAABLUEro KNoY AEeXYPHOMY BaxTepy Mo

34aHulo

ana ucrnonHeHnn «1-1», «3-1» NPUHATL Mepbl MO  UCKITHYEHWUIO
HEeCaHKUMOHUPOBAHHOrO  AOCTyna B  MNOMELUEHUs,, B  KOTOPbIX
pasvellieHbl [MAK ¢ yctaHoBrneHHbiM CK3W, MOCTOPOHHMX nuu, He
ABNSAKOWMXCA NepcoHanoMm, JAonyweHHbiM K pabote B 3TuUX
nomeuleHnsax. B cnyyae HeobXxoAuMOCTU NPUCYTCTBUA MOCTOPOHHUX
Ny B yKasaHHbIX NOMELLEHUsX, AoMKeH ObiTb obecneyeH KOHTPOrb U
obecneyeHa HEBO3MOXHOCTb Kakux-nnbo AeWCTBUN C UX CTOPOHbI Ha

MAK
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e BHYTPEHHSS MMNaHUpOBKA, pPacCnofoXeHue W YKOMNMEeKTOBaHHOCTb
pabounx MeCcT B NOMeLLeHUsIX AOMMKHbI obecneynBaTe UCNONTHUTENSM
paboT coxpaHHOCTb [foBepeHHblx uMm [MAK, koHduaeHUnansHON

MHdOpMaLMK, B TOM YUCNE KMIoYEeBOW MHpopmMmaLun,

PasmeweHne CK3WN «C-Teppa VPN» BHe nomeweHun wnu Ha
HecTauMoHapHbIX nnaTgopmax [OMKHO MPOU3BOAUTLCA B COOTBETCTBUM C
OENCTBYOLWMMN rOCYyfapCTBEHHbIMM  W/MNKM - OoTpacneBbiMW  CTaHAapTamu

Be3onacHocTu.

MpoBepka cobnofeHns TpebosaHmin k pasmelleHuto MAK «C-Teppa VPN»
npon3BoaMTCS Npu aTrectauun obbekta nHopmaTusaumn no TpebosaHUAM

MHdOpMaLMOHHON Be30nacHOCTH.
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43. AOMMHHUCTPaTMBHbIE Mepbl 6esonacHoCTH

BesonacHas akcnnyatauua [1AK un obpaweHns c¢ CK3W  ponxHbl

pernameHTupoeaTbCd CrneayrownMmm JOKYyMEHTaMK:

e WHctpykums no obpaweHuto ¢ cepTuduumposaHHbiMun  OCH
WwndpoBanbHbIMKW  cpeacTBamMm  (CpeacTtBamMu  KpunTtorpaguyeckon

3aWuThl UHOPMaLMKW) Ha NPEeanpUATUN.
e KypHan yyeta CK3W, TeCcTOBbIX KNKOYEN (MPU HAnn4um).
e KypHan yyeTa obpalleHuns atanoHHbix CD guckos.

KoTopble cnegyeT paspabortaTb. O6A3aTenbHO Hanuuue ornevyaTbiBaeMoro
cendpa ansa xpaHeHus CK3W, TectoBbix kntoyen, atanoHHbix CD guckos ¢ MO
MAK, apyron koHduaeHunanbHon nHdopmaumm. na cenda AOMKHO ObiTb
ABa Kr4a - OCHOBHOM KM XPaHUTCA Yy COTPYAHUKA, OTBEYaloLlero 3a
CK3W, a gybnukat - B one4yataHHOM ero Nnv4yHOWN nevyaTbio neHane B cende

eHepanbHOro AupexTopa.
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4.4,

Tpe6oBaHus no 3awmre MAK ot HC[]

B dyHKUMM agMmHucTpaTopa 6e30nacHOCTU BXOAUT BbINYCK CepTUdUKATOB U
KOH(MrypmpoBaHue npoaykTa, BKIOYasa ynpaBrneHne nepeyHeM LOBEPEHHbIX
cepTuduKaTos.

Mpun opraHusayum patot Ha [MTAK pormkHbl ObiTe BbINOMHEHbI Creayowune

TpeboBaHus no 3awwmte MNAK ot HCL:
e AgmuHuctpatopoMm NAK HasHa4yaeTcs agMuHucTpaTop 6e3onacHOCTH.

e KOHTpONb LENoCTHOCTU NporpaMmmMHoOn U uHdpopmMmaumoHHon vyactm O
MAK «C-Teppa VPN», Heobxogumo ocyliecTBnaTe ¢ nomouwpto 0
MAK He pexe 1 pasa B MecsL npu nposBefeHuU Nepuoanyeckoro
TecTupoBanus padotocnocobHocTu NMNAK «C-Teppa VPN». Takke ans
ucnonHeHum «1-3», «3-3», «3-5», OCHALLEHHbIX cepTUNLMPOBaAHHBLIM
AIMNMIS3, koHTpOM LEenocTHOCTU AOMKHbI nogeepratbes dannsl OC B

COOTBETCTBUM C AKCrnyaTaumMoHHON gokymeHTaumen ArMMa3.

e LlenoctHocte [1O [1AK wucnonHeHun «3-3», «3-5», OCHaLWEHHbIX
yctponcteom C3H «ClrNAC-USB-01» no TY 4024-001-70221576-2011,

obecneuynBaeTcs yctponctsom C3H «CrNAC-USB-01».

e LlenoctHoctb MO TMAK wucnonHeHun «3-3», «3-5», Ha Gase MCM
obecneymBaeTcs OpraHW3auUMOHHBIMA MepaMn U KOHTPONMpyeTcs

3arpysudmnkom OC, Bxogawmm B coctae MCM.

° AﬂMMHMCTpaTOD ©e3onacHOCTU [OMKEeH O03HAaKOMUTBCA CO BCew

AoKymeHTaumen, npunaraemon K MNAK.

e AyTeHTUUKauna agMmuHUcTpaTopa ©OesonacHoCTU ANs WUCMONHEeHWI
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«1-1», «3-1» ocHOBaHa Ha naporne, KOTOpbIA AOIMKEH BBOAUTLCA UM C
KnaBsuaTypbl COBCTBEHHOPYYHO Npu ocyLlecteneHun goctyna B OC, He
oTobpaxascb Ha 3KpaHe MOHUTOpa B SBHOM BuAe, uaeHTudukauus
OCHOBaHa Ha uaeHTudgukaTope, KOTopbll BBOAWUTCA C KnasuaTtypbl. Mpu
nepBoM A[oOCTyne agMuHUCTpaTtop Ge30nMacHOCTU AOMKEH 3aMeHUTb

naposb Ha OTAUYHbLIA OT yCTaHOBNEHHOro npu uHctannsaumm Mo MAK.

e [lnsa WUCNOSTHEHWIA «1-3», «3-3», «3-5», OCHaLLUEHHbIX
ceptudpmumposarHbim - AMMAS, ocyulecTBnsieTca [ONOMNHUTENbHANA
ayTeHTudukaumsa nocpegcreom AINMI3 cornmacHo COOTBETCTBYHOLLEMY

PYKOBOACTBY MNMOJ1b30BATENA.

e [na wucnonHeHun «3-3», «3-5» ¢ C3H CrNAC ayreHTUdmKaums
npoussoantca npu  nomowm C3H «ClrAC-USB-01» cornacHo
PykoBogcty agmunuctpatopa [AK, a ceaHc paboTbl Heobxogumo
3asepwiatb BblkNtoyeHveMm nutadua  [MAK, wunu  unssnedvyeHnem

cneunanbHOro 3arpy3o4Horo HoOCUTen4.

e [Ina wucnonHeHnn «3-83» Ha MCM un «3-5» Ha Bcex annapaTHbIX
nnaTtgopmax Npoun3BoOAUNTCS OOMNONHUTENbHAS ponesas
ofHOgakTopHaa  wunu  AByxdaktopHas  ayTeHTudukaums  Oo
npvseneHns CK3W B cocTosHWE FOTOBHOCTW, MPW MOMOLLM MOAYISA

pasrpaHuyeHus goctyna, Bxogsiiero ¢ cocras [1AK.

e [lpaBo Aoctyna K pexnmy ynpasneHus KOMMNSIEKCOM
(nonb3oBaTenbCKoOMY nHTEepdency MAK) nmeeTt TONbKO

adMWUHNCTPATOP.

e Uwms adMUHWUCTpPaTopa O0JIKHO ObITb YHUKallbHbIM WU HE MNpeBbIWaTb 8
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CMMBOIOB.

Umsa agMuHUCTpaTopa [AOMKHO HaduMHaTbCA C OyKBbl NATUHCKOMO
andgasuTta (CTpoYyHOW wunu nponucHon). [anee moryT uaTn Byksbl
naTuHCKoro andasurta (CTPOYHbIE WMKW MNPOMUCHbIE), UndpsbIl,

(nogyepkneaHue) u - (gedwuc).

Hactpounky [AK (HasHauyeHuwe |P-agpecos uHTepdpencam, cosgaHue
nonutukn 6e3onacHoOCTW, perucTpaunio  ceptudukaTos, Apyrue
AOMNOMHUTENbHbIE HACTPOWKW) OCYLLECTBMSIET TOMbKO agMUHUCTpaTop

Be3onacHOCTN B COOTBETCTBUM C PyKOBO,EICTBOM adMWUHWUCTPaTopa.

Heobxoaumo opraHvu3oBaTb CUCTEMY MPOTOKONMMPOBAHUS U ayauTa, u
BECTU PerynsipHblii aHanu3 pesynbTaToB ayauTa ¢ LENbio BbisBEHUS

HapyLLeHNA HecaHKLUMoHUpoBaHHoro goctyna K NMAK.

Heobxoanmo paspabotaTb NOAUTUKY Ha3HAYEHUS U CMEHbl napornew
(ans Bxopa B OC, gna poctyna K ynpaBreHW KOMMIEKCOM) B

COOTBETCTBMM CO CneayrwnMmin npasunamMmn:
e [IiHa Napona gomKHa ObITb HE MeHee 6 CMMBOMOB;

e B YKUCrne CUMMBOJIOB Napond obszaTenbHO OOMKHbI NPUCYTCTBOBAaTb
6yKBbI B BepxXHeM WU HMWXHEM perncrpax, U,Uld)pbl U cneunarbHble

cumBonbl (@, #, $, &, *, % nT.n.);

e raponb He [OfMKeH BknoYate B ceba nerko BblYUCNSEMbIE
coyeTaHus CUMBOIOB (MMeHa, damunum wn T. 4.), a TaKkke

obenpunHaTble cokpaweHus (USER, ADMIN n . a.);

e PN CMeEHE naponAa HOBOE 3Ha4YeHWe LOOIMKHO OoTnn4yaTtbCA OT
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npeablayLero He MeHee Yem Ha 4 cMmBona;

[lepnognMyYHOCTL CMEHbl napons onpefenseTca NPUHATOW NONUTUKON

6e30MacHOCTM, HO He AoMKHa npesbillaTth 1 roa.

3anpeuwaeTtcs:

octaBnaTb 6e3 koHTpons MAK;
OCYLLECTBNATb HECAHKUMOHNPOBaHHOE BCKpbiTMe N3BM;

OCYyLLeCTBNATb HeCaHKUMWOHUpOBaHHOE aAMUHNCTPAaTOPOM

BesonacHocTK KonunpoBaHwe KIr4yeBblX HocuTenen;

pasrnawartb COAEpXMMOE HOCUTENen KNioYeBon WHopMauum unum
nepefaBaTb CaMU HOCUTENW NuLaM, K HUM He JONYLEHHbIM, BbIBOAUTb
KMOYeBy0 MHOPMaLMo Ha AUCNNEN, NPUHTEP U T.M. UHble CpeacTBa

oTobpaxeHus UHopmaLunn;

MCMoNb30BaThb KINO4YEBbIE HOCUTEIN B peXunmax, He npedyCMOTpPEHHbIX

dyHKumoHuposaHuem MNAK;

3anunceiBaTth Ha KIOYEBbIE HOCUTENN MNOCTOPOHHIOK MHGOPMAaLMIO.

3awwmTa INAK 1 knoveson nHgpopmauum ot HC pomkHa obecneymBaTbCsa He

TONbKO B pexume hyHKUMOHUPOBAHUSA, HO U NMPU NPOBEAEHUN PEMOHTHbIX U

perfiaMmeHTHbIX pabor.

Mpun akcnnyataumm «C-Teppa KnueHT» Ans orpaHuYeHusi BO3MOXHOCTENn

Hapywwutena no nogdopy napons Tpebyetrca 3agatb B OC nonutuky

6HOKHDOBaHHH YYETHbIX AaHHbIX MPU NMOMOLLUW nporpamMmbl SQCDOLITISC nnn

HenocpencTBeHHo B peectpe OC. Hanpumep, gns Toro, 4tobbl npwu

Copyright © S-Terra CSP



PNKE.00010-01 90 02-01. MAK «C-Teppa VPN». Mpasuna nonb3oeaHus 15

obHapyxeHun 10 nocriegoBaTenbHbIX HeyAa4YHbIX MOMbLITOK BXOA4A, YYETHas
3anuncb 6nokuposanacb Ha 1 yac, HeobxogMMmo:
napameTpy Account Lockout Threshold npucsoutb 3HadeHne 10 (NOnbITOK);

napameTpy Account Lockout Duration npuceouTb 3HayeHune 60 (MUHYT).
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4.5.

Tpe6oBaHus no yctaHoBke M0 MAK Ha NM3BM

Mpun noctaBke ucnonHeHun «3-1», «3-3», «3-5» B cocTaBe nporpaMmmHoO-
annapaTHoro KomMmnnekca onepaunoHHas cuctema " CK3U
npegycraHasnueatotca.  [pu  3ToM  agmuHucTpaTtopy  ©GesonacHocTu
3anpewaeTcs HeCaHKUMOHUPOBaHHOE N3MeHeHune cpeapl

dyHkumoHunposaHusa N0 MNMAK, a nmeHHo:
e MopgepHu3saums OC, Bkntovasi yCTaHOBKY LUTATHbIX OBOHOBNEHWNA;

e pobaBneHne/oTKI4YeHne OTAElbHbIX  CEPBUCOB OI'IepaLIMOHHOﬁ
CUcTembl (I'IO OTHOLUEHNIO K COCTOAHUIO OﬂepaLIHOHHOﬁ CUCTEMBI Ha

MOMeHT noctasku [1AK);
e YCTaHOBKa AOMNOMHUTENbHbLIX NPUMOXKEHWUNA;
e BHeceHue nsmeneHun B N0 MAK;

e MoAuUKaumMa annosB, COoAepXallux WCMOMHAEeMble KoAbl, MpU ux

XpaHeHWUn Ha XeCTKOM ANCKE,

o .D,oﬁaBneHme/y,qaneHme annapartHbliX KOMNOHEHT (B TOM 4HKUCne ceTeBbIX

KapT, XeCTKUX AMUCKOB U T.M.).

HapylweHne aTUX oOrpaHW4YeHuMn paccmaTpuBaeTCs Kak  HapylleHue
uenoctHocTu MO MAK 1 NnpuBoAUT K CpbIBY 3asiBNEHHON PYHKLUMOHANbLHOCTU
MAK, n sBnNseTcs OCHOBaHWEM [A OTKasa B CEPBUCE TEXHUYECKOro

conpoBoXaeHus n nogaepxkn MNMAK.

MAK B ucnonHeHumn «3-5» NocTaBnAETCA C 3aMKHYTOW NPOrpaMMHON Cpeaon,

COCTasB KOTOpOﬁ HEe MOXeT ObITb LUTaTHbIM 06p830M N3MEHEH afMWHUCTPaTOPOM

MAK.
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MNpwn akcnnyatauuu wucnonHewun "1-1"; "1-3", "3-1", "3-3", "3-5" MNAK ans

UCKNK4YeHUA

BO3MOXHOCTM BMUSHWMSA  annapaTHbiX KommnoHeHToB COK Ha

pyHKkumoHuposaHue CK3U gomxHbl ObiTh BbINOMHEHbI criegyoLwne TpebosBaHus:

B cnyvyae obpaboTtkum uHdopmauuu, noanexailen obasaTenbHou
3almTe B COOTBETCTBMM C  3akoHogatensctBoMm  Poccuiickon
®epepayum, Heobxogumo npoeoauTb uccnegosaHus 1O BIOS CBT,
Ha kotopom yctaHoeneHo MO MAK "C-Teppa VPN", Ha cooTBeTcTBUME
TpeboBaHmAM  "BpeMeHHbIX ~ MEeTOAMYECKUX  peKkoMeHauun K
NPOBEAEHUI0 WCcrneaoBaHuin nporpammHoro obecneveHuss BIOS no

OOKYMEHTNPOBaHHbIM BOSMOXHOCTHA Mm";

B 1O BIOS [3BM pomkHbl ObiTb onpefeneHbl YCTaHOBKW,
UCKMoYaLne BO3MOXHOCTb 3arpy3kM OnepaumoHHOW CUCTEMBI,

OTININYHOW OT YCTAHOBNEHHOW Ha XXECTKOM LUCKE;

Bxog B BIOS MN3BM gormkeH BbiThb 3awulleH naponem ¢ AVHOW He

MeHee 6 CUMBOMOB;

cpeacteamu BIOS gomkHa BbITh UCKMKOYEHA BO3MOXHOCTb paboThbl Ha
NMN3BM, ecnn BO Bpems ero HayarbHOW 3arpys3kum He nNpoXoasT

BCTPOEHHbIE TECTHI,

OOMKHO ObITb NpoBeAeHO onedaTbiBaHue cuctemHoro 6noka [MAK,
UCKnovawLlee BO3MOXHOCTb BECKOHTPOSBbHOro W3MEHEHUSA

annapaTHoM YacTu pabo4yen cTaHUMK.

B cny4yae obpabotkn nHpopmaumn, nognexawen obssartenbHoOn 3awmte B

COOTBETCTBMM C 3akoHogaTtenbctBoM Poccuinckon D@epepaumn, [onyckaeTcs

coBmecTHoe ¢ CK3W ucnonbioBaHune Ha MAK Tonbko MO, Bxoaswero B coctas OC,
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nnbo paspaboTtaHHoro paspabotuynkom OC unu CK3W, a ycTponcTtBa, Ha KOTOPbIX
yctaHoBrneHo CK3W C-Teppa VPN, pomkHbl 3kcnnyaTuposaTbCA B YCMNOBUSIX,
NpeayCMOTPEHHbIX MPOU3BOAUTENAMM B UHCTPYKUMUSIX MO  UX 3KCnyaTauuw.
Wcnonb3oeaHue agpyroro MO B 3TOM criyyae BO3MOXHO TOMbKO NO pesynbTaram
nccnepoBaHuin  oueHkn ero BnvsHua Ha CK3W no  [OKYMEHTUpOBaHHLIM

BO3MO>XHOCTHAM.

Mpwn akcnnyaTtauun wucnonHeHun [NAK wmcnonHeHun «3-3», «3-5» ¢ CIAC

AOIMKHbI BbITh BbINOMHEHbI TPEDOBAHUS:

e nepep Havanom ceaHca paboTbl nonb3oBaTenb AOMKEH ybeauTbes,
yto BIOS M3BM ckoHdburypuposaH Ha 3anyck OC ¢ USB (kpome
nnatcopm cemenctea MCM, roge BIOS He wumeeT wuHTepdgenca

non bSOBaTeJ'IFl) ;

e npu Hanudyum B N3OBM wuHbIX HOCUTEenem Heobxogumo obecnevnTb
OTCYTCTBME Ha HWUX ONEepauUMOHHON CUCTEMbI, KoTopas morna Obl BbiTh
3arpyxeHa cpeacteamu BIOS; npu pasmelleHun Ha 3TUX HOCUTEnSIX
Kakon-nnbo uHpopmauuu, ucnonblyemon npu pabote [AK,

HeobXxoAMMo oBecneynTb KOHTPOSb LIENOCTHOCTY 3TON UHGOpMaLIK;

e B xoge pabotbl ¢ NAK He pgonyckaeTca nogknYeHue HocuTenen B
pazbembl [M3BM, 3a wucknw4yeHnem HocuTenem C  K4veBoun
nHpopmaumen [MAK «C-Teppa VPN» u BblAeneHHbIX HOCUTENen,

crieumanbHO NpegycMoTPeHHbIX Ans paboTsl MAK;

3anpewaetcsa akcnnyatuposaTtb 1O TAK c¢ CMNAC nwa CBT, koTopble He

YAOBMNETBOPSIOT TPeBOBaHUAM HacTosLMx [MpaBun nonb3oBaHus.
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Mpu akcnnyatauun MAK ncnonHeHun «1-1», «1-3» noa ynpasneHunem OC
cemenctea Windows Heobxoaumo AeakTuBmpoBaTb cUCTeMHYo cnyxBy Windows
Error Reporting, ona 4ero npucBouTb 3HadeHve 1 napameTtpy Disabled B

cnegyrwlmnx Kn4dax peecrpa.
HKEY_CURRENT_USER\Software\Microsoft\Windows\Windows Error Reporting
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Windows Error Reporting
Tawke gomkHa ObiTb OTKMIOYEHA (PYHKLMOHANbHOCTL CTOpoHHero MO Aans

oTnpaBkn 4amMnoB NamMATA.

Ha pabounx mectax nog ynpasneHnem Windows HeobXoguMo OTKMOYUTL
yAanéHHoe ynpasrneHue pabo4vm CTOroM unu obecneyntb 3aluTy ynpasnsaioLlero

coefuHeHust npu nomowm ceptuduuymnposarHoro CK3W.
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4.6.

TpeGoBaHKs no KpunTorpachu4eckon sawure

Mpu wHcTtannaumm CK3W pomkHbl BbiTe obecnedeHbl OpraHM3auMOHHO-
TEXHUYECKME Mepbl MO WUCKIYEHUIo nogMeHbl AUCTPUBYyTMBA U BHECEHUS
nameHeHnn B CK3/ nocne yctaHOBKW.

KnioyeBas wvHOpMauus W BHEWHAS ramma, ucrnonb3yemas Ans
MHUUManu3auum COCTOSIHUS nporpamMmMmHoro ACHY, ABNAKTCSH
KOHbUaEHUManbHbIMN.

MepnoanYHOCTb TECTOBOro KOHTPONs Kpuntorpaduyeckux dyHkumn - 10
MUHYT.

MAK cnegyeT nepesarpyxaTb OAWH pa3 B cyTku (B cnydyae KnneHt-M — oguH
pa3 B Hedentw), U ocTaHaenuMBaTb ANS MNPOBEPKN CUCTEMbI OXIaXAEeHUs
npoueccopa oAunH pas B MecsiL,.

Mpn  dyHkumoHupoBaHum CK3W [omkHbl  BbINOMHATBCS  TpeboBaHus
3KCnnyaTauynoHHON OKYyMeHTauum Ha ucnonedyemoin NAK sawmtel ot HC/L.
[Ans aHTMBUPYCHOW 3aliMThbl NOnb3oBaTenen 3alwuaemMon ceTu cpeacTsea
aHTMBUPYCHON 3allUTbl AOMKHbI yCTaHaBnmMBaTbCsA NUOO HenocpeacTBEHHO
Ha [13BM nonb3oBatena cetu, nubo Ha cepBep LEHTpanv3oBaHHOW
aHTUBMpPYCHON 3awmnTbl, NUBo Ha MNAK ¢ yctaHoBneHHbiM CK3W (npu Hann4um
COBMECTUMOro cCpefcTBa aHTMBUPYCHOM 3aLLUnThbl).

Mpun Hanuuuu kaHana obmeHa mHpopmaunen mexagy N3BM nonbsoBaTtens
CK3N u HesawMLEHHbIMM aBTOMAaTU3UPOBAHHBIMW CUCTEMaMW, CpeacTBa
aHTUBMPYCHON 3alluTbl AOSMKHbl YCTaHaBNMBaTbCA HENOCPeACTBEHHO Ha
MOBM nonb3oeatens CK3W, unu Ha BblaeneHHbld Hocutens [1GBM
none3oeatens CK3W wvnu npeagyctaHaesnueatbca Ha C3H (Hanpumep, ons

BbesguckoBon paboyen craHumu). lNpu OTCYTCTBMM Takoro kKaHana obmeHa
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MHOpMaLMen, 4OCTAaTOMHO MCNOMb30BaHME CPEACTB aHTUBUPYCHOW 3aLUNTHI,

yCTaHaBMUBAEMbIX HA CEPBEP LIEHTPan1M30BaHHON aHTUBUPYCHOW 3aLLUTbI.
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4.7.

TPGGOBEHHH K 06pau4e|-|mo C KNn4eBbIMU JOKYMEHTaMW

Cpok pencteusa 3akpbiTbix Krtoden 31 (BUIM) — 1 rog 3 mecsaua. [lo
NCTEYEHUN CpoKa OENCTBUS KIKYW HEe CMOryT UCMNonb3oBaTbCs Ans paboTbi
MAK 1 0omkHbl ObiTb YHWYTOXEHBI Ha KIMOYEBbLIX HOCUTENSX CpeacTBamu
MAK nnu cusnyeckn BMecte ¢ HOCUTENSMU.

B MNAK «C-Teppa VPN» npumeHsitoTca cepTudukaTtel Knova nposepku I,
CO3faHHble B COOTBETCTBUM C MeXAyHapoAHbIMU pekomeHpaumsmu ITU-T
X.509, u npoTtokon aHHynMpoBaHus cepTudukata knwoya nposepkn 3l ¢
NCNonb30BaHWEM CMUCKOB aHHYNMPOBAHHbIX CEPTUIUKATOB.

Ceptudpukatel knwoden nposepkn 31 M ciUCKM  AHHYNMPOBAHHbLIX
cepTudukaToB A[OMKHblI ObiTh BbINyWEHbl B dopmaTte, COBMECTUMOM C
ceptudnumpoBaHHbiM YL «Kpuntollpo», n nognucaHsl ¢ UCMOMb30BaHUEM
cepTuduumpoBaHHoro CK3W.

YpocTtoBepsaowWwmMn LeHTp AomkeH obecnedymBaTb KOPPEKTHYHO 06paboTky
nonen ceptudukata, B YactHoctm 6HGutoB keyCertSign um cRLSign
pononHeHns keyUsage AN KOPHEBbIX U MPOMEXYTOYHbIX cepTudukaTos YL,
Cnuckn aHHyNUpoOBaHHbLIX CcepTUdUKaToOB Ans wucnonb3oBaHus B [1AK
«C-Teppa VPN» gonxHbl BeinyckaTbcsa 6e3 pacwmperus deltaCRLIndicator.
Cnuckn aHHynMpoBaHHbIX cepTudumkatoB MoryT poctasnatecs Ha [1AK
«C-Teppa VPN» aBTomaTudeckun nytém nybnukauum yaoCTOBEPSAHOLUM
ueHTpoMm npu nomowm npotokona LDAP (c wcnone3oBaHuem nons
CRLDistributionPoints B cepTudukate unu 3agaHvem nyTu nydnukauum B

nonutuke 6esonacHoctn CK3W) nnn agMMHUCTPATOPOM MpPU NMOMOLLM WHbIX
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AOCTYMHbIX cpefcTB. [locTaBka CMUCKOB aHHYMMPOBAHHbLIX CEpTUUKATOB
[OMKHA NPOU3BOANTLCS [AOBEPEHHBIM? CNOCOBOM.

MpuHATOM B oOpraHuMsauuMm nonuTukon ©Oes3onacHOCTU [AOMMKHO ObITb
YCTaHOBIEHO AONYCTUMOE BPEMSA aHHYNMPOBaHMA Ko4ya nonb3osartens. [pu
HEBO3MOXHOCTU BbIfycka yOOCTOBEPSAIOLLMM LIEHTPOM cnmcka
aHHYNUPOBAaHHbIX CepTUMUKATOB N ero JOCTaBKUM 3a YCTaHOBMEHHOE BpPeMS
aZIMUHUCTPATOPOM AOMKHbI ObiTb MPUHATHI MEPbI® MO NPeAoTBPALLEHIO

AO0CTynNa Nnonb3oBaTena, K4 KOTOPOro aHHynnmpoeaH.

® 3pech 1 panee AOBEPEHHbIM CHUTAETCA CNocod nepeaayn no KaHany, 3aliMLLEHHOMY MPU NOMOLLK
ceptucpmumposanHoro CK3W, wumetowero cpegu UeneBblX YHKUMIA  KOHTPONb  LENOCTHOCTM

(MMWUTO3aLUUTY) nepefaBaemMblX [aHHbIX W ayTeHTUUKaUu Kpuntorpaduyeckumu metojamu, npu
ycnoeumn ayTeHTIf"ICIDMKaLl,MM WCTOYHWKEA, nnbo B COOTBETCTBUN C npasunnamum OﬁpaLLlEHHH C KnryesbiMn
AOKyMeHTamu, nubo usndeckn C y4acTMEM YNOMHOMOYEHHOro nuua COrnacHo YCTaHOBMEHHOI
gpouenype,

Hanpumep, WCKnYeHne nonb3oBaTens W3 CnNucka [AONYLEHHbIX nonb3oBatenedt B NONUTUKE
6e3onacHocTn CK3W.
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4.38.

Tpeb6oBaHus k npoueaypam koHdurypupoBaHus MAK «C-Teppa VPN»

lMepBoHavyaneHoe koHdurypuposaHue [MAK, obnagamowmx craHgapTHbIMU
cpeactBamu  BBOAa-BbiBoga  (MOHMTOP WM KnaeBuaTtypa),  OOIMKHO
NPOU3BOANTLCH HEMNOCPEACTBEHHO C MUX WCMNOMb30BaHMEM WK MpU NOMOLLM
APM vynpaBeneHus. [lepBoHayanbHoe KoHgurypuposaHue [1AK, He
obnapawwmx  CcTaHfapTHbiMWM  cpeAcTBamMuM  BBOAA-BbiBOAA,  LOIMKHO
nponssoguTbca npu nomown APM ynpaeneHus.

KoHdurypuposaHue npwu NOMOLLK APM ynpasrneHnsa  OOSKHO
OCYLLIECTBMATLCA C UCMONb30BaHMEM MOAKIKOYEHUS NO nocrnegoBaTenbHOMY
uHtepdency RS-232. MNpu nogknoveHun APM ynpasneHuss agMuMHUcTpaTop
BGesonacHoCT nNpW  MOMOLUM KOMMYHUKALMOHHOW MNpOrpaMmbl  LOIKEH
nonyyutb pgoctyn K koHconu [1AK, B KOTOpOW pAnsA  BbIMNONHEHUA
KOH(UrypaunoHHbIX AEACTBUA LOMKEH MPUMEHATb YTUNUTblI KOMaHLHOW
CTPOKW, onucaHHble B PykosoacTee aamuHuctpatopa MNAK. AgMuHucTpatop
AOMKeH noryyatb HacTponku Ans kKoHdurypuposaHusa NAK no HagéxHomy
KaHany, uckroyarmoLlemMmy mux uckaxeHue. XpaHeHune Hactpoek [NAK Ha APM
ynpaBneHusi OONycKaeTcs TOMbKO Mpu yCrnoBun obecrneyeHns KOHTpons ux
LlenocTHoCTK nporpammon cpverify komnanum «Kpuntollpo» unu cpeacrsamm
MAK.

Pabounm mectom agmuHucTpatopa ©6e30nacHOCTU MOXEeT ABNATbCA Nnbo
APM vynpaeneHus, nubo [1OBM, He wvmMmelowme OTKpbITbIX CEeTEBbIX
COEAWHEHMN, C YCTAHOBMEHHBIM U CKOH(PUIYpUPOBaHHbIM B COOTBETCTBUN C
HacTOALMMUY NpasunamMmn Nonb3oBaHnS.

TpeboBaHus k paboyemy MecTy agMUHUCTpaTopa:

e paboyee mecto agmuHuctpatopa (APM ynpasnenus wnu [M3BM)
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AOIMKHO  PYHKUMOHWpPOBATL B MporpamMMHoO-annapaTtHon cpene

Windows unu Linux Ha x86-coBmecTumon nnatopme,;

e Ha paboyem MecTe agMUHWUCTpaTopa crnefyeT ycTaHaBnNuBaTb TOMbKO
nuueHsnoHHoe 10 dupm-nsrotosuTenen, Heobxogumoe OnNsa uUeneun

ynpaBneHus;

e Ha paﬁoqu MecTte agMUHUCTpaTopa AOO0J1KHO BbITb YCTaHOBJIIEHO

CK3WU «KpunTo NMpo CSPx»;

e Ha paboyem MecTe agMUHUCTpaToOpa A[OMKHA ObiTb ycTaHOBMEHa
KOMMYyHUKaLUMOHHas nporpamma (Hanpumep, HyperTerminal Aans
Windows, minicom ana Linux), nossonswwas pabotatb C

COEANHEHMSIMU MO nocnepoBaTensHoMy nHTepdeincy RS-232;

e paboyee MecTo agMUHUCTpaTopa AOMMKHO ObiThb 3awwmuweHo ot HCA
ceptuduumpoBaHHbiMn  ®CBb cpeagctBamm  WNUM OpraHU3auMoOHHO-
TEXHUYECKMMN MepaMu, UCKMYaWMMMU AOCTYN K HUM MOCTOPOHHMUX

nuy,

e B OTHOWeHWM paboyero Mecta agMUMHUCTpaTopa  AOSKHbI
BbINOMHATLCS TpeboBaHus no 3awmte ot HCI B cooTBETCTBUU C
PykoBoacteoM agmuHuctpartopa 6esonacHoctn «Kpuntollpo CSP», B
TOM yucne, agMUHUCTPATOPOM BGesonacHocTn OOIMKEH
OCYLLIECTBNATLCA nepuoanNYecKkum KOHTpOnNb LeNOCTHOCTH

ycTaHoBneHHoro MO (BkNoYas KOMMYHUKALNOHHYKO nporpammy);

e NPV BbINOMHEHUM nNepBOHa4YanbHOro  KoHdurypuposaHua [1AK
«C-Teppa VPN» paboyee mMecTo agMuMHUCTpaTopa HE AOMKHO UMETb

aKTUBHbIX CETEBbIX COEQUHEHWUN,;
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e paspellaeTcs NpPUMEHATL paboyee MecTo agMuHUcTpaTopa Ans
koHpurypuposaHusa MNAK «C-Teppa VPN», «CSP VPN Gate 3.11» u
Ans oopmMmmpoBaHus knden 3l B TOM Ynucne — Ans ynpasneHus npu

NoOMOLLM NporpamMMHbIX npogykToB «C-Teppa KI».

B xone nepBoHadanbHoro koHdpurypuposaHus [NAK crnegyeTr ycTaHOBUTb
naponu nosnbe3osatenen OC, OT MMEHU KOTOPbIX MOXET OCYL|EeCTBMATbLCA
yOAnéHHOEe  KOHdUrypupoBaHue  (ynpasneHue) ¢  WUCMONb30oBaHUEM
npotokonos SSHv1 u SSHv2. YpanéHHoe ynpasneHve OyAeT BO3MOXHO
TOMbKO MNpU YycnewHon ayTeHTudukaumm agmuHuctpatopa [1AK B OC.
Mogrotoeka [MAK Kk yganéHHOMY ynpaBreHU OOMMKHA NPOM3BOAUTLCH B
COOTBETCTBUM C PykoBoacTBOM agMuHuctpartopa lNAK.
Mocnepywline ceaHCbl KOH(UIrypUpoBaHWS MOrYT MPOBOOMUTBLCA IOKanbHO
(aHanornyHo nepBoOHa4yanbHOMY KOHMUIypUpoBaHUIO) unu yaanéHHo (c
ucrnons3oBaHnem nportokonoe SSHv1 wn SSHv2 wunu npy  nomoum
nporpammMHbix npoayktoB «C-Teppa Kll»), He3aBUCMMO OT Hanuuus unu
OTCYTCTBUS Y HEro CcTaHAapTHbIX CPeAcTB BBOAA-BbiBOAA (MOHUTOP W
Knaeuwartypa). YpanéHHoe ynpasneHue [AOIMKHO MPOWU3BOAUTBLCA  NO
B6e3onacHbIM KaHanam, a UMEeHHO:
e N3 KOHTPONUPYEMOWN 30HbI MO HE3aLUULLEHHOMY KaHarny TOMbKo Npw
HEBO3MOXHOCTM NOAKIMIOYEHUS K 3TOMY KaHarny HapyLuuTens,
e 13-3a NpeaenoB KOHTPONUPYEMOW 30HbI UM U3 KOHTPONMMPYEMOWN 30HbI
NPy BO3MOXHOCTU MOAKITOYEHUSA K 3TOMY KaHany HapyLuTens TOmnbKo
no 3awMLEHHbIM CoeauHeHnaM, ¢ obsizaTtenbHOM ayTeHTuukaunen

agMuHUCTpaTtopa npu nomoiyn 3r1.
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Mpn MCNONb30BaHUN HEe3aLMLLEHHBIX YNPaBNSALWMUX coeanHeHuin paboyee
MeCTO agMUHUCTPaTopa AOMKHO pasMeLLaTbCsa B OTAEMbHOM CErMeHTEe CEeTH,
3alMLEeHHOM OT [OCTyna MOCTOPOHHUX nuL, W NOAKMYaTbCa K
ynpasnaemomy NAK yepes BbigeneHHbIn (U3nYeCcKuin CeTeBON MHTEpENcC.
3anpeLlyaeTcsa ycTaHOBNEHNE He3aLMULLEHHbIX YNPaBNSALWMX COeANHEHWA NO
6ecnpoBOAHbLIM KaHanam CBSA3N.

dopmuposaHue knroven 3N ans MAK «C-Teppa VPN» MOXET BbINONHATHCS
Kak ¢ wucnonbsosaHvem [10 XKTAWM.00067-01  «Kpuntollpo  YL|»
(LueHTpann3oBaHHO), Tak n c MCNOb30BaAHNEM MAK nnu
ceptudpmumposarHHoro CK3M «Kpuntollpo» (B TOM Yncne Ha pabo4vnx mecrtax
nonb3oartenen, unu Ha APM ynpaeneHus). 3anpeljaetcs dopmuposaTtb
kntoun 3l ¢ ucnonbsosaHnem CK3U «Kpuntollpo CSP» Ha ycTpowncTee, He
obnagarwollemM cTaHgapTHbIMA CpeacTBaMyu BBOAA-BbiBOAA (MOHUTOP W
knasuaTtypa), ecnu NOCY «Kpuntollpo CSP» He 6bin nHUUMann3npoBaH npu
nomowm cusndeckoro OCHY wunu BHEWHENW ramMmMon B COOTBETCTBUM C
PykosogctBom agmuHuctpatopa 6esonacHoctn CK3U  «Kpuntollpo» u
AokymeHToM «APM BbipaboTKM BHELUHER rammbl». AOMUHUCTPATOP MOXET
y6eautecs B ToM, yto [CYH mMHMUMann3npoBaH BHELUHEW raMMOMN, BbINOMHUB
komaHay: cpconfig -hardware rndm -view

BbiBog, AOMKEH cogepXaTb TEKCT:

Nick name: CPSD

Connect name:

Rndm name: cpsd rng

Rndm level: 4
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HoctaBka koHTenHepoB knoden 3l n BHewHen rammbl MACY Ha ycTponcTeo
LOMKHA MPOU3BOAUTLCS  AYTEHTUMUUMPOBAHHBIM  aAMUHUCTPATOPOM Ha
HocuTensix, nogaepxunsaemoix NMAK 1 nepeuncneHHbix B pasgene 3, KotTopble
MOryT BbITb NOAKMOYEHbI K KOHPUIYPUPYEMOMY YCTPONCTBY.

MoprotoBka CepBepa ynpaBreHUs K paboTe [AOormkHa MNpou3BOAUTLCH B
cooTBeTCcTBUN C PykoBoactBom agmuHuctpatopa [MAK c obssaTtenbHbim
BbINOMHEHWEM CrneayoLnx npasun:

e knoym nognucyu, CA ceptudukar n pabounn ceptudukar Cepsepa
ynpaBneHns AOMKHbl co3faBaThCs Npu NOMOLLKW cepTUdULMpOBaHHbIX
CK3U;

e CA ceptudukatr ana uenen CepBepa ynpasBrneHUss He [OOIMKEH
Mcnonb3oBaTbCs Aans BbInycka Kroyen ayTeHTudmKaLmm
agMUHUCTpATOpA;

e [pM XpaHeHUW 3aKpblTOro knw4a noanucu Cepsepa ynpaBneHus B
xpaHunuuwe «PeecTtp» Heobxogumo obecneunts 3awuty [M3OBM
Cepsepa ynpasneHuns ot HC[, Hanpumep, npu  MNOMOLYM
ceptucuumposaHHoro ArNMAS3.

[Mpu nokanbHOM unu yganéHHom (B Tom 4vucrie ¢ nomolbio «C-Teppa KIl»)
obHoBnenun sepcun CK3U AgmuHuctpatop [OMKeH yb6eauTbca B TOM, YTO
yctaHaBnueaemas Bepcus CK3W npowna ceptudukaumio OCB. lMepen
yCTaHOBKOW OOGHOBreHMs AOMUHUCTPATOP A[OMKEH MNPOU3BECTU pPacyéT
KOHTPOMbHbIX CYMM W WX CPaBHEHWE C JTaNOHHbIMUA  3HAYEeHUsIMU,

nonyyvyeHHbIM AOBEPEHHBIM crnocobom.
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4.9.

Tpe6oBaHus Kk npoueaypam ncnonb3oBanus MAK «C-Teppa VPN» Ha nnatdopme MCM

Mpn  KoHdurypupoBaHum ycTtponctea MCM  pgomkHbl  cobniogaTtbes
TpeboBaHus rnaebl 4.8 « TpeboBaHus k npoueaypam koHpurypuposaHus MAK
«C-Teppa VPN» c y4étom TOro, 4yto ycrpouctso MCM He obnapaet
CTaHJapTHbIMW CpeacTBamMmu BBOAA-BbiBOAA (MOHUTOP U Knasuatypa).
JlokanbHOe  KOHCpurypupoBaHue  MOXeT  npousBoautbcs C  APM
agMuUHuUCTpaTopa 4Yepe3 BCTpoeHHbln USB-nopt yctponctea MCM npu
nomowm USB-to-serial apantepa, nu6o 4epes mapwpyTtusatop Cisco, K
KOoTOpoMmy MOAKITHOYEHO yCTPOUCTBO MCM. Mpw nokarbHOM
KOHUrypmpoBaHun 4Yepes mapLupytusatop CisCO KIOYEBON KOHTEWHEP
agMUHUCTpaTopa, WCMonb3yemMbld ANS  ayTeHTUuUKkaumm, [OrmKeH ObiTb
pa3smMeLwéH Ha cmeHHoM Hocutene (USB-flash unn eToken). Mpu nokanbHom
KOHUrypuposaHun maplupytmusatop Cisco, K KOTOPOMY MOAKIHOYEHO
yctponcteo MCM, n camo yctpoincteo MCM formkHbl ObiTb OTKMOYEHbI OT
CETMU nepegayun AaHHbIX, NPy 3TOM A0MYyCKaeTCs CETEBOE COeAUHEHNE TOMNbKO
c APM agmuHucTparopa.

BHewHuin ceTeBon nHtepdgenc yctponctea MCM, nomeveHHbIn Ha nepeaHen
naHenun yctponcTea kak GigE (aanee — ceteBon untepdeic GigE), aonmxkeH
nogknoyaTeCs K 3aluwaemMon cetm  wunM K UHOpPMaLMOHHO-
TENeKOMMYHUKAUMOHHbIM ceTsaiM obliero nonb3osaHus. [lpy 3TOM Becb
Tpaduk Mexay 3aluLiaeMon CeTbIo U CeTAMM ObLLEero Nonb3oBaHUSA LOMMKEH
npoxogute 4epes yctponcteo MCM. 3anpelwiaeTtca nogknwdvaTb CeTeBble
MHTEepEenChbl MapLupyTM3aTopa K TOW Xe CeTW, K KOTOPOW MOAKMOYEH
nHtepcpenc Gigk yctponctea MCM. 3anpelyaetca koHdurypuposatb [1AK

«C-Teppa VPN» Ha Gasze MCM Takum o6pasom, 4ToObl 3alMLLEHHbLIN
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npoTtokonom |IPsec Tpacuk Bo3Bpaljanca B sawuwiaemyro cetb. [ns atoro
npu  KoHdurypuposaHun [1AK B cooTteBetcTBuM C  PykoBoacTBoM

agmuHuctpatopa NAK HeoBxoaumo:

e cTpykTypbl FilterChain, onpepensiowe napameTpbl 3aLuLiaemMoro
Tpaduka, NPUBA3bLIBATb K CTPYKTypam NetworkInterface,
COOTBETCTBYIOLMUM WUHTEpdencam, MNOAKMIYEHHbIM K CceTn obuero

nonb30oBaHus;
e B cny4yae obbeanHeHus cetei ¢ npumeHeHnem IKECFG:

e MapLupyTU3auuio nakeTos, agpecosBaHHbIx nyny aapecoB IKECFG,
OCYLLECTBNATL Yepe3 CeTeBon MHTepdenc, NoAKMIOYEHHbIN K ceTn

obLero nonb30BaHUS;
e 0e3 obbeanHeHNs ceTen:

o arpubyty PeerlPAddress 3agaBsaTb 3HauyeHue, He nepecekatolleecs

C afpecHbIM NPOCTPaHCTBOM 3awuuiaemMon ceTu;

HoctaBka KoHTenHepoB kntoden JIUIM wn BHewHen rammbl [MOCH Ha
yctponctso MCM formkHa npousBoAUTLCS Ha HOCUTENSIX, NOALAEPXKMBAEMbIX
MAK, kotopbie wmoryT ObITe nogknwo4veHbl K yctponctsy MCM yepes

nHTepdenc USB, nubo no sawuwé&HHoOMy CETEBOMY COEANHEHWIO.
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4.10.

Tpe6oBaHus k npoueaypam ncnonb3oBanus MK «C-Teppa KnueHt-M. Bepcus 4.1»

Mpn KOHUrypupoBaHMM MOOWMBHOrO YCTPOMUCTBA [OSMKHbI cobniogaTtbes
TpeboBaHus rnaebl 4.8 « TpeboBaHus k npouenypam koHpurypuposanHus MNMAK
«C-Teppa VPN» c y4yétom TOro, 4to mMobunbHoe ycTpoucTBo obnapaer
CTaHOapTHbIMW CpeacTBamMu BBOAA-BbiBOAA (MOHUTOP W KnasuaTypa), HO
BMECTE C 3TMM [JOSKHbl YYUTbIBATbCA OCOBEHHOCTU nnaTgopmMbl, Kak
onucaHo panee.

YcraHoBka CK3W pomxkHa npoussoautbca B OC, paspaboTaHHylo unu
afanTUPOBaHHYKD  npousBoguTenemM  MOOUNBHOrO  YCTpPOWACTBA  Mnocne
ycTaHoOBKM oOHoBneHun GesonacHoctu OC, sBnusowmx Ha BesonacHocTb
aKcnnyaTauum KomnbeloTepa.

YctaHoBka CK3WM Ha mobunbHoe YCTPOMCTBO AOMKHA MNPOU3BOAUTBCA C
AncTpubyTtuea, goctaeneHHoro ¢ APM agMmuHucTpaTopa nocrne npoBepku ero
uenoctHoctu. [lo BBoga CK3W B gencteue MobunbHOE YCTPOWCTBO MOXET
ObITb NOAKNIOYEHO ANs AOCTaBKM AMCTPUOYTMBA, KOHMUrypaunoHHOro
hanna, KoHTeMHepa Krwda U CcepTUUKATOB TOMbKO K WU30NMUPOBAHHOM
AoBepeHHon  GecnpoBOAHOM  CeTW, [AONA  KOTOPOW  rapaHTUpyeTcs
HEBO3MOXHOCTb NOAKMYEeHUA Hapywutens, n/uwnu Kk APM agmuHucTpatopa
yepes uHtepdeinc USB. [dpyrne coeguHeHus (B Tom Yucne GPRS, EDGE) po
Beoga CK3W B geicTBme yctaHaBnuBaTb 3arnpeLlyeHo, Ans atoro tpedyercs
OTKMIOYUTE LITATHBIMW CPeAcTBaMW OCTarbHble CeTeBble UHTepdencbl u
n3baTb SIM-kapTy.

JlokanbHoe KOHuUrypuposaHme AOIMKHO NPOW3BOAUTLCSH npw
HenocpeacTBEHHOM B3aMMOAENCTBUM afiMUHUCTPaTOpa C YCTaHOBIMEHHbLIM Ha

MoBunbHom ycTpounctee CK3U.
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Ans pgocTtaBkm [ucTpubyTuBa, KOHUrypauMoHHOro danna, KOHTenHepa
Kno4ya wu cepTudUKaToB MOXET npumeHsaTbes Hakonutens USB-flash.
KoHTeiHep knwoda MOXeT ObiTb creHepuposBaH Ha annoBon cucreme
MOBUNBHOro YCTPONCTBA UITM MOXET 3KCMNyaTUpPOBaTLCHA HEMOCPEACTBEHHO C
HocuTens Rutoken wnm JaCarta no umHtepdeincam USB unm Micro-SD wnu
Bluetooth.
Mpu skcnnyatauum wucnonHenusa [K «C-Teppa Knuent-M 4.1» nopg
ynpasneHunem OC, otnuyHon ot OC Android npoussoactea Google sepcui,
ykasaHHbix B  dopmynsape CK3W, no TexHuyeckomy  3afaHuio,
cornmacosaHHoMy ¢ B/4 43753, Heobxoaumo npoBOAUTL WCCNeaoBaHWE
BMAVAHWUSA NPOrPaMMHbIX KOMMOHEHTOB nnatdgopmbl Ha CK3W.
B cnyyae obpaboTkn nHdpopmauuu, nognexaiwlen obasatensHon sawuTe B
COOTBETCTBUM C 3aKoHoAaTenbcTBOM Poccuickon egepauum, Heobxoanmo:
e ana akcnnyataumm K «C-Teppa KnuneHwt-M 4.1» Ha nnatdopme,
otnnyHon ot Samsung GT-N8000, no TexHW4ecKomy 3agaHuio,
cornacoBaHHOMy C B/M 43753, nNpoBOAUTb UCCredoBaHUe BIUAHUSA

annapaTHbIX KOMNOHEHTOB nriatgopmel Ha CK3W.
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4.11.

Tpe6GoBaHmMs K MH(pPACTPYKTYpe U nonuTuke Ge3onacHocTH

MAK «C-Teppa VPN» moxeT obecneynBaTb pasferibHO€ WM COBMECTHOE
BbiMONMHeHWe yHKUM BesonacHocT — unbTpauus, obecneveHve
KOH(bMAEHUNANbHOCTN, UMUTO3aLWmMTa, ayTeHTudukauna aboHeHToB. [lpu
yCTaHOBKE NapamMeTpoB, MO3BOMAKLWMX co3haBaTb Kpuntorpadudecku
HesalwLeHHble CoOefUHEHNSA, OOMKHbI ObITb NPUHATHI MEPbI, UCKIYatoLmne
yTeuky Tpebywowen 3sawutbl WHoOpmMauum C 3awuwaemoro obbekTa
nHdopmaTtumsaumn. ApgmumHucTpaTop 6GesonacHOCTM [AOMKeH onucatb B
nonutuke BesonacHoctu MNMAK «C-Teppa VPN» Bce Heobxoaumble yHKLMK
GesonacHocT, wWcxoaa M3 mopenu  yrpo3.  Tpaduk  cyuTaeTcs
He3alWMLWEeHHbIM, €Cnn K HeMy He TMPUMEHSETCA onpeaensemMbl
agMUHUCTPATOPOM Habop PyHKLMIA 6e30NacHOCTA U3 NEPEYNCTIEHHBIX HUXE.
lMpoBepka [OCTATOMHOCTUM MPUHATBIX MEp 3aluTbl MNPOBOAUTCA NpPU
atTectaumm obvekta wuHdpopmatmsaumm ¢ [MAK «C-Teppa VPN» no
TpeboBaHMAM NHPOPMaLIMOHHOM Be3onacHOCTH.

Ana yKasaHus BbINOSTHAEMbIX MAK dyHKUMA BesonacHocTn
afMUHUCTPATOPOM [OMmKHa OblTb HanucaHa nonuTuka ©OesonacHoCTH, C
MCMONb30BaAHNEM CTPYKTYP OCHOBHbIX TUMOB Filter (onucaHune Tpadwmka),
IPsecAction (onucaHue napameTtpoB coeauHeHua ESP wunu AH), IKERule
(onucaHne napameTpoB coeguHeHuss ESP unn AH). ®opmart onucaHua wu

B3aUMOCBA3M CTPYKTYp M aTpubyToB onucaHbl B PykoBoacTBEe agMuHMUcTpaTopa

MAK.
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Ans obecneyeHns KOHUMAEHUMANbHOCTU WMHOPMaLMKM B KaHane CBA3M C
coxpaHeHnem BO3MOXHOCTU BcTpeyHou paboTbl ¢ CK3U «CSP VPN Gate

3.1» Heobxoanmo:

npucsoutb aTtpubyTty CipherAlg B cTpyktype ESPTransform 3Hauexue

"G2814789CPRO1-K256-CBC-254".

Ona obecrneyeHns wuMUTO3ALUTLI MHOPMaALMM B KaHane CcBaAsn C
coxpaHeHnem BO3MOXHOCTU BcTpeyHon paboTbl ¢ CK3U «CSP VPN Gate

3.1» Heobxoaumo:

npuceouTb aTpubyTty IntegrityAlg B cTpyktype ESPTransform sHadeHue
"GR341194CPRO1-H96-HMAC-65534" unu B ctpyktype AHTransform

3HadveHve "GR341194CPRO1-H96-HMAC-254".

Ons obecnedyeHuss UMUTO3alWUTbl MHGOpPMauMM B KaHane cBsA3n 0es
COXpaHeHusl BO3MOXHOCTK BCTpeyHon paboTtel ¢ CK3U «CSP VPN Gate 3.1»

Heobxoanmo:

npuceouTb aTpubyTy IntegrityAlg B ctpyktype ESPTransform 3HaveHue
"G2814789CPRO1-K256-MAC-65535" unu B ctpyktype AHTransform

3HadveHve "G2814789CPRO1-K256-MAC-255".

Ana npumeHeHus komnnekcHoro npeobpasosaHusa ESP GOST-4M-IMIT (B
COOTBETCTBUMN ¢ METOANYECKUMM pekoMmeHaaunamMmm TK26),
obecneynBaroLlero KOHUAEHUMaNbHOCTE U MMUTO3ALUNTY MHPOPpMaUUn B
KaHane cBA3n 06e3 coxpaHeHWs BO3MOXHOCTU BCTpeyHou paboTbl ¢ CK3U

«CSP VPN Gate 3.1» HeoOxoanmo:

atpubyty CipherAlg B cTtpyktype ESPTransform npucBouTb 3Ha4yeHue

"G2814789CPRO1-K288-CNTMAC-253".
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OAns obecneyeHus ayTeHTUukaumm abOHEHTOB C  WCMOMb30BAHUEM
anekTpoHHon nognucu no craHgaptam FOCT P 34.10-2012 wnm FOCT P
34.10-2001 (anroputm onpegensieTca cepTuukaTomM Krda noanucu)

Heobxoanmo:

npuceouTb atpubyty MainModeAuthMethod unu AggrModeAuthMethod B

ctpyktype |IKERule sHavyeHune tnna AuthMethodGOSTSign;

noGaBneHvwe,  NPOCMOTP,  yAaneHue  CepTUgUKaToB  LOSDKHbI
NPOV3BOAUTLCA aAMUHUCTPATOPOM Ge30macHOCTU B COOTBETCTBUM C

PykoBogcTteom agmuHuctpatopa MNAK;

cosfaHue Knyen noanucu u CepTMCbMKaTOB OOIMKHO Npon3BOANTbCA
aMUHNCTPATOPOM B6e3onacHOCTU B COOTBETCTBUM C PyKOBO,EICTBOM

agMmuHuctpatopa MAK, npyn nomowm ceptudmumposarHHoro CK3WU;

[OCTaBKa Knouei® noanucu M [oBEpeHHbIX (trusted) cepTudukatos
AOMMKHA  NPOU3BOAUTBCA  agMuHUCTpaTtopom  GesonacHocTM B
cooTtBeTcTBUM C PykoBogctBom apgmuHucTtpartopa [NAK, gosepeHHbIM

cnocobom.

PekomeHayetcs B kaxgom [NAK «C-Teppa VPN» BeCT CnucoK SOMNYLEHHbIX
nons3oBaTenen, B KOTOPOM MpPOM3BOAUTCA MpUBA3Ka Monb3oBaTens K
WHpopmaLumK, copepxallencs B cepTudukaTe nonb3oBaTens, npu 3ToMm
yCTaHaBnueBaTb 3alUULEHHOE COeAuHEHWEe paspellaeTcsi TONMbKO C

OonyweHHbIMW Nofb30BaATENAMMW.

* Knioun nopnucu, cospaHHble ¢ nomolbio «Kpuntolpo YL|», AomkHbI ycTaHasnueaThest B [MAK

«C-Teppa VPN» c nomolibl BXOAALWWX B e€ro cocraB yTunut cpkey_conv u cpkey conv_exp, B
COOTBETCTBUM C PyKkoBoacTBOM agMuHucTpatopa MAK.
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Ans obecneyenns pabotbl npoTtokona ISAKMP ¢ uenbto BbinosiHeHUs nobbix
KpunTorpadguyecknx dyHKUMA 6e30nacHOCTU C COXpaHeHWeM BO3MOXHOCTU

BcTpeyvHomn pabotbl ¢ CK3U «CSP VPN Gate 3.1» Heobxoaumo:

npucsoutb atpubyty CipherAlg B cTpyktype IKETransform 3sHaveHue

"G2814789CPRO1-K256-CBC-65534";

npucsoutb aTtpubyty HashAlg B cTpyktype |IKETransform 3HaveHue

"GR341194CPRO1-65534";

npuceoutb aTtpubyTty GrouplD B cTpykType |IKETransform 3HaveHue

VKO_1B.

Ana obecneyeHus pabotbl npoTtokona ISAKMP ¢ uenbio BbINonHeHus nobbix
Kpuntorpaduyecknx  yHkumiA  6e3onacHOCTM € WUCMOMb30BaHMEM
kpuntorpaduyeckmnx anroputmo NOCT P 34.11-2012 n FOCT P 34.10-2012,
6e3 coxpaHeHus1 BO3MOXHOCTU BcTpevHon paboTtel ¢ CK3U «CSP VPN Gate

3.1», Heobxognmo:

npucsoutb atpubyty CipherAlg B ctpyktype IKETransform sHayeHue

"G2814789CPRO1-K256-CBC-65534";

npucsoutb aTtpubyty HashAlg B ctpyktype IKETransform 3HayeHue

"GR341112_256TC26-65128";

npucsontb atpubyty GrouplD B cTpykType |IKETransform 3HaveHue

VKO2 1B.
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Tadauua 2. CoBMeCTHMOCTD N0 KpHNTOrpadguyecKHM aJropuTMaM

Bepcuu CK3U 3.1 3.11 41CP (41 ST
AnropuTtmbl wudgposaHust npotokona ESP (CipherAlg)
G2814789CPRO1-K256-CBC” + + + +
AnropuTMmbl UMUTO3alWMTbLI npoTtokonoB ESP un AH (IntegrityAlg)
GR341194CPRO1-H96-HMAC® + + + +
G2814789CPRO1-K256-MAC’ + +
AnropuTmbl wnudposaHus u umutosawmTel npotokona ESP (CipherAlg)
G2814789CPRO1-K288-CNTMAC”® + + +
Anroputmsbl xawupoBaHus npotokona ISAKMP (HashAlg)
GR341194CPRO1” + + + +
GR341112_256TC26" +
AnropuTtMel cornacoBaHus knroven nportokona ISAKMP (GrouplD)

VKO _1B" + + + +
VKO2 1B'™ +
MpumeyvaHus:

3.1 CK3W CSP VPN Gate 3.1, PJIKE.00005-1

3.11 CK3W CSP VPN Gate 3.11, PJIKE.00005-2

41 CP CK3W C-Teppa VPN 4.1, PJIKE.00010-1, ncnonHexHunsa “1-27, “1-
4”, H3_2!)‘ I(3_4)!, II3_6H-

41 ST CK3U C-Teppa VPN 4.1, PJIKE.00010-1, ucnonHenus “1-17, “1-
37, “2-3", “3-1", “3-3”, “3-5", MK «C-Teppa KnueHt-M 4.1».

° AnropuTm WidposaHus no FOCT 28147-89

® ANropuTM KMio4eBOro XaLmMpoBaHns Ha ocHose MOCT P 34.11-94

7 ANropuTM BbIpaboTki uMUTOBCTaBkM no FOCT 28147-89

: KomGuHuposaHHoe npeobpasosaHue ESP_GOST-4M-IMIT B cooTBETCTBUM C AOKYMEHTOM
«TEXHUYECKAA CNEUNOUKALIMA MO UCMNONB3OBAHUIO TOCT 28147-89 NPU LULN®POBAHUN
BNOXXEHWUI B MPOTOKOJE IPSEC ESP»

? Anroputm xawmpoeaHusa no NOCT P 34.11-94

' AnropuTm xawmposanusi no FOCT P 34.11-2012

"' Anroputm VKO GOST R 34.10-2001 B cooteeTcTBum ¢ RFC4357

12 Anroputm VKO_GOSTR3410_2012_256 B cooTeeTcTBun ¢ gokymeHtom « METOQNHECKWME
PEKOMEHOAL MW NO KPUNTOIMPAPUYHECKUM ANTOPUTMAM, COMNYTCTBYHOLWM
NMPUMEHEHWKO CTAHOAPTOB NOCT P 34.10-2012 W TOCT P 34.11-2012»
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O6béM wuHpopmauun, obpabaTbiBaeMON Ha OLHOM KIHOYE, He [OOIMKeH
npeebiwats 4*10° Gaitt, ans yero atpubyty LifetimeKilobytes B cTpykType
IKETransform Heo6xogumo npuceonTtb 3Ha4veHue He Gonee 1984, a atpubyty
LifetimeKilobytes npu ncnonesosanumn anroputmos "G2814789CPRO1-K256-
CBC-254" n "G2814789CPRO1-K256-MAC" B cTtpykTtypax ESPTransform n
AHTransform Heobxoaumo npuceouTb 3Ha4yeHne He Oonee 4032. [lpwu
npesbilLeHnn pekomeHgyemoro 3HadveHus LifetimeKilobytes B mMomeHT
co3JaHMsA  3alUMLEHHOrO  COeAMHEeHUs  peructpupyetrcs  cobbiTue

MSG_ID_LP_IPSEC_HI_TTL_TRAFFIC (cm. ID 00100140 B Tabnuue *
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Ta6nuua 3. Kputuyeckn saxHble COODOLLIEHNNA").

PekomeHAyeTca yCTaHaBNMBaTh BPEMS XU3HWN 3aLLNLLEHHOTO COEANHEHUS HE
BGonee 1 cytok, Ana 4vero atpubyty LifetimeSeconds pomkHO ObITh
npuceoeHo 3HaveHne 86400.

Onsa  wundposaHus, KOHTpPONS  LENOCTHOCTU (MMmuUTO3aWNTBI) U
ayTeHTUdUKauMm He [OIMKHbI UCMONb30BaTbCA aANrOpUTMbl, OTMAWYHbIE OT
OCHOBaHHbIX Ha poccuiickux crangaptax [OCT 28147-89, TOCT P
34.10-2001, TOCT P 34.11-94, TOCT P 34.10-2012, TOCT P 34.11-2012, u
nepeyncrnieHHblx B  Tabnumue  “Tabrvya 2. CoBMecTUMOCTb MO
Kpuntorpagnyeckmum anroputmam’.

Mpwn akcnnyatauum [MAK «C-Teppa VPN» BO3MOXHa unbTpaums
COOOLLUEHNA, pPEerucTpupyembix B KypHane. AAMUHUCTPATOP HEe [AOrKEH

GriokupoBaTh CneayroLmne KpUTUYECKN BaXKHbIEe COOBLLEHUS:
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Tadauua 3. Kpurudeckn BaxkHbie COOGILIEHHS

ID

Onucanune

00100119

CosgaHo |Psec-coeguHenns (IKE Quick Mode 3asepumnach
YCMEeLLHO).

%{1} - Homep cosgaHHoro |IPsec-coeguHeHus

%{2} - IKE traffic request/phase 2id/cenektop IPsec SA

%{3} - HasBaHue punbTpa

%{4} - ums |IPsec-npasuna

%{5} - uma IKE-npaBuna

0010011A

MonbiTka co3panust IPsec SA 3akoHYMnack Heyaaden.
%{1} - ctagnsa ike, rae obHapyxeHa owmbka

%{2} - npu4nHa omnbKu

%{3} - HasBaHue hunbTpa

%{4} - nmsa |IPsec-npasuna

%{5} - ums IKE-npaBuna

%{6} - nopsAKOBLIN HOMEP 3anpoca Ha co3aaHue IPsec-coeanHeHus

00100140

B cosgaHHom IPsec SA orpaHudeHune no Tpaduky He COOTBETCTBYET
AONyCTUMOMY OrpaHNYEHNIO ans NCNOMb3yeMOro
KpunTorpadguyeckoro anropmtmMa.

%{1} - orpaHuyeHue, koTopoe OydeT MCNOMNb3OBAHO B CO3[AHHOM

IPsec SA (0 - 6e3 orpaHuyeHun)

00200002

Ho6asnexnne Ceptucdununpytowlero LieHtpa B 6a3y gaHHbIX

00200003

YpnaneHvne nokanbHoro ceptudukata, nubo CepTtuduumpytoiero

LleHTpa 13 6a3bl AaHHbIX
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B komnnekt noctaeku MO MAK «C-Teppa VPN» BKOYeH nporpamMMHbIi
MOAYMb, peanuayllniA  MexayHapoAdHble CcTaHAapThl  LWKUgpoBaHUS ¢
XaWwmupoBaHua. [aHHbI  NporpaMMHbIA - MOAYMb HE SABMNSETCS 4acTbio
ceptndpuumposaHHoro MNAK «C-Teppa VPN» 1 MOXET NPpUMEHATLCHA TOSbKO
ANs NNaBHOW MUrpauun BCEX B3aWMOAEMWCTBYIOWMX YCTPOUCTB C paHee
BbiNyweHHbIX Bepcun «CSP VPN Gate» wunu wuHbiX npoayktos. [lpu
ucnonesosaHum [1K «C-Teppa KnueHt-M 4.1» Heobxoaumo BbIOMpaTh
BapuaHT  KOH(uUrypupoBaHusi Ha  poccurckmx  anroputmax. [pwu
NCNOMb30BaHWW OCTarnbHbIX WUCMOMHEHUIA MOCMe OCYLEeCTBMNEHWUS Murpaumm
AaHHbLIN NPOrpaMMHbLIA MOAYMb 3anpeLlaeTca UCnonb3oBaTh U ero crneayet

AeVHCTannMpoBaTh No crieayoLwen npoueaype:
¢ OC Windows

BeinonHuTb KOMaHAy: sc delete cp_plg1
Yaanutb dann %SystemRoot%\System32\drivers\cp_plg1.sys

Mepesanyctute OC.
e OC Linux (Bce BapuaHThbl)

Ypanute  cann  /lib/modules/ uname  —r/cspvpn/cp_plg1.ko n

nepesanyctutb OC.
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