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Hactpouka Syslog-knueHTa

B MNMpoaykre npoTokonMpoBaHne cobbITUIA NPOUCXOANT TOMNbKO MO NpoTokony Syslog u
nonyyartenb fiora MoXeT OblTb TOMNBbKO 0AMH, B oTnnyune ot Cisco.

Cisco-like koHdpurypaumsa
B uHTepdence KomaHOHOW CTPOKM AN HACTPOMKKU Syslog-KnnmeHTa n oTnpaBku cO0BLLeHNI
O NPOTOKONMPYEMbIX COBbITUSX UCNOMB3YHTCS KOMaHAbI:
logging — 3agaHue IP-agpeca xocTa, Ha KOTopbI 6yayT HanpaBnsATbCA COOOLLEHNSI
logging facility — 3agaHune NCTOYHUKA COOBLLEHMN

logging trap - 3ajaHne TeKyLLero ypoBHSl BaXHOCTU Ans BCcex cobbITuii. Mpu
OTCYTCTBUM 3TOW KOMaHAb! YPOBEHb fora paBeH INFO.

Bce aTK HacTponkn 3annceiBatoTca B hann syslog.ini.

Ecnun atn KOMaHAbl OTCYTCTBYKOT, TO ,D,eIZCTBy}OT HaCTpOVIKI/I no ymon4yaHuto, 3annucaHHbIe B
daiine syslog.ini, KOTOpblE ABMAAKTCS TAKUMU e Kak 1 NPy 3aaHny KOMaHAbl no
logging:

Severity INFO

Facility log local’

IP-addr = 127.0.0.1

LSP (native) koHdurypauus

[nsa HacTpoiikn Syslog-knneHTa B TEKCTOBOM haine KoHuUrypauum ncnonb3yTca:

crpykTypa SyslogSettings — 3agaHue IP-agpeca xocTa, Ha koTopbI OyayT
HaNpaBnATbCS COOOLLEHUS, N 3a4aHNe UCTOYHMKA CO0OLLeHnIn. B aTon e CcTpykType
MO>XXHO OTKIOUYUTb MCMNOMb3oBaHMe npotokona Syslog. Ecnu aTta cTpykTypa
OTCYTCTBYET, TO AEWCTBYIOT HAaCTPOWKW, 3adaBaemMble B panne syslog.ini.

crpykTypa GlobalParameters — 3agaHue YpOBHS fiora Anis pasHbix COObITUIA:

e Arpubyr SystemLogMessageLevel — 3ajaeT ypoBeHb fiora Ans CUCTEMHbIX
cobbITUi

e Arpubyr PolicyLogMessageLevel —3afaeT ypoBEHb Jlora Anis cobbitui,
CBSI3aHHbIX C MPUMEHEHMEM NONUTUKM Be3onacHoCTU

e Arpubyr CertificatesLogMessageLevel — 334aeT ypoBeHb nora ans
COBbITMI, CBA3AHHbIX C cepTudUKaTamm

e Arpubyr LDAPLogMessagelevel — 3aaeT ypoBeHb fiora Ans cobbiTum,
cBA3aHHbIX ¢ goctynom k LDAP cepsepy.

Mpwn oTCYTCTBMM 3TUX aTPpMOYTOB YPOBEHB MPOTOKONMPOBAHMS MO YMOJSTYAHUIO NPY MOMOLLM
yTMnuTbl log mgr_set, Ha4anbHOE 3HAYE€HNE KOTOPOro paBHO Debug.

Ecnu 3aaaHbl ypoBHM NPOTOKONMPOBaHWA AN pasHbIX COBbITUIN aTpubyTamu 1 3agaH
YPOBEHb NMPOTOKONMPOBAHWMS MO YMOMYaHUIO YyTUNKUTON log mgr set, TO AEUCTBYIOT
YPOBHM NPOTOKONMPOBAHUS, 3aaHHble A1si pa3HbIX COBbITUIA.
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®ann syslog.ini

Mpwn co3pgaHum koHUrypaumm B MHTepdence KOMaHOHON CTPOKM (KOHCOMN) BCE HACTPOWKM
syslog 6yayT 3anuckiBaTbCsa B havin syslog.ini, NO3TOMY 3TOT (haiin BPYYHYIO HE
pegakTupyeTcs.

Mpn cozpgaHum NONUTUKK B BUAE KOHUrypaumoHHoro danna (LSP) n oTcyTcTBUM B HEM
CTPYKTYpbI SyslogSettings OyayT gencTeoBaTb HACTPOWKU U3 hanna syslog.ini. B atom
crnyyae aTOT hain MOXHO OTPeAaKTUPOBaTb BPYYHYHO.

®ain syslog.ini pacnonoxeH B katanore /opt/VPNagent/bin. B aTom channe
3apgatoTtcs Tonbko IP-agpec nonyvatens coobLeHnn n NCTOYHMK COOBLLEHMI. dann

syslog.ini nmeet nong:

Enable (Tun boolean) — BKIOYEHNE/OTKIIIOUYEHME NPOTOKONMPOBAHMSA (HayanbHoe

3HayeHune 1):

0 - NPOTOKOMNUPOBaHME OTKMNOYEHO

1 - NpoOTOKOJSIMPOBaHME BKITHOYEHO

Destination

(HavanbHoe 3HadeHue 127.0.0.1)

(Tun IP-addressl) — IP-agpec nonyyarens coobueHun

Facility — MCTOYHUMK coobLeHnn (HavansHoe 3HadeHue: local7). JonycTumel
cnegyowme 3HadeHna: log_kern, log_user, log_mail, log_daemon, log_auth,
log_syslog, log_lpr, log_news, log_uucp, log_cron, log_authpriv, log_ftp, log_ntp,
log_audit, log_alert, log_cron2, log_local0, log_locall, ..., log_local7.

[nsa ynobceTa npegnaraetcd Tabnuua cooTBeTCTBUSA 3HaYeHus nonga Facility B cbanne,
yucnosoro koga facility npotokona Syslog, a Takke o603HavyeHun Facility B MHbIX HOTauuAXx:

3HayeHue Yucnoson define us 3HaveHune 3HayeHue B
Facility B KoA cTaHpapTHoro Facility B LSP Cisco-like
c¢anne npoTokona ¢anna syslog.h KomMmaHpge logging

syslog.ini Syslog2 facility

log_kern 0<<3 LOG_KERN LOG_KERN kern

log_user 1<<3 LOG_USER LOG_USER user

log_mail 2<<3 LOG_MAIL LOG_MAIL mail

log_daemon 3<<3 LOG_DAEMON LOG_DAEMON daemon

log_auth 4<<3 LOG_AUTH LOG_AUTH auth

log_syslog 5<<3 LOG_SYSLOG LOG_SYSLOG syslog

log_lpr 6<<3 LOG_LPR LOG_LPR Ipr

log_news 7<<3 LOG_NEWS LOG_NEWS news

log_uucp 8<<3 LOG_UUCP LOG_UUCP uucp

log_cron 9<<3 LOG_CRON LOG_CRON sys9

log_authpriv 10<<3 LOG_AUTHPRIV | LOG_AUTHPRIV | sys10

log_ftp 11<<3 LOG_FTP LOG_FTP sysll

! Ons TeKyLLI,eIZ BepCUn nogaepXxmnBaeTcAa OTCbINTIKa NPOTOKONINPYEMbIX CO0bLEHNI TOMNBbKO HAa OAMH XOCT.

% << — 0B0o3HaueHwe onepaunn 6UTOBOro casura BreBo
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MpoTokonupoBaHue COObLITHI

log_ntp 12<<3 LOG_NTP sysl2
log_audit 13<<3 LOG_AUDIT sys13
log_alert 14 << 3 LOG_ALERT sysl4
log_cron2 15<<3 LOG_CRON2 cron

log_localo 16<<3 LOG_LOCALO LOG_LOCALO localo
log_locall 17<<3 LOG_LOCAL1 LOG_LOCAL1 locall
log_local2 18<< 3 LOG_LOCAL2 LOG_LOCAL2 local2
log_local3 19<<3 LOG_LOCALS3 LOG_LOCAL3 local3
log_local4 20<<3 LOG_LOCAL4 LOG_LOCAL4 local4
log_local5 21<<3 LOG_LOCAL5 LOG_LOCALS5 local5
log_local6 22<<3 LOG_LOCALG6 LOG_LOCALG6 local6
log_local7 23<<3 LOG_LOCAL7 LOG_LOCAL7 local7

Ecnun s q)aﬁne syslog.ini Obinn YCTaHOBJ1€Hbl 3HA4Y€HUA, OTJIMYHbIE OT Ha4dalibHbIX, TO
nocne 3anycka KOHCOJTIM OHN U3SMEHATCA Ha Ha4allbHble 3Ha4YeHUA.

Mpn nameHeHnn hana HaCTpomKM BCTYNAT B 4EMCTBME TONbKO NOCIe pectapTa AeMoHa.
HacTtpowkun n3 avina syslog.ini MCNOMb3yOTCH B ABYX Cy4Yasx:

e xorga B LSP oTcyTCcTBYeT CTpyKTypa SyslogSettings (Toneko ans LSP,
HanucaHHON BPYYHYIO B BUAE KOH(UrypauuoHHoro danna)

L] Koraa nonnTuka ©e30nacHoOCTU He 3arpyxeHa nnm nonmtuka ©e3onacHocTn
OTrpy)XeHa KomaHgon 1sp mgr unload.

Cnepyet yuntbiBaTb BO3MOXHblE MOOOYHbIE 3(PEKTEI COXpaHEHUS
%‘ nonyyarens nora B pavn syslog.ini:

Note davin syslog.ini MOXEeT MEHATbLCA NPU CTapTe KOHCOMM (aaxe ecnu

He Obina BBeAeHa HY ogHa komaHga). ATo npousonaeT, ecnu dawn
nepen cTapToM KOHCOMW MEHSNCS BPy4Hyto. B aTtom cnyyae ero
cogepxunmoe bygeT 3ameHeHo Ha To, YTo nponucaHo B Cisco-like
KoHdurypaumm

KOH(PUrypmMpoBaHue B cs_console MOXET NOBNUATL Ha nonyvarens
nora B TOM cny4ae, ecnu nocrne atoro 6yaet 3arpyxeHa LSP, B koTopoW
He yka3daHa CTpyKTypa SyslogSettings (9TO 03Ha4aeT, YTo for uget
nonyyaTento, ykasaHHOMY B syslog.ini ). [pumedanue: Takas LSP
MOXeT ObITb TONBbKO HanUcaHa BPY4YHYto, U He MOXeT ObITb NonyyeHa ¢
noMoOLUbIO cs converter

KOH(PUrypmpoBaHue B cs_console Takke MOXET MOBMUATbL Ha
nonyyarens fniora B criyyasix, koraa He 3arpyxxeHa LSP (npu ctapTte
cepsuca unu npu otrpyske LSP).

CSP VPN Gate
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Hactpouka nokanbHoro Syslog-cepBepa

JlokanbHbIN Syslog-cepBep yXe CKOHUrypupoBaH Npu NoaroToBKe onepauuoHHON
cucTeMbl K MHCTannsumm MNpoaykra cnegyowmm obpasom:

e JIOr BCEX ypOBHeVI Ba)>XHOCTW OT UCTOYHMKA local’ HanpaBndaeTca:

e B ann /var/log/cspvpngate.log Ana annapaTtHbiX NNaTgopM C XeCTKUM
ONCKOM

e B (avn /tmp/cspvpngate.log ANs annapaTtHbIX NnaTtgopm ¢ dneL-auckamm
e 10T YPOBHSA BaXXHOCTM €Ir U Bbille AOMNOMHUTENbHO HanpaBnaeTCsl B KOHCOMb

e Syslog-cepsep 3anyckaeTca aBTomaTmyeckm npu kaxagom ctapte OC ¢ BKIOYEHHON
BO3MOXHOCTbIO Npuéma coobuieHmn no UDP nopty 514

e npu crapte OC n3 ckpunta (/etc/init.d/start logwatch) 3anyckaercs
nporpaMmma logwatch, KOTOpas KOHTponupyeT pasmep danna nora. MakcnmanbHO
aonyctumbln pasmep danna yctaHosneH B 1024 kunobavita. [Nposepka pasmepa
npoussoautca kaxasle 10 cekyHa. Mpu npesbilLEeHUN AONYCTMMOro pa3mepa
TEeKyLMi chainn nora coxpaHseTcs ¢ cyddunkcom . 1”7 nocne Toro, Kak y paHee
COXpPaHEHHbIX hannos CyP@UKCbI MEHSAIOTCA C . <n>"” Ha ” .<n+1>". Bcero
OOMONHUTENBHO K TeKyLLeMy doainny nora CoXpaHsieTcs 2 aK3emnnspa
3anorfHeHHbIX annos fnora (cspvpngate.log.l, cspvpngate.log.2).

Ecnn <n+1> BonbLUe KONMYECTBa COXpaHSAEMbIX IK3EMMNSAPOB, hann ¢ cydhHUKCom
7 .<n>" ypangaetcs. Nocne nepenmeHoBaHusa dannoB Syslog-cepsepy
nocbinaetca curdan SIGHUP ans nepexoaa Ha cBexuin cpann nora.

L] nporpamMmma logwatch ocTaHaBnNMBaeTCHa NpPU OCTaHOBKE CUCTEMbI U3 CKpUMTa
/etc/init.d/start logwatch.

[lnsi smeHeHMs ycTaHOBMNEHHBIX HAacTpoek Syslog-cepBepa NpPonsBeanTE HACTPOWKM fora B
cTaHgapTHoM hanne /etc/syslog.conf:

e Hanpumep, Ans coxpaHeHusa nHdopmauumm B pann /var/adm/message,
npuwleaLlen oT UCToYHUKA facility localO M MMEIOLLEN BCE YPOBHM BaXKHOCTHU,
pobaBbTe CTPOKY (Nons pasgensanTcsa cumBonammu Tabynauum)

localO.debug /var/adm/message

e [N coXpaHeHus MHgopmauun B pann /var/adm/message, NpUuieaen ot
nUcTovHuKa facility local?2 n umerowen yposeHb BaxxHoCT NOTICE v Bbille,
nobaBbTe CTPOKy (Nons pasgensitoTcs cuMmBonamu Tadynsauun)
local2.notice /var/adm/message

Mocne nameHeHUs KOHUrypaLmm nponssegute pectapt syslog:
/etc/init.d/syslog stop

/etc/init.d/syslog start

[ns nsmeHeHua MmakcMmanbHOro pasmepa anna nora, Konudectasa gannos fnora u
nepuoga NpoBepku pasmepa aina npoussegunTe, UCNoNb3ys TOMNbLKO peaakTop vi,
HacTponkn B dhanne /etc/init.d/start logwatch B CTpOKe

/opt/VPNsyslg/bin/logwatch $LOG FILE 1024 2 10
roe

1024 xb6aiT — MaKCcMMarnbHbI pa3mep anna /var/log/cspvpngate.log
(/tmp/cspvpngate.log ) C NPOTOKONMPYEMbBIMU COOBLITUSIMU

CSP VPN Gate
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2 — Konu4yecTtBo hannos apxuea

10 cexyHn — Nepvog BPEMEHW, Yepes KOTOPbIN MPON3BOANTCS NPOBEPKA pasMepa
danna nora.

Mocne nameHenns anna /etc/init.d/start logwatch nepesanycTuTb nporpammy
logwatch C NOMOLLbIO KOMaHA

/etc/init.d/start logwatch stop
/etc/init.d/start logwatch start.

MepemelwaTb nnu ygansaTe ann start logwatch He crneayer.

MonyyeHue nora B Windows

[na nonyyenmsa nora B8 OC Windows mMoxHO ncnone3oBatb npoaykt Kiwi Syslog Daemon
(http://www.Kiwisyslog.com), Tri Action Syslog Daemon u ap.

CnKUCOK NPOTOKONUPYEMbIX COOLITUN

Kaxxgomy npoTokonupyeMomy cobbiTUIO MpucBanBaeTcs (OMKCUPOBaHHbIN MaeHTUUKaTop
(MSG ID) n cooTBETCTBYIOLLUIN EMY YPOBEHb BaXKHOCTHU (Severity) ansa npotokona Syslog:
EMERG, ALERT, CRIT, ERR, WARNING, NOTICE, INFO, DEBUG.

CTpOoKM NpOTOKONMPYEMBIX COBLITUI (POPMUPYHOTCS NOCPEACTBOM LABNOHOB, 3aaBaeMbIX
BO BHELUHEeM TeKCTOBOM pairne s_res.ini.

Bce npoTtokonupyemble cobbiTust ans cs _console OTHOCATCA K pasaeny SYSTEM. YTtobbl
oTnuyaTh 3Tn cobbiTuA B Tabnmuax cooblieHus npeacTasneHsl nog pasgenamm CONSOLE
- ans cs_console 1 CONVERTER - ans cs_converter. BolgaBaemble coobLieHuns un
onucaHue cobbITU Mo 3TUM coobLueHnaM npeacTaBnersl B Tabnuuax 1-5.

BepeTtca Takke npoTokonMpoBaHne ownbokK kpuntTorpadnyeckon nogcmMcTeMel (gpansepa
cryptopm, cp plgl uAap.). 3TV oWMBKM JOBOAATCS A0 CBEAEHNS NoMb3oBaTens Takke
yepes Syslog, ncnonb3ysa MCTOYHUK coobieHnn (Facility) kern. [NepeyeHb BaxHeNLWNX
owmbok npusegeH B Tabnumua 8.

Coobumennst ypoeuss ERROR

Tabnuua 1
Onucanue coObLITHUSI MECECHE Paznen IIa610HBI COOOIIEHM I
Ba*KHOCTH

1 JlokanbHbIN cepTudumkat ERR CERT Searching local certificate failed. Reason: %s>.

HenpurogeH Subject: %s Issuer: %s SN: %s

JlokanbHbIM cepTudumkar Searching local certificate failed. Reason: not
2 - ERR CERT

He HangeH found. Search template: %s
3 ERR CERT Certificate for ca "{1}", parse error
4 FRR CERT qung certificate type for ca "{1}", must be CA

certificate

® revoked | expired | not verified

CSP VPN Gate
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Onucanne coObITUS Yposenn Pazgen [Ta6.10HBI cOOO1IEHMIT
Ba*KHOCTH
CA certificate "{1}" already exists in the
ERR CERT . o oo
5 trustpoint "{2}". Certificate addition ignored.
Local certificate '%{1}s' is invalid: private key
%{2}s%{3}s'%{4}s" is inaccessible
roe:
%{1}s — 3Ha4yeHne nonsi Subject nokanbHOro
. cepTudmkarta
CeKpeTHbIV KoY
6 rioKanbHOro cepTudukara ERR CERT %{2}s — «», ecnm Kritou ObIN 3a4aH SIBHO,
%{3}s — «», ecnu knto4 ObIN 3a4aH SBHO,
nHave
«»
%{4}s — nyTb K knio4y, ecnv oH bbin 3agaH
SIBHO, MHA4Ye UMS KOHTENHepa
Local certificate '%{1}s' is invalid: container
'%{4}s" is inaccessible
KoHTeiiHep kntova rae.
7 | nokanbHoro ceptudukara ERR CERT %({1}s — 3Ha4yeHme nons Subject NokanbHOro
HefocTyneH cepTudmkaTa
%{4}s — nyTb K Knto4y, ecnv oH Obin 3agaH
AIBHO, MHa4ye UMS KOHTeNHepa
Local certificate '%{1}s' is invalid: private key
%{2}s%{3}s'%{4}s" is inconsistent with the
certificate
roe:
CeKpeTHbIN koY He %{1}s — saHaueHne nona Subject nokansbHOro
COoOTBETCTBYET ceptudukaTa
8 nokanbHoOMy cepTudukary. ERR CERT
3T0 BO3MOXHO TOMbKO %{2}s — «», ecnu Ko 6bIn 3a4aH SBHO,
nocne yCTaHOBKM OC| MHa4ye «at container»
%{3}s — «», ecnu knto4 ObIN 3a4aH sIBHO,
NHaye « »
%{4}s — nyTb K KN4y, ecriv oH Obin 3aaaH
SIBHO, MHa4ye UMS KOHTeNHepa
cs_console:
9 KomaHpga {1} BBegeHa He ERR CONSOLE Uncomplete command: "%{1}s"
MOMHOCTbIO
10 ERR CONSOLE Command "{1}", processed with status FAIL
cs_console:
11 | Owwbka pasbopa ERR CONSOLE Certificate for ca "%{1}s", parse error
cepTndukata ang ca {1}
cs_console:
12 | OwnbBka npu YTeHUK ERR CONSOLE Could not read ini file {1}
(hanna cs_cons_reg.ini.
CSP VPN Gate Copyright © S-Terra CSP 2003 -2009 8
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Onucanne coObITUS VS Paznen [Ta6.10HBI cOOO1IEHMIT
Ba’KHOCTH
cs_console:
13 | B komaHge {1} owmnbka B ERR CONSOLE Error in command: "%{1}s", pos: %{2}d
nosuummn {2}
cs_config:
CA ceptudmkat {1} yxe
npucyTcTBYeT B trustpoint CA certificate "%{1}s" is already exist in the
14 {2}. Dob6aBnexne ERR CONSOLE trustpoint “%{2}". Certificate addition ignored.
cepTudukata
NPOVrHOPUPOBAHO.
cs_config:
He yganocb coxpaHutb . , .
15 npenbiaYLLYIo ERR CONSOLE C'OLII'|d r.l.Ot save previous user-defined LSP in
file "{1}
nonb3oBaTtenbckyto LSP B
cann {1}’
cs_config:
16 | He ynanock coxpaHutb ERR CONSOLE Could not save internal settings in file "{1}"
BHYTPEHHME HacTPOWKMN B
dann {1}’
cs_config:
17 LSP koHBepTOp oTpaboTan ERR CONSOLE LSP converter finished with errors
C owmbkamu
cs_config:
18 Owmbka npu o6pabotie ERR CONSOLE Error in command: "%{1}s", pos: %{2}d
KOMaHapl
WHTEpnpeTaTopoMm
cs_config: o "o "
19 HeBepHLIiA TUN ERR CONSOLE Wrong ggrtlflcate type for ca "%{1}s", must be
CA certificate
cepTndukata ang ca {1}
20 ERR CONSOLE _Usemame "{1}" is invalid. User addition/edit
ignored.
Username "{1}" is too long (8-chars limit
ERR NSOLE " -
21 CONSO exceeded). User addition/edit ignored.
29 HeBO3MvO)KHO npounTaTs ERR CONVERTER Cr_;mnot read settings form INI file. Conversion
HacTporiku n3 INI-cpanna. failed.
He 3apaHbl MHTEpdENCHI B
INI-cparne npu
BbIKNOYEHHOM Host- No interfaces were found in the INI file.
23 pexume. Heobxoaumo ERR CONVERTER | Configure interfaces or set host mode to
CKOH(purypmnpoBaTb proceed.
MHTepdencobl nnm
BKMNIOYNTL HOSt-pexnm.
CSP VPN Gate Copyright © S-Terra CSP 2003 -2009 9
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Onucanne coObITUS VS Paznen [Ta6.10HBI cOOO1IEHMIT
Ba’KHOCTH
B umnoptnpyemon
KOHpurypauum He 3agaHbl
24 NHTEpdENCHI. ERR CONVERTER | No interfaces were found in the configuration.
KoHBepTupoBaHue He
UMeeT CMbICra.
WHTepdenc {1} He 3agaH B
o5 INI-cpavine. ERR CONVERTER Interface_ %{1}s" not found in the INI file.
KoHBepTupoBaHue Conversion aborted.
OCTaHOBIEHO.
26 He yAaanock pa3obpatb ERR CONVERTER | Certificate parse failed
BBEAEHHbIV cepTudmkar.
HeBo3MOXHO
CKOHBEpTMpOBaTh Crypto
map {1}". MpumHa: Could not convert crypto map “{1}". Reason:
<[punumHa>,
<Reason>
roe <MpunyuHa> ogHa u3:
. < >
OTtcyTcTtBYyeT isakmp rae <Reason
policy There is no isakmp policy
OtcytctByeT CA nnmn There is no CA or appropriate preshared
noaxoasLLnin key. Also isakmp policy - can have wrong
27 Preshared _Key, nnbo ERR CONVERTER type (rsa-sig or pre-share)
isakmp policy There is no peer
HenpaBMWbHOIo TMNa P
(rsa-sig nnu pre-share) There are no transform sets
OtcyTcTBYyeT peer Crypto map HenonHas (He xBataet crypto
OTcyTeTBykOT transform map ACL, transform set unu peer)
sets Unknown
Crypto map is
incomplete
HeunsBecTHasi npnynHa
He yganocb 3arpysnTb
cchopmumpoBaHHyto LSP. LSP load failed. Erroneous LSP saved in file
28 OwnboyHas LSP ERR CONVERTER "%{1}s".
coxpaHeHa B panne “{1}”
29 He ynanocs sarpysuts ERR CONVERTER | LSP load failed
copmupoBaHHyto LSP
He nopaoepxnBaetcs
30 | AaHHbIN hopmaT Mackm ERR CONVERTER | Unsupported network wildcard "%{1}s"
noaceTu
31 Mpousoluna HekoTopas ERR CONVERTER | LSP conversion failed
HEBbISICHEHHas oLIMbka
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MpoTokonupoBaHue COObLITHI

Onucanne coObITUS Yposenn Pazgen [Ta6.10HBI cOOO1IEHMIT
Ba*KHOCTH
HeycnewHas nonbiTka Connection request FAILED, Reason: %s”, ip:
32 YCTaHOBUTb COEANHEHNE B ERR POLICY %s, protocol: %s°, IKERule: "%s", IPsecAction:
KayecTBe nHuumaTopa "%s", FilteringRule: “%s”®, Stopped at: %s’
Ouinbka npu AobasreHny Failed to add IP-address %{1}s to the ARP
33 IP-agpeca {1} B ARP- ERR POLICY table
Tabnuuy
OGHapyxeHl There is a bad Isp object in product db: '%{1}s',
HEKOPPEKTHbIE AaHHbIE B .
34 | Gase naHHbIX, CBSIBAHHbIE ERR POLICY | 96{1}s — umsa HekoppeKTHOro chaiina onncaHns
cLSP obbekTa B 6ase AaHHbIX
There are at least two active configurations in
product db: '%{1}s' and '%{2}s'
O6HapyxeHa Gonee Yem rae.
35 ofHa aktnBHas LSP B ERR POLICY %{1}S — Ms NepBOro aiina onncaHms
6a3se AaHHbIX obbekTa B 6a3e faHHbIX C akTUBHON LSP
%{2}s — umsa BTOpOroO hanna onucaHms
obbekTa B 6a3e gaHHbIX ¢ akTuBHOM LSP
36 HesoamoxHo 3arpysuTb ERR SYSTEM FAIL loading security policy. Reason: %s
nonuMTuKy 6e3onacHocTu
Invalid route to %{1}s%{2}d through %{3}s
%{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oanHo4Horo IP unn nogceTun
oG %({3}s — gw unu interface
Wwmrbka B 3anucu
37 MapLLpyTM3aLMM ERR SYSTEM %({4}s — anpec gateway unu ums
nHTepdenca
%{5}s — “, metric”, ecnu ykasaHa meTpuvka B
LSP
%{6}s — 3HaYeHne MeTpuKn
%({7}s — onucaHue owmndku: inconsistency,
invalid gateway (matches local address)
HeynayHas nonbitka
38 | poctyna lNonb3oBaTens kK ERR SYSTEM User login failed

AreHTy

* Session timeout | Invalid packet | No proposal chosen | Invalid ID | Authentication failed | Internal error
® ISAKMP nn6o IPSec

® Ecn Ha MOMEHT BbIBOZ@ COOBLLEHNS CBEEHMS O npasunax ISAKMP, IPSec nubo o counsTpe OTCYTCTBYIOT, TO
COOTBETCTBYIOLLME CBEAEHUSA HE BbIBOASATCA

! [ononHutenbHble cBeaeHMs 06 onepauun, Ha KOTOpOIZ npepearncsa npowuecc yCtaHoBeHNA coeanHeHna
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MpoTokonupoBaHue COObLITHI

Onucanne coObITUS VS Paznen [Ta6.10HBI cOOO1IEHMIT
Ba’KHOCTH
Failed to add route to %{1}s%({2}d through
%{3}s %{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oanHo4Horo IP unn nogceTun
%{3}s — gw unu interface
%{4}s — agpec gateway nnum nvs
uHTepdenca
Owmbka npwn fobaBreHmn ERR, %{5}s — “, metric’, ecnm ykasaHa MeTpuKa B
39 3anvcu B Tabnuuy WARNING SYSTEM LSP
MapLUpyTU3auum
%{6}s — 3HayeHne meTpuKn
%({7}s — onucaHune owmnbku: inconsistency,
invalid gateway (matches local address)
Ha ypoBHe ERROR napametp %{7}s moxeT
NpVYHUMAaThL Criegyrolne 3Ha4YeHus: system
error, unknown network interface, internal error.
Ha ypoeHe WARNING napameTp %{7}s moxeT
npvHUMaTh cregyrolime 3HadeHus: already
exists.
Failed to delete route to %{1}s%{2}d through
%{3}s %{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oanHo4Horo IP unn nogceTun
%{3}s — gw unu interface
%{4}s — agpec gateway nnum nvs
WUHTepdenca
Owwbka npu yganeHuu _
40 3anvcu us Tabnuupl ERR, SYSTEM %({5}s — “, metric”, ecnu ykazaHa meTpuka B
WARNING LSP
MapLupyTusaumm
%{6}s — 3HaYeHne MeTpuKn
%({7}s — onucaHue owmndku: inconsistency,
invalid gateway (matches local address)
Ha yposHe ERROR napametp %{7}s moxet
npUHMMaTh cnegyoLne 3HavyeHus: system
error, internal error.
Ha yposHe WARNING napameTtp %{7}s moxeTt
npvHUMaTh criegyrowme 3HadeHms: not found.
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MpoTokonupoBaHue COObLITHI

Coobumennss ypoBHss WARNING

Tabnuua 2
Onucanne coObITUS Yposenn Paszpgen [Ta6.10HBI cO00LIEHMIH
Ba*KHOCTH
Mpwn ctapTe cs_console 13
KOHUrypauuu
aBToMaTnyecku 6bin
yaaneH ceptudukar,
oTCcyTCTBYOLWMN B 6ase WARNING CERT Removing CA Trustpoint "{1}", no certificate
noKarnbHbIX HACTPOEK. found
O6pasoBancs nycTon
trustpoint, koTopbIn Takke
ObIn aBTOMaTM4ECKU
yAaaneH.
Mpw cTtapTte cs_console ua
KOHpurypaumm
aBTOMATHHECKA Bbin WARNING CERT Removing KEY "{1}", no key found in agent
yoaneH preshared key,
OTCyTCTBYIOLLMI B 6ase
rnokarnbHbIX HAaCTPOekK
Unsupported encoding "%{1}s" has been
specified in x509conv.ini, "%{2}s" will be used
B darine x509conv.ini roe:
ykasaHa
Henoaaepk1Baemas WARNING CERT %{1}s — HenoaoaepXxnBaemas KOgNpPoOBKa
KOAMPOBKa %({2}s — koaupoBKa, KoTopas byaeTt
ncrnonb3oBaHa Afs COOTBETCTBYHOLLETO
ASN.1-tnna
Unexpected parameter "%{1}s" has been
B danne x509conv.ini specified in x509conv.ini, ignored
yKa3aH HEN3BECTHbIN WARNING CERT e:
napameTp Ae-
%{1}s — nmMsa HEM3BECTHOro NapameTpa
Certificate with subject "%{1}s" has
incompatible attribute value encoding.
Probably, the connection won't be established.
Owwnbka npu X - :
HEDEKOAUDOBKE NONEi Please, configure x509conv.ini according to
PEKOAMPOBKE WARNING CERT actual attribute encoding.
Issuer nnn Subject
ceptudpukata B UTF-8 roe:
%{1}s — cTpOoKOBOE NpeAcTaBrieHne Nnons
Subject cepTucpukara.
BosHukaeT npu cTtapTe, Command "{1}" removed from configuration
ecnu B KoHduryparmm WARNING CONSOLE automatically
npucyTcTByeT
HeKoppeKTHas kKomaHaa
cs_config:
Ob6HapyxeHa Incorrect config detected. Policy conversion
HeKOppeKTHasl NoNUTMKA. WARNING CONSOLE | ignored
KoHBepTupoBaHue

NONMUTUKN HE OenaeTca.
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MpoTokonupoBaHue COObLITHI

Onucanne COOLITHS

YpoBensb
BaKHOCTH

Paznen

11126J10HBI COOOIIEHNH

BesepeHHbIn LDAP url {1}
NPOVrHOPUPOBaH,

MOCKOJIbKY 0MyCKalTCA
Tonbko IP-agpec n nopt.

WARNING

CONVERTER

LDAP url "%{1}s" ignored. IP address and port
allowed only.

MpourHopupoBaH access-
group out B nHTepdeince
{1}, nockonbky
OOMyCKaeTCs TONbKO
access-group in.

WARNING

CONVERTER

OUT access group in the interface "%{1}s"
ignored. Only IN access group is used.

10

Mpw BkNtoveHHOM Host-
pexvMe JonycKaeTcs
TONbKO OANH UHTEpPMENC.
OcTanbHble NHTepgENCHI
UTHOPUPYIOTCS.

WARNING

CONVERTER

Only one interface is used while host mode is
on. Other interfaces ignored.

11

MmnopTrpoBaH ToMnbKo
nepsbin No cnucky CA-
ceptudmkat. End-User
cepTuduKaTbl 1
ocrtasLlimecs CA-
cepTndukaThl
NMPOVrHOPUPOBaHbI.

WARNING

CONVERTER

Only one CA certificate imported. Other certs
ignored.

12

Crypto maps {1} cogepxat
transform sets, B KOTOpbIX
3agaHbl pasHble
encapsulation pexunmbl.
Wcnonbayetcs
TYHHENbBHbINA PEXMM.

WARNING

CONVERTER

Crypto map(s) "{1}" contain transform sets with
different encapsulation modes. Tunnel mode is
used.

13

Crypto maps {1} cogepxat
transform sets, B kOTOpbIX
3agaHbl pasHble
encapsulation pexumeil.
Mcnonbayetcs
TPaHCNOPTHBLIN PEXUM.

WARNING

CONVERTER

Crypto map(s) "{1}" contain transform sets with
different encapsulation modes. Transport mode
is used.

14

Crypto map set(s) {1}
cofepxar ctaTnydeckme
crypto map(s) ¢
NPUOPUTETOM HIKE, YEM Y
ONHAMUYECKNX

WARNING

CONVERTER

Crypto map set(s) "{1}" contain static crypto
map(s) with priorities lower than dynamic.

15

Crypto map “{1}’ copepxut
HEeCKOMbKO peers ¢
pasHbiMu preshared keys.
OT0 He pekomeHayemas
cuTyauus.

WARNING

CONVERTER

Crypto map "{1}" contains several peers with
different preshared keys. This is not
recommended.
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MpoTokonupoBaHue COObLITHI

Onucanne COOLITHS o UG Paznen 11126J10HBI COOOIIEHNH
BasKHOCTH
LDAP 3anpoc {1} . 0 8 )
16 3AKOHUNIICA HeyaaYel. WARNING LDAP LDAP request failed. Reason: %{2}s". Request:

Mpuuunna: {2} "6{1}s"

Incoming connection request FAILED, Reason:
%s”°, ip: %s, protocol: %s'?, IKERule: "%s",
IPsecAction: "%s"ll, FilteringRule: “ops™?,
Stopped at: %s™

HeycnelwHas nonbiTka
17 YCTaHOBUTb COeANHEHME B WARNING POLICY
KayecTBe OTBETYMKA

IKE-CFG IP-address %{1}s already bound with
the partner %{2}s:%{3}d with the same identity
as partner %{4}s:%{5}d has. Initiating DPD to

[pi KOHPUrypUpoBaHMK resolve IKE-CFG IP-address conflict

TekyLero naptHepa {4}:{5}

B nyne obHapyxeH IKE- roe:
18 | CFG agpec {1}, koTopbii WARNING POLICY %{1)s — IKE-CFG IP-agpec
3aKkpenneH 3a apyrum
napTHepom {2}:{3} ¢ Ton %{2}s:%{3}d - IP-agpec n nopT «CcTaporo»
xe camon identity napTHepa

%{4}s:%{5}d - IP-agpec 1 NnopT «HOBOrO»
napTHepa

Partner %{2}s:%{3}d is alive, connection with
partner %{4}s:%{5}d going to be broken
DPD nokasan, 4to

npeablayLwmn napTHep roe:
19 {2}:{3} xmB. CoegnHeHne ¢ | WARNING POLICY %{2}s:%{3}d - IP-afpec 1 NopT «CTaporo»
HoBbIM napTHepom {4}:{5} napTHepa

OyaeT npepsaHo.
%{4}s:%{5}d - IP-agpec 1 nopT «HOBOIo»

napTHepa

8 Create request failed — He yaanocb cchopmupoBaTh KOPPEKTHBIN 3anpoc
Failed to parse message — Owubka paszbdopa coobuieHus LDAP

Timeout

LDAP server is not responding — LDAP cepBep HegocTyneH

Request canceled — 3anpoc npepsaH (Hanpymep Npu BbIrpy3ke KOHdUrypauum)
Unknown — lNpuyrHa Hen3BecTHa

° Session timeout | Limit of %u responded sessions achieved | Invalid packet | No proposal chosen | No rule
chosen | Invalid ID | Authentication failed | Internal error

19 |ISAKMP nun6o IPSec

™ Ecnu Ha MOMeHT BblBOAa COOBLLEHNS npaeuno ISAKMP, nu6o IPSec He BbIGpaHo, TO CBEAEHUS O HEM He
BbIBOAATCS

'2 Ecnin Ha MOMEHT BbIBOZ@ COOBLLEHNS CBEEHMS O npasunax ISAKMP, IPSec nubo o counsTpe OTCYTCTBYIOT,
TO COOTBETCTBYIOLLME CBEAEHUSA HE BbIBOAATCSA

13 [ononHutenbHble cBeaeHMs 06 onepauun, Ha KOTOpOIZ npepeancd npouecc yctaHoBleHUA CoeguHeHnA
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MpoTokonupoBaHue COObLITHI

Onucanne coObITUS R Paszpgen [Ta6.10HBI cO001LIEHMIH
Ba’KHOCTH
HEBOBMOXHO BbiaaTh IKE- Unable to respond to IKE-CFG request:
A address pool is over. Partner: %{4}s:%{5}d
CFG agpec B OTBET Ha
20 3arnpoc CO CTOPOHbI WARNING POLICY roe:
KrnneHTa, Tak Kak nyn 0 0 p.
A7IPECOB 3aKOHUNNCS. %0{4}s:%{5}d - IP-agpec n nopT «HOBOIO»
napTHepa
HEBO3MOXHO Unable to initiate IKE-CFG session: address
pool is over. Partner: %{4}s:%{5}d
WMHULMMPOBATL Bblgavy
21 IKE-CFG appeca WARNING POLICY roe:
napTHepy, Tak kax nyn %{4}s:%{5}d - IP-agpec n nopT «HOBOIo»
agpecoB 3aKOHYUIICS.
napTHepa
DefaultCryptoContextsPerlIPSecSA in
"agent.ini" is not valid (must be from 1 to 128),
%{1}d will be used instead.
3HaveHune napameTpa
22 | DefaultCryptoContextsPerl | WARNING POLICY roe:
PSecSA sanao HesepHo %{1}d — 3Ha4eHune, KoTOpOE ByaeT
MCMnonb30BaHo A4S napameTpa
DefaultCryptoContextsPerlPSecSA
B npasune IKERule WARNING: IKERule '%{2}s', line %{3}d: in
3a4aHO HECKOMbKO Aggressive Mode initiator will use %{1}s only.
TpaHCHOpPMOB C rne:
pasnnyHbIMK FpynnamMu. ’
Ecnu B kauecTBe %{1}s — Ha3BaHWe BbIOpaHHOW rpynmnbl, NO
o3 | HMUMATOpPa AreHT 6yp.§aT WARNING POLICY KoTopou bygeT pa60Ta_Tb AreHT B KayecTBe
ncnosib3oBatb Aggressive nHuumatopa B Aggressive Mode.
gAOde' TO B 9TOM chyHae %{2}s — umsa IKERule, ansa kotoporo
YAYT BbICbINATbCs TONBKO
. BblBE[EHA 3Ta AMArHocTMKa
TpaHCcOpPMbI C TAKOW Xe
rpynnou Kak y nepsoro %{3}d — cTpoka, Ha KOTOpOW pacnonaraeTcs
TpaHcgopma B npasusne. IKERule.
YpaaneHue nokanesHOro
e . . ) ” .
24 cepTudumkara, nmbo WARNING SYSTEM Eertulflcatg disabled, Soubject. %s”, Issuer:
CepTtundumumpytowero %s”, Serial number=%s
LleHTpa 13 6a3bl AaHHbIX
Coobmenuss ypoeHst NOTICE
Tabnwuua 3
Onucanue coObITHUS VAR Paznen IIa6s10HBI cOOOIIEHN A
Ba’KHOCTH
Cisco-like console started: Cisco-like console
1 cs_console: NOTICE CONSOLE fte_lrted py privileged user <username>"" n
CTtapT KOHCOMMU Cisco-like console started by non-privileged
user "<username>""
cs_console:
2 3aBepLueHune paboTbl NOTICE CONSOLE Cisco-like console exited
KOHCOInM
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MpoTokonupoBaHue COObLITHI

Onucanne COOLITHS

YpoBensb

Paznen 11126J10HBI COOOIIEHNH
BAYKHOCTH

cs_console:
HauvaTa 3arpyska
HayanbHOW KOHUrypaumm

NOTICE CONSOLE Start loading initial configuration

cs_console:
HavanbHas KoHdurypaums
3arpyxeHa ycneLiHo

NOTICE CONSOLE Initial configuration loaded

cs_config:
CTtapT vHTepnpeTaTopa
KOMaHg

NOTICE CONSOLE Command interpreter started

cs_config:

Mpegbioyas
nons3oBaTtenbckas LSP
coxpaHeHa B davine “{1}’

NOTICE CONSOLE Previous user-defined LSP saved in file "{1}"

cs_config:

O6HapyxeHa
HECUHXPOHU3MPOBaHHas
nonuTuka. Tun NONUTUKK:
<type>,

roe <type> oguH u3:
DDP
Drop All

User-defined (Source:
<source>),

roe

<source> — Agent unu
Command-line utility.

Non-synchronized policy detected. Policy type:

NOTICE CONSOLE
<type>

cs_config:
WHKpeMeHTanbHas
NOJINTUKA OTKITIIOYEeHa U3-
3a HacTpolku policy_sync
(dbann cs_conv.ini)

Incremental policy loading disabled by

NOTICE CONSOLE . : : e
policy_sync setting (file cs_conv.ini)

cs_config:
WHkpemeHTanbHas
NnonuTUKa OTKItoYeHa ns-
3a TOro, 4YTO He yaanoch
NPOBECTU CUHXPOHU3ALNIO
NOnUTUK

Incremental policy loading disabled due to

NOTICE CONSOLE . Y ;
policy synchronization fail

10

Hauat npouecc
KOHBEPTUPOBaHUS

NOTICE CONVERTER | LSP conversion started

11

Mpouecc
KOHBEPTUPOBAHMS
3aBepLUEH YCMeLLHO.
MpepynpexaeHus He
BblJaBasuChb.

NOTICE CONVERTER | LSP conversion complete
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MpoTokonupoBaHue COObLITHI

Onucanne COOLITHS

YpoBensb
BaKHOCTH

Paznen

11126J10HBI COOOIIEHNH

12

Mpouecc
KOHBEPTUPOBaAHNA
3aBepLUEH YCMeLUHO.
BoigaHo {1}
npeaynpexaeHui.

NOTICE

CONVERTER

LSP conversion complete. Warnings: %{1}u

13

BkntoueH Host-pexum

NOTICE

CONVERTER

Host mode is enabled.

14

Pesynbtat LDAP 3anpoca
{1} — obbekTbl He HaraeHbl

NOTICE

LDAP

LDAP request result: NOT FOUND. Request:
”%{1}5"_

15

Pesynbtat LDAP 3anpoca
{1} — HanpgeHo {2}
06BbekToB

NOTICE

LDAP

LDAP request result: %{2}s object(s) found.
Request: "%{1}s".

16

MpuceoeH IP-agpec na
yoanénHoro IKE-CFG
nyna

NOTICE

POLICY

VPN ip-address %s obtained, Partner: %s:%d"*

17

MapTHEPY NnpucBoOEH IP-
agpec n3 IKE-CFG nyna

NOTICE

POLICY

VPN ip-address %s assigned to external host
Partner: %s:%d"

18

MpeBbllLeHO orpaHnyeHne
Ha KOnM4yecTBO
MHULMMPOBaHHbIX IKE-
ceccun. MHmummpoBaHHas
ceccus OTrnoxeHa Ao
3aBepLueHus nbon
aKTUBHOW
WHULMMpoBaHHoM IKE-
ceccun.

NOTICE

POLICY

[ISAKMP]: Exchange pended. Limit of %u
initiated sessions achieved. Partner: %s:%d*®

19

[NpeBbILEeHO orpaHnyYeHne
Ha konun4yecTBo IKE-
ceccui, HNLUUNPOBaHHbIX
napTHepamu. 3anpoc ot
napTHepa UrHopupyeTcs,
HOBas ceccus He
co3gaeTcs.

NOTICE

POLICY

[ISAKMP]: Exchange cancelled. Limit of %u
responded sessions achieved. Partner:
%s:9%d"’

20

HeBo3moXxHO
ncnons3oBaHue DPD ans
paspeLueHns cuTyauuu,
onucaHHoOM B N. Tabnuubl
COODLLIEHUI YPOBHS
WARNING

NOTICE

POLICY

Unable to resolve IKE-CFG IP-address conflict
- DPD is disabled. Connection with partner
%{4}s:%{5}d going to be broken

roe:

%{4}s:%{5}d - IP-agpec n nopT «HOBOIro»
napTHepa

1 ip:port

15 ip:port

16 ip:port

o ip:port
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MpoTokonupoBaHue COObLITHI

Onucanne coObITUS R Paznen [Ta6.10HBI cO001LIEHMIH
Ba’KHOCTH
Partner %{2}s:%{3}d is not responding, IKE-
CFG IP-address %{1}s become bound with the
DPD nokasari, 4To partner %{4}s:%{S}d
npeablaywmn napTHep roe:
{2}:{3} He oTBevaerT. IKE-
21| CFG appec {1} NOTICE POLICY %{1}s — IKE-CFG IP-agpec
3akpennAeTcs 3a HOBbIM %{2}s:%{3}d - IP-agpec 1 NopT «cTaporo»
naptHepom {4}:{5} napTHepa
%{4}s:%{5}d - IP-agpec n nopT «HOBOIo»
napTHepa
29 Previom_Js L_Jse"r—dtla'fined LSP NOTICE POLICY
saved in file "{1}
Non-synchronized policy
23 detected. Policy type: {1} NOTICE POLICY
Non-synchronized policy
24 detected. Certificates, NOTICE POLICY
preshared keys or
interfaces were changed
Incremental policy loading
25 | disabled by policy_sync NOTICE POLICY
setting (file cs_conv.ini)
Incremental policy loading
26 | disabled due to policy NOTICE POLICY
synchronization fail
27 CtapT cepBuca NOTICE SYSTEM Service started, version %s
28 | OcTtaHoBKka cepBuca NOTICE SYSTEM Service stopped
29 garpymeHa nonuTika NOTICE SYSTEM | Security policy loaded, Name: "%s"
€30MacHoCTH
30 BoccTtaHoBneHa nonutuka NOTICE SYSTEM Previou“s se"curity policy has been restored,
6esonacHocTn Name: “%s
[oGaBneHne nokanbHOro e ko)
31 | ceptudmkata B 6asy NOTICE sysTem | Newlocal certificate added, Subject: "%s”,
Issuer: “%s”, Serial number=%s
OaHHbIX
flobasnetne New certificate authority added, Subject: “%s”
32 | CeptudumumpyroLlero NOTICE SYSTEM ao) om X o ) ’
Issuer: “%s”, Serial number=%s
LleHTpa B 6a3y gaHHbIX
33 Hoctyn Nonb3oBaTens K NOTICE SYSTEM User logged in
AreHTy
34 QOtkriodenme Aoctyna NOTICE SYSTEM User logged out
Monb3oBatens k AreHTy
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MpoTokonupoBaHue COObLITHI

Coobumennst ypoBHss INFO

Tabnvua 4
Onucanne coObITHS VIR Pasznen 1I1a610HBI COOOIIEHMIT
BAKHOCTH
cs_console:
1 | KomaHga {1} ycnewHo INFO CONSOLE | Command processed successfully: "%{1}s"

obpaboTaHa KOHCOMbLO

cs_config:

3anyck LSP koHBepTOpa

Onsi KOHBepTaumm

nonutuku B LSP. B .

2 INFO CONSOLE Starting LSP converter
KOHBEPTOpPE NOCIe Hero

naet coobueHune: “LSP

conversion started” c

yposHem NOTICE

cs_config:

LSP koHBepTOp oTpaboTan
6e3 owunbok. B

3 KOHBEpPTOpPE nepes H1UM INFO CONSOLE LSP converter finished successfully
BblgaeTcs coobLeHume:
“LSP conversion complete”
c yposHem NOTICE

Connection established, %u.%u.%u.%ul-
%u.%u.%u.%u][:%u]<->%u.%u.%u.%ul-
%u.%u.%u.%u][:%u][, proto %u], FilteringRule:
“%s”, IPsecAction: “%s”

roe:

KBagpaTHble CkOOKM 0603Ha4aloT, 4YTo
[aHHasi YacTb COOOLLEHUS MOXET
OTCyTCTBOBaTb

nepsbIn aprymeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” — IP-agpec nnm

AuanasoH |IP-agpecoB 1 NopT, KOTopble
4 YcTaHoBNeHo coeanHeHne INFO POLICY 3aLLMLLATCA AT€HTOM

BTOpOM apryMeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” —IP-agpec unu
AvanasoH |IP-agpecos 1 nNopT, KOTopble
3almaTcs NnapTHEPOM

[, proto %u] — 3awwmLLL@aeMbln NPOTOKON

FilteringRule: “%s” — dpunbTp, Ha KOTOPLIN
3arpyxeHa cosgaHHas uenoyka IPSec SA-
eB

IPsecAction: “%s” — npasuno IPsecAction
Mo KOTOPOMY CO34arnocb CoeauHeHne
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MpoTokonupoBaHue COObLITHI

Onucanue coObITHSI AL Paznen IIa610HBI cOOOIEHN A
Ba’KHOCTH
Mony4yeH ISAKMP-nakeT Inbound IKE packet drop&oed, Reason: Access
5 OT napTHepa, C KOTOpbIM INFO POLICY denied, Partner: %s:%d"

3anpeleH IKE-Tpaduk'™®

Connection closed, %u.%u.%u.%ul-
%u.%u.%u.%u][:%u]<->%u.%u.%u.%ul-
%u.%u.%u.%u][:%u][, proto %ul], bytes
sent/received: %d / %d, Reason: %s

roe:

KBagpaTHble CkOOKM 0603Ha4aloT, YTO
[aHHasi YacTb COOOLLEHNS MOXET
OTCYTCTBOBaATb

nepsbli apryMmeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” — IP-agpec nnu
AuanasoH |IP-agpecos 1 nNopT, KOTopble
3awmwaotcs AreHTom

BTOpOM apryMeHT Buaa “%u.%u.%u.%u[-
%u.%u.%u.%u][:%u]” —IP-agpec nnu
AuanasoH |IP-agpecoB 1 NopT, KOTopble
3almLLaTCa napTHePOM

[, proto %u] — 3almLLaeMbI NPOTOKOS-
bytes sent/received: %d / %d — konn4yecTBO
6 | 3akpbiTie coeanHEeHNs INFO POLICY 6aiiT, KOTOPbIN BbINKN OTOCMAHBI Y MPUHATHI
NnoA 3aLLMTON 3TOro COEANHEHUSI

Reason: %s — npuynHa yoaneHus
CoeUVHeHMUs, BO3MOXHbI criegytoLime
BapuaHTbI:

Loading new configuration — coeguHeHne
YHUYTOXEHO MO MpUYMHE 3arpy3ku HOBOW
KOHUrypawmm

Delete payload received — ot napTHepa
npuLLEeNn 3anpoc Ha yaaneHne aToro
coeHeHns

Time expired — UCTEK NUMUT OENCTBUSA
COEAMHEHUS MO BPEMEHMN

Traffic expired — ncTek NIUMUT eNCTBUSA
coeIHeHMA No Tpaduky

Dead peer detected — napTHep npu3HaH
«MepTBbIM»

Initial contact — coeguHeHne yganeHo

18 MapTHep (MaeHTudMUMpyeTCa No nape ip:port) MoXeT OblTb MOMELLEH B «4EPHBIN CMIUCOKY, ECIIU C HUM HET HU
oaHoro ISAKMP coeavHeHus, 1 3a onpeferneHHbIi NPOMEXYTOK BpEMEHW OH HeYCMELUHO MblTarncs yCTaHOBUTL
ISAKMP coepguHeHne goctaTtoyHo 6ornbluoe KonnyecTro pas. [pu nonydeHmum Hoeoro IKE-nakeTa oT Takoro
napTHepa nobas obpaboTtka IKE-nakeToB UTHOPUPYETCS, NO3TOMY HEBO3MOXHO OMpeaenvTb HamepeHme
napTHepa: 3ToO MOXET ObITb HOBasi NonbiTka ycTaHoBneHust ISAKMP coegnHeHWs1, NPOAO0IPKEHNE CTapbiX
NonbITOK, MHPOPMALMOHHOE coobLLieHne, NMBOo NPOCTO NakeT HenpasunbHoro popmarta. O6MeH ¢ Takum
napTHEPOM paspeLlaeTcs CnycTsl YCTAHOBIEHHbIV MPOMEXYTOK BpeMeH!, Nnbo npu MHULUMUPOBaHUU
COeQIMHEHUS CO CTOPOHbI NOKaNbHOro YCTPOUCTBA.

19 ip:port
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MpoTokonupoBaHue COObLITHI

Onucanne coObITHS

YpoBensb
BaKHOCTH

Paznen

11126J10HBI COOOIIEHNH

npv nonyyeHun Hotudukaumm INITIAL-
CONTACT

Cannot start DPD (no ISAKMP SA) — HeT
BO3MOXHOCTU UWHUUMMpoBaTtb DPD,
napTHep NPU3HaeTCcs «KMepPTBLIM» U
coefIHeHMe C HUM yaanseTtcs

Replaced with new one — coeguHeHne
yAansieTcs B CBSI3W C TEM, YTO
NMOCTPOEHO HOBOE

SA bundle destroyed — Bo3HUKaEeT B
chnyyae MCnonb30BaHWs BOXEHHOIo
IPSec, korga yoansietca ogHa u3
uenoyek IPSec SAs, 4To NpMBOAUT K
YHUUYTOXEHUNIO BCEW CBA3KN LIEMOYEK.

IPSec-coegnHeHue He
YCTaHOBMIOCh 13-3a
npesBbllLEeHnA Konn4ecTBa,
paspeLleHHOro nNuueH3nen

INFO

POLICY

Unable to establish connection: resources
exceeded

WHdopmaumns o nuueHsmm
MpogykTta

INFO

SYSTEM

Product licence: product code: %s, customer
code: %s, license number: %n, license code:
%s

Coobumennst ypoBHss DEBUG

Tabnuua 5
Onucanue coObITHSI MO Paznen IIa610HBI COOOIEHM I
Ba*KHOCTH
cs_console:
Havano obpaboTky DEBUG CONSOLE Start interpreting command: "%{1}s"
komaHabl {1}
WHTEepnpeTaTopom
cs_console:
O6paboTka komaHabl DEBUG CONSOLE Command processed with status OK
3aBepLUeHa ycrneLHo
o . . ) e o
BbibpaH nokarnbHbIN DEBUG CERT Using local certificate: Subject: %s Issuer: %s
cepTudukar SN:%s
He HavpgeH cepTudukat Searching peer certificate failed. Reason: not
e DEBUG CERT
napTHEpa found. Search template: %s
HaiifeH HenpuroaHbIi Searching peer certificate failed. Reason: %s.
. DEBUG CERT :
cepTugukat napTHépa Subject: %s Issuer: %s SN: %s
H . H . 0 - 0
BbibpaH ceptudukar DEBUG CERT Use peer certificate: Subject: %s Issuer: %s

napTHépa

SN: %s

% revoked | expired | not verified
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MpoTokonupoBaHue COObLITHI

Onucanne COOLITHS

YpoBensb
BaKHOCTH

Paznen

11126J10HBI COOOIIEHNH

CdopmuposaH LDAP
3anpoc {1}

DEBUG

LDAP

LDAP request: "%{1}321".

LDAP 3anpoc {1}
NPOUTHOPUPOBAH: HE
3anaH LDAP cepsep

DEBUG

LDAP

LDAP request ignored: there is no LDAP server
available. Request: "%{1}s".

3anpoc Ha co3gaHue
coeanHeHusa

DEBUG

POLICY

Connection request, packet:
%u.%u.%u.%u[:%ul-> %u.%u.%u.%ul:%u][,
proto %u], FilteringRule: “%s”

roe:

KBagapaTHble CkoOKM 0603Ha4aloT, 4YTo
[aHHasi YacTb COOOLLEHUS MOXET
OTCYTCTBOBaATb

nepBbll apryMeHT BMaa
“%U.%u.%u.%u[:%u]” — IP-agpec NCToYHUKa
W NOpPT, €CNY OH YKa3aH B nakeTte

BTOPOW aprymeHT Buga
“%u.%u.%u.%ul:%u]” - IP-agpec
NpUeMHMKa 1 NOPT, €CNM OH yKa3aH B
nakete

[,proto %u] — HOMep npoToKona, ecnu
yKka3aH B MakeTe, nHade He nuLieTcs

FilteringRule “%s” — Ha3BaHuWe unbTpa,
noA KOTopbIv nonan naket

10

OwmbKa NHULMMPOBAHUS
co3gaHua coeanHeHns

DEBUG

POLICY

Failed to initiate connection request processing,
packet: %u.%u.%u.%ul[:%u]-
>006u.%u.%u.%u[:%u][, proto %u]

roe:

KBagpaTtHble ckobkm 0603Ha4valoT, 4To
AaHHas YyacTb COOBLLEHNS MOXET
OTCYTCTBOBaTb

nepBbIN aprymeHT Buaa
“%U.%u.%u.%u[:%u]” — IP-agpec NCToYHUKa
W MOPT, €CNy OH yKa3aH B NakeTe

BTOpOW aprymeHT Buaa
“%u.%u.%u.%ul:%u]” - IP-agpec
NpUeMHUKa 1 NopT, eCnn OH YKa3aH B
nakete

[,proto %u] — Homep npoTokona, ecnu
YKa3aH B nakeTe, MHa4e He nuuieTcq

11

CospgaHune ISAKMP SA

DEBUG

POLICY

ISAKMP connection [%u] established, Partner:
%s:%d??, Identity: %s, IKERule: “%s”

% Bo Bcex coobueHusax LDAP 3anpoc onuckiBaeTcs B Buae URL. B HacTosLee Bpemsa ecnu ucnons3syotcs IP-

agpec v nopt, 3agaHHble B LSP, oHn B URL He ykasbiBatoTCS.

2 ip:port
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MpoTokonupoBaHue COObLITHI

Onucanne COOLITHS

YpoBensb
BaKHOCTH

Paznen

11126J10HBI COOOIIEHNH

12

Ypnanexdue ISAKMP SA

DEBUG

POLICY

ISAKMP connection [%u] closed, Partner:
%s:%d>*, Identity: %s, bytes sent/received: %d
/ %d, Exchanges passed: %d

13

O6HapyxeHue ycTponcTea
NAT

DEBUG

POLICY

NAT detected on ...%* side, Partner: %s:%d*

14

Proposals BbicnaHbl
napTHEpY

DEBUG

POLICY

(Phase I): *°
Sending IKE proposals. Rule “%s”: Auth: %s

Transform #1: Hash: %s, Cipher: %s,
Group: %s, Life Time: %s, Life Traffic: %

Transform #2: ..

(Phase II):27
Sending IPSec proposals. Rule “%s”:
Encapsulation mode: %s, Group: %s

Proposal #1.:
Protocol AH:

Transform #1: Integrity: %s, Life
Time: %s, Life Traffic: %s

Transform #2:
Protocol ESP:

Transform #1: Integrity: %s, Cipher:
%s, Life Time: %s, Life Traffic: %s

Transform #2:

Proposal #2:

15

MapTHép npucnan Habop
proposals

DEBUG

POLICY

(Phase I): e
IKE proposals received.

Transform #1: Auth: %s, Hash: %s, Cipher:
%s, Group: %s, Life Time: %s, Life Traffic:
%

Transform #2:

% ip:port

¥ | ocal | remote

2 ip:port

% Ecnu otoenbHble CTPYKTYpHbI, nn6o anMGYTbI OTCYTCTBYHKOT, TO OHN HE NMPOTOKOJINPYKOTCA

2 Ecnu otoenbHble CTPYKTYpHblI, nnéo anI/I6yTbI OTCYTCTBYHOT, TO OHMN HE NPOTOKOJINPYKOTCA

2 Ecnun otoenbHble CTPYKTYpHblI, nnéo anI/I6yTbI OTCYTCTBYHOT, TO OHMN HE NPOTOKOJINPYKOTCA
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MpoTokonupoBaHue COObLITHI

Onucanne COOLITHS

YpoBensb
BaKHOCTH

Paznen

11126J10HBI COOOIIEHNH

(Phase I1):*°
IPSec proposals received. Encapsulation
mode: %s, Group: %s

Proposal #1.:
Protocol AH:

Transform #1: Integrity: %s, Life
Time: %s, Life Traffic: %s

Transform #2
Protocol ESP:

Transform #1.: Integrity: %s, Cipher:
%s, Life Time: %s, Life Traffic: %s

Transform #2:

Proposal #2

MpoBepka proposal ans
npasuna

16

DEBUG

POLICY

Check proposal #%u, Protocol %s*°, Transform
#%u for Rule “%s”. Result: %s>*, attribute: %s>?

17 BbibpaH proposal

DEBUG

POLICY

(Phase I); %

ISAKMP proposal selected. Auth: %s, Hash:
%s, Cipher: %s, Group: %s, Life Time: %s, Life
Traffic: %s

(Phase I1):**

IPSec proposal selected. Mode: %s>°, Group:
%s, AH Integrity: %s, ESP Integrity: %s,
Cipher: %s, Life Time: %s, Life Traffic: %s

18 BbibpaH Preshared knio4

DEBUG

POLICY

Using preshared key "%{1}s" for partner
%{2}s:%{3}d,

roe:

%{1}s — aeHTndukatop BblIOpaHHOro
Kntoya, ykasaHHbIn B LSP

%{2}s:%{3}d - IP-agpec 1 nopT napTHepa no
IKE-06meHy

%9 Ecnmn oTAenbHble CTPYKTYPbI, TG0 aTpuByThl OTCYTCTBYIOT, TO OHU HE MPOTOKOMMPYIOTCS

% |SAKMP | AH | ESP
%1 Not matched | OK

%2 Authentication method | Hash | Cipher | Oakley group | Integrity | mode — Tonbko Ans He coBnasLUKX proposals

% Ecnun otoenbHble CTPYKTYpHblI, nnéo anI/I6yTbI OTCYTCTBYIOT, TO OH/ HE NPOTOKOJINPYIOTCA

34 Ecnu otoenbHble CTPYKTYpHblI, nnéo anI/I6yTbI OTCYTCTBYHOT, TO OHMN HE NPOTOKOJINPYKOTCA

% Transport | Tunnel
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MpoTokonupoBaHue COObLITHI

Onucanne coObITUS R Paznen [Ta6.10HBI cO001LIEHMIH
Ba’KHOCTH
Preshared key "%{1}s" not found,
19 :;Ireei?]c;ge:ﬂz’fpawb'” DEBUG poLIcy | A€
%{1}s — paeHTncukaTop BbIGpaHHOro
Knto4a, ykasaHHbl B LSP
MpucnaHHbIN
2§?ETEV1?gczTHOpHZapTHepa WARNING: Unable to proceed IKE remote ID
NO0OLIEN HIA n% oHO for partner %{2}s:%{3}d. Using ip-address from
A ISAKMﬂP A IKE packet instead,
20 | MPasuno : DEBUG POLICY
MpeonpuHumaeTcs roe:
nonbiTka 0 0 b
WIEHTUULMPOBATS 00{2}s:%{3}d - IP-agpec n nopt napTHepa no
IKE-06MeHy
napTtHepa no ero IP-
agpecy.
Unable to choose authentication rule for partner
He yganocb nogobpatb %{2}s:9%{3}d,
51 | MPasuno ayTeHTudmKaumm DEBUG POLICY re:
ONs JaHHOro napTHepa no
IKE-0bmeHy %{2}s:%{3}d - IP-agpec 1 nopT napTHepa no
IKE-0bmeHy
UHdopmaumsa o6 . P PP
22 NCrornb3yemMoM JloKaribHOM DEBUG POLICY EISAT)'\::E] Sending identity "%s" to partner
IKE-Identity P-p
MHdopmaums ob IKE- ) G ngsan i ;
23 Identity, npucnaHHom DEBUG POLICY [ISAKMP]. .Identlty %s" is received from
partner <ip:port>
napTHeEpPOM
WHpopmaums o s
24 coobuieHun (IKE- DEBUG POLICY [ISAKMP]: Natification [%s™"] has been

Notification), npucnaHHom
napTHepom

received for Exchange <%u°’>: %s*

% CornacHo cnicky 1. 3.14.1 B RFC 2408 v 1. 4.6.3 B RFC 2407.

%" Homep-upeHTudukaTop IKE-06MeHa.

% Peakumst AreHTa Ha NpUCNaHHOe COOBLLEHME: Ignore | Ignore unprotected Notification | Cancel target
connection | Correct TTL for target connection | Start IPsec traffic | Target connection is already disabled | Peer is
alive | Wrong sequence: Ignore | Peer is interested in my liveness: send acknowledgement | Clear all old
connections
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MpoTokonupoBaHue COObLITHI

Onucanne coObITUS R Paszpgen [Ta6.10HBI cO001LIEHMIH
Ba’KHOCTH
[ISAKMP]: Connection request FAILED. %s
roe:
%s — gononHuTensHas 4OCTyNHas
3 nHdopMaLmsa 0 HecocTosBLLUEMCS obMmeHe:
WHnunmpoBaHHbIn IKE- . 39
25 | obmMeH 3aBepLumncs ¢ DEBUG POLICY npuyrHa aBapuHOro 3asepLueHns
oLwmn6Ko (cm. Tabnuua 6)
CTeK BbINOSHSAEMbIX onepauunii (cm.
Tabnuua 7)
cBefieHus 0 napTHepe: <ip:port>, IKE-
Identity *°
[ISAKMP]: Incoming connection FAILED. %s
roe:
%S — gononHuTenbHast 4OCTYNHas
IKE-06MeH, nHdopMaLmsa 0 HeCOCTosBLLUEMCS ObMmeHe:
o6 | VHMLMMPOBAHHbIN DEBUG POLICY NpnynHa aBapuitHoro 3asepLueHns **
NapTHepOM, 3aBepLIMIICS C (cm. Tabnuua 6 )
ombKom
CTeK BbINOMHSAEMbIX onepauni (cm.
Tabnuvua 7)
cBedeHunsa o napTHepe: <ip:port>, IKE-
Identity*?
Connection to %{1}s:%{2}d conflicts with
Mepeceyerme coeanHeHm connection to %{3}s:%{4}d, conflicting address
range: %{5}s
o7 | MO @Apecam OT pasHbix DEBUG POLICY
napTHEpPOB Ha OiHOM %{1}s:%{2}d — IP-agpec v NopT napTHepa,
unbTpe KOTOPbIN BIIOKMPYET COEAMHEHNE K NapTHepY
%{3}s:%{4}d B agpecHom npocTpaHcTBe %{5}s

% Ecrnin kK MOMeHTY 3aBepLUeHMsi NapTHepaM yAarnochk OrOBOPUTHLCA O MPUMEHEHUM MeTOAa ayTeHTUMMKALMM Ha
Preshared-kntouax, u B cnucke onepauumn npucytcteyeT «Unable to decode packet», To, Hapsigy ¢ oLwnbkon
cobcTBeHHO pacwndpoBaHus, nubo IKE-naketa, HenpaBuibHO CCHOPMUPOBAHHOIO NAPTHEPOM, NMPUYNHON
OTKa3sa B COeQUHEHUN MOXET ObITb MPUMEHEHNE HENPABUIBHOIO KItoya.

0 KE Identity yka3blBaeTCsa TONbKO B Cry4vasx, korga B npegenax gaHHoro IKE-obmeHa Takas nHgopmaums
JocTynHa.

*1 Ecnu kK MOMEHTY 3aBepLLEeHWs TapTHEpPaM YAarnoch JOrOBOPUTLCS O MPUMEHEHUN METOAA ayTeHTUdMKaLMM
Ha Preshared-kntoyax, n B cnvcke onepaumi npucytcreyeT «Unable to decode packet», To, Hapsagy ¢ ownbkomn
cobcTBeHHO paclwndgposaHus, nubo IKE-nakeTa, HenpaBunbHO COOPMUPOBAHHOIO NApTHEPOM, MPUYNHOMN
OoTKasa B COeIMHEHUN MOXET BbITb NMPUMEHEHME HENPABUILHOIO Kroya.

2 KE Identity yka3biBaeTCcs TONbKO B Cnyyasix, korga B npegenax gaHHoro |IKE-obmeHa Takas nHgopmaums
AOCTynHa.
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MpoTokonupoBaHue COObLITHI

Cnucok ownbok npotokona ISAKMP

(cM.nynkTH 25,26 ypoBHs1 DEBUG)

Tabnuua 6
3anuch 00 omMOKe B CTPOKE
Onucanue OMMOKHU
COOOIIeHUS
1 He ypanocb cdhopmmnpoBaTb NOANUCH Unable to Form Signature
OT napTHepa npuLLNO coobLLEHnEe HEBEPHOTO Unexpected Notification type: need
TUnNa BMECTO OXMOaemMoro coobLleHuns CONNECTED
2 CONNECTED (cBugeTenbCTBYOLENO O
rotoBHocTtu IPSec-coeguHeHusa Ha CTopoHe
napTHepa)
MonyyeH komnoHeHT IKE-naketa Tmvna 130, Unexpected payload found (payload
COOTBETCTBYHOLLMIA KOMAOHEHTY AN type - 130, possibly NAT Discovery)
3 obHapyxeHusi yctponctea NAT, 4TO He
COOTBETCTBYET NPOTOKONY O6MeHa Ansi 4aHHOro
aTana
OT napTHepa npuLunia KoMmaHaa Unexpected configuration message
AONONHNUTENBHOIO KOHUrypuposaHusa ISAKMP- type
4 coeanHeHnus (XAuth, IKE-CFG, n T.n.), He
COOTBETCTBYIOLAsa NPOTOKoNy obmeHa Ans
AaHHOro atana
5 MoTepsiHbl BHYTPEHHWE AaHHble OT NpeablayLLero Previous packet missed
naketa
6 MoTepsHbl AaHHbIE OpPMUPYEMOro nakeTa OUT packet missed
7 MoTepsH SA-KOMNOHEHT NpeabiayLlero nakeTa Missing SA payload
8 HeBo3moxxHO BbliGpaTb cueHapuii IKE-obmeHa Unknown IKE-scenario for chosen
Ansi BeIGpaHHOro Tuna ayTeHTudukauum Authentification method
9 He obHapyxeH nokanbHbIi cepTudmkar Local Certificate is not present
10 He obHapyxeH cepTudmkaTt napTHepa Remote Certificate is not present
11 He HanpeH cepTtudumkar Certificate not found
12 HeT goctyna k ny6nvyHoMy kniody cepTudukara Cert Public Key is inaccessible
13 He HavigeH oavH U3 HeobXoaUMbIX KOMNOHEHTOB Can't find proposal
naketa
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MpoTokonupoBaHue COObLITHI

3anuck 00 omulOKe B CTPOKE
Onucanue oMIMOKHU
COOOIIeHUS
14 [MoTepsHbl AaHHbIE C KNOYEBOW NHOPMaLMen Encryption container missed
[MapTHep BepHyN HeNpaBUNbHYO Bad IDcr returned
15 NOEHTUUKALNOHHYIO MH(OPMaLIMIO OTBETUMKA
IKE-0o6MeHa npu co3gaHun IPSec-coegmnHeHns
16 lMoTepsHbl AaHHbIE BXOAALLEro nakeTa IN packet missed
[MapTHep BepHyN HeNpaBUNbHYO Bad IDci returned
17 NOEHTUPUKALMOHHYIO MHAOPMaLMI0 nHMumaTopa
IKE-0bmeHa npu co3gaHumn IPSec-coegmHeHns
MaptHep npucnan IKE-nakeT ¢ HenpaBuITbHOM Invalid packet (invalid structure).
18 CTPYKTypoOKr, NMbBOo nakeT He yaanocb NpaBUibHO
paclwmdpoBaTb.
Cnucok BbinonHAeMmbIx genctaun no npotokony ISAKMP
(cM.nyukTH 25,26 ypoBHs DEBUG)
Tabnuua 7
Onucanue gecTBus HNHpopmanusi B cTpoxe cO00LIEHH
1 LLndposaHne Cd?OpMVIpOBaHHOI'O IKE-nakeTa Coding packet
nepeg oTnpasKoW NapTHepy
> PacwundposaHne IKE-nakeTta, npucriaHHoro Decoding packet
napTHepom
3 lMpoBepka NpeanoxeHun, Ha KOTopble COrnacucs Check replied SA
napTHep
4 MpoBepka cepTndmkarta, NPUCIaHHOIo NapTHEPOM Check for Remote Certificate
5 3anpoc nokanbHoro ceptudukarta Check for Local Certificate
6 lMpoBepka I/[ﬂeHTMCbMKauMOHHOM NMHpopmaumu, Check incom IDs
NpUCrnaHHoW NapTHePOM
7 VMcnonb3oBaHue B KayecTBe NaeHTUMONKaLMOHHON Check IDs as IP-addresses
MHdopMauumn napTHepa ero IP-agpeca
8 lMpoBepka MCnonbe3yemMoro anropmtMa Check for Hash method
X3LLIMpOBaHNSA
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MpoTokonupoBaHue COObLITHI

Onucanue gecTBus HNudopmanusi B cTpoke co00LIeHHU
9 CwvHTakcmyecknn pasbop nakeTa, MPUCIaHHOro Make payload set for received packet
napTHEPOM Ha oTAerNbHble KOMMOHEHTHI (payloads)
10 lMpoBepka Bcex KOMNOHEHTOB NpucnaHHoro naketa | Check received payloads
MpoBepka hopmMMpyeMoro naketa Ha Hanuive
KOMMOHEHTOB nepep, oTnpaBKkon NapTHepPY.
11 McnonbgyeTCQ TOMbKO MPUW CO34aHUN NAKETOB Check for added payloads
Informational obmeHoB 4YTOGLI YOOCTOBEPUTBLCS,
4YTO MHOPMaLMa He Bbina oTnpaBneHa ¢ Apyrum
nakeToMm.
12 dopmmpoBaHme nognucu Encrypt Signature
Beibop npasuna IKE cornacHo TekyLien
13 KOHpurypaumm no naeHTndunkaunoHHon Choose Rule for Partner's identity
nHdopMaLmm napTHepa
14 CospnaHue kntoyeBbIx nap Tekywen IKE-ceccum Generate Keys
15 dopmMurpoBaHue KI4YeBoro Matepunana Generate SKEYIDs
Bbibop nonuTukn 6e3onacHOCTM COrnacHo TeKyLlen
16 KOHUrypauum Ha OCHOBaHUWU NpeanoxeHni ot Compare policy
napTHepa
17 dopmuposaHue SPI Set SPI
lMpoBepka 1 NpUHATME NapamMeTpoB
18 yCTaHaBMMBaEeMOro CoOeANHeHNs, Ha KoTopble Accept Transform
cornacwurncs napTHep
19 ElzﬁrmcneHme xawa ans obHapyXeHust yCTponcTBa Calculate NAT Discovery payload
20 BbluncneHuve obuiero kroya Calculate Shared Key
21 BbluncneHne nHuymanu3aunoHHOro Bektopa Calculate InitVector
22 OnpepgeneHune metoga ayteHTudmnkaumm Detect Authentification Method
23 2pOeBHeT?AgMT;KaM”Mbg?Argngiizgf::::n AN MeTona Authentification uses Certificates:
yT 4 Check for Local Certificates
cepTucmkaToB
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Onucanue gecTBUs

HNudopmauus B cTpoke co00LIEHUSs

24

lNpoBepka meTona ayTeHTUMUKaLNN,
npeanoXeHHOro napTHepOM, Ha COOTBETCTBME
TekyLlen nonutuke 6esonacHocTn

Check Authentification Method

25

Bbibop meToaa ayteHTUdUKaLmum

Choose Authentification Method

26

lMpoBepka BbIGpaHHOM KOMOUHALUM NapaMeTpoB
yCTaHaBNMBaeMoro coegmHeHns

Get Proposal

27

3apaHue BbIbpaHHOro anroputMma wundpaumm ang
yCTaHaBMMBaeMOro coegMHeHns

Get Algorithm

28

3anpoc BO3MOXHbIX NapameTpoB
yCTaHaBNMBaeMoro cCoeAnHeHnst CorracHo
TeKyLLen KoHuUrypauum Ans nx cornacoBaHus ¢
napTHepom

Get Local Policy

29

lMpoBepka Ha Hanu4yne B NpeanoXeHnn napTHepa
napameTtpa, yctaHaBnusatwero MODP-rpynny

Get DH group for QM

30

Bbibop ncnonb3yemon naeHTMdnKaumoHHON
nHdOpMaLMK 1S OTNPaBky NapTHepPY

Get ID from Local Policy

31

Bbibop ncnonb3yemon naeHTMdKaLunoHHoM
WHpopMaunm Ang oTNpaBkK NapTHEPY Nnpu
co3gaHun ISAKMP-coeauHeHust B kKadecTBe
nHUUmMaTopa

Get IDii from Local Policy

32

Bbibop ncnonb3yemon naeHTMdrkaLunoHHom
WMHopMaunm Ansa oTnpaBky NapTHEPY Nnpu
cosfaHuu ISAKMP-coeguHeHNs1 B KayecTse
oTBeTYMKa

Get IDir from Local Policy

33

Bbibop ncnonb3yemon naeHTMdKkaLunoHHoOm
MHdopMaunn ons OTNpasku NapTHepPY npu
co3gaHum IPSec-coenHeHust B Ka4ecTBe
nHMumartopa IKE-obmeHa

Get IDci from Local Policy

34

Bbibop ncnonb3yemon naeHTMdKaunoHHON
WHpopMaLnm Ang oTNpaBkK NapTHEPY npu
co3faHuun IPSec-coegmHeHus B kayecTBe
oTBeTunka IKE-obmeHa

Get IDcr from Local Policy

35

WHnynanmsaumna knoveBon nHdopmaumm ans
dopmMmnpoBaHus IPSec-coegmHeHuns

Initialize Encryption Container for QM

36

dopmuposaHue rotosoro IPSec-coegmHeHns

Create contexts
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Onucanue gecTBUs

HNudopmauus B cTpoke co00LIEHUSs

37

PacnosHaBaHvne MeToda AOMOMHUTENBHOIO
KoHurypupoaHusa ISAKMP-coegumHeHuns (XAuth,
IKE-CFG, nT.n.)

Determine IKE configuration method

38

PacnosHaBaHve KoMaHabl AONONHUTENBHOMO
KoHurypupoaHusa ISAKMP-coegumHeHns (XAuth,
IKE-CFG, n T.n.)

Determine ike-cfg message type

39

PacnakoBka napameTpoB NpUCaHHOro 3anpoca Ha
aononHutensHyto ayteHTudmkaumio (XAuth) n
hbopmMupoBaHMe COOTBETCTBYIOLLETO rpachmuyeckoro
nonb3oBaTenbCKoro Aunarora

Analyse attributes and fill user dialog
fields

40

SaI'IyCK rpac*)queCKoro nonb30BaTEeJIbCKOIo
ananora D,OI'IOJ'IHVITGJ']I:HOVI ayTeHTVI(bVIKaU,VIVI
(XAuth).

Start dialog for user extended
authentication

41

lMNpoBepka Hann4ns komnoHeHTa IKE-nakeTa

Check payload %s™*

42

MpoBepka cTpyKTYpbl kKOMMNOHeHTa IKE-nakeTa

Analyse payload structure %s**

43

dopmupoBaHue komnoHeHTa IKE-nakeTta

Form payload %s"*®

44

3anonHeHue 6roka AaHHbIX yYKa3aHHOro
komnoHeHTa IKE-nakeTta

Fill payload %s*

45

lMNpoBepka cogepxmmoro komnoHeHTa IKE-nakeTta

Check %s*’

46

BbluncneHune xawa — CoA4epXnMOoro ykasaHHoro
KOMMNOHEHTa

Calculate %s”*®

47

BbinonHeHune cueHapusi uHMUMauum
nHdopmaumoHHoro obmeHa IKE cornacHo RFC
2409

[Informational Exchange, Initiator,
Packet 1]

48

BbinonHeHune cueHapusi 06paboTkn nakeTa
nHdopmaumoHHoro obmeHa IKE cornacHo RFC
2409

[Informational Exchange, Responder,
Packet 1]

*® HasBaHue komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

** HasBaHue komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

*> HasBaHu1e KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

*® HasBaHue KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

*" HasBaHue KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

*® HasBaHu1e KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
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MpoTokonupoBaHue COObLITHI

Onucanue gecTBus HNudopmanusi B cTpoke co00LIeHHU
BbinonHeHuve wara cueHapusa popmuposaHua 1-ro . .
49 naketa IKE Main Mode cornacHo RFC 2409 [Main Mode, Initiator, Packet 1]
BbinonHeHue wara cueHapus o6paboTtkm 1-ro
50 naketa IKE Main Mode cornacHo RFC 2409 u [Main Mode, Responder, Packets 1,2]
hbopmMupoBaHMe OTBETHOMO nakeTa
BbinonHeHune wara cueHapus Havana o6paboTku . "
51 2-ro naketa IKE Main Mode cornacHo RFC 2409 [Main Mode, Initiator, Packets 2,3]
BbinonHeHuWe wara cueHapusa NpoaomKeHns
obpaboTkn 2-ro naketa IKE Main Mode ans [Main Mode, Initiator, Packets 2,3, Pre-
52
ayTeHTudumkaumm Ha obmx knovax cornacHo RFC | Shared Key]
2409 n hopmmpoBaHMe OTBETHOIO NakeTa
BbinonHeHune wara cueHapus NPOL4OIKEHNS
obpaboTkm 2-ro naketa IKE Main Mode ans [Main Mode, Initiator, Packets 2,3,
53 .
ayTeHTUnKaunm Ha cepTudmkaTtax cornacHo RFC | Signature]
2409 n hopmmpoBaHMe OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 3-ro
54 naketa IKE Main Mode gns ayteHTUdukaumm Ha [Main Mode, Responder, Packets 3,4,
obwmx kntoyax cornacHo RFC 2409 m Pre-Shared Key]
hopmMupoBaHMe OTBETHOMO NakeTa
BbinonHeHuve wara cueHapusa 06paboTkm 3-ro
55 naketa IKE Main Mode gnsa ayteHTudmkaumm Ha [Main Mode, Responder, Packets 3,4,
ceptudmkatax cornacHo RFC 2409 u Signature]
hopmMupoBaHMe OTBETHOMO NakeTa
BbinonHeHuve wara cueHapusa 06paboTkm 4-ro
56 naketa IKE Main Mode gnsa ayteHTudmkaumm Ha [Main Mode, Initiator, Packets 4,5, Pre-
obwmx krtoyax cornacHo RFC 2409 n Shared Key]
dhopMMpoBaHne OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 4-ro
57 naketa IKE Main Mode ansa ayteHTudukaumm Ha [Main Mode, Initiator, Packets 4,5,
cepTudukatax cornacHo RFC 2409 u Signature]
dhopmMMpoBaHue OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 5-ro
58 naketa IKE Main Mode ansa ayteHTudukaumm Ha [Main Mode, Responder, Packets 5,6,
obwmx krtoyax cornacHo RFC 2409 m Pre-Shared Key]
hopmMUpoBaHMe OTBETHOMO NakeTa
BbinonHeHuwe wara cueHapus obpaboTkm 5-ro
59 naketa IKE Main Mode ans ayteHTMduKaumm Ha [Main Mode, Responder, Packets 5,6,
ceptudmkaTtax cornacHo RFC 2409 u Signature]
hopmMMpoBaHne OTBETHOIO Naketa
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Onucanue gecTBus HNudopmanusi B cTpoke co00LIeHHU
BbinonHexmne wara clieHapus 06paboTku 6-ro [Main Mode, Initiator, Packet 6, Pre-
60 naketa IKE Main Mode ansa ayteHTudukaumm Ha Shared Key]
obwwx kntovax cornacHo RFC 2409 y
BbinonHeHue wara cueHapus obpaboTkn 6-ro [Main Mode, Initiator, Packet 6,
61 naketa IKE Main Mode ansa ayteHTudukaumm Ha Signature]
ceptudumkaTtax cornacHo RFC 2409 9
BbinonHeHuwe wara cueHapus Havana
62 dopmupoBaHus 1-ro naketa IKE Aggressive Mode [Aggressive Mode, Initiator, Packet 1]
Mode cornacHo RFC 2409
BbinonHeHue wara cueHapusi NpoaoImKeHns
63 dopmunpoBaHua 1-ro naketa IKE Aggressive Mode [Aggressive Mode, Initiator, Packet 1,
ans ayTeHTundmkaumm Ha obLmMX Krroyax corfiacHo Pre-Shared Key]
RFC 2409
BbinonHeHune wara cueHapusi NPOL4OIPKEHNS
64 thopmuposanua 1-ro naketa IKE Aggressive Mode | [aggressive Mode, Initiator, Packet 1,
Ans ayTeHTUd Signature]
nkauum Ha ceptudumkaTax cornacHo RFC 2409
BbinonHeHune wara cueHapus Havana o6paboTku .
65 2-ro naketa IKE Aggressive Mode cornacHo RFC [Aggressive Mode, Responder,
Packets 1,2]
2409
BbinonHeHue Wwara cueHapusi NpoaormkeHns
66 obpaboTtkm 1-ro naketa IKE Aggressive Mode ans [Aggressive Mode, Responder,
ayTeHTudumkaumm Ha obLumx knoyax cornacHo RFC | Packets 1,2, Pre-Shared Key]
2409 n chopmmpoBaHne OTBETHOroO nakeTa
BbinonHeHue wara cueHapus NpoaoIHKeHNs
67 obpaboTtkm 1-ro naketa IKE Aggressive Mode ans [Aggressive Mode, Responder,
ayTeHTUuKaumm Ha cepTudukatax cornacHo RFC | Packets 1,2, Signature]
2409 n bopmmpoBaHMEe OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 2-ro
68 naketa IKE Aggressive Mode ans [Aggressive Mode, Initiator, Packets
ayTeHTUdmMKaLmm Ha obwmx knoyax cornacHo RFC | 2,3, Pre-Shared Key]
2409 n hopmmpoBaHMe OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 2-ro
69 nakeTa IKE Aggressive Mode gns [Aggressive Mode, Initiator, Packets
ayTeHTudmkaumm Ha cepTudmkaTax cornacHo RFC | 2,3, Signature]
2409 n popmmnpoBaHue OTBETHOroO naketa
BbinonHeHue wara cueHapusa 0bpaboTkm 3-ro
70 nakeTa IKE Aggressive Mode gns [Aggressive Mode, Responder, Packet
ayTeHTudumkaummn Ha obmx knoyax cornacHo RFC | 3, Pre-Shared Key]
2409
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Onucanue gecTBus HNudopmanusi B cTpoke co00LIeHHU
BbinonHeHue wara cueHapusa obpaboTkm 3-ro
71 nakeTa IKE Aggressive Mode ons [Aggressive Mode, Responder, Packet
ayTeHTudukaumm Ha ceptudpmkatax cornacHo RFC | 3, Signature]
2409
BbinonHeHune wara cueHapusa popmmnpoBaHud 1-ro -
2 naketa IKE New Group Mode cornacHo RFC 2409 [New Group Mode, Initiator, Packet 1]
BbinonHeHue wara cueHapus o6paboTtku 1-ro
73 naketa IKE New Group Mode cornacHo RFC 2409 LNaer&,e?srolug] Mode, Responder,
1 bopmMmnpoBaHMEe OTBETHOTO NMakeTa '
BbinonHeHuve wara cueHapusa o6paboTkm 2-ro -
74 naketa IKE New Group Mode cornacHo RFC 2409 [New Group Mode, Initiator, Packet 2]
75 BbinonHeHue wara cueHapus doopmmpoBaHng 1-ro [Transaction Exchange, Initiator,
nakeTa cnyxebHoro obmeHa IKE Packet 1]
BbinonHeHue wara cueHapus obpaboTkm 1-ro [Transaction Exchange, Responder
76 nakeTa cnyxebHoro o6meHa IKE n coopmmpoBaHune Packets 1,2] g€ P ’
OTBETHOIO Naketa '
77 BbinonHeHue wara cueHapus obpaboTkm 2-ro [Transaction Exchange, Initiator,
nakeTta cnyxebHoro obmeHa IKE Packet 2]
BbinonHeHue wara cueHapus hopmmpoBaHus 1-ro . .
8 nakeTa IKE Quick Mode cornacHo RFC 2409 [Quick Mode, Initiator, Packet 1]
BbinonHeHuve wara cueHapusa o6paboTkm 1-ro
79 naketa IKE Quick Mode cornacHo RFC 2409 u [Quick Mode, Responder, Packets 1,2]
hopmMmpoBaHne OTBETHOrO naketa
BbinonHeHuve wara cueHapusa o6paboTkm 2-ro
80 nakeTa IKE Quick Mode cornacHo RFC 2409 un [Quick Mode, Initiator, Packets 2,3]
hopmMMpoBaHne OTBETHOIO Nnaketa
BbinonHeHuve wara cueHapusa 06paboTkm 3-ro
81 nakeTta IKE Quick Mode cornacHo RFC 2409 un [Quick Mode, Responder, Packet 3,(4)]
dhopMMpoBaHne OTBETHOIO nakeTta (npu
nogaepxke naptHepom Commit Bit)
BbinonHeHue wara cueHapus obpaboTkm 4-ro
82 naketa IKE Quick Mode (npu nogaepxke [Quick Mode, Initiator, Packet 4]
naptHepom Commit Bit)
83 BbluncneHve knoyesoro Matepuana [Make SKEYID]
84 Boibop ISAKMP nunbo IPSec npasuna [Choose Rule]
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Onucanue gecTBus HNudopmanusi B cTpoke co00LIeHHU

85 lMpoBepka npucnaHHoro atpubyra — KOMMOHEHTA [Check Attr]
naketa IKE

86 lMpoBepka npucnaHHoro cepTudmnkara — [Check Cert]
KOMMoHeHTa nakeTta IKE

87 [NpoBepka NpMUCraHHOro xawa — KOMMOHEHTAa [Check HASH]
naketa IKE

88 lNpoBepka npucnaHHOro naeHTugmnkaTopa — [Check ID]
KoMnoHeHTa naketa IKE

89 [MpoBepka NpUCNaHHOro Krt4ya — KOMMOHEHTA [Check KE]
naketa IKE

90 MpoBepka npucnaHHoro NAT-geTekTopa — [Check NAT-D]
KoMnoHeHTa naketa IKE

91 MpoBepka npucnanHoro NAT Original Address — [Check NAT-OA]
KOMMoHeHTa naketa IKE

92 MpoBepka npucnaHHoro Nonce — KOMNOHEHTa [Check Nonce]
naketa IKE

93 MpoBepka NpuUcnaHHOro coobLLEHNsI — KOMMOHEHTa [Check Notif]
naketa IKE

94 lNpoBepka npucnaHHoro 3anpoca Ha cepTudukaT — [Check REQ]
KOMMoHeHTa naketa IKE

95 lMpoBepka NpucnaHHbIX NPeasIoKeHNn Ha [Check SA]
co3faHune coeHeHus1 — KOMMNOHeHTa naketa IKE

96 [MpoBepka npucrnaHHOM NOANNCU — KOMMOHEHTA [Check SIG]
naketa IKE

97 lNpoBepka BeHAOp-MAeHTUdMUKaTopa — KOMNOHEHTa [Check VID]
naketa IKE

98 IT;OEpMI/IpOBaHI/Ie aTpubyTa — KOMMOHEHTA NakeTa [Form Attr]

99 dopmupoBaHne cepTudmkaTa — KOMMNOHEHTA [Form Cert]
naketa IKE

100 | dopmupoBaHMe xaLla — KOMMOHEHTa naketa IKE [Form HASH]
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101 dopmupoBaHme ngeHTudmkaTopa — KOMNOHEHTa [Form ID]
naketa IKE
102 | dopmupoBaHue Kroya — KOMNOHeHTa naketa IKE [Form KE]
103 dopmupoBaHne NAT-geTekTopa — KOMNOHEHTa [Form NAT-D]
naketa IKE
104 dopmuposaHue NAT Original Address — [Form NAT-OA]
KOMnoHeHTa naketa IKE
105 | dopmuposaHue Nonce — koMmnoHeHTa naketa IKE [Form Nonce]
106 dopmupoBaHme 3anpoca Ha cepTudukaTt — [Form CertReq]
KoMnoHeHTa naketa IKE
107 IT;OEpMI/IpOBaHI/Ie MOANUCU — KOMMNOHEHTA nakeTa [Form SIG]
108 dopmupoBaHme BeHOOP-uaeHTudumkaTopa — [Form VendorID]
KoMnoHeHTa naketa IKE
109 | lNpoepka Ha Hanuuue yctponctea NAT [NAT existence check]
Owunbkmn Kpuntorpaduyeckon noacucTeMbl
Cnmncok coobuieHunn o6 owwmbkax kpuntTorpadmyeckon nogcuctemsl, pabortarowen B sape
OC, npuBegeH B Tabnuua 8.
Tabnwuua 8
Texer MmabaoHa COOG]J.[C]-[P[SI PeKOMeHIIyeM]:Ie MMOJIB30BaTE/II0 ICUCTBUS, KPAaTKOE
OIMMCAaHHE
CP_Conf_K2U_PushPluginConf: Plugin  [Ecnu ecTb npobnemsi ¢ 3arpy3kon LSP unu
1 is not properly loaded npoxoxxaeHnem Tpadumka, obpaTuTbCs B Cnyxoy
NOAAEDXKKN.
CP_ReOpen: bad check handle Ecnu ecTb Npobnemsl ¢ npoxoxgeHnem Tpaduka,
2 nepeycTaHoBuTb |IPsec coegnHeHune, obpaTnTbes B
CNyX0y NoaaepXKKu.
CP_Transform: bad handle 0x%x Ecnn ecTb Npobnembl ¢ NpoxoxaeHuem Tpaduka,
3 nepeyctaHoBuTb IPsec coegnHeHne, o6paTuTbCs B
CNy>0y noaaepXxKu.
4 Skipping unused algorithm [%0s] He owwmnbka, MOXXHO UTHOPMPOBATb.
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Tekcer madJ0HA COO0IEHHST

PexoMenyeMble M0JIb30BaTENI0 A€l CTBUSI, KPaTKOE
onmucaHue

forced close: 0x%x,0x%x

B pesynbTate nageHusa npunoxeHus 6oinm
@BTOMAaTUYECKN YHUYTOXEHbI CO3aaHHbIE UM

5 KpMnTOKOHTEKCTbI. Ecnn ecTb npobnemsl ¢
npoxoxaeHnem Tpaduka, nepeycraHoBuTb IPsec
coeaiHeHune, obpaTnTbCs B CNYy0y NOAaEPKKU.

6 drvesplinfo: 243, error=1(0OK) He ownbka, MOXHO UTHOPUPOBATL.

7 drvesp!_init He owmnbka, MOXHO UTHOPUPOBATb.
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