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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

HacTtporika wnto3oB 6e3onacHoctn CSP VPN Gate n CSP RVPN npounssoantcs
OZIMHAKOBO, BbIMOMHSAT OHY OAHMU U Te Xe (PYHKLUMU, NOSTOMY B AanbHenLemM
Byaem mcnonb3oBaThb TONbKO OAHO HaMMeHOBaHWe — W3 6esonacHocTn CSP
VPN Gate nnu MNMpogykt CSP VPN Gate, unu lNpoaykT.

Cisco Security Manager 3.2 (CSM), koTopbiii BXOoauT B cocTaB Cisco Security
Management Suite, ucnonb3dyeTtcst 4Ns LEHTPaANM30BaHHOTO yAaneHHOro
ynpaBrneHus wro3amu 6esonacHoctn CSP VPN Gate.

B faHHOM JoKyMeHTe onucbkiBaeTcs coBMecTuMocTb CSM ¢ wnto3amm CSP VPN
Gate Bepcun 3.0. B npegbigyimnx Bepcusx CSP VPN Gate coBmectumocte ¢ CSM
OTCYTCTBYET.

Opyron komnoHeHT Cisco Security Management Suite — Cisco MARS B gaHHOM
OOKYMEHTE He paccmaTpuBaeTcs.

[lobaBnexue wnt3a B CSM

Ons pabotel ¢ CSM npegsaputenbHO gomkeH 6biTb yctaHosneH Cisco Security
Manager Client.

Ona kommyHukaumm CSP VPN Gate ¢ CSM ucnonb3yeTcsa npotokon SSH.

CSM ponyckaeT ncnonb3oBaHue npoTokona SSH Bepcun 1 n 2, HO pekoMmeHayeTcs
ucnonb3oBaTb NpoTokon SSH Bepcun 2.

MpoTokon SSL, ncnonssyembli B CSM no ymon4yaHuio, He nogaepxuBaeTcs.
Ona nepekniodeHnsa CSM Ha npoTokon SSH HYXXHO BbINOMHUTL:

e BbIbpaTtb B MeHIo Tools -> Security Manager Administration

e panee BbliGpaTb Bknagky Device Communication

e B napameTpe Transport Protocol (I0OS Router) Bbibpate SSH

e  COXpaHWUTb U3MEHEHMUS Save Un 3akpbiTb OKHO Close

MopnepxvBaeTcs gobaBneHne ycTponcTea no cueHaputo "Add Device From
Network” (File -> New Device -> Add Device From Network).

MopaepxvBaeTcs NonyvyeHne TekyLen koHurypaumm ¢ paboTatoLLlero ycTponcTsa,
yxe gobasneHHoro B CSM (Policy -> Discover Policies on Device).

B CSM w03 6e3onacHOCT! naeHTuduumpyeTcst aHanorm4yHo yctponcty Cisco
Router 2811 ¢ yctaHOBReHHON onepaunoHHon cuctemon |10S v.12.4(13a).

B faHHOM JOKyMeHTe onmMcaHbl OCHOBHbIE LIarn, KOTopble cnefyeT BbIMOMHUTL ANd
CO3[aHus NONUTUKM 6Ge30MacHOCTH, a Takke 0COOEHHOCTU N OrpaHMYeHMs1, KOTOpble
B JJaHHbI MOMEHT CYLLIEeCTBYIOT Nnpu HacTponke CSP VPN Gate.

PaccmMoTprm ocHOBHbIE pa3aensl rpadundeckoro nHtepdgenca CSM,
nogaepxusaemslie B gaHHon sepcun CSP VPN Gate.
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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

Hactpouka nakeTHoM punbTpaumm

B paspene Firewall nogaepxvmBaeTcs TOMNbKO HACTpOMKa NakeTHoOW pmnbTpauum
—nogpasgen Access Rules.

B noppaspene Access Rules nogaepxunsaetcsa 6nokmposaHme/paspeLleHme
NPOXOXAEeHUA NakeToB No crneayrwmnm npn3Hakam:

Source, Destination, Subnet
Becb |IP-Tpadumk unm KoHKpeTHbIe NpeayCcTaHOBIEHHbIE MPOTOKOMbI

ansa UDP n TCP npoTokonoB gonyckaeTcs 3agaHue oTaeNbHbIX MOPTOB U
AnanasoHoOB MOPTOB.

Mpu cozpaHum npaBun NakeTHOW unbTpaumm cnegyeT UCnonb3oBaThb
peKoMeHayeMble HAaCTPOMKM U YyYUTbIBaTb HEKOTOPbLIE OFPaHUYeHUSA:

He nogaepXxuBaeTca nepedvncrieHme nopTtos U Ahana3oHOB NOpTOB

He gonyckaeTtcs ounbTpaunsa no otaenbHbiM Tunam ICMP coobweHni,
Tonbko npoTtokon ICMP uenvkom

nepeyvrcrieHne B 04HOM NnpaBuIie HECKOSbKUX CepBUCOB (None Services),
npuHagnexawmx UDP unun TCP npoTokony npuBeaeT K owmbke (Hanpumep,
HTTP n HTTPS, SNMP n SNMP-TRAP). PekomeHayeTcsa co3naBaTtb
OoTAenbHble NpaBuna Ans Kaxaoro U3 npoToKoros.

CoyeTaHne cepBMNCOB, OCHOBAHHbLIX Ha pasHbIX NMPOTOKoNax (Hanpumep,
HTTP, IPSec-ESP, SNMP) gonyctMmo, HO pekoMeHayeTcst BooOLLe
0TKas3aTbCs OT NepeyncrieHnsa HECKOMbKNX CEPBNCOB B OOHOM NpaBune;

npu co3gaHnm nnn pegaktTmposaHMm CcBoero cepsuca cnenyert cobnogaTtb
cnegywuwme orpaHn4YeHnA:

e He cneayert 3agaBaTb Tvnbl ICMP coobLeHun
e ana UDP n TCP npoTokonos:

JonyckaeTtcsi 3aAaTtb €AMHUYHbIM HOMepa nopTa

JonyckaeTtcsi 3a4aTb OAMH Auana3oH NopToB

JonyckaeTtcsi cnoBo any Ans obo3HavyeHns BCero guanasoHa nopTos
He JonyckaeTcs nepedvcrneHme nopToB U Anana3oHOB NOPTOB

He gonyckatoTca mogudukatopsl It, gt, neq. Moandukatop eq
AonyckaeTcsi, HO ero nucaTb He 0ba3aTensHO.

npu gobasneHun 1 pegaktuposaHum Access Rule He cnegyeT MeHATb
cnegyowme HacTpownku Advanced:

e Traffic Direction gonyckaetcs Tonbko “In” (3Ha4yeHne No ymon4aHuo: Ans
ucxogsiero Tpaduka 6yayt pabotaTb HesiBHble NpaBuna,
CMMMETpPUYHbIE NpaBunam ang Bxoasiiero Tpadwvka);

e He noAadepXuBaloTCs HUKaKWMe AoMnonHUTENbHble onummn: Enable Logging
(10S), Options (I0OS) — Fragment n Established v T.n.
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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

Hactpouka Site to Site VPN

B pasgene Site to Site VPN nogaepxusatoTcs cnegytoLme Tononoruu:
e “3Be3na” (Hub and Spoke VPN)
e ‘“Touka-Touka” (Point to Point VPN)
e “kaxabin c kaxabim” (Full Mesh VPN).

B Tononormun Hub and Spoke VPN He nogaepxuBaeTcsa BapnaHT KOHUrypauum
C pes3epBnpOBaHNEM LUMO3A.

B IPSec Technology gonyckaetcsa Tonbko Regular IPSec (GRE He
noaaepxmBaeTcs).

CyLLecTBYIOT HEKOTOPbIE OrpaHM4YeHusA B nogpasaenax pasgena Site to Site
VPN. YTto6bl yBHOeTb 3TV nogpasaernbl Hago Haxatb kHornky Edit VPN Policies.

Moppaspen IKE Proposal

e |IKE Proposal gonyckaetcs 3agasaTtb C ucnonb3osaHueM Authentication
Certificate unn Preshared Key;

e yT0ObI Ucnonb3oBaTb anroputMbl FTOCT P 34.11.94 n TOCT 28147-89
crnepyert ykasaTb cregytowme anroputmel: Hash — MD5, Encryption —
DES.

Moppaspen IPSec Proposal

e ans ucnonb3oBaHusa anroputmoB FOCT B IPSec Transform Sets
crnegyeT ucnonb3oBaThb criegytowme anroputmel: ESP Hash n AH Hash
— MD5, ESP Encryption — DES

® He nogaepXxuBaeTcsi Komnpeccus, noatTomy dnaxok Compression
OOIKEH ObITb CHAT

e He nopaepxuBaetcd Reverse Route.
Moppaspen Public Key Infrastructure

e npwu ucnonb3oBaHun Authentication Certificate Tpebyetcsa Beog CA-
ceptudukata B pasgene PKI Enroliment/CA Information -(Enter
Manually)

Mony4yenune CA cepTtudpmkata no SCEP npoTokony He nogaepxunBaeTcs

e He nogaepxmaetca enroliment, noaTomy niobble BBEAEHHbIE 3HAYEHNSA
OyayT urHopuposatbcsa. OgHako, Ux cneayeT 3anonHUTb, YTOObI He
cnpoBoumpoBaTh OWKnbKy B CSM

e npu ucnonb3oBaHum Authentication Certificate gonyckatoTcs BapyaHThbl
Revocation Check Support: Checking Not Performed, CRL Check
Required, CRL Check Attempted.

OSCP Check He nognepxuaeTcs.

Moppasnen VPN Global Settings
Moapasgen ISAKMP Settings / IPSec Settings
B ISAKMP Settings gonyckaeTtcs:

e ycTaHaBnueaTb/cOpacbiBaTh chnar Enable Keepalive un
HacTpamBaTb NapameTpsl Interval n Retry, dpnar Periodic (Router
except 7600) yctaHaBnmBaTb He pekOMeHayeTCcs

e HacTpauBarth ldentity

e  HaCTPOWKM oCTarbHbIX NAapamMeTpoB MEHATb HE CreayeT.

B IPSec Settings gonyckaeTtcs:

e ycTaHaBnuBaTtb/cbpacbkiBaTb ¢nar Enable Lifetime n HacTpamBaTb
napameTpsl Lifetime sec. n Lifetime Kbytes
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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

e  HACTPOWKM OCTasbHbIX NAapaMeTPOB MEHSITb He crneayer.
Moppasnen NAT Settings He nogaepxvBaeTcs
Moppasnen General Settings/ Fragmentation Settings

e [gonyckaetcs HacTponka DF Bit

e He3aBMCMMO OT ycTaHOBKM dnara Enable Fragmentation before
Encryption gpariBepom VPN 6ygeT caMoCTOSATENbHO NPUHATO
pelueHne parMeHTMpPOBaTh NAKET UMK HET, N Takasa pparmeHTauus
OoCyLLleCcTBNgeTCa Tonbko nocne IPsec uHkancynauun. Komangs! B
KoHdurypaumm, nopoxgaemole CSM ycTaHOBKOW UM OTCYTCTBUEM
ykasaHHoro cnara, 6yayT npoMrHopMpoBaHbl

e OCTarnbHble HAaCTPOWKN AaHHOW BKNaOKN He cnegyeTt MeHATb.

Hactpo#uka Interfaces

B pasgene Interfaces MoXXHO nocMoTpeTb HacTpouku Bcex Cisco-uHTepdencos.

B CSM wmHTepdencel pasgeneHsl no ponsaM. Hanpumep, no ymonyaHuio ectb
aeneHue Ha Internal n External nitepdencel. YTobbl NU3MeHUTbL AaHHYI0
HaCTPOWKY Hago:

e HaxaTb NPaBYH KHOMKY MbILLM HA YCTPONCTBE, BbiOpaTh Device
Properties...

e Policy Object Overrides -> Interface Roles.

Hactpownka Platform

CyLlecTBYIOT HEKOTOpbIE orparnuenust B NoJapasgenax pasgena Platform.
Moppasnen Device Admin — nogaepXxuBatoTcsa cregylolime nogpasgens:
Accounts and Credentials
Device Access
Hostname
Moppasnen Accounts and Credentials

e He gonyckaeTcs BbicTaBneHue ¢nara Enable Password
Encryption Service

Moppaspen Device Access / SNMP

e B rMogpasgdene Permissions cnedyeT cobniogats crieayrowme
orpaHudeHus:

e Henb3si co3gaBaTb 6omblue OAHONM 3anucy;
e He gonyckaeTtcsa Tun 3anucu Read-Write, Tonbko Read-Only
e He gonyckaeTtcs npuBsaska Access Control Lists

e BoApasfene Trap Receiver cnegyet cobnogaTe cnegyowime
OrpaHUYeHNs:
e He cnegyeT nonb3oBaTbes kHomkon Configure Traps...
Ecnun Heobxoammo otcbinate SNMP traps, cnegyet B
cs_console, He ncnonb3ys CSM, 3agatb koMaHay snmp-
server enable traps

CSP VPN Gate
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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

e npwu pobaeneHun unu pegaktnposaHuun Trap Receiver
Henb3d 3agaBsaTb SNMP Version 3. [JonyckatoTcsa Tonbko 1
unm 2c.

Moapasgen Logging
Moapasgen Logging Setup

e [JonyckaeTcs Bko4aTb/oTkouaTh onar Enable Logging.
OTkntoyeHne dnara Bbi3biBaeT MONHOE OTKIOUYEHNE NOrMpPOBaHUs

e [JonyckaeTcs HacTpamBaTb Trap / Trap Level

e ocTanbHble HacTponkun: Logging Buffer, Rate Limit, Origin Id He
noagepXxmBatoTcs.

Moapaspgen Syslog Servers

e Henb3s co3gaBaTb DoMblle OAHOM 3anucu

e He gonyckaeTtcs BbicTaBneHne dgnara Forward Messages in XML
Format.

Moapasgen Routing — nogaepxmnBaeTca Tonbko Static Routing:
Moppasnen Static Routing

e He gonyckaeTcs BbicTaBnATb dniar Permanent route
e He pekomeHpyeTcs 3agaBaTtb Distance Metric.

CSP VPN Gate
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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

OcobeHHoCTM NpK paboTe ¢ KOHUrypaumen

1. PekomeHayeTcsa He MCNONb30BaTh CLIEHAPUK, B KOTOPbIX HacTporika CSP VPN
Gate BbInonHsieTcs kak Yepes CSM, Tak u Bpy4Hyto. Ecnv notpebHocTb B
Takom cLieHapuu CyLLeCcTBYeT, TO Hao cTapaTbCs 3afaBaTh BPY4HYIO TOMbKO
Te KoMaHAbl, KoTopble CSM He ucnonb3yeT B npouecce HacTpanBaHusa CSP
VPN Gate.

CnepayeT yunTbiBaTh, YTO NpU OTrpy3ke koHdurypaunm, CSM MoXeT N3aMeHUTb
UnNn yaanuTb HEKOTOPbIE U3 KOMaHL, KOTopble CyLLLeCTBOBanu! B U3HavanbHo
MMNOPTUPOBAHHOW KOHUrypaLum, Hanpumep ip local pool UNM crypto
isakmp policy.

[ns npunmMmepa paccMoTpum, no4emy co3gaHune noJiInTukn ©e3onacHoOCTH LWto3a
yepe3 CSM gn4a paGOTbI C MOBUNBbHLIMU KITMEHTAMUN HEBO3MOXHO.

Mopsaok oencTBMiA, KOTOPbIA NPMBOANT K AAHHOMY OFpaHUYEHNIO, CReayoLWmnii;
e wno3 gobasneH B CSM ans paboTbl N0 04HOM 13 TONOMOMNI

e npu nomowm CSM npoBefeHa LeHTpanM3oBaHHast HACTPOMKa L0308
no ogHow n3 Tononorun - FullMesh, Hub and Spoke, Point to Point

e 3aTeM, HanpuMep, No SSH oTpedakTUpoBaTh KOH(UIypaLmMo 0OHOMo 13
LU030B AN paboTbl C MOGUIBbHBIMU KNMEHTaMW — co3AaTtb Nyn
aJpecoB, NpuBsA3aTh K KpUNTokapTe, co3aaTh identity u ap.

e nocre 3arpysku Ha LNo3 co3aaHHON koHdurypaumm yepes CSM,
paboTta ¢ MOBUNbHBIMK KNneHTamu BygeT HEBO3MOXHA B CO34aHHON
Tononoruu.

MpunymHa cocTouT B TOM, YTO BCE NyIibl aApeCcoB, He NPUBA3aHHbIE K KOMaHae
crypto isakmp client configuration address-pool local, CSM
yoansaert.

2. Bo3MOXHbI HekOTOpblEe NPOGReMbl C BOCCTaHOBNEHMEM KOHdurypauun. B
HEKOTOPbIX CIyYasix USMEHEeHWe Unu yaaneHue CyLeCcTBYIOWMX KOMaHa MOXeT
6bITb 6e3B03BpaTHLIM: Aaxke ecnn B CSM yaanuTb MU3MEHEHUS, BHECEHHbIE B
KoHdurypauuio, Hanpumep, yganute VPN Topology, nepeoHavanbHas
KoHdurypauus (kotopas 6eina oo Deploy) moxeT He BOCCTaHOBUTLCS B
nonHom obbeme. bonee TOro, BO3MOXHbI CUTyaLMK, KOrAa Kakme-To 3eMeHTbI
KOHpUrypaumm moryT 6biTb UCMOPYEHBI UMEHHO NPY OTMEHE U3MEHEHUN,
caoenaHHblix B CSM. Hanpumep:

e B NepBoOHayvarnbHoW KoHdUrypaumm bbina HacTporka crypto isakmp
identity dn

e B CSM, B VPN Global Setings BbicTaBneHa HacTporka Identity -
Distinguished Name

e B nporpyxaemoin n3 CSM koHdurypaumm komaHaa crypto isakmp
identity oTcytcTByeT

e ecnu notom yaanute VPN Topology u cHoBa nporpy3uTb
KoHdpurypauuio, To 6ygeT nponmcaHa koMaHga crypto isakmp
identity address (3HayeHWe MO YMOSYaHUIO), YTO OTNMYaAETCs OT
TOro, 4TO ObINI0 B NepBOHaYanbHON KOHUrypaumn.

3. CSP VPN Gate He nogaepxuBaeT pyHKLMoHaneHocTb Rollback,
NO3BOJISHOLLLYI0 BEPHYTLCS K KOHDUIypauusim, KOTopble Obinn 3arpyXeHbl B
yctponcTso paHee (Tools / Configuration Archive...).
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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

Mpumep co3gaHus NOAUTUKK 6e30MacHOCTH

CueHapuu

[Be nogcetu 3awmatotca wnosamm 6esonacHoctn CSP VPN Gate 3.0. Tpaduk
Mexay Lwn3amm 6e30nacHOCTM 3alniLeH TyHHenemM. AyTeHTUdUKaLmnsa CTOPOH
OCYLLECTBMAETCH Ha NpeayCTaHOBEHHbIX KItoYax.

3anyck Cisco Security Manager

Mpw 3anycke ykasbiBaeM UMs cepeepa (ip agpec), Ha koTopom ycTaHoBneH Cisco
Security Manager, NorvH 1 naporb nonb3oBaTernsi.

MopkntoyeHne CSP VPN Gate k CSM

MoakntoueHne CSP VPN Gate k CSM npousBoanTcs Yepes gobaBrneHne HoBOro
ycTponctea File -> New Device:

e Bblbpatb npeanoxeHue Add Device From Network

e B pasgene ldentity BBectu IP Type. IP Address, Display Name (ecnu
Heobxogmmo), OS Type.

Beogum IP Type — Static, IP-Address — 10.0.34.11, OS Type — 10S

B paspgene Discover Device Settings octaBnsiem HacTpomnku
npegnaraemble No yMOMYaHuio.

e B pasgene Primary Credentials BBect Username, Password
(nonb3oBatenbckuin napone) n Confirm. Ecnu nonb3osatens
HenpuBMnerMpoBaHHbIA, HeobxoamMmo elle BeecTu Enable Password u
Confirm.

Hanpumep, BBogmum Username — cscons, Password — csp, Confirm —
csp.

B paspene HTTP Credentials octaBum pekomeHayemMble HACTPOWKM:
HTTP Port — 80, HTTPS Port — 443, Mode — HTTPS.

Haxvmaem kHonky Finish

Mogkntounm BToport CSP VPN Gate ¢ IP-agpecom 10.0.34.12.

OnucaHue Tononoruu cetu

B pasgene Site to Site VPN Bbibepem TONOMNOrMio co3gaBaeMon 3allmLLIEHHON CeTU
Point to Point VPN.

IPSec Technology — ykaxem Regular IPSec (PucyHok 1)
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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

ﬁ[reate Point to Point ¥PN - Name and Technology (Step 1 of 3) ﬂ

Mame:* wpn_tzatel _GateZ

aink ta Point YPH

Drescripkion:
IPSec Technology:* |Regu|ar IPSec v|
Regular IPSec
s Spoke Hub
—_ - 3
Intermet
Protected Network Protected Network

Back ][ Mext H Finish ][ Cancel ][ Help

PucyHok 1

Bbibepem ycTporicTBa, Mexay KoTopbiMu ByaeT co3gaBaTbCa 3alUMLLEHHOE
coegmHeHune: CSP VPN Gate ¢ agpecom BHewHero nHtepdgerica 10.0.34.11 n CSP
VPN Gate ¢ agpecom BHelHero nHtepderica 10.0.34.12 (PucyHok 2).

ﬁ[reate Point to Point ¥PN - Device Selection {Step Z of 3) ll

Point to Point

Awvailable Devices:

Filter : |-- nione -- w

w (5 Device Groups Peer One:

£ Department o |5 10.0.34.11
5 Location

=L

Peer Two:
| [P 103412

Biack ][ Mext ][ Finish ][ Cancel ][ Help

PucyHok 2
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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

3atem ans Kaxagoro yCTpomcTBa MOXHO OTpefakTMpoBaTh Takue napameTpbl
coeanHeHuns kak VPN Interface n Protected Networks:

o ana VPN Interface ykaxem FastEthernet0/0, yctaHoBMM nepekniovaTtenb
Peer IP Address B nonoxenne VPN Interface IP Address

e anga Protected Networks ykaxxem FastEthernet0/1.

YcTaHoBNeHHble napameTpbl oTobpaxkaeT PucyHok 3.

&l Create Point to Point ¥PN - Endpoints {Step 3 of 3} ﬁl

b Filter {none)

Rale | Device | YPM Inkerface Protected Mety
Peer 10.0.34.12 FastEthernetfo FastEthernet)f1
Peer 10.0.34.11 FastEthernetfo FastEthernet)f1

Shiow: |InterFace Roles Only " |

[ Back ][ ][ Firiish ][ Cancel ][ Help

PucyHok 3

Haxmem kHonky Finish. CosgaHHasa VPN nosiButcs B okHe Cisco Security Manager
B pasgene Devices (PucyHok 4).
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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

wfim o : - ' .
EiiCisco Security Manager - admin Connected to '10.0.14.121 i ] 4|

File Edit Wwiew Policy Map Tools  Help

'iﬂ 5 @& P B & % ?
Devices E Device: 10,0,34,11  Pao

Fiker : b Fiter (none)
£ Department w&

@ Laocation UEJ vpn_zakel _GateZ  Regular IPSec

- Al
(@ 10.0.34.11

A 1n.n.34.12

g AuthProxy
=] Inspection
B Transparenk
1] weeb Filter
B Transparent Rules
1§ wveb Filker Rules
MAT
Site ko Sike WPN
Remate Access WPMN

Interfaces

PlatFarm

B Device Admin
B Device Access
[ JoHzP
B Dialer Interface
B Haostname

B Secure Device Provisiol

T chinam

PucyHok 4

Haxas kHonky Edit VPN Policies, nepeligem B HOBOe BCNflblBatoLLiee OKHO Site-To-
Site VPN Manager (PucyHok 5) B paszgen VPNSs, rge HacTpoum crneaytoLume
napameTpbl:

e |KE Proposal

e |PSec Proposal

e Preshared Key

e VPN Global Settings

Ecnu 66l y Hac Obina ayTeHTUdmkauusa Ha ceptudukarax, To noHagoounmce Obl
HacTpowku Public Key Infrastructure.
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Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

-To-5Site ¥PM Manager

E WPM: wpn_Gatel_Gatez  Paolicy; Peers

vpn_Gakel_Gate2

_E{ IKE Propasal

g IPSec Proposal

_E{ Peers

g Preshared key

B Public Key Infrastructure
I J ¥PN Global Settings

g YPM Surnmaty

p Filter {none)

10.0.34.12 FastEthernet0)n FastEthernet0)1

10,0.34.11 FastEthernet0)/0 FastEthernet0)1

Shiow: |Interface Raoles Only

PucyHok 5

Hactpownka IKE nonutuku

Hactpoum napameTtpsl IKE nonutuku: 3agagum npuoputeT, co3gaBaemMon
NOMNUTUKM; BbiGEpeM anroputMbl LWMAPOBAHMSA 1 ayTeHTUdUKaLUN; MeToq
ayTeHTudumkauuy; Beibepem rpynny Diffie-Hellman; yctaHoBum Bpems xunsHu SA.

(PvcyHok 6)

e YcrtaHaenueaeM Priority - 10

e U3 cnucka Encryption Algorithm BbiGnpaem 3HaveHue des, koTopoe byaeT
uHtepnpeTtupoBatbcs CSP VPN Gate kak anroputm wudgposaHua FOCT
28147-89.

e 3 cnucka Hash Algorithm Bbibupaem 3HaueHne MD5, koTopoe GyaeT
nHTepnpeTtupoBatbcs CSP VPN Gate kak anroputm xewwvposanus FTOCT P
34.11-94.

e YkasbiBaem Modulus Group — 2 (Diffie-Hellman Group 2)

e 3apaem 3HadveHue Lifetime — 3600 cek.

e 3 cnucka Authentication Method BbiGupaem Preshared Key

CSP VPN Gate
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Add IKE Proposal x|

Mame: * |ike_gatel
Description:
Priority :* |1|:|

[wl

Encryption Algarithm:* es

£

Hash Algorithm;* o
Modulus Group:™®

LiFetime: * 3600 SEC.

Authentication Method:*  |Preshared Kew | w

Cakeqgory:

r || =
o
< L%

ok || canesl || Hep

PucyHok 6

Hactpouka IPSec nonutukm

HacTtpoum napameTpsl IPSec nonmTuku:

Cospgagum Transform Set (PucyHok 7)

Add IPSec Transform Set x|
Mame:* |transFu:urm_set_gatel
Descripkion:
ESP Hash algorithm:
AH Hash algarithm:
[ ] Compression {105 Only
[ QK ] [ Cancel ] [ Help

PucyHok 7

e YCTaHOBWM TYHHENbHbIN PEXUM - N3 cnucka 3HaveHnn Mode Bbibepem —
tunnel
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M3 cnucka ESP Encryption BbibepemM anroputm wudgpoBaHus des, 3To
3HaveHune 6yapeT nHtepnpetmnpoBatbcst CSP VPN Gate kak anroputm
wmndpoBaHma TOCT 28147-89.

M3 cnncka ESP Hash Algorithm BbiGnpaem 3HadeHne md5, kotopoe byaet
uHtepnpeTtuposatbca CSP VPN Gate kak anroputm xewmpoaHus FOCT P
34.11-94.

HacTtpovm octanbHble napameTpbl (PrcyHok 8):

YcTaHoBumMm nepekntoyatens Crypto Map Type B nonoxeHue Static

YcraHosum donar Enable Perfect Forward Secrecy. Beibepem Modulus
Group — 2.

Lifetime — 3600 cek.
Lifetime — 4608000 kbytes

E YPM: vpr_Gatel Gatez  Paolicy: IFSec Proposal

a-b] vpn_Gakel Gatez

Crypto Map Tvpe: @Static

Transform Sets;*

ransform_set_gatel

Enable Petfect Forward Secrecy

g IKE Proposal

g IPSec Proposal

g Peers

g Preshared Key

B Public Key Infrastructure
=] ¥PN Global Settings

g VPN Summary

Lifetime (secl: ISEDD
Lifetime (kbytes): |46080EID

|:| Q05 Preclassify (Routers except 7600)
|:| Enable Reverse Route (PIX7.0, A54, Routers except 7600)

Rewverse Faoute

Reverse Fouke Remote Peer I

PucyHok 8

CSP VPN Gate
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Preshared Key

3agaayumM aBTOMaTUYECKYHO reHepaLuuio npeaonpeaeneHHbiX Knove.

Bbibepem meTon cornacosaHusa Main Mode Address. YctaHoBuM Main Mode
Address Type — Peer Address. (PucyHok 9)

0 E&

LJD vpn_Gakel Gatez

g IKE Proposal

g IPSec Proposal

g Peers

g Preshared Key

B Public Key Infrastructure
1§ wPN Global Settings

g WPM Summary

YPN: vpn_Gat Pt

olicy: Preshared Key

~Key Specification

{JUser Defined ey

—

@F\uto Generated

Key Length:* |24

|:| Regenerate Key (Only in Mext Deployment)
This check box is desslecked orce the key is regensrated,

~Megotiation Method

(@) Miain fode Address

() Main Mode FQDM

~Main Mode Address Type
(@) Peer Address

OSubnet (o0 fyd

andcard (0,0.0,0)

PucyHok 9

CSP VPN Gate
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VPN Global Settings

YcraHoBum rrobanbHblie napameTpbl VPN B nogpasgene ISAKMP/IPSec Settings
(PvcyHok 10)

e [SAKMP Settings
YctaHosum cpnar Enable Keepalive
3HadveHus Keepalive — Interval n Retry npyHumaem no ymonyaHumio
Ins Identity Boibnpaem sHavyeHne Address
e |PSec Settings
YcraHoeum donar Enable Lifetime

3HadveHue Lifetime npuHumaem no ymonyaxuio — 3600 cekyHA, 1
4608000 kbawT

£°1 Site-To-5ite ¥PN Manager

':—-:.—"
(®) VPM:vpn_Gatel_Gatez  Policy: VPN Global Settings
% vpn_Gatel Gatez

ISAKMP/IPSec Settings MAT Settings General Settings

~ISAKMP Settings
Enable Keepalive

Interval:® IlD sEC,
Retry:* |2

|:| Periodic (Routers except 7600)

58 Requests System Limit (Routers except 7600): I
g IKE Propasal S8 Requests Svstem Threshald {I03): I o

=1 IPSec Proposal [ |Enable Aggressive Mods (PIX7.0, ASA)

g Peers

=1 Preshared Key  IPSec Settings
¥ Public key Infrastructure Enabls Lifetime

g WPH Global Settings LiFetime:* ISEDD SEC,
=1 WP Summary Lifetime:* |46IJBDDD kbytes

Max Sessions (PIX7.0, ASA) I

|:| Enable IPSec via Sysopk (PIXA.3, PIXT.0, ASA])

[]Enable SPT Recovery (105)

PucyHok 10
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B nogpasgene General Settings (PyucyHok 11)
e Fragmentation Settings
Bbibnpaem ansa Fragmentation Mode (10S) sHavyeHne No Fragmentation

[nsa DF Bit Bbibnpaem 3HauyeHne Copy

e YcraHaBnuBaeMm cnar Enable Split Tunneling

e-To-Site ¥PN Manager

E WPM: vpn_Gatel G

% vpn_Gatel GakeZ

ISAKMP)IPSec Settings MAT Settings General Settings

~Fragmentation Settings

Fragmenkation Mode (I03):* |N0 Fragmentation

Local MTU Size (I05): |

DF Bit (PIx7.0, ASA, 105):* | Copy v|

|:| Enable Fragmentation before Encryption (PTX7.0, ASA, 105)

[]Enable Motification on Disconnection (PIX7.0, ASA)

Enable Split Tunneling

L] IKE Proposal [ JEnable Spaoke-to-Spoke Connectivity through the Hub (PLX7.0, ASA)
_E{ IPSec Proposal

_E{ Peers

_E{ Preshared Key

B Public Kew Infrastructure
=] vPH Global Settings

_E{ YN Surmmary

[[]Enable Default Route (10S)

PucyHok 11
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VPN Summary

MocmoTpeTb OCHOBHbIE ycTaHoBeHHble VPN napametpbl ansa CSP VPN Gate
MOXHO B pasgene VPN Summary (PucyHok 12)

ite-To-5ite ¥PN Manager

E WPM: vpr_Gatel _Gate2  Policy: ¥PN Summary

at] vpn_Gatel Gatez

Twpe: Poink ko Paink

aink ko Paink YPM
Descripkion:

Peer #1: [10.0.34.11

Peer #2: [10.0.34.12

Technology: IReguIar IPSec

riarity: 10

uthentication: Preshared Key
ash: MDS, Encryption: des

H iatoup: 2, Lifetime: 3600

IKE Proposal:

=] IKE Propasal
E{ IPSec Proposal Transform Sets: |transfu:urm_set_gatel

=] Peers Preshared Key: |P.utu:| Generaked
=] Preshared key

B Public Key Infrastructure
=] ¥PN Global Settings

=] ¥PN Summary

Public Key Infrastructure: IDisabIed

PucyHok 12

Bornee noapobHO NOCMOTPETL CO3AaHHYI0 KOHUIypaLMIO MOXHO NO KOMaHAe MEHHO
Tools -> Preview Configuration.

CSP VPN Gate Copyright © S-Terra CSP 2003 -2009



Ynpaenenue CSP VPN Gate ¢ nomoubto CSM

[NocTaBka KOH(pUrypaumm Ha yCTPOUCTBO

B meHto Tools Bbibupaem Deployment Manager

[E] peployment Manager

l ~Deployment Job Table {0,/0 loaded)

| . =

Deploy H Refresh H Fedeploy H Abort H Rollback,

SUmmary Details

PucyHok 13

B nossusLuemca okHe (PucyHok 13) Haxumaem kHornky Deploy. ByaeTt npeanoxeHo
BblOpaTh YCTPOWCTBA, Ha KOTopble ByaeT AocTaBNATLCH KoHdUrypauus (PucyHok
14). CSM aBTOMaTH4ecku onpegenseT yCTPpoONCTBa, A4S KOTOPbIX ObinNun caenaHbl
N3MEHEHUs1, HO KOHMUrypaums Ha KoTopble He Bbina 3arpyxeHa.

E] Deploy Saved Changes |
- [T Changed Devices
3 10.0.34.11
B 10.0.34.12
Edit deploy method l l Add other devices ]
Deploy I Cancel l Help ]

PucyHok 14
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Mo kHonke Deploy, 6yneT BbINOMHEHA NOMbITKA 3arpy3nTb KOHMUIypaLmio Ha
ycTpowicTBo. Ecnu koHdurypaumsa 6yaet goctaBneHa Ha yCTPOMCTBO YCMELLHOo, TO
BblJaeTcsl COOTBETCTBYOLWEee coobueHne (PucyHok 15), B cnyyae Heygaum — byget
BblgaHo coobLleHne o6 oLunbke.

[E] Deployment Status Details for deployment started by admin at Tue Sep 18 18:57:26 MSD 2007 il

~Deployment Status Details

Status: Deployved (2 out of 2 devices completed.)
Deployment Jab Mame: admin_job_2007-09-18 18:57:26.828
Devices To Be Deployed: 2

Devices Deploved Successfullys 2
Devices Deploved With Errors: ]

~Deployment Details (2,2 loaded)

10.0.34.11 SUCCEEDED Device

Bl Bl
Bl Bl

10.0.34.12 SUCCEEDED Device

| I i i : Description
MO messages-- ® I
Action
Refrash I Aahaort: I Close I Help
PucyHok 15
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