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KoHdurypupoBanme ¢ nomouwbto CiscoWorks

HacTtpolika wnto3oB 6e3onacHoctn CSP VPN Gate n CSP RVPN nponssoantcs
OAMHAKOBO, BbIMOMHSAKT OHW OAHU U Te e YHKUMN, NO3TOMY B AanbHenwem bygem
MCMNONb30BaTh TONbKO OAHO HanMeHoBaHuWe — W3 6e3onacHocTn CSP VPN Gate unm
Mpoagykt CSP VPN Gate, unu Mpoayk.

B naHHom pasgene 6ygeT onucaHo yaaneHHoe LieHTpanmM3oBaHHOe KOHUIypMpoBaHue
w0308 6esonacHocTy ¢ nomolbto Cisco Works Management Center for VPN Routers
Bepcun 1.2, koTopbin BXoauT B cocTaB npoaykta CiscoWorks VPN/Security Management
Solution Bepcum 2.3.

lMpegnonaraetcs, 4To YMTaTenb UMeET onbIT paboTel ¢ CiscoWorks, noaToMy B JaHHOM
OOKyMeHTe He ByayT getanbHO onncaHbl BCe aNeMeHThl rpadduyeckoro uHTepderca atoro
nporpammHoro lNpogykra. B gaHHoM pasgene GyayT onncaHbl OCHOBHbIE Llaru, KoTopble
cnegyeT NpoOM3BECTU NS CO34aHus NonNuTUkM 6Ge3onacHoCTH, a Takke 0COBEHHOCTU n
OrpaHu4eHusl, KOTOpble B AaHHbIN MOMEHT CYyLLEeCTBYIOT Ans KoHdurypmuposaHus CSP VPN
Gate.

CSP VPN Gate
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Ocob6eHHocTn KoHdpurypuposaHusa CSP VPN Gate

Bce onepauwnn no koHdurypuposaHuto CSP VPN Gate npounssogaTcsa B pasgene
rpadomndeckoro nHtepdenca Management Center for VPN Routers Bepcum 1.2.

Huxe onvcaHbl pasgenbl rpaguyeckoro uHTepgerica Router MC, koTopble UMELOT
0cobeHHOCTHM Npu KoHGUrypuposaHum yctponcTs Tuna CSP VPN Gate nnu xe He
noagepuBatoTca B AaHHoM Bepcum MpoaykTa:

e Devices

e Device Import
He pekomeHayetcs nameHaTb Bepcuio 10S y nmnoptuposaHHbix CSP VPN Gate.
Bce yctponictea cepum CSP VPN npu nmnopte npeacrasnsattca poytepamu Cisco
2611XM c ycTaHOBMNEHHOW onepaumnoHHon cuctemon 10S v.12.2(13)T. NameHeHune
Bepcuu |OS MOXeT NpmBecTyM K oumnbkam B reHepmpyembIX KOHpUrypaumsx.

e Yctponctea tuna CSP VPN Gate Henb3s nomeliatsb B High Availability rpynnbl

e Configuration

e Settings

General VPN

Failover and Routing — He nogaepxmBaeTcsi B AaHHOW BEpCUn
Fragmentation — He nogaepxuBaeTcs B JaHHON BEpCUn
General Firewall

Fragmentation Rules — He nogaepxuBaeTcs B JaHHOW Bepcumn
Timeouts and Performance — He nogaepmnBaeTcsa B JaHHOW Bepcumn
Half Open Connection — He nogaepXxmBaeTcsa B JaHHOW BEPCUU
Logging — He noaaepXmBaeTca B AaHHOW BEpCUM

ACL Ranges — He nogaep>xvBaeTcs B AaHHOW BEpCUM

Spoke

NAT Traversal — He nogaepXuBaeTcs B JaHHON Bepcun

Hub Assignment

B naHHon Bepcuu MNpoaykTa He nogaepxuBaeTcs Tun yctponctea failover
hubs. Takke He nogaepxunBaeTcs ykasaHue B kadecTse Primary Hub obbexta
‘HA group’.

e Access Rules

e |KE

Mandatory Rules

Mpu co3gaHmmn npaeun Ha aTane Bbibopa UHTepderica NnpegnaraeTcs
ycTaHoBUTbL NapameTp Direct B nonoxeHue In unu Out. nsa yctporncts CSP
VPN Gate cnefyyeT yctaHoBUTb 3HaveHue In. 3HavyeHme Out He
nognepxuaetcs. CSP VPN Gate He nogaepXvBaeT aCMMMETPUYHbIE
npaeuna gocTyna, T.e. 0OMHaKoBO obpabaTbiBaeT kak BXOASALLMNA, Tak U
ncxogdawmn Tpadmk. NMoatomy Kak BXOAALMA, Tak U ucxogsawmn Tpadvk 6yayTt
o6pabaTbiBaTbCA MO CMMCKY AOCTYMNa CO 3Ha4YeHuem In. MNMpu sTom ans
ncxoasiwero Tpaduka 3Hauvennss Source u Destination meHsitoTca mectamum.

Default Rules
To e orpaHuyeHue, 4to 1 Ang Mandatory Rules

IKE Policies

e [lpu cosgaHmn IKE nonutunkm ansa yctponcts CSP VPN Gate cneayet
obpaTtuTb BHMMaHue Ha 3HadeHus Encryption Algorithm n Hash Algorithm.

CSP VPN Gate
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CSP VPN Gate npu Bbl6ope 3HauyeHus DES 6yaneTt ucnonb3oBatb anroputm
wudposanma FOCT 28147-89, a npu Beibope 3HayeHnss MDS 6yaet
ucnonb3oBaTb xaw-anroputm FOCT P 34.11-94.

e Dynamic Preshared Key — He nogaepxnBaeTcs B 4aHHOW BEpCUU

e CA Parameters

B naHHon Bepcum CSP VPN Gate He nogaepxusaeTca enrollment.
MoaTomy nobble BBeAEHHbIE 3Ha4YeHWs ByayT urHopmpoBaTtbes. OaHako, ux
cnefyeT 3anonHUTb, YTOObI He cnpoBouupoBaTh ownbky B Router MC.
YcrtaHosuTte onuuio CA URL 1 3anonHuTe napameTpsl.

B naHHon Bepcum MNpoaykTa He nogaepxmBaeTtcs nonyveHme CA
ceptudumkata no SCEP npotokony. Cnegyet yctaHoBUTbL napameTp ‘Enter
Manually’ n BBectu (4epes bycep o6meHa) cepTucmkaTt B
LwecTHaauaTepmyHom chopmare.

B 6rioke HacTpoek pabotel ¢ CRL crniegyet obpatuTb BHMMaHue Ha cbopmart
Beoza URL, no kotopomy 6yayT 3anpalumBaTbCs NUCTbI OTO3BAHHbIX
ceptndukaTtoB (CRL). LDAP Server URL cnegyet BBoauTh B hopmarte
Idap://IPAddress:Port

Mpwn yctaHoBke napameTtpa CRL ‘Optional’ o6pabotka CRL He
nNpou3BoaUTCS.

Mpun yctaHoBke napameTpos CRL ‘Best-Effort’ n ‘Enable’ Bkntoyaetcs
obpabotka CRL, B ToM 4ncne u no ykazaHHomy LDAP URL. Ecnn CRL He
HaldeH, TO COeaNHEHUS, MHNLMMPOBAaHHbIE C NCMOMb30BaHEM
cepTndukaToB, KOTOpbIE JOMKHbI 0bpabaTeiBaTbca aTuM CRL, He 6yayT
co3aHbl.

Tunnels

e Dynamic Crypto Policies

Mpn onucaHun guHammn4eckux TyHHenen cnegyeTt uMeTb BBuay, 4to CSP
VPN Gate He nogaepxuaeT subinterfaces.

Translation Rules - He nogaepxmBaeTcsa B 4aHHON BEPCUU

Building Blocks

e Transform Sets

Mpn HasHavyeHun unu cosgaHumn Habopa npeobpasoBaHmi (transform set)
cnepyet yunTbiBaTh 4To CSP VPN Gate npwu Beibope 3HaveHust DES 6yget
ncnonb3oBaTb anroputm wndposanns FOCT 28147-89, a npu Beibope
3HayeHnss MD5 6ygeT ncnonb3oBatb xaw-anroputm FOCT P 34.11-94.

B naHHOM penuse He NoaaepXkMBaeTcst KOMMNPEccus, No3Tomy draxok
Compression JomKeH ObITb CHAT.

CSP VPN Gate
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MpuMep co3aaHUs NONUTUKKU Be30nacHOCTH

YcnoBHble 0603HavYeHus:

{} IPsec AH+ ESP tunnel
IP Tpaduk
CSP VPN
Gate

10.0.232.4/16 ~ 10.10.11.0/24

10.0.232.316

10.10.10.0/24 Internet

Lo

GW2

10.0.232.5M16 ' 10.10.12.0/24

PucyHok 1

CueHapum

Tpw wnto3a 6e3onacHocTh (CSP VPN Gate), 3awmwiatoLimne y4acTtkm KOprnopaTUBHOWM CETU.
IP-Tpadmkn mexay wnt3ammu 6esonacHoct GW1, GW2, GW3 3awuiLeHbl TYHHENsiMK,
paboTatowumm no npotokony AH n ESP. AyTeHTudukauusi CTOPOH OCYLLECTBIAETCA Ha
npenycTaHoOBIEHHBIX KNtovax. Ha BHelHMX uHTepdericax wno3os 6esonacHoctn GW1,
GW2 n GW3 3awuta cHumaeTcs. Tpaduk, Npuxoasaiumin Ha gpyrme nHTepgencol Wwiosa
6Ge3onacHOCTW, NPONYyCKaeTCs OTKPbITbIM (HE3aLULLEHHBIM).

CSP VPN Gate Copyright © S-Terra CSP 2003 -2009 6
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MapameTpbl 3IeMEHTOB NMpPoOeKTa Tabnuua
o Tun Bepcus

Umsa Mogenb 3awumwaembin . VPN

CTpOMCTBA ycTpoucTBa pecypc yctpou nporpaMmHoro UHTepdenc
y cTBa obecneyvyeHusn

GW1 CSP VPN Gate Subnetl =10.10.10.0/24 Hub Cisco I0S 12.2T* 10.0.232.3

GW2 CSP VPN Gate Subnet2 =10.10.11.0/24 Spoke Cisco 10S 12.2T* 10.0.232.4

GW3 CSP VPN Gate Subnet3 =10.10.12.0/24 Spoke Cisco 10S 12.2T* 10.0.232.5

CospgaHune nonutukn 6esonacHocTy cpeacteamu CiscoWorks npeanonaraeT BbiNoOMHeHVe
CreayoLmx aTarnos:

e cosfaHue rpynn ycTponcTs. MNpu NoCTpoeHnn pekoMeHayeTcs co3aaBaTb
oTaenbHble rpynnbl ans yctponcte ot Cisco Systems n ans yctporicte CSP VPN
Gate

e MMMOPT YCTPOMCTB B CO3AaHHbIe rpynmbl

e  OMMCaHue 3alLMLaeMblX YCTPONCTBAMM PeCcypcoB (MoaceTen n oTaenNbHO B3ATbIX
XOCTOB)

e Hactponka VPN napameTpoB
e Hactpouka IKE nonutukm
e CcO3[aHue TYHHENbHOWN MNONUTUKK

e [JocTaBka koHdurypauun Ha AreHTbl besonacHocTw.

3anyck CiscoWorks

3anyckaeMm nHTepHeT - bpay3sep u ykasbiBaem URL xocTa, Ha KOTOPOM YCTaHOBIEH
CiscoWorks. Npn Hanncanmn URL ykasbiBaem He 80 nopT, a 1741.

I'Ipep,bﬂsnﬂem JIOMMH U NapoJib agMUHUCTpaTopa Ui nonb3oBaTtend, UMetloLlero
COOTBETCTBYIOLME NpaBa.

B nesown yacTtn okHa Bbibupaem pasgen VPN/Security Management Solution
=>Management Center=>VPN Routers.

Monagaem B Management Center for VPN Routers. Bce genctams no KOHUrypmpoBaHuto
cucTeMbl Oyaem Npon3BOAMTb B 3TOM OKHE.

Co3aaHue rpynn yCTPOUCTB

[ns peanusauun Hawero npumepa Ham noTpebyeTcs co3gaTth rpynny yCTPOWCTB, B
KoTopyto BxoasaT GW1, GW2 n GW3, 3awuwatome nepumeTpbl Subnet 1, Subnet 2 n
Subnet 3.

Cospgaem rpynny GW. [1ns 3T0ro BbINOMHAEM CneaytoLume waru:
e nepexoaum B pasgen Device Hierarchy: Devices => Device Hierarchy
e kHonkon Create Group BbI3blBaeM OKHO CO34aHUs rpynnbl

e  BBOAMM YHUKanbHoe ums rpynnbl (GW) (PrucyHok 2)

CSP VPN Gate Copyright © S-Terra CSP 2003 -2009 7
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43 Create Device Group - Microsoft Inte =10 =|

Create Device Group

rlarme: IGW

Group Type: & Device Group © HA Group
Create in; Ea(_;h:mm -
M3 Defautt-1710-etho
By Detauit-170-zerial)
EMCHDefautt-506-spokes |

E-atima
|Global

Create Cancel

PucyHok 2

BblibMpaem poanTenbCKyto nanky, B KOTOpown byaeT pasmeLlaTtbecs co3gaHHas
rpynna. B Hawem cnyyae ato nanka Global

Haxxumaem kHorky Create.

Mpynna GW co3gaHa n ee MOXHO yBMAETb BHYTpM nanku Global.

[anee nepexoaum K MMMNOPTY YCTPOWCTB.

UmnopT yctponcrs

Ha atom atane nmnoptupyem yctponctsa GW1, GW2 u GW3 B co3gaHHyto rpynny GW.
BbinonHum cnegytoLume waru:

nepexoaunm B pasgen Device Import

Bbligensem rpynny GW

HaxxMuMmaem kHornky Import. OTkpoeTcs okHO Bbibopa meToda uMnopra
BblIOupaem onuuto "Single device import"

Haxxumaem Next. OTKpoeTcs OKHO BBOAa NapaMeTpoB

BBOAMM IP-agpec nnm gJoOMeHHoe MMsi uMnopTupyemoro obbekTa, Username,
Password n Enable Password. imnoptnpyem yctponcteso GW1, BBogum ero IP-
agpec 10.0.232.3, nm4 nonb3oBaTtens — cscons, naporsbe — csp, enable password -
csp (PucyHok 3)

CSP VPN Gate
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Gisco SrsTems Haome | Clo)
Management Center for VPN Routers

|'Ennfiguratinn |'I]eplnyment |'Repnrt5 |'M|min |

I ) s Hie Credenti

You Are Here: + Devices*: Device [mport

e o
# 1. Choose Method
0 2. Parameters
O 3. lmport Devices

arameters

Import Parameters

& Device IPMName ¢ Dynarmic IP

[10.0.232.3
Hostnarme

Lsername: ||:5|:|:|n5

Fasswiord: |n-

Enable Fassword: |n-

-Step2of3- — =
Finish |

|

1]

PucyHok 3

Haxxnumaem KHoMnKy Next. OTKpoeTCsi OKHO HasHa4YeHus ponuv MMNOPTUPYEMOMY
YCTPOUCTBY

e BbIOUpaem ponb Ans umnopTupyemoro yctponctea GW1 — Hub. 3Ty ponb Mbl
3apaHee onpegenunu B Tabnuue

Haxunmaem Finish. OTKpoeTcs OKHO O COCTOSIHUU UMNOPTUPOBaHUA ycTponcTea. o
OKOHYaHUKN UMMNOPTUPOBaHUA HaxxmuTe Close.

CSP VPN Gate Copyright © S-Terra CSP 2003 -2009 9
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PucyHok 4
MmnopTtupyemoe yctporicto (GW1) nosisutcs B rpynne GW. NoBTOpMM onncaHHbIE Bbille
warv ans umMnopTupyemsix yctponctes GW2 n GW3, HasHavasi um ponu Spoke.

Cisco SvsTems
Management Center for VPN Ro

Configuration |[Deployment | Rep

Device Hierarchy Credentials

Device Import

Al

B A Global

ElElﬁ Default-171 0-athi
B Z3Defaut-17x0-serial0
IélD-ﬁDefaurt-EDE-spnkes
Sal=

L 002323

- HOE100232.4

L LO@1002325
ﬁn-&ﬁmﬁ

[ |

PucyHok 5

CSP VPN Gate Copyright © S-Terra CSP 2003 -2009 10
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Mocne Toro, kak Bce yCTPOMCTBA MMMOPTUPOBAHbLI 1 MOMELLEHbI B IPYNNY, MOXHO
nepexoantb K HacTtporike VPN napameTpos.

OnucaHue 3alMLLaeMbIX PecypcoB

Ha aTom aTane onvwem 3almaemble pecypchbl U NPUKPENUM UX K COOTBETCTBYIOLLUM
YyCTpOMCTBaM.

BbinonHum cnegyouwue waru:

nepengem B pasgen Building Blocks: Configuration => Building Blocks
13 meHio BbibepeM nyHKT Network Groups. OTtkpoeTtca ctpaHunua Network Groups

oTtkpoem Object Selector n Bbibepem rpynny GW. NHdopMaums Ha cTpaHuue
obHoBMuTCA

HaxkmeM kHorkKy Create. OTkpoeTcs cTpaHuua Name and Comment

BBeZeM B none Name yHuKanbHOe MMsi CO34aBaeMoro ceteBoro oobekra. [ns
Hawlero npumepa onuwem noacetb Subnetl. Besogum nms Subnetl.

BBEJEM KOMMEHTapUN
HaxkmeMm Next. OTkpoeTcs ctpaHuua Networks

B none Enter Network/Host BBogum agpecHoe npocTpaHCcTBO (Unu agpec)
3aluiaemMoro pecypca. Tak kak Mbl onicbiBaem nogcetb Subnet1, BBogum
agpecHoe nNpocTpaHcTBo aton noacetn: 10.10.10.0/24

Ha>XUMaeMm KHOMKY >>. BeegeHHoe agpecHoe nNpoCTpaHCTBO nobaBneHo B CNNCOK

Haxumaem Finish.

Mpousonget Bo3epat Ha cTpaHuuy Network Groups. B Tabnuue Mbl yBUAMM CTPOKY C
napameTpamMu co3gaHHoro obbekTa (nogcetn Subnetl) (PucyHok 6):

Name = Subnetl
Defined On = GW

CSP VPN Gate
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=
Management Center for V

Devices I | Deploym

Gisco SysTems

s+ +* |KE + Tunnels =+

You Are Here: « Configuration = Building Blocks = Betwork Groups

LRRBRR

n Network Groups * Global > B oW
« Transfarm Sets

Network Groups

- Service Groups

= Showing 1-2 of 2 records
é o Marme Defined COn Caormrmernt
"3 1. [T Subnetl Gw
2. any Glohal
]
E Rows per page:lm "I << Fage 1>>
i
¢ “—-Select an
: itern then take | Create Edit Delete
R an action-—-»
I ;IJ
PucyHok 6

e [loBTOpPUM OMMCaHHbIE BbILLE LArK Ans BCcex 3aluiiaemMblX pecypcos - Subnet2
(10.10.11.0/24) n Subnet3 (10.10.12.0/24).

e [lepengem B pasgen Settings: Configuration => Settings.

e HasHauyaem co3gaHHble ceTeBble 0ObEKTbI YCTPONCTBY C porbio Hub. B Hawem
npumMepe ycTponcTBO ¢ porbto Hub — GW1:

e oTkpoem Object Selector n Bbibepem B rpynne GW yctponctso GW1

e B MeHto BbibepeMm nyHKT Hub => Networks. OTkpoeTcs cTpaHuua Hub Side
Network

e Bbibepem u3 cnmncka Add Network Groups nogceTb, koTopyto 3awmwaet GW1.
9710 co3gaHHas paHee noaceTb Subnet1. Haxumaem kHonky >>. O6bekT
Subnet1 nepemecTnTCa B CNMCOK 3aLymaemMbix 06beKTOB (PUCYHOK 7)

e Haxumaem Apply.

CSP VPN Gate
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Cisco SYsTems

L

* General YRR

* General Firewall

* Hub
= Inside Interfaces
n Networks

= Catalyst YPM Senvices
Module

= HA Settings
* Spoke

» Config Additions

4|

You Are Here: « Configurations Settings* Hub= Metworks

Hotm |

Management Center for VPN Routers

.
Devices I

| Deployment
[IKKE + Tunn

‘Reports | ‘Ad

e Fules + ation Rules +

Side Networks

* Global » Q e 10.0.232.3

Hub Side Networks
Add & HostiMetwork: -
e
Add Metwork Groups: Subret]
Subnet? =5 Hone
any
Subnet3 =S

Defaults

Apply

| N

|@ &pplet objectselectar started

l_ l_ ré_ @ Internet

Nocne ToOrO,

PucyHok 7

HasHauyaem co3gaHHble CeTeBble OOBLEKTHI YCTpOVICTBaM C ponbto Spoke:

B MeH!0 crieBa Bbibepem nyHKT Spoke => Networks. OTkpoeTcs cTpaHuua
Spoke Side Networks

oTkpoem Object Selector n Bbibepem B rpynne GW ycTponcTBO € porbio Spoke.
B aton rpynne y Hac ABa Takux ycTporcTtea. Beibepem yctporicteo GW2

BbibepeM 13 cnucka Add Network Groups nogceTb, KoTopyto 3awmwaet GW2.
9710 co3gaHHas paHee noaceTb Subnet2. Haxvumaem kHonky >>. O6bekT
Subnet2 nepemecTnTCS B CNMCOK 3alLMLaeMbIX 0O BHEKTOB

Haxxumaem Apply

NMOBTOPMM OMMCaHHbIE BbILLE OENCTBUSA ANsl HA3Ha4YeHus ycTponctsy GW3
ceTeBoro obbvekTa Subnet3.

KaK onmncaHbl BCe 3allnuiaemMble pecypcCbl, MOXHO nNepexoanTb K HaCTpOVIKe

VPN napameTpoB.

CSP VPN Gate
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Hactponka VPN napameTtpoB

Ha atom aTane mbl Npon3BedemM TakMe HaCTPONKU YCTPOWCTB Kak HasHauYeHue BHYTPEHHNX
MHTepdencoB ansa ycTponcTs, HasHadeHne VPN nHTepdencoB yCTponcTBam C Posibo
Spoke 1 HasHayeHne ycTponctea Hub ycTporictBam ¢ ponbto Spoke. B kavecTBe npumepa
paccmoTpuMm HacTporky VPN napameTtpoB gns rpynnel GW, cogepxallen yctponctsa CSP
VPN Gate.

BbinonHum cneaytowye warm:
e [lepexogum B pasgen Settings: Configuration => Settings.
e B neBon yactu okHa oTkpbiBaeM Object Selector n Beibupaem rpynny GW.
e HasHayaeM BHyTpeHHME MHTepdelicbl yCTPONCTBY C ponbio Hub:

e BbIOMpaeM U3 MeHIO B NeBoN YacTu okHa NyHKT Hub = > Inside Interfaces.
ByneT ocywecTtsneH nepexoq Ha ctpaHuuy Hub Inside Interfaces

e HaxumaeM kHonky Show Interfaces. OTKpoeTCcsa OKHO CO CMUCKOM CETEBbIX
WHTepdencon

e BbIOMPAEM HYXXHbIV MHTepdENC B OTKpbIBLLUEMCS cnucke. Kak npaBuno, 310
FastEthernet 0/1

e Haxumaem Select. Ha ctpaHuue Hub Inside Interfaces B cnvcke nosiButcs
BblIBpaHHbIN MHTEPdENC

e Haxmmaem Apply. Haxogsawiemycs B rpynne ycTponcTay ¢ ponbto Hub (B
Hawem cny4ae ato GW1) HazHayeH nHTepdenc ans NoCTPOEHUA TYHHENEN C
YCTpOMCTBaMM C ponbio Spoke.

e HasHauyaem BHyTpeHHUe nHTepdENChl YCTPONCTBaM C ponbio Spoke.

e BbIOMpPaAeEM U3 MEHIO B NTEBON YacTu OkHa NyHKT Spoke = > Inside Interfaces.
OTtkpoeTca cTpaHuua Spoke Inside Interfaces

e HaxumaeM kHonky Show Interfaces. OTKpoeTCcsa OKHO CO CMUCKOM CEeTEBbIX
UHTepdencon

e BbIGMpaeM HyXHblli UHTEPEINC B OTKPLIBLLUEMCS crnMcke. Kak npaBuno, a1o
FastEthernet 0/1

e HaxumaeMm Apply. Bcem ycTponcTteam € ponbto Spoke Ha3HayYeHbl BHYTPEHHUE
nHTepdencel (PucyHok 8).
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rF
Cisco SYSTEMS Hame | Close | Help | about _l

Management Center for VPN Routers

= ‘Deployment

Devices ‘Reports |Admin

| | Uzer ID: admin
| / ul + |[KE + Tun Tr: n Ru + Building BI

You Are Here: « Configuration» Settings > Spokes Inside Interfaces

LR

oke Inside Interfaces

I E———— * Global » B o

r General Firewall

* Hub

* Spoke
. i Inside Interfaces
B Metworks Inside Interfaces
[J- - MAT Traversal
E P Interfan:es Type: |Ethernet j FastEthernet0/
1 Hub Assignment s

- Dial Backup 5"3'13| :I'
* Config Additions _ << | Show Interfaces ‘
P':'”-I j'
Suhinterface: I

§
E
l
£
H
T
]
R

| Apply || Defaults ‘

il

PucyHok 8

e HasHauyaem VPN uHTepdenc ycTponcTsam ¢ ponbto Spoke:

e BbiOMpaem n3 MeH0 B NeBon Yactu okHa NyHKT Spoke = > VPN Interfaces.
OTtkpbiBaeTcs cTpaHuua Spoke VPN Interface

e HaxunmaeM kHonky Show Interfaces. OTKpoeTcsa OKHO CO CMUCKOM CETEBbIX
UHTepdencos

e BbIOMpPAEM HYXXHbIV MHTEpdENC B OTKpbIBLLIEMCS cnucke. Kak npaBuno, 3T1o
FastEthernet 0/0

e Haxumaem Apply. Bcem yctponctsam ¢ ponbio Spoke HasHayeHbl VPN
nHTepdencel (PucyHok 9).
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VPN Interfaces

Interface
hype: | FastEthernet J

BIDt:IEI vl
F'u:urtll] vI

Channetl

Validate

Show Imterfaces

Subinterrace:l

Enable

Sarme
Interface r

WE

Apply Defaults

PucyHok 9

e HasHauyaem ons yCTPOWCTB € ponbio Spoke ycTponcTBo € ponbto Hub:

e BbiOMpaem n3 MeHo B NeBon Yactu okHa NyHKT Hub Assignment. OTkpoeTcs
cTpaHuua Hub Assignment

® 13 cnu1cka Bblbnpaem nma ycTponcTtea ¢ ponbsto Hub

e 13 cnuvcka Bblbnpaem nHTepdeiic, Yepes KOTopbI ByaeT OCyLLeCTBRATLCS
B3auMOAENCTBUE C yCTpoMcTBamm ¢ ponbto Spoke (noctpoeHne VPN
TyHHenew), Haxxumaem Apply (PucyHok 10).

Yaou Are Here: « Configurations Settings: Spoker Hub Assignment
Assignment
[RRRIMM - 2
: General VPR Global = Y
* General Firewall
*Huh
* Spoke
« Inside Interfaces
= « Metworks
R - MAT Traversal Hub Assignment
[ - VPN Interfaces . i
1': T o e Frirnary Huh.|1EI_EI.232.3 "I
« Diial Backup Primary Interface: |[{ge=tt= == L]
E o DUl AL v Failower Hub: Im
1 g .
i Fa|lmrerInterrace.l--lnterfaces--j
[H
: Apply || Defaults | —
R

|€| Applet objectselector started I_ I_ E |‘ Internet v

PucyHok 10

Ha atom HacTporikn VPN 3akOH4YeHbl 1 MOXHO nepexoauTb K HacTponkam IKE nonuTuku.

CSP VPN Gate Copyright © S-Terra CSP 2003 -2009 16



KoHdurypupoBanme ¢ nomouwbto CiscoWorks

Hactpownka IKE nonutuku

Ha atane HacTpoiiku IKE nonuTMKM NponsBeLemM HacTPONKM napaMeTpoB LWMGPOBaHUS U
ayTeHTMdmKaummn ansa rpynnsl GW. Byaem ucnonb3oBatb ayTeHTUDUKALKIO Ha
npegonpeaeneHHbix kntovax. Mocne BbINOMHEHUS NOCIEAHEro 3Tana y Hac Bce elle
BblgeneHa rpynna GW (ecnu aTta rpynna He BblOpaHa, Hy»kHO ee BblibpaTb B Object
Selector). Co3gaem IKE nonuTuky gnst 3ToM rpynnbl.

e T[lepexogum B pasgen IKE Policies: Configuration => IKE => IKE Policies. OTkpoeTcs
ctpanuua IKE Policies

e HaxumaeMm Create. OTkpoeTca ctpaHuua IKE Policy Name and Comment

e 3anonHsiem none Name yHUKanbHbIM UMEHEM, KOTOPOE NpUCBanBaeM co3gaBaemon
IKE nonutuke, Hanpumep IKE_GW _group

e B Mone onucaHus BBoaMmMm kommeHTapuii: IKE Policy for GW Group
o Haxumaem Next. OTkpbiBaeTcs ctpaHuua Algorithm Settings (PucyHok 11)

e Bblbupaem n3s cnucka Encryption Algorithm 3HaueHne DES. B yctponictBax CSP
VPN Gate 310 3HayeHne ByaeT MHTEpPNpeTMpOoBaThCs, Kak ykasaHue UCnosb3oBaTh
anroputm wudpoearms FOCT 28147-89

e Bblbupaem n3 cnmcka Hash Algorithm 3HaueHne MD5. B yctporicteax CSP VPN
Gate 370 3HauyeHve BygeT NHTEPNPeTNPOBATLCS, KaK yKasaHne MCnonb30BaTh XILu-
anroputm FOCT P 34.11-94

e Bblbupaem u3 cnmucka Modulus Group 3HaveHne 2

You Are Here: « Configurations [KE= IKE Folicies
Algorithms

# 1, Mame and Comment
02, Algorthims
03, Parameters

* Global » B G

Algorithm Settings

Encryption AIgDrithm:IDES vI
Hash Algnrithm:IMDE "I
Madulus Gruup:lﬂ vI

PucyHok 11

o HaxummaeMm Next. OTkpbiBaeTcsa cTpaHuua IKE Policy Parameters
e B none Lifetime octaBnsem 3HayeHne no ymonyaHuio (86400)

e 13 cnucka Authentication Beibupaem 3HauyeHne Preshared Key
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e HaxumaeM Finisht. OTkpbiBaeTca cTpaHuua IKE Policies

e MpoBepsieM NPaBUITbHOCTb NapaMeTpPoB, KOTOPble Mbl YCTAHOBMIU Ha NpeablayLimX
warax. [JormkHa ObITb BbiBeAeHa Takas uHdopmaunsa (PucyHok 12):

IKE Policies
® Global » B G

IV Inherit Default Policies

Showing 1-2 of Z records

o Mame Defined On  Encryption Hash  Modulus Group  Lifetime  Authentication
1. [ IKE_GW_group G DES mOs 2 BE400 Preshared Key
2. Default-1kE Glohal J0ES SHA 2 BE400 Freshared Key
Rows per page:lfm "I =< Page 1>>
=--5electan item then take an Create || Edit || Move Up || Move Down || Delete
action --»
PucyHok 12

IKE nonutuka ans rpynnsl GW co3gaHa n ee napameTpbl oTobpaxatoTcsa B Tabnuue.

HasHauum pexum aBTomMaTUYecKon reHepaummn npefonpeneneHHbIxX KnoYven ans Bcex
YCTPOMCTB NpoekTa. N5 3TOro BbINOMHUM creaytoLyme waru:

e Bblbepem B MmeHto nyHKT Preshared Key. OTkpoeTcs ctpaHuua Preshared Key
e oTkpoeMm Object Selector n Beibepem rpynny Global
e ycTaHoBuM 3HadeHue Auto-Generate.

Mocne 3aToro MoXHoO nepexogunTb K 3Tany co3gaHuna TyHHeﬂbH0l7| NOJINTUKWN.

Co3naHue TYHHeNbLHOW NONUTUKM

Co3gaeM TyHHenbHY0 NonuTWKy Ans rpynnel GW. Ans atoro y6eaumcs, uto B Object
Selector BbIGpaHa 3Ta rpynna v BbINOMNHUM crefyoLye waru:

e nepexoaum B pasgen Tunnels: Configuration => Tunnels

e Bblbupaem nyHKT meHo Tunnel Policies. B oTkpbiBLUEMCS OKHE Buagnm Tabnuuy
TYHHENbHbIX MOMNUTUK

e Haxumaem kHorky Create. OTKpoeTcsi OKHO BBOAA UMEHW TYHHENbHON MOSMTYKM

e  BBOAMM YHUKANbHOE UMS TYHHENbHOW NnonuTukn, Hanpumep, GW_Tunnel. Takke
MO>XXHO 3anOfIHUTL MNoJfie KOMMEHTapKs

e HaxummaeM Next. OTkpoeTtcs okHo Traffic Filter (PucyHok 13)
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Tunnels: Tunnel Policies
Traffic Filter

* Global » B oW

Showving 1-4 of 4 records

[ Spoke Side Hub Side
1. [ Spoke Internal Metworks Hub Internal Metworks
2. [ Inside Interfaces Hub Internal Metworks
3. [T Spoke Internal Metworks Inside Interfaces
4. [ Inside Intetfaces Inside Interfaces
Rows per page:l 10 "I <<Page 13>
“t--Select
A e Movwe Up Mowve Down Create Edit Delete
take an
action--»
PucyHok 13

ocTaBnsiemM B Tabnuue Tonbko ogHy cTpoky — Spoke Internal Networks/Hub Internal
Networks. OcTanbHble CTpokM yaansgeMm. [Ing aToro yctaHaBnuBaeM graxku
PSAOM C yAansieMbIMyU CTPOKaMu 1 HaxnMaem KHornky Delete

Haxnmaem Next. OTkpoeTcs okHo Transform Sets

co3gaeM HOBbIV Habop npeobpasoBaHui (transform set):

Ha>XMMaeMm KHOMKY Create. OTKpOGTCﬂ CTpaHuua BBoga MMEHU 1 KOMMEeHTapua

BBOAMM YHUKANbHOE MMSA A11A co34aBaeMoro Habopa npeobpa3oBaHuii.
Hanpumep, DES_MDS. Takke MOXHO BBECTU KOMMEHTapui

Haxnmaem Next. OTkpoeTcs ctpanuua Transform Set Protocols (PucyHok 14)
BblIOMpaeM u3 cnucka Mode 3HadveHve Tunnel

BbliOupaem n3 cnucka AH Hash 3HaueHne MD5. B yctporictBax CSP VPN Gate
3TO 3HayeHne OyaeT NHTEPNPETUPOBATLCS, KaK yKadaHUe UCNoNb30BaTh XALl-
anroputm FOCT P 34.11-94

Bblibupaem 13 cnmucka ESP Encryption 3HavyeHne DES. B yctponcteax CSP
VPN Gate 310 3HayeHue ByaeTt MHTepnpeTMpoBaThCs, Kak ykasaHue
ncnonb3oBaTb anroputm windposaHusa NOCT 28147-89

BbliOupaem n3 cnmucka ESP Hash 3HavyeHne MD5. B yctponctesax CSP VPN
Gate 3710 3Ha4eHVe GyOeT UHTEPNPETUPOBATLCS, KaK yKa3aHUe UCMoNb3oBaThb
xaw-anroputm NOCT P 34.11-94

CSP VPN Gate
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Protocols

* Global = GW

Transform Set Protocols m

Select the transform

o, I:I" set mode and select

AH Hash: Im the algorithms to be

used to authenticate

ESF Encreptian: I DES j and encryptthe data

ESP Hash: Im in the tunnel.
Compression: [~
Help...
[ i

PucyHok 14

e CcHumaem cnaxok Compression, ecnv oH 6bin B3BegeH. CSP VPN Gate He
noaaepXxmBaeT KOMMNPECCUto

e Haxumaem Finish.

Mbl Tonbko 4TO co3ganu Habop npeobpasoBaHuit DES MD5. Co3gaHHbI Habop OONOMHMN
cnmcok HabopoB npeobpasoBaHuii, KOTOPbIE AOCTYMNHbI Ans Bbibopa B cnuckax Transform

Set 1, 2, 3.
e Bblbupaem u3 cnucka Transform Set 1 3HayeHne DES_MDS5.
e Haxumaem Next. OTkpoeTcs cTpaHuua PFS.
e ycTaHaBnueaem dnaxok Use PFS.
e Bblbupaem n3 cnmucka Modulus Group 3HaveHue 2.
e Haxumaewm Finish. OTkpbiBaeTca ctpaHuua Tunnel Policies.

TyHHEnNbHasa NONMTUKA co3aHa, O YeM CBUAETENbCTBYET HOBas CTpoka B Tabnuue Ha
ctpaHuue Tunnel Policies (PncyHok 15)

CSP VPN Gate
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Hior & |

Management Center for VPN Routers

e
Devices I

Cisco Svsrems

| Deployment | Reports | Ad
| Settings AL Fules + IKE + + Translation Rules +

You Are Here: + Configuration= Tunnels= Tunnel Policies

Tunnel Policies
LTI 2

i Tunnel Policies
= Dynamic Crpto Policies
= [PSec Lifetime

Glohal = GWY

IV Inherit Default Policies

= Showing 1-2 of 2 records
é | MHarme Defined On Description
(4 1. [ W _Tunnel G
T
2 Default-Tunnel Global
8
E Rows per page:l 10 "I << Page 13> —
E
H “--Belect
T an iterm
: thentake | Create Edit Delete Mowe Up Mowve Down

an -

PucyHok 15

NocTaBKa KOH(purypauuii Ha yCTponcTea
[na noctaBkM KOHUrypaLumim Ha YCTPOMCTBA CUCTEMbI HAM HEOBXOAMMO co3aaTh «paboTy»
- job.
BbinonHum cneaytowue waru:
e nepengem B pasgen Deployment

e Bbibepem Save and Deploy B npeanoxeHun If you have made configuration
changes, you can Save and Deploy Ha cTpaHuue

e OTKpoeTcs cTpaHmua Select Devices

e OTMETUM YCTPOWCTBA, Ha KOTOpble ByaeT AOCTaBnATLCA nonuTuka. O6biuHO Router
MC aBTOMaTU4eCKM onpeaenseT yCTPOMCTBa, AN KOTOPbIX CAenaHbl USMEHeHUs!, HO
He focTaBneHbl. [oaToMy, Kak MpaBuIo Ha 3TON CTPaHULLE HUKAKUX 3MEHEHUI He
Jenaetcs

e HaxumaeMm Next. Byget oTkpbiTa cTpaHuua Deployment Options
e ycTaHoBMM 3HadeHue Deploy To pasHbiM Device

e Haxumaem Next. OTkpoeTcs cTpaHuua Error Checking (PucyHok 16). BoamoxHo,
AaHHas cTpaHuua 6yaeTt cogepxaTb pasnuyHble NpeaynpexaeHunst U owmnoku.
YcTpaHuTe owmnoKu.
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Errors and Warnings
Showing 0-0 of 0 records

MessageType Subject Device/Group Description

o records.

Fows per page: il =< Page 1 ==

PucyHok 16

e HaxumaeM Finish. OTkpoeTcs ctpaHuua Job Deployment Status ¢ Bonpocom o Tom,
HY)XKHO M JOCTaBMATb NOMUTUKA HEMEOJIEHHO

e Haxumaem kHonky Refresh ans obHoBneHns ctaTtyca Job u yctponcTs.

B npouecce gocrasku Ha cTpaHuue Job Deployment Status mbl moxxem Habnogatb
n3MeHeHne ctaTycoB JOb 1 yCTPOWCTB, AN KOTOPbIX FEHEPUPYIOTCA KOHMrypauum
(PvcyHok 17). Ha npoTshkeHun npouecca goctaeku Job 6yaet nmetb ctaTyc "Generating”
(Bo Bpems reHepauun koHdurypaumin), "Deploying” (Bo BpemMs 4OCTaBKM KOHUrypaLmn Ha
YyCTPOWCTBA), a Nocrie OKOHYaHusA npouecca ctatyc nameHutcs Ha "Deployed”. Ctatyc
yCTponcTB OyaeT meHATbes oT "Pending”, korga npouecc 4OCTaBKM ele He Havancs, 4o "In
Progress" — B npouecce goctaeku 1 "Completed" no okoH4YaHun goctaeku. CtaTychl
aBTOMaTUYECKM He 0OHoBNsIOTCA. [ins o6HOBNEHMS ncnonb3yem kHomnky Refresh.
Bo3moOxHbI oMbk Ha aTane reHepauum KoOHUrypaumm n nx goctaeku. B aTux cnyyasx
ByaeT ncnonb3oBaTtbes cratyc Failed.

Mpouecc goctasku 3aBepLuaeTcs, korga y Job 6yaet cratyc "Deployed” (PucyHok 17).

Status: Deployved
Description:

Deploy to devices.

Job Name: admin_07 .05 15_16:3224
Last Action: Deploved by admin at May 15 2007 16:35:23

Deployment Details: VWrite memary enabled.

Pending: 0 In Progress: 0 Completed: 3 Failed: 0

Showing 1-3 of 3 records

Device Mame Device Group  Cevice Type  Device Status Status Time WEM Connection Status Policy Change
1.100.2323 Gy Hub Completed May 15 2007 16:35:23 MIA Mo
21002324 Gy Spoke Completed May 15 2007 16:35:23 Connected [0
31002324 G Spoke Completed May 15 2007 16:35:23 Connected MHa

Rows per page:l 40 'l << Page 15>
‘= Select an itern then take an action—» Refresh Abort Close
PucyHok 17

Taknm obpasom, KoHUrypaumm gocTtaeneHbl Ha yctponctea GW1, GW2 n GWS3,
NMPOCMOTPETL KOTOPbIE MOXHO B KOH(OUIYpaLMOHHOM PEeXUME KOMaHAoW do show

running-config.
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