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HacTtpolika wnto3oB 6e3onacHoctn CSP VPN Gate n CSP RVPN nponssoantcs
OAMHAaKOBO, NO3TOMY B AanbHenwemM 6yaemM Mcnonb3oBaTh TOMNBKO OAHO HaMMeHOBaHne —
wnto3 6esonacHoctn CSP VPN Gate.

Hactpoutb wnto3 6esonacHoctn CSP VPN Gate MoxHO 1 yganeHHo, ucnons3ysa Web-
based rpacunueckun nutepdenc ynpasnerusa (GUI). Npadumueckuin nHtepdenc aensaetcs
coctaBHon vacTbio NMpoaykta CSP VPN Gate, HO BblAeneH B OTAENbHbIN NakeT u
nHctannaumsa GUI nponssoanTca oTAeNbHO.

UHcTannsauus
Unctannsauusa GUI B OC Red Hat Linux 9

B katanore /opt pasmMeLleHbl darnbl onuuoHansHoro naketa Web-based GUI, B koTopbliit
BXOOAT:

®  VHCTanNMAUMOHHBIA CKPUNT cspmc_install.sh
e  [JEVHCTanMAUNOHHBIN CKPUNT cspmc_uninstall.sh
e (ann cspvpngui-3.0-xxxx.1x86.rpm

3anyctute MHCTanNNSAUMOHHBIN CKpUNT 3TOro naketa 6e3 napameTpos.

Ecnun nHctannaums npowsia ycrnewHo, To BbIBOAUTCA coobuleHne: Web-based GUI was
successfully installed u aBTOMaTM4eCckn BbiNOMNHAETCS nepesanyck Web-server
Apache.

I'Ipm NosIBIIEHUM OLLIMOOK BbIBOAMTCS coobLeHne: ERROR: Web-based GUI could not
be installed M ycTaHOBKa NakeTa npepbiBaeTcs.

Bo Bpems nHcTannsaumm nposepsieTcs Hannyuune danna koHdurypaumm Web-server Apache
/etc/httpd/conf/httpd.conf:

e ecnu hann cywecTsyeT, TO opmupyeTca dann /opt /VPNagent/etc/httpd-
add.conf c gononHeHnem K KoHdurypauum Apache, n B cann koHdpurypauuu
[obaBnsaeTca NHCTPYKLUUS O BKIKOYEHUW dpaiina ¢ 4ONONHEHUEM

L] ecnun cbaﬁn KOH(bVIpraU,VIVI OTCYyTCTBYET, TO BbIBOOUTCA coo6u.|,eHme: WARNING:
Could not find http daemon configuration file.B 3TOM cnyyae, nepeg
3arnyckom rpacbmquKoro VIHTepd)eVICG ynpasneHud, HeO6XOﬂ,VIMO CaMOCTOATENTIbHO
HacTpouTb dhann koHdurypauum apache /etc/httpd/conf/httpd.conf.

Unctannauusa GUI B OC Solaris

OnumoHanbHeIn NnakeT Web-based GUI HasbiBaeTcst VPNgui 1 pa3mellaeTcs B kaTtanore
/opt/cspvpngui, KOTOPbIN BKMAOYAET U CKPUNTLI:

®  WHCTaNMALMOHHbIN CKpUNT setup.sh

®  [EeWHCTanNsUNOHHbIA CKPUNT scripts/uninstall.sh.

Onsa nHctannauyum GUI 3anyctute ckpunT /opt/cspvpngui/setup. sh.

B Hauane MHCTanNNAUMM BbIBOAUTCA 3anpoc K nonb3oBaTtento: Do you want to install
CSP VPN Gate web-based GUI %uomMep Bepcuu nakera$ now? [lpu
oTpuuaTesibHOM OTBETE BbiIBOOAUTCA COOGLLI,eHI/IeZ Installation won't do anythingwm
paGOTa npekpawiaeTca. B Chny4ae NonioXnTernbHOro oTeeTa BbiIBOOUTCA COOGLLI,eHMeZ

CSP VPN Gate
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Starting installation, please wait... U BbINOJIHAETCH YCTaHOBKa Nnaketa
VPNgui.

Bo Bpemsi HcTannsumm GUI npoBepsieTcs Hanuume yctaHoBneHbix naketoB SUNWapchr,
SUNWapchu. Ecnv Kakon-To 13 aTux NakeToB He YCTaHOBMEH, TO MHCTaNNSALMs nakeTa
VPNgui 6ygeTt npepBaHa ¢ COOTBETCTBYIOLLUM COOBLLEHNEM:

Apache package SUNWapchr required by CSP VPN Gate web-based GUI.
Apache package SUNWapchu required by CSP VPN Gate web-based GUI.

Mpn MHcTannsumm BbiNnonHsieTca HacTponka Web-server Apache B dhawne
/etc/apache/httpd.conf.

Ecnu HacTporika Apache 3aBeplumnachk ¢ owmbKon, To BblgaeTcs cooblueHne: WARNING:
Apache web server was not reconfigured. CSP VPN Gate web-based GUI
was installed with some warnings

B atom cny4ae nepepg 3anyckom GUI camocToaTenbHO HacTpowTe dann KoHdurypauum
Web-server Apache.

[enHcTannauus

NeunHctannsaumsa B OC Red Hat Linux 9

Onsa gevHctannauum GUI sanycTuTe AevHCTanNsLUMOHHBIA cKpunT
/opt/cspmc_uninstall.sh.

Bo Bpems genHcTannsiuum npoBepsieTcs Hanuymue yCTaHOBIEHHONO NakeTa cspvpngui, ecnu
TaKOro He 0BGHapPYXXEHO - AeVHCTanNsAUMSA 3aBepLuaeTcs.

Mpun genHcTannaumu:
e yaanseTtcd nakeT cspvpngui

e 13 dhanna koHdurypauumn Web-server Apache /etc/httpd/conf/httpd.conf
yaanseTcsa MHCTPYKUMS BKNoYeHUs darina /opt/VPNagent/etc/httpd-
add.conf

e ypandetcda pann /opt/VPNagent/etc/httpd-add.conf
e BbIKMOYaeTcsa aBToMaTtmdeckmii 3anyck Web-server Apache npu nepesarpyske.

Ecnn npun genHctannaumm Bo3HMKNa OLLIM6Ka, TO BbiIBOOAUTCA COO6LL|,eHMeZ ERROR: Web-
based GUI cannot be uninstalled now u paboTta npekpawaetcs. MHaue
BbIBOAUTCS coobLleHne: Web-based GUI was successfully uninstalled.

NeunHctannsauua B OC Solaris

Ona penHctannauyun GUI 3anyctute ckpunT
/opt/cspvpngui/scripts/uninstall. sh.

MpoBepseTca yctaHoBneH nu naket VPNgui, ecnu HeT, To BbIBOOUTCSA COOBLLEHME:
WARNING: VPNgui is not installed v npoueaypa geuHctannsauum
OoCTaHaBnuBaeTcs.

Mpu genHcTannaunm:
e ypandetcs naketT VPNgui

e ypandetca ann /etc/apache/httpd.conf

CSP VPN Gate Copyright © S-Terra CSP 2003 -2010 6
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e ecnu cywecTtsyeT (pann /etc/apache/httpd.conf.orig, TO OH KONUpyeTCcs B
/etc/apache/httpd.conf (BOCCTaHaBNMBaETCs HavanbHasa koHdurypauna Web-
server Apache).

Ecnn AenHCTannAauna 3asepLlunnacbh ycnewHo, To0 BbIBOAUTCA COO6U.leHV|eZ VPNgui
successfully uninstalled, MHa4ye BbIBOAUTCS COOOLIEHME: WARNING: Please,
restart system and retry

ERROR: VPNgui can't be uninstalled now, see

/tmp/cspvpnguiinstall.log for details.

Mpn gevHcTannauMM Be4eTcsl NPOTOKONMpoBaHne cobbiTui B chain
/tmp/cspvpnguiuninstall.log

CSP VPN Gate
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HayanbHasa koHdurypauus wno3a Ana yaaneHHoro
ynpaBneHus

Mocne nHctannsauun CSP VPN Gate n GUI pekomeHayeTcs 3arpy3nTb HavarnbHYH
KOHpurypauuto, Kotopas NO3BONUT B AaNbHEWLLEM CO34aTb 3aLUMLLEHHbIN KaHan ans
yAaneHHoro KoHpurypmpoBaHusa nonutuku 6esonacHoctn. Co3gaHne HayanbHOM
KOHUrypaumm onncaHo B pasgene «HavanbHasi KoHpurypaums onst yaaneHHoro
ynpaBsneHuns Wn3om» JokymeHTa «Lntosel 6esonacHoctn CSP VPN Gate n CSP RVPN.
MpunoxeHuey.

Crapt rpachuyeckoro uHtepcdenca ynpaBneHus

[nsa crapta rpaduyeckoro nHtepdenca NMpoaykta CSP VPN Gate 3anyctute MHTEPHET-
6paysep, Hanpumep Microsoft Internet Explorer. B none ans eeoga URL ykaxuTte ¢
npedukcoMm http:// IP-agpec unu DNS komnbioTepa, Ha KoTopoM yctaHoBneH CSP VPN
Gate.

lMocne aToro nponcxoauT NPOBEPKA HanMyns Ha KOMMNbKTEPE YCTaHoBNEHHoro lNMpoaykTa
J2SE Java(TM) Runtime Environment Bepcuu He Huxe 5.0 Update 4. Ecnu atoT lMpogykT
He YCTaHOBMEH UMM yCTaHOBIIEHA BEPCUSA HMXKE, TO NOsIBNSIETCA OkHO (PucyHok 1) ¢
npeanoXeHneM MHCTaNNMpoBaThb nocrnegHo sBepcuto JRE:

Security Warning x|

Do you want ta install and run “J25E Buntine
Environment 5.0 Update 4' signed on 6432005 3:47 P
and diztributed by:

Sun Microgystems, Inc.

Publizher authenticity verified by enSign Clazs 3 Code
Signing 2001 Ca&,

Caution: Sun Microsystems, Inc. asszerts that this content iz
zafe. You should anly installAview thiz content if pau st
Sun Microgystems, Inc. to make that aszertion.

[T Ahways bust content from Sun Microsystems, Inc.

Yes | | Mo I kMare Infa

PucyHok 1

Ecnu HaxaTa kHomka Yes 1 ¢ AaHHOro KOMMNbloTepa CyLeCTBYET BbIXO4 B UHTEPHET, TO
npoucxoauT 3arpyska ctpaHmusl Web-site komnadmm Sun Microsystems, Inc., ¢ kotopon
MOXHO MHcTannuposatb NpoaykT J2SE JRE nocnegHen sepcun.

Ecnu BbIxoa B MIHTEPHET OTCYTCTBYET, TO HY>XHO ycTaHOBUTb JRE caMocToaTenbHO.

3amMeyvaHuie: ecnu B kayecTBe MHTepHeT-Gpaysepa ucnonbayetcs Internet Explorer 7, To

npoBepKa Hanu4msa Ha KoMmnboTepe ycraHoBneHHoro MNpoaykra J2SE Java(TM) Runtime
Environment He npoussoautcd. B crniyyae ero oTcyTCTBUS, YCTaHOBUTE 3TOT NPOAYKT
CaMOCTOSATENbHO.

CSP VPN Gate
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Bo Bpewms 3arpysku NpoaykTa NnosBnsTCA cCTaHAapTHbIE OKHA BU3apaa AN yCTaHOBKU
MpoaykTa: JlnueHsnoHHoe cornaweHune, BoiIbop Tnna yctaHosku (Typical), nHaukaTop
npouecca MHCTannauumn 1 nepesarpyska CUcTeMbl.

lMocne nepesarpyskun cuctembl B okHe bpaysepa (PucyHok 2) nossutcsa 3actaska CSP VPN

Gate 3.0 1 TeKCT ¢ NpeaynpexaeHneM He 3aKkpbiBaTb 3TO OKHO BO Bpemsl paboThl €
lMpogyktoMm - "Don't close this window until you logout CSP VPN Gate":

2} CSP ¥PN Gate - Microsoft Internet Explorer =10 x|
File Edit ‘iew Favorites Tools  Help .1.’
- - - — i =%
- Y - ) o i - 2 =
Q Back </ \ﬂ \g __ﬂ /- Search “}\{‘ Favorites {3 =
Address |&] hitp:/j10.0.34.10/ | By eo |Links > &y -

Don't close thiz windew until vou logout C5P VPN Gate

CSP VPN Gate 3.0
Seterra

cCsp

Copyright (¢) 2003-2008 5-Terra C5P.
All rights reserved.

Troubles and Solutions.

|€| Applet Anothertpplet skarted l_ l_ l_ l_ l_ |ﬂ Internet

| KN

PucyHok 2

[MpumeyaHue: NOBTOPHbLIN 3anyck MNpoaykTa u3 okHa Bpay3epa, B KOTOPOM YKe MOSIBUIICS
rpaduyecknit iutepdenc CSP VPN Gate, ocyLlecTBnATb HeNb3s. Hy>XHO 3aKpbiTb OKHO
Opay3sepa 1 OTKpbITb €ro CHoBa.

OpHoBpemeHHO ByaeT 3anyweH Java annneT, KOTOPbI OTKPOeT OKHO BBOAA UMEHU
nons3osarens v napons (PucyHok 3). INpu yctaHoBke NpoaykTa co3gaeTcs cnelmanbHbli
nonb3oBaTenb C UMeHeM "cscons" M naponem "csp" . lNocne nHcTannaumm
pPEeKoOMEHA0BaNoCk U3MEHUTb 3TOT Naponb. B okhe CSP VPN Login Hy>XHO BBECTU UMS
nonb3oBaTtens "cscons" N €ro HOBbLIN NapPosb:

i. CSP ¥PN Login x|
geterra U= [
cC s p Password: |
oK | Cancel |
PucyHok 3

CSP VPN Gate
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Ecnu yepes HekoTopoe BpeMsi OKHO forvHa (PyucyHok 3) He nosiBnsieTcs, To HAXMKUTE Ha
npeanoxexue Troubles and Solutions okHa 3actaBkun CSP VPN Gate (PucyHok 2). B
OTKpbIBLIEMCSH OkHe (PyCyHOK 4) ykasaHbl BO3SMOXHbIE NPUYMHBI Y NYTU YCTPAHEHNS:

; Troubles and Solutions - Microsoft Internet Explorer ;IQIE'
File Edit ‘Wiew Fawvorites Tools  Help lﬂ’

b "y A o _pn . >
K Btk - I d - \ﬂ \g __l\] f.jSearch “:,f:{‘ Favarites @;{| = |2 - _] K
Address [&] http://10.0.34. 10/troubles.html | Bl e |Links * | & -

Troubles and Solutions

s Applet is not running.
symptome: Gray Box or Eed-Crossed Gray Box appears on the browser desktop mstead
password dialog.
FPosaible solutions:
1. Applet requires Sun JEE 5.0 update 4 or higher, Vistt www, java.com to obtain
suitable wersion of JEE.
2. Be sure that your browser maintain Java Applet executing,
3. For IE users. Set option Java(=un) Use JEE i Tools-=Internet Options-=A dvanced.

s+ Wrong applet behavior.
Symptome: Password dialog running but where i tmaih window?
Some controls m man wandow are mwsible.
Poszzible solutions:
1. Close all frames of ronming browser and start again.
2. Mever press reload browser button,
3. IMever start applet from the browser frame which already was used for this target.

@ ([T e

[
/

PucyHok 4

Mocne BBOOA MMeHM Nonb3oBaTens U napons, u Haxatus kHonkn OK OyaeT OTKpbITO OKHO
(PucyHok 5), coobwatoree o Tom, 4Tto Mpoaykt CSP VPN Gate 3arpyxaeT KoHduUrypauuio
CO LUMt3a 6e30nacHoCTHU:

B Loading status x|

Pleaze weait while CSP YPM iz loading the current configuration frotm your router

PucyHok 5

an HaxxaTum kHonku Cancel 3arpyska KOH(*)I/IpraLI,I/IM npepbiBaeTcAa U BbiIBOOUTCA 3anpocC
Ha 3aKpbITUE NPUNOXEHUA. B cny4vyae yTBepanTeribHOro oTBeTa npuroXxeHune 6y/:|,eT
3aKpbITO, Npu OTpUUaTESIbHOM OTBETE - 3arpy3ka KOH(bMpraLI,I/II/I npoaoIIKNTCA.

CSP VPN Gate Copyright © S-Terra CSP 2003 -2010 10
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"maBHasa dhopma

Mocne ycnewwHon 3arpy3kn KOHUrypauum oTKpbiBaeTCs OKHO rnaBHoOn popmbl (PUCyHOK 6)
Ha pa3gene Overview (O630p).

ZZCSP ¥PN Gate 10.0.34.10

Wigw  Tools

=101 %]

File Help
" % Dverview

System Overview

Maodel Type GATE1O0D
Product Yersion 3.0,7390
Interfaces
Interfaces
Status | Interface IP Address/Mask
E © Up  [FastEthernetin 100,34, 10/255,755,255,0
0 © Up  [FastEthernetdji 10,10.10,1/255,755,255.0
tules
#
Fouting
vk 4 3
LI | | ol
. Properties ¥PN Connections
"‘q;r," Inkerface IPSec Palicy |Seq Mo |Peers Trans... |IPSec...|PF5 IKE CFi3 Identities
- FastEthernetDf1 |policyl 1 12.12.12.1|Transf1  |104 enabled [pool_1 <none:=
YERN FastEthernetDf1 |policyl {cm... (3 (1) Transf1 (104 disabled |=none: <none:=
FastEthernetDf1 |policyl {cm... (3 (2) TransfZ [=none> |enabled |<none: <none:=
Kl | o
PucyHok 6

maBHas dopma CoOAepKMT CrieayroLime NIeMeHTbI:
e MeHio
e [laHenb UHCTPYMEHTOB

o bpaysep.

MeH10

Pa3pen File

e Backup Running Config to PC... — coxpaHsieT Ha Q1CK pe3epBHY KOMuIo
OencTBytoLLeln Ha Wwnto3e koHdurypauun. OTKpbIBaeT CTaHAAPTHbIN Save As guanor
C NpeaycTaHoOBMNEHHbIM UABTPOM * . txt, NOCMe yka3aHua umeHu channa
COXpaHsieT B HeM cisco-like koHurypaumtio.

e Backup Current Config to PC... — coxpaHsieT Ha ANCK Pe3epPBHY KOMUIO TEKYLLIEN
(oTobpaxaemon B GUI) koHpurypaumn. OTKpbiBaeT cTaHAApPTHbIM Save As guarnor ¢
npenycTaHoBMeHHbIM OUNBLTPOM * . txt, MNOCNe ykasaHus umeHu daina
COXpaHsieT B HeM cisco-like koHurypaumtio..

Copyright © S-Terra CSP 2003 -2010
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Restore Current Config from PC... — BoccTaHaBnuBaeT (3arpyxaeT) B GUI paHee
COXpaHEHHYI0 KoHpurypaumio, co3gaHHyto B GUI. OTkpbiBaeT cTaHA4apTHbIN guanor
OTKpbITMA (haina c NpegycTaHoBMEHHbIM OUNBTPOM * . txt U nocrne Beibopa umeHn
danna 3arpyxaert cisco-like koHdurypauuto. Mpu 3arpyske KoHUrypaumm ns ganna
npoBepkKa coepXallmxcsa B HENW KOMaH He NpoBOAUTCS, NO3TOMY He
pekoMeHayeTca 3arpyxatb dainsbl, OTpeJaKTUPOBaHHbIE BPYYHYIO.

Reload Running Config — 3anyckaeT npoueaypy NOBTOPHOW 3arpy3ku AenCTBYIOLLEN
KOHUrypauum co wnto3sa 6eszonacHoctn B GUI. Ecnu HUKakux nameHeHun B
OencTBytoLLEen KOHpUrypaumm He NPon3BOAMNIOCkE, TO 3arpyska npoussoauTcs 6es
npegynpexaexHun. Ecnm 6bino caenaHo xots 66l 04HO U3MeHeHue, To byaeT
OTKPbITO OKHO C NpeaynpexaeHnemM o Heo6X0AMMOCTU COXPaHUTb CAENaHHbIe
N3MEHEHWSI.

Deliver to Router — oTkpbiBaeT okHo Deliver Configuration to Router anst gocraeku
koHdurypauumn ns GUI Ha wnio3 6e3onacHoCTy.

Exit — 3aBepLuaeT ceaHc paboTbl C NpunoxeHnem. Ecnun HMKakux namMeHeHnn He
npou3BoauNoCk, To ceaHc paboThl 3aBepiaeTcsa 6e3 npeaynpexageHuin. Ecnn 6binm
nponsBeAeHbl kKakne-nmbo n3MeHeHus1, TO OTKPbIBAETCS OKHO C npegynpexaeHnem,
4YTO BCe caemnaHHble N He JOCTaBMNeHHble U3MeHeHWs B KoHdurypaumm 6yayt
yTepsiHbl.

Pasnen View

Overview — OTKpbIBaeT OAHOUMEHHbIV pasgen
Interfaces — OTKpbIBaeT O4HOMMEHHbIN pasgen
Rules — oTKpbIBaeT OAHONUMEHHLIN pa3aen
Routing — oTKpbIBaeT OAHOUMEHHbLIN pasaen
System — OTKpblBaeT O4HOMMEHHbIN pasaen
VPN — oTKpbIBaeT OAHOUMEHHLIN pa3aen

Running Config... — oTkpbiBaeT okHo Show Running Configuration ¢ TekcTtom
Oe’CTBYIOLLEN Ha Wwno3e 6e3onacHOCTU KoHpUrypaumm

Current Config... — OTKpbIBaeT OKHO C TEKCTOM Tekyluen (oTobpaxaemon B GUI)
KOHUrypaumu.

Pasgen Tools

Ping — oTKpbIBaeT OkHO Ping, n3 KOTOPOro MOXHO MOCNaTh ping Ha 3agaHHbIN agpec.

SA Show — oTkpbiBaeT okHO SA Show, B KOTOpoM oTobpaxkaeTcsi cTaTyc
cylecTByOLWMX Ha Wwnto3e 6e3onacHocTn SA (Security Association).

Adjust Timeout — oTkpbiBaeT okHO "Adjust Timeout", B KOTOPOM yCTaHaBNMBaeTCs
TanMayT — Bpems OXugaHusa oTeeTa rnpu JocTaBke KOHUrypaumn Ha areHTa.
OTCyTCTBI/Ie OTKIMUKa B Te4eHne 3TOoro BpeMeHn Hy>KHO paccMaTpuBaTb Kak
Hey4ayHylo 4OCTaBkKy.

Paspgen Help

Help Topics — oTkpbiBaeT chann nomown. [ins nosiBNeHns OKOH NomoLum B 6paysepe
HY>XHO BbINOMHUTL CEAYIOLLYI0 HACTPONKY — CHATb BNOKMPOBKY Ha BCMbIBaOLLME
okHa. Hanpumep, B Internet Explorer, 310 ocylecTnsieTcs cnegyowmm obpasom —
Tools — Internet Options...— Bknagka Privacy — cHsTb dhnaok Block pop-ups.

About GUI for CSP VPN Gate — oTkpbiBaeT OKHO C Ha3BaHueM [poaykTa, Bepcun
Mpoaykta, Homepa cOopKKU, KONUPANT N NOroTMNa KOMMNaHUK.

CSP VPN Gate
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MaHenb MHCTPYMEHTOB

B naHenu MHCTPYMEHTOB pacronoXXeHbl KHOMKM, KOTopble AY6nMpyoT COOTBETCTBYOLNE
KOMaHabl MeHto View 1 OTKpbIBalOT OAHOMMEHHbIE pasaerbl rpaduyeckoro nHTepdenca.

bpaysep
B 6paysepe 06bI4HO pacnonaratoTcs Tabnuubl. MoBeaeHve Tabnuuy, B rmaBHomn popme
(PucyHok 7):

e  [BOMHOW KIIMK Ha CTPOKe Tabnuubl BbI3bIBAET OKHO peaaKkTMpOBaHWs NapameTpoB
3TOW CTPOKK, ecnu nogobHasa onepaumsa npegycMmoTpeHa. Ecnu xe BbigeneHHas
CTPOKa He NOASNIEXUT pedakTMpOBaHMIO, TO HUKAKNX OEACTBUA NO BONHOMY KIUKY
He Npon3BOANTCS

e KIWK Ha 3arofioBke ctonbLa ocyLecTBNSET COPTUPOBKY CTPOK. [Mpu copTupoBke
CTPOK Y4YUTbLIBAOTCS TONbKO 3Ha4YeHUs1 B 3TOM cTonbue. CopTUpoBKa MMeeT Tpu

aTana:
e  nepBblf KNWK NPOM3BOANT NPSMYIO COPTUPOBKY (A-Z)
e  BTOPOW KNWK NPON3BOAUT OBPaTHYO COPTUPOBKY
e TPEeTMI KNUK BO3BpaLLaeT CTPOKM B NOMOXeHWe, NpeALUecTByoLLee COPTUPOBKE

e  BbIOENSATb MOXHO TOMbKO OAHY CTPOKY, BblAeNeHNe HECKOMbKMX CTPOK B Tabnuue He
nogaepxusaeTcst

e onepauwns drag&drop (nepeTawwmnTb 1 OCTaB1Tb) B Tabnuuax He NnoaaepKuBaeTcs.

ZZGUI for CSP ¥YPN Gate 10.0.34.10 ;IEIEI

File Wiew Tools Help

. Rules
E@ P=‘U|E ACLS) Access Rules #Add Delete |
80 ress Fule
IP3ec Rules MameMumber Ised by Type
inbound FastEkhernet0 o exkended
Fouting
b 4 3
= Ackion Source Destination Service
:m Properties " [Permit 2r2,222,222.0(0,.. [10.0.34.0/0.0....ip
"q;? o [Perrmit 111.111.111.1 10.0.34.10 kcp sre: (20-21), dst: ...
- |3 Dery ary 10.0.34.10 ip
YR
Kl 2]
PucyHok 7
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OnuncaHHoe noBefeHne OTHOCUTCH He TOMbKO K Tabnuuam rnaBHon PopMbl, HO U KO BCEM
Tabnuuam BO BCnomoraTenbHbIX OKHax rpadmyeckoro nHtepderica.

MNoBeneHue oepeBbeB B rnaBHom opme:

nogaepXueBaroTcA onepaunn no ceopavymBaHuMiio U PaCKpbITUKO Yy3I0B AepeBa

noadepxMBaeTcs NamsiTb Ha COCTOsIHME AepeBa (CBEPHYTbIE Y PackpbITble Yanbl) B
pamKax OfHOW ceccun peaakTMpoBaHus

nocre 3arpysku KoHurypaumm Bce y3nbl 4EPEBLEB PACKPbIThI
BblAeNeHe HECKOMbKUX Y3M0OB He noaaepXueaeTcs

B AepeBe He nopaepxmBaetcs drag&drop.

CSP VPN Gate
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Overview

Crapt NpoaykTa 3aBepLuaeTcs OTKpbITUEM rnaBHoW dopmMbl Ha pasgene Overview (O630p)
(PucyHok 8).

B aTom pasgene MOXHO NOCMOTPETb Bepcuto yctaHoBneHHoro MNpoaykra CSP VPN Gate,
3aperncTpupoBaHHble usndeckne nHTepdencol, ux IP-agpeca un cosgaHHole VPN
COeOUHEHUS.

ZZGUI for CSP ¥YPN Gate 10.0.34.10 ;IEIEI

File Wiew Tools Help

" % Dverview

System Overview

Maodel Type GATELON
Product Yersion 3.0,9503
7 Interfaces
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Staktus | Interface IP Address/Mask
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[
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¥PN Connections

1) Propetties

"q;r," Interface « IPSec Palicy Seq Mo |Peers Transf... |IPSe... |PF3 IKE CFi3 | Identities
et FastErhernet0)1 jpolicyl 1 12.12.1... |TransF1  |104 enabled |poal 1 |Lisk_id1

YN FastEthernetDf1 policyl {conbreniCne) (2 (1) 12.12.1... |Transf2 |104 enabled |pool_2  |List_jd1

PucyHok 8

Bbpay3sep pasgena Overview cocTouT u3 Tpex Tabnumu;:
e System Overview — Tabnuua co cnegyowumm napametpamum Gate:

e Model Type — Tun nporpammHoro obecnedeHus (Gate 100/Gate 100B/Gate
1000/Gate 3000/Gate 7000).

e Product Version — Bepcus nporpammHoro obecneveHus CSP VPN Gate

¢ Interfaces — Tabnuua c napameTpamm 3apermMcTPUPOBaHHbIX PU3NYECKNX
nHTepdencos. CoctaB cTonNbLOB TabNMLbI:

e Status — ctatyc uHTepdeiica: Up — uHTepcenc sknoveH, Down — BbIKMOYEH
e Interface — nmsa nHTepgenca
e |P Address/Mask — IP-agpec n macka nHrepgenca.

e VPN Connections — Tabnuua co cnuckom cosaaHHbix VPN coeanHeHuin. CoctaB
cTonbuoB Tabnuubl Takow xe, kak 1 B pasgene VPN:

¢ Interface — nms ceTeBoro nHTepdelrica

e |Psec Policy — nmsi nonutukm IPsec
CSP VPN Gate Copyright © S-Terra CSP 2003 -2010 15
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Seq No. (Sequence Number) — nopsaKkoBbI HOMep KpUNTorpadu4eckomn KapThbl
B AaHHoOM nonuTtuke IPsec. [anbHenwmne napaMmeTpbl OTHOCATCS K KOHKPETHOM
KpunTorpacdumyeckom kapTe

Peers — cnvcok napTHEPOB, ONMCAHHbIX B KpyunTorpaduyeckom kapTe

Transform Sets — cnucok HabopoB Npeobpa3oBaHnii, yCTaHOBMEHHbIX AN
KpunTorpaduyeckon kapTbl

IPsec Rule — Homep unu umsa npasuna IPsec, NpMBA3aHHOIO K
KpunTorpacdpumyeckom kapTe

PFS — onuus, BkNtoYeHME KOTOPOM YCUNUBAET 3aLUUTY Kroyen

IKE CFG Pool — nmsi nyna agpecoB, UCMosib3yeMoro Kpuntorpaduyeckom
KapTon

Identities — umsa cnucka ngeHTnMKaTopoB.

CSP VPN Gate
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Rules

B pasgene Rules cosgatotcs 1 pegaktnpyoTca npaBuna gocTyna, Kotopble
NpMBSI3bIBAOTCS K CETEBLIM MHTEPAEcaM AN NakeTHON hunbTpauum Tpadmka u npasuna
IPsec, kOTopble NPUBSA3bLIBAOTCS K KpUNTOrpadmyeckum kaptam Ans 3auTbl Tpaduka.

T2 GUI for CSP ¥PN Gate 10.0.34.10 =101 x]

File Miew Tools Help

(ACLs) CSP ¥PN Rules{Summary)
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5
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2]
PucyHok 9

KopHeBoli anemeHT Rules umeet gBa pasgena:

e Access Rules ([NpaBuna goctyna) — B 3TOM pasfgernie pa3meLlatTcsa CTaHaapTHbIe U
paclMpeHHble NpaBuna JocTyna, KoTopble npeAHasHayeHbl Ans CBA3N C
nHTepdencamm Ang ocywecTBNeHNss NakeTHON punbTpaummn Tpadurka

e |Psec Rules (MNpaBuna IPsec) — B 3TOM pasgene pasMmeLLaoTcs TONbKO
paclumpeHHble npaeuna IPsec, KoTopble NpegHa3HaveHbl Ansi CBA3M C
KpunTorpadumyecknumm kaptamm (Crypto Maps — kpuntorpadunyeckme KapTbl) Ang
3aWmThl Tpadmka.

Mpu ycTaHOBKE cCenekTopa Ha KOPHEBOM aremeHTe Tabnvua aetanvsauumm cnpaea
oToGpaXkaeT CTaTUCTUKY MO KaaoMy pasgeny. Tabnmua cocTout n3 AByx CTonbuoB:

e Category — cogepXxuT Ha3BaHus npasu

L] No. — nokasblBaeT KONMM4ecTBO NpaBui B KaXKAOM pasgene.
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INoruka pasmewenuns npasun B Access Rules n IPsec
Rules

B nonutnke, kotopas 3arpyxaetca B CSP VPN Gate, npaBuna Access Rule n IPsec Rule
onuceiBatoTcs abCcontoTHO 0aNHAKOBbIMU CTPYKTypamu. Co3gaBasi HOBOe nNpaBuiio,
nonb3oBartenke 00bIYHO NpeanonaraeT, 6yaeT OHO NPUBSA3aHO K MHTepdency unm kK
KpunTorpacumyeckon kapTe. [1o3TOMy, HOBOE NpaBMno OH cpa3y Co3aaeT B
COOTBETCTBYIOLLEM pa3fene:

e B pasgene Access Rules oTobpaxatoTcs npaBuna, KoTopble NPUBA3LIBAKOTCA K
NUHTepdencam

e B pasgene IPsec Rules oToGpaxatoTcs npaBuna, KOTopble NPUBA3bIBAOTCA K
Kpuntorpaduyeckom kapTe.

Vcnonb3oBaHmne O4HOrO U TOrO e npaswuna, Anga CBs3n U ¢ UHTepdencom u c
KpunTorpacu4eckon KapTon — 3K30TnYecKas cuTyaunsi, Ho, TeM He MeHee, 3TO He
3anpeLeHo. CylecTByeT orpaHuyeHune:

e Standard Rule (CtaHgapTHOe npaBuno) — He MOXeT OblTb MPMBA3AHO K
KpunTorpacdumyeckon kapTe, crnegoBaTenbHo, Standard Rule moxeT oTobpaxaTtbest
Tonbko B Access Rules, n HoBoe Standard Rule moxeT ObITb CO34aHO TOMNbLKO B
pasgene Access Rules.

Ecnu npasuno npuBasaHo u K MHTEPgENCY 1 K Kpuntorpaduyeckon kapTe, TO OHO
oTobpaxaeTcs B ABYX pa3genax. 3ameTtum cpasy, YTo 3TO OAHO U TO e MpaBuno, T.e.
nocne pefakTMpoBaHWs €ro napameTpoB B OAHOM 13 pa3fernos, NPON3oUAYT Te Xe
N3MEHEHWsI, eCnn OTKPbITb MPaBUIIo B ApYrom pasgene.

Mpn nmnopTe TekyLLen KoHdUrypauum npasuna pacnpegenstoTca no pasgenam no
crnepyoLwemy anroputmy:

e Bce Standard Rules otobpaxatotcs B pasgene Access Rules

e Ecnu npaBnno npmBsAsaHo k Kpuntorpadn4eckon kapTe, OHO 0b6A3aTeNbHO
oTobparkaeTtcs B IPsec Rules

e Ecnu npaBuno npmBasaHo k MHTepdericy, oHO 0bsi3aTenbHO OTOOpaXkaeTcs B
Access Rules

e Ecnu npaBuno He NpuBA3aHO HU K MHTEPdENCY, HU K KpUnTorpadmuyecKkon KapTe,
OHo oTobpaxaeTcsa B Access Rules. V13 nocnegHero cnegyeT, 4To ecnv co3aaTb
npasuna B pasgene IPsec Rules, He npnBs3aTth UX K KpunTorpaduyeckon kapTe, u
3arpy3uTb nonutuky B CSP VPN Gate, To nocrne umnopTta NonuTHUKN BCe 3TH
npasuna okaxytcsa B Access Rules. Ho nocne npuBA3ku aTux npasun kK
KpunTorpaduyeckon kapTe 1 nocneayloLen sarpyskm-umnopTa, npasuna okaxyTcs
B pa3gene |IPsec Rules, kak n3Ha4anbHO 1 NNaHMpoBanocs.

Ecnu npaBuno, kotopoe oTobpaxaeTcsa B pasaene Access Rules, npuesasbiBaeTcs K
KpunTorpachmyeckon kapTe, Unu npaeuno, kotopoe otobpaxaetcs B IPsec Rules,
NpuBA3bIBAETCA K MHTEPMENCY, TO Takoe NpaBunio oTobpaxkaeTcsa B ABYX pasgenax.

Ecnun npaeuno 6bino cos3gaHo B pasgene Access Rules, nMbo nonano B 3TOT pa3gen nocne
nmnopTa, OHO oToOpaXkaeTcsa B 3TOM pasgerie 4O CrneayloLero umrnopTa KoHurypaumm,
nmbo [o yaaneHus aToro npasuna. Ecnv Takoe npaBuno 6bi510 NpYBA3aHo K
KpunTorpadu4eckon kapTe, U cTano oTobpaxaTbCs B ABYX pasfenax, a B anbHenwem
ObINo 0TBA3AHO OT BCEX KpunTorpadmyecknx KapT, TO OHO B ntore 6yaet otobpaxaTbes
Tonbko B Access Rules.

Ecnu npaeuno 6eino cos3gaHo B pasgene IPsec Rules, nnbo nonano B 3TOT pasaen nocne
nMmnopTa, OHO oTobpaxkaeTcsa B 3TOM pa3ferne Ao cnenylLwero nMmnopTta KoHdurypaumm
nnbo po ypaneHus aToro npasuna. Ecnv takoe npaeuno 6bi510 NprMBA3aHO K MHTEpPdEencam,
1 cTano oTobpaxaTtbCs B ABYX pa3gernax, a B JanbHenweM 6610 0TBA3aHO OT BCeX
NMHTEpdEeNcoB, TO OHO B UTore ByaeTt oTobpaxaTbcs Tonbko B IPsec Rules.

Ewe ogHa ocobeHHOCTL — oTOBpaxeHue Action (gericteue). [Ing 0gHOro 1 TOro xe
npaswuna, otobpaxatoLerocs B AByx pasgenax, oyget cnegytollee cooTeeTcTBue. Ecnu B
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pasgene Access Rules ans HekoTopon 3anucu 3agaHo genctene Permit, To B pasgene
IPsec Rules gns aTow 3anucu 6yaet 3agaHo aevicteue Protect the traffic, ecnun xe B Access
Rules 3agaHo Deny, 1o B IPsec Rules 6yaeTt Do not protect.

Access Rules

MpaBuna gocTtyna npegHasHayveHbl Ans unbTpauum NakeToB No pasHbiM Npu3HaKkam
(PucyHok 10).

MakeTbl MOXXHO (OUNBLTPOBATL TOMBKO MO aapecy oTnpaBuTens nNuGo no agpecy
OTNpaBuUTEnNs NakeTa, agpecy noslyyartens nakerta, TNy NpoTokona, NopTy OTNpaBuTens u
nopTy nony4arens.

MpounsBoauTcs unbTpaLns ToNbKO BXOASLLEro Tpaduka v Bce npasBuia, co3gaBaemMble B
pasgene Access Rules, crieayeT NoHMaTb TOSbKO B 3TOM CMbICTIE.

lMpaBuno gocTtyna — 3T0 ynopsAoyeHHbIn Habop 3anucen, kaxaas U3 KOTopbix paspeLuaeT
nnu 3anpeLlaeT NPOXOXAeHWe nakeTa Yepes nHtepdenc B 3aBUCMMOCTM OT MHOpPMaL MK,
copepxalienca B nakete. 3anvucu npasuna 4octyna NPUMMEHSIOTCS K KaXaoMy nakeTy
nocrnefoBaTtenbHO, Ha4YMHas ¢ NepBoro, Ao Tex Nnop, noka He ByaeT HanaeHa 3anuchb,
napameTpbl KOTOpon ByayT coBnagaTh C NnapaMeTpaMu 3arofnoBka naketa. M k nakety
OyoeT NpMMEHSATLCH TO AeVCTBUe, KOTOPOoe NpeanMcaHo B aTon 3anucu. (B atom cnyyae
rOBOPSAT, YTO MakeT nognagaet nog npasuno.) [py HaxoxgeHun Takon 3anucu cneayowme
3anucu B NpaBuie yxe He nposepstoTcs. Ecnv Takon 3anncm He HaWQeHo — nakeT
YHUYTOXaeTCs.

ZZCSP ¥PN Gate 10.0.34.10 =12 EI
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e Tpu KHOMKM ynpaBreHus:
e Add - kHOMKa BbI30Ba OKHa 4111 CO3[4aHUsi HOBOrO MpaBuna gocTyna

e Edit — kHonka BbI3OBa OKHa Ans penakTtnpoBaHua BblAeN1IEHHOIO npasuna
AocTtyna

e Delete — kHormka yaoaneHunda BblgerieHHOoro npasuna gocrtyna

e B BepxHen Tabnuue pasmeLlaloTcs npasuna goctyna. B Hern MoXHO BbioensaTb
TONbKO OAHY CTpoKy. CocTaB cTonbLoB Tabnuupl;

e Name/Number — msi unM Homep Npaeuna g4ocTyna

e Used by — nmeHa nHTepdericoB 1 nonuTuk IPsec, K KOTOpbIM NPUBS3aHO
npaeunno gocryna

e Type — Tun npasuna goctyna (Standard/Extended —
CTanJapTHoe/pacLUMpeHHoe)

e B HwxHelt Tabnuue getanuanpyeTcs cogepaHve BblAeneHHoro npasuna gocTyna.
B 3aBucMMOCTM OT TMNA BbIAENEHHOTO NpaBuna A4oCTyna cocTaB CTON6LOB Tabnuubl
6yneT pasHbimM. [ns npasuna gocTyna tuna Extended coctas cton6uoB Tabnuubl
OyoeT crnegylowmi:

e cTonbey 6e3 Ha3BaHWs, B KOTOPOM COAEPXKUTCH MKOHKA, COOTBETCTBYHOLLAs
Tuny BbibpaHHoro gencremns ("ranoyka” — Permit (MponyckaTs), "kpecTmk" —
Deny (He nponyckaTb))

e Action — gewncTBue, koTopoe OyaeT NnpuMeHsATbes K nakeTy (Permit/Deny) B
cnyyae nognagaHus ero nog npaeuno

e Source — IP-agpec oTnpaBuTens naketa. BoamoXxHO 3HayeHue any
e Destination — IP-agpec nonyyaTtens naketa. Bo3amoxHo 3HayeHne any
e Service — ceTeBOW cepBUC
UHdopmaumsa B ctonbue Service BEIBOAMTCA B COOTBETCTBUU CO CIEAYOLLEN NOMMKOMN:

e Ecnu B KayecTBe ceTeBOro cepsuca ycTaHoBMneH NpoTokos IP nnu npotokonsl
cemenctaa IP (koTopble ycTaHOBMEHbl BbIGOPOM U3 cnncka npeaonpeaeneHHbiX
NMPOTOKONOB B OKHe Ha PucyHok 16), To B ctonbue Service JomkHoO oTobpaxaTbes
TONbKO MMS NPOTOKOMA.

Mpumep:
Permit —123.123.123.2 —any — ip

e Ecnu B pamkax npoTtokonos TCP unu UDP ycTtaHoBneHb! NOPThl, OTAMYHbIE OT Any,
TO CTPYKTypa CTpOKu hopMmUpyeTcs criegyoLmm obpasom:
<Protocol Name>, src: <Port Name | Port Number>, dst: <Port Name | Port Number>
Ecnu B kayecTBe 3HayeHMs NopTa BBEAEHO YNCINEHHOE 3HAaYeHne, KOTOPOMY
COOTBETCTBYET UMSA NopTa B CAMCKe NpegonpeneneHHbIX NopToB, TO YACIIEHHOE
3HayeHve GydeT 3aMeHeHo Ha ums nopTta. 3ameHa NPon3BOANTCS NOCHe HaXaTus
kHonkn OK B okHe pefakTupoBaHus. [pn OTKpbITUM CReayoLwen ceccum
peaakTpoBaHus, B COOTBETCTBYHOLLIEM Nosie okHa OyaeT oTtobpaxaTtbcs He
YUCNEHHOE 3HAYEHUE, @ COOTBETCTBYHOLLEE EMY UMSI.
Ecnu y ucToyHmka nnm nony4vaTtens 3Ha4eHve noprta ycTaHOBINEHO paBHbIM Any, TO
Takomn 60K faHHBLIX HE MOKa3bIBAETCS.
Mpumep, B KOTOPOM y NopTa nony4vaTensi ycTaHOBMEHO 3HavYeHne Any:
Permit — 123.123.123.2 — any — udp, src: 124
Mpumep, B KOTOPOM 3Ha4YeHUe Any YCTaHOBIIEHO Y UCTOYHMKA:
Permit — 123.123.123.2 — any — udp, dst: ntp
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e Ecnu B kayecTBe 3Ha4YeHMI NOPTOB UCMOSb3YHTCHA AMaNasoHbl, TO OHU
oTobpaxatoTcs B ckobkax ¢ Aedpncom B Ka4ecTBe pasgenurens.
Mpumep:

Permit — 123.123.123.2 — any — udp, src: (123-345)

ﬂle BbIBOJE 3HAYEHUN JMana3oHOB NCNOJ1b3YKOTCA TOJIbKO YNCIIEHHbIE 3Ha4YEeHUA
Aaxe B clyvasXx, korga YncrneHHomMmy 3Ha4eHnUo MOXHO NOCTaBUTb B COOTBETCTBUE
nMA U3 CNCKa npegonpenerieHHbIX NopToB.

CocrtaB ctonbuoB Tabnuubl 4nst npaBuia goctyna tuna Standard:
e cTonbel, 6e3 Ha3BaHUA C UKOHKAMWN BO3MOXHbIX AENCTBUN
e Action —gencTBue, koTopoe byaeT NPUMEHATLCA K NakeTy

e Source — nms unm IP—a/J,pec oTnpaBUTENA NakeTa. Bo3MOXHO 3Ha4eHue any.

Co3paHue HOBOrO npasuna gocrtyna

CospgaHve HOBOro npasuna gocTyna ocylwectensercsa B okHe Add a Rule (PucyHok 11),
KOTOpoe BbI3biBaeTcst kHonkon Add B okHe Rules.

x
MameMumber Type:
[130 |Extended |
Rule Entry:

permit kop hiosk  eq ftp host 10.0,34 add
Edit
Delete

Clone

[Mave L@

1I | _,I Mave Do

~Interface Association

I e

IFastEthernetD,l’El i Associate

(04 Cancel Help

PucyHok 11

OKHO COAEpPXMUT CrieaytoLLmne aNeMeHTbI:

e Name/Number — none BBOAa UMEHN UM HOMEpPa NpaBuna, KOTOPbIEe SOJKHbI
YOOBMNETBOPATL CNEAYIOLLMM YCIOBUSIM:

e HOMepa Ang cTaHAapTHbIX NPaBWM AOMMKHbI exaTtb B AgnanasoHax oT 1 4o 99 n
o1 1300 go 1999

e HOMepa AN paclMpeHHbIX NPaBun AOMKHbLI Nexarb B AvanasoHax ot 100 go
199 n ot 2000 po 2699

®  VIMS UM HOMEpP Co34aBaeMoro (pedakTMpyemMmoro) npaeuna AOMKHbl ObiTb
YHMKanbHbIMM
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B MMEHM [OMKHbI UCMOb30BaThCA TOMbKO NaTUHCKME BYKBbI, LMdpPbI 1
cumBonbl '#$%&’()*+,-./;:<=>@[\]"_'{|}~? v He ponyckatoTcs npo6enbl

Ha3BaHWe npaBuna ob6a3aTenbHO JOMKHO HAYMHATLCS C GYKBbI.

e Type — tvn npaeuna — Standard Rule nnn Extended Rule.
CraHgapTHble npaBuna NCNonb3yTCA TOraa, Korga Hy)kKHO onnbTpoBaTh NakeTbl
TONbKO MO agpecy oTnpaBuTens nakeTa.
PaclwmnpeHHble npaBuna ucnonb3ytotcsa ansa 6onee rmbkon punbTpaLmm NakeTos -
no agpecy oTnpasuTens nakeTa, agpecy nonydyaTens naketa, no Tuny NpoTokona,
nopTy oTNpaBuTeNs nakeTa v NopTy nony4yaTens.
Bbibop Tvna npasuna onpegenseT OKHO, KOTOpoe ByAeT OTKPbITO MO HaXaTuio
kHonkn Add ansa cosgaHusa 3anuncu. [Nocne Toro kak B Rule Entry (cnucok 3anucen B
npaswne) 6yaeTt nomelleHa nepeas 3annck, anemeHT Type 6nokupyetcs. Ecnm
CMUCOK 3an1cen o4ncTuTb, To anemeHT Type 6yaeTt pa3bnokuposaH. Jlorvka
OCHOBaHa Ha TOM, YTO NMPaBMUII0 HE MOXET CoAePKaTb PA3HOPOAHbIX 3anucen.

e Rule Entry — cnucok 3anucer B 4aHHOM NpaBusie. 3anncu B CUCKE HYXKHO
pacnonoXuTb B Nopsiake yobiBaHUS NpuopuTeTa

e Interface Association — rpynna, B KOTOPOW NPON3BOAUNTCS CBSA3bIBaHNE
c034aBaemoro npasuna ¢ ceteBblM MHTEpdencom. ['pynna coctonT u3
GrokupoBaHHOro Nons BBoAa U KHOMkn Associate.

e  KHOMKM ynpaeneHus:

Add — KHOMKa BbI30Ba OKHa 4S5 CO34aHUsA HOBOW 3anucu B npasune

Clone — kHomMKa BbI30Ba OKHa A5 co34aHuUsa HOBOM 3annucn Ha 6ase
CYLLIECTBYIOLLEN BblAENEHHON 3anncu

Edit — kHoMnKa BbI30Ba OKHa AN peakTUpPOBaHWS BblaeNeHHoN 3anucu
Delete — kHomMka yaaneHust BolAeneHHON 3anucu

Move Up — KHoMKa nepemMeLLeHnsi BbIAENEHHON 3anMcu npaBuna Ha ogHy
No3nLMI0 BBEPX ANs yBENUYEHUS npruopuTeTa

Move Down — KHOMKa nepeMeLLeHns1 BbiAerNeHHOW 3anMcy Ha OAHY NO3ULMIO
BHM3 ONS CHMXEHUsI npuoputeTa

Associate — KHOMKa, Bbl3blBaloLLAst OKHO A CBA3bIBaHWSA Npasuna c
NHTEpdencom

OK — kHorMKa 3aKpbITUA OKHa C COXpaHeHneM caeriaHHbIX M3MEHEHNN

Cancel — kHonka 3aKpbITUA OKHa bes COXpaHeHnA caenaHHbIX N3MEHEHNNA.

PaspeluaeTcsa cosgaBatb "nycTble” npaBuna, KOTopble UMEIOT TONbKO HOMEpP/UMS 1 TUn
npasuna, Ho He coaep)aT 3anucen.
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Co3paaHue 3anucy B CTaHAAPTHOM NpaBune

[nsa cosgaHna 3anucK B cTaH4apTHOM npaBune ucnonb3yetcd okHo Add a Standard Rule

Entry (PucyHok 12), koTopoe Bbi3blBaeTcs kHomnkon Add B okHe Add a Rule.

¥ add a standard Rule Entry x|

—Ackion

Select an action: IPermit LI

—Source Hosk/Metwaork
Type: I.ﬁ. Metwork, LI

IP Address: |111.111.111.EI

Wideard Maski |.255.255,255 v |fe =

Ik | Cancel | Help |

PucyHok 12

370 OKHO coaepXxunT cnepgyrouimne aneMeHTbl:

e Action — gencrteue, koTopoe OyaeT NPUMEHATLCA K NAKeTy, €CNK OH NoAnagaeT nog

npasuno. CoaepxuTt BbiNagatoLwmin CNNCOK C ABYMSA BO3MOXHbLIMU AEACTBUSMU —
Permit (nponyckaTb nakeT) u Deny (He nponyckaTtb nakeT). 1o ymonyaHuio
yCTaHOBMEHO 3HayvyeHue Permit.

e Source Host/Network — Tak kKak Npou3BoguTCst punbTpaumst TONbKO BXOOSLLEro
Tpaduka, B aToW rpynmne ykasbiBaeTcs |P-agpec unu guanasoH IP-agpecoB
OTNPaBUTENs NaKkeToB, MPUXOAALLMX U3BHE HA MHTEPMEIC, K KOTOPOMY AOMKHO
ObITb NPMBA3AHO NPABUIO.

e Type — T1n oTnNpasuTens
e A Network — nogcetb
e A Host - xoct
e Any IP Address — nio6on IP-agpec. 3HayeHne nNo ymonyaHuio.

e |P Address — IP-agpec oTnpaButens nakeTos
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e Wildcard Mask ncnonesyeTcs B npasunax goctyna v npasunax IPsec ans Toro,
4yTOObl ONPeaenuTbL COOTBETCTBYET NN NakeT Kakon-nnbo 3anvcu B npaBurie.
Wildcard Mask — aTo wabnoH macku, KOTOpbIV yka3biBaeT Kakas 4acTtb IP-
ajpeca nakeTta gomkHa cosnagaTthk ¢ IP-agpecom B 3anucu npasuna. Wildcard
Mask cogepxut 32 6uta, Takoe e KonnyecTso 6ut n B IP-agpece.

Ecnun B wabnoHe macku kakon-nmbo out paeeH 0, To TOT Xe camblin 6uT B IP-
agpece nakeTa AOSHKEH TOYHO COBMagaTth NO 3HAYEHUtO ¢ TeM e Gutom B IP-
agpece 3anvcu npasuna.

Ecnu B wabnoHe macku kakon-nmbo 6yt paseH 1, TO COOTBETCTBYOLWMIN BUT B
IP-agpece nakeTa NPoBEPSATb HE HYXKHO, OH MOXET NpuMHUMaTh 3HadyeHne nnbo
0, nnbo 1, T.e. OH ABNSAETCA HECYLLECTBEHHbIM BUTOM.

Hanpumep, ecnn Wildcard Mask pasHa 0.0.0.0, To Bce 3HauyeHus 6utos B IP-
agpece nakeTa JoMmkHbl TOYHO coBMagaThb C COOTBETCTBYOWMUMYN Butamu B IP-
agpece 3anucu npasuna. MNMpun Wilcard Mask pasHon 0.0.255.255 3HayeHus
nepsbix 16 6uToB B IP-agpece nakeTa JOMKHbLI TOYHO coBMagaTb CO
3HaYeHnsIMM aTux xxe 6utos B IP-agpece 3anuncu npasuna.

BaxxHo, 4ytobbl B Wildcard Mask B gBOMYHOM npeacTaBrneHnn He YepeaoBanuch
0 n 1. Hanpumep, MOXHO ucnonb3oBaTb WwabnoH 0.0.31.255, KoTopbin MOXHO
3anucaTb B ABOUYHOM MpeaCcTaBeHUn Kak
00000000.00000000.00011111.11111111 n Henb3s Ucnonb3oBaTb LWAGMOH
0.0.255.0 (00000000.00000000.11111111.00000000).

LLlabnoH macku MOXHO 3agaTb C NOMOLLBIO Bbibopa 0gHOro 13
npeaycTaHoOBIEHHbIX 3Ha4YeHWUI U3 BbiNagaroLwero cnvcka unvM BBooMm ¢
KnaBumaTypbl, U1 UCNONb3oBaTb none cnuHbokca. B none cnuHGokca bGyoet
BbICTaBMNATbCA He OMTOBas macka, a MHBepTMpoBaHHas GutoBas Macka.
BbinagaroLwuin Crnvcok cogepxuT NATb NPeayCTaHOBMNEHHbLIX 3HAYEHWI:
0.0.0.0, 0.0.0.255, 0.0.255.255, 0.255.255.255, 255.255.255.255

YcTaHoBKa 3Ha4yeHus wabnoHa macku, kotopoe paBHo 255.255.255.255 ans
noboro IP Address, 6yaeTt nHTepnpeTupoBaThCs, Kak yCTaHOBKa 3HaYeHust
Type pasHoro Any IP Address. Npu ycTaHOBKe Takoro 3Ha4eHus 1 3aKkpbiTUn
OKHa pegakTnpoBaHus kHornkon OK cTpoka co3gaHHoM 3anucu B okHe Add a
Rule (PucyHok 11) 6ygeT BMECTO agpeca 1 Macku CoAepaTb 3Ha4YeHue any.
Mpu BbI3OBE OKHa pefaKkTUPOBaHUA 3TOW CTPOKM BbiNagdalowmn cnucok Type
OyneT BbicTaBneH B nonoxeHue Any IP Address, a nons IP Address n Wildcard
Mask — 3abrnokupoBaHbI.

B 3aBMCMMOCTM OT yCTAHOBINEHHOIO 3Ha4YeHNst Type anemMeHTbl rpynmnbl Source
Host/Network 6yayT MeHsATb cBOE NoBeAeHME:

e ecnu yctaHoBneHo 3HadeHue A Network, To 6yayT OOCTynHbI 1 06513aTenbHbl K
3anonHeHuto Bce nons rpynnel (PncyHok 12)

e pu ycTaHoBKe 3HauyeHns A Host 6nokupyetca anemeHT Wildcard Mask
(PucyHok 13)

e pu ycTaHoBKe 3Ha4yeHus Any IP Address OyayT 6nokupoBaHbl anemMeHThl IP
Address n Wildcard Mask (PucyHok 14).
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¥ add a Standard Rule Entry

x|

—Ackion

Select an action: IF‘ermit

=]

—Source HostfMebwork

Type: I.ﬁ. Hosk

IP Address: |111.1111.111.1

Wildcard Mask: I L”_ -

K | Cancel | Help

PucyHok 13

P add a Standard Rule Enkry

X

—Ackion

Select an ackion; IF‘ermit

—Source Hosk[Metwark

Type:

IF Address: I

wildcard Mask: I ;”_

Ok | Cancel | Help

PucyHok 14
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Co3paaHue 3anucu B paclUMpPeHHOM NpaBuie focTyna

HaxaTtue kHonku Add B okHe co3gaHua paclumpeHHoro npasuna Add a Rule oTkpbiBaeT
okHo Add an Extended Rule Entry ans cosgaHus 3anucu B npasune (PucyHok 15):

B ndd an Extended Rule Entry x|

Ackion

Select an action: |l -

Source HoskMebwork, Destination HoskMetwark:,

Type: I.ﬁ. Metwork, ;I Type: I.ﬁ. Mebwork, ;I
IP Address: I IF Address: I

wildcard Mask: I ;II - wildcard Mask: I ;II
IP

Protocal; Iip |

Ik Cancel Help

PucyHok 15

OkHo COoOepXuT crnegyLwine areMeHTbl:

e [pynna Action — BbIGpaTb OelCTBUE, KOTOPOE ByaeT NPUMEHSATLCA K MAKeTY,
nognagatoLwemMy nod AaHHYo 3anunck npasuna: Nponyckatb UK He NponyckaTb
nakeT

e [pynna Source Host/Network - Tak kak npon3BoaMTCa pmnbTpauus TonNbKo
BXoZsiLLero Tpaduka, B 3TON rpynne ykasbiBaeTcst IP-agpec nnu avanasoH IP-
alpecoB OTNpaBUTENSs NaKeTOB, NPUXOASALLMX U3BHE HA UHTepENC, K KOTOPOMY
[OIMKHO BbITb MPUBSI3AaHO NpaBuo.

e [pynna Destination Host/Network - B aTon rpynne ykasbiBaeTcs IP-agpec unu
AnanasoH IP-agpecoB nornyyaTensa nakeTos, NPUXOAALLNX U3BHE Ha UHTepPdENC, K
KOTOPOMY AOMKHO BbITb NPUBA3AHO NPaBuo.

MoeeneHune anemeHTOoB B rpynnax Source Host/Network n Destination Host/Network
aHanorn4yHo NoBeAeHuto NogobHbBIX 3NIEMEHTOB, ONMMCaHHLIX B pasgene "CosgaHve 3anucu
B CTaHOgapTHOM npasune”

e [pynna IP cogepxuT Kak obLime, Tak u cneumdmnyeckne 4actu, B 3aBMCMMOCTM OT
BblOpaHHoro IP-npoTokona.

e Protocol — none gns BBoga MMeHun npotokona. MNpoToKon MOXHO BBECTHU
BPYYHYIO, yKa3aB UMsS NPOTOKOSa MM HOMep NpoTokona B AnanasoHe ot 0 Ao
255, nnbo BbIbpaTh N3 cnncka npegonpeaeneHHbIX NPOTOKOMNOB B OkHe IP
Protocols, KoTopoe OTKpbIBAETCS MO HaXaTuo KHOMKK «...» (PncyHok 16).
Homep BBegeHHOro npotokona 6yaeT NpoBepATbCA No HaxaTtuio kHomku OK.
Ecnu Homep nNpoTokona BbIXOOUT 3a Npefernbl 3ape3epBUpPOBaHHOIO
npocTpaHCcTBa - byaeT BblgaHo coobueHne ob owmnbke. Ecnv BBeaeHHOMY
HOMepy COOTBETCTBYET MMS1 MPOTOKONA B NPEeAONPEeAENEHHOM CMMCKe, TO 3TO
nms 1 6ygeT NOACTaBMEHO B Nosie BBOAA.
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OkHO co cnuckom npegonpeneneHHbIX NPOTOKOJIOB:

x|

ip(d)
boplE)
udpi 173
ahpis1)
Eigrpl3s)
espisl)
arerd )
jcmpi 1)
igrpi )
|ipinipi4)
nosi94)
0spfis9)
pepi103)

Ik Zancel

PucyHok 16

Mpu BbIGOpe npoTokona TCP 13 cnucka npegonpeneneHHbix NpoTokonos (PyucyHok 16), B
okHe Add an Extended Rule Entry nosiButcs asa HoBbIX nosnisi — Source Port TCP (range) n
Destination Port TCP (range) (PucyHok 17):

% add an Extended Rule Entry

—&ckion

Select an action: IF‘ermit

—Source Host/Mebwork

x|

—Destination HoskHetwarl:

Type: I.ﬁ. Metvork,

;I Type: I.ﬁ. Mebwork,

IP Address:  [10.10.14.1

Wildcard Mask: |J.n.n.255

IP Address:  [10.10.11.1

wWildcard Mask: |J.n.|:|.255

TP

Protocol; Itu:p

v Source Paork TCP{range)

[~ Destination Port TCP{range)

IFtp-data IFI:p _l IFtp
Ok, | Cancel | Help
PucyHok 17
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e [pynna Source Port TCP (range) - B Hel yka3blBaeTCs NopT Unm guanasoH nopToB
oTnpaBuTEns nakeTa

e [pynna Destination Port TCP (range) - B Hel yka3sbiBaeTCs NOpT Unun AnanasoH
MoOpTOB Nofyyarens nakerta
Mpn ycTaHoBKe chnaxka (range) NpoucxoauT NepeknioyeHne B pexnm BBoga
Avana3oHoB NopToB. [pn 3TOM nosBnseTcs AONOMHUTENbHOE Norne BBOAA.

YKkasaTb NOpT MOXHO B0 BPYYHYIO, MMBO HaxaTb KHOMKY «...» U BbIbpaTb 3HaYeHne
13 npegonpegeneHHoro cnucka. lNMpu BBoAe BPYYHYO BO3MOXEH BBOA Kak
undpoBbIx 3HaveHun ot 0 po 65535, Tak 1 Ha3BaHMKM nopToB. Ecnu 3agaeTtca
OAMHOYHBIN NOPT U BPYYHYIO BBOAUTCH YNCNEHHOE 3HaYEHUe nopTa, KOTOPbIN
NPUCYTCTBYET B NpeAonpeaeneHHOM Crncke, To nocne Haxatus kHonkn OK BMecTo
HoMmepa nopTa ByaeT noAcTaBneHo ero Nmvs.

Ecnn 3apgaeTcs guanasoH NOPTOB 1 BPYYHYIO UK M3 CUCKa B NOMe BBOANTCH UMS
nopTa, TO nocrne HaxaTtus kHonkun OK BMecTo nMeHu nopTa 6yaeT NOACTaBMEHO ero
yncneHHoe 3HayeHue. Ecnu nepBoe 3HadeHne Npu BBOAE AnanasoHa nopToB
GonbLue BTOPOro, TO nocrne Haxatusa kHonkn OK 3Tu 3HaYeHns NOMEHSATCH
mMecTamu.

Mpu BbIBOpe npotokona UDP u3 cnucka npegonpeneneHHbix npoTokonos (PucyHok 16), B
okHe Add an Extended Rule Entry nosiBatcs ase Hosble rpynnbl Source Port UDP(range) n
Destination Port UDP(range), aHanorm4Hble onncaHHbIM Bbiwe rpynnam ans TCP
npoTokona.

Pep,aKTMPOBaHVIe BblAeNIeHHOW 3anuncK B npasune

PepaktupoBaHue 3anucun nponssoautcs B okHe Edit a Standard/Extended Rule Entry,
KOTOpoOe BbI3blBaeTCs ¢ nomoLbio KHomku Edit B okHe Add a Rule unu Edit a Rule.
PepnaktnpyeTca BbigeneHHas crpoka. OKHO pejakTupoBaHus coBnagaeT ¢ okHoM Add a
Standard Rule Entry unun Add an Extended Rule Entry. OkHo 6ygeT 3anonHeHo
napameTpamMu BblAENEHHON 3anucu (TemMu, KOTopble ObINK yCTaHOBMNEHBI MPU CO34aHUK
3anucu unu NocriegHeEM ceaHce peaakTMpoBaHuWs).

KnoHupoBaHue BbIgeneHHON 3anucu B npaBune

HaxaTwne kHonku Clone B okHe Add a Rule oTkpbiBaeT OKHO co34aHMsa HOBOW 3anvcu B
npaBwune Ha OCHOBe CyLLlecTBytoLen 3anucu. B 3aBucnmoctn ot Tuna npasuna éyget
OTKpbITO NMB0o okHO Add a Standard Rule Entry nnbo okHo Add an Extended Rule Entry. B
OTKPbITOM OKHe Mons 6yayT 3anonHeHbl NnapameTpaMu 3anuncu, kotopas 6bina BbibpaHa ons
KIMOHMPOBaHMS.

YpaneHue BbIAeNeHHON 3anucu B npasune

YpaneHue BblgeneHHoOW 3anncu npoussoamtca kHonkor Delete B okHe Add a Rule. Haxatue
3TOM KHOMKM BbI3bIBAET OKHO C NpeaynpexaeHnem o HeobxoanmocTy NoaTBEPAUTb
yaanenue 3anucu. lNocne nonyyeHns nogTBEpXXOEHNs 3annchb yaanseTcs.
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MpuBAa3ka npaBuna K MHTepdency

Mpwn HaxxaTum kHonkm Associate B okHe Add a Rule nosiBnsieTcst okHo Associate with an
Interface (PucyHok 18):

I Associate with an Interface x|

Select an Inkerface:

(4 | Cancel | Help |

PucyHok 18

Accoumnanmsa npaeuna ¢ MHTepdENCoOM O3HaYaeT, YTO NPaBUIO HaYMHAET paboTaTb kak
dunbTpylowee ang sxoaswero Tpaduka Ha nHtepdenc.

970 OKHO coaepXxunT cnepyrouimne aneMeHTbl:

e Select an Interface — none ans Buibopa nHTEpdenca, K koTopomy dyaet
npuBs3bIBaTbCA AaHHOE npaBuo. CoaepXuT BbinagatrLwmnin CNMcoK MHTePEENCoB:

e none — 3HayeHue no ymonyaHuio. Mpu BbiGope 3TOro 3HayeHns NPaBumo He
ByaeT npmBsi3aHo K nHTepdency.

Ecnu BbIBpaHHbIN MHTEPEENC yKe UMEET CBA3AHHOE C HUM MPaBumo, TO NP HaXxaTum
kHonkn OK BygeT OTKpbITO OKHO C NpeaynpexaeHneM, YTo BbibpaHHbIA MHTEPdENC yxe
CBSI3aH C NpaBuioM (HoMep/ums npasuna) u BONPOCOM, XernaeT fv nornb3osaTerb
N3MEHWTb Y 3TOro MHTepdenca ceasaHHoe npasuno. [pu yTBepaMTeNnbHOM OTBETE Ha 3TOT
BOMPOC CBSA3b BbIOpaAHHOro MHTepdenca 1 NpMBA3aHHOIo Npaswuna pa3pbiBaeTcs, K
nHTepdency NnpueBa3biBaeTcs cosgasaemoe npasuno. Mpu oTpyMuatensHOM oTBeTe -
npoueaypa co3gaHus npasuna npogormkaetcs. [Npu Beibope 3HaueHust None npasuno
6yneT cozgaHo 6e3 NpuBA3KM K MHTEPdENCY.

PeAaKTMPOBaHMe BblaenieHHOro npasuna gocrtyna

KHonka Edit B okHe Rules Bbi3biBaeT OKHO pedakTupoBaHus npasuna Edit a Rule

(PvcyHok 19), kKOTOpOe MO COCTaBy 3IEMEHTOB COBMaAaeT C OKHOM CO3[aHUsi HOBOTO
npasuna Add a Rule 3a ucknoveHmem KHomnkn Associate. PegaktnpoBaHue npasuna nveet
cnepywoLmne ocobeHHOCTH:

e 3anpeLleHo pegaktuposaHue nons Name/Number
e 3anpeLleHo pegakTupoBaHue nons Type

e 3anpeLleHo pegakTMpoBaHue nong Interface Association (6noknpoBaH cnncok
nUHTEepdencos).

Peﬂ,aKTVIPOBaHVIe npasuna npon3BoanTCA TeEMU Ke ynpaBiAalOLWNMU KHOMKaMKn, 4YTO 1 Npu
co3daHnKM HOBOIO NpaBwuna goctyna.
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T Edit a Rule x|

MameMumber: Type:
|13IZI IExtended j
Fule Entry:

petmit bcp host 222,222,222.2 eq ftp host 10.0,34,

permitip 111,111,111,0/0.0.0,255 10.0.34.000.0.0

Edit
Delete

Clone

Move Lip

lI | LI [ e o

~Interface Associakion

e
o
e
o
T

|FastEthernetofo

(0] 4 Zancel Help

PucyHok 19

YaaneHve BbiaeneHHOro npasuna gocrtyna

YpaneHve BblaeneHHOro npasuna B okHe Rules nponssoauTcs ¢ noMoLbio kHonku Delete.
Ecnv BbigeneHHoe npaBuno He npuBsi3aHo HU K MHTepdency, HU K KpunTorpadmuyeckomn
KapTe, TO 6ygeT OTKpbITO OKHO € TpeboBaHWeM NOATBEPXKAEHUS yAaNEeHUs.

Ecnu BblgeneHHoe npaBuno NpmBA3aHo K UHTepdency, To dyaeTt BblgaHo coobLieHne o
HeobX04MMOCTUN CHavyana ycTpaHnTb MPUBA3KY K UHTEPENCY.

Ecnu yoandaemoe npaesuio npmnBA3aHoO K KpMHTOFpa(bMLleCKOVI KapTe, TO BblAaeTcAd
coobLeHne o HeobXxoaNMOCTH YCTPAaHUTb OAaHHYKO NPUBA3KY K KpVIHTOFpad)VI‘-IeCKOVI KapTe.
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IPsec Rules

B atom pasgene (PucyHok 20) MOXHO npocmMaTpvBaTth, CO34aBaTthb, PeAakTMpoBaTh U1
yaanate npasuna IPsec.

Mpasuno IPsec 3agaeT ncxogdawmmn Tpaduk, KOTOpbIN cneayeTt Unn He creayeT 3almaTb
cpeactBamu IPsec. [Insa BxoasLuero Tpaduka ncnonb3yeTcs To xe camoe npasuno IPsec
ANs BbIABNEHUS Tpadumka Ans pacwmgpoBaHus, Npn 3ToM agpeca oTnpasutens u
nony4aTens B npaBuie NpocMaTpMBaloTcst B 06paTHOM NOpsAKe.

Mpasuno IPsec npuessbiBaeTcs K Kpuntorpadunyeckon kapte B nonutuke IPsec. Ota
npuBsi3ka OcyLLleCTBNsiIeTCs B pasaene |IPsec Policies.

maBHas dhopma B 3TOM pasaernie UMeeT TOT Xe Buf, 4To 1 B Access Rules, HO ¢ ogHUM
OTMMYMEM - STOT pasaern COAEePXUT TOMbKO pacLluMpeHHbIe Npasuna.

EP CSP ¥YPN Gate 10.0.34.10 =10l x|

File Miew Tools Help

. Rules
E@ Rules{ACLs) IPSec Rules add Delete |
g Bocess Fules
=M Tr<cr Rules
MamefMumber sed by Type
. ackion Source Destination Setvice
m Properties ¥ |Frotect 10.10.10.0/0.0... |12.12.12.0/0.0... |ip
"o
|
YPN
4 [
PucyHok 20
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Co3pnaHue HoBoro npasuna IPsec

Cosgagum npaeuno IPsec, koTopoe 6yaeT MCnonb30BaTbCs NPy CO34aHMM 3aLUULLLEHHOTO
B3anmMoaencTeua mexay asyms nogcetamm ¢ agpecamm — 10.10.10.0 n 12.12.12.0. MNepaas
noaceTb ¢ agpecom 10.10.10.0./255.255.255.0 sawmwaeTcs wnto3om 6e3onacHoctn CSP
VPN Gate (GW1) c BHelwHUM nHTepdericom 10.0.34.10 n BHYTPEHHUM MHTEPENCOM
10.10.10.1. A BTOpas noaceTtb ¢ agpecom 12.12.12.0 sawwmwaeTcs Wio3om 6e3onacHocTr
CSP VPN Gate (GW2) ¢ BHyTpeHHUM nHTepdencom 12.12.12.1.

[na cospaHuna Takux npasun IPsec Bbi3biBaeTcst okHO Add a Rule (PucyHok 21), koTopoe
coBnagaeTt C OKHOM Co3faHusi HOBOro npaewuna goctyna. OTnuumne dyaeT TONbKO B TOM, YTO
nong Type u Interface Association siBnstotca 6noknposaHHeiMu. [one Type 6nokupoBaHo
Ha 3HayeHun Extended.

X Add a Rule x|
rameMumber: Type:
|1I:I4 IExtended LI

Rule Entry:

#dd

Edit

Delete

Clone

Wi

[Maye o

lI | LI [ e o

~Interface Associakion

(0] 4 Zancel Help

PucyHok 21

Co3pnaHue 3anucu B npasune IPsec

KHonka Add B okHe Add a Rule oTtkpbiBaeT okHo Add an Extended Rule Entry (PucyHok 22),
aHanorm4yHoe OkHy B NMpaBuiie JOCTyna u onucaHHoe B pasgene "CosgaHue 3anvcu B
pacliMpeHHoM npasune gocryna”.

e [pynna Action — BbibpaTtb AencTBmne, KOTOpPoe DyaeT NPUMEHATLCS K TpaduKy,
nognagaroLemy nof AaHHYIo 3anuck npasuna:

e Protect — 3awmwaTb TpaduKk Ha OCHOBE NONUTUKK, 3a4aHHON
Kpuntorpadunyeckon kapTon. 3Ha4YeHne No yMon4aHuio

e Do not protect — He 3awmwaTh Tpaduk, NakeT OyageT NponyLeH Wwwo3om 6e3
IPsec o6paboTkn. Ecnu umeeTcsa npaeBunio ocTyna, NpuMBsi3aHHOE K
nHTepdpency, To Ansa NpPonyckaHns naketa Heobxoanmo, YTo6bl OH Noanagan
noa AencTeme 3anucum atoro npaeuna ¢ Action = Permit.

e [pynna Source Host/Network — B aTon rpynne ykasbiBaetcs |IP-agpec unu guanasoH
IP-agpecos, 3alumiiaemMbIX JaHHbIM LWA30M 6e30nacHOCTM
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e [pynna Destination Host/Network - B aTon rpynne ykasbiBaeTcs IP-agpec unu
AmanasoH IP-agpecos, 3alumwaembiX NapTHEPOM AaHHOro wrto3a no IPsec-

COeUHEHMUIO.

Ona GW1, sawuwatowero nogcetb 10.10.10.0, cozgagmm 3annchb B Npasuie — 3awuwaTb
Tpadwmk 13 nogcetn 10.10.10.0 B noaceTb 12.12.12.0 no npoTokony ip.

B ndd an Extended Rule Entry x|

—Ackion

Select an action; IF‘ru:uteu:I:

—Source Hosk[Metwark

~Destination HoskfMetworlk,

Type: I.ﬁ. Mebwork,

;I Type:

I.ﬁ. Metwork,

1P Address: |1|:|.1|:|.1|:|.n

IP Address: |12.12.12.n

wildcard Mask: IJ.D.D.255

wildcard Mask: |J.|:|.n.255|

i

Praotocol; Iip

o

Ik Cancel Help

PucyHok 22

Mpu HaxxaTum kHonkm OK, B okHe Add a Rule nosisutcst nepsasi 3anmchb.

PepaktupoBaHue 3anucu B npasune IPsec

PepnaktnpoBaHmne BbigeneHHow 3anvcy npasuna IPsec npoussogutcs B okHe Edit an
Extended Rule Entry, koTopoe BbI3biBaeTcs kHonkon Edit. 3To okHO aHanorm4yHo okHy Add
an Extended Rule Entry.

KnonupoBanue 3anucu B npasune IPsec

HaxaTtune kHonkn Clone B okHe co3gaHus npasuna Add a Rule oTkpbiBaeT okHO Add an
Extended Rule Entry, B kKOTOpOM BCe MOIs 3anofiHeHbl NapaMeTpamm 3anncu, kotopas
Obina BeiOpaHa Ans KNOHUPOBAHWS.

YpaneHue BbigeneHHon 3anucu B npasune IPsec

YpaneHue BblAeNeHHOM 3anncu npomssoautcs kHonkow Delete B okHe Add a Rule. Haxatue
3TOW KHOMKM BbI3bIBAET OKHO C NpeaynpexaeHnem o HeobxoaumMocTy NogTBEPANTb
yaanenue 3anucu. [ocne nonyyeHuss NOATBEPXKOAEHUS 3anNuChb yaanseTcs.
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PepaktupoBaHue BbigeneHHoro npasuna IPsec

PepnaktnpoBaHue BbigeneHHoro npasuna IPsec B okHe Rules ocywiectensieTcd B okHe Edit
a Rule, koTopoe Bbi3bIBaeTcst KHOMkon Edit B 3ToM e okHe. PegakTnpoBaHue npasuna
IPsec HM4YeM He OTMYaeTCs OT ONMCAHHOTO Bhille peakTMpoBaHus npasuia B Access
Rules (cm. "PegaktupoBaHme BblAENEHHOIO NpaBuia gocryna”).

YpaneHue BbigeneHHoro npasuna IPsec

YpaneHue BblAeneHHOro npaeuna B okHe Rules npoussoantca ¢ nomoLbio kHonku Delete B
3TOM e OkHe. Pa3peluaeTtcs yaaneHne ToNbKO HECBA3aHHbIX C MHTepdencamn unm
KpunTorpaduyeckummn kaptamu npasun. Ecnm noneiTatbca yaanutb NpaBuIio, CBS3aHHOE C
KpunTorpadu4eckon kapTon, To 6yaeT BbigaHo cooblieHne o HeobxoanMocTu cHavana
YCTPaHUTb CBA3b C KpUnTorpadyny4eckon KapTon:

Ecnu 6ygeT npeanpvHaTa nonbITka yaanuTb NpaBusio, CBsi3aHHOe C MHTepdeincom, To
GyneT BblaaHo coobleHre 0 HeOGXOAMMOCTU CHavana yCTpaHUTb CBSA3b C UHTepPdENCOM:

YpaneHve HeCBA3aHHOMO NpaBuna npeasapsieTcs cooblleHnem ¢ TpeboBaHnem
noareepXaeHuna yoaneHusa.
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Interfaces

dusnyeckme nHTepdencel He co3aaTCs, a CHUTLIBAKOTCS U3 KOHAUrypaumm ycTponctea. B
pa3gene Interfaces (PucyHok 23) oTobOpaatoTcsi Bce ceTeBble MHTepdenchl, Ha KOTopble
ycTaHoBneH gpansep lNpoaykra, npasuna Joctyna, NpuBsA3aHHble K 3TUM MHTepdencam, n
nonnTuKK IPsec, cBsisaHHble C UHTepdencamu.

T2 GUI for CSP ¥PN Gate 10.0.34.10 ;IEIEI

File

Wiews Tools Help

™ Interfaces

Interfaces Edit |

Sktatus | Interface IP Address/Mask.

IUp  |FastEthernetnfo
& Up  [FastEthernetnji 10,10.10,1/255.255,255.0

=]

Rules

#
Fouting

b 4 3
S Itern Mame Item Yalue
JNGEEEEEERS (TP A ddress/Subnet Mask 10.0.54,10/255,255.0,0
"q;? drcess Rile 130
e IPSec Policy policy 1
WM
PucyHok 23

CocraB anemeHTOB Opay3epa pasgena Interfaces:
o KHonkn ynpasneHus:

e Edit — kHoNKa BbI30Ba OKHa pefaKkTMpOBaHUS CBSA3WN BbIAENEHHOro nHTepdenca
C npaBurnom goctyna u nonutukon IPsec. Ecnn B Tabnuue He BbigeneHa HK
ofHa cTpoka - kHornka Edit GnokupyeTcs.

e Tabnuua Interfaces coctouT 13 cTonbLOB:

e Status — ctaTyc uHTepdenca: Up — uHTepdenc BkrtoyeH, Down — BbIKNIOYEH

e Interface — nmsa nHTepgenca

e |IP Address/Mask — IP-agpec n macka noacetn usmdeckoro nHTepderica. B
cnyyae, Korga agpec oTCyTCTBYeT, B cTonbue oTobpaxaeTcsa 3HavyeHue "no ip
address".

e  HwxHAs Tabnuua cogepXuT napaMeTpbl BbIAENIEHHOIO B BEPXHEN Tabnvue
MHTepdenca n cocTomT U3 AByX CTONOLIOB:

e Item Name. 3T10T cTONGEL, COAEPXKMT NapaMeTpbl MHTEPKENCOB:
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e |P Address/Subnet Mask — IP-agpec/Macka noaceTv Bbl4eNeHHOro
uHTepdenca

e |P Address/Subnet Mask (Secondary) — B 3aBUCMMOCTM OT Konuyectsa IP-
aapecoB Ha MHTepdelice STOT NapameTp MOXeT NMBO OTCyTCTBOBaTL
(korga y nHTepdpeiica Tonbko oanH IP-agpec), NMbo CTPoK € 3TUM
napameTpoM MOXeT BbITb HECKONbKO

e Access Rule — npaBuno goctyna, NnpMBsidaHHOE K JaHHOMY MHTepdency
e |Psec Policy — nonutuka IPsec, cBa3aHHasa ¢ JaHHbIM UHTEpdENCcom

Item Value — cton6eLl, co 3Ha4eHMAMN ONNCAHHbIX NapaMeTPoB MHTepdeNnca,
T.e. IP-agpeca, NnpunucaHHble AaHHOMY MHTepdency, npaeuna gocTtyna u
nonutukun IPsec, cBsidaHHble C AaHHLIM MHTepdericom. Ecnn npaeuna He
YyCTaHOBMEHbI, TO cToNnbew, 6yaeT cogepxaTtb 3Ha4YeHne <None>,

PepnaktupoBaHue napametpos thusmyeckoro uHTepdenca

PepnaktnpoBaHme napameTpoB BblAENEHHOro Pr3n4eckoro nHTepderica NpoM3BoAMTCS B
okHe Interface Feature Edit Dialog (PucyHok 24), koTopoe Bbi3biBaeTcs kHornkoun Edit.

B Interface Feature Edit Dialog x|

Yol can associate/dissociate a rule with the interface

Inkerface: FastEthernet0 o
Access Rule
Access Rule:
PN
IPSec Palicy: I«::nn:nne:b ;I
] 4 | Cancel Help |
PucyHok 24

CocTaB a11eMeHTOB OKHa PeaakTMpPOBaHUS:

pynna Access Rule — nossonsieT 3agatb Unu BeibpaTth Npasuno AocTyna Aans
NPUBA3KM K AaHHOMY MHTepdeiicy. MpaBuno npegHasHayYeHo Ans punbTpauum
BXxogsLLero Tpadgwka. MNone BbiGopa NpaBua AOCTyNa COAEePXUT BbiNaatoLwmit
CMUCOK 3HaYeHWM:

<none> - K MHTep(beﬁcy npaBunno OoCTyna He NpuBA3aHO

Use Rule Pane for selection — npu Beibope 3T0Oro npeanoxeHnsa 6ygeTt oTKpbITo
okHo Rule Pane (PucyHok 25) onsi Beibopa npasuna

Create new — OTKpbIBaeT guanor co3ganus npasuna goctyna Add a Rule
(PvcyHok 11). B aTom okHe none Associate with an Interface 6yget
6nokupoBaHo, Tak Kak co3gaHa CBA3b C TEKYLUMM uHTepdercom. MNocne
C034aHuns npaBuna n Haxatus kHonku OK, umsa unu Homep npasuna oyayT
oTobpaxaTtbca B none Bblibopa Access Rule, a npaBuno goctyna 3aHOCUTCS B
cnucok Access Rules (PucyHok 10).

pynna VPN — no3sonseT co3gaTb Unm BblbpaTbk NONUTUKy IPsec gnst AaHHoOro
uHTepdenca. NMonutuka IPsec sagaet napameTpbl noctpoeHns VPN TyHHens mexay
OaHHbIM MHTepdencom u nHTepdencom ¢ IP-agpecom naptHepa. None Bbibopa
nonutukun IPsec cogepXuT BbinagatoLwmini CrIMCOK 3HaYEHWI:

<none> - nonutuka IPsec He BbIbpaHa
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Use IPSec Policy Pane for selection— npu Beibope aToro 3HavyeHus byger
OTKPbITO OKHO IPsec Policy Pane (PucyHok 26) ans Beibopa nonutuku IPsec

Create new — oTkpbiBaeT guanor Add IPsec Policy (PucyHok 45) cosgaHus
HoBoM IPsec Policy. Co3gaHne HoBon nonutuku IPsec onucaHo B pasgene
"CospgaHue IPsec Policy". CosgaHHasa nonutuka IPsec 3aHOCUTCS B CMNCOK

IPsec Policy.

OkHo BbIOOpa npaBuna gocryna

OkHo BbIbOpa npasuna goctyna Rule Pane (PucyHok 25) umeeT crieayoLline afeMeHTbl;

Select a rule From the list below

Fule Cakteqaory:

Access Rules

Rule Category — none ¢ BbinagatoLmMM CNIMCKOM KaTeropun npasun — Access Rules
n IPsec Rules. NpaBuno moxeT 6biTb BbIOpaHO 13 o060 kKaTeropmm 1 Kak
cTaHgapTHoe, Tak U paclUMpeHHoe NpaBurio.

Tabnwvua co cnnckomM BCex CO3AaHHbIX Npasun gocTyna:

Name/Number — nmsa nnn Homep npasuna gocryna

Used by — ums nHtepdeiica, K KOTOpOMY NPMBA3aHO NPaBUIIo, UK UMS

KpVIHTOFpad)VIHeCKOVI KapTbl, KOTOpaaA CCblJ1aeTCA Ha 3TO npaBuslo. CraTtnyeckas

KpunTorpaduyeckas kapta UaeHTUUUMPYETCS Mo COBOKYMHOCTU MMeH IPsec

Policy n Sequence Number, a guHamunyeckas KpynTokapTa — no umeHn Habopa

AnHamuyeckux kpuntokapT (Dynamic Crypto Map Set) n Sequence Number.

[ns oTobpaxeHns nHTepdernca ncnonb3yeTcs TONbKO MM UHTepdenca, a ans

cTaTUYeCcKomn KpuntokapTbl — npeduke crypto map, ums IPsec Policy u
Sequence Number, ona auHamuyeckon kpunTokapTel — Nnpedmke dynamic
crypto map, nmst Dynamic Crypto Map Set n Sequence Number. B ka4ecTBe
pasgenuTens ncnonb3yeTcs 3anatas

X

I.ﬁ.ccess Rules

add | Edt |

=l

Delete |

MameMumber

sed by

FastEthernetn/0 dynamic crypto map cnlynTwo, .,

Action Source Destination Setvice
o [Perrnit 2222222222 10,0.34.1 kep sro: fip, dst: Frp
o [Perrnit 111,111,111.0/0.0.0,255 10,0,34.0/0.0,0,255 ip
Select Close Help
PucyHok 25
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e Type — Tun npaBuna.

e YTOouHsOWas Tabnumua co CNMCKOM 3anucen BblaeneHHoro npasuna. Coctas
Tabnuubl onucaH B pasgene Access Rules.

Mpw BbIAENEHUM NpaBMa B BepxHel Tabnuue n HaxaTum kHonku Select — npasuno bynet
BblOpaHo.

OkHo BbI6opa nonutuku IPsec

B okHe IPsec Policy Pane npoussoauTcs Beibop nonutuku IPsec.

BepxHsa Tabnuua cogepXuT BCce co3gaHHble nonuTukn IPsec n nmeet gsa cronbua:
e Name — uma nonuTukmn IPsec

e Interfaces — nmeHa MHTEPEENCOB U KpMNTOrpadmyeckmx KapT, CBA3aHHbIX C AaHHOMN
nonutukon IPsec

e Tabnuupbl Crypto Maps n Dynamic Crypto Map Sets otobpaxatot getanm
KpunTorpadnyeckmx KapT, BXOASLMUX B BbIAENEHHYIO NONUTUKY IPsec.

Mpwn BblaeneHnn IPsec Policy B BepxHe Tabnuue 1 HaxaTum KHonku Select — nonutunka
OyneT BbiOpaHa.

e 1rsecPolicy Pane x|

IPSec Policies Add | Edit | Delete |

Mame Interfaces

policy_2
Cryplo Maps

Mame Seq Mo Peers Transfarm Sets | IPSec Rule PFS IKE (CFi3 Identities
policy 1 1 12.12.12.1 Transf1 104 groupl  |pool_1 <hone =

Kl 2]

Dwnarnic Crypka Map Sets

Marne Seq No, Dymarmnic Crypka Map Sek Marme
policy 1 2 cmDynTiso
policy 1 3 cmbynone

Close Help

PucyHok 26
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Routing

maBHas dopma pasgena Routing (PucyHok 27) coaepXuT Tabnuuy mMapLupyTmusaumu.
Kaxxaas sanuck B aTOM Tabnuue cBA3bIBaeT agpec CeT Ha3Ha4YeHns naketa ¢ agpecom
criedytoLero MmapLupyTusaTopa unu MMeHeM BbIXOAHOTO UHTepdenca Ln3a
6e30nacHOCTH, Ha KOTOPbIV HYXXHO NepeAaTtb NakeT ANs NPoABUXEHNS ero no cetu. B atom
OKHE MOXXHO NPOCMOTPETh CYLLECTBYIOLLME MapLUPYThl, CO34aTb HOBblE, PeAaKTMPOBaTL U
yAansaTb CylecTByoLme.

Mpwu Bbigaye IP-agpecoB n3 IKE CFG nyna mo6unbHbIM nonb3oBatensm B Tabnuuy
poyTUHra Heobxo4UMO BHECTU 3aruchb.

Ecnu n3 IKE CFG nyna ¢ guanasoHom 10.10.10.240 - 10.10.10.247, koTopbI
cootBeTcTBYeT nogcetn 10.10.10.240/29, BbigeneHbl agpeca, To B Tabnuuy poyTuHra
BHOCMUTCSH 3anuceb:

e Prefix—10.10.10.240
e Prefix Mask — 29 — butoBasi macka

IP Address — IP-agpec BHellHero poyTtepa, Hanpumep 11.11.11.1, KOTopbI CTOWUT Nepeg
wno3om 6e3onacHocTy, 3awmwatowmm nogcetb 10.10.10.0/24.

T2 GUI for CSP ¥PN Gate 10.0.34.10 =101 x|

File Miew Tools Help

Static Routing Edit | Delete | Delete Al |
Prefix Prefix Mask, Interface or IP Address |Diskance
9.9.9.0 255, 255,255.0 6.6.6.6 1

10,10, 10 255.255,255,245 11.11.11.1

o

vskemn Properties
T
o
WP

PucyHok 27

FmaBHas dopma pasfena Routing cooepxuT cneaytoLume 3MeMeHTbI:
e  KHOMKM ynpaBneHus:

e Add — KkHOMKa BbI30Ba OKHa 415 CO3[aHUs HOBOro MapLupyTa
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e Edit — kHONKa BbI30OBa OKHa ANS peAakTUPOBaHUSA BblAENEHHOIro MapLupyTa.
Ecnu B Tabnuue He BbliAeNeHO HXU OOHOW CTPOKKM, TO KHOMKa BnokupyeTtca

e Delete — kHOMKa yoaneHus BblgeneHHoro mapLpyrta. Ecnu B Tabnuue He
BblOENIEHO HWN OHOW CTPOKW, TO KHOMKa BnokupyeTtcs

e Delete All — kHonka yganeHust Bcex mapLupyToB B Tabnuue Static Routing.
Ecnu Tabnuua He cogepXXuT HU OOHOWM CTPOKMK, TO 3Ta KHoMka GrnokupyeTcs.

e Tabnuua Static Routing coctouT 13 cTonbLUOB:
e Prefix — IP-agpec nogcetn nony4arens naketa
e Prefix Mask — macka nogceTv nonydartens naketa

e Interface or IP Address — IP-agpec crneaytoLlero MapLpyTtusaropa nmbdo nvsi
BbIXOAHOro MHTepdelnca wno3a 6e30nacHOCTU, Ha KOTOPbIN HYXXHO nepeaaTtb
nakeT Ansi NPOABWXEHMS! €ro K nony4aTento naketa

e Distance — meTpuka mapLipyTa.

Co3zpanue 3anucu B Tabnuue Static Routing

CosnaHune 3anucu B Tabnuue Static Routing nponssogutcs B okHe Add Static Route
(PvcyHok 28), koTopoe Bbi3bliBaeTcs kHonkon Add.

¥ add Static Route x|

~Destination Metwark

Prefix: |9.9.9.n

Prefix Mask: [55.255.255.0 vl =

[T Make this entry as the defaulk route

~Forwardingl Mext Hop)

" Interface: I LI

(+ IP Address: [6.6.6.5

~Optional

Distance mekric for this rouke: |1

O, | Cancel | Help

PucyHok 28

OTO OKHO COAEPXUT criedytoLlne arnemMeHTbl:
e [pynna Destination Network (CeTb nonyyartens naketa):

e Prefix — IP-agpec ceTn nonyyatens naketa. Mpu oTKPbITUM OKHa 3TO More
He3anonHeHo. Mpu 3aKpbITUM OKHA MNaflune GUTbl aapeca oGHYNATCA No
macke.
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e Prefix Mask —macka noaceTu nony4dartens naketa. CoaepxvT BbinagaroLnii
CMUCOK YCTaHOBKM CETEBOW MACKN U CMMHBOKC yCTaHOBKM BUTOBOM Macku. [pu
NepBOM OTKPbLITUM OKHa 3T 3NieMEHTbI HE COAepXaT 3HaYeHun (NycTble nons).
Mocne Toro, kak 6bINo yCcTaHOBMNEHO Kakoe-nubo 3HaYeHne, BEPHYTLCH B
COCTOSIHVE He3anofHEHHbIX 31IEMEHTOB Herb3s.

Bbinagatowuii CNnMcokK COAEPXUT NATb NPeAyCTaHOBMEHHbIX 3HAYEHWI:
0.0.0.0

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.255

B none pepakTnpoBaHus NokasbiBaeTCH 3HAYeHWe, oTnvyaroLweecs ot
npeayCcTaHOBEHHbIX U BbICTABIIEHHOE C NOMOLLbIO CNMHBOKCAa.
CnnHBOKC No3BONSAET yCTaHaBNMBaTb 3Ha4YeHNs B AnanasoHe ot 0 oo 32.

e Make this entry as the default route —npu yctaHoBke 3T0ro ¢onaxka BBe4eHHbIN
MapLupyT ByaeT mcnonb3oBaTbest Mo ymonyaxuto. Mpu atom nonsa Prefix n
Prefix Mask 6nokupytotcsi, HoO 3Ha4YeHUs1 B HUX coxpaHstoTcs. o HaxaTtuio
kHonkun OK B aTOM OkHe B Tabnuue Static Routing ans mapwpyta, KoTopbIn
OyadeT ncnonb3oBaTbcs Mo ymonyaHuio, B nonsx Prefix un Prefix Mask
yctanasnumBatotcsa 3HadeHmns 0.0.0.0 1 0.0.0.0. MNocne cHatua dnaxka, nons
Prefix n Prefix Mask ¢ coxpaHeHHbIMY B HUX 3Ha4YeHUAMN pa3bnokmpyroTcs.

MapLupyT No ymonyaHuio — MapLUpyT, MO KOTOpOMy ByaeT oTnpaBneH nakeT,
ecnu IP-agpec HasHa4yeHus1, ykasaHHbIN B 3arofoBke nakeTa, He coBnagaeT Hu
C OHUM aapecoM HaszHavyeHusl B Tabnuue mapLipyTusauun.

Ecnu nonb3oBaTens xo4eT 3agaBaTtb MapLUPYT MO yMmonyaHuio us GUI, 1o
’%‘ HaZO OTKMOYUTbL CUCTEMHbIE HACTPOWKN MapLupyTa no ymonyaHuo. B
Note NPOTUBHOM Crly4ae MOXeT BO3HUKHYTb KOHQITUKT, U POYTUHT He byaeT
paboTaTb NpaBubHO (B NOCTaBMSEMbIX NPOrpaMMHO-annapaTHbIX
komnnekcax CSP VPN Gate HacTporku MapLupyTa no yMon4aHuio
oTCcyTCTBYIOT). [ANsi 3TOro Heo6xo4UMO:

° B OC Solaris yganutb panin /etc/defaultroute, €Cnu oH
cywiectByerT. [lepesarpysnTtb cuctemy.

. B OC Linux B dpanne /etc/config yaanuTb 3Ha4YeHue BO
BTOPOM CTONGLE CTPOKM C KMHOYEBLIM CITOBOM
DEFAULTROUTER, €Cnu cTpoka cyllecTtsyeT. [Nepesarpy3ntb
cucTemy.

e [pynna Forwarding (Next Hop) (Cnegytowun mapwpytusatop).3geck BeiCTaBnsieTcs
IP-agpec cnepgytoulero MapLupyTusaTopa nnbo nMs BbIXOAHOIO MHTepdenca wno3a
6e30nacHOCTM, Ha KOTOPbIA HYXHO NnepefaTtb NakeT A NPOABMXEHWS ero rno cetu K
nony4aTento:

e Interface — pexum, aKkTUBUPYIOLLUIA CMUCOK 3apErMCTPUPOBAHHBLIX CETEBbIX
nHTepdgencos. lNpu ero yctaHoBke GrnokupyeTcsa none Beoga IP Address.
Cnncok nokasbiBaeT nepBoe 3Ha4veHue. 3ToT peXunm yCcTaHOBJIEH MO
YMOJTYaHMIO.

e |IP Address — pexum, akTuBmpyroLmi none Beoga IP-agpeca cneaytoulero
MapLupyTusaTopa. Mpu ero ycraHoBke 6nokupyeTcsi CMCOK
3aperncTpupoBaHHbIX MHTEPdENCOB.

"pynna Optional
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e Distance metric for this route — none BBoga MmeTpuk1 mapLupyTa. B kauectse
METPUKM MapLUpyTa nosib3oBaTeslb MOXET YCTaHOBUTL Nt0OOM NokasaTtenb:
ONVHY MapLipyTa, YMCro NPOMEXYTOYHbIX MapLUPYTU3aTOPOB, HAAEXKHOCTb,
3a4epXKKy, 3aTpaTbl Ha nepedady u ap. PaspelueHbl 3Ha4YeHUs U3 ananasoHa 1
- 255. Mo ymonyaHuio ycTaHOBNEHO 3HayYeHue 1.

B OC Solaris aToT napameTp He MMEET CMbICIa U UTHOPUPYETCH, MOTOMY 4YTO B
OC Solaris meTpuka HasHa4yaeTcs UHTepdENCy, a He MapLIPYTY, Kak B JaHHOWN
KoMaHge.

PepaktupoBaHue cTpoku Tabnuubl Static Routing

PepaktnpoBaHue BbigeneHHoro mapLupyta B Tabnuue Static Routing nponsBogmTcsi B OKHE
Edit Static Route, koTopoe BbI3biBaeTcsl kHomkomn Edit. 3To OkHO NONHOCTBIO coBnNagaeT ¢
OKHOM CO3[aHNsi HOBOFO MapLUpyTa U OTNMYaeTcs TONbKO Ha3BaHMEM.

YnaneHue ctpoku Tabnuubi Static Routing

YpaneHue BblgeneHHoro Mmapuipyta B Tabnuue nponssogntcs ¢ nomoubio kHonkn Delete.
HaxxaTvne aTon KHOMKN OTKPbIBAET CTaHAapTHOE OKHO, TpebyioLee NoATBEPXKAEHUS
yaaneHus cTpoku. lNocne nonydeHusa nogTeepxaeHWs BbliAeneHHas cTpoka 6yaeT yganeHa
13 Tabnuupbl.

Ouuctka Tabnuub! Static Routing

OuncTka Tabnuupl Static Routing (yoaneHue Bcex cTpok Tabnuubl) Mpon3BoanTcs ¢
nomoLubto kHorku Delete All. HaxxaTtne Ha 3Ty KHOMNKY Bbl3biBaeT CTaHOApPTHOE OKHO C
TpeboBaHMeM noaTBepXXAEeHUS yaaneHus Bcex MapLupyToB. [ocne nonyyeHus
NOATBEPKAEHUS BCE MapLIpyThl 6yayT yaaneHsbi.

CSP VPN Gate

Copyright © S-Terra CSP 2003 -2010 42



Web-based GUI nntepdeiic

System Properties

Pasgen System Properties (PncyHok 29) cocTouT u3 yeTbipex noapasaenos:

Device — 3TOT pa3gern nokasbiBaeT UMS1 XOCTa U JOMEHHOE MMSsI XOCTa, Ha KOTOPOM
yctaHoBneH CSP VPN Gate. No3BonsieT yctaHaBnNMBaTb Naposib AOCTyna K
NPVBUIErMPOBAHHOMY PEXUMY CNeLManm3npoBaHHON KOHCOMNW, KOTOPbIV
ncnonb3yeTtca npu pabote ¢ MHTEPHENCOM KOMaHAHOW CTPOKU

SNMP — cogepxuT HacTponkn SNMP-areHTa B coctaBe CSP VPN Gate u
HacTpoinku nonyyatenen SNMP-Tpanos

Syslog — cooepXXnUT HacCTPOMKM ANs OTNPaBKN COOBLLEHMIN O MPOTOKONNPYEMBIX
cobbITMAX. B 3TOM OKHE MOXXHO MOCMOTPETHL 1 NPOM3BECTW HACTPOMKM BbIBOAA Ha
syslog cepsep.

User Accounts — cogepXXuT nMeHa 1 naponu nonb3oBaTternei ¢ pasHbiMU YPOBHAMM
NpvBUNErni.

KHonka ynpaBneHus:

Edit — BbI3bIBaeT OKHO pegakTMpoBaHWA B KaXaoM nogpasgene.

ZZGUI for CSP ¥PN Gate 10.0.34.10 ;IEIEI

File Miew Toals

Help

] System Properties

ﬁ Device Device

oy SMMP

Slj"s":'g'q : Item Mame Item Yalue

ser Accounts

Ly HoskMNarme cspgate
Damain Mame s-terra.com
Enable Secret Password bbbk
VPN
PucyHok 29
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Device

Moppasaen Device cogepxuT Tabnumuy CBOWCTB XOCTa, Ha KOTOpoM ycTaHoBneH CSP VPN
Gate (PucyHok 29):

e |tem Name cogepxuTt napameTpbi:

Host Name — nmsa xocta, Ha koTopom yctaHoBrneH CSP VPN Gate, n koTopblii
Mbl HacTpansaem

Domain Name — gomeHHOe MMsi Ansi XOCTa, Ha KOTOPOM YCTaHOBIEH
HacTpamBaeMbin CSP VPN Gate. cnonb3yeTca npu pabote Ha Preshared
Key, korga B KOHMrypauumn npucytcteyeT komaHaa crypto isakmp identity
hostname. B aTtom cny4yae wnio3 6e3onacHocty npu yctaHosneHun IKE SA
nocbinaeT napTHepy B kKa4eCcTBe UAeHTUMMKALNOHHOM NHGOPMaL MK CTPOKY
<HostName>.<Domain Name>. YctaHoBka Domain Name He BnusieT Ha
HaCTPOWKM OMNepaLmMOHHON CUCTEMBI, B KOTOPOW paboTaeT w3 6e3onacHoCcTu.
Mpwn nocbinke DNS-3anpocor HenomHble DNS-umeHa xocToB He OyayT
OONONHATLCA AaHHoW cTpokoi. Mpyu SNMP-onpoce wnto3a 6e3onacHocTy ans
napameTtpa sysName OygeT Bbl4aBaTbCH 3HAYEHKE, COOTBETCTBYHOLLIEE
HostName"

Enable Secret Password — naposb gocTyna K NpuBUIErMpoBaHHOMY PeXnmy
crneLmanm3mpoBaHHON KOHCOMKN, MOXET UCNONb30BaTbCA TONMbKO B UHTEpdence
KOMaHOHOW CTPOKMW.

e Item Value cogepuT 3Ha4eHUs 3TMX NnapamMeTpoB:

3Be3404KM HanpoTuB NyHkTa Enable Secret Password nokasbiBatoT, 4TO
naponb 4OCTyna B NPUBUINETMPOBAHHBIN PEXMUM SABMASIETCSA HE NYCThIM.

PepaktupoBaHue napameTtpoB Device

Bbi3oB okHa pefakTupoBaHusa napameTpoB xocta (PucyHok 30) Mpou3BoauTCcsa HaxaTuem
kHonku Edit unu gBoMHbLIM LWen4YkoM Ha fnobon CTpouKe.

OkHo penakTnpoBaHuA napamMmeTpoB COCTOUT U3 CleayrLnx 31IeMeHTOB!:

e Bknapgka Device:

Host Name — none BBoga MMeHu xocta. Ims COCTOUT M3 OAHOro Unun
HECKOMNbKUX CMOB, pa3genieHHbIX Toukon. Kaxaoe crnoBo 0b6s13aTenbHO AOMKHO
HauYMHaTbCs ¢ OYKBbI TATUHCKOrO and)aBuTa U MOXeT COCTOSATb N3 ByKB
naTuvHCKOro and)aeBmTa (Kkak CTPOYHbIX Tak U NPOMUCHBIX), UMAP U 3Haka "-"
(meduc)

Domain Name — none BBoga JOMEHHOro UMeHU. Mt COCTOUT U3 OHOro UK
HECKOJNbKUX CIIOB, pa3gerieHHbIX Toukon. Kaxgoe crnoBo 0653aTernbHO OOMKHO

HauMHaTbCsi ¢ BYKBbI NAaTUHCKOrO andaBuTa U MOXeT COCTOATb U3 OYKB
naTUHCKOro andaBuTa (Kak CTPOYHbIX, Tak U MPOMUCHBIX), UMdpP 1 3Haka "-"

(oedowmc).

® Edit Device Properkie X

Device | Passwiord I

Host Mame: Istndgate

Darmain Marme: Is-terra.cum|

I, | Cancel | Help

PucyHok 30
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e Bknagka Password (PucyHok 31):

e Change password — chnaxok, oTBevaroLmn 3a 6NoKNPOBKY ABYX Nonen
BKNagku. Mpu OTKPbITUM OKHA 3TOT naXkok BCEr4a CHAT.

e Enter New Password — none BBoga HOBOro naponsi 4ocTyna K
NPUBUNErMPOBAHHOMY PEXUMY KOHCONMW.

e Re-Enter Password — none noBTOpPHOro BBOAa HOBOMO Mapons AocTyna.

I Edit Device Properties X

Device Password |

v Change password

Enter Mew Password: |ssssssxszs

Re-Enter Password: I**********I

(0] 4 | Zancel | Help |

PucyHok 31

SNMP

B nogpasgene SNMP MoxHO npocmaTpuBaTth 1 pegaktuposaTb HacTponku SNMP-areHTa
Ans nony4veHus 3anpocos ot SNMP-meHempkepa v Bblgaum emy cTatucTukn 13 6asbl
OaHHbIX MIB, koTopyto nogaepxunsaet SNMP-areHT. 3gech e 3agatTcsa n nonyvarenu
SNMP-TpanoB, KOTOPbIM OTCbINATCHA COOBLLEHMS O NPOUCXOAALMNX COBBITUAX Ha LUM03e
6e3onacHocTu (PucyHok 32). MnaBHas dhopma 3Toro pasgena coaepXkut ABa nogpasgena —
SNMP Polling 1 SNMP Traps.
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File “iew Tools Help

System Properties

2y Device ~SMMP Palling

e M

-] Syslng

.. User Account

=Er ACCOUnES Item Mame Item Yalue

SMMP Palling Enabled x|
SMMP RO Communiby Skring security
ShIMD Sorvar | aeakinm wirmrnd 1 ;I

- ¥ Enable SNMP Traps

Trap Receivers add | Edit: | Delete |

IP address; UDP Port | Community String SHMP Yersion

Cormmunicakion

WP

SHMP Trap Interface |FastEthernetdf1 ;I

PucyHok 32

B nogpasgene SNMP Polling 3agatotca HacTpoinkun SNMP-areHTa Ans Bblgayn cTaTUCTUKK
no 3anpocy SNMP-meHemxepa. Tabnuua aToro nogpasaena BKIOYaET ANEMEHThI:

e Item Name cogepxuTt crnegytoLne napameTpbl:
e SNMP Polling — BkntoveHune/BbikntoveHne Hactpoek SNMP - areHTa

e SNMP RO Community String — TekcToBasi CTpoka, urparoLias ponb napons npu
ayTeHTudumkaumm coobweHun SNMP. 31a xe cTpoka JomkHa ObITb 3agaHa Ha
ctopoHe SNMP-meHepkepa. OTOT napameTp obs3ateneH, ecnv SNMP Polling
BKITHOYEH.

e SNMP Server Location — TekcToBas CTpoOKa, B KOTOPOW yKa3blBaeTCs
dusnyeckoe pasmellieHme SNMP-areHTa (Hanpumep, "room1"). MoxeT
copepXaTtb MyCTyl CTPOKY.

e SNMP Server Contact — TekCcToBas CTpOKa, B KOTOPOW yKa3blBalOTCA AaHHbIE
KOHTaKTHOro nvua, 0TBeTCTBEHHOro 3a paboty SNMP-areHTa (Hanpumep,
e-mail). MoxeT cogepxaTtb NyCTy0 CTPOKY.

e |tem Value cogepXuT 3Ha4yeHUs aTUX NapamMeTpoB:

e SNMP Polling — umeeT gBa 3HayeHusi — Enabled/Disabled —
BKITOYEeHMe/BbIKMoveHne HacTpoek SNMP-arenTa. MNpu 3HavyeHun Disabled
ocTanbHble NapaMeTpbl HE NOSABMAAIOTCS.

B nogpaspene SNMP Traps 3agaetcs cnvcok nonyyatenen SNMP Tpanos, B KOTOPbIX
SNMP-areHT coobLlaeT MeHeAXepY O BO3HUKLLMX COOLITUsIX. Tabnumua aToro nogpasgena
COAepPXUT cnmcok nonyyartenenn SNMP-TpanoB 1 nx HaCTPOWKMK:

CSP VPN Gate Copyright © S-Terra CSP 2003 -2010 46



Web-based GUI nntepdeiic

IP Address : UDP Port — IP-agpec nonyyatena SNMP-Ttpanos; UDP-nopT, Ha
koTopbin SNMP-meHexepy 6yayT BbiCbiNaTbCs Tpan-coobLeHns. Y Bcex
nony4arenen agpeca A0MKHbl OblTb Pa3nnyHbI.

Community String — cTpoka, urpatoLLas ponb naeHTudukaTopa oTnpaBuTens Tpan-
coo0LLEeHUs

SNMP Version — Bepcust SNMP, B koTopow oopMupytoTCs Tpan-coobLueHus.

Enable SNMP Traps — ycTaHOBKa aTOro dpnaxka BKIoyaeT AaHHbIn noapasgen u
no3BonsieT BBOAUTb nonyyaTtenen.

SNMP Trap Interface — BbinagatoLmin CNNCoK MHTepdENCOB Lno3a 6e3onacHoCcTy,
Ha KOTOpbIV OyAyT NnepedaBaTbCs Tpan-coobLLeHNst ANs OTChINKU NonydaTensm.
MapameTp HeobGA3aTENbHbIN.

Heobxogumo oTMeTuTb, 4To NapameTpbl SNMP Traps coxpaHsitoTCsi Mpu 3arpyske-
pefakTupoBaHuUM gaxe B ToM cnyyae, ecnu SNMP Traps OTKOYEH.

PepaktupoBaHue napametpoB SNMP Polling

Bbi3oB okHa pegaktupoBaHusa Edit SNMP Polling (PucyHok 33) napameTtpoB SNMP
Npoun3BoauTCA Haxkatnem kHonku Edit.

CocTaB 3n1eMeHTOB OKHa:

Enable SNMP Polling — yctaHoBKka aToro doriaxkka nossonsieT HactpansaTb SNMP-
areHra.

Community String — none BBoAa TEKCTOBOW CTPOKMW. [lonyckatoTcs natuHckne Byksbl,
LUMdpbl, 3HaKN ! "#$%&" () *+, -, /; :>=<@[\]"_"{]|}~?. [NepBblM CUMBONOM
obsa3aTenbHO JomkHa BbITb BykBa. Henb3sa ncnons3osatb npobensi. MNone
0653aTenbHO Ans 3anofHeHus.

SNMP Server Location — norne BBoAa TEKCTOBOW CTPOKW. [JonyckatlTca naTuHckmue
OykBbl, LMMPDLI, 3HAKN ! 7 #S$%&’ () *+,-./; :>=<Q[\]1"~ " {|}~? nnpobensbl.

SNMP Server Contact — none BBoja TEKCTOBOW CTPOKUW. [lonyckaloTcs naTuHckue
OykBbl, LUMPbLI, 3HAKN ! 7#S$%&’ () *+,-./; :>=<Q[\]1"~ " {|}~? nnpobensbl.

TZEdit SNMP Polling =

[ Enable SMMP Palling

Cormunity Skring: Isecurit';.fl

SMMP Server Location: Iru:u:umllil

SMMP Server Contack: Iadmin@s-terra.cum

I, | Zancel | Help

PucyHok 33

Mpu cHaTuK cpnaxka Enable SNMP Bce nonst okHa 6yayT 3abnokmpoBaHbl, HO 3Ha4YeHUs B
HUX He OyayT yaaneHsbl (MOBTOPHasi yCTaHOBKa doniaXkka Nno3BONUT UCMONb30BaTh 3TU
3HauyeHus). Ecnn nocne aToro B okHe Haxatb kHomnky OK, To 6yaeT oTKpbITO cTaHAapTHoe
OKHO ¢ TpeboBaHVeM NOATBEPXKAEHUS BbINOJIHIEMON onepaLum.
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Hactpouku nonyyvarenen SNMP tpanos

BoicTaBneHue dnaxka Enable SNMP Traps no3Bonsiet cosgaBaTb, peAakTUpoBaTh U
yaanate nonyyatenen SNMP-TpanoB. B nogpasgene SNMP Traps (PyucyHok 34) nmetotcst
TpU OYHKUMOHANMbHBIE KHOMKMK:

e Add - Bbi3oB okHa Add Trap Receiver ans Beoga HacTpoek nonyyatens SNMP
Tpanos

e Edit — BbI30B OKHa pefakTUpoBaHUs HACTPOEK BblAeNeHHOro B Tabnuvue nonyyaTtens
e Delete — ynaneHue BblAeNeHHOW CTPOKMU.

CosgaHue 1 pegakTnpoBaHue HacTpoek nonyyarens. Bce nonst B okHe Add/Edit Trap
Receiver sBnsTcs 06s13aTenbHbIMU 4151 3aN0STHEHWS:

e |P Address — IP-agpec nony4arteneh SNMP-TpanoB. Y Bcex nonyyarenen IP-
agpeca A0MKHbl OblTb pasnnyHbI.

e UDP Port — gnanasoH gonyctumbix noptoB 1 — 65535. 3HayeHne No yMOnyaHuio -
162.

e Community String — gonyckaroTcs naTUHckue GykBbl, UMGpPbI, 3HakK "#$%&'()*+,-
Ji>=<@N\"_{|}~?.NepBbIM cnmBonom obsi3aTtenbHO fomkHA ObITe OykBa. Henb3s
ncnonb3oBaTtb Npobensl. 3anpeLleHo B kayecTBe community MCMonb3oBaThb CNOBa -
version, traps, informs, a Takke ntobele ux gopmel — Tuna Version, vErsion n 1. n. Y
Bcex nonydartenen SNMP-tpanoe Community OMmKHbI BbITb pa3nuyHsbI.

e SNMP Version — nogaepxuBaroTcsa ABe BEPCUn, No yMONYaHUIO NCMoNb3yeTcs
Bepcust SNMPv1.

¥ add Trap Receiver X

IP Address: I?.?.?.? LIDP port: 162

Carnrmunity Skring: Iu:-:umminin:atiu:un

e ShMPyl i~ SMMPvze

(04 | Zancel Help

PucyHok 34

Syslog
MmaBHasa dopma nogpasgena Syslog (PucyHok 35) coaepXut HacTporku Syslog-knmeHTa
ONsl OTNPaBKM COOBLLEHNI O MPOTOKONUPYEMbIX CODbITUAX Ha Syslog-cepsep.
OTOT noapasgen coaepXuT Tabnuuy co ctonbuamu:
e Item Name cogepxuTt cnegytoLue napameTpbl:
e Syslog - BKMoYeHne/BbIKNoYeHNe HacTpoek Syslog

e Syslog Server — IP-agpec koMnbloTEPA, HA KOTOPbLIV OyayT OTChINATLCA Nor-
coo0LLeHUns

¢ Facility — nokasblBaeT UCTOYHWK BblAaBaeMbIX COOOLLEHNIA
e Severity — noka3bIBaeT YpOBEHb BaXKHOCTW NPOTOKONMPYEMbIX COBLITUIA.
e Item Value cogepuT 3Ha4eHUs 3TMX NapameTpoB:

e Syslog - umeeT gBa 3HadeHusi — Enabled/Disabled — BkntoveHne/BbIKITIOYEHNE
HacTpoek Syslog, OTNNYHbLIX OT NPONUcaHHbIX B dhavne syslog.ini. Mpu
3HaveHum Disabled ocTtanbHble napaMeTpbl He MoKa3biBaOTCS.
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Edit |

1:2 Device Syslog

g THMP

e ﬁ.u:u:u:uunts Itern Marme Item Yalue

L2 Tyslog Enabled
Tyslog Server 127.0.0.1
Facility local?
Seerity informational
Rauking
tern Properties
VPN
PucyHok 35

PepaktupoBaHue napametpoB Syslog

PepaktnpoBaHmne HacTpoeK NormpoBaHus Npom3BoanTcsa B okHe Syslog Properties, koTopoe

Bbl3blBaeTcs kHonkon Edit.

P 5yslog Properties x|

- ¥ Enable Syslog

Syslog Server: |12?.EI.IZI.1

Facility: II::u:aI?
Severiby: inFarmational
I, | Zancel | Help |
PucyHok 36

CocTaB 3reMeHTOB OKHa pedaKTUPOBaHUS:

Enable Syslog — yctaHoBKka 3Toro donaxkka no3BonseT Aenartb HacTponkn Syslog.
Mpu cHATUMK donakka GrOKMPYIOTCA SNIEMEHTbI OKHa, NPW 3TOM 3aNoOMUHAaITCS

BBelEHHbIE B 3TU NOJA 3HA4YEeHNA Ha BpeMA peaakTnpoBaHUA.
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e Syslog Server — none Beoaa IP-agpeca xocta, Ha KOTOpbI BYAYT OTCbINaTLCS
CoObLLEHNS O NPOTOKONMMPYEMbIX COBbITUSAX. 3a4aTb MOXHO TOMNbKO OOHOrO
nonyyartens nor-coobuweHui. o ymonyaHunio — 3HaveHve 127.0.0.1.

e Facility — BbinagaroLwumn cnucok MCTOYHMKOB COOBLLEHUN:

auth — cuctema 6esonacHocT\ 1 aBTOpPU3ALINN
Cron — cUCTeMHbIe Yachl

daemon — npo4ne npoueccol

kern — coobLieHus aapa

local0

locall

local2

local3

local4

local5

local6

local7 — 3Ha4eHune No ymonyaHuto

Ipr — nogcucTema neyaTu

mail — no4yTtoBasa cuctema

news — noacuctema ceTeBblX COOOLLEHMI
sys9

sys10

sysll

sysl2

sys13

sysl4

syslog — BelpabaTbiBatoTCa camum syslog
user — nosb3oBaTeNibCKNe NporpamMmmbl

uucp — noacuctema UUCP

e Severity — BbiNagaroLMi CMCOK CO 3HAYEHUAMUN BAXXKHOCTUN COOBLLIEHUNA;

emergencies — aBapuiHble cOobLLEHNS NPY BbIXOAE U3 CTPOS CUCTEMBbI
alerts — npegynpeauTenbHble COOBLLEHNS NS CPOYHOIO BMeLLATENbCTBA
critical — cooBLEeHNs 0 KPUTUYECKMX COBBITUAX

errors — coobLleHuns o6 owmbkax

warnings — npegynpexaeHus

notifications — BaxHble 3amMmeyaHns, yBe4OMITEHNS

informational — nHopmaLnOHHbIE COOBLLIEHNS, 3HAYEHWE MO YMOMYaHUI0

debugging — oTnagoYHble COOBLLEHUS.
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File Miew Tools

WP

T GUI for CSP ¥PN Gate 10.0.34.10

User Accounts

B nogpasgene User Accounts (PncyHok 37) MOXHO co3faBaTh Nonb3oBaTenen, U3MeHsiTb
MMeHa 1 Naponu nornb3oBaTenen, yaansaTe Nonb3oBaTenen, HasHavyaTb YPOBHM
NpuBUNErni.

OTOT nogpasaen coaepxut Tabnuuy co ctonbuamu:
e User Name — ums nonb3oBaTens

e Password — napornb nonb3oBaTens, oTobpaxaemas CTpoKa BCeraa CoAepXuT 6
3Be3/]04eK, He3aBNCUMO OT KOSIMYEeCTBa CUMBOSIOB B Napore

e Privilege Level — ypoBeHb npuBmnerun.

Monb3oBaTento MoXeT OblTb Ha3Ha4YeH ypOBEHb NpuBunerni u3 guanasoHa 0 — 15. 9rot
AvanasoH pasferneH Ha ABa kracca: B NepBoM — NATHaaLUaTbi YpOBEHb, a BO BTOPOM — € 0
no 14 yposHu. lNonb3oBaTtenu ¢ yposHeM npusuneruii ot 0 4o 14 nmeroT oanHaKoBbIe
npaea.

Monb3oBaTtens ¢ NATHaALaTbIM YpOBHEM NPUBUMErUA UMEET NpaBo AOCTyNa K
rpadgmyeckomy nHtepdency CSP VPN Gate — moryT HacTpamBaTh LWito3 6e30nacHOCTy.
Monb3oBaTtenen ¢ NATHaAUaTbIM YPOBHEM MOXET ObITb HECKOSBKO.

Monb3oBaTtenu ¢ yposHeM npusunernii ¢ 0 no 14 uMetoT NpaBo AOCTYNa TOMbKO K
Nonb30BaTEeNbCKOMY PEXUMY Creumanm3mpoBaHHON KOHCONN B MHTepderice koMaHgHON
CTPOKK, a crnegoBaTteribHO, HE MMEIT NpaBa HacTpamBaTh W3 6esonacHocTn B GUI.

=10l x|

Help

System Properties

ser Accounks

User Accounts

Edit |

Delete |

User Mame

Passwiord

Privilege Lewvel

CSCONS

kkrkk

15

PucyHok 37

CSP VPN Gate

Copyright © S-Terra CSP 2003 -2010

51




Web-based GUI nntepdeiic

Co3pgaHue nonb3oBarens

CosgaHune nonb3oBaTens npomssoautcsa B okHe Add User Account (PucyHok 38),
BbI3blBAEMOE MO HaXaTuto KHomku Add.

™ add User Account x|
ser Mame: Ialex
Mew Passwiord: |*****

Re-Enter Password: |*****|

Privilege Lewvel; |5 LI
Ik | Cancel | Help |
PucyHok 38

CocTaB a51eMeHTOB OKHa:

e User Name — nms nonb3oBartens. IMa gomkHO HavymHaTbes ¢ 6yKBbl MaTUHCKOTO
andasuta (ctpodHon). flanee moryt natn 6ykebl NaTUHCKOro andasmTa (CTPOYHbIE),
umdpbl,  (noadvepkuBaHue) n - (aeduc). MIMa 4OMKHO BbiTb YHUKANbHbLIM U He
npeBbiWwaTb 8 cumBonos. [None oba3aTenbHO AN 3anofIHEHWS.

Mpumeyanue: OC Red Hat Linux 9 He no3BongaeT co3gaBaTb UMeHa Nonb3oBaTenen,
BKIOYaoLLMe CTPOoYHble BykBbl. [poBepka Ha cooTBeTCTBME PopMaTy
NpOU3BOAUTCH TONBKO MPU CO34aHMKU NOMb30BaTENs UM pegakTMpoBaHUn ero
nmeHun. Ecnn Ha wno3e 6e3onacHOCTM NPUCYTCTBYET NOMb30BaTENb C UMEHEM,
BKIHOYAOLLIEM NPONUCHbIE BYKBbLI, U OHO HE PeaakTUpyeTCcs — NpoBepKa He
npoBoAnTCS.

e New Password — naponb nonb3oBaTtens. [JonyckaloTcst naTUHCKMe GyKBbl, LMdpbI 1
cneucumMBonbl. Henb3s ucnonb3oBaTb Npo6enbl U HeNaTUHCKUE CUMBOSTbI.

e Re-Enter Password — noBTOpPHbI BBOA Naposis
e Privilege Level —uncno ot 0 go 15. 3HayeHune no ymonyaHumio — 0.

CospaHuve nornb3oBaternsa B GUI n HasHavyeHne eMy napons, B TeKyLen KoHdurypawmm
oTobpaxaeTcs B BUAE KOMaHAbI

username {name} [privilege level] secret 0 {pwd}

Mpu 3arpyake KOHUrypaLuM Ha L3 Naposb NepenaeTcs B OTKPbITOM BUAE U TONBKO
nocre 3arpysku BblYMCNSAETCA (DYHKLUMS X3LLMPOBaHMS Napons 1 B AeNCTBYOLLeN
KOHGUrypaLmm naporb XpaHUTCS kak pesynbTaT (yHKUMKN X3LlmpoBaHus. JelicTBytowas
KOHGUrypaLusl nokasbiBaeT yxKe ApYryto KoMaHay:

username {name} [privilege level] secret 5 {pwd encrypted}.

PegakTupoBaHue AaHHbIX 0 Nonb3oBaTene

[lns BHECEHEHNS N3MEHEHUI AaHHbIX O Nofib3oBaTene Bbi3biBaeTcsa okHO Edit User Account
KHonkon Edit.
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¥ Edit User Account X

User Mame: Iu:su:u:uns

Mew Password: [rannnanss

Re-Enter Password: |*****=*x*

Privilege Lewvel; |15 ;I
O, | Cancel | Help |
PucyHok 39

Mpwn oTkpbITMKM OKHa pepakTupoBaHusa nonst New Password n Re-Enter Password
oToGpaxalTcsa B BuAe 3Be3goyek. Ecnv atv nonsa He MeHsnuch (peaakTMpoBanucs apyrue
nons), To Naponb NoMnb30BaTens He U3MEHSAETCA.

Ecnn nmeeTcst TonbKo 0MH Nonb3oBaTenb ¢ YpoBHEM 15, TO Npu ero peakTupoBaHum
none Privilege Level 6ygeT 6noknpoBaHo, B ocTarnbHbIX Criydasix — none AOoCTYNHO Ans
penakTMpoBaHus.

I'IepemmeHOBaHme nonb3oBaTtend, OT MUMEHN KOTOPOIro yCTaHOBJ1EHA TeKyLlada CeCcCcu4d,
3anpeLleHo.

He pekomeHOyeTCcsl M3MEHATb NAposb M YPOBEHb MPUBUIIENA NONb30BaTENS, OT UMEHU
KOTOPOro yCcTaHOBNEHa TeKyLas ceccus. [pu nonbITke caenatb 370 BblAaeTcs
npeaynpexaexHue. B cnyyae, ecnu nameHeHust Bce e caenaHbl U KoHdurypaums
JoCTaBrneHa Ha W3, anga nsbexaHmsa owmnbok Npy NpoaomKeHun paboTel cneayet
pectaptoBaTb GUI.

Mpun pegakTpoBaHUmM Napons nonb3oBaTens B KOHUrypaumm, co3gaHHon paHee B
NHTepdence KOMaHOHOW CTPOKM M 3arpy>KeHHOW C UCNonb3oBaHWeM npeanoxeHnsa Restore
Current Config from PC meHto File, B uensix 6e3onacHocTu komaHaa

username {name} [privilege level] secret 0 {pwd}
OyOeT 3aMeHeHa Ha gpyryto
username {name} [privilege level] secret 5 {pwd encrypted}.

Mpu pegakTMpoBaHMU UMEHW NOMb30BaTENS UMK YPOBHS NPUBUIETIA, Naposib NPOAoKaeT
XPaHWUTBCSA B TOM XXe BUAE, KaK U 40 peAaKTUPOBaHUSI.

[MponsBeaeHHble U3MEHEHNS BCTYNAT B CUNY Nocre A0CTaBKn KOHUrypaunm kKoMaHaomn
Deliver to Router.

YnaneHue nonb3oBarens

YaaneHve nonb3oBaTens OCyLLEeCTBNAETCA BbiAeneHnem CTpoku B Tabnuue User Accounts
(PucyHok 37) n HaxaTtuem kHonku Delete.

YpaneHue eANHCTBEHHOMO NOSib3oBaTens ¢ YPOBHEM HpMBMﬂerMVI 15 3anpeLyeHo.

I'Ipw nonbITKE yaaneHna nonb3oBaTternd, Nog KOTOPbIM YCTaHOBIEHa TeKyllada ceccud GUI,
BbldaeTcsi cCooOLeHne o 3anpeTte Takon onepauunn.

B OpYyrux cnyyaax yganeHue nonb3oBaTtesia OCyWeCTBIIAETCA C Bbloayen 3anpoca Ha
noareepXaeHune ynaneHusa.
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VPN

B pasgene VPN (PucyHok 40) MoXHO npocMoTpeTb co3aaHHble VPN coeanHeHus, co3naTb
HOBble 1 yaanuTb cyuecTtsylowme. CoegmHeHne VPN — ycTaHOBMNEHME CBA3WN MeXay
UHTepdencom n nonutukon IPsec. [1ns cosgaHma coeguHeHus VPN cHavana Hy»XHo

cosgartb nonMTuky IPsec.

ZZGUI for CSP ¥PN Gate 10.0.34.10

File Wiew Tools Help

Routing

1 Propetties

&
L
WP

_:I..

B

EI..

A8 IP3ec

P8 IPSec Policies(
Pt Drymamic Cryphe
&2 Transform Sets
----- ﬂ IPSec Rules

A8 IKE

----- IKE Palicies
----- Pre-Shared Key
D Identities

g IKE CFG Pocls

é% Haosts

[k clobal Settings

o |m] .3
¥PN Connections Add | Delete |
Interface IPSec Policy |SeqMo  |Peers  |Trans... |IPSec Rule |PFS
FastEthernet0f1 |policyl 1 12,12.., Transf1 |104 enab
FastEthernet0f1l |policyl {cm... [2{1) 111.1... [Transf2z |Rule_1 disat

Rl | [

PucyHok 40

CocTaB areMeHToB KOH(UIypaLMOHHOIO OKHa.

KHonkun ynpasleHus:

Add — HaxxaTune 3Toln kHomnkn oTkpbiBaeT okHo Add VPN Connection (PrncyHok 41)
ansa cosgaHusa coegmHeHna VPN. Nocne Toro, kak co3gaHbl COEANHEHUSI CO BCEMU
MHTepdencamm, No HaXxxaTMo 3TON KHOMKM OyaeT OTKPbIBATbLCSA OKHO C TeKkcToM "New
VPN connection cannot be created. All interfaces are used in other VPN

connections."

Delete — BbI3bIBaeT npoueaypy yaanexus eoigeneHHoro VPN Connection
VPN Connections — Tabnuua ¢ HabopoM co3aaHHbIX coeauHeHnn VPN:

Interface — ums ceTeBoro nHTepdenca
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e |Psec Policy — umsa nonutukm IPsec (uma Habopa kpunTtorpaduyeckmx kapT),
3a]eMCTBOBaHHON B AAaHHOM coeamHeHun. Ecnu B coctaBe nonutukm IPsec
UMEITCS KpUNTOKapPThI, UMeoLLIne CBA3b C HABOPOM ANHAMUYECKMX KPUMTOKAPT, TO
B CkODKax yka3blBaeTcs MMsi 3TOro Habopa AMHaMUYECKUX KPUMTOKAPT.

e Seq No. — Sequence Number — -nopsiAKOBbLIA HOMEpP KpUNTorpadun4eckon
KapTbel B nonuTuke IPsec. Ecnu kpuntorpaduyeckas kapTa ccbinaeTcs Ha
Habop OuHaMmyeckmx Kpuntorpadmyecknx KapT, TO B CKOOKax yka3biBaeTcs
HOMep AUHAMUYECKOM KpUMNTOKapThl B 3TOM Habope.

e Peers — cnucok napTHepoB, npu paboTte ¢ KOTopbIMKU ByAeT MCNOoNb30BaTbCA AaHHAas
KpunTorpacumyeckas kapta

e Transform Sets — cnucok HabopoB Npeobpa3oBaHui, UCMOMb3YyEeMbIX
KpunTorpaduyeckon kapTon Ansa 3awmnTbl Tpaduka

e |Psec Rule — Homep nnn nms npasuna IPsec, Ha KOTOpoe ccbinaeTcs AaHHas
Kpuntorpadudeckas kapTa

e PFS — onuus, BkNoYeHne KOTOpomn ycunmeaeT 3awuTy kntoden (Enable|Disable) —
BkntoyeHa/BoiknioveHa

e |KE CFG — ums nyna agpecos, U3 KOTOporo 6yaeT BbloenaTbCs agpeca no 3anpocy
napTHepoB. Bo3MoOXHble 3Ha4YeHus:

e <none> — ecnu y kpuntorpadnyeckoin kapTbl HET Ha3HAYEHHOro Nyna

o <Default>{Pool Name} — ecnu kpunTorpaduyeckon kapte HasHayeH
aedonTHbIN Nyn (Nyn ¢ ycTaHOBMNEHHbIM cTaTtycom Default) n aTot nyn
onpegerneH

e <none><Default> — ecnu kpunTorpadgunyeckon kKapte HasHavyeH AePONTHLIN
nyn, HO B pasgene nyrnoB HW OQHOMY Myny He NpuUcBoeH ctaTyc Default

o {Pool Name} — npu ABHOM HasHa4yeHUn nyna KpunTorpaguryeckon kapTe

e Identities — nmsa cnncka ngeHTUMKaTopoB, KOTOPOMY AOSMKHbI YAOBMNETBOPATh
cepTudukaTbl NapTHEPOB.

OO6LLee KONMYECTBO CTPOK Tabnuubl:

TotalNum= NInterfacesl * (NCryptoMapsl + NdynamicTemplatesl) +
NInterfaces2 * (NCryptoMaps2 + NdynamicTemplates2) +...
...tNinterfacesM * (NcryptoMapsM + NdynamicTemplatesM),

roe:
NinterfacesX KONMYecTBO MHTEpPdENCcoB, cBA3aHHbIX ¢ IPSecPolicyX
NcryptoMapsX KONM4eCTBO KpunTorpadunyeckmx kapT (crypto map), BXOAALLMX

B IPSecPolicyX

NdynamicTemplatesX  KOMM4ECTBO Crypto map, BXOAAWMX B HABOpbl AMHAMUYECKNX
crypto map, cssa3aHHbIX ¢ IPSecPolicyX

Ctpoku B Tabnuue dpopmupyroTcs cnegyrowmm obpasom:

e BHauarne, korga Tabnuua nycrasi, eCTb BO3MOXHOCTb CO34aHus TONbko HoBoro VPN
Connection. B 3aBMcnmocTu oT konmyecTBa kpuntorpadgudeckmx kapT B IPsec Policy
ansa atoro VPN Connection, B Tabnuue 6yaet doopMmMpoBaThCsi COOTBETCTBYIOLLIEE
KONM4eCcTBO CTPOK. PakTUYeckn, CTpoka Tabnmubl AEMOHCTPUPYET CBA3KY
KpunTorpaduyeckon kapTbl C UHTEPEENCOM.

e ecnu kpuntorpadudeckas kapta B nonutuke IPsec ccbinaeTcs Ha Habop
OVNHaMUYeckux Kpuntorpadnyeckux kapT, To B Tabnuue yaet dopMmpoBaThes
KONMMYEeCTBO CTPOK, paBHOE YMCIY AMHAMUYECKNX KPUMTOrpadnyecKkmnx kapT B
Habope.
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ecnu B pasgene IPsec Policies oTpegaktnpoBaTtb coctaB Bxoasawmx B IPsec Policy
KpunTorpaduyecknx KapT, aHanorn4Hble M3aMeHeHus nponsonayT un B Tabnuue VPN
Connections — npu go6asneHumn kpubntTorpadudeckmx kapt 6yayt nfobaBneHsl
CTPOKW, a Npu yaaneHu1 — yaaneHbl CTPOKn Tabnuupl.

Mpun aTOM, €CNN HECKOMBKO MHTEPMENCOB NCNONbL3YIOT OAHY U Ty Xe IPsec Policy,
ONs Kakgoro u3 Hux 6ygeT cosgaHa cTpoka ¢ 4obaBneHHon Kpuntorpaduyeckomn
KapToW.

aHanormyHoe noeegeHue Tabnuubl 6ygeT v Npu yaaneHun CTpoku ¢
KpunTorpacpmyeckon kapTon. Ecnn ata kapta ucnone3dyetcs B IPsec Policy, koTopyto
NCNONb3YT HECKONbKO MHTEPMENCOoB, TO OyAyT yaaneHbl BCe CTPOKM,
CcblnaroLmecs Ha ygansemyto kpuntorpadudeckyto kapty. Kpuntorpaduyeckas
KapTa MOXeT ObITb yaaneHa n3 cocrara IPsec Policy kak B aTom pasgene, Tak 1 B
pasgene IPsec Policies (Crypto Map Sets). YoaneHue B aTom pasgene ogHowm nnm
HEeCKONbKUX KpunTorpadguyeckux kapt n3 cocrtaea IPsec Policy (a Takke yganeHue
camoi IPsec Policy) npuBoguT K yganeHuio CTPOK, CCbINatoLLMXCa Ha yaansemble
0OBbEKTHI.

yoaneHue yepes paspbiB accoumaumm ¢ IPsec Policy npuBoanT K yganeHuo Bcex
CTPOK C MMeHeM nHTepdeinca, koTopoe bbIno y ygansemon cTpokun. B
npeactasneHmm Cisco nog VPN Connection noHnmaeTtcs cesasb nHtepgenca c IPsec
Policy. Peanusauus xe VPN Connection B Tabnuue BbINONHAETCHA HE B BUAE OAHOMN
CTPOKK, a B BUE HECKOSBbKNX CTPOK — MO YUCIY KpUNTOrpadou4eckmx KapT,

BxogsALwmx B coctaB |IPsec Policy.

Co3agaHue HoBoro coeanHeHust VPN

Cospanwue HoBoro coegnHenns VPN BeinonHseTcsa B okHe Add VPN Connection (PucyHok
41), KoTopoe OTKpbIBaeTcHa kHonkow Add:

= Add ¥PN Connection x|

& YPM Conneckion is created by associaking an IPSec Policy with an Interface.

Select Interface IFastEthernetD,l'l j

Select IPSec Policy ||« =l add new IPSec Palicy. . |

Crypho Maps
Mame Seq Mo Peers Transform Sets |IPSec Rule |PFS | IKE CFiG Ide..
policy 1 1 12.12.12.1 [Transf1 104 aro,., |pool_1 <M,

Kl | 2]

Dwnamic Crypka Map Sets

Mame: Seq No., Dwnamic Crypka Map Sek Mame
policy 1 z crCynTwo
policy 1 3 crDynione
K, Cancel Help
PucyHok 41
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Cospnanune HoBoro VPN Connection 3akntovaeTcs B cBA3bIBAHMM NONUTUKK IPsec ¢
nHTepdencom. [ina aToro nMeTca cregyoLime nons:

e Select Interface — BbinagatoLLunn CNNCOK PU3NYECKUX NHTEPAENCOB, ANA KOTOPbIX
eLle He co3aaBanucb coeanHeHunsa VPN

e Select IPsec Policy — BbinagatoLLmii CMCOK CO3AaHHbIX paHee nonuTuk IPsec.

Add new IPsec Policy — kHonka Bbi3oBa guarnora Add IPsec Policy (PucyHok 45) ans
co34aHns HoBOM NonuTuKK IPsec.

e Crypto Maps - Tabnuua otobpaxaeT Aetanu cTtaTMy4ecknx Kpuntorparyecknx KaprT,
BXOASLLMX B cocTaB Bbl6paHHoM IPsec Policy.

e Dynamic Crypto Map Sets — Tabnuua nokasbiBaeT Habopbl AUHaMUYECKUX
KpunTorpadunyeckmx kapT, CBA3aHHbIX C KpUnTorpadunyeckumm kKaptamm u3 NoAUTUKK
IPsec.

Mpwn BbIGOPE MHTEpderica n nonuTukn IPsec, n HaxxaTtumn kHonkn OK coegmHenne VPN
6ynet cosgaHo. B tabnuue VPN Connections (PucyHok 40) nosiBUTCA CTPOKa C HOBbIM
co3gaHHbIM cognHeHnem VPN.

Ypanenue VPN Connection

Ypanenue solgeneHHoro VPN Connection nponssogutcsa ¢ nomoLubto kHomku Delete.
HaxxaTne aton kHomku oTkpbiBaeT okHO Delete VPN Connection (PucyHok 42).

ZZDelete ¥PN Connection x|

= Delete the crypto map with sequence number 1
Fram Ehe Crvpto Map Set crbynTiwio

Diassociate the IPSec Palicy palicyl From the interface FastEtherneto)l
and keep the IPSec Policy for possible reuse

K Zancel Help

PucyHok 42

OkHo COOEepPXUT nepeknyaTeslb C ABYMA NONTOXEeHUAMU:

e Delete the crypto map with sequence number {Homep} from the Crypto Map Set {nums
Crypto Map Set}. Beibop 3TOro nonoxeHusi nepeknoyatens npMBoanT K yaaneHuio
yKa3aHHOW KpunTorpadmnyeckorn KapTbl M3 Habopa KpunTokapT — nonuTukm IPsec.

e Disassociate the IPsec Policy {ums IPsec Policy} from the interface {nma
nHtepdgenca}l and keep the IPsec Policy for possible reuse. Beibop aT0ro
MONOXEHNs NepeknoyaTens NpMBOAUT K yAaneHuio CBA3N nHTepdenca n nonnTuki
IPsec. MNpwu atom ByayT yaaneHsl BCe CTPOKU, CCbINaloLmnecs Ha
KpunTorpaduyeckmne kapTbl U3 cOCTaBa yKkasaHHOM NonuTuku IPsec, cBsi3aHHbIe C
OaHHbIM UHTepdencom.
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IPsec

MpoTokon IPsec ncnonb3yeTcs AN 3alliMThl NepeaaBaeMblX AaHHbIX MO ceTu, obecneunBas
KOHMAEHUMANbHOCTb, LENOCTHOCTb M IOCTOBEPHOCTbL AAHHLIX, NepeJaBaeMblX Yepes
HedoBepeHHble ceTU. ATOT pasden BKIoYaeT Tpu noapasaena, B KOTOpbIX U onpeaensitoTcs
anropuTMbl 1 napameTpsbl IPsec, kKoTopble GyayT MCMONb30BaTbCA ANs 3aWwnuTbl Tpaduka.

HaHHoe okHo (PncyHok 43) cooepXuT TOMbKO TEKCT, NOSICHALW M 6a30Bble TEPMUHBI.

T GUI for CSP ¥PN Gate 10.0.34.10
File Wiew Tools Help

WP

o IPSec Polici

----- ﬂ IPSec Rule
-8 TKE

----- IKE Policies

~oil Identities
- IKE CFG Pocls

é% Hasts

% Global Settings

e

Pt Dynammic Crypt
il Transform Set

5

----- Pre-Shared ke

=10] x|

IPSec

IPSec (TP Security') is one of the most secure methods of setting up a YPRH
iWirkual Private Mebwork). IPSec provides nebwork data encryption at the IP
packet level, affering a robust security salution that is skandard based, IPSec
provides daka authentication and anti-replay services in addition to data
confidentiality.

Transform Set

& transform sek represents a cerkain combination of security prokocols and
algorithms. You can specify multiple transForm sets, and then specify one or
mare these transform sets in a crypbo map entry. The transform set defined
in the crypta map entry will be used in the IPSec securiby associakion
negotiation to protect the data flows specified by that crypto map IPSec Rules

IPSec Rule

IPSec Rules are used to define which IP traffic will be protected by the crypto
map and which traffic will not be protected.

IPSec Policy

&n IPSec policy is a collection of one or more crypto maps. A& crypto maps pulls
kogether the various parts used to set up IPSec security associations,
including IPSec Rules, Transform Sets, Remoke Peers and other parameters
that might be necessary ko define an IPSec security association, IPSec policy
is identified by a name. All crypto maps in an IPSec Policy share the same
name but have unique sequence number that distinguishes them.

¥PN connection

& YPM connection is completed by associating an IPSec palicy to an interface

PucyHok 43
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IPsec Policies

B pasgene IPsec Policies (PucyHok 44) MOXXHO npocmaTpmBaTh BCE CO34aHHbIE MONUTUKN
IPsec 1 nHTepdeNchl, K KOTOPbIM NPUBA3aHbI 3TN MNONMUTUKU. 30ECh XK€ MOXHO BbI3blBaTb
OKHa Ana co3daHusl 1 peJakTUpoBaHWs NONUTUK IPsec, a Takke yaansitb 3TM NONUTUKN.
MonuTuka IPsec — Habop kpunTorpadunyecknx kapt. B nonutuky IPsec moryt Bxooutb Kak
cTaTUyeckue Kpuntorpaduyeckue kapTbl, Tak U HABOPbI AUHAMUYECKMX KpUNTOrpadnyecKkmx

KapT.

Yiew Tools Help

T GUI for CSP ¥PN Gate 10.0.34.10
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PucyHok 44

maBHasa dhopma 3TOro pasgena coaepXut Tpy Tabnuubl.

Tabnuua IPsec Policies noka3biBaeT co3aaHHble nonuTtukn IPsec:

¢ Name — nma nonutukm IPsec,

e Interfaces — umsa uHTepdelica, kK KOTOPOMY NpuBsi3aHa AaHHasa nonutuka IPsec.
Ecnu nonutuka IPsec He cBA3aHa ¢ MHTepdencoM — rnorse He 3anosiHAeTCs.

Tabnumua Crypto Maps oTobpaxkaeT getanu kpuntorpaduyeckmnx KapT, BXOASALNX B
BblAeNeHHyo nonuTuky IPsec.

Tabnuua Associated Dynamic Crypto Map Sets — noka3bliBaeT Habopbl
AVHaMUYECKNX KpunTorpadmyeckmnx KapT, BXOAsILUME B BblAENEHHYIO NMONUTUKY

IPsec.
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% Add IPSec Policy

Co3snanue IPsec Policy

[ns co3ganusa nonutukn IPsec HeobxoaumMo Hanuyme xotsa 6bl ogHoro Transform Sets u
oAHoro npaswuna IPsec. Ecnv HeT HM 0gHOro TpaHcdopma U HM OAHOro NpaBuna, To Npu
HaxkaTum kHonkn Add onst cosgaHusa nonutukn IPsec 6yaeT BblgaHoO cooOLWeHne o
HeobXoaUMOCTU UX CO3aaHMS.

Cosganune nonutukm IPsec nponssoautcs B okHe Add IPsec Policy (PucyHok 45), kotopoe
OTKpbIBaeTcs Npu Haxxatum kHonkn Add B okHe IPsec Policies (PucyHok 44):

Mame: Ipu:uliu:\y'z
Crypko Maps:

Mame |5eq Mo

Peers
111.11.11.1

Dynamic Crypka Map Sets:

Transforrn Sets | IPSec Rule  |PFS IKE CFi3 Identities add

Transf2 130 groupl  |pool_2 <MI0ne =

Edit

Delete

Mame Seq Mo,

Dynamic Crypta Map Set Marme

Edit

Dissociate

O Cancel Help

B

s

;
_Dsecte |

PucyHok 45

CocTaB 351eMeHTOB OKHa:

e Name — nmsa cosgaBaemon nonutukn IPsec

¢ Crypto Maps — Tabnuua co CnMckoMm KpunTorpagu4eckmnx kapT, BXOOALLMX B
co3gaBaemyto nonuTtuky IPsec. Monga Tabnuupbi:

Name — nums nonutukn IPsec

Seq NoO — NOpsSIAKOBLIN HOMEP KpunTorpadu4eckon kapTbl (MPUOpPUTET) B
OaHHOW NonuTuke

Peers — cnvcok napTHepoB, obpabaTbiBaeMbI JaHHOW KpunTorpaduyeckom
KapTomn

Transform Sets — cnucok npeo6pasoBaHnii, NCMOMNb3YyeMbIX JaHHOM
KpunTorpaduyeckon kapTon Ansa 3awwmTtbl Tpadumka

IPsec Rule — umsa npaeuna IPsec, Ha KOTOPOE CChbiNlaeTcs gaHHasi
KpunTtorpacduyeckas kapta

PFS — onuus, BKIOYEHWE KOTOPO YCUMUBAET 3aLLUUTY KITOYEN:

e pu BKIIOYEHUN Noka3bliBaeT BblbpaHHyto rpynny Diffie-Hellman
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L] Npn OTKIKOYEeHNN — NYCTOE Mnone.

IKE CFG — umsa nyna agpecos, U3 KOToporo 6yaeT BblAeNsaTbCA aapec no
3anpocy napTHepoB. Bo3aMOXHble 3HaYeHNs:

e <none> — ecnu y KpuUnTorpagMyeckon KapTbl HET Ha3HAYEHHOro Nyna

o <Default>{Pool Name} — ecnn kpuntorpadun4eckon kapTe HasHa4eH
AedonTHbIN Nyn (Nyn ¢ ycTaHOBNEeHHbIM cTatycom Default) n atot nyn
onpegeneH

e <none><Default> — ecnu kpunTorpadunyeckon kapte Ha3Ha4YeH 4ePONTHLIN
nyrn, HO B pa3zgerne NyfoB HWU OQHOMY Nyny He NpucBoeH ctaTyc Default

e {Pool Name} — npu SsBHOM HasHayeHuu nyna KpunTorpaduyeckon kapTe.

Identities — uma cnucka naeHTUUKATOPOB, KOTOPOMY AOIMKHbI YOOBNETBOPATh
cepTudumKaTbl NapTHEPOB.

e Dynamic Crypto Map Sets — Tabnuua co cnuckom Habopos ANHAMUYECKUX
KpunTorpadmyecknx KapT, cBa3aHHbIX ¢ nonutukon IPsec. Monsa Tabnuupl:

Name — umsa nonutuku IPsec

Seq No — nopsiAKOBLIN HOMEP KpunTorpadu4eckon kapTbl (MPUOPUTET) B
JaHHOW nonuTuke

Dynamic Crypto Map Set Name — umsa Habopa AMHaMNYECKMX
KpunTorpaduyeckmx KapT, CBA3aHHOIO C KpUnTorpadmnyeckon KapTom B
nonutuke IPsec.

KHomku ynpaeneHus:

Add - BbI3biBaeT gnanor Add Static CryptoMap (PucyHok 46) ansi co3gaHus
cTaTnyeckon Kpuntorpadn4eckon KapThbl

Edit — BoI3bIBaeT guanor Edit Static CryptoMap (PucyHok 46) ans
pedakTMpoBaHUs BblAENEHHOW CTaTUYECKOM KpUnTorpadnyeckon KapThl,
cosnagatowwmi ¢ okHom Add Static CryptoMap

Delete — BbI3blBaeT Npoueaypy yaaneHus BblaeneHHoW KpunTorpadguyeckon
KapTbl

Associate — BbI3bIBaeT 0kHO_Associate Dynamic Crypto Map Set (PucyHok 55)
Ans Bblbopa Habopa AMHaMUYECKNX KpUnTorpadmnyecknx KapT Ans CBA3bIBaHNS
C KpUMNTOKapTOW B AaHHOM nonutuke IPsec.

Edit — kHONKa JoCTynHa nNpw BblAENEHUN CTPokK B Tabnmue Dynamic Crypto
Map Sets n Bbi3biBaeT okHO Edit Dynamic Crypto Map Set Association ans
pedakTupoBaHusi HoMepa KpunTtorpaduyeckon kapTbl B nonuTtuke IPsec,
CBSA3aHHOM ¢ HAbOPOM ANHAMUYECKMX KPUMTOKAPT.

Dissociate — kHonKa 4OCTyNHa Npu BblAeneHun CTpokn B Tabnmue Dynamic
Crypto Map Sets u yganseT BbligeneHHY0 Kpuntorpadnyeckyto kapTy u3
nonuTukmn IPsec, cBsisaHHyto ¢ HAOOPOM AMHAMUYECKUX KPUMTOKAPT U3
nonuTtuku IPsec.
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Co3pgaHue ctaTU4eCKOMN Kpuntorpacmyeckon KapTobl

HaxaTtume kHonku Add (PrcyHok 45) oTkpbiBaeT okHo Add Static CryptoMap (PvucyHok 46)
ONA CO3[aHMs CTaTUYECKOM KpMNTorpaduieckon kapTbl. OTO OKHO COAEPXKUT LLECTb
BKIaoK.

Bknagka General

¥ Add Static CryptoMap x|

@Eneral | Peer InFu:urmatiu:unl TransForm Setsl IPSec Rulel IKE CFGl Identities

Sequence number; |1

Security fssaciation Lifetime

ShA Lifetime (Kilobytes): |46EIEEEIEIEI [+ Default

54 Lifetime [Seconds); |3E-EIEI v Defaul

[v Enable Perfect Faorward Secrecy:

Dif fie-Helman group; Igrnupl ;I

Ik Cance| Help

PucyHok 46

Bknagka General (PucyHok 46) cogepXuT cnegytoLime snemMeHThbl:

Sequence Number — nopsgKoBbIi HOMep KpunTorpadnyeckon KapTbl B NONTUKE
IPsec. lNopsiakoBbIi HOMEpP NoKasbliBaET YPOBEHb NpuoputeTa KapTbl B JAHHOW
NONUTUKE: YEM MEHbLLE HOMEP KapTbl — TEM Bhbile NpuoputeT. 1o ymonyaHuto, npu
OTKPbITMM OKHa 3TO MOJie 3anofIHAETCS LefbiM YMCIIOM, KOTOPOE Ha eAnHMULY
npeBbllWaeT HambonbLlee 3HaYeHe KpunTorparuyeckon KapTbl, BXOASLLEN B
nonutuky IPsec. Hanpumep, ecnu IPsec Policy coaepxut kpuntorpagpudeckme
KapTbl ¢ Homepamu 1, 2 n 8, To npu gob6aBneHNn HOBOM KpunTorpadUyYecKkom KapTbl
B kayecTBe Sequence Number 6yaeTt npeanoxeHo 3HadeHne 9. OgHako, MOXHO
BPYYHYIO MCMpPaBUTb 3TO 3Ha4YeHWe Ha Nnoboe, He 3aHATOe (B HalleM crny4vae
3aHATbIMK OyayT Yucna 1, 2 n 8) uenoe 4ncno 3 agnanasoHa 1 — 65535.

'pynna Security Association Lifetime — cogepXut anemeHTbl HACTPOWKN BPEMEHM
Xnsum SA:

e SA Lifetime (Kilobytes) — npegenbHbin 06bem (B kKnnobantax) nepegaBaemMbix
OaHHbIX CTOPOHaMW, B pe3yrbTaTe NpeBbILLEeHNst KOTOPOro SA CTaHOBUTCS
HeadencTBUTENbHbLIM. [loNyCTUMbIE 3HAYEHUs NexaT B auanasoHe ot 1 fo
4294967295.

e Default — BoicTaBneHue aToro pnaxka o3HavaeT, YTO ByaeT yCTaHOBMEHO
BPeMs Xn3HM SA no ymonyanuto - 4608000 kunobant. 310 3Ha4eHne
onpegensietca B pasgene Global Settings.
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e SA Lifetime (Seconds) — Bpemsi xu3Hu SA B CeKyHOax, MO UCTEYEHNM KOTOPOro
CBSA3b CTAHOBUTCHA HEAEUCTBUTENbHOW. [lonyCTUMbIE 3HAaUYEHNsI NexarT B
AnanasoHe o1 1 0o 4294967295. 3HaveHne no ymonyaHuo 3600.

e Default — BoicTaBneHune aToro onaxka o3HayaeT, YTo 6yaeT ycTaHOBMEHO
BPeMs Xn3Hu SA no ymonyanuto — 3600 cekyHA. ITO 3HaYeHne
onpegensietca B pasgene Global Settings.

e Enable Perfect Forward Secrecy — donaxok, ycTaHOBKa KOTOPOro BK/HOYAET OMNLNIO
PFS. MNpu BkntoyeHHOM onuuun PFS npu kaxaom cornacoBaHum HoBon SA byaeT
NpPon3BOaNTLCSA HOBbIN 06MeH kntodamu Diffie-Hellman. 3ta onuna obecneunsaet
OOMONHUTENbHYIO 3aLLMTY CEKPETHBLIM KItoYaM, XOTsi U CHUXKaeT
Npon3BOAUTENBHOCTb CUCTEMbI:

¢ Diffie-Hellman group — npoussoaunTcs BbIGop rpynnbl, kKoTopasa byaoeT
ncnonb3oBaTbca Npu obmeHe Diffie-Hellman:

e groupl — npu obmeHe Diffie-Hellman B pamkax IPSec ncnonb3syetcs 768-
6uTHas rpynna Diffie-Hellman

e group2 — npu obmene Diffie-Hellman B pamkax IPSec ucnonbayetcs 1024-
ouTtHaga rpynna Diffie-Hellman

e group5 — npu obmeHe Diffie-Hellman B pamkax IPSec ncnonbsyetcs 1536-
ouTtHaga rpynna Diffie-Hellman.

Bknapka Peer Information

Bo Bknagke Peer Information (PucyHok 47) ykasbiBaloTCa NapTHEPbLI MO 3aLlyULLEHHOMY
B3aumoencTButo. [ins ogHom Kpuntorpacmyeckon kapTbl MOXHO ONpeaenuTb HECKOBbKO
napTHeEpPOB, KOTOPbIE pacrnonaratTcs B CNMCKE B NOPSAKE CHMKeHNs npuoputeTa. CHavana
OyneT npeanpuHsATa NomnbITKa YCTAHOBUTbL COEAUHEHNE C NEPBbLIM MapTHEPOM, MOTOM CO
BTOPbIM U T.4.

T¥ add Static CryptoMap x|

General Peer Information | Transform Sets | IPSec Rule | IKE CFG | Identities

You can define multiple peers in a crvptomap. The additional peers are used as backups

—Specify Peers

IP Address I

Peer Lisk

Delete

[[e2m |

Mave g |
it [ = D\ |
(04 Cancel Help |
PucyHok 47
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Bknagka Peer Information (PucyHok 47) cogepXvTt cneayowmne anemMeHThbl:
e [pynna Specify Peers

e |P Address — none ans eBoga IP-agpeca napTHepa ons NnomeLleHus ero B
cnucok naptHepoB (Peer List). lNocne Toro, kKak BBEAEHHOE 3HAaYEeHNe
nepeMeLLEeHo B CNMCOK Npu nomoLm kHonkn Add, none obHynsieTcs

e Peer List — cnncok IP-agpecoB napTHEPOB, KOTOPbIE HY>KHO PaCMOSIOXUTb B
nopsiike CHWXEHUs npuoputeTa. 3TOT CNUCOK HE AO0MKEH ObiTb MYCTbIM.

e KHonku ynpaBneHus:
e Add - kHoNKa ons nepemelleHnsa BBeaeHHoro IP-agpeca B cCnncok napTHEpPOB

e Delete — kHonka yoaneHus BbiaeneHHoro B cnuncke IP-agpeca. Ecnu B cnvcke
HMYero He BblaeneHo, KHoMka GrokupyeTcs.

e Move UP — kHoMKa nepemMelleHns BblaeneHHoro IP-agpeca B Cnmucke Ha ogHy
no3uuuo BBEPX AN yBeNMyeHus npuopuTteta. Ecnv BolgeneHHon CTpokown
ABMSeTCA nepBasi, To kHornka 6yaet 6rokmpoBaHa.

e Move Down — KHOMKa nepemMelleHns BblgeneHHoro IP-agpeca B crnvcke Ha
OAHY NO3ULMIO BHU3 ANS CHMXEHUs npuoputeTa. Ecnu BblgeneHHom CTpoKom
SIBNSieTCs NocneaHss, To KHonka 6yaeT 6rnokupoBaHa.

Bknagka Transform Sets

Bo Bknaake Transform Sets (PucyHok 48) Bbibupatotcs Habopbl npeobpasoBaHuii Ans
peanu3auuy NonuTUKK 3aLLmTbl, KOTOPbIe ByAyT MCNonb30BaTbCs AHHON
KpunTorpaduyeckomn kapTon.

= Add Skatic CryptoMap x|

General | Peer Information  Transform Sets | tpSec Rule | IKE CFG | 1dentities |

Daon't select more then 7 Transform Sets
&vailable Transform Seks Selected Transform Sets

|Name |

add | ede |

Ik Zancel | Help |

PucyHok 48
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Bknagka cogepuT asa nons:

e Available Transform Sets — none co cnMckom 3apermcTpmpoBaHHbIX HAbopoB
npeobpasosaHuii. [pu nepemelLeHnn Habopos NnpeobpasoBaHuii B cnncok Selected
Transform Sets oHun ygansioTca ns cnucka Available Transform Sets

e Selected Transform Sets — none co cnMckoM HabopoB Npeobpa3oBaHUi, KOTOpbIE
NCcnonb3yTCca AaHHOW KpunTorpaduyeckon kapton. MoxeT cogepaTb TONbKO 7
HabopoB npeobpa3oBaHWi, NPU JOCTVIXKEHUN 3TOW rPaHuLbl KHOMKAa NepemMeLLeHnst B
3TOT cnucok 1 kHomnka Add 6noknpytotca. Habopbl npeobpa3oBaHui OOMKHbI 6bITh
pasmMeLlleHbl B nopsaake yobiBaHusA npuopuTteTa — Habop C HaMBbLICLLUMM MPUOPUTETOM
cnepyeT ykasaTb NepBbiM. OTOT CIMCOK HE AOSMKEH ObITh NYCThIM.

KHonkn ynpaBneHus:

e Add /Edit — kHonka BbI3oBa ananora Add/Edit Transform Set ans
co3aaHus/pegakTpoBaHnsi Habopa npeobpasoBaHui

. |::> - KHOMKa nepeMeLLeHns BblaeneHHoro TpaHcopma B crnivcke Available
Transform Sets B cnucok Selected Transform Sets

. (::I - KHoOMKa nepemeLleHns TpaHcdopma 13 cnncka Selected Transform
Sets B cnucok Available Transform Sets

) ﬁ - KHOMKa NepeMeLLeHns BblAeNeHHON CTpoku B cnucke Selected
Transform Sets Ha ogHy no3vumio BBEPX ANs yBenuyeHus npvoputeta. Ecnu
Bbl€IIEHHOW CTPOKOW ABMNAETCS NepBasi, To kHomka 6yaeT 6rnokuposaHa

) - KHOMKa NepeMeLLeHns BbigENEHHON CTPOKK B cnincke Selected
Transform Sets Ha ogHY NO3MLMIO BHU3 OIS CHDKEHUSA npuopuTeTa. Ecnn
BblAEMNEHHON CTPOKOW SBNAETCHA NOCNeaHss, To KHonka 6yaet 6rnokupoBaHa.

Bknagka IPsec Rule

Bo Bknagke IPsec Rule (PucyHok 49) BbibrpaeTcs npaBuno, kotopoe onpegensieT IP-
Tpaduk, KOTOpbIN credyeT unu He crieqyet WndposaTk cpeacteamu IPsec. [na
WwndpoBaHmsa ByayT ncnonb3oBaTbcs Npeobpa3oBaHns, BbibpaHHble BO Bknagke Transform
Sets.

Bknagka cogepXuTt TOMbKO OAHO More — Bbinagatowuin cnucok npasun IPsec. 3HaveHus
cnncka crnegyowme:

L] none — npaswuno eLle He Bbl6paHO

e Use Rule Pane for selection — npu Bbibope aToro 3Ha4yeHunst 6yaeT OTKpbITO OKHO
Rule Pane (PucyHok 50) ans Beibopa npasuna. lMNpaBunno MoxHo BbIGpaTh TONbKO
paclumpeHHoe kak u3 pasgena Access Rules, Tak n n3 pasgena IPsec Rules. Ecnu
OyneT BbibpaHO cTaHAApTHOE NpaBuIio — KHomnka Select 6ygeT 6noknpoBaHa m
BblIbpaTh 370 NpaBuno 6yaet HEBO3MOXHO.

[MpumeyaHue: B cs_console kK Kpuntorpauyeckon kapte MOXHO NpuBA3aTh Kak
CTaHOapTHbLIN, TakK N pacLUMPEHHbIN CUCOK JOCTYNa KOMaHAOM match address.
Ecnu 3arpy3untb KOHUrypauuio ¢ KpUnToKapTow U CTaHA4apTHLIM CIMCKOM JOCTyrna B
GUI, To oHa oTobpasutcs B GUI 6e3 npobnem, HECMOTPS Ha TO, YTO TakKyt NPUBA3KY
B GUI co3gaTtb Henb3s

e Create new — oTkpbiBaeT okHo Add a Rule gns cosganua npasuna IPsec (PyucyHok
21), onucaHHoe B pa3gene "CosgaHue HoBoro npaswuna IPsec".

I'IpaBMno 00s13aTeNbHO AOMKHO ObITh Bbl6paHO, 3Ha4YeHne none He OOonyCkaeTCA.
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TE Add Static CryptoMap

zeneral I Peer Information I Transform Seks  IPSec Rule | IKE CFia I Identities I

IPSec Rule: I::nu:une:b

Ik | Cancel |

Help |

Select a rule From the lisk below

PucyHok 49

Rule Cateqgory: IIF‘Se-: Fules -
IPSec Rules add | Edit | Delete |
Mame/Mumber sed by Type
10z exkended
Fule_1 dynamic crypka map crlynCne 2 extnded

Ackion SouUrce Destination Setrvice
& |Protect 10,10.10.0/0,0.0,255 12,12,12.040.0.0,255 ip
Seleck Close Help
PucyHok 50
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Mpu BbIAENEHUN HYXXHOTO NpaBuna B okHe Rule Pane (PucyHok 50) n HaxxaTum KHOMKM
Select BbIbpaHHOe npaBuno nosBuTcA Bo Bknaake IPsec Rule.

Bknapka IKE CFG

Bknagka IKE CFG (PucyHok 51) ucnonb3yetcs B OCHOBHOM B ANHAMNYECKON
KpunTtorpaduyeckon kapTe Ans BblGopa nyna agpecos, U3 KOTOPOro 6yayT BbIAENSATLCS
agpeca ansi NapTHepoB.

T¥ add Static CryptoMap x|

Generall Peer InFu:urmatiu:unI TransForm Setsl IPSec Rule IKE CFG | Identities

(04 Cancel Help

PucyHok 51

Bknagka cooepXxuT cregyrouime afieMeHTbl:

e |KE CFG Pool — BbinagatoLwuim Cnmcok:

none — nyn He Bbl6paH, ANs gaHHoM KapThbl HUKaKoWn nyn He Ncnonb3yeTcd

Default — npu BbIGoOpe 3TOro 3Ha4YeHNs1 MPOUCXOANT NPUBSA3Ka Nyna co
ctatycom Default k gaHHon kpunTokapTe (PucyHok 45). O ctatyce Default cm.
pasgen IKE CEG Pools. BoamoxHa cuTyaLms, Koraa H4 O4HOMY U3 MyroB He
Ha3HauyeH cTtatyc Default. B 3aBucnmocTu o1 Toro, cywiecTsyeTt 4edOnTHbIN
nyn nnu Het, B Tabnuuax pasgenos IPsec Policy u VPN Connections 6yget
oToOpa)xaTbCs COOTBETCTBYHOLLEE 3HAYEHME:

¢ {Pool Name}<Default> — ecnu BbibpaH nyn co ctatycom Default n Takon
nyn s3agaH

e <none><Default> — ecnu BbibpaH nyn co cratycom Default, HoO H1 ogHOMY
nyny TakoWw cTaTyc He 3ajaH

Use IKE CFG Pool Pane for selection — npu Bbibope 3TOro npeanoxeHus
Bynet oTkpbiTo OkHO IKE CFG Pool Pane ang Beibopa nyna agpecos (PucyHok
52)

Create new — oTkpbiBaeTcs okHo Add IKE CFG Pool gna co3gaHus HOBOro
nyna agpecoB (PycyHok 75)
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Kpome Toro, BbiNnagatoLLmii CIMCOK XPaHWUT B MaMsATU UMS NoclieaHero BeibpaHHoro nyna ao
3aBepLUEHNA CECCUMUN pedaKTUPOBaHNA napaMmeTpoB KpunTorpaduyeckon kapThbl.

OxHo Bbibopa IKE CFG nyna
OxkHo BbIGopa nyna IKE CFG Pool Pane coctout ns asyx tabnuu;
e BepxHsAa Tabnuua coaepxuT BCe Co3aaHHbIe Mynbl aApecoB U UMEET ANEMEHTbI:
e Name — ums nyna agpecos

e Crypto Maps — umeHa kpuntorpadunyeckux KapT, UCMOMb3YOLWUX OAHHbIA NyI.
Mms kpuntorpaduyeckon kapThbl BoiBOoaUTCA B hopMaTte crypto map <IPSec
Policy name> <Sequence number>

e  HWXKHAA Tabnuua nokasblBaeT AnanasoH agpecoB BbliAENEHHOTO Myna B BEpXHEN
Tabnuue.

OkHo IKE CFG Pool Pane cogepxuT dpyHkumoHanbHble kHonkv Add, Edit n Delete ans

Bbl30Ba Amnanora cos3faHus, pegakruposanus u yaanexus IKE CFG nyna, onucaHHbIX B
pasgene "IKECFG Pools".

[1BOMHON WEen4yoK Ha BblAENEHHOM nyne unn HaxxaTtmne KHOMKun Select 3aKpblBa€T OKHO, 1 Nyn
cynTaeTcd Bbl6paHHbIM.

B IKE CFG Pool Pane x|

IKE CFG Pools Add | Edit | Delete |
MName Crypko Maps
pool_Z =Default = crypko map policy1 1

ypto map cmbynone 1, crypka map cmbynTwo 1

IP Address Rangels)
10,10,10,195-10,10,10,199

Select Close Help

PucyHok 52
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Bknapka ldentities

Bo Bknagke ldentities (PucyHok 53) MOXHO ykasaTb CNUCOK MOEHTUMKATOPOB, KOTOPOMY
OOIMKHbI YAOBNETBOPSATL CEpPTMUdMKATLI NAapTHEPOB. JTa BKknaaka HeobszaTensHa ans
3anonHeHns. Cnmuckn naeHTUUKaTopoB cospatoTcs B pasaene ldentities. Bknaaka
COOEPXKUT TONbKO OAHO none ldentity List ¢ BbinaaaroLmMm CMCKOM 3HAYEHWIA:

. None — ycTaHOBMNEHO Mo yMon4yaHuio

e Use Identity List Pane for selection — npu Bbibope aTOro 3HayeHus byaeT oTKpbITO
okHo Identity List Pane (PucyHok 54) ans Bbibopa cnucka naeHTMguKaTopos

e Create new — Bbi3biBaeT gnanor Add Identity List (PucyHok 72) ansa cosgaHusi
HOBOrO cnucka MaeHTUUKaTOpPOB, ONUCaHHLIN B pasgene "Co3gaHvne HOBOro civcka
nageHTngrkaTopos".

P¥ add static CryptoMap x|

zeneral I Peer Information I Transform Sets I IPSec Rule I IKE CFiz  Identities

Identity Lisk;

<MNone=
IJze Identity Listk Pane Far seleckion
Creake new

O Cancel Help

PucyHok 53

OkHO BbIOOpa naeHTU(UKaTOPOB

OkHo Identity List Pane (PucyHok 54) coctonTt n3 aAByx 1abnuu, NOMHOCTLIO COBNadaroLLmX C
aHanornyHbiMu Tabnuuamm pasgena ldentities.

Bblgenume HyXHbIV CIMCOK MAEHTUEUKATOPOB M HaXxaB KHOMKY Select, cnmcok
noeHTncmkatopoB 6yaet BbibpaH. OkHO ldentity List Pane umeeT dyHKUMOHANbHbIE KHOMKM
ONs co3gaHns, peaakTMpoBaHUS 1 yAaneHnst CNMCKOB MOAEHTUMKaTOPOB.
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B Identity List Pane x|

Identities

add | Ede | Delete |

List Mame

dynamic crypka map crlrynTwo 2

ID Type

1D alue

Ol

QlU=5-Terra

FODN

tesk,s-kterra,com

Select Close Help

PucyHok 54

Mocne 3anonHeHns Bcex BkNagok okHa Add Static CryptoMap (PucyHok 46) n HaxkaTum
kHonkn OK, cTatudeckas kpuntorpaduyeckasn kapta OyaeT co3gaHa u B okHe Add IPsec
Policy (PucyHok 45) B Tabnmue Crypto Maps nosiBUTCA CTpoKa C CO3AaHHOW KpUNTOKApTOM.

PepaktupoBaHue Kpuntorpauyeckon KapTbl

PepnaktnpoBaHue BbigeneHHoON kpuntorpaduydeckon kapTtel B okHe Add IPsec Policy
(PucyHok 45) npounssoauTcs B okHe Edit Static CryptoMap, KoTopoe Bbi3biBaeTCst KHOMKON
Edit. OkHO pefakTMpoBaHMs NOMHOCTbLIO COBNAAAET C OKHOM CO3[aHUss HOBOM
KpunTorpadu4eckon kapTbl 4aHHOTO TUMa 1 BCe NapaMeTpbl B 3TOM OKHE 3arnoSiHEHbI
3HaYeHNsIMM BblAENEHHON KpunTorpadudeckon kapTbl. PegaktpoBaHune
KpunTorpaduyeckom kapTbl, He NPUBA3AHHOM K UHTepency, npomcxoauTt Takke. Kak
npaewuno, coobLeHnss 06 owmnbKax BO3HUKAIOT, eCNN OYNCTUTL CNUCOK Peers unm xe
ouncTuTb none IPsec Rule. 3tn nons ob6si3aTtenbHbl K 3aN0MHEHUIO.

YnaneHue kpuntorpacuyeckon KapTbl

YpaneHuve BblaeneHHon kpuntorpadudeckon kapTol B Tabnuue B okHe Add IPsec Policy
(PucyHok 45) npounssoauTcs ¢ nomoLlbio kKHonku Delete. HaxaTtue aTon KHONKM OTKpbIBaeT
OKHO ¢ TpeboBaHVeM NOATBEPXAEHUA npoueaypbl yaaneHus. lNocne nonyyeHns
noAaTBepxAeHus, Kpuntorpaduyeckas kapta 6yaeT yaaneHa. Ecnu yganaemas
KpunTorpacduyeckas kapta 6bina 3agernctsosaHa B VPN Connection, To 6yaeT yoaneHa u
COOTBETCTBYIOLLAsA el cTpoka (unu ctpokn) B Tabnmue VPN Connection.
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CA3bIiBaHWe ¢ HAOOpPOM AMHamMU4ecKuUX KpunTokapT (Associate)

Mpwn HaxxaTum kHonkm Associate B okHe Add IPsec Policy (PucyHok 45) Bbi3biBaeTcs guanor
Associate Dynamic Crypto Map Set (PucyHok 55). B 3ToM OkHe MOXHO co3aaTb CBs3b
mMexay nonutukon IPsec n ogHMM 13 HabopoB OUHAMUYECKMX KpunTorpaduyeckmx KapT,
co3faHHbIX B pasgene Crypto Dynamic Map Sets. BosaMoxeH Takke BbI30B Auanora ansi
C034aHu1s HOBOro AMHaMM4YecKoro Habopa kapr.

¥ Associate Dynamic Crypto Map Set x|

Sequence Mumber:

Dwniamic Crypka Map Sek:

Add new Crynarmic Crypko Map Set |

Dwniamic Crypka Maps:

Mame Seq Mo Peers |Transfor,.. |IPSec Rule |PFS IKE CFi3 Ident. ..
crDynTwn |1 Transfz =Mone x> group?  [pool_1 <Monex
crDwnTwo (2 Transfz =Mone x> group?  |pool_2 List_idz

Ik Zancel Help

PucyHok 55

CocTaB 351EMEHTOB OKHa:

Sequence Number — nopsgKoBbI HOMEpP KpunTorpadunyeckon KapTbl B COCTaBe
nonuTtukmn IPsec, kotopas 6ygeT cBA3bIBaTbCA C HABOPOM AMHAMNYECKNX
KpunTorpaduyeckunx kapT. [opsiakoBbIA HOMEpP NoKasblBaeT YpOBEHb NpuoputeTa
KapTbl B AAHHOM NOJIUTUKE: YEM MEHbLLE HOMEP KapTbl — TEM BhiLLe npuoputeT. MNpu
OTKPbITUM OKHa 3TO MOJie He 3anOofHAETCs aBTOMaTUYeCckn. Ero HyXxHO 3anonHnTb
BPYYHYIO LiefbIM YMCITOM, KOTOPOE He COBMadaeT C HOMEpaMM yxe CyLLeCTBYHOLLNX
Kpuntorpaduyecknx kapT. Hanpumep, nonutuka IPsec cogepxnt
Kpuntorpaduyeckue kapTbl ¢ HoMmepamu 1, 2 n 8, To Bpy4HYO MOXHO BHECTHM Noboe,
He 3aHsIToe (B HalleM criyyae 3aHaTbiMm B6yayT yucna 1, 2 u 8) uenoe 4mcno 13
ananasoHa 1 — 65535. PekomeHnayeTcst 4nsa KapTbl, CBA3aHHOW ¢ HABopom
OVNHaMUYECKUX KapT, Ha3Ha4YUTb NOPSOKOBLIN HOMEpP BONbLUNIA, YEM UCMONb3YEMbIE
HOMepa OpPYrnx CTaTuyeckux KapT.

Dynamic Cypto Map Set — BbinagaroLmii cnmcok HabopoB CO34aHHbIX
ONHaMUYECKMX Kpuntorpadunyeckmx KapT, KOTopble He CBA3aHbl ¢ nonmTukon IPsec.
Ecnu cBoboaHbIX AnHamMu4yecknx Habopos HET, TO BbiMagatloLWwmn CINCOK NokasbiBaeT
3HayeHune <None>. lNpu BbIGOpe Habopa AnHaMUYeCKUX KapT OH ByaeT CBSA3bIBATLCA
C KpunTorpaduyeckon kapTorm ¢ HOMepoM, onpeaereHHbIM B none Sequence
Number.

Dynamic Cypto Maps — Tabnuua otobpaxaeT aeTanu UHamMU4eckmnx
KpynTorpadnyecknx KapT, BXOASALWMX B BblAENEHHbIN Habop AMHAMUYECKUX
KpunTokapT. Tabnuua fOCTYNHa TOJbKO HA YTEHME U HE UMEET 3/IEMEHTOB
yrnpaBneHus.
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Add new Dynamic Cypto Map Set - kHomnka BbI3biBaeT Agnanor Add Dynamic Cypto Map Set
(PncyHok 57) onsa cosgaHusa HoBoro Habopa AnHaMU4eckux Kpuntorpadmnyeckmx Kapr.

PepaktupoBaHue cBA3N

HaxaTtume kHonku Edit B okHe Add IPsec Policy (PucyHok 45) npu BblAeNEeHHOM CTPOKE B
Tabnuue Dynamic Crypto Map Sets Bri3biBaeT guarnor Edit Dynamic Crypto Map Set
Association, coBnagatowun ¢ okHom Associate Dynamic Crypto Map Set (PucyHok 55). [ins
peAakTMpOBaHUS AOCTYMHO TOSbKO MOMe C HOMEPOM KpunTorpadmnyeckorn KapThl B
nonutuke IPsec, cBsi3aHHOW ¢ HAbopoM AnHamuveckmx kapT. OcTanbHble nons
BrokupytoTcs.

YcTpaHeHue cBS3u ¢ HaBOPOM AUHAMMYECKUX KPUNTOKapT
(Dissociate)

HaxaTtume kHonku Dissociate B okHe Add IPsec Policy (PucyHok 45) npu BblaeneHHOM CTpoKe
B Tabnuue Dynamic Crypto Map Sets yaanseT BblAeneHHY0 Kpuntorpaduyeckyro kapTy n3
nonutukm IPsec, cBa3aHHyto ¢ HAbOPOM AMHAMMYECKNX KPUNTOKapT. YaaneHne npoucxoamt
6e3 npegynpexaeHus.

PepaktupoBanue IPsec Policy

PepaktnpoBaHue BbigeneHHon nonutuku IPsec B Tabnuue IPsec Policy (PucyHok 44)
npoussoautcd B okHe Edit IPsec Policy (PucyHok 45), BbisbiBaemom kHonkon Edit. OkHo Edit
IPsec Policy nonHocTblo coBnagaeT ¢ okHoM co3gaHns Add IPsec Policy.

Mpouenypbl co3naHns, peaakTupoBaHUA U yaaneHust Kpyuntorpadgmyeckon kapTbl U3
nonnTKKKM IPSec NONHOCTbLIO coBnNagatoT ¢ onucaHHbiMu B pasgene "Cosnanune IPsec

Policy".

YpaneHue IPsec Policy

Mpoueaypa yoaneHus BoligeneHHon nonutuku IPsec B Tabnuue IPsec Policies (PucyHok 44)
BbI3biBaeTCs kHomkon Delete. MNocne HaxaTust kHonku Delete 6GygeT oTKpbITO OKHO C
TpeboBaHMeM noaTBepXaeHUs onepaumu yganexus. lNocne nony4yeHus NoaTBepXaAeHUs
BblgeNeHHasa cTpoka 6yaeT yganeHa 3 tabnuvubl. Ecnvn yonansemas IPsec Policy cBsizaHa ¢
nHTepdencom, To nocrne NonyyYeHns NOATBEPKAEHNUS Ha yaaneHue ByayT Takke yganeHsl u
Bce VPN Connection, ceBa3aHHble ¢ IPsec Policy.
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Dynamic Crypto Map Sets

B aTom pasgene MoxHO npocmMaTtpuBaTb Co3AaHHble Habopbl AMHAMUYECKNX

KpMI'ITOFpa(bI/lLIeCKMX KapT, Bbl3blBaTb OKHa A4 CO34aHNA U pefakKTnpoBaHNA Ha60pOB KapT,
a Takxe yaandatb 3Tu Ha60pbl. OnHamunyeckne KPpUNTOKapTbl NCNOJb3YKTCA ONA CO34aHNA
3alMLLEHHBLIX COeAMHEHUN C TEMI napTHepamMu, agpec KOTOpbIX 3apaHee HEN3BECTEH,

Hanpumep, ¢ MOBUNbHLIMKU Nonb3oBaTensmu. o 3anpocy Taknx napTHepoB OyaeT
BblgaBaTbes agpec u3 IKECFG nyna wnto3a 6e3onacHocTy.

T GUI for CSP ¥PN Gate 10.0.34.10 =] 4|
File Wiew Tools Help
- wPn . ;
: Dynamic Crypto Map Sets &dd Edit Celete
=28 TPgec Y ypro Tap | | |

Ink

IPSec Policies(
[ namic Crypl
& Transfarm Set:
----- ﬂ IPSec Rules

MName Type

Dy narmic

crlynone

E SR DI
P | IKE Policies
HIES (- Pre-Shared Ke
e ol Identities
L - Er@h IKE CFG Pools
Routing ~agl Hosts
% Global Settings
Mame —  |Seq Mo|Peers Transf... [IPSec ... |PFS |IKE CFa | Ident..
:m Properties cmDynone |1 12.12.1...[Transfz  [104 groupl jpocl 2 [List_id1
"
'
YR
N s s | o
PucyHok 56

MmaBHasa dhopma 3TOro pasgena coaepXxut gse Tabnumubl.

e BepxHas Tabnvua nokasbiBaeT co3AaHHble Habopbl AUHAMUYECKUX

KpunTorpadunyeckmx KapT:
e Name — umsa Habopa AUHaAMMYECKUX KpUNTorpaduyecknx kapT
e Type — TN Habopa KpunTorpadu4ecknx kapT — AUHAMUYECKUIA

[ )
BblAeSIeHHbIV HAbop AMHAMUYECKUX KpUNTOKapT.

HwxHsis Tabnuvua oTobpaxkaeT aeTanu KpuntorpadMyeckux kKapT, BXOASLWMX B
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Co3paHue Habopa AMHaAMUYECKMX KPUNTOKAPT

[ns cozgaHus HaGopa AMHaMUYECKMX KpunTorpaduyeckmx kapT ucnonb3yetcs ananor Add

Dynamic Crypto Map Set (PucyHok 57), KoTopbliii BbidbiBaeTcs kHonkow Add B okHe Dynamic

Crypto Map Sets (PucyHok 56).

[ns cospgaHns Habopa AMHaMUYECKMX KpUNTOKapT HeobXxoanumo Hanuume XoTst 6bl OAHOro
Transform Sets. Ecnu HeT HM ogHoro TpaHcdopMa, To NP HaxaTum kHonku Add ans
co34aHus KpunTokapTbl B Habope GyaeT BbigaHo cooblleHne 0 HeobxoaMMoCTH ero

cosaaHua.

2% Add Dynamic Crypte Map Set =

Marme: IcmDynOne

Crypho Maps:

Mame:

Seq Mo|Peers | Transform Sets [IPSec Rule |PFS | IKE CFG | Idenkities

1 Transf1 <None groupl jpool_1 [=nonex
Transfz Rule_1 groupz jpool_2  |<nonez Edit |
Delete |

O, Cancel Help

PucyHok 57

CocTaB 351EMEHTOB OKHa:

e Name —ums Habopa OMHAMUYECKUX KpUMTorpaduyeckux kapT

e Crypto Maps — Tabnuua co CMCKOM ANHAMUYECKUX KpUNTorpadnyeckmx KapT,
BXOOSALMX B cO34aBaeMblil HAbop AMHaAMUYECKUX KpunTokapT. Mona Tabnuubl:

Name — nmsa Habopa AMHaMUYECKMX KpunTorpadgmuyeckmx KapT, 3anosHaeTcs
aBTOMaTUYeCKu nocrne HaxaTtusi kHonku OK

Seq No — nopsaKkoBbIN HOMep KpunTorpaduyeckon kapTel (MPUOpUTET) B
Habope

Peers — cnucok napTHepoB And AMHaMm4yeckon KapTbl HE 3anoJiHAeTCA

Transform Sets — cnucok npeobpa3oBaHWi, NCMOMb3yeMbIX AaHHON
KpunTorpaduyeckomn KapTonm ansa 3awmnTbl Tpaduka

IPsec Rule — nms npasuna IPsec, Ha koTopoe ccbinaeTcs AaHHas
KpunTorpaduyeckas kapta

PFS — onuus, BkNtoYeHUe KOTOPOW YCUNUBAET 3aLUUTY KIoYen:
e  Mpu BKIIOYEeHUN nokasbiBaeT rpynny Diffie-Hellman

e PV OTKIIOYEHUN — NYCTOE Mone.

IKE CFG — nokasbiBaeT Bbl6paHHbIN Nyn agpecos,

Identities — umsa cnucka noeHTUUKATOPOB, KOTOPOMY OOIDKHbI YOOBNETBOPATD
cepTudukaTbl NapTHepPOB

KHonkn ynpasleHusa:
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e Add - Bbi3biBaeT guanor Add Dynamic CryptoMap (PucyHok 58) ansa cosgaHusi
ONHaMU4eCcKomn KpunTorpadguyeckon kapTel B Habope

e Edit — Bbi3biBaeT gnanor Edit Dynamic CryptoMap ans pegaktupoBaHusi
BblAENIEHHON ANHAMMYECKOM KpunTorpadmyeckomn KapTbl, COBNagaroLwmim ¢
okHoMm Add Dynamic CryptoMap

e Delete — Bbi3biBaeT NpoLeaypy yaaneHusl BolAeneHHon Kpuntorpaduyeckon
KapTbl B HaBope AMHAMUYECKUX KPUMTOKapT.

Co3pgaHue aMHamMu4eckon Kpuntorpacmyeckon KapTbl

HaxaTtume kHonku Add (PrucyHok 57) oTkpbiBaeT okHo Add Dynamic Crypto Map (PucyHok 58)
AN CO3[4aHMs AMHAMMYECKOM KpunTorpadunyeckon kapTbl. ATO OKHO COAEPXKMUT LLIECTb
BKITAJOK.

EE add Dynamic CryptoMap x|

General | Peer Information I Transfarm Sets I IPSec Rule I IKE CFi3 I Identities

Sequence number; |1

Security Association Lifetime

54 Lifekime (Kilobytes]): |4E-EIBIIIEIEI [ Defaul

ShA Lifetime {Seconds): ISEuEIEI [+ Default

¥ Enable Perfect Forward Secrecy

Diffie-Helman group: Igrnupl ;I

O Cancel Help

PucyHok 58

Bknagku gnanora Add Dynamic CryptoMap nofHOCTbIO COBNaaatoT co BKNagkamu npu
CO30aHuKM CTaTUYeCcKon KpuntokapTbl (PUcyHok 46), 3a nckntodeHnem Bknagkm Peer
Information n IPsec Rule. Bknagka Peer Information 06bI4HO He 3anonHsieTcs, NOTOMY YTO
3apaHee HeM3BECTHbI agpeca napTHepoB. Bo Bknagke IPsec Rule gonyckaetcs He
yKasblBaTb NpaBuIio (BbiIOpaThk 3Ha4YeHMe None), B 3TOM crydae Becb Tpaduk byget
wndpoBathbCs.

PeAaKTMPOBaHMe ANHAMMNYeCKOU KPUNTOKaPTbI

[ns BblAeneHHoN KpMNToKapThl Npu HaxkaTum kHonku Edit B okHe Add Dynamic Crypto Map
Set (PucyHok 57) Bbi3biBaeTcs gnanor Edit Dynamic Crypto Map, KoTopblii coBrnagaeT ¢
Avanorom Add Dynamic Crypto Map. B aTom okHe BCe BKNaAku 3anosfiHeHbl 3Ha4YEeHNSAMM
BblAENEHHON KpunTorpadnyeckon KapTbl, KOTOPbIE MOXHO pefaKkTMpoBaTb.
PepaktupoBaHue kpuntorpadu4eckomn KapTbl, He NMPUBA3AHHOMN K MHTEpPdENCyY, NPONCXOaNT
TaKke.
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YnaneHne AUHaMUYECKON KPUNTOKaPThI

BblaeneHHas kpuntokapta B okHe Add Dynamic Crypto Map Set (PucyHok 57) npu HaxxaTum
kHonku Delete ynansietcs ¢ TpeGoBaHWeM NOATBEPXKAEHMS NpoLeaypbl yaaneHus.

PepaktupoBaHue Habopa AMHAMUYECKUX KPUNTOKaPT

PepaktnpoBaHue BbigeneHHoro Habopa gMHamumyecknx kpuntokapt okHe Dynamic Crypto
Map Sets (PucyHok 56) nponssoauntcsa B okHe Edit Dynamic Crypto Map Set, Bbi3biBaeMOM
kHonkow Edit. OkHo Edit Dynamic Crypto Map Set coBnagaet ¢ okHom Add Dynamic Crypto
Map Set. (PucyHok 57).

YnaneHue Habopa AMHAMUYECKUX KPUNTOKAPT

Mpun yoaneHum BblgeneHHoro Habopa AMHaMmMYecknx KpunTokapT kHonkow Delete (PucyHok
56) B okHe Dynamic Crypto Map Sets oTkpblBaeTCsl OKHO C TpeboBaHMeM NoaTBEPXKAEHMS
onepaumu yaaneHus. Nocne nonyyeHusi NOATBEPXAESHNA BblAeneHHas cTpoka byaet
yoaneHa ns Tabnuubl. Ecnv ygansemein Habop KpunTokapT cBsidaH ¢ nonutukon IPsec, To
CHavana HyXHO yaanuTb 3Ty CBfA3b, a 3aTeM yxe yaanuTb BblOpaHHbI Habop
AVHaMUYECKNX KapT.
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Transform Sets

B atom pa3sgene (PucyHok 59) npocmaTtpuBaloTcs, CO34at0TCH, peAakTUpYHTCs U
yAanstTcs Habopbl Npeobpa3oBaHuUii, KOTOpbIE UCMONb3YTCA KPUNTOrpadUYECcKon KapTon
Ons 3awmTbl coeguHeHnn. Habop npeobpasoBaHuii — 3T0 kKOMOMHaLMa HabopoB
npeobpasoBaHuii IPsec, peanuayoLwmx NOAUTUKY 3aLLuTbl AN onpeaerieHHoro Tpaduka.
Bo Bpemsi IKE SA npoucxoguTt cornacosaHne Habopa npeobpasoBaHuii, KOTopbI ByaeT
NCMoNb30BaTbCS AN 3aUTbI.

maBHas hopma B 3TOM pasfesie CoAepXUT odHy Tabnmuy ¢ Co3gaHHbIMU HaGopamu
npeobpasoBaHmWii, Kaxablii U3 KOTOPbLIX COCTOMT M3 CreayoLmnX 31eMEHTOB:

¢ Name — ums Habopa npeobpasoBaHuii

e ESP Encryption —anroputm windposaHns

e ESP Integrity —anropuTmM NpoBepKU LENOCTHOCTU AaHHbIX ANis npoTokona ESP
e AH Integrity — anroputm NpoBepKu LIeNIOCTHOCTM AaHHbIX Ansd npoTokona AH

e Mode — pexum ucnonb3oBaHus npoTokona ESP (TpaHcnopTHBIM Unu TyHHENbHbBIN).

ZZ GUI for CSP ¥PN Gate 10.0.34.10 ;IEIEI

File Miew Toals

1) Propetties

&
Lo
VPN

Help

- wPn

5 Transform Sets Add Delete |
-8 IPSer
P& IPSec Policies) ; ;
25 ic Crvoh Marmne ESP Encrypt... |ESP Inteqgrity |AH Integrity | Mode
L e e Transfl ESP_GOST  |ESP_GOST ... [AH_GOST_H... funnel
o a ! Transform Set

Transfz ESP_GOsT =Mane > <Mane = kranspork

----- ﬂ IP3ec Rules
=28 IKE

----- IKE Policies

----- Pre-shared ke
D Identities

- Er@ IKE CFG Pools

|=,F==°I Hosks

% Global Settings

PucyHok 59
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Co3paHue HoBoro Transform Set

HaxaTtume kHonku Add B okHe Transform Set (PucyHok 60) oTKpbIBaeT OKHO CO3aHUs
Habopa npeobpasoBaHun. [1na obecneveHns ayteHTUOMKaALUN N LLENOCTHOCTU AaHHbIX
BblIOMpatloTCa anropntMbl Angd npotokona AH, a ansa obecneyeHns WwngpoBaHns n
LLeNTIOCTHOCTM AaHHbIX BbIOMpaloTCa anropntMel Ang npotokona ESP.

¥ add Transform Set x|

Mame: ITransFl

[+ Data Inktegrity and Encryption (ESF)

Inteqrity Algorikhm: I«::Nu:une:b ;I

Encrypkion Algorithm: IESP'_GDST LI

[+ Data and address Inkeqrity without Enceyption aHE

Inteqrity Algorithm: |&H_G05T_HMAC LI

Mode

% Tunnel (Encrypk data and IP header)

~ Tramsport (Encrypt data only)

(] 4 Cancel Help

PucyHok 60

OKHO COCTOUT M3 CriegyoLNX ANEMEHTOB:

¢ Name — umsa cosgaBaemoro Habopa npeoGpasoBaHuit

e [pynna Data Integrity and Encryption (ESP):

®naxok Ha rpynne — oTBeYaeT 3a aKTUBALMIO ANIEMEHTOB rpynnbl

Integrity Algorithm —BbinagatoLuin cnMcok NpeaycTaHOBNEHHbIX anropuTMoB
NpoBepKn LLeNoCTHOCTU AaHHbIX Ans npotokona ESP (cMm. pasgen_"Cnucok
noagepXuBaeMbix kpuntorpadgpudeckmx anroputmos"). Cnmcok Takke
coaepXuT 3HadeHme <None>, KOTopoe MoKa3biBaeTCsl B CNUCKE NPU OTKPbITUN
OKHa co3faHusi HoBoro TpaHcdopma

Encryption Algorithm — BeinagaroLwuin CNMcok NpegycTaHOBIIEHHbIX anropuTMoB
wndpoBaHmsa anga npotokona ESP (cm. pasgen_ "Cnncok nogaepxmBaemMbix
KpunTorpaduyeckunx anroputmo"). CMCOK Takke COOEePXKUT 3HaYEHne
<None>, KoTOpoe naeT NepBbIM B CMIUCKE M NMOKa3bIBAETCA NPU OTKPbITUN OKHA
co3aaHusa HoBoro TpaHcdopma. He gonyckaetcst kombuHauust ESP_Null
anroputma u <None> ansa ESP Integrity anroputma.

e [pynna Data and address Integrity without Encryption (AH):

dnaxok Ha rpynne — oTBevaeT 3a akTuBalUKo 3N1IEMEHTOB rpynnbl

Integrity Algorithm — BbinagaroLwmn CNMCoK NpeAyCTaHOBSIEHHbIX anropuTMOB
npoBepkn LienocTHocTn ansa npotokona AH (cm.pasgen "Cnuncok
noggepXxuBaemblx Kpuntorpaduyecknx anroputmos” ). Mo ymonyaxuio
yctaHaBnuBaeTcsa anroputm AH_GOST_HMAC. lNMpu ncnone3osaHum NAT He
aKTUBUPYMTE 3Ty rpynny.
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e [pynna Mode copepxuT nepeknoyaTens C ABYMS NONOXEHUSMUN:

e Tunnel (Encrypt data and IP header) — yctaHaBnnBaeTCa TYHHENBHbIN PEXUM
ncnosib3oBaHnA npoTtokosia ESP

e Transport (Encrypt data only) — yctaHaBnMBaeTCcs TPaHCMOPTHbIV PEXUM
ncnosib3oBaHnA npoTtokosia ESP.

PepaktupoBaHue Transform Set

[na pegaktupoBaHusa BblaeneHHoro Habopa npeobpasoBaHun B Tabnuue Transform Sets
ucnonb3yeTtca kHonka Edit Anga BbidoBa okHa pepaktupoBanus Edit Transform Set (PucyHok
61). OKHO NO COCTaBy 3NEMEHTOB COBMaAaeT C OKHOM CO3[aHusl HOBOro Habopa
npeobpasoBaHuiA, 3a UckndeHnem nonst Name, KOTOpoe NMHorga sABnsieTcs
6rokvpoBaHHbIM. [1ns Habopa npeobpasoBaHuii, KOTOPLIM He 3agencTBoBaH B IPsec Rules,
none Name He GroKMpyeTCsa N ero MOXXHO OTPeLaKTMPOBaTb.

T2 Edit Transform Set x|

Mame: ITransFE

[+ Data Inkeqrity and Encryption (ESP)

Integrity Algorithm: I::Nu:une:b LI

Encryprion Algorithm: IESF‘_GDST LI

[T Data and address Inkeqgrity without Encryption (aH)

Integrity Algorithm: |4H GOST _HMAC LI

Mode

f+ Tunnel (Encrypt data and IP header)

{ Transport (Encrypt data only)

Zancel Help

PucyHok 61

Ynanenue BbiaeneHHoro Transform Set

YnaneHve BbiaeneHHoro Habopa npeobpasoBaHuii B Tabnuue Transform Sets
nponssoautcs kHornkou Delete. Mocne HaxaTusa KHOMNKW OyAeT OTKPbITO OKHO C
TpeboBaHveM noaTBEPXKAeHUS yaaneHus Habopa npeobpa3oBaHuii, He CBA3AHHOTO C
Kpuntorpaduyeckon kapton. [pu nonyyeHun noaTeepxaeHus, Habop npeobpasoBaHui
yaanseTtcd. Ecnv xe Habop npeobpasoBaHui cBA3aH C KpUnTorpadmnyecKkon KapTon, To
3TOT Habop He MOXeT ObITb yaaneH.
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IPsec Rules

B atom pasgene (PucyHok 62) MOXHO npocMaTtpuBaTth CO3aaHHble npasuna IPsec,
co3gaBaTb HOBblE, peJakTMpoBaTb U yaanaTh cywlecTByowme. lNpasuna IPsec cogepxaTt
KpuTepum oTbopa NakeToB, KOTOPbIE HY>KHO 3aluLaTe cpegctsamm IPsec. OToT pasgen
HU4YeM He oTnm4yaeTcs oT pasgena IPsec Rules, pacnonoxeHHoro B gepese Rules, koTopoe
NosIBNSIeTCA NPU HaXXaTUM OQHOMMEHHOW KHOMKKM B MaHenu MHCTpyMeHToB. [Npasuna IPsec
MOXHO cOo3[aBaTb, pe4akTUpoBaTh 1 yaansiTb B N0OOM M3 3TUX OBYX Y3MNOB. OTU PYHKLMM
O NogpobHo onucaHbl paHee B TakoM e pasgene "IPsec Rules".

T2 GUI for CSP ¥PN Gate 10.0.34.10 =101 x|

File Wiew Tools Help

?QIPS IPSec Rules add | Edit | Delete |
|- El:
:': E,PSEE Eu:ul:;:les{tc Name(hu... |Used by oD
l T:Ilannir:;mr;;tsc il - crypto map policyl 1 exkended
. c e Rules dynarnic crypto map cmbynCne 1 exkended
220 RUIES
----- IKE Palicies
----- Pre-shared Key
~{oil Identities
@ IKE CFG Pocls
g Hosts
-k Global Settings Kl | ]
&ckion Source Drestination Service
w’[Protect  [10,10.10.0/0.0.0,255  [12.1Z2.12.0/0.0.0,255 i
YPN
K0 —
PucyHok 62
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IKE

B pasgene IKE rnaBHas opma npuHuMaeT BuA MHPOPMaLMOHHOW naHenu. Hukakmx
OEeVCTBUMA NO KOH(PUIyprpoBaHMIO B 3TON NaHEnNn He npegycmoTpeHo. [ns HacTponku IPsec
HYXHO co3gatb nonuTtuku IKE, cormacoBaTthb KiOYM U YCTAHOBUTb PEXUM UAEHTUMKaunm

2% GUI for CSP ¥PN Gate 10.0.34.10 =101 x|

File Wiew Tools Help

E WP Internet Key Exchange (IKE)
H}- IPSec
@ 22 1psec Policies( IKE is a key management protocol standard thak is used in conjunckion with
2 ) the IPSec standard. IPSec can be configured without IKE, but IKE enhanced
ic Dynamic CryPt 1pcer by praviding additional Features, Flexdbility and erase of configuration

1_ Transform Set for the IPSec standard.
241 1PSec Rules
SRSCHKE
] IKE Policies

R ¥ou must create IKE policies at each peer, &n IKE Policy defines a combination
Pre-Shared Ke : : - -

= o of security parameters to be used during IKE negotiation. IKE negotiation
D Identities = i .

: sk be protected, so each IKE negatiation begins by each peer agreeing on
151-':3! IKE CFG Pools a common (shared) IKE Palicy. This policy stakes which security parameters
l:lFEhI Hosks will be used to protect subsequent IKE negaotiations. You can create mulkiple,
% Global Settings priorizied policies at each peer to ensure that at least one policy will match a
remoke peer's policy.

Policies

e Properties Pre Shared Keys
| n
ﬂ;’_ A secret key is shared between bwo WP peers and is used by IKE during the
L authentication phase, The same shared keys must be configured at each
WP peer. At a given peer you could specify the same key share with multiple

peers: however, a more secure approach is ko specify different keys to share
between different pairs of peers.,

Identities

The crypra identity allaws yau ko configure the identity of a router wikh a
given lisk of DMs, Thus, when used with the dn and Fgdn commands, you can
sek restrickions in the router configuration that prevent peers with specific
certificates, especially certificates with particular Dhs, From having access to
selected encrypred interfaces.

PucyHok 63
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IKE Policies

Mepen cospaHuem IKE SA mexay napTHepamu HyxHO cosgaTb nonutuku IKE ¢ pasHbiMu
npuoputetamu. MNMonutuka IKE onpegenset Habop napameTpoB, KOTOPbIE NCMNOSb3YIOTCS B

n

pouecce cornacosaHus IKE.

B rnmaBHoi chopme atoro pasgena (PucyHok 64) pacnonoxeHa Tabnuua ¢ pasHbiMy
nonutnkamu IKE. 3gecb MOXHO npocmaTpmBaTbh nonutuku IKE, co3gaeaTtb, pegaktnpoBaTb

n yganate nonutuku IKE.

T2 GUI for CSP ¥PN Gate 10.0.34.10 =101 x]

File Miew Tools

my Propetties

&
L
ey

Help

:@'U'F'N IKE Policies add | Edit | Delete |

== IPSec
~IRg IP3ec Policies(: Frioticy Encryption Hash D-H Group Authentication

AR Dynarmic Crypt 1y GOST GOST groupl CERTIFICATE
gl Transform Sat — o R
..... ﬂ IPSec Rules - groups 'E_SHAR
=28 TKE

KE Policies
----- Pre-shared Ke
ol Identities
- Krd IKE CFG Pools

a2 Hosts

% Global Setkings

PucyHok 64

Co3panue IKE Policy

HaxaTne kHonku Add oTtkpbiBaeT okHo Add IKE Policy (PucyHok 65) ans cosgaHus
nonutukm IKE.. OKHO COCTOUT 13 CneayoLwwmnx arieMeHTOB:

e Priority — npuoputeT co3gasaemon nonutuku IKE. JonycTumblin Anana3oH 3HaYeHui
ot 1 go 10000

e Authentication method — meTog ayTeHTUMKaum cTopoH. Bo3amMoxHble 3HavYeHus:
e PRE_SHARE — npegycTaHOBEHHbIN KITHOY
e CERTIFICATE — cepTudukaTt OTKpbITOro Krnto4a

e Encryption Algorithm — BbinagaroLmin CNMCOK anropuTMoB LUMGPOBAHKSA
COOOLLIEHUA.
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e Hash Algorithm — BbinagaroLmnin CNMCOK anropuTMOB X3LLMPOBaHUSA COOBLLEHNIA.
[MpumeyaHue: ecnu npegnonaraeTcs CTPOUTb COEAUHEHNE C ayTeHTUdUKALMEN Ha
FOCT-ceptucpumkatax, To Heobxoaumo ucnons3osaTtb FOCToBbLIN anropuTm
X3LUMPOBAHUS.

o Diffie-Hellman Group — Bbibupaetcsa rpynna Diffie-Hellman, ¢ nomoLubto KoTopor 1
BblpabaTbIBalOTCS CEaHCOBLIE KIOUN

e SA Lifetime (Sec) — Bpemsi xkn3Hu SA, yctaHOBIeHHoe ¢ nomoLubio IKE. 3HadeHne
no ymonyaxuio — 86400 (24 vyaca). lnana3oH 4ONyCTUMbIX 3Ha4YeHu oT 1 o
4294967295. B none moxHo BBectn He bonee 10 3HakoB. PaspeluaeTcs BBOA,
TONbKO UMdp.

x
Priority: |1
Autentication method: IF‘RE_SHP.F{E ]
Encryption Algorithrm:  |ielek -
Hash Algorithri: IGOST |
Diffie-Hellman Group: Igr-:uupS LI
S4 Lifetime! Sec): |z6400
Ik | Cancel | Help |
PucyHok 65

Pepaktuposanue IKE Policy

PepnaktnpoBaHme napameTpoB BblaeneHHon B Tabnuue nonutukm IKE nponssoguTcs B OkHe
Edit IKE Policy, koTopoe Bbi3biBaeTcs KHOMNkK Edit. OkHO pegakTnpoBaHus NONHOCTbLIO
coBnagaet ¢ okHoM co3ganus IKE Policy.

Ynanenue IKE Policy

YpaneHue BblaeneHHon B Tabnuue nonutuku IKE nponsesogutcs kHonkow Delete. HaxaTue
3TOW KHOMKM OTKpPbIBAET OKHO ¢ TpeboBaHMeM noaTBepXaeHust npouenypbl yaanexus. Mpu
nony4yeHuu noaTBepXaeHus BolaeneHHas nonutuka IKE yganseTtcs.
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Pre-Shared Keys

Ecnun ana ayTeHTMuKaLumMm CTOPOH UCNOMb3yeTcs NpeayCTaHOBMEHHbIV K4, TO KoY
crieayeT co3fasaTh B 3TOM pasgene. [ns Kaxaoro naptHepa corfnacoBbiBaeTcsl OTAENbHbIN
npenycTaHoBMNEHHbIN KoY. B naHHOM pasgene MoXHO co3faBaTb, pegakTupoBaTh U

yaoanaTb NpeaycTaHOBMEHHbIE KIOYM Ans pasHbIX NapTHEPOB.

maBHas dopma atoro pasgena (PucyHok 66) cogepxuTt ogHy Tabnumuy ¢
3aperncTpUpPoBaHHbIMU NPeayCTaHOBEHHBIMMU KIOYaMU:

T2 CSP ¥PN Gate 10.0.34.10

Help

File Miew Tools

Interfaces

=]

#
Routing
s

my Propetties
&
o
YPM

Pre-Shared Key

Subnet Mask — macka nogceTtu naptHepa

Pre-Shared Key — B 3ToM cTonbue 4eMOHCTPUPYIOTCS TOSMLKO 3BE3404KU.

Peer IP/Name — IP-agpec xocTa napTHepa Unun nmsi napTHepa, 4fs KOTOpPoro cosaaH

KonnyectBo 3Be3404ekK COOTBETCTBYET KOJIn4eCcTBY BBEAEHHbIX CUMBOJIOB B
npenycrtaHoBJIEHHOM KIlko4e.

- VPN

(=58 TPSec

IPSec Policies)
----- IR Crynamic Cryvpl
& Transform Set
----- ﬂ IPSec Rules
(=28 IKE

----- IKE Policies

----- Pre-shared K
----- Ipdl Identities

----- £r& IKE CFG Pocls

----- a2 Hosts

----- % Global Setkings

Pre-shared Keys

Edit |

=10l %

Delete |

Peer IPMame

Subnet Mask.

Pre-shared Key

12.12.12.1

CEFra. Com

Bkl ek i 2

PucyHok 66
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Co3paHue Pre-Shared Key

Cospanune Pre-Shared Key nponssogutcs B okHe Add Pre-Shared Key (PucyHok 67),
KOTOpPOE OTKpPbIBAETCHA MO HaXKaTUIO kKHonkn Add:

% Add Pre-Shared Key |

Pre-Shared Key:  [ssesarses

Re-Enter Key:  [ssesarsns
Host PeerMetwork,
Type: [Host (I Address) ~]

IP Address:  [12.12.12.1]
Subnet Mask; I L"_

O, | Cancel | Help |

PucyHok 67

CocTaB a51eMeHTOB OKHa:

Pre-Shared Key — none BBoga npefycraHOBEHHOro krtoya. Koy moxeT
coAepxaTb TONbKO Undpbl U OyKBbI MATUHCKOrO andasBnTa, a TaKKe CYMB OJIb
VTESSE () *+, ./ :>=<Q@[\]1"_"{|}~?. lNpobenbl He fgonyckarTca

Re-Enter Key — none nosTopHoro seoga npenycTtaHoOBJIEHHOIO Krko4a. 3HadveHune
Kntoya B 060Mx Nonsix AOJMKHbI cCoBNagaThb

"pynna Peer Host/Network 3agaet napTHepa, npu coeguHeHUN ¢ KOTOPbIM
ncnonb3yeTcs AaHHbIN NpeayCTaHOBMEHHbIN KoY.

e Type — Bblbop TUNa naeHTudukaTopa IKE. BO3MOXHbI TpU 3HaYEHUS:

Network — 3agaeT ngeHtudumkaumio IKE no IP-agpecy 1 Macke nogcetu
naptHepa (PvucyHok 68).

Host (IP Address) — ngeHtudukaums no IP-agpecy. B none IP Address
3ajaeTcsa agpec nHTepdenca yaaneHHoro napTHepa. Takas
naeHTudmrKauma MoxeT NPUMEHATLCS, Korga yaaneHHbIM XOCTOM B
npouecce IKE obmeHa ncnonb3yeTtcs oanH nHTepdernc n n3secteH IP-
agpec atoro uHTepderica (PucyHok 67).

Host (Name) — ugentndpukauusa no FQDN. B none Host Name 3agaeTtcs
nonHoe JOMEHHOEe MMS yaarneHHoro napTHepa. B kayectBe uMeHn AoMeHa
OOIMKHO ucnonb3oBaTbesa UMS, BBegeHHoe B GUI napTHepa B pasgene
System Properties\Device\Domain Name nnv ¢ noMoLLbI KOMaHabl ip
domain name B crneLmanM3MpoBaHHON KOHCONM NapTHepa. Takas
noeHTnmrKaumnsa NpMMeHsieTCs, Koraa MoXeT UCMOSb30BaThCsl HECKOSbKO
nHTepdencos unu IP-agpec nHtepdenca naptHepa HenssecteH (PucyHok
69).

[MpumeyaHue: nokaneHoe NOfIHOEe AOMEHHOE MMs XocTa bypeT
CchOpPMMNPOBAHO U3 YKA3aHHOIO MMEHW XOCTa U JOMEHHOIO UMEHU B
pasgene System Properties\Device.

¢ |P Address — none BBoga IP-agpeca xocTta nnm nogcetu napTHepa.
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Host Name — none BBoga NosiIHOro JOMEHHOro UMeHU xocTa naptHepa. Mwvsa
XOCTa JOJPKHO COOTBETCTBOBAThL hopMaTy JOMEHHOIO MMEHWN: COCTOUT N3
OAHOrO NN HECKONbKMX CIOB, pasfaeneHHbIX TOYKON; KaXKaoe CrioBO
06a3aTensHO JOMKHO HaYMHaTLCA ¢ ByKBbI MAaTMHCKOro andgasunTa U COCTOATb
13 6yKB NaTMHCKOro andaemnTa (kak CTPOYHbIX, TaK U NPOMUCHbBIX), unudp n

3Haka "-" (gedwuc)

Subnet Mask — BbinagatoLLMin CNNCOK YCTAHOBKM CETEBOW MAaCKM U CNIMHBOKC
yCTaHOBKN BUTOBOM Macku. BeinagatoLLmin Cnmcok COAepXUT NATb
npeaycTaHOBMNEHHbIX 3Ha4YeHu. CNMHOOKC NO3BOMNSET yCTaHaBNMBaTb

3HayeHust B gnanasoHe ot 0 go 32.

% Add Pre-Shared Key

X

Pre-shared key: I* AEEL

Re-Entet key: I*****

~Host Peer/Metwork,

Type: INetwnrk

=l

IP Address: |5.5.5.|:|

Subniet Mask: |255.255.255.|:|

=l =]

Ik | Cancel |

Help |

PucyHok 68

% add Pre-Shared Key

Pre-zhared Key: IHHHHH

Re-Enter Hey:

I***t#*****|

—Host PeerMetwork

Type: IHu:ust [Marne’)

=l

Host Matme: Itest.s-terra.u:u:um

Subnet Mask: I

L F

Ok | Cancel |

Help |

PucyHok 69

[ns npumepa, onmcaHHoro B pasgene "CosgaHvne HOBOro npasuna IPsec”,

PepaktupoBaHnue Pre-Shared Key

npenycTaHOBIEHHbIN KMtod ByaeT co3gaBaTbCs AN1A CO34aHMsA COeANHEHNS C NapTHEPOM,
KOTOpbIN siBRisieTcs Wo3om 6e3onacHoctn GW2 ¢ IP-agpecom BHELWHEro nHTepderica
12.12.12.1 (PucyHok 67).

PepaktnpoBaHue BbigeneHHoro B Tabnuue Pre-Shared Key npoussogutcs B okHe Edit Pre-
Shared Key (PucyHok 70), koTopoe Bbi3biBaeTcs kHonkon Edit. OkHo nonHocTblo coBnagaeT
C OKHOM co3gaHus Pre-Shared Key.
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7 Edit Pre-Shared Key =]

Pre-Shared Key:  [+sesxs

Re-Enter Key:  [saeees

—Host PeerMetwaork
Tvpe: IHl:usl: (Mame) LI
Host Mame: Itest.s-terra.cnm
Subnet Mask; I L" 3
Cancel | Help |
PucyHok 70

Ynanenue Pre-Shared Key

Ypanexue BbligeneHHoro B Tabnuue Pre-Shared Key npov3BoamTcs ¢ MOMOLLbIO KHOMKK
Delete. MNocne HaxaTtusa kHonku Delete ByaeT oTKpbITO OKHO ¢ TpeboBaHuem

NOATBEPXAEHMS yaaneH s BbiAeNeHHOM CTPoKM. [Mpu nonyyeHnn NoATBEPXOEHNA CTPOKa
yoanseTcs.
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Identities

Ecnu B nonutuke IKE ncnonb3syetca meton ayTeHTUdMKauum Ha cepTudmkaTax, To MOXHO
yKasaTb AONOSHUTENbHbIE YCIOBUS, KOTOPbIM AOIKEH YOOBNETBOPATL cepTudmkat
napTHepa. Tonbko B 3TOM criyyae naptHep OyAeT MMeTb BO3MOXHOCTb YCTaHaBMMBaTb
3alLUMLIEHHbIE COeQMHEHMS C AaHHbIM LWN030M Be3onacHocTu. [Ans 3agaHun
OOMOSTHUTENbHBLIX YCMOBUIA MCMONb3YHOTCA CNMCKU naeHTudmkatopos (Identities). Kaxabin
3MNeMeHT crnucka onpegensdeT oNyCTUMble 3Ha4YeHusa Ans nonew ceptudukara. Ong toro,
YTOObI OCYyLLIECTBNAMNACh Takasd NPoBepKa, He06X0AMMO CO34aTb CMMCOK NAEHTUDMKATOPOB,
a 3aTeM ykasaTb ero Bo Bknagke ldentities ansa kpuntokapTel (PucyHok 53).

B okHe Identities (PncyHok 71) MOXXHO NpocMaTpuBaTh CMUCKN CO3AaHHbIX
naoeHTNMKaToOpOB, Bbi3biBaTb OKHA A5 CO34aHMsA U peakTUpOBaHus, a Takke yaansaTb
CMUCKN NOEHTUUKATOPOB.

T2 GUI for CSP ¥PN Gate 10.0.34.10 =101 x|
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PucyHok 71

maBHas hopma 3TOro pasaena coaepXxut ase Tadbnuubi.
e BepxHsasa Tabnuua cogepXuT CNUCKU NOeHTUOMKaATOPOB:
e List Name — ums cnmcka ngeHTugmnKkaTopoB

e Used by — umeHa kpuntorpacunyeckmx KapT, B KOTOPbIX yKa3biBaeTCA AaHHbIN
CNUCOK NOEHTU(UKATOPOB.

e  HwxHAs Tabnmua AetanmsmpyeT BblAENEHHbIN CMUCOK B BepXHen Tabnuue:
e |ID Type — T1Mn ngeHtTncukartopa:

e DN (Distinguished Name — yHukanbHoe ums) Bnagensua ceptudukara
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e FQDN (Fully Qualified Domain Name — nofHOCTbI0 onpeaeneHHoe
OOMEHHOe nms) xocTa

e ID Value — 3HaueHue ngeHtuncukaTopa.

Co3faHne HOBOro CNMcKa MaeHTU(PUKaTOPoOB

CosnaHue HoBOro cnmcka nponssoautcst B okHe Add Identity List (PucyHok 72), koTopoe
Bbl3blBaeTCcsa KHonkon Add.

CocTaB 3n1eMeHTOB OKHa:

e Name — nmsa cnucka naeHTudunkaTopos. B nMeHn JOMKHbI CNOMNb30BaTLCS TOMNBKO
naTuHckne BykBbI, LUAPLI U CUMBOSLI | 7#$%&7 () *+,-./; :>=<Q[\]1"~_ " {|}~2.
He ponyckatotcsa npobenel. IMsi 0693aTenbHO AOMKHO HAYUHATBLCS C OYKBbI.

e |dentity List — cnucok naeHTNdMKaTopoB, COAEPXKUT ABa cTonbua:
e |D Type — tun nageHtndukatopa. DN nnu FQDN
e |D Value — 3Ha4eHune ngeHTndukaTopa.

Kaxablii anemMeHT cnvcka onpeaensieT gonycTuMble 3HaYeHVs AN noner ceptudmkara.
OneMeHTbI cnucka o6beanHaATCA norndeckum crioxenvem (UN), To ectb ceptudmkaTt
napTHepa y[0BMETBOPSET YCIOBUIO B LIEJIOM, ECIM 3HAYEHWST €r0 NMOMEN COBMNaaatoT C XOTH
6bl OOHUM 3NIEMEHTOM 3TOrO CrUCKa.

=

Mame: [List_id1
Identity List:

ID Type 1D Walue
[ Ol=5-Terra

Edit

Lest,s-kerra. com

Delete

Clone

e |

oo |

e |
|

I, Zancel | Help

PucyHok 72

Co3paHue HOBOro UaeHTU(MKATOPa B CIIMCKe

CospaHue HOBOro naeHTudukatopa B cnumcke npoussoantca B okHe Add Identity (PucyHok
73), KOTOpoe Bbi3blBaeTcs kHoMNko Add B OKHe co3faHus cnucka:

x|
ID Type: |DN =

ID Yalue: IOU=S-Terra|

Ik | Cancel | Help |

PucyHok 73
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OxkHo cogepxuT aBa nons: ID Type — ang Beibopa Tvna ugeHtudukaTopa, ID Value — ans
BBOZa 3Ha4eHus ngeHtudukaropa.

dopmat 3HaveHun ngeHTudpmkatopa DN:

e DN npeacraenset cobon nocnegoBaTenibHOCTL Nap <Tun>=<3Ha4yeHune>,
pasgeneHHbIX nmbo 3anaton, NMbo 3Hakom + (NNKC), MMBO TOYKON C 3anATom (; ).
Mepen v nocne pasgenutenent MoryT GbiTb Npobensi.

e Twun (Attribute Type) — moxeT 6biTb OID (4ncna, pasgeneHHble TOYKon) NMbo oanH
13 npegonpeaeneHHblx Tunos (Bce Case-sensitive):

e CN-Common Name
e L — Locality
e ST - State
e O - Organization
e QU - Organization Unit
e C-Country
e STREET
e DC -Domain Component
e UID -User ID.
e 3HayeHue MOXeT BbiTb OAHOIO U3 ABYX BUOB:

e Hex-npeacraBneHue, KOTOpOE Ha4YMHaeTca cMMBornom # (pelueTka). ATo
npencTaBneHne AOMKHO UCMONb30BaThCs, ecnv Tun npeacrasneH B Buae OID

o Crtpoka (Attribute Value). Takme cumBonbl, Kak + " < > ; # OOMKHbI
npenBapAaTbCa CUMBOMOM \ (escape) . CaM cuMBON \ (escape) Takke
OOMKeH NpeaBapATbCs CUMBOMOM \  (escape), €CINU OH He npegBapsieT
napy Hex-uncen, ynpasnsioLime cneLcMmBonbl N NPedUKCHbIE/NOCTMUKCHbIE
npo6ensl. Takke 4ONYCTMMO UCMOMb30BaHWE CNELLCMMBOIIOB (KpOMe cumBona
\ (escape)n ")KaK3HaHamMXCMMBonOB6eaCMMBona\(escape),ecnm
SHaUeHNVe CTPOKM 3aKJIOUVMTL B KaBBUKUM.

B cTpoke moryT BcTpeyaTbest npobensl, npeasapstoLme/orpaHmynBaroLime
(Attribute Value). Mpo6Genbl, ABNsOWMECs 3HAaYaLLMMN CUMBOSTaMU, AOSHKHbI
npeaBapsaTbCs CUMBOMOM \ (escape) . Takke MOXeT bbITb
nocrnegoBaTtesfibHOCTb TUNa \<hexpair>, rae <hexpair> - ABe Hex-undpbl:
370 0603HavaeT, YTO BBOAUTCSA CMMBOST C AaHHbIM Kogom.CTpoka (Attribute

Value).
Mpumep:
O = "Harry & Walter"
O = Harry \+Walter

B NpoaykTte, BBeaéHHbLIN nonb3oBaTtenem DN, npeobpasyeTcd k BMay, 3agaHHOMY
RFC2253. CHavana packpblBalOTCs KaBbl4KW1, CNELCUMBOSbI AOMOSHAOTCA CUMBOSIOM \
(escape), a Takke BCTaBFeTCA CUMBOM \ (escape) TaMm, rge nosi3oBaTtesib Mor
3a0bITb €ro BCTaBUTb, 3@ UCKMIOYEHNEM CaMOro cMMBona \  (escape) U #, OTKpblBatoLLEN
cTpoky Attribute Value. Takxe pasgenutens ; (semicolon), KOTOPbIN MOXHO
WMHTEPNPeTUPOBaTb Kak TaKoBOW, OyAeT 3aMeHEH 3ansaTon. MocKonbKy Takne
npeobpa3oBaHUs HEOAHO3HAYHbI — NOMb30BaTENO OYAET NPEANOXEH HA YTBEPXKAEHNE HaLL
BapuaHT npeobpasoBaHmns: Distinguished Name OLDNAME will be transformed
to NEWNAME Press Yes to confirm, press No to continue editing.

Taknm obpasom, Distinguished Name 3anuckiBaeTcs B Buge:

CN=xxx, L=xxx, ST=xxx, 0=xxx, OU=xxx, C=xxx, STREET=xxx, DC=xxx, UID=XxXX.
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[ocTtaTouyHo 3agaTb He NonHbI cnucok atpnbyToB DN, a kakoe-TO ero NOAMHOXECTBO,
Hanpumep, O=S-Terra.

MpeaynpexaeHne: DN B cTpoke OOSKEH ObITb 3a1aH TOYHO TaKKe, Kak OH 3a4aH B
cepTudukarte: HeobxoanmMo CTporo cobnogaTtb KOnM4ecTso Npobenos n
perncTp cMMBOJSIOB.

MpoBepka byaeT cuntaTbCsa YCNELHOW, eCnNn 3aaHHble 3Ha4YeHus Nonen coBnaaatT C
COOTBETCTBYHLUUMU 3HAYEHUAMN B cepTmdmKaTe.

dopmaT 3Ha4YeHu ngeHTudmKkaTopa FQDN COOTBETCTBYET hopMaTy LOMEHHOTO UMEHMU:
e COCTOWT 13 OQHOTO UM HECKOIbKMX CIOB, pa3fdeeHHbIX TOYKOA
e Kaxkgoe CrioBo 06s13aTenbHO AOMKHO HauMHaTbCs ¢ OYKBbI NAaTUHCKOro andasuta

e  MOXEeT COCTOATb U3 BYKB NaTUHCKOro andasuTa (Kak CTPOYHbIX, Tak U MPOMNUCHBIX),
undp 1 3Haka "-" (aeduc).

KnoHupoBaHue ngeHtudmkaropa

[na cosgaHna HOBOro naeHtTudukaTopa, ¢ UCNonb30BaHMEM YacTu MHopMaLum
BblOENEHHOro naeHTudukaTopa B cnmcke (PUcyHoK 72

), ucronb3ayetcs kHorka Clone. KHonka Clone akTvBHa TOMbKO NpW BblAENEHUN CTPOKM B
cnucke. Ecnu H1 ogHa cTpoka He BblaerneHa, kHorka Grokupyetcst. HaxaTue kHonku Clone
OTKpbIBAeT OKHO COo3faHus naeHTudmkaTopa, B KOTOPOM 06a Nons 3arnosfiHeHbl 3Ha4YeHUSAMK
BblA€JIEHHOW CTPOKM.

PepaktupoBaHue naeHtudmukaropa

PepnaktnpoBaHune BbiAENeHHOro naeHTudunkaTopa Npom3BoAMTCA B OKHE, KOTOpoe
OTKpbIBaeTCs C nomoLublo KHorku Edit. Ecnn HeT BblgeneHHoW cTpoku - kHomnka Edit
6rokupyeTcs. Haxatue kHonku Edit oTkpbiBaeT OkHO pegakTMpoBaHus, B KoTopoM none 1D
Value 3anonHeHo 3HayeHneM BblOENEHHON CTPOKW.

Ypnanenue naeHtudmkatopa

YaaneHve BblAeNeHHOro naeHTudumkaTopa Nnpon3BoaMTCS C NOMOLLbIO KHomMku Delete.
KHonka gocTynHa TonbKo Npuy BblAeneHnn CTPOKM B cnncke. B NnpoTnBHOM criydae kHonka
6rokvpoBaHa. Nocne HaxaTus kHonku Delete 6GygeT oTkpbITO OKHO € TpeboBaHneM
NOATBEPKAESHUS onepauun yaaneHus.

PepaktupoBaHue cnucka naeHTudukaTopos

PepnaktnpoBaHme cnucka ngeHtudmkatopos npom3soamTcs B okHe Edit Identity List,
KOTOpOe Mo COCTaBy ANieMEeHTOB coBnagaeT ¢ okHoM Add Identity List, n oTkpbiBaeTcs no
HaxxaTuto kHomnku Edit. KHomka akTnBHa TOMbKO Npu BblAENEHNM CTPOKM B BEPXHEN Tabnuue.
PenaktnpoBaHme cnncka Nnpou3BoaUTCH TakKe Kak U Mpu co3gaHum crnmcka.
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YpaneHue cnucka naeHTudnkKaTopos

YpaneHue cnmcka ngeHTmdurkaTopoB NPOM3BOAMTCA C NOMOLLBIO kKHOMNKKU Delete. KHonka
aKTMBHa TONbKO NpW BblAENEHUN CTPOKM B BepxHeln Tabnuue. HaxxaTtue kHonku Delete
BbI3bIBaET NPOBEPKY CBA3AaHHOCTM yAansemMon CTPOKM C KpUnTorpachnyeckumm Kaptamu:

e ecnu cBasen He obHapyXeHo, To ByaeT OTKPLITO OKHO ¢ TpeboBaHeM
NoATBEPXKAEHMS onepaunmn yaaneHus

e  ecnv ygansiemblil CcoK CBsi3aH C OAHOW UMW HECKONbKUMM KpUNTorpacduyeckumm
kapTamu, To 6yaeT OTKpbITO OKHO C TpeGoBaHMeM NOATBEPXKAEHUS onepaumm
yaaneHusi. Ecnv nonyyeHo nogTeepkaeHne, To BblAENEHHbIN CNUCOK yaansieTcs, a'y
CBA3aHHbIX KpunTorpadunYecknx KapT B COOTBETCTBYIOLLEM pasaene byaeT yaaneHa
CCbINKa Ha 3TOT CMUCOK U YCTaHOBMNEHO 3HaveHne <None>.

CSP VPN Gate

Copyright © S-Terra CSP 2003 -2010 92



Web-based GUI nntepdeiic

IKE CFG Pools

B pasgene IKE CFG Pools (PucyHok 74) npocMmaTpuBaloTCa CO3aaHHbIe Myrbl agpecos,
CO3al0TCs HOBblE, PeAaKTUPYTCA U yaanstoTca cywecTtsytowme nynol. IKE CFG nyn
co3fgaeTcs ANS BblAaun agpeca napTHepY No ero 3anpocy, Hanpumep, MobunbHoOMy
KMMeHTY ANns AocTyna B 3alymwaemyo nogceTb. Beigaya agpeca npoMcxoaunt BO Bpems
YCTaHOBIMEHNS 3aLUMLLEHHOro COeANHEeHNS MEXAY KIMEHTOM U LWinto3oM 6esonacHocTu. B
COCTaB nyna MoryT BXOAuTb agpeca 13 3awuaeMon NogceTn Unm ¢ Hen He
nepecekatowmecs. [ina ncnonb3oBaHnsa co3gaHHoro nyna HyxHo B okHe Add/Edit Dynamic
Crypto Map (PucyHok 58) Bo Bknagke IKE CFG ykasaTb nma nyna agpecos. [Anga
npaBunbHoM paboTbl coeauHeHni HeobxoaMMo oTpeaakTUpoBaTb Tabnuuy
MapLupyTUsauumn.

T2 GUI for CSP ¥PN Gate 10.0.34.10 =101 x|

File Miew Tools Help

EEIPSEE IKE CFG Pools add | Edit | Delete |

IPSec Policiesi)
Pt Crymamic Crypt
- Transfarm Set:
----- ﬂ IPSec Rules
=8 IKE

----- IKE Policies

----- Pre-shared Ke

|E Identities

a2 Hosts

% Global Setkings

Cryplo Maps

ko map policyl 1

ctypko map crbynione 1

IP Address Rangels)
10,10,10,196-10,10,10,199

YPN

PucyHok 74

maBHas hopma 3TOro pasgena coaepXxut ase Tadbnuubi.
BepxHsas Tabnuvua ¢ aneMeHTamu:

e Name — nmsa nyna agpecos. [lyn, koTopomy Ha3Ha4yeH ctaTyc Default,
oTobpaxkaeTca umeHem n Hagnucbto <Default>.

e Crypto Maps — umMeHa KpunTorpachMyeckmx KapT, UCTONb3YIOLLMX AaHHbIA My
aapecos

HwxHaa Tabnuua:

e |IP Address Range(s) — nokasblBaeT guanasoHsbl |P-agpecoB BblAeNEHHOro nyra B
BEpxHel Tabnuue.
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Co3paHue nyna agpecos

CosnaHune nyna agpecoB npounssoantcsi B okHe Add IKE CFG Pool (PucyHok 75), koTopoe
nosiBnsieTcs Npu HaxxaTum kHonkn Add.

CocTaB 251eMEeHTOB OKHa:

e Name — umsa IKE CFG nyna. B nmeHun gormkHbl UICNOMNb30BaTbCA TOMbKO NTaTUHCKME
OyKBbI, LMMPbI U CUMBONLI ! 7 #$%&7 () *+,-./; :>=<@[\]"_ " {]}~2. He
ponyckatotca npobenbl. MiMs 06a3aTenbHO AOMKHO HAa4YMHaTBLCSA C OyKBbI.

e |P Address Range(s) — rpynna anemMeHToB oopMMpOBaHnsi AManasoHa |P-agpecos.
Hanpumep, ns nogcetun 10.10.10.0/24 MOXHO BblAENUTbL AnanasoH agpecoB
10.10.10.196-10.10.10.199. Nnu Bblgenutb gpyroun ananasoH 10.10.10.240 —
10.10.10.243.

e First IP Address — none Beoga nepsoro |IP-agpeca gnanasoHa nnvm e aMHN4HOro
IP-agpeca. NepBbit agpec gManasoHa AofHKeH OblTb MeHbLUEe NocneaHero
agpeca avanasoHa. 3To nosne He A0MKHO BbiTb MYCTbIM.

e Last IP Address — none BeBoga nocnegHero |IP-agpeca guanasoHa.

e [P Address Range List — cnncok guanasoHoB IP-agpecoB. B cnvcke 3anpeLieHo
BbleNIeHe HECKONbKUX CTPOK. CNMCOK MOXET coaepaTb Kak Auana3oHbl, Tak
n otgenbHble IP-agpeca. B cnncke He AOMKHO BbiTh AMAanNa3oHoB, KOTOpbIe
nepecekarlTcs Unu BXogaT B Apyrne AnanasoHbl CIUCKa, a Takke B agpecHble
npoctpaHcTBa gpyrmx IKE CFG nynos.

e Set this pool as default — pnaxok, ycraHaenumeatowmin ctatyc Default
co3gaBaemoMy nyny agpecos. [y ¢ Takum cTaTyCoM MOXET ObITb TONBKO OOMH.
Craryc Default 06bl4HO Ha3Ha4YaeTca TOMy Nyny, KOTOpbI OyAeT UCMOMNBL30BaTLCS C
OOnbLUIMM KONMYECTBOM KPUNTOKAPT, U KPOME TOro, B AaNbHENLLEM MOXET
notTpeboBaTbCsl 3aMEHUTb 3TOT NyS Ha Apyron. B 3aTomM cnyvyae gocTaToyHo
nepeHasHaunTb ctatyc Default gpyromy nyny n Bo Bcex KpunTokapTax npousonaet
3amMeHa OfHOro nyrna Ha gpyron. HasHadeHme nyna 6onbLIOMY KONMYecTBY
KpunTokapT onucaHo B pasgene Global Settings.

B add IKE CFG Pool x|

Mame: Ip-:u:ul_l

IP Address Range(s)

First IP Address: I
Gdd

Last IP address; I

IP address Range Lisk

Rermowve |

[~ Set this pool a5 default

Ik Cancel Help

PucyHok 75
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KHonkn ynpaBneHusa:

e Add - kHonka gobaBneHus guanasoHa, ykasaHHoro B nonsx First IP Address u
Last IP Address, B cnvcok avanasoHoB IP-agpecoB. KHomnka 6rokupyetcsa npu
nyctom none First IP Address. Ecnu 3anonHeHo Toneko none First IP Address,
TO MO HaXaTUo 3TOW KHOMKWU B CMIMCOK OyaeT NoMeLLeH ykasaHHbIV agpec.

e Remove — KHOrMKa yganeHvs BblAeNeHHOro guanasoHa U3 crvcka. Ecnus
CrnCKe HeT BblaeneHHon CTPOKW, KHOMKa 6J'IOKVIpyeTCﬂ.

Mocne co3panua IKE CFG nyna Heob6xoanmo oTpedakTupoBaTh Tabnuuy MapLipyTtusaunm
Ans npaBunbHoM paboTbl coeauHeHun. [ina atoro B pasgene_ "Routing” HyHO fob6aBuTb
3anucb ans obpatHoro Tpadgmka oT NOACETU K KNMeHTaM, NOoNy4YnBLUIMM afgpec U3 JaHHOro
IKE CFG nyna. Npn aTOM napameTpbl 3anucu 3agattcs criegyowmm obpasom:

Prefix, Prefix Mask ykasblBaeTca AgnanasoH agpecos gaHHoro IKE CFG nyna

IP Address 3afaeT agpec BHELLHEro MapLupyTmM3aTopa, Yepes KOTopbIi
MoCTynatT NaKeTbl KITMEHTaM.

Pe,qaxmposal-me BbiAesIeHHOro nyrna agpecoB

PepakTtvpoBaHue BbleneHHoro B Tabnuue nyna agpecoB NPOM3BOAUTCS B OKHE,
aHarornyHoM okHy cosfaHust HoBoro nyna (PUCyHOK 75), KOTOPOE Bbli3blBAeTCS KHOMKOW
Edit.

PenaktupoBaHue 3akniovaeTcsl B UBMEHEHMM CNNCKa 3apermcTpupoBaHHbIX AManasoHoB
nyTeM yaaneHus cyLiecTByoLWmMX unmn gobaeneHns HoBbIX Anana3oHoB |IP-agpecos.

Mo 3aBeplleHnn pegaktmpoBaHua MoryTt ObITb BblAaHbl COOOLLEHMS:

e npu ycTaHoBreHHOM dnaxke Set this pool as default (ecnu npu oTKpbITUM OKHA OH
He OblN yCTaHOBMNEH) NPOBEPSETCA HanNnymne apyroro nyna co crtatycom Default.
Ecnu Takow nyn HangeH, 6yaeT BbigaHo coobueHne: “Another Pool with Default
status was found. Are you sure you want to set Default {Pool name} pool? Click Yes
to confirm, No to cancel.” Ecnu HaxnmaeTcsa Yes, To NpoM3BoOAUTCSA
nepeHasHaveHne ctatyca Default, ecnn HaxnmaeTtca No, To nponcxogut Bo3spar B
OKHO cO3aaHus/pedakTUpoBaHus.

e [lpu cHatum dnaxka Set this pool as default (ecrnv paHee oH Bbin yCTaHOBMEH)
OyayT NpoBepsTLCH CBA3M KpunTorpaduyeckux kapT ¢ geconTHeiM nyrom. Ecnun
Takux cBsA3en He OBHapyXXeHO, TO HUKaKnx coobLleHnit oTKpbiBaTbCA He ByaeT. Ecnm
0BHapyXeHo, YTO OAMH UMM HECKOSbKO KpUNTorpadonyecknx KapT CCbINarTcs Ha
Default nyn, 6yaet BelgaHo coobuleHme: “Are you sure you want to discard Default
status from this pool? This pool used by crypto maps as Default Pool.Click Yes to
confirm, No to quit."

YpaneHue BblgeneHHOro nyna agpecoB

YpaneHuve BblgeNeHHOro nyna agpecoB B BepxHel Tabnuue (PucyHok 74) npoucxoguT npu
HaxaTum kHonku Delete.

Mpwn yoanenun Bcerga 0yaeT OTKPbIBAaTbLCA OKHO C TpeboBaHMEM MOATBEPXKAEHUS
yaaneHusi, He3aBMCUMO OT CBS3M AaHHOrO Myna ¢ Kpuntorpaguyeckumm kaptamm unm
ctatyca <Default>.
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T GUI for CSP ¥PN Gate 10.0.34.10 -|0] x|
File ‘Wiew Tools Help
_:3 VP Hosts Edit | Delete |
== IPSec
~1Rg TPSec Policies(: Marne IP Addresses

211 Propetties

&
o
VPN

Hosts

Mpun ayTeHTnmkaumm CTopoH ¢ ucnonb3dosaHveM Pre-Shared Key ans yaaneHHoro xocta B
kayecTBe naeHTudmrkaTopa ncnonb3dyetca Nnbo nms xocrta, nubo IP-agpec nHtepdenca
aToro xocta. Ecnv n3sectHo nmsa yganeHHoro xocta u |IP-agpec(a) ero uHtepdeliica, To Ans

YCTaHOBIEHNUS TaKoW accoumaumm npegHasHavyeH AaHHbIi pasgen.
"maBHas dopma atoro pasgena (PucyHok 76) cogepxvt Tabnuuy co ctonduamm:
¢ Name — ums yganeHHoro xocra naptHepa

e |P Addresses —IP-agpec(a) nHtepdeiica (oB) yaaneHHoro xocra.

P Crvynarmic Crypk
& Transform Set:
----- ﬂ IPSec Rules
=8 IKE

----- IEE Paolicies

----- Pre-Shared Ke
D Identities

- Er@ IKE CFG Pools
=l Hosts

% Global Settings

test, s-kerra.com

PucyHok 76
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Co3paHne HOBOW 3anucu Ansa xocTa

CosgaHne HoBow 3anucy nponssoanTcst B okHe Add Host (PucyHok 77), koTopoe
BbI3blBaeTcsa kHonkon Add.

CocTaB 251eMEeHTOB OKHa:

¢ Name — none BBoAa UmeHu xocta. MNMpegnonaraet BBOA NOSIHOMO UMEHU, BKIOYaAs
OOMEH NepBOro ypoBHS. MIMsi XoCTa COCTOUT M3 OQHOIO UMW HECKOMbKUX CIIOB,
pasfeneHHbIX TOYKOW; Kax/Joe CroBo 0653aTenNbHO A0MKHO HaYMHaTLCS ¢ OYKBbI
NaTUHCKOro andasmTa U MOXET COCTOSATb U3 BYKB NaTMHCKOro andasuta (kak
CTPOYHbIX, TaK U MPONUCHBLIX), Lncp 1 3Haka "-" (gedwuc)

e |P Address(es) — rpynna anemeHToB chopmupoBaHus cnucka |IP-agpecos:
e |IP Address — none BBoga IP-agpeca nHTepcerica yganeHHoro xocra

e |P Address List — cnncok IP-agpecoB, korga ncnosnb3yeTcs HECKOSbKO
nHTepdencos xocta

KHonkn ynpaBneHus:

e Add - kHonka go6asneHus |IP-agpeca u3 nons IP Address B cnncok IP Address
List. Mo HaxaTunio 3TOM KHOMNKM nNpoBepsieTca hopmaT BBOAA OAHHbIX

e Delete — kHonka yganeHus BblgeneHHoro IP-agpeca n3 cnucka IP Address List.
Ecnun B cnucke HeT BblOENEHHOW CTPOKM, KHoMka B6noknpyeTcs.

x

Marme: Itest.s-terra.cnm

IP Address{es)

IP Address I i add

IP Address Lisk

Delete |

(04 | Zancel | Help |

PucyHok 77

PepakTupoBaHue BblaeneHHOW CTPOKK

PepakTtnpoBaHue BbigeneHHoro B Tabnvue xocta nponssoantes B okHe Edit Hosts, koTopoe
Bbl3blBaeTcH kHonkow Edit u coBnagaeTt ¢ okHom Add Hosts.

YnaneHue BblAeNeHHON CTPOKK

[na ynaneHus BblgeneHHON CTpoku B Tabrmue cnyxut kHonka Delete. Haxatne aton
KHOMKW BbI3blBaeT OKHO C TpeboBaHMEM NOATBEPXKAEHUSA yaaneHus.
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Global Settings

B pasgene Global Settings (PucyHok 78) npocmatpuBatoTcs U peaakTupytotces rnobanbHele
napameTpbl VPN ans wno3a 6e3onacHoCcTyH:

e |KE ldentity — 3agaeTcst TMn ngeHtndurkaTopa, UCNofb3yeMOoro B pamkax npoTokona
IKE

e IKE Keepalive — gonyctumbln nepuod BpemeHm (B cekyHaax) OTCyTCTBUSA BXOOALLErO
Tpadumka OT napTHepa, MO UCTEYEHUIO KOTOPOro, NPU HANMYUM UCXOASLLEro
Tpacduka, aktuempyetca DPD-ceccus

e IKE Retry — BpeMs oxuagaHus oTBeTa (B cekyHaax) oT napTHepa Ha DPD-3anpoc

e |KE CFG Pool — nyn agpecos, KoTopbiin 6ygeT oTobpaxaTbCsi Kak BbIOpaHHbIN BO
Bknagke IKE CFG Pool npu co3gaHmm Bcex kpuntorpaduyecknx kapT

e IPsec SA Lifetime (Seconds) — BpemMs B cekyHAax, B Te4yeHune kotoporo IPsec SA
OyaeT cyuwecTtBoBaTh. [1pyMeHseTca Ko Bcem Kpuntorpaduyecknm kaptam, HO
MOXeT ObITb U3MEHEHO ANs KOHKPETHOW KpUnTOoKapThl BO Bknagke General

¢ IPsec SA Lifetime (Kilobytes) — o6bem gaHHbIX B knnobanTax, KOTOpbIA MOTyT
nepenaTtb NapTHepPbI B pamkax ogHon IPsec SA. lNMpumeHseTcst Ko BCeEM
Kpuntorpacu4eckum Kaptam, HO MOXET ObITb U3MEHEHO ANsl KOHKPETHOW
KpunToKapTbl BO BKnagke General.
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PepaktupoBaHue rnobanbHbIx napametpoB VPN

HaxaTtune kHonku Edit oTKpbIBaeT OKHO pedakTupoBaHus rnobanbHbix napameTtpos Edit VPN

Global Settings.
T Edit ¥PN Global Sektings X

Inkernet Key Exchange (IKE)

Identity: I.ﬁ.DDRESS |

v Set Keepalive

keepalive (Sec) IE-I:I Retry (Sec) |2

IKE CFi3 Poal: I-::nu:une:: LI

IPSec

IPSec S Lifetime (Seconds): |3EuEIEI

IPSec 54 Lifetime (Kilobytes): |46EIBIIIIIIEI

Zancel | Help

PucyHok 79

CocTtaB anemeHTOB OKHa:
e [pynna Internet Key Exchange (IKE):
e l|dentity — BbIOOp TNa naeHTUdukaTopa:
e ADDRESS - IP-agpec xocTa
e HOSTNAME — nmsa xocTa
¢ DN — yHukanbHoe ums 3agaHHoro doopmara

e Set Keepalive — pnaxok akTnBaLmm sanemMeHToB rpynnel. 1o ymonyaHuo —
BbIKITHOYEH.

e Keepalive (Sec) — none BBOAa BPEMEHHOro nHTepBana (B cekyHaax)
OTCYTCTBMS BXOAALLEro Tpaduka OT NapTHepa, No UCTEYEHUIO KOTOPOro, Npwu
Hanuuum ncxoasulero Tpaduka, aktusupyetca DPD-ceccus. 3To none AoMKHO
nmeTb 3HaveHue 13 guanasora 10..3600. Mo ymonyaHuio — 6roKNMpoBaHo U
pasHo 0.

e Retry (Sec) — none BBoAa BpEMEHHOro MHTepBana (B cekyHaax) oxXunaaHus
oTBeTa OT napTHepa Ha DPD-3anpoc. 3To nosne AOMKHO NMETb 3HA4YEeHNE U3
AvnanasoHa 2..60. Mo ymonyaHuio — 6noknposaHo u pasHo 0.

e |KE CFG Pool — none ans Beibopa IKECFG nyna. Ecnu Hy>xHO co3gaTb MHOMO
KpUNTOKapT, B KOTOPbLIX Ucnonb3yetcsa oguH u 1ot xe IKECFG nyn, To 3gecb aToT
nyn MOXHO Ha3Ha4yuTb U Torga npu cosgaHuu kpuntokapT Bo Bknagke IKE CFG atot
nyn 6ynet otobpaxaTbest Kak BbibpaHHbI (PucyHok 51). Beibop nyna nponssoamTcs
CTaHOapTHbIMU AENCTBUAMM U3 BbiNaZdatoLero crnmcka sHaveHui:

e none — nyn He BblIGpaH

e Use IKE CFG Pool Pane for selection — BbibnpaeTcs nyn U3 co3gaHHbIX paHee
B pasgene IKE CFG Pools

e Create new — oTkpbiBaeT okHo Add IKE CFG Pool (PucyHok 75) anst cosgaHus
HOBOro nyna agpecos
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Default Pool — nyn co ctatycom Default Boibupaetca B Tex criyyasix, koraa B
JanbHenwem MoOXeT NnoTpeboBaTbCsa 3aMEHUTb OAMH Nyn B 60MbLLIOM
KonM4ecTBe KpUnTokapT Ha Apyron. B aTom cnyyae AocTaTtoyHo
nepeHasHaunTb ctatyc Default gpyromy nyny n Bo Bcex KpunTokapTax
NPOU3OMAET Takas xe 3aMeHa.

e [pynna IPsec:

IPsec SA Lifetime (Seconds) — none Beoga BpeMeHu xun3Hu IPsec SA B
cekyHaax. BBegeHHoe 3HayeHue JOMKHO NpuHaanexaTb AnanasoHy oT 1 oo
4294967295. Mo ymonyaHuio — 3600. YcTaHOBRNEeHHoOe 3HayeHne byaeT
MCNonNb30BaTbCA NPU CO34aHUN HOBOM KpUNTOrpadnyeckon KapThbl.

IPsec SA Lifetime (Kilobytes) — none BBoga BpeMeHu xu3Hu IPsec SA B

kunobaiTax. BBegeHHoe 3HaYyeHMe OOMKHO NpUHaanexaTtb AvanasoHy ot 1 Ao

4294967295. Mo ymonyaHuto — 4608000. YcTaHOBNEHHOE 3Ha4YeHWe byaeT
MCcNonb30BaTbCA NPU CO34aHUN HOBOM KpUNTOrpaduyeckon KkapThl.
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OkHo Ping

OkHo "Ping" (PucyHok 80) Bbi3biBaeTCst O4HOMMEHHON KOMaHAoM MeHto Tools. KomaHaa
ping ucnonb3yeTcs Ans NpoBepkn paboTocnocoOHOCTM COeaNHEHMS.

CocTaB 3n1eMeHTOB OKHa:

Destination — none BBoga IP-agpeca napTHepa

Ping — kHoMka, nHnumManuampyoLLas ping

MHQDOpMaU,VIOHHOG none. B none OTO6pa)KaeTCﬂ pe3ynbTaT BbIMOJIHEHNA KOMaHAbl

Ping

Clear Qutput — KHoMnka Ansi O4YMCTKU MHGOPMAaLMOHHOTO Nosis

Close — kHonka Ans 3akpbITusa okHa Ping

Help — kHoMKa BbI3oBa cTpaHuubl Help ans gaHHOro okHa.

Destination: [10.12.12.111

105 bytes
108 bytes
108 bytes
1058 bytes
105 bytes

S packets

--—-10.1Z.

from
from
from
from
from

PING 10.12.12.111
10.
10.
10.
10.
10.

(10.1z.12

12,
12,
1z,
1z,
1z,

1Z.
12,
1z,
1z,
1z,

111:
111:
111:
111:
111:

L1117
icmp sedq=0.
icmp sedq=1.
icmp_sedq=2.
icmp sedq=3.

icmp sedq=4.

lZ.111 PING Jtatistics----

Cransmitted, 5 packets receiwed, 0% packet loss

round-trip (ms) nindavgsmax = 05050

Clear Qutpuk

Close |

100 data bytes
time=0.
time=0.
time=0.
time=0.
time=0.

Help |

ma
ma
ma
ms
ms

PucyHok 80
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OkHo SA Show

OkHO "SA Show" (PucyHok 81) Bbl3biBaeTCA OAHOMMEHHONM KOMaHOon MeHo Tools. B okHe
oTobpakaeTcs BbIBOA YTUINUTBI SA Show.

Zmsashow x|

ISAKMP SA

S8 Mum Remate, Pork Local, Port Skate Sent(B) Received(E)

1 10.0.34, 10500 10.0.34,11:500 ready 1004 Qa0

IPSEC SA

Conneckion ID | Remoke, Pork Local, Part Pratocal | &ckion | Type | Sent(B) Received(B)
1 10.10,11.0-10.10,11 .2, [10.10,10.0-10,10,10,255:* |* AH+ESP |tunn (448 10385

Close | Help |

PucyHok 81

CocTaB af1eMeHTOB OKHa:
BepxHsig Tabnmua ISAKMP SA cogepxuT cnucok SA ans ISAKMP ceccui:
e SA Num — nopsakoBbin Homep ISAKMP SA

e Remote, Port — IP-agpec n nopT yaaneHHOW TOYKN COeAMHEHMS (eCnvu HoMep nopTta
He ykasaH, TO BblgaeTcs *)

e Local, Port — IP-agpec 1 nopT NokanbHOM TOYKM COeAMHEHUS (eCcnn HOMep nopTa He
yKasaH, TO BblgaeTcs *)

e State — cocTtosiHne SA:
e incomplete — eLle HEAOCO34aHHbIN

o configuration — Ang gaHHOro SA npoBoAnNTCA gononHuTeNnbHaa HaCTpOVIKa
(IKECFG XAuth, etc.)

e ready — rOTOBbI K UCNONb30BaHMO SA
e deletion — SA He UCNonNb3yeTcHd, NOArOTOBMNEH K yAaneHuo
e Sent(B) — konu4ecTBO NnepenaHHbLIX 0anToB

e Received(B) — konm4ecTBo NpuHATLHIX 6anToB
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HwxHaa Tabnuua IPSEC SA cogepxuT cnvcok SA, NoCTpoeHHbIX B npouecce paboTsl
IPsec:

e Connection ID — yHUkanbHbI MaeHTUdMKaTop SA B cucteme

e Remote, Port — IP-agpec n nopT yaaneHHoON TOYKU coeauHeHns (ecnv HoMep nopTa
He yKasaH, TO BblgaeTcs *)

e Local, Port — IP-agpec 1 nopT nokanbHOM TOYKM COeAMHEHNS (ecnn HOMep nopTa He
yKasaH, TO BblgaeTcs )

e Protocol — npoTokon, Ans KOTOPOro NOCTPOeH 3TOT SA (ecnu NPOTOKON He yKa3aH,
TO BbIBOAMTCA *)

e Action — npotokonsl IPsec - ESP, AH nnn AH+ESP

e Type — pexum tunnel nnu transport

e Sent(B) — konu4ecTBo nepeaaHHbIX 6anToB

e Received(B) — konm4ecTBO NpuHATLIX 6anToB
KHonkn ynpaBneHusi:

o Close — kHoMKa gnga 3akpbiTst okHa SA Show

e Help — kHoOMKa BbI3oBa cTpaHuubl Help ans gaHHOro okHa.
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[OocTaBka KOH(Urypauum Ha areHTa

[ocTaBka (3arpyska) koHpurypaumm Ha wni3 6e3onacHOCT NPon3BOANTCH BbIGOPOM
npeanoxeHus Deliver to Router B meHto File. Mpu atom oTkpbiBaeTcs okHO Deliver
Configuration to Router (PucyHok 82). CocTaB 311eMEHTOB OKHa:

e Cnucok komaHa, KoTopble 6binn Aob6aBneHbl B NocnegHeM ceaHce
KOH(UrypMpoBaHus (T.e. OTNNYNS TEKYLLEN KOHdUrypauum ot AeNCTBYOLLEN).

e KHonku ynpaBneHus:

e Deliver — kHoMKa, MHUUMANU3NpyoLLLast 4OCTaBKy KOMaHA Ha LUMo3
6esonacHocTn

e Save to file — kHoMKa, BbI3biBalOLLIAA CTAaHAAPTHLIA Save as avanor

e Close — kHoMKa, 3aKkpbiBatoLLlas OKHO 6e3 Kakux-nmbo AenNCTBUIA.

TE Deliver Configuration to Router =]

Deliver delka commands ko the router's running config. This operation can kake several minukes,

Preview commands that will be delivered to the rouker's running configuration

CcrypLo ipsec security-—association lifetime kilobytes 3600 -
CcEFpLo ipsec security-association lifetime =seconds 4605000
crypto isaknp identity address

crypto isakmp keepalive 60 2

ip domain name sS-Lerra.cohn

enshle secret 0 1234567590

usZernams cscons privilege 15 secret 0 123456789

username aslex privilege 5 secret 0O 12345

username pol privilege 15 secret 0 1234567

logging 127.0.0.1

logging facility local?

logging trap informational

I
SHmMp-Server Ccommmunity Security

snmp-server location roomlO

Snmp-sServer contact adminfs-terra.com

Shnmp-Server trap-source FastEthernet 071
Shmp-server host 7.7.7.7 comminication udp-port 162

o il

Deliver Save ko file Close

PucyHok 82

[ocTtaBka koHUrypaumm pasgeneHa Ha 4 atana:
e ronyyYyeHne AenCTBYIOLLEN KOHUrypaumm

e CpaBHeHWe OeWNCTBYIOLLEN KOHpUrypaLumm LWnto3a ¢ TekyLlen, NoAroTOBNEHHON B
GUI gnsa goctaBky Ha W03, opMmMpoBaHMe MHKPEMEHTaTbHOW KOHUrypawumm

e [OCTaBKa MHKPEMEHTasbHOW KOH(UrypaLumm Ha w3 6e30MacHoCTy

e ONyYyeHne HOBOW AENCTBYIOLLEN KOHUrypaumm Cco Wk3a.
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B npouecce gocrasku BelBognUTCs okHo Delivering Status (PucyHok 83) ¢ oTobpaxkeHnem
npoLecca 0OCTaBKM KOHUrypaumm:

FE CSP ¥PN Gate - Delivering Status x|

Please wait while TSP ¥PR Gate finished delivering configuration.

Delivering Skatus:Delivering merged configuration

PucyHok 83

Ecnu Bo Bpems pgoctaBku B koHurypaumm 6yneTt obHapyxeHa oLmbka, To NOSABUTCHA OKHO C
npeaynpexaerHnem (PucyHok 84). Mo kHonke “Show Details” 6yaeT oTobpaykeH NpoTOKON
Ceccun OOCTaBKM KOHurypaumm Ha w3 6esonacHocTu.

T2 GUI for CSP ¥PN Gate X

L] E Configuration loaded with warnings of errors;
L

Showe Details

|

PucyHok 84

BoamorkHa cuTyauusi, koraa KoHUrypauust He MoXeT ObITb OCTaBIeHa Ha LLUMo3
6e30MacHOCTL MO PasnNUYHLIM NpUYMHaM (He yaanochb YCTaHOBUTb COEAMHEHME CO LLMO30M,
npom3soLen obpbiB COeAMHEHMs! UMK ownGKa NosiBunach Npu o6paboTke KoHUrypaumm), B
3TOM cryyae GyAeT BblgaHO COOTBETCTBYOLLEE COOBLLEHME.
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MpocmoTp KoHbUrypaumm

OkHo npocmoTpa gencreytowen koHdurypaumm Show Running Config (PucyHok 85),
KoTopoe oTkpbiBaeTcs komaHaon Running Config B pasgene View meHto.

B show Running Config |
'C3F VPN GATE1Q000 build 3.0.9571 -

|
wersion 12.4

no Service password-encryption
|

crypto ipsec df-hit copy oo
crypto isakmp identity address

usernate cscons privilege 15 password 0 csp
hostname GW

enalble password csp
|

Close Save ko file

PucyHok 85

CocTaB 3f1EMEHTOB OKHa:

e [lone c TekcTOM KOH(Urypaumm

e KHonka Save to file — oTkpbiBaeT cTaHgapTHLIN Save As guanor, B KOTOPOM criegyeT

ykasaTb MyTb, N0 KOTOpOMyY OyaeT coxpaHeH halin ¢ AeACTBYOLLEN KOHUrypaunen.
B okHe npegyctaHoBneH dpunbTp txt. PakTudeckn oTpabaTtbiBaeTca kKomaHaa Save
Running Config to PC.

KHonka Close — 3akpblBaeT OKHO MPOCMOTPpa AENCTBYIOLLEN KOHUrypaumnn.

OkHo npocmoTpa Tekywen (otobpaxxaemon B GUI) koHurypaumm, nogroToBneHHON s
OOCTaBKM Ha LWNo3, OTKpbiBaeTca komaHgomn Current Config B pasgene View meHio. Coctas
anemeHTOB okHa Show Current Config aHanornyeH anemeHTam okHa Show Running Config.
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3aBepLueHue pabdbotbl Mpoaykra

3aBeplueHne paboTbl MpoayKTa Npon3BOANTCS C MOMOLLBIO KOMaHabl Exit (mMenn File),
nmBo HaxaTneMm KpecTvKa B BEPXHEM NPaBOM YrIy rMaBHON hopMbil.

Ecnu B npouecce paboTbl 6binn caenaHbl U He 4OCTaBMEHbl Kakne-nmbo 3MeHeHust B
KOHpurypaumm, To BbI30B KOMaHAbl Ex it OTKPbIBAET OKHO C TEKCTOM: "You have made
changes to your configuration. If you continue, you will lose your changes. Are you sure you
want to continue? Click Yes to discard your changes and continue, or No to cancel.”

Haxxatne kHonkn No oTmeHseT 3aKpbITUE MPUNOXKEHUA.

HaxxaTne KHOMKM Yes 3akpbiBaeT NpUoXeHne n npoucxogut noteps.. MNpu atom 6yget
npou3seneHa nomnbITka 3aKkpbiTb OKHO Opay3epa. ATo AeNCTBUE NPON3BOANTCS NyTEM
oTkpbITMA html cTpanuupl (close.html) ¢ hyHKLMeN 3akpbITUSA OkHa bpoy3epa. Takke aTa
CTpaHuua coaepXxuT TekcT: "Your session with CSP VPN Gate is finished. Don't use this
window to another session with CSP VPN Gate." Kak npaBuno (Bo Bcakom cnyyae |IE ato
AenaeT) Npy NonbITKe 3aKpbiTb OKHO Bpay3epa OTKpPbIBAETCH OKHO NpeaynpexajatoLee, 4yto
B AaHHbI MOMEHT NPOM3BOAMTCA MOMbITKA 3aKpbITb OKHO Bpoy3epa v npegnararoLlee Ha
BbIOOP — 3aKpblBaTb 3TO OKHO MMM HET. Ecnn nonb3oBaTernb No kKakum-nnbo npuynHam
OTKas3blBaeTCs OT 3aKpbITUSi OKHA, TO eMy AEMOHCTPUPYETCS TEKCT cTpaHuubl close.html.

Ecnun s npouecce pa6OTbI HUKaKUX MU3AMEHEHWUI cAenaHo He Obino, To NoBeaeHne 6yp,eT
aHanorm4yHo HaxkaTuto KHOMKM Yes B OKHe, ONUCaHHOM BbILLE.
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Cnucok noaaepxuBaeMbIX Kpuntorpadmyeckux
anropuMTMoB

AnropuTtmbl, noaaepxuBaemble B pasgene Transform Sets:
e ESP Integrity Algorithms:
e ESP_GOST_HMAC
e ESP_SHA_HMAC
e ESP Encryption Algorithms:
e ESP_NULL
e ESP_GOST
e ESP_3DES
e ESP_AES 128
e ESP_AES 192
e ESP_AES 256
e AH Integrity Algorithms:
e AH_GOST HMAC
e AH_SHA HMAC

Anroputmbl, noaaepxuBaembie B pasgene IKE Policies:
e Encryption Algorithms:
e GOST
e 3DES
e AES 128
e AES 192
e AES 256
e Hash Algorithms:
e GOST
e SHA 1
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CueHapuu noctpoenus VPN TyHHens mexay AByms
NoAceTAMM, 3alMIiaeMbIMU LLKO3aMK
be3sonacHoctu CSP VPN Gate

OnucaHue cTeHaa

JdemoHcTpaunoHHbIn cTeHa (PucyHok 86) npeactaeneH AByMs Lwinto3ammn 6e3onacHoOCTU
CSP VPN Gate, koTopble 3awmiatoT Ase nokanbHble noacetn (SN1 n SN2). MNoacetn
MoryT obartbcsa Mmexay cobor Tonbko no 3awmweHHomy kaHany (VPN), cosgasaemomy
mMexay wnto3amu 6esonacHoctu. BHyTpu nogceten SN1 n SN2 tpacuk asnsercs
“OTKpbITEIM”. HacTpowky wnto3oB 6ygem npoBoautb ¢ paboyen ctaHumm Hostl.

Fastethernet0/1 Fastethernet0/d Fastethernetd/0 Fastethernetl/1
10.10.1.3 10.0.232.2 10.0.232.3 10.10.2.1

Host 1 Host 2

10.10.1.1 10.10.2.2

YenoBHbie oGo3HaYeHWA

> Onpomei padmk (IP)  [SISSSN - VPN-tywmen (IPSec ESP) {I> CSP VPN Gate

JawMEaeMan NOOCETb © Host
{::3 ypoEHeM foBeprs 1 I:I VPN-TyHHENE (IPSec AH) g

PucyHok 86

I'Iapameprl 3aunueHHoro coeanHeHus:

e AyTeHTudUKaums Ha Preshared Key.
e |IKE parameters:
e Encryption algorithm — GOST
e Hash algorithm — GOST
e DH-group — group2 (1024)
e |IPSec parameters:
e ESP encryption algorithm — GOST
e AH integrity algorithm — GOST

Mepen cozgaHuem NonMTUK 6€30NacHOCTY LW30B HEOHBX0ANMO HAaCTPOUTL
MapLupyTu3auuio n yoeamTbcs B TOM, YTO Ha YCTPONCTBAXxX CTeHAa caenaHbl KOppeKTHbIe
HaCTPOMKM.
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Hactpo#nka wnto3a 6esonacHoctn GW1

Ha Hostl B okHe Gpay3epa BBeAeM agpec nHtepdgenca wo3sa 6esonacHoctn GW1 —
http://10.10.1.3. MosiBUTCA OKHO C 3acTaBko CSP VPN Gate n TekcTtom,
npegynpexaawLwmm o 3anpeTe 3akpbiTUsi 3TOr0 OKHa BO BpeMsi ceccum paboTbl C
NPOAYKTOM.

OpHoBpemeHHO ByaeT 3anyLleH Java annneT, KoTopbin oTkpoeT okHo CSP VPN Login
(PucyHok 3). B oKHe Hy>KHO BBECTM MMS MONb3oBaTens "cscons" u ero naponb ("csp").
Mocne BBOAA NorvHa 1 naponsa 6yaeT 3arpyxeHa AeWCTBYOLAa KOHUrypauus co wnosa
6e3onacHocTn GW1, 1 oTKpoeTcs OKHO rnaBHon hopmbl Ha pasgene Overview (PucyHok 8).

Ham Heobxogumo HacTpouTb GW1 Takum ob6pas3om, YTOObI OH 3alyumLian BeCb Tpaguk,
Hanpaensembin n3 nogcetv SN1 B nogcetb SN2. [Ins 3Toro mMbl 40SMKHbI nocTponTb VPN
TyHHenb mexagy GW1 u GW2. [Inst noCTpoeHns1 TYHHEeNs Ham notpedyeTcs:

e cosgaTtb Habop npeobpasoBanui (transform set) c napameTpamu, KoTopble 6yayT
NCMNonb30BaTbCs Npu WMdPOBaHMN Tpaduka

e onucaTb IKE NnonuMTuky — ykasaTb napameTpbl U anropuTmbl, Heobxoaumele Ons
co3gaHusa SA 1 ¢asbl, KoTophin 6yaeT ucnonb3oBatbess GW1 u GW2 npu
cornacoBsaHuy napameTpoB SA 2 dasbl

e co3faTb NpefonpeneneHHbIn KoY, KOTopbin BygeT ncnonb3oBaTbCcs Anst
ayTeHTUmKaLumn

e CO3faTb NpaBuWIIo Ans 3awWwuThl Tpadmka mexay noacetamum (IPsec Rule)
e cosgatb IPsec Policy, onuceisatowyto napameTpbl co3gasaemoro VPN TyHHens

e cosgatb VPN Connection, ceasbiBatowlee IPsec Policy ¢ BHeWWHNUM nHTepdencom
GW1

e  3arpy3uTb CO34aHHyl0 KoHdurypauuo Ha GW1.

I'IepBble ‘-IeTpre I'IyHKTa MOFyT 6bITb BbIMOJTHEHLI B I'IpOVI3BOJ'IbHOM nopﬂ,qu. Mbl Ha4YHEeM ¢
co3naHus IPsec Rule.

Co3paHue IPsec Rule

Ona cospganng IPsec Rule nepengem B pasgen Rules, HaxxaB 0QHOMMEHHYIO KHOMKY Ha
Tynbape.

Beigensem B gepese y3en IPsec Rules u Haxumaem kHorky Add. B oTKpbIBLLEMCS OKHE
(PncyHok 87) B none Name/Number BBoanm Homep ans cosgasaemoro IPsec Rule,
Hanpumep, 110.
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T GUI for CSP YPN Gate 10.0.232.2 =10 x|

File Wiew Tools Help

- J Rules{fcLs) IPSec Rules add | Edit | Delete |
Al 7 pdd a Rule x|
Mame/MNurmber: Type:
|1 10 IExtended LI
T add an Extended Rule Entry x|
—#Ackion |
Select an ackion: IF‘ru:uteu:t LI |
—Source HoskfHetwork, ~Destination Host/Metwark, |
Type: I.ﬁ. Metwork, j Type: I.ﬁ. Metwork, LI |
IP Address:  [10.10.1.0 IP Address:  [10.10.2.0
Widcard Mask: J0.0.0.255 s = | | widcard Masks J0.0.0.255 == |
Pratocal: Iip |
K Cancel Help
PucyHok 87

lMocne aToro nepexoanm K co3gaHuio 3anucuK npaesuna - HaxxmmaeM kHorky Add, oTkpoeTtca
OKHO (P1cyHOK 87), B KOTOPOM BbIMNOSHAEM CrieAytoLLMe HAaCTPONKN:

Action = ‘Protect’

Source Host/Network:
Type = ‘A Network’
IP Address = 10.10.1.0 — agpec noaceTu, 3awmaemon GW1
Wildcard Mask = 0.0.0.255

Destination Host/Network:
Type = ‘A Network’
IP Address = 10.10.2.0 — agpec noaceTu, ¢ kotopou ctpoum VPN TyHHenb
Wildcard Mask = 0.0.0.255

IP Protocol = ‘ip’

Haxnmaem OK 1 Bo3Bpallaemcs B rf1aBHOE OKHO NpoaykKTa.

Tenepb Hy>kHO HacTpouTb napameTpbl VPN n noctponts VPN Connection. [ing aToro
nepexoaunm B pasgen VPN HaxxaTuem oqHOMMEHHOW KHOMKM Ha BEPTMKaIbHOM Tyrnbape.
Ham npeactouT HacTpouTb criegyrolimne napameTphbl:
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e Transform Set
¢ IKE Policy

e Pre-Shared Key
e Global Settings.

Co3paHue Transform Set

[na cosganuna Transform Set nepexoaum B COOTBETCTBYIOLLMIA pasaen, BolAeNMB B AepeBe
y3en Transform Sets. VI3Ha4anbHO B HEM OTCYTCTBYET Kakas-nubo nHdopmaumnsa (PucyHok
88). Haxxumaem kHonky Add 1 B OTKpPbIBLLEMCH OKHE YCTaHaBNMBaeM napameTpsbl:

Name = ‘TS1°

YctaHaenuBaeMm ¢naxok Data Integrity and Encryption (ESP)

Integrity Algorithm = ‘none’

Encryption Algorithm = ‘ESP_GOST’

YcTtaHaBnmBaeMm cnaxok Data and address Integrity without Encryption (AH)
Integrity Algorithm = ‘AH_GOST_HMAC’

YcTaHaBnuBaem nepeknoyarterns B nonoxeHue Tunnel (Encrypt data and IP header).

¥ add Transform Set x|

Marme: ITSI

[+ Daka Inktegrity and Encryption (ESF)

Inkeqrity Algorithm: I«::nu:une:b ;I

Encryption Algorithm; IESF‘_GOST LI

[+ Data and address Integrity without Encryption (aH)

Inkearity Algorithm:

Mode

f* Tunnel (Encrypt data and IP header)

" Transpaort (Enceypt daka anly)

(04 Cancel Help

PucyHok 88

Haxumaem OK v Bo3BpalLaemcs B rnaBHyo hopmy.

Monutuka IKE

YKkaxeM napameTpbl An8 co3gaHns 6e30nacHoro coeamHeHns u Bobibepem meTos
ayTeHTudukaumm naptHepos. B aepese IKE Bbibupaem y3en IKE Policies n Haxnmaem
kHonky Add. B oTkpbiBemcs okHe (PrcyHok 89) ycTaHasnuBaem criefytoLmne HacTpOnKu:

CSP VPN Gate

Copyright © S-Terra CSP 2003 -2010 112



Web-based GUI nntepdeiic

Priority — ‘1

Authentication method — ‘PRE_SHARE'
Encryption Algorithm — ‘GOST"

Hash Algorithm — ‘GOST"
Diffie-Hellman Group — ‘group2’

SA Lifetime (Sec) — ‘86400°.

Haxnmaem OK 1 Bo3Bpalljaemcs B rnaBHy0 oopmy.

[x

% add IKE Policy

Priority: I 1|

Authentication method: IF‘RE_SHF'.RE

Encryption Algorithm: IGOST

Hash &lgorithr: IGOST

Lol Lef e L

Ciffie-Hellman Group: Igru:uup2

S LiFetime!Sec: |ze400
Ik | Cancel | Help |
PucyHok 89

Co3spaHue Pre-Shared Key

Ons cospannsa Pre-Shared Key Borigem B pasgen Pre-Shared Keys, Bblgenus B gepese
OfHOMMEHHbIV y3ern. Haxnumaem kHonky Add. B oTkpbiBemcs okHe (PucyHok 90)
npou3soaum criegyoLime AencTeuns:

e B nonsa Pre-Shared Key n Re-Enter Key BBognm 3Ha4yeHue npegonpegeneHHoro
krtova. ITOT Koy ByaeT ucnonb3oBaTbes AN ayTeHTudmnkauum naptHepos. Ob6a
napTHepa OOMKHbl UMETb KN4 C OAUHaKOBbIM 3HavyeHnem. OB 3TOM CTOUT MOMHUTb
npu HacTpoWKe BTOPOrO LWMo3a 6e30nacHoCTy.

e B kauyecTtBe TunNa napTHepa Bbibupaem Host (IP Address).
e B none IP Address BBOAMM agpec BHeLIHero nHtepgenca GW2 — 10.0.232.3.

Haxunmaem kHonky OK 1 Bo3Bpalyaemcs B rnaBHyto popmy.

2 Add Pre-Shared Key x|

Pre-shared key: I* AEEL

Re-Entet Key: I*****
~Hosk Peer/Metwork
Type: IH:::st (IP Address) ;I

IP Address:  {10.0.232.3]
subnet Mask: I ;"_3

Ik | Cancel | Help |

PucyHok 90
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YcraHnoBka Global Settings

[ns nameHeHunsa napametpoB Global Settings Bbigensem B gepeBe 0QHOMMEHHbIN y3en u
Haxumaem kHonky Edit. B oTkpbiBiemMcs okHe (PucyHok 91) ycTaHaBnvMBaeM napameTpbl:

Identity — ‘ADDRESS'

IKE CFG Pool - ‘none’

IPsec SA Lifetime (Kilobytes — ‘4608000°
IPsec SA Lifetime (Seconds) — ‘3600°

Haxnmaem kHonky OK 1 Bo3BpalliaemMcs B rraBHyto dhopmy.

T Edit ¥PN Global Settings |

Internet Key Exchange (IKE)

Identity:

[~ Set Keepalive

Keepalive (Sec) IIII Retry (Sec) IIII

IKE CFi3 Poal: I«::ru:nne:b LI

IPSec

IPSec S Lifetime (Seconds): |3EuEIEI

IPSec 54 Lifetime (Kilobytes): |4E-EISIIIIIIEI

(] 4 | Zancel | Help

PucyHok 91

Co3panue IPsec Policy

Cnepyowmn atan — cosgaem IPsec Policy (kpunTorpaduyeckyto kapty). Ans atoro
BbIMOSIHUM CriegdytoLune AeACTBUS:

e Buigensem B gepese y3en IPsec Policies, 4To nepeBoauT Hac B 04HOUMEHHbIN
pasgen.

e Haxumaewm kHonky Add. Byget oTkpbiTo okHO Add IPsec Policy

o [lpucsanBaem co3gaBaemol IPsec Policy ums, Hanpumep, site_to_site (BBogmMm 3710
3HayeHue B nore Name).

e [lobaensiem B IPsec Policy cTtatudeckyto kpuntorpaduveckyto kapTy, 4nst 4ero
Haxunmaem kHorky Add. ByaeT oTKpbITO O4HOMMEHHOE OKHO ..

B oTKpbIBLLEMCS OKHE NPOU3BOAUM criedylolime AencTBus:
e Bo Bknagke General ocTaBnsiemMm 3Ha4eHUS, YCTaHOBIEHHbIE MO YMOMYaHMIO.

e Bo Bknagke Peer Information peructpupyem IP Address BHeLLHEro
nHtepdenca GW2, ¢ kotopbiM Mbl 6yaem ctpouts VPN TyHHenb. [Ins atoro B
none IP Address Beogum agpec 10.0.232.3 n Haxumaem kHonky Add. Agpec
O6ynet nobasneH B cnucok Peer List.

e Bo Bknagke Transform Sets Bbligensem B cnucke Available Transform Sets
CO3/1aHHbIN paHee TpaHCHOPM C UMeHeM TS1 n HaXnmaem KHOMKY CO
CcTpernkon HanpaBo. BolaeneHHbIn TpaHcgopm 6yaeT nepeHeceH B CUCOK
Selected Transform Sets.

e Bo Bknagke IPsec Rule Bbibrpaem 13 BbinagatoLlero cnucka sHadeHne Use
Rule Pane for selection.
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o OTkpoeTcsa okHO Bblbopa paHee co3aaHHoro IPsec Rule. B atom okHe (Rule
Pane) Boigensiem paHee co3gaHHoe IPsec npasuno — 110 1 HaxxuMaeMm KHOMKy
Select. Homep BbIGpaHHOro npasuna 6yaeT AEMOHCTPUPOBATLCH B
BbinagatoLlem cnucke IPsec Rule.

e Bknagky IKE CFG Mbl He Tporaem, Tak Kak He npeanonaraem paboTy ¢
yaaneHHbiM (MOOWbHBIM) MOSb30BaTENEM.

e Bo Bknagke ldentities HUKakMx 4eACTBUIA HE MPOMU3BOAUM.

= add IPSec Policy x|

MName: Isite_tu:u_site

Crypto Maps:

Mame |5eq Mo|Peers

Transform Sets|IPSec Rule |PFS  |IKE CFG | Identities
1 10,0 5 o

51 110

Delete

Dywnamic Crypka Map Sets:

Marme Seq Mo, Dvynamic Crypko Map Set Mame Ascociake

Edit

L

[issociate

(] 4 Cancel Help |

PucyHok 92

Haxxumaem kHonky OK 1 Bo3Bpaluaemcs B okHo Add IPsec Policy (PucyHok 92). B okHe
nosiBMnach 3anucb O TOMBKO YTO CO34aHHOM KpunTorpaduyeckon kapte. [Ans
peanusaunn Hallero cueHapus 3Toro 4OCTaToO4HO, NO3TOMY Mbl 3aKpblBaeM 3TO OKHO
HaxaTnem kHonkn OK n nepexoanm B rmaBHOE OKHO.

B tabnumue IPsec Policies nosiBunacek 3anvck o co3gaHHom IPsec Policy.

Mapametpbl VPN TyHHENA

Mepexoanm k Boibopy napameTpoB ans co3ganns VPN TyHHens. [ins SToro BbINOSHSEM
cnepywoLwne AenNcTBuS:

e B gepese Bbigensem y3en VPN v Haxxumaem kHonky Add Ha npaBov naHenu. byaert
oTkpbITo okHO Add VPN Connection.

e U3 cnucka Select Interface BbiGnpaem BHewWHWIA MHTepdENc KOHUNYPUpyeMOoro
wrto3a 6esonacHoctn (GW1) — FastEthernet0/0.

e U3 cnucka Select IPsec Policy BoibrpaeM nms Tonbko 4To cosaaHHou IPsec Policy —
site_to_site (PucyHok 93).

Haxxmmaem kHonky OK v nepexodum B rfiaBHOe OKHO MpoayKTa.
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¥ add ¥PN Connection x|
& YPM Connection is created by associating an IPSec Policy with an Interface.
Select Interface IFastEthernetD,l'El j
Select IPSec Policy |ElEmmi|d= add new IPSec Paolicy. .. |
Crypho Maps
Mame Seq Mo |Peers Transform Sets IPSec Fule PFS
site_to_site 1 10.0,232.3 T51 110

Kl | i

Dynarnic Crypka Map Sets

Marne: ISeq Mo, Dymarnic Crypka Map Sek Marne I
(4 Zancel Help
PucyHok 93

3arpy3ka koHdurypaummn Ha GW1

Cnegyowmm atanom OyaeT 3arpyska co3gaHHom KoHdurypauum Ha GW1. ins aToro B
meHto File Beibupaem komaHgy Deliver to Router. OTkpoeTcsa okHo Deliver Configuration to
Router (PvucyHok 94). B atom okHe 6yaoyT oTobpaxaTbCs KOMaHAbl, B KOTOpble Oblnn
NHTEpPNpeTUpPOBaHbl HaLLK OeNCTBUS MO HACTpoKe wito3a 6e3onacHocTn GW1. Haxnmaem
kHonky Deliver. MNosiBUTCSA OKHO C MHOUKATOPOM NpoLecca AO0CTaBKU KOHUrypaumm u ¢
npegnoXxeHneM NogoxaaTb ero okoH4yaHus. lNocne ycnewHon JoCTaBKkuM OKHO C
WHOWKaTOPOM aBTOMAaTUYECKN 3aKpoeTcs.
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TE peliver Configuration to Router

Deliver delka commands to the router's running config. This operation can take several minukes,

Presiew commands that will be delivered to the router's running configuration

I
crypto isakmp policy 1
authentication pre-share
encr des
group 2
haszh md5
exit

|

Deliver Save ko file Close

cEypLo isakp key 12345 address 10.0.232.3 255.255.255.2;:]

ip access-list extended 110
jrm-ir q i 10 1 0 o n O *PEE o I e I O o O R e R i | ‘?I:I:I _ILI
4 ]

PucyHok 94

Ha atom HacTpowka wnio3a GW1 3akoH4eHa.

TekcT cisco-like kondurypauuv ana GW1

B GUI B meHto View BbibepuTte komangy Current Config ansa npocmoTpa cisco-like
koHdpurypaumn GW1:

hostname GW

enable password csp

username cscons privilege 15 password 0 csp

crypto isakmp key 12345 address 10.0.232.3 255.255.255.255
|

crypto isakmp policy 1
authentication pre-share
encr des

group 2
hash mdb
exit

|
ip access-list extended 110

permit ip 10.10.1.0 0.0.0.255 10.10.2.0 0.0.0.255
exit

|

crypto ipsec transform-set TS1 esp-des ah-md5-hmac
mode tunnel

exit

|

crypto map site to site 1 ipsec-isakmp

match address 110

no reverse-route

set transform-set TSl

set peer 10.0.232.3

exit

I

interface FastEthernet0/0

ip address 10.0.232.2 255.255.0.0

crypto map site to site
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exit

end

Hactpo#nka wnto3a 6esonacHoctn GW2

B okHe Gpaysepa Ha Hostl BBegem agpec nHTepderica wito3a 6esonacHoctn GW2 —
http://10.0.232.3. MNMosiBUTCA OKHO C 3acTaBko CSP VPN Gate , nocrne 4ero 6yaeTt oTKpbITO
OKHO NnoruHa.

Beoaum noruH n naponsb.

[Mocne HekoTOpPOro oxmaaHus ByaeT OTKPbITO rMaBHOE OKHO rpaduyeckoro nHTepdgetrica. B
3TOM OKHE Mbl MOBTOPUM NPaKTUYECKN BCE TE Xe AENCTBUSA, YTO U Npu HacTporike GW1.

BynyTt HekoTopble OTNNYKS:

M3ameHuTCcAa nopsiaok noaceTten npu cosganum 3anucu B IPsec Rule.

Action = ‘Protect’

Source Host/Network:
Type = ‘A Network’
IP Address = 10.10.2.0 — agpec noaceTu, 3awmiaemon GW2
Wildcard Mask = 0.0.0.255

Destination Host/Network:
Type = ‘A Network’
IP Address = 10.10.1.0 — agpec noacetu, ¢ kotopou ctporm VPN TyHHEnb
Wildcard Mask = 0.0.0.255

IP Protocol = ‘ip’

Mpun cosgaHmm kpuntorpaduyeckon kapTel BO Bkrnagke Peer Information mbl BBognm
agpec GW1 - 10.0.232.2.

Mpw cosgaHnn npegonpeaeneHHoro knio4ya IP-agpec naptHepa — 10.0.232.2.

Bce ocTtanbHble HaCTpOVIKM NOJIHOCTbLIO coBMagatroT C HaCTDOVIKaMM, npoun3seneHHbIMU and
GW1.

TekceT cisco-like koHdurypauum gns GW2

hostname GW

enable password csp

username cscons privilege 15 password 0 csp

crypto isakmp key 12345 address 10.0.232.2 255.255.255.255
|

crypto isakmp policy 1
authentication pre-share
encr des

group 2
hash mdb
exit

|

ip access-list extended 110
permit ip 10.10.2.0 0.0.0.255 10.10.1.0 0.0.0.255
exit

|
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crypto ipsec transform-set TSl esp-des ah-md5-hmac
mode tunnel

exit

|

crypto map site to site 1 ipsec-isakmp
match address 110

no reverse-route

set transform-set TS1

set peer 10.0.232.2

exit

|

interface FastEthernet0/0

ip address 10.0.232.3 255.255.0.0
crypto map site to site

exit

|

end

MpoBepka paboToCNOCOOHOCTM CTEHAA

Mocne 3arpysku koHpurypaumm Ha GW2 nposepsiem paboty VPN TyHHENs ¢ nomMoLLbio
komaHgpbl Ping. [insa atoro BeinonHsem komaHgy Ping 10.10.1.1 ¢ xocta Host 2. Takke
BbINonHuM komaHgy Ping 10.10.2.2 ¢ xocta Host 1. B pesynbTaTte BbINOMHEHWUS KOMaHab!
Ping mexay yctporcteamm GW1 n GW2 gomxkeH yctaHoBuTbest VPN TyHHENb. YOeammcs B
3TOM, 3anycTmB U3 MeHto Tools rpadmyeckoro nHtepdenca komaHay SA Show,
MoKasbIBaloLLLyt0 BCE CO34aHHbIE 3aLLMLLEHHbIE COEQUHEHUS.

MbI TONbKO 4TO co3ganuy KoHdurypauumio, paspeluaroLyio oblieHne mexay nogcetamm SN1
1 SN2 TonbKo no 3alwuieHHoMy kaHany, T.e. yepe3 VPN TyHHenb. OcTanbHble KOHTaKThbl
pa3pelLueHbl, HO He ByayT 3awmwaTbcs. B pamkax cobpaHHoro cteHaa, koraa
OpraHn3oBaHO COeAMHEeHNe Mexay NoAceTaMN He Yyepes VIHTepHeT, a Yyepes obLLyto
NoAceTb, AONOMNHUTENbHbIX (PMNbTPOB (MpaBuni NakeTHoW unbTpaLmmn) co3gaBaTb He
TpebyeTcs.
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