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1. Hasnauyenme CMAC «MOCT»

1.1.  Yrpo3bl B cMucTeMax yaaneHHoro gocryna

3apava opraHusauuv yoaneHHoro AocTyna nonb3oBaTteneil BecbMa akTyanbHa ans
rocyapCTBEHHbIX 1 KOMMEPYECKUX OpraHn3aLui, NpuyeM noTpebHoCTb B 3alumTe AoCTyna pacteT
rof ot roga.

B T0 Xe Bpems B cucTeMax yaaneHHoro AocTyna pucku MHAOpMaLMOHHOM Ge30nacHoCTu, No psay
NPUYVH Bblllie, YeM B MNOKasbHbIX CeTAX:

e PaboTas BHe KOHTPONMPYEMON 30HbI NPeanpuUsSTUS, Nonb3oBaTeNb MOXET OTCTYNaThb OT
npeanucaHHoro emy perrnamMeHTa 6e30nacHOCTU, B YaCTHOCTM — NbITaTbCA U3MEHSATb
KOHCUrypaLmio CBOEro KOMMboTepa, B TOM YMCIE — OTKITIOUUTL Tpebyemble KopnopaTUBHON
NoNMUTHKONM 6e30MacHOCT MEXaHW3MbI 3aLUTLI.

e CoumanbHoe OKpyXeHue nornb3oBaTens BHe oduca npeanpuaTnst MoxeT ObiTe Gonee
arpeccuBHbIM. B yacTHOCTW, nonb3oBaTenb MOXET HAXOAMTLCA B None HabnogeHms
3rnoyMbILneHHKoB. CKpbIToe HabnoaeHne MOXeT MMETb Lienu nepexsarta nHdopmaumm,
aTpnbyToB ayTeHTMdUKaumm, puwmHra. K nonb3oBaTento B LeNsx MOLWEHHNYECTBA UK
MPOMBILLIEHHOTO LUNMOHaXa MOryT NPUMEHATLCSA aTtakm Tuna social engineering.

e BpemeHHo ocTaBneHHoe 6e3 npucMoTpa obopygoBaHMe Nornb3oBaTens MoXeT ObITh
KOMMPOMETMPOBAHO MIN MOXULLEHO.

e BbluncnutenbHasn cpega paboyero Mecta yaaneHHoro nonb3oBaTens MoXeT ObiTb 3apaxeHa
onacHbIM KOAOM, CoAepKaTb BUPYChI, MpOrpamMmHble 3aknagku, ornacHoe nporpaMmmMmHoe
obecneyeHne (spyware, malware).

e CeteBas cpega paboyero Mmecra nornb3oBaTenss MOXET ObITb HE3aMKHYTa, ¢ paboyero mecrta
nonb3oBaTtens, Hapsgy C coeAnHEHNEM C KOPNopaTUBHOW CETbI0, MOTYT ObiTb YCTaHOBIEHbI
onacHble NOCTOPOHHUE COEeAMHEHMS1. DTO Co34aeT BO3MOXHOCTb A OCYLLEeCTBINEHMS
TPaH3WTHOW aTaku Ha KOPNopPaTUBHYO CETb Yepe3 KOMNPOMETUPOBaHHOE paboyee MeCTO
yAaneHHoro nonb3oBaTens.

A,EI,MVIHVICTpaTOp ©e30nacHOCTU HE MOXET C OOCTOBEPHOCTbLIO KOHTPOJINpPOBaTh BCE nNepe4vncrieHHble
PUCKN N NO3ITOMY yﬂ,aﬂeHHbIVI 0OCTyn ONnd Hero Bcerga npeacraBsndeTcd He 40 KOHUa peLueHHOIZ
npo6neM017| 6esonacHocTu. bes KOHTpOJIA Hag pa6quM MEeCTOM MnoJib3oBaTesA YCTPaHUTb Yyrpo3bl
Unn CHM3NTb 40 NpuemMnemMoro ypoBHA nepeyuncrieHHble Bbllle PUCKKA HEBO3MOXHO.
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1.2. TexHONOruM NOCTPOEHUS [OBEPEHHOro ceaHca

OpHako pvckn MHOopMaUMOHHOM 6e3onacHOCTV NP yaaneHHoM JOCTyne nonsb3oBaTenen MoryT
ObITb CYLLECTBEHHO CHUXEHbI B Cry4ae NPUMEHEHNS Cpebl MOCTPOEHUSA AOBEPEHHOIO ceaHca
(cnpc).

TexHonorus CIMNOC peannsyetcs cnegylowmm o6pasom.

Monb3oBaTesb NoNy4YaeT creunarbHbli 3arpy304HbI HOCUTENb, Ha KOTOPOM Haxo4WUTCS LIeNOCTHbI
3TanoH cpeapl pyHKUMOHMpoBaHus (CO), BKNoYatoLwel JOBEPEeHHYH OnepaLnoHHY0 CUCTEMY,
KOMMMEKT CPEACTB KpunTorpadunyeckon sawmtsl nHgopmaumm (CK3W) n LueneBble NpunoXeHus.

Ha paboyem mecTe nonb3oBaTensi NpoM3BOAMTCA HacTponka BIOS, no3sonsioLwias nponssogntb
3arpy3ky paboyero mecta ¢ BHewwHero USB-Hocutens.

Mocne ayTeHTMdUKaLMM NONb30BATENS CO CreLManbHOro 3arpy304HOro HOCUTENS 3arpyXarTcs
aTanoHHbIN obpaseL cpebl PYHKLMOHUPOBAHUSA 1 NpUKNagHoe nporpaMMmHoe obecneyeHue.

Mexay paboynm mecTom Nonb30BaTens U TOYKOW AOCTyNa B KOPNOPATUBHYO CeTb
yCTaHaBnMBaeTCs 3almLLeHHoe nNpy nomowm TexHonornn IPsec coegmHermne. OTKpbITbIV Tpadmk
npu 3TOM UCKIKOYaeTcs nonmTukon 6esonacHoctn VPN-NpoaykTa, Yem JOCTUraeTcs nonHas
N30nAUUs CETEBON cpebl, B KOTOPOW peanuayeTcs JOBEPEHHbIN ceaHc.

Monb3oBaTtenb nojstiydaeTt AOCTyn CTPOro K LeneBoMy NMpUioXXeHuto. lD,OCTyI'I K OﬂepaLlMOHHOVI
cucremMme UM NOCTOPOHHUM NPUNOXKEeHUAM And HEero UCKIN4eH, KoMmaHaHasa KOHCOJ1b OﬂepaLlMOHHOVI
CUCTEMbI N MOCTOPOHHNE NPUITOXEHUA NPOCTO U3bATLI U3 Cpenbl d)YHKU,I/IOHVIPOBaHVIFI.

MpuknagHoe nporpaMMHoe obecnevyeHne MOXeT UMETb Y3KO OrpaHNYEHHY OYHKLMOHANbHOCTb.
Hanpumep, B Be6-6pay3epe MmoxeT bbiTb UCKNIOYEHA BO3MOXHOCTb AOCTYMNa K HACTPONKam
Opaysepa u ctpoke BBoga URL. OT0 npmBegeT Kk TOMy, YTO nonb3oBaTternb OyaeT OCyLWecTBNATb
OOCTYN TOMNbKO K OrpaHU4eHHOMY COCTaBy BeO-00BHEKTOB, Ha OCHOBE BCTPOEHHOM B BED-CTpaHULbI
HaBuraumm.

Mpv 3TOM K KOMMBIOTEPY, BLICTYMNAOLLEMY B Ka4ecTBe paboyero Mecta nonb3oBarernsi, He
npeabsBnsioTcs TpeboBaHus 3almieHHocT. KoMmbloTep MOXeT BbiTb NMopaXkeH BUpycamu u
onacHbIM MO, JoCTyneH Mo ceTu ANst XakepoB — 3TanoH cpeabl (PyHKUMOHMPOBaHKS He ByaeT
B3aMMOJEeNCTBOBaTb C ONACHLIMU HOCUTENSIMU Y YUTaTb C HUX AaHHble, VPN-KIMEHT «OTKIOYUT»
BCE OMnacHble COeUHEHMSI.

Takum obpasoM, npumeHeHne TexHonorum CIMNAOC gaet, B cpaBHEHWUM C TPaAULMOHHBIMU
TEXHOMNOMMAMU 3aLUThI YOANEHHbIX U MOOUITbHBLIX KIMEHTOB, LENbIN Psi NPENMYLLECTB:

e ObGecneunBaeTcs Ues1ocmHOCMb rpogpamMmHol cpedbi TepMUHana yganeHHoro goctyna.
OTanoHHbIN obpaseL, cpepbl PYHKLMOHUPOBAHUSA 3arpyxaetcs B paboyee MecTo co
cnewumanbHOro 3aluLLeHHOro HOCMTENS, UCKII0YatOLLEro 3anMch Ha HEFO MOCTOPOHHUX AaHHbIX.
Mpu BCAKOM MHMLMANM3aLuumn LOBEPEHHOTO CeaHca NPOM3BOAUTCS 3arpy3ka 3TanoHHoro obpasua
Co. Hukakve aaHHble no pesynbTaTam paboTbl NOMb3oBaTeNs B TeYeHne npeaplayLumx ceaHcos
B CP He BHOCATCA. Taknum 06pa3om, B criyyae M30NMPOBAHHOIO npolecca AoCcTyna K
npuknagHomy MO 3aka3unk MOXeT 0TKa3aTbCsi OT NPUMEHEHNS CPeACTB 3aluTbl OT BUPYCOB,
onacHoro MO, 3aknagok. 3To 06CTOATENBCTBO NO3BONSAET HE TONBKO CIKOHOMUTL CpeacTBa Ha
aHTUBMPYCHOM NporpammHoM obecneyeHnn, HO 1 CyLLLeCTBEHHO 06rnerymTb npoLecc
3KCMNMyaTaumMm MoOUNbHbIX TEPMUHANOB, MOCKOMbKY HET HEOOXOAMMOCTM KOHTPONMpOBaThb MX
KOHUrypaumuio 06HOBMSATbL HA HUX aHTMBUPYCHbIE 6a3bl JaHHbIX.

e (ObGecneunBaeTcs U30/5YUS 8bIYUCIIUMESIbHO20 NPoyecca KNMeHTa yaaneHHoro 4ocTyna B Xoae
[JOBEPEHHOr0 ceaHca: Moaynb 3arpy3ku cpeabl PYHKUNOHMPOBAHNUS UCKIoYaeT
B3aMMOAENCTBME C «TPSI3HON «nepudbeprein» 1 3arpysky HeoBEPEHHOro NPOorpaMMHOro
obecneyeHus.
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e Crtporas ayTeHTucmkaumsa nonb3oBaTens npu JOCTyrne kK JOBEPEeHHOMY ceaHcy paboTtaeT no
TpaguLMOHHON ABYX(PaKTOPHON CXxeMe: NoMb3oBaTenb ayTeHTUMLUMpyeTCs nepen, 3arpy3komn
C® npy noMoLLM CTONKOro YCTaHOBMEHHOMO agMUHUCTpaTopoM 6e3onacHOCTM napons (4nucno
NonbITOK BBOAA Naporisi orpaHnyeHo), 4OCTYN B KOPMOPATUBHYIO CETb U K CEPBEPHBLIM pecypcam
ocyLecTBngeTcs npu noMmoLm ungposoro ceptudmkata X.509, xpaHsiLerocsi Ha 3aLmLLEHHOM
HocuTene. Npu HeobxoauMOCTH 3TU cpeacTBa ayTeHTUdUKaLUM MOTYT ObITb YCUNEHbI
cpencTBaMu ayTeHTUMKaLMM B COCTaBe LIENeBbIX NPUMOXEHNI.

e CeTeBas cpefa 4OBEPEHHOIO ceaHca NOMHOCTbIO M30NIMPOBaHAa OT NOCTOPOHHNUX BO3AENCTBUIA:
Tpadhuk wngpoBaH Ha ocHoBe kpunToanroputma FOCT 28147, obecneynBaeTcs LEeNOCTHOCTb
nepegaBaemMbIX AaHHbIX U LENOCTHOCTb MOTOKa NakeToB. [10CKOMNbKY B 3aLLUMLLEHHYI0 CETb MOXET
BOWTM TONbKO BnagereL, CEKPeTHOro Kruya — KOHTPOIb AOCTyNa B 3aLUULLIEHHbIN CEerMEHT ceTn
npuobpeTtaeT KpunTorparMyecKkyto CTOMKOCTb, HEQOCTYMHYIO AN HeKpUnTorpaduyeckux
METOO0B KOHTPONSA CeTEBOro AOCTyna.

KauectBo peanusaumn dyHkumoHanbHocTh 3awutbl CIOC noateepxaeHo ceptudmkatamm CTOK
(kak MexxceTeBOM 3KpaH 3ro knacca, kak C3U ¢ oueHoYHbIM ypoBHEM foBepus 3+ (YCUMEHHBIN) NO
«O6wwmm kputepusim» FTOCT P MCO.M3K 15408, no 3my YpOBHIO KOHTPOIS Ha OTCYyTCTBUE
HeZeknapnpoBaHHbIx Bo3amoxHocTen ) n PCB Poccun (CK3W KC2). MpoayKT npyMeHuM A BCex
3ajay 3awmuTbl KOHUOEHLMANBHON MHOPMaLMK, HE COCTaBMSAIOLLEN rOCYyAapCTBEHHYIO TanHy, B
AC po knacca 1I" BkntountensHo un B UCIMOH go knacca K1 BkMOYMTENBHO.

CNAcC «MNOCT» Copyright © S-Terra CSP 2003 - 2015 5



CNAC «MOCT». PykoBoacTBo agMuHuCTpaTopa

2. KomnnekTt noctaBku

MporpammHbIi komnnekc «Lnto3 6esonacHoctn CSP VPN Gate. Bepcus 3.1» Ha cneunansHOM
3arpy3o4Hom HocuTtene «ClrNAC-USB-01» nocTtaBndeTcsa B cneaytoLlen KOMnnekTauum:

CneuuanbHbii 3arpy3o4Hbin Hocutens C3H «CMNAC-USB-01» (o6wuin o6bem 2I'6 unu 4I'b), Ha
KOTOPOM HaxoauTcs cneuunanbHoe U yHKUMOHanbHoe nporpamMmmHoe obecrneyeHme.

OTanoHHbIN ANCK NpOorpaMMHOro obecneyeHust.

KomMnakT-guck ¢ AOKYMeHTaLNeN.

Konuga ceptudukarta coorsetctaus PCTIK Poccuu.

"onorpaduyecknii cneumanbHbiv 3aWwmnTHbIA 3Hak PCTIK Poccuum.

JInueHana Ha ucnonb3oBaHne nporpammHoro komnnekca CSP VPN Gate sepcum 3.1.

JInueHsmnsa Ha ucnonb3oBaHne nporpammHoro npoaykra «Kpuntollpo CSP» Bepcun 3.6R2.
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3. TpeboBaHMA K NporpammHo-annapaTHbIM
cpeacTBam

CIAC «MOCT» dyHKUMoHMpYeT coBMecTHO ¢ M3BM, nmetowen crnegyowmin MUHAMAarbHbIN
COCTaB TEXHUYECKUX 1 NPOrPaMMHbIX CPEACTB:

e npoueccop B apxutektype Intel X861 nogaepxmBaroLwmin padboTy yCTPONCTB No uHTepdericy USB
ctaHgapTa 1.1 1 Bblwwe;

e cBoboaHbI USB-nopr;
e ceTeBON UHTepdENC;

e BO3MOXHOCTb BIOS MN3BM ocyuwectenaTb 3arpy3ky OC ¢ USB-ycTpoicTB.
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4. HasnayeHue u dpyHkyumn CMAC «MOCT»

CrnAcC «MOCT» — ato cneumanbHbIn 3arpy3o4Hbin Hocutens « CMAOC-USB-01» ¢ ycTaHOBNEHHbIM
CK3U CSP VPN Gate 3.1 1 dyHKUMOHaNbHLIM NpOrpamMmMHbIM obecnevyeHmemM, KOTopbin
nogkrtoyaetca kK USB-nopTy kKomnbioTepa nonb3oBaTens U NO3BOSISET NOMYy4YUTb AOCTYN K
3aluLLIaeMbiM pecypcam, B COOTBETCTBMM C 3aaHHON Nonntukon 6esonacHoctn (PUcyHok 1).

CneumanbHbin  3arpy3oyHbin HocuTenb «CIAC-USB-01», paspabotanHbii 3AO «C-Teppa
Cun3clu» n komnanunenn Promwad, — 310 USB-ycTpoNCTBO C COGCTBEHHBLIM MUKPOMPOLIECCOPOM
CO BCTPOEHHbLIM creuuanbHbiM NporpaMMHbIM - obecneyeHneM, 3HEProHe3aBUCUMON ONALL-
NaMsTblo U MPUEMHMKOM CrieLManbHOro Tuna, BbINOSIHEHHOMO B BUAE nNpuemHuka SIM-kapT.

CkopocTb 0obmeHa aaHHbIMM Mo mHTepdency USB — 480 M6/cek (cooTtBetctByeT USB 2.0
HighSpeed). Motpebnsiemast mowHocTb — He Gonee 0,3 BT (cuna Toka — He 6onee 60 MA npu
HanpsxeHun 5 B). O6bem ycTtaHOBNeHHON namaTh 2 unn 4 rurabanTa.

MamaTe ycTponcTea pasgeneHa Ha obnactu ¢ pa3nuyHbIMK Npasamun goctyna:

e B oGnactn namaTtu ¢ 4OCTynom Ha yTeHne Haxogutca OC u cneumanbHoe nporpaMmMHoe
obecneyeHue.

e B obnactu namsatu ¢ 4OCTYNOM Ha YTeHWe 1 3anncb HaxoauTcs PyHKLMOHanNbHoe
nporpammHoe obecnedeHune. [locTyn Ha 3anncb NpeaocTaBnseTCcs TONbKO nocne
naeHtTudmrkaumm n ayteHTndmrkaumm nonb3osartens (¢ ncnons3osaHuem PIN-koga).

Pasmep obnactn namaTtu, 4OCTYNHOW NOMb30oBaTeENo Ana dteHus/3anvcn: 226M6 npu obbeme
ycTaHoBneHHou namsatn 26 n 1834M6 npu obbeme ycTaHoBnNeHHON namaTu 4176.
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> BhICOKOCKOPOCTHOR MHTepdedic USB 2.0
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PucyHok 1

Cnac «MOCT» (panee MNpoaykT unu N3genvne) npegHasHavyeH AN co3qaHunst yaaneHHoro
3alWmLLEeHHOro aBToMaTU3npoBaHHoro paboydero Mmecta (APM) Ha ocHoBe cpefbl NOCTPOEHS
[oBepeHHoro ceaHca (Crac).

Cpefa nocTpoeHusi JOBEPEHHOTO ceaHca obecneynBaer:

e LIefIoCTHOCTb NpOrpaMMHoON cpedbl TepMUHana yaaneHHoro 4ocTyna;

e M30MALMIO BBIYMCIIMTENBHOIO NPOLEcca KNMeHTa yaaneHHoro 4ocTyna;
e CTpOrylo ayTeHTMMKaLMIO KNTUeHTa yaaneHHoro 4ocTyna;

e  /30MSALMI0 CETEBOW cpeabl yaaneHHoro nonb3oBaTens;

e 3aUTY MOTOKA MAKETOB OT BHEAPEHUs MOCTOPOHHMX AAHHBIX;

* puUMEHeHMEe CepTUDULMPOBAHHBLIX CPEACTB KpunTorpadmMyeckomn 3amTbl MHGopMauumn n
unbTpaumm Tpaduka;

e KOHTpONMpYyeMblit agMUHUCTPATOPOM (haiiNoBbli 0GMEH MpY NOMOLLM BblAeNIeHHOro pasaena
crneuuarnbHOro 3arpy3o4HOro HoOCUTENS.

CINAC «MOCT» BbinonHsaeT criegyowme yHKUUN:
e ayTeHTUMKaLMIO Nonb3oBaTens;

e 3almTy Tpadurka Ha ypoBHE ayTeHTUdMKaLmMm/lndpoBaHUS ceTeBbIX MakeToB No NPOTOKonam
IPsec;
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e MakeTHYH PUMbTPaLUIo TpadmKa C UCMONb30BaHWEM MH(OPMaLUM B MOJISIX 3arofIOBKOB
CEeTeBoro, TPaHCMOPTHOTO W NPUKNAAHOIO YPOBHEN;

e COObITMINHOE NPOTOKONMPOBAHNE N MOHUTOPWHT;

e peanusauuio 3agaHHoN ANCUUNINHBI B3auMogencTBust (ayTeHTUdMKaLMio N/mnm sawmTy
Tpaduka) 4ns Kaxaoro 3aluLLLEHHOro CoeqMHeHUs, A0CTYN B 3aaHHOM 3aLLULLIEHHOM pexumMe
TONbKO ANS 3apermcTpupoBaHHbIX, B TOM YMCre U Ansg MobunbHbIX NapTHEPOB MO
B3aMMOOENCTBUIO;

e MaCKMpPOBKY aApeCHbIX MPOCTPaHCTB 3alluLaeMbiX ceTen (TYyHHennpoBaHue Tpaguka).

CIAC «MOCT» 3anpewaeT JOCTYN K XXECTKMM OUCKaM, CbeMHbIM HOCUTENSAM U CUCTEMaM BBOAA-
BbiBoga APM nonb3oBaTtens, 3a UCKITIOYEHNEM:

e BUOEOKAPTHI,
e knaBmatypbl (USB, PS/2),
e Mbiwm (USB, PS/2).

CrAcC «MOCT» nopgoepxuBaeT paboTy Co cneaylwmmMm BuaamMmm ceTeBbIX MHTEPEENCOB:
e Ethernet,
e LTE.

CnAac «MOCT» nossonseT ucnomnb3osaTth criegylolime BapmaHTbl 3agaHuns |P-agpeca:
e cTaTMdeckui agpec,
e [MHaMuyeckuin agpec no npotokony DHCP,

e OUHaMUYECKMN agpec, HasHadYaeMbl HTepdency MobunbHOro coeguHeHUs no NPoTokonam
cemencTtea PPP vnu gpyrum npoTokonam, npyMeHseMbiM B CETAX OnepaTopoB MOBUIBLHON
CBA3N.
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5. MpuHumn pabotbl CMAC «MOCT»

CneumnanbHbIf 3arpy304Hbiii HocuTens CMNOC-USB-01 noakntoyaetcsa k USB-nopty APM
noneb3oBatens. [NpeasaputensHO Ha paboyem MecTe nonb3oBaTens Heobxoaumo HacTpoutb BIOS,
yT06bI 3arpy3ka OC npoussogmnace ¢ USB-yctporictsa. [pu 3arpyske co crneumanbHOro
3arpy304HOro HOCMTENS BbIMOJSHAOTCA creayowme eNCTBUS:

e aBTOMaTMYECKU 3anyckaeTcs MOAyrb JOBEPEHHOM 3arpy3ku, KOTOPbIA ayTeHTUdULMpyeT
nosib3oBaTens 1 NPoBepsieT LLeNTIOCTHOCTbL NPOrpaMMHOro obecneyeHus;

® NPOUCXOAMWT 3arpy3ka cpefbl (PYHKLMOHUPOBAHUS, B KOTOPYIO BXOAAT: ONepaLnoHHas cuctema,
cpeactea kpuntorpadguyeckon 3awmtel (CK3U CSP VPN Gate 3.1) u gpyrue moaynu;

e 3anpaluneaeTca pexum paboTbl — agMUHMUCTPATOPa UMK NOMb3oBaTenNs U 3anyckaeTcs Lenesoe
(pyHKUMOHaNbHOe NporpammHoe obecrneyeHme:

e B pexume paboTbl aAMUHUCTPATOPA KOMMIEKC HAXOAUTCS B COCTOAHUM OXUOaHUS
3aLMLLEHHOrO yaan&HHOro NoaKniYeHns agMUHUCTpaTopa;

® B pexunme pa60Tb| nonb3oBaTend, B 3aBUCUMMOCTU OT TUNa n3aennd, BblNoJIHAETCA O4HO U3
cneayroLmnx 4eNCTBUN:

¢ yCTaHaBnMBaeTCs COeMHeHVe TepMUHasbHOM NporpaMMbl rdesktop ¢ paGoynm cTonom
yaarneHHoOro pecypca, agpec KoToporo yCTaHOBMeH aAMUHUCTPATOPOM;

¢ yCTaHaBnMBaeTCs COeMHEHWe C 3aJaHHbIM BEB-cepBepOM, agpec KOTOPOro yCTaHOBMEH
aAMWHUCTPATOPOM.

Cxema npumeHeHus Mpoaykra npeacTaBneHa Ha pUCyHKe.

Beb-cepeep wm
WMaonuposaxHasn cpeaa poctyna CMNAC TepMUHanLHLIA Cepaep

CeTs nepegayn AaHHbiX
Mponykr 0BWErD NONLIOBARKA &l
cngc
A | 4!5 [oeepexHas

.

': Hooi

Wnwa Besonackoctn
HeposepenHoe pabovee IPsec TywHens CSP VPN Gate
MEecTC NonNs3oeaTens Cepsep ynpasnexus

PucyHok 2

CneumanbHbIf 3arpy304Hblid HocuTens (Mpodykm CriC) yepes USB-nopT nogkntoyaetca k APM
(HedosepeHHoe paboyee mecmo rosib3oeameris).

Mponcxoaut ayTeHTUbMKaunsa nons3osatens — sBoantca PIN-kog. B cnyyae ycnewHom
ayTeHTUMMKaLuKn 3arpyxaeTcs cpefa PYHKLNOHNPOBAHNS.

Monb3oBaTtenb BeIOMpaeT pexum paboTel. B 3aBUCMMOCTM OT BbIOPaHHOMO pexnma:

e ynpaBrieHue nepenaeTcs agMUHUCTpaTopy Unu Cepeepy ynpasneHuss — agMUHUCTPATUBHbIN
PEXUM;

e nonb3oBaTeNb NONy4YaeT JOCTYN K MepMUHarbHOMY cepaepy/seb-cepsepy — pexum paboTbl
nonb3oBaTtens.

Mpuyem nonb3oBaTenb NoMyyYyaeT 4OCTYN TOMbKO K LieNeBOMY NPOrpaMmMHOMY oBecneyveHmto.
[ocTyn K onepaunoHHON cncteme, MOCTOPOHHUM MPUNOXEHUAM U NepudIepuUnHLIM YCTPOMUCTBaM
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APM, 3a ucknto4eHnem cneumansHo pa3pelleHHbIX K UCMNOJIb30BAHUIO UCKITHOYEH, YTO obecneunBaet
LLENTOCTHOCTb I'IpOFpaMMHOIZ cpenbl TepMunHana yganeHHoro gocrtyna n n3onaunio BbIMUCITUTENIbHOIO
npouecca KnnmeHTa yganeHHoro A4octyna B Xxoae AOBEPEeHHOro ceaHca.

Mexay pabo4nm MecTomM Nonb3oBaTeNs U TOYKOM A0CTyna B AOBEPEHHYIO ceTb (LLo3
b6esonacHocmu CSP VPN Gate) yctaHaBnuBaeTcs 3awmileHHoe IPsec coeguHeHune (IPsec
myHHesb), NapameTpbl KOTOPOro onpeaensatTcs aaAMUHUCTPATOPOM.

AyTeHTudurKkaLmns nonb3oBaTens npy Aoctyne B [JJogepeHHy cemb OCyLLEeCTBNAETCH NPy NOMOLLN
kntova nognucu FOCT P 34.10-2001, xpaHsiLLerocsi Ha crneyuanbHOM 3arpy304HOM HOcUTene nog
3alNTOM Napons Nofb3oBaTerns.

CeTeBas cpea JOBEPEHHOIO ceaHca NOMHOCTLIO M30MPOBaHa OT MOCTOPOHHUX BO3OENCTBUN
fbnarogaps cTporon ayteHTUduKaLmMm Nonb3oBaTens, WudpoBaHMIo Tpaduka C UCNOMNb30BaHNEM
kpunTtorpadumyeckoro anroputMma FOCT 28147-89 1 KOHTPOSO LLENTOCTHOCTU NepeaaBaeMbIX
OaHHbIX.

B cnyyae Heo6x04MMOCTH BbINONHUTL aAMUHUCTPATUBHBbIE ENCTBUSA (M3MEHUTbL NapamMeTpbl
3aLLUMLLEHHOrO COeANHEHMNS, UBMEHUTL CETEBOW NPOMMIb NN N3MeHUTbL NOPSAoK nepebopa
ceTeBbIX Npodunen, NOMeHATb cepTudnkaT, 40OaBUTbL KOMMNNEKT ApariBEPOB, BKNIOYaAEMbIX B Cpeay
dyHKumoHnpoaHusa CIMAC «MOCT»), MoxHO npumeHsTb BcTpoeHHble B CINAC «MOCT» cpeacTea
unu Cepeep yrnpasneHus (nporpammMHbiin npoaykt «C-Teppa KIT 3.11»).

MporpammHbIn NpoaykT «C-Teppa KIM 3.11» BxoguT B koMmnnekT noctaBku CIMNAC «[MOCT», HaumHas
c Bepcumn 3.11, a B Bepcum 3.1 MOXET NPUMEHATLCA OTAENBHO, A1 peLleHns 3aay, He TpebyroLwmx
Kpuntorpadmyeckon OyHKLNOHANBHOCTU UK UHBIX OYHKUMI obecneveHns 6esonacHocTy.

CMAC «MOCT» Copyright © S-Terra CSP 2003 - 2015 12



CNAC «MOCT». PykoBoacTBo agMuHuCTpaTopa

6. Moarotoska CMAC «MOCT» k paboTe

I'Iepe.q Havyanom paGOTbI C npOﬂyKTOM O3HaKOMbTeCb C npaBMﬂaMVI noJsfib30BaHUA.

Moarotoska npogykta CMNAC «MOCT» k paboTe BbINOMHAETCA agMUHUCTPATOPOM.

M3HavanbHo Ha cneuunanbHoM 3arpy3odHom Hocutene C3H «CMNOC-USB-01» yctaHoBneHo CK3U
CSP VPN Gate Bepcum 3.1 1 pyHKUMOHANbLHOE NporpammMHoe obecneveHme.

Onuwem KpaTko OeNCTBUSA agMUHUCTpaTopa npu ncnonb3osaHuu MNMpogykta «C-Teppa KI1 3.11»
(6onee nogpobHoe onncaHne NpMBeaeHo B AOKyMeHTe «[1porpammHbiv NpoaykT «C-Teppa KI1
3.11»). ADMnHMCTPaTOpP OOSMKEH NOATOTOBUTL NONUTUKY 6esonacHocTu 1 co3gaTtb KnueHma
ynpaeneHuss ansa CMOC «MOCTy.

Knuenm ynpaesneHusi — knueHTckasa YyacTb npoaykta «C-Teppa KI1 3.11», ycTaHaBnMBaeTcs Ha

CnAac «MOCT» ¢ nictannuposaHHbiM Npogyktom CSP VPN Gate (HaunHas ¢ Bepcmum CSP VPN
Gate 3.11, KnueHm ynpasneHusi Bxogut B coctaB CK3U CSP VPN Gate). Cepsep ynpaeneHusi —
CepeepHas yacTb npogykta «C-Teppa KI1 3.11», ycTaHaBNMBaETCs Ha BblAENEHHbIN KOMMbIOTEP.

AgmuHucTparop:

e ycTtaHaBnueaeT PIN agmuHuctpaTopa v PIN nonb3oBartens Ans goctyna K cneunanbHOMY
3arpy304HOMYy HOCUTENIO;

e yCTaHaBNMBaEeT ONUMOHANbHbIN 4ONOMHUTENBHBIN Napornb Ha AOCTyN K pasaeny C3H,
npegHasHa4YeHHOMY Ans hannos nosnb3oBaTens;

e CO37aeT KOHTEMHEP C KIMHYEBOM Napon 1 cepTudukaTom;
e hopmupyeT nonutuky 6esonacHoctn gna Crac;

e 3agaeT HeobXoAMMblE HACTPOMKMN (NULEH3NUM, CETEBLIE HACTPOWKK, MapamMeTpbl LeneBoro
NPUNOXeHUs nonb3oBaTtens).

MogroTtoBneHHbIE faHHble pasmelwaroTcda agMUHUCTPaToOpPOM Ha cneunaribHOM 3arpy3o4Hom
HocuTene.

AOMUHUCTpaTOpP NOAKMYaeT cneumanbHbli 3arpy304Hbld HOCUTESb K KOMMNbIOTEPY,
npeaBapuTenbHO HacTpous BIOS, ytobbl 3arpy3ka OC npoussogmnacek ¢ USB-ycTponcTaa.
HacTtporika BIOS onucaHa B «PykoBoACTBE Nosib3oBaTensa» B pasgene «l1punoxeHuney.

B npouecce nepson 3arpysku npoucxoamt nHuuuanusauusa Crac «MOCT».

HanbHeviwee TexHnyeckoe obcnyxmeanue npoaykta CrMNAC «MOCT» MOXeT BbINONHATLCH
AVCTaHLUMOHHO, MO 3allULLIEHHOMY KaHany, ¢ pabodero mecta agMmuHuctpatopa CSP VPN Gate ¢
ucnonb3oBaHuem BcTpoeHHbix B CIMAC «MOCT» cpeacts, nnbo npu nomown Cepsepa yripasneHust
n Knuenma ynpaersneHus.
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CNAC «MOCT». PykoBoacTBo agMuHuCTpaTopa

6.1. TllogroTtoBka paboyero Mecta agMMHUCTPaTOpa

AamuHucTpaTtopy notpebyetca komnbtotep ¢ OC Windows Server 2003/2008, Ha KOTOPOM AOMKHbI
ObITb YCTAHOBMEHDI:

e «Kpuntollpo CSP 3.6/3.6R2»,
e Cepsep ynpasneHus (npoaykT «C-Teppa KI»),

e «C-Teppa Pepaktop CMNAC» (MHCTanNALMOHHBLIN hann pa3MeLLeH B kaTanore katanore
Additional\SPDSEditor\setup.exe gucTpnbytmea npogykra «C-Teppa KI»).

Cepsep ynpasneHusi He06Xo0ANMO OOMOMHUTENBbHO HACTPOUTL. YCTaHOBKa 1 HacTporika Cepeepa
yrpaeJsieHusi onucaHbl B JOKyMeHTe «[1porpaMmMHbiv npoaykT «C-Teppa KM 3.11».

Mocne Toro kak OyayT yCTaHOBIEHbI 1 HACTPOEHbI BCE HEOOX0ANMbIE MPOAYKTLI, B CreayoLLMX
pasgenax paccMoTpum 6onee NnogpobHO AeNCTBUSA, BbINOMHAEMbIE aAMUHUCTPATOPOM Npu
noarotoBke CIMAC «MOCT» k paborTe.
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6.2. YcrtaHoBka PIN-kogoB

Ucnoneaysa «C-Teppa Pegaktop CIMNOC» agMmuHucTpaTop MmoxeT nomeHsaTb PIN nonb3oBatens,
agMunHUCTpaTopa u TpaHcnopTHbIn PIN ycTponcTea nnm BepHyTb Bcem PIN-kogam ycTponcTea ux
3aBOACKME 3HAYEHNS.

M3HavanbHO 3agaHbl cnegylowme 3Ha4YeHus:
PIN nonb3oatens gaHHblx, PIN nonb3osatens, PIN agmuHuctpatopa — 12345678,

TpaHcnopTHbI PIN — cnyvanHoe ymcro.

Mento [elicmeusi n PIN-koOb! [ybnnpytoTca KHoNKamm Ha npasow naHenu okHa C-Teppa PegakTop
CnAcC (PucyHok 3). EQUHCTBEHHOE OTNMYME — €CNK HE BbIAEIIEHO HUKaKOro YCTPONCTBa, TO
[OCTYMHO AencTBue — 3akpbimb 8ce ceccuu.

N C-Teppa Penaxkrop CNAC =] 1

@aiin  Jedctena  PIN-kogel  Cnpaexa

MoAKNOHEHHEIE YCTPOWCTES:

CYMTHIBATEND | CepuiiHbiii Hovep | Pasmep aucka | focTyn OBHOBWTE CTMCOK YCTPONACTE
Yorpoiicrea CNAC oToyToreyoT

CImERE( T CEEEHHT ..

JaKPEITE CECCHHT

WzmMeRHTE PIN mones0EaTend
L AHHE

MamMermTE BIM & AMMHHETRATOEE, . .

MEHMEHHTE. TRAHCHOETHER FIN.. .

WaMeHHTE PINIAONLS0EATEN. . |

BoccTaHmenTe PIN-) i yronHaHyH

PucyHok 3
O6HosumMb — 0BHOBNAET CNUCOK AOCTYMNHbIX YCTPONCTB.
OmKpbimb ceccuro... — OTKpbIBAeT pa3gen BolGpaHHOro yCTpomcTBa Ha 3amnuchb.
B3akpbimb ceccuro... — 3aKpbiBaeT pa3aen BbIbpaHHOro yCTPOWCTBA OT 3anucu.

UsmeHumb PIN nonb3oeamernsi 0aHHbIX. .. — no3BonsieT cMmennTb PIN-kog nonb3oBartens pasgena
AaHHbIX BblbpaHHoro yctporictea. 31oT PIN-koa Heobxoamm nonb3oBaTento AN OTKPbITUA pasgena
AaHHbIX Ha 3anuce.

UameHums PIN nonib3oeamerns... — no3sonsieT cmeHnTb PIN-kog nonb3oBartens BbiGpaHHOro
ycTponcTea. 10T PIN-KOO HEOOX0OUM nonb3oBaTeNto s ayTeHTudmkauum npm 3arpyske ¢
YCTPOMCTBA UK ANSA OTKPbITUS pasfgenia AaHHbIX Ha 3anuchb.

UsmeHumsb PIN admMuHucmpamopa... — no3sonsiet cMmeHuTb PIN-koa agMuHmucTpaTopa BblOpaHHOro
yctponcTea. A1oT PIN-kog Heobxogmm agMuHUCTpaTopy ansa cMmedbl PIN-kogoB ycTponcTaa.

U3meHums mpaHcrniopmHbild PIN... — no3BonseT CMeHUTb TpaHcnopTHbIN PIN-kog BeibpaHHoOro
yctponcTea. 1ot PIN-kog Heobxoamm Anisi BO3MOXHOCTM HU3KOYPOBHEBbLIX onepaumin Hag
YCTPOWMCTBOM.

BoccmaHosums PIN-b1 o ymonyaHuio. .. — Bo3BpalwaeT BceMm PIN-kogam ycTporcTBa nx 3aBoAckue
3Ha4yeHus.
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6.3. Co3gaHue Kn4eBON Napbl U 3anpoca Ha
ceptudpukat CMAC «MOCT»

AZLMUHUCTPATOP NOAroTaBNMBAaET KIOYEBYIO Napy U cepTUdUKaT, KOTOpble HAAO NOMECTUTL Ha
cneumarnbHbI 3arpy304HbI HocuTenb. B oaHHOM pasgene paccMoTpyM NpuMep Co3aaHust
KntoveBon napbl k1 3anpoca Ha ceptudmnkat CIMAC «MOCT».

BcTaBbTe cneumanbHbIN 3arpy304Hbin Hocutenb B USB-pasbem komnbloTepa agMUHUCTpaTopa u
3anycTtuTe yctaHoBneHHbln «C-Teppa Pegakrop CINAC». Pacno3HaHHOE YyCTPOMCTBO NOSIBUTCS B
okHe Pepaktopa CMNAOC. HaxxmuTe kHonKy OmKpbimb ceccuto, YToObl OTKPbITb OCTYN HE TOMbKO Ha
YTEeHWe, HO M Ha 3anucb (PUcyHok 4).

[N C-Teppa Pepakrop CNAC =10l x|

@ain  Jdedcreus  PIN-kogs  Cnpaeka

MogKNtoYEHHEIE YCTPORCTEA:

CUYHTLIEATEND | CepHIHEIA HoMEP PazMep AWcka | AocTyn ORHOBMTE CIMCOK YCTPOIHCTE

5-Terra CSP Spedalized Bootable Storage 0 47510786020 186FD YreHue

OTHEEEITE CECCHH,

3aKPEITE CECCHID

A&HHBIX. ..

WMameHuTe PIN nonbsosatens. ..

WzmeruTe PIN agMUHWCTpaTOpa. ..

WZMEHWTE TPaHCMOpPTHEIA PIN...

WzmenuTs PIN nonszosaTens |
BoccTaHoenTe PIN-5I MO yMONYaHKKD, .. |

PucyHok 4

B okHe ABTopu3auusa Beegute PIN nonb3oBatens un Haxmute OK (PucyHok 5).

x

PIM nonezoeaTenA:

|
R I OTMEHS |

PucyHok 5

Mpumevanue: Ecnn PIN-kog BBedeH HenpaBwunbHO, faeTcsa ewe 4 nonbiTKM, MNocne 4Yero
cneumanbHbI  3arpy3o4Hbli Hocutenb OyaeT 3abnokvpoBaH. Pa3bnokupoBaTb YCTPOWCTBO
MOXeT Mnonb3oBaTeNb, MOEHTUMUUMPOBAHHBIN Kak agMmuHucTpaTop. Ecnun yctporictBo 6yget
3abnokupoBaHo, M3-3a HenpaBwuibHoro BBoga PIN-koga agMUHUCTPATOpPOM, TO AanbHenwee
ncnonb3oBanHune CIAOC «MOCT» 6yget HEBO3MOXHO.

Hanee B CK3W «Kpuntollpo CSP 3.6» nHctannupymnTe cuntblBatens «Bce cuumsigamenu cmapm-
kapm» (PVUCyHOK 6).
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x|
JdononHUTEeNbHD l ANropUTME! I besonacHoCTE I Winlogon I
Ofwme Ofopyacsatie | Cepsiic |

X

—Cu YnpaeneHne CUNTHIEATENAMHA

L1
§ CuMTEIBaTENM |

=

~;  YCTaHOBMEHb CEAYIOWME CHMTLIBATEM:
i
| | g
! CYWTLIBSTENH CMEPT KEpT

éﬁce CBEMHBIE QMCKM

Ao0EEHTE, .. ¥ AAMHTE CeoicTEa

0K I OTMeHa

PucyHok 6

[na co3naHus kno4veBo napbl 1 3anpoca Ha nokanbHbin ceptudmkat CrOC «MOCT» MOXHO
ucnonb3oBaTtbk cpeacTtea Microsoft Windows. Ha paboyem mecte agMuHucTpaTopa 3anycture
Microsoft Internet Explorer. B none Address ykaxute IP-agpec cepBepa
YpocToBepsiowero LieHTpa v 3anyctute yTunuty certsrv (Certificate Service),
Hanpumep, http://10.0.232.10/certsrv/ (PncyHok 7).

B nosaBumBLLEMCS OKHE BbiCBeYMBaeTcs nmsa YgoctosepswLlero LleHTpa — B Hawewm cnyyae S-Terra
CA. Bbibepute npegnoxeHune Request a certificate.
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{2 Microsoft Certificate Services - Windows Internet Explorer - (ol x|
L1 ||+ o
&\t\_;.' "C_}" I@, hitEpe [110.0.232. 10/ cartary | j bR AR Ij AHaekC =

N ' n L »
5.5 Favarites (& Microsoft Certificate Services | | ﬁ = [ - ] = - Page - Safety - Tools - @'

-

Microsoft Certificat

Welcome

Use this Wehb site to request a cerificate for your Web browser, e-mail client, or other program. By using a
cerificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upan the type of cenificate you request, perform other security tasks.

You can also use this Web site to download a cerificate autharity (CA) cerificate, certificate chain, or cerificate
revacation list (CRL), or to view the status of a pending request.

Far mare information about Cerificate Sernvices, see Cerificate Services Documentation.

Select a task:
Fequest a cerificate

Wiew the status of a pending cerificate request
Download a CA cerificate. cerificate chain, or CEL

hd
I_I_I_’_|_|_|@ Inkernet |‘;ﬂ i |&UDD% T4

PucyHok 7

[anee BbibepuTe opMy pacLuMpeHHOro 3anpoca — npeanoxeHune advanced certificate request
(PvcyHok 8).

{2 Microsoft Certificate Services - Windows Internet Explorer o w5
[l : bt ||+ -
@T_;. - |g, http.,f,l'llil.lil.232.1EI,|'certsrv,|'u:j vl || | XK Ii AHpEkC pe

o . L >
5. Favorites (& Microsaft. Certificate Services | | ﬁ = [ - =) = - Page~ Safety - Took - @'

-

Microsoft Certificate 5

Request a Certificate

Select the cerificate type:
Webh Browser Certificate
E-Mail Protection Cedificate

Or, submit an advanced cedificate request.

=
Dione I_I_I_I_I_ ’_ € Inkernet |va = | Ho0w -

PucyHok 8

[ns nonyveHusa dopmel BeibepuTe npegnoxeHne Create and submit a request to this CA (PucyHok
9).
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,"'_'.‘- Microsoft Certificate Services - Windows Internet Explorer -0l x|

@: - IE http:,f,l'llil.lil.232.1EI,|'certsrv,|'u:j E "‘r A I 4 Anaekc D |-
! i - = »

. Favorites @& Microsoft Certificate Services | | 3 v B - mm v Pagev Safety v Tools v (g~

rs

Microsoft Certificate Services — 5-Terra CA

Advanced Certificate Request

The paolicy of the CA determines the types of cerificates you can request. Click one of the following options to:

Create and submit a request to this CA

Submit a certificate request by using a base-64-encoded CWMC or PKES #10 file, or submit a renewal
request by using a base-G4-encoded PKCE #7 file.

=
T 4

I_ I_ I_ I_ I_ ’_ |@ Inkernet |\}i-i T | . 100%

PucyHok 9

BanonHute dopmy pacwmpeHHoro 3anpoca (PucyHok 10). Jagnm HekoTopble NOSCHEHWS Ans ee
3anonHeHns:

e B pasgene ldentifying Information (MHdopmauunsa o Bnagensue CepTtudukara) BHecuTe
AaHHble 0 BrnagenbLe cepTudukaTta. Bo Bcex nonax aToro pasgena paspeLlaeTcs NCnonbL3oBaTh
He TONbKO NaTMHCKME, HO 1 pycckue BykBbl, kpoMe nons Country/Region, OHO Bcerga coaepxuT
3HadveHuve RU.

e B pasgene Type of Certificate Needed (Tun Tpebyemoro ceptudmkata) 3 BeinagaroLlero
cnucka BblbepuTe npeanoxerune IPSec Certificate

e B pasgene Key Options (Onuun co3ganust kntoyen) BeibuparoTca onuum ansi co3gaHns
KMOYeBOW Napbl U pasMeLLLeHMs CEKPETHOTO Krtova. PekomeHnayeTcs caenaTb crneayowui
BblGOp:

e ocTaBbTe nepekniovaTens B nonoxeHue Create new key set (Cosgatb ycTaHOBKM And
HOBOIO CEKPETHOrO Kko4a)

e CSP (Tun KpuntonpoBangepa) — 13 BbinagatoLlero cnucka Bbibepute Crypto-Pro GOST R
34.10-2001 Cryptographic Service provider

o Key Usage (Mcnonb3oBaHue knioven) — 4ns Belbopa Tuna kroya nocTaBbTe NepeknoyaTens
B nonoxexue Both (ans nognucu n obmeHa)

¢ Key Size (Pa3amep kntoyva) — paamep kntoya. Npu Boibope anroputma GOST R 34.10-2001
OnvHa Kntova Bcerga 512

® [10CTaBbTe NepekKn4vaTesib B NMNoJfioXeHne Automatic key container name, 4TobbI NMS
KOHTeIZHepa C CEeKpETHbIM KIno4oM 3agaBarioCb aBToMaTU4ECKN

e Mark keys as exportable — noctaBbTe dnaxkok, 4To6bl MOXHO ObINIO CKONUMPOBATb KOHTENHEP
C CEKpEeTHbIM KI1to4oM

e B pasgene Additional Options (JononHuteneHble onumm):
e request Format — CMC
e Hash Algorithm — Beibpate GOST R 34.11-94

Mo aTomy obpasuy 3anonHuTe opmMy 3anpoca U HaXXmMuTe KHONKy Submit.
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Microsoft Certificate Services — S-Terra Demo CA

Advanced Certificate Request

Identifying Information:

Mame: Ispds_ﬂﬂ1_1
E-r.1ﬂil:|

Company: IS-Terra CSP

Department; |Deue|npment

City: |I"u'1|:|scnw
State: I

Country/Region: IRL.I

Type of Certificate Needed:

|IF'SE|: Certificate j
Key Options:
¥ Create new key =zet " Use exizting key =&t
CSP:lCr'_.,rptn-F'rn GOST R 34.10-2001 Cryptographic Service Provider j

Key Uszage: " Exchange 1 Signature 1 Both

. I Mics12
. i b 519 %
Ke‘g Size: 51 2 Y {icomimaon key skzes: 512 )

% Automatic key container name " User zpecified key container name

¥ Mark kevs az exportable
r Export keys to fie

™ Enable strong private key protection

I store certificate in the local computer cerificate store
Stores the certificate in the local computer store
instead of in the user's certificate store. Does not
install the root CA's certificate. You must be an
adminiztrator to generate or use & key in the local
machine store.

Additional Options:

Request Format: & CcpMc © PKCSA0

Hash Algorithm: I GOSTR 34.11-94 j

COnly used to sign request.

[ cave request to a file

-

Attributes: -
4 k

Friendhy Name:

Submit = | LI

PucyHok 10
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Ha cneaywwem npenynpexngeHnn HaxXMnTe KHOMKy Yes.

Potential Scripting Yiolation |

'\-., This \Web site is requesting a new certificate on wour behalf, ¥ou should allow only trusted Web sites to request a certificate Far you,
L3

Do wou want ko request a certificate now?
Yes | Mo I

PucyHok 11

B crnegytoLeM okHe ykaxkuTe KrnoveBon Hocutenb, cootBeTcTByowmi CIMAC «MOCT», n HaxmuTe
OK (PucyHok 12).

Kpvnrollpo CSP ﬂ

0:08:45
(2= BCTaBbTe YMCTEIM KAKYEEOH HOCHTENE
GE=4 "31dEbV4AE-bEF7-48di-beec-03603d4520:",

— CeegeHuA
HoTpoicTeS: B cTasneHHEIR HOCUTEE:
Duckosan H ﬂ |E45.-'-‘-.4-'1'-.2I3_marsh-user

=4

Juckoeon G

CocToAHHE:

[
=

(] 4 I OTrieHa CeegeHHA <<

PucyHok 12

Ecnu ncnonbayetca 6uonorndeckunii JCH, To HaxknmanTe KnasvLwn UK NepemMeLlanTe ykasaTerb
MbILLW, €CNK UCNoNb3yeTcs annapaTtHbin reHepaTop OCY, To 310 OkHO He nosBnsaeTca (PucyHok 13).

KpvnTollpo CSP il

0:09:58
BHONorHYeckHA AATHHE CRYHaRHER YHCER

Ha#HMaATe KNAEHWK HAK I'IEI:IEMELLI.EIﬁTE YE3ZaTENE

MEIWH H3 4 3THM OKHOM 40 TEX Nop, NoKa KNy HE EY.ﬂ.ET
CoOzAaH. ..

I.ﬁ.lt +|

(NENEENNNNENNENNENRNNRNENRNENNNENE
OTHEHS |

PucyHok 13
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B okHe 3anpoca naponsi nons octaBbTe NycTbiMu (PucyHok 14).

KpunTollpo CS5P ﬂ
0:02:56

(2l WCTSHOEMTE MApOME HA CO5AAE3EMEIN KOHTERHED

Z[E=4 "d7b4cfob-13e5-4653-b15b-3f6545dar1be",

{+ YCTAHOBMTE HOEEIA OApons EM
HoERIH Naponk: I
MoATEEpH AEHHE I

CTHEHA | MoapobHee == |

PucyHok 14

Ecnn Ha y}J,OCTOBepFHOLU,eM LI,eHTpe CepTI/ICbVIKaTbI BbINYCKakTCA aBTOMaTU4Y€CKM NMpu nosiyvyeHnn

3anpoca, To NosIBNAETCS OKHO C NMPeASIoXKeHNEM YCTaHOBUTb cepTudukat (PucyHok 15). B atom

cny4vae BblbepuTe npegnoxexue Install this certificate.

=10l %]

,f‘ Microsoft Certificate Seryices - Windows Internet Explorer

@:v &) hitpsi10.0.232. 10certsrn =] | B3| #2| | I8 fraexe TS

»

1,“:(‘ Favarites Ifér'vﬁu:ru:usu:ul:t Certificate Services | | & B - Eég * Page » Safety » Tools - '@"

Microsoft Certificate Services — S-Terra CA

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

Done I_ ’_ I_ I_ ’_ I_ e Internet [“a + | # 100%

=
"

PucyHok 15

B pesynbTarte CepTVI(bI/IKaT 6y,u,eT 3anucaH Ha crneunanbHbIi 3arpy30qu||7| HOCUTEIb B TOT Xe

KOHTEMHEp, YTO U KntoveBas napa. QKCnopTUpYNTe NoKarnbHbIA cepTndmkat N3 KoHTenHepa B ann,

Tak kak oH byaeTt Heobxoanm Ha Cepsepe yripassneHus npu HacTpoike CIMOC «MOCTy.

[anbHenwmne oencTens BbINOMHAKTCS aAMUWHNCTPATOPOM Ha KOMMbKOTEPE, C YCTAHOBJIEHHbLIM U

HacTpoeHHbIM Cepeepom yrpasnieHusl.

CNAcC «MOCT» Copyright © S-Terra CSP 2003 - 2015
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6.4. [lMoproroBka AaHHbIX Ansa uHuuyuanusauuu Crnac
«MOCT»

AamuHucTpaTtop npu nomowm Cepsepa yrnpasneHusi 3agaeT nonutuky 6esonacHocTu n cosgaeT
Knuenma ynpasnerus gna CIMNAC «MOCT».

Onuwem KpaTKo AENCTBUS], KOTOPble HEOOXOAMMO BbIMOMHUTL agMUHUCTpaTopy (NoapobHoe
onucaHue gaHo B AokyMeHTe «[1porpammubiv npoaykT C-Teppa KIT 3.11»):

e CospawnTte Ha Cepeepe yripasrieHus y4eTHyto 3anuck knneHta ansa CrNAC «MOCT».

e BbinonHnte HeO6XOANMbIE HACTPONKN (YKaXKMTE NULEH3UN, CETEBbLIE HACTPOWKU, NapameTpbl
LeNieBOro NpuUIoXXeHus nonb3oBartens) n 3agante nonutuky 6esonacHoctn ansa CMNAC «MOCTy,
obecneunBaoLyo 3aLUMLLIEHHYO paboTy nonb3oBaTensi ¢ LueneBbiM YHKLMOHASbHbIM
nporpaMmHbIM o0ecneyeHnem, a Takke No3BOSISOLYHO COo3AaBaTb 3aLlMULLIEHHOE COeAMHEHME C
Cepsepom yrnpasrieHus.

e CoxpaHute gncTpmbyTns NOAroToBNEHHOro KnueHma ynpasneHusi Ha cneunansHOM
3arpy304HOM HocuTene.

e [loagrotoBbTe CKpMNTbl ANa nHuumanmnsauyun CSP VPN Gate n nHctannauun KnueHma
yrpaesneHus N NOMEeCTUTE UX Ha creLmarnbHbii 3arpy304HbI HOCUTEb.

3arem CINAC «MOCT» HeobxoauMO MHULMANM3NPOBaTb.
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6.5. WnHuumanusaumsa CMNAOC «MNOCT»

I'Ipou,e,u,ypa BbIMONTHAETCA aAMUHNUCTPATOPOM, TakK KaK JaHHble UHULIMANN3aunn XpaHATCA Ha
cneynarnbHOM 3arpy3o4YyHomM HocuTerne B He3aluueHHOM Bmnae.

MoakntounTe cneumarnbHbIi 3arpy304Hblil HocuTenb K USB-NopTy BbIKMIOYEHHOrO KOMMbIOTEpa.
BkrounTe koMNbOTEP M BbI30OBUTE NporpaMMy HacTpoiiku BIOS. KnaBuwu, no3sonsiowme nonactb
B nporpaMmy HacTpoiiku BIOS, o6bluHO 0ToBpaxatoTcsl Ha aKpaHe MoHUTOpa.

Hactpoiite npmnoputeTHyto 3arpy3ky OC ¢ USB-Hocutens (HacTpowika BIOS onvcaHa B
«PykoBoacTBe nonb3oBarensa» B pasgene «lpunoxexney). Belignte n3 nporpamMmmbl HACTPOWKK C
COXpaHeHMeM U3MEHEHUN.

HauHeTca 3arpyska co cneumnanbHOro 3arpy304HOro HocuTens.
Ha akpaHe nosiButcsa TekctoBoe coobuieHne «C-Teppa NMOCT» u cepuitHbin Homep CINAC «MOCT».
Ha 3anpoc PIN none3oBatens seeante PIN-kop.

MpumeuyaHue: Ecnv PIN-kog BBefeH HenpaBwuibHO, AaeTcd euwe 4 MnonbiTkK, Mocne 4ero
crneumanbHbIA 3arpy304Hbli HocuTenb ByaeT 3abnokmposaH. Nepen Tem, Kak yCTpomcTBo byaet
3abnokmpoBaHo, BblgaeTcs AuarHocTuyeckas uHdopmaumns. PasbnokvpoBaTb YCTPOWCTBO
MOXET MoNb3oBaTeNb, MAEHTUHOULMPOBAHHBIA Kak agMyHUcTpaTop. bnokuposka nponssoanTcs
annapatHbiMM cpeactBamu. [lpyu yTpaTe naponew nonb3oBatend W agMuHMCTpaTopa
panbHenwee ncnons3oparHune CIMNOC «MOCT» 6yoeT HEBO3MOXHO.

3aTem ocyLLEecTBAETC NpoBepka LieNoCTHOCTY hainos.

BeinonHsetca nHnumnanmsauus CMNAC «MNOCTy (MHnumanuanpyetca CSP VPN Gate u Ha
crneumarnbHblid 3arpy304Hblii HOCUTENb YcTaHaBnuBaeTcs KnueHm yrnpaeneHusl).

Mponcxoant pganbHenwas 3arpyska u nossnsetcs 3actaska CMAOC «MOCT» (PucyHok 16).

’_

PucyHok 16

Ecnu nimuynanmnsauus npowwna ycnewHo, To NosBuTCcs okHO (PucyHok 17), ¢ npeanoxeHnem
3anyCcTUTb aAMVHUCTPATMBHBIN PEXMM 1 yobiBatoWwmM nporpecc-6apom (Mo 3aBepLueHuio TarimayTa
Oyget 3anyweH pexum nonb3oBatens). Haxmute OK ans nepexofa B agMUHUCTPATUBHBINA PEXUM,
4YTOObI NPOBEPUTL BO3MOXHOCTb CKauMBaHUSA 0OHOBIeHUn ¢ Cepeepa yrpasrieHus.
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ES i OsH e D

3aNYETHUTE SAMUHUCTRATWUEHLINA pasum?

PucyHok 17

CrnAcC «MNOCT» pomkeH ycTaHOBUTL coeanHeHne ¢ Cepg8epom yrnpaesneHusi u 3arpy3uTb C Hero
Hynesoe obHoBneHue. Nocne 3Toro NPOM3oNAET BbIKNIOYEHNE YCTPONCTBA.

3atem Heobxogmmo npoBepuTb paboTty CIMAC «MOCT» B pexxume nonb3oBatens. 3aHOBO
BKJIOMUTE KOMMbIOTEP U, B NosiBUBLLEMCS! OKHe (PucyHok 17), Haxxmute OmmeHa. Monb3oBaTternb
OOJIDKEH NONy4nTb JOCTYM K LeNeBOMY NporpaMmMHOMY 0DecneyeHunto.

B cny4yae ycnewwHoro cyHkumoHnpoBaHus B obonx pexumax, CIMNAOC «MOCT» rotoB Kk ganbHenwen
3KcnnyaTaumm nonb3oBaTenem.
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1.

Pabota ¢ CI1AC «MOCT»

Moaknounte cneumanbHbIn 3arpy304Hbi HocuTenb kK USB-nopTy BbIKNIOYEHHOIO KOMMbIOTEPA
(APM). KomnbtoTep gomkeH 6biTb noarotosneH k 3arpy3ke OC ¢ USB-yctponicTa. Brntounte
KOMMbloTep. HayHeT BbINONHATLCA 3arpy3ka co cneLmanbHOro 3arpy304HOro HOCUTENs:

1.
2.

3anpawwnBaeTtcsa PIN nonb3oarens.

BbinosnHsieTcs npoBepka NOANMHHOCTY NOAKIYaeMbIX ApaiBepoB U (OYHKLMOHABHOMO
nporpammHoro obecneyenus. (MpoBepka LenocTHOCTH aiinos).

M3 3agaHHbIX CeTeBbIX Npodunen BuibupaeTcs NepBbIi, NPUBOAALLMIA K YCNELHOMY
coeguHeHuo. Ecnn coegmHeHne yCTaHOBUTL HE yOanoch, TO NOSBASIETCHA NpeaynpexaeHne o
HeobXxoOMMOCTM PYYHOWN HACTPoWKK. [lonb3oBaTenb, €CnNn 3TO paspeLleHo MOXET BbINOMHUTb
HaCTPOWKM CETEBOro COeANHEHMS.

Ha naHenu 3agay nosnstoTca MKOHKM (PucyHOK 18), HaxaB Ha KOTOPble MOXHO BbI3BaTb
NporpaMmmbl HACTPOMKN CUCTEMbI BPEMEHMU M CeTEBOro coeamHeHmns (PucyHok 19).

6 J@ 1358

PucyHok 18

i‘f} _’@ 20:02

| % KoHdUryprpoEaHW e CMET &MEl BREMEHI

6 _'g} 12:33

|:| LCete

O CBEAEHWA O COSAMHEHWN

@ MzMeHWTE coegMHEHWA. ..

77 O nporpamme

PucyHok 19

Ecnn panee npegnonaraetcs pabotatb B aAMUHUCTPaATMBHOM peXuMme, TO pekoMeHayeTcs
BbIMOSIHWUTBL 3TW HACTPOWKM A0 Bblbopa pexuma paboTbl. OnucaHue HacTpoek NpuBedeHo B
«PykoBoacTBe nonb3osaTensy».

Mpennaraetcs BbibpaTth pexxum paboTsl (PucyHok 17).

3anyckaeTcsa yHKUMOHaNbHoe nporpaMMHoe obecneveHne, CooTBeTCTBYIoLLEee BbIGpaHHOMY
pexvuMy paboThbl.

Pexvm paboTbl BbibrpaeTcsa TONbKo BO BpeMsi 3arpy3ku. YTobbl CMEHNUTb pexum paboTbl, Hago
3aKOHYNTbL paboTy 1 Nepesarpy3nTb KOMMNbIOTEP.

Ccnac «MOCT»
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7.1. Pexumbl paboThbl

AOMWHUCTPATUBHbBIN PEXNUM

AOMUHUCTPATUBHBIN PEXUM NpeaHas3HayeH Ans BbINONHEHUS aAMUHUCTPaTOPOM
KOHUrypauunoHHbIx aevcteui. Npn atom OyaeT 3abnokupoBaH 4OCTYyN nofb3oBaTens K
YyNpaBeHNIO ONepaLmoOHHON CMCTEMON KoMMbtoTepa 1 cpeaon dyHkunoHnposanusa CIOC «MOCT».
HewnctBua agmmHucTpaTopa no Hactpouke un ynpasneHuio CINAC «MOCT» ¢ nomowko Cepsepa
yrnpaeJsieHusi onucaHbl B JokymeHTe«porpammHbin npoaykt C-Teppa KIM 3.11».

Pexunm nonb3oBaTtens

B pexunme nonb3oBaTeria BbINONHAETCA pa60Ta C ueneBbiM beHKLI,I/IOHaJ'IbeIM nporpaMmMHbIM
obecnedveHnem. CosgaeTcsa coefmMHeHne TepMmnHansHon nporpammel rdesktop ¢ pabounm ctonom
yAanéHHoro pecypca, agpec KoToporo 6bin ycTaHoBNEH agMuMHUcTpaTopom npu nogrotoske CrAC
«MOCT» k paboTe, unu 3anyckaeTtcs NpUoXxeHve, gatoLlee nonbL30BaTentio BO3MOXHOCTL Bbibopa
yOanéHHoro pecypca, ecnv agMMHUCTPaToOpOM 3adaH Ux nepeyeHb. B cnyyae ecnu agmmnHucTpartop
He ykasan agpec yoanéHHoro pecypca unm He yaanocb yCTaHOBUTb COeAVHEHNE C €OUHCTBEHHbIM
3ajaHHbIM cepBepoM, To ByaeT 3anpolleH agpec cepeepa.
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7.2. Otobpaxenue Tekywero cratyca ClAC «MOCT»

Hanu4wue 3awmiueHHoro coeguHeHus

VPN coeanHeHune oTcyTCcTBYET

YctaHoBneHo coeguHenne VPN

& |@

Hanu4yue ceTeBoro coegmHeHus

CeTteBoe coeMHEHNE OTCYTCTBYET

CeTeBoe coeMHEHNE aKTUBHO

o &
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7.3. OpraHu3auusa BBOAa/BbIBOAA [aHHbIX

OpraHunsaums BBoga/BbiBOAa AaHHbIX onpeaenserca cueHapmem ncnons3osarus CrOC «MOCT» n
nonuTMKon 6esonacHoOCTH, 3a4aHHON aAMVHUCTPATOPOM.

CIAC «MOCT» 3anpewaeT JOCTYN K XXECTKMM OUCKaM, CbeMHbIM HOCUTENSM U CUCTEMaM BBOAA-
BbiBOoga APM nonb3oBaTtens, 3a UCKITIOYEHNEM:

e BMOEOKAPTHI,

e KIaBMaTypbl,

e  MblLLN.

Ecnun CMNAC vcnonb3ayeTcs Ans TepMUHanbHOro 4OCTyna, TO NoSib30BaTeslb MOXET:

e 00OMeHMBaTbCS AaHHbIMU MeXOY CneumnanbHbIM 3arpy304HbIM HOCUTENEM W MPUOXKEHVSIMMU,
paboTaloWwuM1 Ha yaanéHHoM pecypce;

e eyvyartaTb U3 NPUNOXeHun, paboTalwmnx Ha yaanéHHOM pecypce, Ha NOKarbHO NMOAKITHOYEHHbIN
npuHTep HP LaserJet P1606dn (npw ero Hanu4dmm), goctynHeivi ¢ CIMNAC «MOCT» no USB;

e eyartaTb 13 NpUNoXeHun, paboTarwmux Ha yaanéHHoM pecypce, Ha PDF-npuHTep 1 coxpaHsaTb
nony4eHHbI hann Ha cneunanbHOM 3arpy3o4HOM HocuTene.

HacTpolikn cepBuca neyatu BbINOMHAKTCA agMUHUCTpaTopom npu nogrotoBke CMNAC «MOCT» k
paboTe 1 MoryT GblTb U3MEHEHbI MO3AHee, B X04e aAMUHMUCTPaTMBHOIO ceaHca.
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7.4. [unarHocTtuyeckas nHopmauus

AnarHoctnyeckas nHdopmanmsa cobupaeTcs A Kaxaoro ceaHca v 3anucbiBaeTcs Ha
crneumanbHbIf 3arpy3oydHbIN HocuTenb B KaTtanor disk/diaginfo B Buge apxusHoro danna. Nms
apxvMBHOro danna coaepXxnT naeHtTudumkaTop gaHHoro aksemnnsipa CrNAC «MNOCTy», gaty n Bpems
W OONONHUTENBHBLIN yKa3zaTenb Ha MOMEHT co3faHusa ¢harna (on — cbarn co3gaH npu 3arpyske
npogykTa, off — npu okoH4YaHWM paboTsl, run — Bo Bpemsa paboTbl NpoaykTa).

B apxuBHOM cbarine HaxoasTcs ceefgeHus ob annapaTHon nnatdopme, Ha KOTOPOW BbINOMHSNAach
3arpy3ka ClNAC, a Tarke xxypHan coobLieHnn, hopMupyemMblin CUCTEMON MPOTOKONUPOBAHNUS
cobbITuI.

[unarHocTnyeckas MHpopMaLumsa XpaHUTCsa Anst NSTU NOCNeaHNX CECCUMN.

MOHUTOPUHT N COBLITUIHOE NPOTOKONUPOBaHME NPOUCXOAMT HA OCHOBE NPOTOKONOB Syslog u
SNMP B coctaBe CK3M CSP VPN Gate 3.1.
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7.5. O6HoBneHue Mpopykra

O6HoBneHue HacTpoek MpoaykTa Bceraa BbINONHAETCS aAMUHUCTPATOPOM.

OB6HOBNEHNE HAaCTPOEK BO3MOXHO Kak B Py4YHOM pexumMe, C UCMOMb30BaHMEM LWTaTHbIX yTunnt CSP
VPN Gate 3.1 n OC, Tak n ¢ ncnonb3oBaHmem gpyroro npogykta — «C-Teppa KI1 3.11». Onncaxue
€o30aHnsa 1 NpumMeHeHus obHoBneHun ¢ ncnonb3oBaHmem «C-Teppa KI1 3.11» cmoTpuTe B
AokymeHTe «[porpammHbIn NnpoaykT C-Teppa KIM 3.11».
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7.6. 3aBsepweHue pabotbl ¢ CMAC «MOCT»

AOMWHUCTPATUBHbLINA PEXNUM

B aAAMUWHNCTPATUBHOM peXunmMme 3aBepLlieHne paGOTbI BbIMOJIHAETCA aBTOMATU4Y€CKN — NocCre
NPpUMEHEeHUaA OOHOBNEHNN KOMMNbIOTEP BbIKITIO4YaeTCA.

B kpuTuueckoi cutyauuu, B criyyae 3aBucaHus (06pbiBa) COeAMHEHWS], OTKIIOYUTE NMUTAHNE U
M3BNEKMTE crneumanbHbli 3arpy304Hblil HocuTenb U3 USB-pasbema komnbloTepa.

Pexunm nonb3oBaTtens

3aBepuieHune paboTbl ¢ CMAC «MOCT» B pexmume nonb3oBaTenisi MOXXHO BbIMONTHUTb, HaXaB Ha
WKOHKY B BEPXHEN NIEeBOI YacTu akpaHa (PucyHok 20) 1 BbIGpaB NyHKT MEHIO 3asepuieHue pabomei.

ﬂ 3aeepweHKe paboTel

PucyHok 20

Ecnu B HacTporikax anga coeguHeHus ykasaH Tonbko oauH RDP-cepBep, a He CNUcoK cepBepoB, TO
3aBepLUeHne paboTbl aBTOMATMYECKM BbINOMNHAETCS nocne 3akpbltnst RDP-ceccun (MMyck —>
3asepweHue ceaHca).

B oboux cnyyasx 6ygeT 3anpolieHo NOATBEMKAEHNE Ha 3aBepLueHme paboTbl.
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