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Mpoaykt C-Teppa K 3.11

HasHayeHue npoaykTa

Mpoaykt C-Teppa KIM Bepcumn 3.11 npegHasHayeH Ans LeHTpann3oBaHHOIO yaaneHHoro ynpasneHus Bce
NMUHUM  MPOAYKTOB, MPOWU3BOAMMBLIX KomnaHuen «C-Teppa Culclu», a umeHHo, [porpaMMHbIX
KOMIMEKCOB:

«CepBep 6e3onacHoctn CSP VPN Server. Bepcus 3.1/3.11/4.0»
«KnneHt 6e3onacHoctn CSP VPN Client. Bepcus 3.1/3.11/4.0»
«LWnto3 6e3onacHoctn CSP VPN Gate. Bepcusa 3.1/3.11/4.0»,

YCTaHOBIEHHbIX Ha KOHEYHbIX YCTPOMCTBaX, GaHkoMaTtax, nnatexHbix TepmuHanax, C3H (cneuyunansHom
3arpy3oyqHom Hocutene) «CrNaC-USB-01» v gp.

Hanee npoayktel CSP VPN Server/CSP VPN Client/CSP VPN Gate 6yaem nmeHosats CSP VPN Agent.
Mpoaykt C-Teppa KIT 3.11 cocTouT 13 ABYX YacTen:

o Cepeep ynpasJsieHUs1 — CepBepHasi 4aCcTb NPOAYKTa, YCTAaHABNUBAETCH Ha BblOENEHHbIV KOMMbIOTEP
N npeaHasHadeHa ans ynpaeneHus npoueccom obHoBneHus npogyktoB CSP VPN Agent n nx
HACTPOEK, MHCTANMMPOBAaHHbIX Ha yNpaBsieMbIX YCTPOWCTBAX;

e Knuenm ynpaeseHusi — KNMEHTCKas YacTb NPOAYyKTa, yCTaHaBNMBAETCH HA ynpaBnsemMoe
YCTPOMCTBO C MHCTaNNMpoBaHHbIM npogyktom CSP VPN Agent u npegHasHaveHa ans ero
ynpasneHus.

O6uwasn cxema ucnonb3oBaHusa npogykrta C-Teppa KM 3.11

CSP VPN ServerB
KnueHnT ynpasnexus 1 CSP VPN Gate
| LleHTpanbHblit

N3
ﬁ//_\—\

)

4

\ //"'
=l J

Cepgep
ynpasnexHus

CSP VPN Gate
KnuneHnTt ynpaenexus 2

CSP VPN Client

KnueHT ynpaenenus 3

PucyHok 1

CepBep ynpaBneHusi ycTaHaBnuBaeTcs Ha BblaeneHHbln komnbtoTep ¢ OC Windows Server 2003/2008,
pasmelleHHbI B 3aliuiieHHon nokanbHon noacetn. Ha CepBepe ynpasneHusa cosgaetcda KnueHt
ynpaBneHnst 4N KaXaoro ynpaensieMoro yCTponcTea u camm obHOBMNEHMS.

CospgaHHbIn KnneHT ynpaBneHus ycTaHaBnuMBaeTCs Ha ynpaBnseMoe yCTPONCTBO, AN KOTOPOro OH 1 Obin
co3faH.

Bce obmeHbl mexgy CepBepom ynpaBneHus M KnvmeHToM ynpaBrneHust OCYLLECTBIISIOTCS MO NPOTOKOMY
FTP n UDP (nepepatotcs HoTudUKauumn). OTOT Tpadmk AOMMKEH nepegaBaTbCs Mo 3alumiieHHomy IPsec-
COeAVHEHMIO.
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MHuumaTopom ceTeBoro Bzaumogenctaus mexay KnueHtom ynpasneHus n Cepsepom ynpasneHusi Bceraa
BbicTynaeT KnueHT ynpaBneHus. B cnyyae BpemMeHHoOW noTepu coeauHeHuss Ha KnueHTe ynpaBneHus
npeaycMoTpeHa BO3MOXHOCTb “Aokaykn” faHHbix ¢ CepBepa ynpaBneHus.

Bo3amoxHoCTM npoaykTa

Ha ynpasnsiemMom yCcTponcTBe C ycTaHOBMNEHHbIM npoayktom CSP VPN Agent n KnueHmowm ynpaesieHusi
MOryT BbITb OGHOBIEHBI CreayoLne AaHHbIE:

nokarnbHasi nonmMTuka 6esonacHocTu, npegnncaHHasi AaHHOMY YCTPOMCTBY (B TEKCTOBOM BMAE UK B
BuAae cisco-like koHcurypaumm)

nonuTuka gpavisepa no ymonyanuo npogykra CSP VPN Agent
HacTpowiku gpareepa npogykta CSP VPN Agent
npegonpegerneHHsle kno4dn npoaykta CSP VPN Agent

nokanbHble cepTudukatbl npoaykta CSP VPN Agent, CA-cepTudukat, ceptudmkaTsl napTHEPOB,
CMMCOK OTO3BaHHbIX CEPTUPUKATOB

KOHTENHepbl C Krrovamun cepTudmrKaToB

meTon ayTeHTudunkaumm napTHepoB

HaCTPOWMKM NPOTOKONMPOBaHWs cobbiTui Nnpoaykta CSP VPN Agent

nuueHsusa Ha npogykt CSP VPN Agent n Kpuntollpo CSP, B crniyyae ero ncnons3oBaHus
KnuneHT ynpaBneHus

HacTporkn KnueHTa ynpaBneHus.

Ha Cepeepe ynpaesieHuss UMEOTCSt BO3MOXXHOCTH:

co3gaHus obHOBNEHMIN AN U3MEHEHMS HAaCTPOEK ynpaBnseMblX YCTPONCTB

BbINOMHEHWS IPYNMNOBbIX Onepauuii, HanpuMep, OAHOBPEMEHHOE co3aaHne OGHOBNEHWI Ans
HECKOJbKMX YCTPONCTB

NCNonb30BaHNs LWabnoHOB npoeKTa npu cosgaHnm o6GHoBNEeHUn ans yCTpOIZCTB

Ha Cepeepe ynpaesieHusi BeLeTCA MOHUTOPWHT COCTOSIHUS U HACTPOEK BCEX YNpaBnsieMbIX YCTPOWCTB,
npepocTaBnsemblx KnueHmamu ynpaesieHusi, a IMEHHO:

AaTta n Bpems nocregHero ycnewHoro coeguHeHus kaxkgoro ycrpomnctesa ¢ Cepsepom ynpaBneHns
IP-agpeca ycTpOWCTB, C KOTOPbIX ObIfI0 OCYLLECTBEHO NocneaHee ycrnewHoe coeamHeHne

Bepcusa KnuenTa ynpaBneHus

Bepcust CSP VPN Agent

nokaneHasi nonutuka 6esonacHocTu npogykta CSP VPN Agent (B TEKCTOBOM BUAE UNU B BUAeE
cisco-like koHUrypauum)

HacTpowku gparsepa npogykrta CSP VPN Agent

nokanbeHble cepTudukaTel npogykta CSP VPN Agent, cnucku oto3BaHHbIX cepTudukatos, CA
cepTudukaThl, cepTudurkaTsl NapTHEPOB

MMeHa KOHTENHEPOB C KItoYaMu cepTUUKaTOB (ecniu HET BO3MOXXHOCTU cGopa MHdopmaLun 060
BCEX KOHTelHepax, AonyckaeTcs cb6op MHGOpMaLmmM TONBbKO O KOHTEHepax, Co3aaHHbIX C
ucnonb3oeaHnem KnveHTa ynpaeneHus)

Gnvkavilee BpeMsi U faTa UCTEYEHUSI CPpOKa AENCTBUSA OOHOIo U3 CepTUdMKaTOB, pa3MeLLeHHbIX B
6a3e npoagykta CSP VPN Agent Ha KaXXgoM yCTponcTBe

3anpockl Ha nokarbHble cepTudukaThbl
UMeHa npegonpeneneHHblx knovern npogykta CSP VPN Agent

HaCTPOWKM NpOTOKONMpoBaHust cobbiTuin Nnpogykta CSP VPN Agent

Copyright © S-Terra CSP 2003 -2012 5
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e XypHan peructpauumn cobbituin npoaykta CSP VPN Agent un KnueHta ynpasneHus

e uvHdopmauua o nuueHsumax npogyktoB CSP VPN Agent u Kpuntollpo CSP, B cny4dae ero
NCNONb30BaHUA.

Ha Cepeepe ynpaeJsieHusi B OaHHON Bepcun peann3oBaHbl HOBbl€ BO3MOXXHOCTU:

® 1CMOMb30BaHME OKOH MacTepa Ans Co3AaHusl HECMOXHOM NonuTuku 6esonacHocTu npogykta CSP
VPN Agent ynpaBnsemoro ycTpoucTaa

e BKIIOYEHUE B CUCTEMY yrpaBrneHus yxe paboTtatowero yctponctsa ¢ CSP VPN Agent

e ynpaenexue yctponctsom CMNAC «MNOCT» (npoaykt CSP VPN Gate, yctaHoBneHHbIn Ha C3H
«CMNAac-usB-01y)

e CO3[aHue KINOHOB KnneHTa ans yctponctea ¢ CSP VPN Gate, oTnuyaroLmxcs nokanbHbIMU
cepTudukaTamu, NULEH3NAMM U T. 4.

® 13MEeHeHune HacTpoek rotooro npoekta ansa CSP VPN Agent — ytunuta vpnmaker

e ucnonb3oBaHue FOCT-cepTucmkaToB Ansg nognNUCbIBaHUS OGHOBNEHWIA.

XapakTepucTuka npoaykra

Ha CepBepe ynpaBneHus kaxabii KnueHT ynpaBneHWs WMeeT YHUKanbHbi ugeHtudukatop, a
cosgaBaemble OBHOBNEHMS MMEHT MOPSAKOBble HOMepa. YHWKanbHbIA naeHTudukaTop 1 nopsgkoBbin
HOMep BXOAAT B COCTaB [AaHHblX, 3arpyxaembix ¢ CepBepa ynpasneHus. [lonyyeHHble AaHHble
ucnonb3ytotTcs KnveHToMm ynpaBneHus TOMbKO B TOM Crlyyae, ecnv coaepxaT BepHbl nageHTudmkatop
KnneHTa ynpasneHus n ecnn Homep o6HoBneHns 6onblue nocrnegHero yCTaHOBNEHHOro OGHOBEHUS.

IIpoaykr obecneynBaeT 3aIIUTY OT 3JOYMBILLJIEHHHKA, NMBITAIOMIErocss ¢ MOMOIIBI0O MeXaHH3Ma
O0HOBJIEHHSl 3aNlyCTMTh HAa KommbloTepe ¢ Kimentom ynpasiaeHusi “uyxepognoe” I1O. 3ammra
ocywmecrBiasiercss Ha ocHoBe DI, mo3BoJsiiomiell OCylmIeCTBUTh ayTeHTH(QUKALUIO M NPOBEPUTH
LHeJOCTHOCTh TepecbliaeMbIX JaHHbIX oT CepBepa ynpasienuss k KiumeHTy ynpasieHus.
IIpeanonaraercs, 4YTO 3JIOYMBINIGHHHMK He HMeeT AOCTYNa K YNPAaBJEHHI0 KOMIBIOTEPOM ¢
CepgepoM ynpaBJ/ieHHs] H A0CTYIa K yIpaBJeHHIO ycTpoiicTBamu ¢ KiMeHTamMu ynpasJ/ieHus.

HencTBuTenbHO, nepen TeM Kak NpegocTaBuTh OaHHbIe Ansi ckaumMBaHus KnneHtam ynpasneHusi, Cepeep
yrpaBnenns QopMnpyeT SMeKTPOHHO-LMAPOBYID NOANUCh ANA 3TUX [OaHHbIX C  MCMNONb30BaAHUEM
CekpeTHoro knwo4ya paboyero ceptudmkata Cepsepa ynpaBnenua. A KnuveHT ynpasneHus nepeg
MCNoNb30BaHNEM MOSyYeHHbIX AaHHbIX C CepBepa ynpaBreHusi NPoBEPSieT 3SMEKTPOHHO-LMAPOBYIO
NoANuCb, UCNOSb3Ys OTKPbITLIN KNtoY pabodero ceptudmkata CepBepa yrnpaBrneHus.

Pa6ouunin ceptndmkaT CepBepa ynpasneHus pacnpocTpaHsieTcs cpeau KnveHToB ynpaeneHus B coctaBe
ckaumBaeMblX AaHHbIX. [MoanunHHocTe pabouero cepTudomkata CepBepa ynpaBfieHUsi MpoBepsieTcs Ha
OCHOBE MOCTPOEHNSA LenoYdku ceptudukatoB go CA ceptudukata Cepeepa ynpaeneHusi. CA cepTudmkaTt
CepBepa ynpaBneHus ycTaHaBnMBaeTCsl Ha Kaxkabli KnWeHT ynpaBneHuss BO BpeMsl WHCTannsuum
KnveHTa ynpaeneHus Ha ycTpoOMCTBO.

Mepesbinyck paboyero ceptudpmkata Cepsepa ynpasreHUs Npous3BoguTCs MO Mepe HeobxoauMOoCTU Ha
CepBepe ynpaBneHus. Bpems xusHum pabodero ceptucpmkarta, cpegu npoyero, 3aBucuT M OT obbema
NoANUCbIBaeMbIX OaHHbIX, TO €CTb OT KonuyectBa obcnyxunBaemblix KnMeHTOB ynpasneHus M 4acTtoThbl
o6HoBreHnn. PekomeHgyemoe Bpems Xu3Hun paboyero ceptudmkara - ot 1 mecsaua go 1 roga.

B komnnekT noctaeku npogykta C-Teppa Kl Bxogdat katanorn n cawnnbl:

setup.exe
setup.ini

updater server.cab
updater server.msi
version.txt
FileZilla Server-0_9 34.exe
vcredist x86.exe
WINDOWS

LINUXRHELS

SOLARIS

Additional
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Ecnu Ha ynpaBnsemMom yCTpOWCTBE yXe MHcTannmpoBaH npoaykt CSP VPN Server/CSP
VPN Client Bepcuu 3.1, TO pekoMeHAYETCs €ro AeUHCTaNIMpoBaTh, a 3aTeM co3gaTh 3aHOBO

§ AncTpubyTuB BMecTe ¢ KnneHTOoM ynpaBneHusi, Kak OnncaHo B AaHHOM AoKyMeHTe. [Npu
= HEBO3MOXHOCTM BbINOMHUTE AEUHCTaNNAUMI0 (60MbLIOe KONMMYECTBO KIMEHTOB UK
Note Op-NpuymrHbl) obpaluantech B cnyxby noaaepXku no agpecy support@s-terra.com.

Ecnu Ha ynpaensiemom ycTtponctee nHctannuposaH npogykt CSP VPN Server/CSP VPN
Client Bepcun 3.0, TO He06Xx0OMMO NepenT Ha Bepcuio 3.1 ANs COXpaHEHWUsi MOSTHOM
YHKLMOHANbLHOCTW NPOAYKTa NOCe BbINOMHEHWS OGHOBMNEHUS.

[nsa ynpaBneHus wnto3om 6e3onacHoctn CSP VPN Gate Ha yCTpOWCTBE YKe AO0SKEH ObiTb
% nMHcTannmpoBaH npoaykt CSP VPN Gate Bepcun He Huxke 3.1.
ote

CepBep ynpaBneHnsi noMMMmo rpadunveckoro nHTepdenca MMeeT MHTepeic ynpaBneHus

) Ha OCHOBE KOMaHAHOW CTPOKM.
Note
lMepen ucnonb3oBaHmMem nNpoayktoB komnaHum «C-Teppa Cudcllu» n CK3U «Kpuntollpo
E CSP 3.6(R2)» B pexume KC1/KC2/KC3, nayunte gokymeHT «lpaBuna nonb3oBaHUAY,
Note BXOZSILLMIA B KOMMIEKT NMOCTaBKM.
Cxema cTteHpa
40.0.0.101/16 40.0.0.1/16 10.0.10.110/16
CSP VPN Gate Cepeep
CSP VPN ServerB 1 LleHTpansHbIA W3 YRR

KnweHT ynpasnexus 1 10.0.10.111/16

PucyHok 2

B panbHeriwem onnucaHnm JOKyMeHTa npuBedeHbl NpuMepsbl Ansa cteHaa (PucyHok 2), B KOTOPbIN BKITHOYEH
w3 6e30nacHOCTM € ycTaHoBMEHHbIM npoaykTom CSP VPN Gate, 3awjuiiatowmii NoaceTb C KOHEYHBIM
YCTPOWCTBOM, Ha KOTOPOM ycTaHoBneH Cepsep ynpasrneHus. [Ina yganeHHoro ynpasneHus yCTPONCTBOM C
CepBepa ynpaBneHus B cTeHe NpucyTcTByeT koMmnbioTep ¢ IP-agpecom 40.0.0.101/16. Bsaumogenctaue
Mexay ynpasrnisiemMbiM yCTPOMCTBOM U CepBepOM ynpaBrieHns ocyLlecTBnseTcs no IPsec-TyHHento,
NMOCTPOEHHOMY [0 LWito3a 6e30nacHoOCTH.
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CueHapuu ynpaBneHus

MoxHo BbIAENUTL ABa NocrneaoBaTenbHbIX cleHapus obHoBneHusa npoaykra CSP VPN Agent Ha
ynpaBrsiemMom YyCTPOWCTBE.

MepBbIV cueHapui (Mpy NepBOM 00paLLEHUN K YNPaBIIIEMOMY YCTPONCTBY):

ona CSP VPN Gate - noarotoBka CKpuMATOB And MHcTannauum KnveHta ynpaBneHus wu
HacTpovku ycTaHoBrneHHoro npogykta CSP VPN Gate, goctaBka M JokanbHbIM 3anyck Ha
yrnpaBnsemMom ycTpoucTee

ans CSP VPN Client/CSP VPN Server — nogrotoBka guctpubytmeBoB KnuneHTa ynpaBneHusi u
CSP VPN Client/CSP VPN Server, goctaBka M fokanbHasi YCTaHOBKa Ha ynpaBlisieMom
YCTPOWCTBE.

BTopou cueHapum (Bce nocrneayoLline B3anMoaencTBus ¢ ynpaenisieMbiM YCTPONCTBOM) — CcOo3aHne
obHoBneHun Ha CepBepe ynpasneHus u nepegada mx no sawmuieHHomy VPN coeanHeHuio.

Hanee no mexkcmy ynpaensiembie ycmpolicmea 6ydemM Ha3blgeamb KilueHMamMu, Ha Komopbile
ycmaHaenueaemcsi (ycmaHoesneH) npodykm CSP VPN Agent u Knuenm ynpaeneHus.

Llinto3 6e3onacHocmu CSP VPN Gate, 3awjuwarowuli nodcems ¢ Cepeepom ynpaesieHusi, 6ydem
Hasbleamb UeHmpasnbHbIM WITHO30M.

CueHapui nepBoro 06HOBNEHUS

LWar 1:

LWar 2:

LWar 3:

LWar 4:

YcTtaHoBute CepBep ynpaBfeHus Ha BblAeneHHbIN KOMMNbTEp C ycTaHoBneHHon OC
Windows Server 2003/2008 n HacTponTe ero, kak onncaHo B pasfgerne «YcTtaHoBKa u
HacTpovika CepBepa ynpaBneHus».

Ha Cepsepe ynpaBneHus noaroToBbTE CKPUMNTLI A HACTPOMKN LEHTparbHOro LUN3a,
JOCTaBbTE WX M 3anycTute nokanbHo (cMm. pas3gen «HacTtponka u ynpaBsrneHuve
LieHTpanbHbIM LLUIT30M»).

[ns ynpaBngembiX yCTPOWCTB, Ha KOTOPble MMaHUpyeTcs ycTaHoBWUTb npoaykt CSP
VPN Client/CSP VPN Server, Ha CepBepe ynpaBreHusi NoarotoBbTe ANCTPUDYTUBLI
CSP VPN Client/CSP VPN Server n KnueHta ynpasneHusi, 4OCTaBbTe U yCTaHOBUTE
nokanbHo (cMm.pasgen «Hactporika wn ynpaBneHue ycTtponctBom ¢ CSP VPN
Server/CSP VPN Client») (a ana CSP VPN Gate — noarotoBbTe CKpUNThI).

YcTaHoBneHHbl  KnMeHT  ynpaBneHusi  aBTOMaTU4YecKM  BbIMNOSIHUT — MPOBEPKY
BO3MOXHOCTM yCTaHaBnueaTb coeguHeHne ¢ CepBepoMm ynpaBneHus W nonyyatb
OOHOBIEHUS.

CueHapui nocneaywWwmx 06HOBNEHUN

LWar 1:

LWar 2:

Ha Cepsepe ynpaBnenus copmmpyinte oOGHOBRNEHWE ANS yNpaBnaemMoro yCTponcTBa.,
B 3agaHHoOe BpemMs nakeT obHoBneHus OyaeT co3gaH aBTOMaTUYECKU, KOTOPLIA cpasy
OyoeT JOCTyneH Ans ckaymBaHus.

KnueHT ynpaBneHus, NepUogMYeckn MPOBEPSS Hanuuue [AOCTYMNHbIX Afs  Hero
0o6HoBMEeHWIA, ckadaeT ero ¢ Cepsepa ynpasneHus. MoxHo 3agaTtb noapsig HECKOMNbKO
OGHOBIEHUI C YKa3aHNeM BPeMEHMW CO34aHUs KaXaoro, U OHU ByayT NPUMEHEHbI B TOM
nopsiake, B KOTOPOM U ByayT co3aaHbl.
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YcTaHoBKa 1 HacTponka CepBepa ynpaBneHus

WHcTannsauus CepBepa ynpaBneHus

WHctannsuma CepBepa yrnpaBneHus OCYLLECTBISIETCA Ha BblAeNEeHHOM KoMMbloTepe ¢ ycTaHoBreHHon OC
Windows Server 2003/2008.

1.

YctaHouTte cHadana CK3W «Kpuntollpo CSP 3.6(R2)», ecnu nnaHnpyeTcs ynpaBnsiTb
ycTponcTBamm ¢ yctaHoBrneHHbIM npoayktom CSP VPN Agent (cp) 3.1/3.11, ucnonesaytowwmm CK3U
«Kpuntollpo CSP 3.6(R2)», unu ¢ yctaHoBneHHbIM npoayktom C-Teppa Agent (cp,st) 4.0, unu ecnn
Ons NnpoBepky 0bHOBNEHW NnaHmpyeTcs ucnonb3oBaTb [OCT-ceptudmkatel. CK3M notpebyetca
ONsi reHepauum cnyvyanHblX YACEn, UCNOoNb3yeMbIX MPU CO34aHMUN KIMYEBbIX Nap Ha yrnpaBnsemMbIX
yCTpOMNCTBAX.

Ins vHcTannsiumm CepBepa ynpaBreHus 3anyctute ain setup.exe W3 cocTaBa AUCTPUOYTUBA.

MosiBATCSA OKHO C 3anpoCOM Ha YCTaHOBKY HEOOXOAMMbIX KOMMOHEHT, HXXMUTE KHOMKY YCTaHOBUTb
(PvcyHok 3).

ﬁnpegﬂapmenbuan YCTAHOEKA HEODHD MM x|

Mepes yCTaHoEKOH NpoAykTa C-Teppa KM Baw HeobxoAHMD ¥ TaHOEMTE
MPoAYET:

Microsoft Wisual C++ 2003 Redistributable Package

OTHEHS |

PucyHok 3

BbinonHsieTcs c6op nHpopmaumm ansa Microsoft Visual C++ 1 noarotoBka K MHCTaNMsAUmm.

Microsoft ¥isual C++ 2008 Redistributable - =

| Noswanyicra, nogmwaure, noka Windows Hactpout Microsoft
I‘ﬁ‘-‘ Yisual C++ 2008 Redistibutable - »86 9.0.30729..

CHop HEOSRaoM0E MHPORRALHH. .

ENENNENNANNEENEENEENEEE

PucyHok 4
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Hanee nosenseTca npurnawexue K nHctannsaumm npoaykta C-Teppa KIM (PucyHok 5), Haxmute
KHorky Next.

fi 5-Terra KP Setup -0 x|

Welcome to the S-Terra KP

7 Installation Wizard

[t iz strongly recommended that vou exit all \Windows programs
befare running thiz setup program.

Click Cancel to guit the setup program, then close any programs
wau have running. Click Mest to continue the ingtallation,

WEARMIMG: This program is protected by copyright law and
international treaties.

[Inauthorized reproduction or digtribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under law.

YWerzion: 3.11.12590

Cancel |

¢ Back

PucyHok 5

Manky, B kOTOpPYIO OyaeT yctaHoBneH CepBep ynpaBreHus, octaBbte 6e3 nameHeHun (PncyHok 6).

fi 5-Terra KP Setup o ]

Destination Folder

Select a folder where the application will be installed.

T he "Wize Installation ‘wfizard will install the files for S-Tera KPP in the following folder.
T inztall inta a different falder, chck the Browse button, and select anather folder.

Y'ou can choose not ta install 5-Tera KP by clicking Cancel to exit the ‘wWize Installation
YWizard.

" Destination Folder

C:AProgram Filezh5-Temra\5-Tema kP Browse |

Wise |nstallation \Wizard®

< Back

Cancel |

PucyHok 6
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MoaTBepauTe roTOBHOCTb K MHCTaNMALMU — HaxXMuTe kHomky Next (PucyHok 7), nocrne Yero
HaYyHeTCs NPOLIEeCC UHCTaNNALUK.

fi 5-Terra KP Setup o ]

Ready to Install the Application

Click Mest to beagin installation.

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

Wise |nstallation Wizard®

Cancel |

PucyHok 7

[anee nosaBWTCA OKHO C NpurnaweHnemM K nHctannsauum npogykra FileZilla Server (PucyHok 8).
MpyMnTe yCnoBKA NULEH3MOHHOIO COrfalleHns — HaXXMuTe KHoMKy | Agree.

= FileZilla Server beta 0.9.40 Setup 0] x|

Licenze Agreement
Please review the license terms before installing FileZilla Server beta 0.9.40. .E

Press Page Down ko see the rest of the agreement,

GMNU GEMERAL PUELIC LICEMSE il
Version 2, June 1991

Copyright {Z) 1959, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyane is permitted bo copy and distribute verbatin copies
of this license document, buk changing it is not allowed.

Preamble

_The licenses For most software are designed to take away your LI

If wou accept the kerms of the agreement, click I Agree to conkinue. You musk accepk the
agreement to install FileZilla Server beta 0.9.40,

rullscft Install Systemn w2, 46-Unicode

I Agree I Cancel

PucyHok 8
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B cnepnytouwiem okHe (PucyHok 9) npeanaraetca BbibpaTe KOMMOHEHTLI AN uHcTannsauyuu. OctaBbTe
HaCTPOWMKM NO YMOMYaHUIO U HaXMUTe KHoMnKy Next.

FZ FileZilla Server beta 0.9.40 Setup B ] |

Choose Components
Choose which Features of FileZilla Server beta 0.9.40 wou want ko install, .

Check the components you want to install and uncheck the components vou don't wank ko
inskall, Click Mexk bo continue,

Select the type of install:

O, select the optional FileZilla Server (Service) E:;:;it"::ur e
ﬁ_l':'sT‘:ii:.'nents you wish to Adrniniskration inkerface . cgmp-:unent ko
' [] source Code see its descripkion,
Start Menu Shortcuts
Deskbop Icon

Space required: 3. 7ME

rdullsaft Install System w2, 46-Unicode

< Back I Mexk = I Cancel

PucyHok 9

YkaxuTe nanky, B koTopyto byaet yctaHosneH npogykt FileZilla Server (PucyHok 10).

FZ FileZilla Server beta 0.9.40 Setup B ] |

Choose Install Location
Chioose the Falder in which ko install FileZilla Server beta 09,40, .

Setup will install FileZilla Server beta 0.9.40 in the Following Folder. To install in a different
folder, click Browse and select another Folder, Click Mext to continue.

Destination Folder

Browse, .. |

Space required: 3. 7ME
Space available: 11.7GE

rdullsaft Install System w2, 46-Unicode

< Back I Mexk = I Cancel

PucyHok 10
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B okHe BbIBOpa HacTpoek Ansa 3anycka cepsuca npoaykta FileZilla Server octaBbTe 3HayeHns no
YMOMYaHuIo U HaxxmuTe kHonky Next (PucyHok 11).

FZ FileZilla Server beta 0.9.40 Setup B ] |

Startup settings
Select startup behaviour For FileZilla Server .

Please choose how FileZilla Server should be started:

vice, skarted with Windows (default)

Please choose the port, the admin interface of Filezila Server should lisken on (1-65535]:

I 14147

I¥ Start Server after setup completes

rdullsaft Install System w2, 46-Unicode

< Back I Mexk I Cancel

PucyHok 11

B okHe ¢ HacTpomrkamu cTapTa KOHCONM ynpasneHusa npogyktom FileZilla Server octaBbTe 3Ha4YeHMs
no yMomnyaHuio u Haxxmute kHonky Install (PucyHok 12), nocne yero 3anycTuTcs NpoLecc YCTaHOBKM.

FZ FileZilla Server beta 0.9.40 Setup o ] |

Startup settings
Select startup behaviour For FileZilla Server .

Please choose how the server interface should be started:

Skart if user logs on, apply b all users (default)

¥ sStart Interface after setup completes

rdullsaft Install System w2, 46-Unicode

< Back I Inskall I Cancel

PucyHok 12
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Mo 3aBepLUeHMIO NpoLecca YCTaHOBKN HaxxmuTe kHorky Close (PucyHok 13).

FZ FileZilla Server beta 0.9.40 Setup o ] |

Installation Complete
Setup was completed successfully, .

Completed

=

Create Folder; CHDaocuments and Settings)all Users)Skark MenuiProgramsi\FileZilla Ser. .. ﬂ
Create shortcut: CDocuments and Settingst Al UsersiStart Menu\ProgramsiFileZilla ...
Create sharkouk: ChDocuments and Settingsiall Users)Skart MenuhProgramsiFileZilla ...
Create shorkouk: ChDocuments and Settingsiall Users)Skart MenuhProgramsiFileZilla ...
Create shorkouk: ChDocuments and Settingsiall Users)Skart MenuhProgramsiFileZilla ...
Create shortcut: CDocuments and Settingstall UsersiDeskiop\FileZilla Server Inkerf. ..
Execute:; "C:\Program Files\FileZilla Server\FileZilla Server.exe" ladminport 14147
Execute: "CH\Program Files\FileZilla ServeriFileZila Server Interface, exe” [adminpart 1
Installing Service. ..

Execute; "C\Program Files\FileZilla Server\FileZilla Server.exe" finstall auto

Put FileZilla Server Inkerface inko registry...

Completed

rullsoft Install System w2, 46-Unicode

< Back

Zancel |

PucyHok 13

3anycTtutca koHconb ynpasneHus npoayktom FileZilla Server (PucyHok 14), HaxmuTe kHonky OK.

Connect to Server ﬂ

Server Address: Bork:

|1414?

Administration password:

[T always connect ka this server

| Ik I Cancel

PucyHok 14
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[anee OomMKHO NPOM30ONTKN yCTaHOBNEHNE coeauHeHnsi ¢ FTP-cepeepom FileZilla Server (PyucyHok
15).

FZ Filezilla Server {127.0.0.1} =10l x|

File Server Edit 2

78 5882 [ved-

Fileilla Server version 0.9.40 beta

Copyright 2007-200171 by Tim Eozze [tim kosze@filezila-project. org)
Connecting to server...

Connected, waiting for authentication

Logged on

I | Accounk | IF | Transfer

1] |

Ready

2

|0 bytes received 0Efs

PucyHok 15

lMocne ycnelwHoro coeAnHeHNs MOXHO 3aKpbiTb OKHO KOHconm npogykTa FileZilla Server. NMocne
YCTaHOBKM BCEX KOMMOHEHT NPOUCXOAUT 3arnyck CepBuca, KOTOPbIA MOXET MPOAOIMKaTbLCA OKOMO

ABYX MUHYT, T.K. NPOBEPSETCH LeNOCTHOCTb MPOrpaMMHON YacTu NpoaykTa. 3akoHYMTE YyCTaHOBKY
npoaykta Cepsep ynpaBneHus, HaxkaB KHonky Finish (PucyHok 16).

i'g!,l S-Terra KP 5etup

(0] xi
S-Terra KP has been
7 successfully installed.

Click the Finizh buttorn to et thiz installation,

¥ Fun%YPH UPServer console

< Back I Finizh I [Cancel

PucyHok 16
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Hactpoiika CepBepa ynpaBneHus

Hactpoiika n ynpasneHvne CepsepoM yrnpasieHns NpoM3BOAUTCS NPU NOMOLLM CreLmansHOro
npunoxeHunss VPN UPServer Console (Tyck-MporpamMmei-S-Terra-S-Terra KP-VPN UPServer
Console) (PucyHok 17).

FR YPN UPServer console 2
Ele Groups Clients Tooks Help
Clents ‘Settlngs'
List of groups List of clients
Al dients Cient 10 | Condition | Active uy| Appled ug|  Administs| Fire time by certificate| ~ Last activetime | Last active ip
=l Worked 1109 active 0 6025 enabled  16/11/2011 21:52:25  05/05/2011 15:51:45  192.168.91.5
#-10,0,10.100 {1110 active 0 6214 enabled  16/11/2011 21:52:25  05/05/2011 17:29:24  192.168.91.2
= waiting 1 343 enabled 25 192.168.91 .4
soivers |l 1102 active 0 14810 enabled  16/11/2011 21:52:25  27/06/2011 14:42:25  192.168.51.1
ool | 11195 active 0 19933 enabled 16112011 21:52:25  27/06/2011 14:42:3¢  192.168.91.6
L 10100 W L10L active 0 23164 enabled  16/11j2011 21:652:25  27/06/2011 14:43:00 192.168.91.2
G A0 L 1103 updatng 1 25909 enabled  16/11/2011 21:52:25  27/06/2011 14:43:00 192,168,915
(#-10.0.10.3 1104 active 0 26051 enabled  16/11/2011 21:52:25  27/06/2011 14:43:00  192.168.91.7
[+10.0.10.104 |} 1106 active 0 23567 enabled  16/11/2011 21:52:25  27/06/2011 14:43:00  192.168.91.8
#-10.0.10.1 1108 updatng 1 24236 enabled  16/11/2011 21:52:25  27/06/2011 14:43:00  192.168.91.3
gatedt  active 0 27476 ensbled  16/11/2011 21:52:25  27/06/2011 14:43:00  10.0.10.91
l Al Updatable [ Unsuccessful I
Find | Next I Prev | Refresh
Refresh timeout 10 sec
[Selected; 1 Displayed: 11 Al 973
PucyHok 17

MeHto rpadhuyeckoro nHtepdenca onucaHo B rnase «OnucaHue nHtepdgenca Cepaepa ynpaBneHus ».

HavanbHas HacTpoiika CepBepa ynpaBneHuss Npou3BoANTCH BO BKNaake Settings, a HacTpoika u
yrnpaBneHue knmeHTamm — Bo Bkragke Clients.

Mpu nepsom 3anycke npunoxeHua VPN UPServer Console BblIBOAUTCS NpeaynpexaeHue o
HeobXxoaMMOCTU 3adaTb HacTporiku npoaykta Cepeep ynpaesseHus (PucyHok 18).

MpeAynpes s eHHe

N

Mepes Ha4anom patoTel © WPM LPServer Bam Heobxoammo;

1. CozpaTe CA-cepTHHMKAT
2, CozaaTe Work-cepTrhmkaT

3. ¥KazaTk CeTEELIE dApeca CepEEpa IIIEHIZIB.I'IEHI'1F|_l KOTOpEIE 40CTYMNHEl KNMEHTaM

x|

PucyHok 18

Haxmunte kHonky OK, oTkpoeTcs okHO HacTpoek npoaykta Cepsep ynpasnenus (PucyHok 19). Bo Bknagke
Settings BBeaUTe faHHble nuueH3un, cosgante CA-ceptudukat u padoumin ceptudukaT (work certificate)
Cepsepa ynpaBneHusi, a Takke 3afanTe ceTeBble agpeca Cepepa ynpasneHus.
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i YPN UPServer console

File Groups Clients Tools Help

Clients ~ Settings |

—License
Praduct | UPDATER 10
Mumber I 1 Set..,
—ICA certificate
B R s [cosT_s41001 =
Cirganization 0= I Test organization
Drganization Unit Q= I Test arganization unit Yiew, .. |
Commaon Mame M= I UPServer CA certificate <GUID= Create |
Lifekime 1200 months

—'Work certificate

Qrganizakion Q= I Tesk arganization
Qrganization Lnit Oll= I Test arganization unit Wigw, .
Common Mame CH= I UPServer work certificate <GUID > Renet

Lifekime I 12 manths % Impart, ..

—Defaulk server addresses

10.0.10.111

Read

d s

Save

PucyHok 19

Bsop nuueH3uu

[nsi BBoga nuueH3un Ha npogykt Cepeep ynpaBneHus HaxmuTe kHonky Set...(PucyHok 19).
B nosiBmBwemcs okHe Set license (PucyHok 20):
B none Product BeibepuTe TMN NpoayKkTa U3 BbiNagatoLlero cnucka:
UPDATER10 — npogykT 6yaet paboTtaTb ¢ konuyectBoM KnneHToB ynpaeneHus He 6onee 10
UPDATER100 — NnpoAykT 6ygeT paboTatb ¢ konuvectBoM KnneHToB ynpaeneHus He 6onee 100

UPDATER500 — npogykT Oyaet paboTaTb C HeorpaHMYeHHbIM KonuyecTBoM KnveHToB
ynpaBneHus

B none Customer code ykaxuTe Ha3BaHWe opraHu3aLun, KOTOPOI BblaaHa NULEeH3us
B none License number BBeauTe HoMep NULIEH3NK
B none License code BBeaute kog NULIEH3UN.

Bce a1 AaHHbIe MOXHO B35iTb C GnaHka NuueH3nm, NocTaBnNseMoi BMecTe ¢ NpoAyKTOM.

Ecnu nuueHsus 6bina nony4deHa B Buae davina, To HaxmuTe kHornky Load from file... n gaHHble gns
3anonHeHns nonen dyayT B3sThl M3 3TOro danna.
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Ecnu nuueHsns Ha NpoOAYKT HE BBEeQEHa, TO NPpOAYKT 6y/:|,eT paGOTaTb ¢ natbto KnmueHtamum ynpasneHna n

He 6onbLue.
Setlicense x|
Product ILIPDF'.TERIEI j Load fram File. .., |

Customer code I DEMO

License number I 1

License code I AL AFCIFSE7S0EAA
2K I Cancel
PucyHok 20

Co3panune CA ceptudmkara

Cosgatb CA cepTudmkaT n pabounii cepTudmkaT Cepsepa ynpaBrieHnUst MOXHO C
Y nomoLLbto goBepeHHoro YL, a noTom nmnopTupoBath Ux Ha CepBep yrnpaBrieHus.

Mote CyuwiectsyeT ogHo orpaHuyeHue: none CN Takoro cepTugukarta AOMKHO HaUYMHATLCA C
3apesepsupoBaHHom cTpokn CN=UPServer CA certificate.

Mo>kHO BbINoNHUTL co3gaHne CA cepTudmkaTa npsiMo Ha CepBepe ynpasreHus.

1. B rpynne CA certificate (PucyHok 19) HaxxmuTe kHomnky Create n 3anonHute nons B okHe Create
new CA certificate, Hanpumep, cnegylowmmmn 3HadeHnamm (PucyHok 21):

Create new CA certificate 5[

Public key algorithm |GosT_341001 |

Crganization D= I Tesk organization

Crganization nik Ol= I Tesk arganizaktion unik

Camman Marme Ch= I LIPServer Ch certificate <GUID =

Lifetime 120 months

: Zancel |

PucyHok 21
roe

Public key algorithm — anroputm reHepauum oTkpbiToro kntoya CA ceptudukara n UMM,
OOCTYMHbI ABa anroputma:

RSA - ANMHA OTKPLITOro krtoda — 2048 6ut

GOST_341001 (ToCT P 34.10-2001) - p[nuvHa OTKpbITOro kntya — 512 6ut, ans

NCnonb30oBaHUsa 3Toro anropntma Ha Cepsepe ynpaeneHust ormkeH 6biTb ycTaHoBneH CK3U
«Kpuntollpo CSP 3.6(R2)»

Organization — Ha3BaHune opraHn3aumm

Organization Unit — Ha3BaHuWe oTAena B opraHu3aumm
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Common Name — umsi Bnagenbla cepTudukaTa, 3anonHsaeTcs aBToMaTU4ecKu

Lifetime — cpok gencteusa ceptudmkaTa B Mecsuax.
2. TMocne atoro HaxkmuTe kHonky Create, 6yaeT BblgaHo MpeaynpexaeHue (PUCYHOK 22), HAOXMUTE

OK.
x|

MpeaynpexsgeHHe

' BrvaeT cozaaH CA-cepTHdgikat. Mocne AyHowmHe EBINYCKH CA-CepTHHMKATOE NOTPEDYET AOCTABKM HOEOMD CEPTMEMKATA Ha BCE BEINYLWEHHEIE
. KNHEHTE,

MpoADN#HTE?

0K | !

PucyHok 22

3. B npouecce cosgaHusa CA ceptudumkara moxeT ObiTb Bbl4aHO OKHO C 3aMpoOCOM HOCUTEenNs ans
pa3MeLLEeHNs1 KOHTENHEpPA C CEKPETHbLIM KrtovoM. Beibepute PeecTp u Haxxmute OK.

x
0:09:01

|23 BCTIEETE YHCTEIA KAKYEEDH HOCHTENE
3 I=: "BafF00ET -fh5a- 71 Fi-f3be-9e3263d6ac97".

— CeeneHWA
HeTpoicTea: B oTaBneHHEIR HOCUTER:

CocToaHHE:

I-IIH"'I(' [ml-dmlal l"'l j
()% I OTrEHA | LCeegeHWA <<

PucyHok 23

4. Ecnu Ha cepBepe He ycTaHoBneH annapatHeii ACY, Hanpumep, MAK «Cobonb» nnn Akkopg-AMA3,
(4to obsAsaTencHo ang pexuma KC2 «Kpuntollpo CSP»), To noABnsieTcs okHO Ans 6uonormyeckom
nHnumanunsaumm CY — noHaxxumanTe KnaesuLn U nepemMeLlanTe ykasaTernb MbILLK.

KpunTolpo CSP X|
00941

BEHonorvdecki AATHHE EJ'I':."‘-IEIﬁHbIX HHCEN

HasHMaiTe KNAEHLWK HK I'IEI:IEMEIJJ.EIﬁTE YEazaTene
MEILUH HA4 3THM OKHOM 40 TEX Nop, NoOkKa KNHY He E':.".ELET
Co344aH..,

Ir'-.lcune

1T}
OTHEHS |

PucyHok 24
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5. Bsegute naposb Ha KOHTeﬁHep C CEeKpETHbIM KI1to4om CA CepTI/Iq)MKaTa n nogreepanTe ero.

KpunTolpo CSP x|

0:0s:55
[ 2) 9 YLTAHOEMTE Napofk HA COSAAB3EMEIR KOHTERHED
GE=d  "s3fF00bl-fhSa-717F-Fabec-9e3263dAace7"

{* ¥CTAHOBMTE HOEEIA OApane EM

HoBEIF Naponk: Iunuuu

Moa TEEps# AEHHE: | sessssnens

CTMEHA | MoapofHes == |

PucyHok 25

6. CA cepTudmkaT co3gaH n XpaHUTCHa B CepTMUKATHOM XpaHUMmLLEe onepaunoHHON CUCTEMBI,

HaxmnTe OK.
WMudoprau e El

1 J CA-cepTHEHEAT YENellHo casAaH

PucyHok 26
%‘ PekomeHayeTtcst CA cepTudmkat 1 CeKpeTHbIN KoY K HEMY COXPaHWTb Ha ApyroM
_a KoMMbloTepe Ans npegoTtepatleHms notepu CA-cepTudmkarta npm nonomMke
Note KOMMbIOTEPA, Ha KOTOPOM ycTaHoBreH CepBep ynpaBneHus.

MoxHo cosgaTb aBa CA ceptudmkaTa (PUcyHok 27), Hanpumep, OAMH C MCMOMb30BaHWEM anroputma
RSA, a gpyrown - anroputma GOST gns reHepaumm OTKPbITOro kntova. Ecnu y ceptudimkaTta ckopo nctevet
CPOK AeNCTBUS, MOXHO 3apaHee co3gaTb HoBbI CA cepTudukaT. Beibop 13 cnucka aktyanbHOro gns
paboTbl cepTudmkata oCcyLLEeCTBNAETCS ero BolaeneHnemM n Haxartmem kHonkn Set default. B pesynbtaTe
HanpoTuMB 3Toro cepTudmkaTa B ctonbue Active nosiButca 3eesgoyka (*).

List of CA certificates x|

Ackive | Subject | Issuer | Serial Mumber | WiEt, ., |
; CH=UPServer ... CH=UPServer..., 75C48452C023FEA...
* CM=LPServer ... CW=UPServer ... ED &6 GA 2A 19 EACC 9., Set defiault

Create...
Impart. ..

Remowve

(] 4 I Zancel

e

PucyHok 27
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Co3paHue paboyero ceptuchukata

1. B rpynne Work certificate (PucyHok 19) 3anonnute nons pabovero (nokanbHOro) ceptudgukara
CepBepa ynpaeneHus u HaxmuTe kHonky Create. MNepep co3gaHvem 6ygeT BblgaHO
MpeaynpexaeHue (PucyHok 28):

MNpeaynpex qeHe 5[
rj By aeT cozaaH Wiork-cepTdMEaT.
[

Mpoaon#HTE?

ik |

PucyHok 28

2. Ecnwn nons 3anonHeHbl BepHO — HaxxmuTe kKHomnKy OK. Bo3amokeH 3anpoc kro4eBoro Hocutens ans
pasmMeLLeHns KOHTENHepa C CeKpeTHbIM Krtoyom paboyero ceptudumkaTa (PucyHok 29).

x
0:08:24
(2} BcraesTe YMCTEIA KMOYEEON HOCUTENE
F: |3: "1 cc000a-d2e8-3058-85e5-282fe21 23011

— CesneHMA
Herpolictea: B cTaEneHHEIN HOCHTEE:
IE F
CocToaHHE:
Feectp

-

nlJi“-b’ﬁﬂ-ﬁﬂ ll,‘l j
| k. I OTreHa | CeegeHWA <<

PucyHok 29

3. Ecnu Ha cepBepe He ycTtaHoBneH annapatHbein CY, Hanpumep, MNAK «Cobonb» unn Akkopa-AMIOS,
(4to obsAsaTencHo ang pexuma KC2 «Kpuntollpo CSP»), To noABnsieTcs okHO Ans 6uonormyeckom
nHumnanmnsaumm ACY — noHaxumanTe KNasuLLK UK NepemeLlante ykasaTenb MbllLn.

Kpvntollpo CSP il
00941
EMONOrH4eckki AaTHHE CRyHaRHEE: YHCen

HasHMaRTe KNAEHLM MK I'IEI:IEMELLLaﬁTE YEAZaTEND
MEILLH H34, 3THM OKHOM 40 Tex Nop, NoKa KNHY He E'}.-',JJ.ET
CozAaH...

IN::-ne

[11]
CITMEHS |

PucyHok 30
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4. BsengwuTe Naporib Ha KOHTEHEP C CeKPEeTHLIM KIo4yom paboyero ceptudukata u noaTeepamTe ero.

Kpvntollpo CSP il

0ing:24
()= WCTSHOEMTE MApOME HA COSAAEIEMEIN KOHTERHED
Z[E=4 "01cc000a-dZes-3b58-85e5-252fe1 aabl 1",
=
{* YCTAHOBMTE HOEEIA Oapons EM

HOBEIH Naponk: |-u"u"

Mo TESpHAEHHE ! I LA L L L L

CTMEHA | MoapofHes == |

PucyHok 31

5. BeauTe naposnb Ha KOHTEMHEP C CEKPETHLIM KIto4YoM cooTBeTcTBYytowero CA cepTudmkaTta.

L g e x|

Q0907
()= BBeAMTE N3ponE ANA KOHTERHERS
F: IZI: "63fF00b1-Fb5a-717F-F3bc-9e3263d6ace 7

EM

Maponk: I [TITTTITTITY!

™ 3anomiMTE Napons

s

PucyHok 32

6. Cepaepy ynpaBneHus Heobxoanmo coobLMTE Naporb Ha KOHTENHep paboyero cepTudmkaTa, ecnu
OH He nycTon, BBeAs B none Key container password. Imsi u naponb Ha KOHTelHep b6yayT
MCNonb30BaHbl NPU NognucaHnyn obHOBNEHU ansa knneHTos (PucyHok 33).

Certificate description x|

Field | Yalue |

Versian 3

Serial number 51090 1A 91 EZ A3 D8

Signature algorithm GOST_R_3410_3411 (Crypho-Pra)

Issuer Ch=UPServer CA certificate 3cacéral-300d-44ef-8399-,.,

Walid Fram Tue Feb 14 16:24:47 2012

Yalid ko Thu Feb 14 16:24:47 2013

Subject CH=UP3erver work certificate 59fd3ete-bed9-4dde-ae3, ..

Public key GEOST 3410016512

Alt-subject <hone=

Hash MDS 49 2C 2C 04 AZ 99 4E 10CC 91 24 04 Fo C0 7R 60

Hash sHAL 19F29F 64 4649 13 7C 44 20 D0 EF 94 74 a4F 94 05 FO. ..
key container name I "f"l,REGISTR\"'l,'l,EI1u:u:IZIIIIIIIa-dEEE-SbSS-BSES-EEEFEE1aal:ul1

seokokrhokokek

SAVE 5., | (8] 4 I Cancel

PucyHok 33

Key container password I
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7. Tlocne ycnelwHoro co3aaHus ceptudukata 6yaeT BbigaHO NOATBEPXKAEHUE, HaxmuTe kHonky OK

(PucyHok 34).
x|

Ll
\lj) Work-cep THIMIZET YCMEWHD CO343H

PucyHok 34
Mocne atoro kHonka Create B rpynne Work certificate nsmenntca Ha Renew (PucyHok 19).

Mo ncteyeHnto cpoka gencTeusa paboyero ceptTudukaTa nepecosgante ero, Haxxas KHOMKy Renew.

3apaHue agpecoB CepBepa ynpaBneHus

1. B rpynne Default server addresses (PucyHok 19) 3agaiTe cnncok ceTeBblix agpecoB Cepepa
yrpaBneHus, KOTopble AOCTYMHbI C yNpaBnseMblX YCTPOWCTB, Cneays npyv 3TOM CrieayroLmnm
npasunam:

¢ KaxObl agpec JOMmKeH pacnonaratbCsa Ha OTAeNbHOM CTPOKe, MepeBO CTPOKM
OCYLLECTBNsIETCS HaXxaTuem knaesuwu Enter nnu Ctrl-Enter

4 ceTeBoOW agpec npeacTaBnset cobon IP-agpec unm DNS-ums, koTopoe 6yaet
TpaHcnmMpoBaTtbhes B IP-agpec Ha yCcTponcTBe B MOMEHT CO3aaHusa coegmHeHus ¢ Cepsepom
yrpaBneHus.

2. MNocne 3apaHnA agpecoB 06s13aTeNbHO HAXXMUTE KHOMKY Save, NosiBUTCS npeaynpexnexHve
(PucyHok 35).

3. Ecnu agpeca BBefeHbl BEPHO, TO HaxkMuTe kHorky OK, npu aTom nponcxoanT nNpoBepka BBEAEHHbIX
[aHHbIX U TOMbKO MOCre 3TOro BO BCe co3aaBaemble ANcTpubyTrBbl KNMeHToB ynpaBneHus no
yMon4yaHuto 6yaeTt BHOCUTLCS cnncok agpecoB CepBepa ynpaBrneHus.

Mpeaynpex: s eHde 5[

"j By AET COXpaHEH CAMCOK CETEELIX SAQECOE CEPEEDA OBHOENEHMA,

MpoAoN#EHTE?

8]4 |

PucyHok 35

Ha naHHOM aTane kaTeropuMyeckn He peKkomeHayeTcs 3afasaTth agpeca, He
%‘ npuHagnexawwue Cepsepy ynpasnexus. Agpeca, He npuHaanexawume Cepsepy
Note ynpaBneHus, MoryT 6bITb yka3aHbl TOMbLKO Npy npoueaype nepesoaa KIMeHToB Ha
apyron Cepsep ynpasneHus. VIHCTpyKumsa No nepeBoay KnMeHToB Ha apyron Cepeep
ynpaBneHuns 6yaeT BblAaBaTbCsi MO 3anpocy Nonb3oBaTens Npy NOSABNEHUN Takon
noTpebHOCTN.

Hanee nepengute Bo Bknagky Clients, cosgainTte yyeTHyto 3anuck ang wnto3a CSP VPN Gate,
3awmuatotero noacets ¢ CepBepoM yrnpaBneHus, 1 y4eTHbIe 3anucy Ang Kaxaoro ynpasnsemoro
ycTponcTBa, auctpmndyTtumebl KnveHToB ynpaenexHmsa n CSP VPN Agent.
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HacTpoika u ynpaBneHue LeHTpanbHbIM LW30M

Co3pgaHve 1 yganeHue y4eTHbIX 3anncem KIMEHTOB yrpaBnisieMblX YCTPOWUCTB, CO34aHNe Anst HUX
KnueHToB ynpaBnenus, oOHoBreHun 6ygem BbinonHsaTbL Bo Bknagke Clients (PucyHok 36) Cepsepa
yrnpaBneHus, MHTepgenc KoTopon onucaH B pasgene «OnucaHne nHtepdenca Cepaepa ynpasneHusi». Bo
Bknagke Clients oTpaxaeTcs uHpopmaums 060 Bcex ynpaBnsembix ycTponcTteax. o3 6eszonacHocTy,
sawmwaowmii noacets ¢ CepBepoM ynpaeneHus, 6ygem HasbiBaTb YeHmpanbHbIM. MNpuBeaemM
cLeHapuii Ans HAaCTPOWKK LLeHTparibHOro LUso3a.

T?PN UPServer console _(al x
553

File Groups cClients Tools Help
Clients |Settings|

List af groups  List of clients

-~ _lient ID| Cu:unditiu:unl Ackive upda...l .ﬁ.ppli...l ad.., | Fire time...l Last a.., Last act,

4 | i

all |pdatable | nsuccessul |

4| |_>| Find I Mexk | Pres: |
ReFreshtimEDull 10 sec Refresh |

| |Selected: O Displayed: 0 All: 0 v

PucyHok 36

Co3gaHue y4eTHO 3anMcy KNUeHTa ANs LEHTPaNbLHOro Wk3a

1. B meHio Clients BbibepuTte npegnoxeHne Create (PucyHok 37).

P YPN UPServer console
Elle Groups | Clients Tools Help

Shmt, . .
Clients |Set =

Broperties. ..

Lisk of grow

pdate, ..
Functions k
ek packades. ..
Enable

Disatle

Zlear;

1

Remove

PucyHok 37
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MosiBuBLIEECH OKHO Create new client (PucyHok 38) co3gaHnsi HOBOTO KIMeHTa UMEeET crieayoLme

nona:

Client ID — yHMKanbHbIN NOEHTUAUKATOP KIMEHTA, MOXET COCTOSATb U3 NOOLIX CMMBOJIOB, 3@
UCKITIOYEHMEM CreyoLmX: <MPAMOW CNELW>, <OBPATHbIA CNELI>, <ABOETOYME>,
<3BE3[0YKA>, <CMMBOJT BOMPOCA>,<ABOVHBIE KABbIYK/> <3HAK MEHbBLUE>,
<8HAK BOJIbWWE>, <BEPTUKAJIbHAA YEPTA>, <TABYNAUWA>. WNapeHTudpukatop He
JOMKEH HauuHaTbCcA WNKM 3akaHdmBaTbcs cumBonamu <[MPOBEN> unn <TOYKA>, u He
pomkeH 6biTb paBeH “NUL” unu “CON”, unn “PRN”, unn “AUX”, nnn “COMX”, rge xe<[1..9],
nnn “LPTX”, rae xe[1..9]

Product package — vma danna guctpubytusa CSP VPN Agent (koTopbin 6bin co3gaH c
nomolbio npogykta CSP VPN Server AdminTool/CSP VPN Client AdminTool) unu ums
anna ¢ HacTpomrkamu npogykta CSP VPN Agent, cosgaHHoro ¢ nomollbio okHa VPN data
maker, Bbl3blIBAEMOro KHornkon E

KHonka E — BbI3biBaeT okHO VPN data maker (PucyHok 39) ons 3agaHusi nOnuMTUKK
©e3onacHoCcTu n HacTpoek npoaykta CSP VPN Agent.

Device password — naponb yCTpoWcTBa Afs BbIMNOJIHEHUS] AOMONHUTENbHBIX AeNCTBUIA Ha
HeM, B JaHHOW BEPCUU MNorfe He UCMonb3yeTcs

UPAgent settings — nmsa danna ¢ HacTporikamn KnneHta ynpasneHus, No YMOMAYaHUO nms
darina yxe 3agaHo (cMm. rnasy «HacTtporikn KnneHTa ynpaBneHus»).

Create new client |

Client ID | gatel

Product package I E | |

Device passward I

UPAgent settings I ChDocuments and Settingsiall Users\spplication DL |

(4 I Cancel |
R

PucyHok 38

2. B none Client ID BBeguTe ngeHTncmkaTop KnMeHTa, Hanpumep, gate0.

3. [Momne UPAgent settings ocTaBbTe 6€3 M3MeHeHUN, B HEM yKka3aH ¢ain ¢ HacTpokamu KnnenTa
yrpaBneHus.

4. B none Product package Haxmute kHonky E, nossutca okHo VPN data maker (PucyHok 39).

TT?PN data maker - |0 =
333]

File Mode
YPM produck ICSF‘_"J'F‘N Gate 3.1 j Crypta provider ICryptuPrD j
LsP |CertiFicates I Keys I Settings I License I Inkerfaces I RMG conkainer I Software I
[T L3P Format is cisco-like
a
s g
Load From File. .. | Check. |
Ok | Cancel |

PucyHok 39
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B okHe VPN data maker BbibepuTte npoaykt CSP VPN Gate 3.1 u kpuntonpoBarigepa CryptoPro

(PncyHok 39).

[anee Hy>XHO 3aaaTb NONUTUKY 6€30NacHOCTM ANs LWN03a U Apyrue HacTPomku. CrOXHYKO NONUTUKY

MOXHO 3agaTb BO Bkragke LSP (PucyHok 39) B TEKCTOBOM BuAE UK B BUAe cisco-like

KOHUrypauuu, unu 3arpysntb u3 parina, npegsaputenbHoO co3aas ero. A octarnbHble HaCTPOWKU

BBECTU B APYrnx BKNnagkax.

[nsa cosgaHnsa HECNOXHOW MONUTUKM MOXHO MCMNOSb30BaTh OKHA MacTepa, HaxkaB KHOMKy Run
Wizard B okHe VPN data maker, nosaButca okHo Ans Belbopa Metofa ayTeHTudukaumm

B3aMMOAeNCTBYOLWMX CTOpoH (PucyHok 40). MHTepdelic 3Toro okHa onucaH B pasgene «3agaHve

NOJTIMTUKN N HACTpPOEK C UCMNOoJ1Ib30OBaHMEM MacTepa».

@Wizard - make ¥pn configuration {13}

Ha nepeom ware Bam HeofxoAMMo BRIODATE THA a%TEHTHDHIKELMH,

AoCTynHEl AES METOAE AY¥TEHTHHMEALMK HA CEPTHHMKATAX W Ha MpeAonpeleneHHE:

KNH4ax, 3aAaATe NapareTpel 0AHOMD M3 METOA0E H HA¥MATE KHOMEY Mext,

{* Lse certificate " Use preshared key

A certificate File: I

Device certificate File: I

N
]

Device conkainetr namme: I password: I

Key bype: [ utodetect |

Device identity bype: IDistinguishedNamej value: I

Load... | Save. .. | = Back |

Cancel |

PucyHok 40

BbiGepuTe ayTeHTUdMKaALUIO C UCTIONb30BaHWEM NpedonpeaeneHHoro kntoya (PucyHok 41). bl

B none Key name BBeguTe ums kniova, Hanpuvep, key0. BBeguTe 3HauyeHme knoya ¢ KnasmaTypbl.
B kauecTtBe nageHtTudukaTopa ycTpomcTBa ocTaBbTe 3HavyeHue Default (IP-agpec ycTponcTea, Ha

koTopom yctaHoBneH CSP VPN Gate). HaxxmuTe kHomnky Next.

@Wizard - make vpn configuration (1,3)

Ha nepeom ware BamM Heobxo WMo ERIBRATE THM Y TEHTHEHKALMH,

AOCTYNHE! ABS METOAS a¥ TEHTHDMESLMH Ha CEPTHDMEAT X M Ha NPeA0Npe AeneHHEL

KNHYax, 3aanTe MapaMe TPl 0AHOMD M3 METOA0E H HAMHTE KHONEY Mext,

™ Use certificate ¥ Use preshared key

Eey name: kel

%" From keyboard:

Key body; 1234567590keyv0

™ Fram File:

S

ke File name:; I

L

Device identity bype IDeFauIt j walue: I

Load... | Save,., | < Back | Mexk = I

Zancel

PucyHok 41
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B cnepytoLemM okHe 3agavite npasuno unbTpaumm, No KOTOPOMY LieHTparnbHbIv W3 6yaeT
nponyckaTtb Tpaduk oT ynpasnsemblx yCTponcTs kK CepBepy ynpasrneHns u obpaTHo. Mpu aTom
Tpaduk Mexay ynpaBnseMbiMU YCTPOUCTBAMU U LEHTPanbHbIM LUTHO30M AOMKEH BbITb
3awmueHHbIM (PucyHok 42). [ina cosgaHms npasuna Haxmmute kHonky Add.

ﬁWizard - make vpn configuration (2,3} ﬂ
Ha aTom ware Bav HeobxoAMMO 3343TE NpaBkna oipaboTkK CETEEOrD Tpaditika,
A0baEETE HEoDXOAMMEIE MpaBKna o0paboTrK CETEEOrD TpathHKa M HAMMHTE KHOMEY Mext,
Fule list:
Interface | Local IF Partrer IP Services Auckion |
Ay any Ay Ay Pass
Up |
[ |
Edit... | Remove |
Load... | Save. ., | < Back | Mext = | Cancel |

PucyHok 42

x

Metwork interface alias I ethl

—Partner IP Addresses

—Local IP Addresses
Ay LCF-T
% Custom " Custom
IP Address | Subriek Mask: | IP Address | Subnet Mask. |
10.0.0.0 255.255.0.0
add. .. | Edit. .. | Remaove | add... | Edit... | Remove |
—Services and Protocals —fckion
&+ Any " Pass
™ Cuskam " Drop
Name [ Farts [ | | Protect using IPSec
Tunnel IP Addresses of IPSec partner:
[ Use random IP Address order
=
Dl:uwnl
Gdd.., | Edit... | Remove | Add... | Edit, .. | Remove |

(a4 I Cancel |

PucyHok 43
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9. CosgaBaeMoe npaBuso NPUBSHKUTE K MHTEpPeNcy LWio3a € NOrmYyeckum MMeHeM, Hanpumep, etho,
KOTOPbIV CMOTPUT BO BHELLHIOK ceTb (PucyHok 2). B obnactu Local IP Addresses (PucyHok 43)
yKaxuTe agpec 3awmiiaemon nogcetm - 10.0.0.0/16, B 3Ty nogceTb CMOTPUT MHTEPIENC LWISO3a C
umeHem ethl. N3 gomkeH B3aumMoaencTBoBaTh C NobbiMM NapTHeEpaMu, NO3TOMy B obnacTu
Partner IP Addresses noctaBbTe nepeksnovaTtens B nonoxeHne Any. B obnactm Action -
nepekntoyartenes B nonoxeHue Protect using IPsec, He yka3biBas agpec IPsec naptHepa (agpec
nodon).

10. lMocne HaxaTna kHonkn OK nosisutcs npeaynpexaeHve (PucyHok 44). Haxmute kHonky Yes.
MpeaynpexaeHqe EI

"'-, EcnM He wicazaH IP aapec IPSec-napTHEpa, To YCTROMCTED By AET paloTaTe TONRKD B KAYHECTEE OTEETHHHEA,

MpoAon#EHTE?

Yes
PucyHok 44
11. YBenudbTe npuopuTeT co3gaHHoro npasuna (PucyHok 45), Haxas kHonky Up.
@Wizard - make ¥pn configuration (Z,/3) ﬂ
Ha 3Tom ware Bam HeoDxo AMMO 3343TE MPAEMNa 0DpaloTEY CETEEDrD TRahHka,
AofaEbTE HEoDXOAMMEIE MpaEHna 00paboTEH CETEBOrD TPatHKa M HAMMHTE KHOMEY Mext,
Rule lisk:
Interface | Local IF | Partner IP SErvices | Action |
Ay Ay Ay Any Pass
ethd 10.0.0.0/16 Ay Ay Tunnel) Up |
Add. .. | Edit... | Remowe |
Load. ., Save. .. < Back | Mexk = | Cancel |
PucyHok 45

@Wizard - make ¥pn configuration (Z,/3) ﬂ

Ha atom ware Bam HeoOxo4MMo 3a4aTe Npaghna o0paloTkk ceTesoro TpadHea,
AofaEbTE HEoDXOAMMEIE MpaEHna 00paboTEH CETEBOrD TPatHKa M HAMMHTE KHOMEY Mext,

Rule lisk:
Interface | Local IF | Partner IP SErvices | Action |
etho 10.0.0.0/16 Any Ay Tunnel{)

Ay Ay Ay Ay Pass ] |

Add. .. | Edit... | Remove |

Load. .. Save. ., | < Back | Zancel |

PucyHok 46
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12. Haxmwute kHonky Next (PucyHok 46).

13. BeeauTte gaHHble nuueH3nn Ha npoaykT CSP VPN Gate 1 cepuiiHbiin HOMeEp NUUeH3nn Ha NpoaykT
kpuntonposangepa (Kpuntollpo CSP 3.6) (PucyHok 47). Ecnu Ha wnto3e nuueHsnsa Ha Kpuntollpo
CSP 3.6 yxxe 3agaHa 1 He TpebyeTcs ee 3ameHa, To none Serial number ocTaBbTe NYCThLIM.

ﬁ'ﬁ'izard - make ¥pn configuration (3,3} 5[

Ha 3ToM ware BaM HeobxoAMHMD Z34aTe MHUEHZHK ANA patoTel YPM-YCTRORCTES.
3aAafTE NAPAMETPEI MMUEHSHA M HE%MHTE KHOMKY Finish,

—%PM produck license

Product: |zaTEL 000 =
Custanner code: I DEMO
License number: I 1
License code: | 123456 75900WERTY
Load Frar file, . | Check License

—Crypto provider license

Serial number: I DILI3EC-901 40-Z X YE-BNMAS-FGHIK]

Load... | Save, ., | < Back | Finish I Zancel |

PucyHok 47

14. CoxpaHuTe BBe[eHHble AaHHblE B OKHaxX MacTepa, HaxaB kHOMKy Save...(PUCyHok 47), 1 ykaxuTte
nmsi cpaiina-npoekTa B Nto6oM co3gaHHOM Bamu katanore (PvcyHok 48).

sae 2| x|

Save in: I@ Projects "% j i £k ER-

File name: Igate[l j Save I
j Cancel |

by M etk Save as bype: IF'rDieu:t file [*.dzc)
Pl

PucyHok 48

15. B okHe MmacTepa HaxxmuTe KHomnky Finish (PucyHok 47). Bce BBefeHHble AaHHble OyOyT OTpaXeHbl BO
BKnaakax npoekta (PucyHok 49), 3a uckniodeHmem Bknagku Interfaces.
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o
Filz Maode
WP product  |CSF VPN Gate 3.1 | crypto provider |CryptoPro ~|
L5P |Certificates I Keys I Settings I License I Inkerfaces I RMG containet I Software I
[ LSP Farmat is cisco-like
GlobalParameters § -

Title = "This LSP was automatically generated by 5-Terra KP {cp) at 2012,04.25 12:44:15"
Yersion ="3.1"
CRLHandlingMode = BEST_EFFORT

LDAPSettings
ResponseTimeout = 200
HaoldConnectTimeout = &0
DropConnectTimeout =5

i
IdentityEnkry auth_idenkity 011

i

AuthMethodPreshared auth_method_011
SharedIkESecret = "kewd"
Localll = auth_identity_01

IKEParameters
DefaultPork = 500
SendRetries =5
RetryTimeBase = 1
RetryTimeMax = 30
SACreationTimeMax = &l
InitiatorSessionsMax = 30
ResponderSessionsMax = 20
BlacklogSessionsMax = 16
Blacklog3essionsMin = 0
BlacklogSilentSessions = 4
BlacklogRelaxTime = 120

IKETransFarm ike_trf_ 010
LifetimeSeconds = 28300
Cipheralg *= "32814789CPRO1-K256-CBC-65534"
Hashalg *="GR341194CPRO1-A5534"
GrouplD *=4YKO_1E

IKETransForm ike_trf_02(

ki

Load From File. .. |

ris

Check |

8]4

Cancel |

PucyHok 49
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16. lMepengute BO BKNagky Interfaces n 3aganTe COOTBETCTBME MEXAY NTOTMYECKUMU U PUBNYECKUMMU
nMeHamu uHTepcencos wWnw3a 6eszonacHocTu. [ns nonyYyeHns MMeH MHTepdencoB NCNOMb3YynTe:

yTUnuTy /opt/VPNagent/bin/if mgr show —pana CSP VPN Gate 3.1
yTUNnUTy /opt/VPNagent/bin/if show - ana S-Terra Gate 4.0.

Bo Bknagke Interfaces ycraHoute cpnaxok Network interface aliases, Haxmute kHonky Add n B
okHe Network interface alias BBegute nornyeckoe n gpusmyeckoe nms nHtepdencos (PrucyHok 50).

RI=TE
File  Maode
YPM produck ICSF‘_‘-.-'F‘N Gake 3.1 j Crypta provider ICryptDF‘rD j
LaP I Certificates I Keys I Settings I License Interfaces |RNG conkainer I Software I
Yitbual device address I o. o0 .0 .0

™| network intetface descriptions

i

Marne Descripkion Madify, ..

fdd.,.
Hemaove
(e}

[Dawm

did

Metwork interface alias x|

Logical name I ethi|

load, ..

SEVE.. .,

Extended rautin Phrysical name I ethl

i

Destinakion Madify, ..

| Ik I Cancel |

fdd.,.,

Hemove

¥ Metwork interface aliases

I

Logical name | Pheysical name Madifs. ..
ethd ethd
ethi ethi Add...

Remove

[ Driver settings

Yariable | Yalue fadifs ..

.

add...

Remove

d

Fun Wizard. ., Ik | Cancel |

PucyHok 50

17. Bo Bknagke Interfaces Haxmute kHonky OK, nosiBUTCA OKHO C HACTPOWKaMn HOBOTO KNMeHTa
(PucyHok 51), onatb HaxmuTe kHonky OK.
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Create new client x|

Client ID | gatel

Product package I Ci\Documents and Settings)all Users)applicat E:

Device passwiord I

UPagent settings I Zi\Documents and SettingstAll Users\application O ... |

(0] 4 | Cancel |

PucyHok 51

18. Ha Cepgepe ynpaBneHuns B Tabnuue KNMEeHTOB NOSBUICA HOBbIV KIMEHT — gateO. [NepeBeaute ero
B aKTMBHOE COCTOsIHUE, BbIbpaB B KOHTEKCTHOM MeHI0 npeanoxeHue Enable (PucyHok 52).

E?PN UPServer console

File Groups cClients Tools Help
Clignts |Settings|

List of groups List of clients

M ~ _lient ID| Cu:unu:li...l Active u| Applied u| .ﬁ.dmini...l Fire time by u:ert...l
' T —

Show. ..
Properties. ..
Create, ..
pdate. ..
Functions k
Get packages. ..
(e |
Disable
Zlear:

Remove

PucyHok 52

MoarotoBka ckpuntoB AnA Knuenta ynpasnexnus u CSP VPN Gate

1. [nsa yctaHoBkM KnveHTa ynpaBneHusi, GUCTpnOyTMB KOTOPOro pa3MeLLEH Ha LUM03e B kaTanore
/packages, n obHoBneHus Hactpoek CSP VPN Gate cnegyet nogrotoButb ABa ckpunTta. [ns
KnueHTa gateO BblOepute npeanoxeHue Get packages B KOHTEKCTHOM MeH0 (PycyHok 53) .
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ﬂ?PN UPServer console

File Groups Clients Tools Help
Clients |Settings |
Lisk of groups List of clients
M ~ _lient ID| Condi. .. | Active u| Applied u| .ﬁ.dmini...l Fire I:i...| Last active...l Last active ... |
: 10.0,10.110

Show. ..
Properties. ..
Create, ..

pdate, ..
Functions k

et packages. ..
Ematle

Disable

Zlear;

Remove

PucyHok 53
2.

Browse For Folder

Select Folder For initilaze diskributives of gatel client

B OTKpbIBLUEMCS OKHE YKaXKUTE KaTanor Ans coxpaHeHusi ckpunToB (PucyHok 54).

2]

=l ) Projects ;I
l{i‘l cerks
= ) distr 1
| ST
Folder: I gated
Make Mew Folder | (a4 I Cancel |

&

PucyHok 54

B ykasaHHbIVi kaTanor 6ygyT coxpaHeHbl ABa canna (PucyHok 55), (PucyHok 56):

w | J HMHHUHANMZAUMOHHEIE AMCTRHEY THER] ANA KNMEHTA gatel YomewHD coxpaHeHsl B AMpekTopHHD CiiProjecksidistrigaten

setup upagent.sh — CKpUNT, cogepxallui AaHHble Ans Knuexta ynpasneHns

setup product.sh — CKpUNT, coepxaLinin HacTporku ansa npogykra CSP VPN Gate.

WHdopHaL A

X

PucyHok 55
Folders X || Mame = | Size | Type
B ) distr ﬂ setupjrnduct.sh GKE SHFile
- setup_upagent.sh 3KE 3SHFile

(=] oic0
| K]

ki

| i

PucyHok 56

Copyright © S-Terra CSP 2003 -2012

33



C-Teppa KI 3.11

[locTaBka 1 3anycK CKpMnToB

YcTaHoBKa CO34aHHbIX CKpUNTOB Ha LEeHTpaJibHOM LUJT03€ OCYLECTBIIAETCA B crneayouem nopaake -
CHavana cKpunT setup upagent.sh, a 3aTeM - setup_product. sh. Takoi Nopsaok 06ycnosneH Tem,
YTO AJ14 yCneLwHOro BbIMOJIHEHNA CKpuUnTa setup_product .sh, HeOGXOﬂ,MM YCTaHOBﬂeHHbIVI Knnent

ynpasneHusa.

Ecnu Ha ycTpolicTBe yxxe paboTtaeT npoaykt CSP VPN Gate 3.1 n He npegnonaraetca U3MeHeHue ero
nonuTuKM 6e3onacHoOCTH, TO yCTaHOBUTE TONbKo KnneHTa ynpaBneHus.

YcTaHoBKa Cco34aHHbIX CKpUNTOB OCYLLUECTBIIAETCA JTOKalibHO, TakK KakK KnneHt ynpaBJieHnA Ha 3TOM
YCTPOVICTBG ele He yCTaHOBJIEH. HOGTOMy OOCTaBbTe CKPUMNTbI Ha LWJ1H03 ©e3onacHoOCTU No
3acnyxumparwemy gosepua KaHany CBA3N U BbINOJIHUTE UX JTOKalibHYHO YCTAaHOBKY.

1. [nsa goctaBkyM MOXHO MCMONb30BaTh:

¢ pacnpocTpaHsaemylo 6ecnnaTtHo yTUnuTy pscp . exe U3 naketa Putty

+ 1mMbo TepMMHarnbHy nNporpaMmmy, Hanpumep, Putty Configuration

¢ nmbo USB-cnew

¢ 1nubo FTP-cepsep (FileZilla Server) Ha CepBepe ynpasneHus.

a) MNpw “cnonb3oBaHWM YTUNUTLI pscp . exe Ha CepBepe ynpaBreHus BbINOMHUTE KOMaHabl,
npenBapuTenbHO CO3M4aB KaTtanor /tmp Ha LWo3e:

pscp setup upagent.sh root@10.0.10.110:/tmp

pscp setup product.sh root@10.0.10.110:/tmp

Hdanee nepengnrte K NyHKTY 2.

6) Mpu ncnonb3oBaHMU TepMUHaANbLHOW NporpaMMmel, Hanpumep, Putty Configuration, ykaxute
agpec nHTepdeinca wniosa ethl - 10.0.10.110 (PucyHok 57).

2% PUTTY Configuration

Categony:
- Sessian Basic options for your PuT T seszion
Logaing — Specify your connection by host name or IP address
= Terminal Hoszt Mame [or IP addresz) Part
-~ Reyboard [10.0.10:110 22
- el Protocol;
G s O Raw  C Tehet ¢ Rlogn & SSH
-‘i"-I:'I:'EE'_’E"”'3E — Load. zave or delete a stored sesgion
""BEhaWDP' Saved Sessions
- Tranzlation
- Selection
- Colours Default Settings Load |
[=]- Connection S ave
- Priosy
- Telnet Delete
- Rlogin
=-55H
- Auth
gjgzels Cloge window on exit: .
 Always © Mever % Onlyon clean exit
About | Open I Cancel
PucyHok 57

Ha wrnio3e cospante kartanor, Hanpumep, /tmp. CkonupyihTe kaxabli ckpunT B Oydep,
npenBapuTeNnbHO OTKPbIB ero, Hanpumep, B Wordpad, Tak Kak OHWM SIBNSATCA TEKCTOBLIMM
dannamu. Nocne oTKPbITUA TEPMUHANBHOW CECCUM CO LUM30M 3aanTe KoMaHay:
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cat > /tmp/setup upagent.sh

Mocne HaxaTtusa Enter BCTaBbTE CKOMMPOBaHHbIN cKpunT u Haxxmute Ctrl-D (PucyHok 58).

(=} —

£ rootimcspgate:~
login as: root
Sent username Mro

all VFNUPRLgent

rnF5To
TwHmLIEp

$FILE NAME
"UPLgent/bin/init.sh §FILE NAME

SFILE MANE
§RET

[root[
PucyHok 58
AHanornyHbImM 06pa30M AO0CTaBbTe Ha L3 BTOpOM cKpunt setupiproduct .sh.

N3ameHuTe npaBa oCTyna K CKpuntam, BbINOJIHMB JI0OKalibHO Ha LWIK3€e KOMaHObl:

[root@cspgate ~]# chmod +x /tmp/setup upagent.sh
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[root@cspgate ~]# chmod +x /tmp/setup product.sh
3. Sal'lyCTVlTe JTOKaribHO CKpUNTbI HA BbIMOJIHEHUE!

[root@cspgate ~]# /tmp/setup upagent.sh

warning: /packages/VPNUPAgent/libidn-0.6.5-1.1.1386.rpm: Header V3
DSA signature: NOKEY, key ID 8562897

Info: libidn is installed successfully

Info: Link /var/log/upagent to /tmp is created successfully
Info: VPNUPAgent is installed successfully

Adding new rndm:

Nick name: cpsd

Name device: CPSD RNG

Level: 1

Succeeded, code:0x0

File decompression...

cacert.cer
reg.txt
settings.txt

...Done
Starting VPN UPAgent watchdog daemon.done.

Initialization is successful

Mpn 3anycke ckpunta setup upagent.sh BbINOHAETCA NPOBEPKa - YCTAHOBIEH N NPOAYKT
VPNUPAgent (KnueHT ynpaeneHusi). Ecnn oOH elle He yCTaHOBMEH, TO YyCTaHaBMBaKTCS
HeobxoouMmble OUCTPUOYTMBBI W HacTpavBaeTcs cpeda yHKunoHmpoBaHus. B npouecce
YCTaHOBKU ANCTPMOYTUBOB BO3MOXHbI MHTEPAKTUBHbBIE 3aMpoChl HA NOATBEPXKAEHNE OEACTBUN.

OunctpubyTtuebl npoaykta VPNUPAgent pa3smelleHbl Ha MOCTaBMEHHOM LWUMO3e B KaTarnore
/packages/VPNUPAgent. Ecnn 310 He Tak, To B kaTanore ycrtaHoBneHHoro CepBepa
yrpaBneHnsa UMeeTcsa apxmB vpnupagent . tar, KOTOPbIA pasMeLleH:

s OC Red Hat Enterprise Linux 5
C:\Program Files\S-Terra\S-Terra KP\upagent\LINUXRHEL5\vpnupagent.tar

nina OC Solaris 10

C:\Program Files\ S-Terra\S-Terra KP\
UPServer\upagent\SOLARIS\vpnupagent.tar

Mepen 3anyckoM CKpPUNTOB CaMOCTOATENbHO AOCTaBbTe apXMB vpnupagent.tar Ha LUMO3,
npeaBapuUTenbHO CO3[aB Ha LUSo3e KaTaror:

mkdir /packages

[ns goctaBkn apxmBa UCMONb3YyNUTE, HANPUMepP, YTUINTY pscp . exe U3 NakeTa Putty:
pscp vpnupagent.tar root@10.0.10.110:/packages

W Ha wnto3e BbINOMHUTE KOMaHAab!:

cd /packages
tar xvf vpnupagent.tar

3anyctute BTOPON CKpUNT:

[root@cspgate ~]1# /tmp/setup product.sh
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4. Tlpu ycnewwHoM BbINOMHEHNM CKPUMNTOB YCTAaHOBUTCA coeanHeHne ¢ CepBepoM ynpaBneHus 4ns
NPOBEPKMN BO3MOXHOCTU CKaunBaHus 06HOBNEHMN. COCTOSIHUE KIMEHTa CHavana U3MeHUTCs C
waiting Ha updating.

ﬁ?PN UPServer console

File Groups cClients Tools Help
Clients |Settings|

List of groups  List of clients

~ lient ID | Condition | .ﬁ.ctiv...l .ﬁ.pplie...l .ﬁ.dmini...l | Last au:...l Lask au:ti...l Groun |

updating 0 0 CIHLIME 10.0,10,110

PucyHok 59

5. A 3aTtem Ha updating Ha active. B cocTtosiHum active KnMeHT rotToB Ans Nofy4eHnst HOBbIX
OBHOBREHNN.

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  List of clients

~ lient ID | Condition | .ﬁ.ctiv...l .ﬁ.pplie...l .ﬁ.dmini...l | Last au:...l Lask au:ti...l Group
i ONLIME 10,0,10,110

PucyHok 60

Copyright © S-Terra CSP 2003 -2012 37



C-Teppa KI 3.11

Hactponka u ynpasnenue yctponcteom ¢ CSP VPN Server/CSP
VPN Client

Co3paHue KnueHTa Ha CepBepe ynpaBneHus
Bo Bknagke Clients cosgagum rpynny, B HEN y4ETHYIO 3anncb KNMeHTa ANns ynpasnsiemMoro yCcTponcTsea, Ha
KOTOPOM yCTaHOBMEH unu 6yaet yctaHoBneH npoaykt CSP VPN Server/CSP VPN Client.

File Groups Clients Tools Help

Clients | Setkings I

List of groups  List af clients
H||I:|I'*r|f: ~clientID | Condition | Activ... | Applie.. | Adwini.. | .| Lastac.. | Lastach.. | Group |
gaten active 0 0 enabled QMLIME 10.0.10.110
all |pdatable | Unsuccessful |
Fird I Mexk | Prey |

Refresh |
Refresh kimeaut I 10 sec

PucyHok 61

1. [Ons cosganusa rpynnel BelgenuTe rpynny All clients, a B meHo Groups BbibepuTte npeanoxeHve
Create (PucyHok 62).

ﬂ?PN UPServer cons
File | Groups Clients 1

lis
Remanme ..
L Remove
[Move up
[ave down

PucyHok 62

B none Group name BBegute ums rpynnel, Hanpumep, Officel, B koTopon 6yayT co3gaHbl B
JanbHenwemMm KnmeHTbl (PyucyHok 63), n Haxmute OK.

Create new group x|

Parenk group narme I

Group Name I Officel

K I Cancel

PucyHok 63
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2. B wmeHio Clients Bbibepute npeanoxeHune Create (PucyHok 64).

E?PN UPServer console
File Groups | Clients Tools Help

Clients | Sgp|  SHEVL

Broperties. .,

List af grou

Condition | Activ...

Functions 3
ek packades. ..
Emable

Disable

Zlear

Remove
m

PucyHok 64

3. B okHe co3gaHus HoBoro knveHTa Create new client BBegute ngeHtudukaTop KnueHTa, Hanpumep,
server01, a B none Product package HaxmuTe kHonky E (PncyHok 65).

Create new client x|

Client ID serverll|

]

Product package

Device password

UPAQent settings

I Z\Documents and Setkingsiall Users\application O L., |

(0] 4 | Cancel |

PucyHok 65

4. B okHe VPN data maker (PucyHok 66) 3agante nonutuky 6€30nacHOCTM U BCe HAacCTPOMKN NPOAYKTa,
Hanpumep, CSP VPN Server 3.1, Bbibpas ero B none VPN product, a B none Crypto provider —
CryptoPro. Monntrky 1 HaCTPOMKM MOXXHO BBECTU BO BKNALKWN UMNn 3arpy3vTb U3 anna, a MoxHo
BOCMONb30BaTbCHA OKHaMu MacTepa, Haxas kHornky Run Wizard...

T?PN data maker - 0] %X
343

File Mode
WPM product ICSF‘ VPN Server 3.1 j Crypto provider ICr‘y'ptDF'rD j
L3P |CertiFicates I Keys I Settings I License I Interfaces I RMG containes I Software I

[T 5P farmat is cisco-like

Load From File. .. | Check. |

(0] 4 | Cancel |

PucyHok 66
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5. Bbibepute meToq ayTeHTUdMKaALUKM TaKoW xe Kak 1 y napTHepa - wo3a CSP VPN Gate, BBegnte
Takoe e 3HadveHue knova (PucyHok 67).

ﬁWizard - make ¥pn configuration (1,3} 5[

Ha nepean ware BaM Heofxo AHMG BEIGRATE THA aYTEHTHEHKSLHH,
AOCTYMHE! ABS METOAA A% TEHTHHMESUMK HA CERTHRMIKATAX M Ha NPEA0npe e neHHE:
KNHYax, Sa4aHTe NapareT bl 0AHOMD HE METOAO0E H Ha¥MHTE KHOMKY Mexk,

" Use certificate %' Use preshared key

Key name: ke
% From keyboard:
Key body: 1234567890key0 -]

" Fram File:

kKey file name; I |

Device identity bvpe IDeFault j value: I

Load... | Save... | = Back || Mext = I Cancel

PucyHok 67

6. B cneaytolwem okHe 3agaiTe NpaBuio Ans co3aaHus coeamHeHns ¢ CepBepom ynpaeneHus, npu
3TOM COefMHEHME C LeHTParbHbIM LUMH30M AOMKHO ObiTb 3aLUMLLEHHbIM, NS 9TOr0 HAXMUTE
kHonky Add (PucyHok 68).

EWizard - make vpn configuration {23} il
Ha 37om ware BaM Heobx0 MM 384aTe NpaEMna obpaboTkK CeTeEOro TpadMika,
AofaEsTe HeobxoAMMEIE NPaEHMNa 0BpatoTEH CETEEOrD TRAtMIKE M HAMMHTE KHOMKY Mexk,
Rule lisk;
Inkerface | Local IF Partner IP Services Ackion |
Ay Ay Ay Ay Pass
Up |
[ |
Edit. .. | Remove |
Load... Save... | « Back | Mext = | Cancel |

PucyHok 68

7. B none Network interface alias (PucyHok 69) nms nHtepdeinca He 3agaeTtcs — npasuno byger
npuBsisaHo Ko BceM UHTepdericaM. B obnacTtun napTtHepa ykaxute Bcto nogcetb 10.0.0.0/16
CepBepa ynpaBneHus, B kayecTBe |IPsec-napTHepa 3aganTte agpec nHTepdeiica wnosa 40.0.0.1,
3awuwarowero nogceTb ¢ Cepepom ynpasneHus. Haxxmure kHornky OK.
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Add Rule x|
Metwork interface alias I
—Local IF Addresses —Partmer IP Addresses
= fny € Any
" Cuskom ¥ Custom
IP Address | Subnet Mask, | IF Address | Subnet Mask, |
10.0.0.0 255,255.0.0
addl,, | Edit, .. | REm@vE | add. .. Edit... | Remove |
—Services and Protocols —Ackion
* any " Pass
£ Custom " Drop
Mare I Parks | {* Protect using IPSec
Tunnel IP Addresses of IPSec partner:
[" Use random IP Address arder
40.0.0.1 Up |
Du:uwnl
% add, . | Edit, .. | REm@vE | Edit... | Remove |
(] 4 | Zancel |
PucyHok 69

YBenuubTe NpMopuUTET CO34aHHOrO Npasuna
Next.

, ucnonb3ys kHonky Up (PucyHok 70), 3aTeM HaxXMuTe

@Wizard - make ¥pn configuration (2,3} ﬂ
Ha 3Tom ware BaM HeobxoAMMO 353A3TE NpaEMna 0bpatoTkK ceTeEoro TpadHKa,
AofaEeTe HEoDXOAMMEIE NPaEHna 0DpatoTKH CETEBOrD TRatdHKa M HAMMHTE KHOMKY Mext,
Rule lisk:
| Interface | Local IP | Partner IP | Services | Ackion |
Ay Ay 10.0.0.0/16 Ay Tunnelf{40,0.0.1)
Ay Ay Ay Ay Pass Up
Do |
Add | Edit. | Remove |
Load. ., Save.. | I <Back | | Mext = | Cancel |
PucyHok 70
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9. Bseaute gaHHble nuueH3un Ha npoaykt CSP VPN Server 3.1 (PucyHok 71).

E\Hizard - make vpn configuration {33} ﬂ

Ha aToM ware Ban Heobxo WMo 3343Tk NMHUEHZHK ANA paboTel YPN-YCTRORCTES,
JaaafTe NapaMeETpEl TMUEHSHA M HEXMMTE KHOMEY Finish,

—WPM product license

Product: |sERvER =
Cuskormer code: I DEMO
License number I 1
Licenise code: | 81FFED36ECE0Z 1BA
Load fram file... | Check License

— Crypto provider license

Serial number I F636R-Z0000-02x16-32NIR-Qa6HMN

Load... | Save, ., | + Back | Finish I Cancel

PucyHok 71

10. CoxpaHuTte BCe BBeAEHHble AaHHble, HaXXaB KHOMKY Save..., N ykaxuTe ums danna-npoekta B
nobdom co3gaHHOM Bamu kaTanore (PUcyHok 72).

Save 2| x|
Save jn; Ilb Projects j = i

Ff)distr
gatel.dsc

ky Diocum
-
=
by Computer
File name: Isewerml j | Save I
Saveastype:  |Project file [ dsc) =l Cancel |
PucyHok 72
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11. B okHe macTepa HaxmuTte kHonky Finish (PucyHok 71). Bce BBeaeHHble gaHHble ByayT oTpakeHbl BO
Bknagkax npoekta (PucyHok 73). Haxmute kHonky OK.

T?PN data maker - 0] %X
343

File Mode
YRR produck ICSF‘ VPN Server 3.1 j Crypto provider ICr}.-'ptDF‘rD j
L5p |CertiFicates I Keys I Settings I License I Interfaces I RMG containes | Software I

™ L5P Farmat is cisco-like

GlobalParameters § -
Title = "This L3P was automatically generated by S-Terra KP {cp) abt 2012.04.25 12:52:48"
Yersion ="3,1"
ZRLHandlingMode = BEST_EFFORT

i

LDAPSettings {
ResponseTimeout = 200
HoldConnectTimeout = &0
DropConneckTimeout = 5

]
IdentitvEntry auth_identity_01¢

i

AuthMethodPreshared auth_method_011
SharedIKESecret = "kewd"
Localll = auth_identity_01

IKEParameters |
DefaulkPort = 500
SendRetries = 5
RetryTimeBase =1
RetryTimeMax = 30
SACreationTimeMax = 60
InikiatorSessionsMax = 30
Responder3essionsMax = 20
Blacklog3essionsMax = 16
Blacklog3essionsMin =0
Blacklog3ilentSessions = 4
BlacklogRelaxTime = 120

Load From File, .. | Check, |

(0] 4 | Cancel |

PucyHok 73

12. B okHe co3fgaHus HoBoro knuneHTa server0l1 Takke Haxmute OK (PucyHok 74).

Create new client x|

Client I I serverd]

Product: package I CDocuments and Sethingsial Userstapplicat

Device passward I

UPAgent settings I ChDocuments and Settingsiall Users\spplication DL |

Ik | Cancel |

PucyHok 74
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13. CosgaHHOro KNueHTa nepesefunTe B aKTMBHOE COCTOSIHNE, BbIBPAB B KOHTEKCTHOM MEHIO
npeanoxenune Enable (PucyHok 75). MNMpouenypa Enable Heobxognma ans Toro, YT06bL1 B MOMEHT
uHcTannauun KnneHTa ynpaBneHus oH cMor cBadatbes ¢ CepBepom yrnpaBrneHus 1 npoBecTu
NPOBEPKY BO3MOXHOCTM NOny4eHns obHoBneHun. [locne nsmeHeHuns ctatyca knmeHTa Ha enable,
ans Hero 6yaeT cdhopmMupoBaHO NPoBepPOUHOE (TECTOBOE) OOHOBIEHUE, N COCTOSIHUE KIMEHTa
M3MEeHUTCS Ha waiting.

@H‘PN UPServer console

File Groups cClients Tools Help
Clients |Settings|

Lisk of groups  Lisk of clients

.ﬁ.!l clients -~ _lignk IC | Caondition | .ﬁ.ctiv...l .ﬁ.pplie...l .ﬁ.dmini...l | Last au:...l Last au:ti...l GEroup
O Fice Dfficel

Show...
Properties. ..
Create. ..

Update. ..
Functions k
Get packages. ..
Tt |
Disatle
iZlear;

Remove

PucyHok 75

Co3nanue auctpudbytusoB Knuenta ynpasneHus u CSP VPN Server/CSP
VPN Client

1. [Ansa cosganusa auctpmbytueosB KnuenTa ynpaeneHusa n CSP VPN Server ans knueHTa serverOl
BblOepuTe npeanoxeHne Get packages (PucyHok 76) .

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  Lisk of dients

.ﬁ.!l clients ~ lient I0 | Condition | .ﬁ.ctiv...l .ﬁ.pplie...l F'.u:lmini...l | Lask au:...l Last au:ti...l Group
O Fice Dfficel

serverll waiting sh
Show...

Properties. ..
Creake, ..

pdate. ..
Functions 4

Get pack
Enatle
Disable
Zleat

Remowve

PucyHok 76

Copyright © S-Terra CSP 2003 -2012 44



C-Teppa KI 3.11

2.

Browse For Folder

Select Folder For initilaze distributives of server0l client

YKkaxuTte katanor Ans coxpaHeHus amctpubytnsos (PucyHok 77) n Haxmute OK.

21|

=l [C5) Projects
lii'l certs
=l 5y distr
lii'l gatel
] o0l

Falder: I serverdl

Make Mew Folder |

PucyHok 77

3.

B ykasaHHbIN kaTanor 6yayT coxpaHeHbl asa hanna (PucyHok 78):

setup_ product.exe — AUcTpubyTUB Nnpogykta CSP VPN Server

setup_upagent.exe — AucTpubytuns npoaykra VPN UPAgent (KnueHT ynpasneHus).

B C:"Projects’distr'server0l

=10l %]

File Edit Wiew Favorites Tools  Help .1.'

0 Back - . - 1" | ,}:' Search | [~ Folders | = 3 X g | (-

Address | C:\Projects)distriserveral j a0

Folders X || Mame =~ | Size | Type | Date Modified

= 15 distr LI Esetupjmduct.exe 5,976 KB Application 12)z/2011 533 PM

) gaten o W cetup_upagent.exe 7,797 KB  Application 12{2}2011 £:00 PM
I serveril o

Kl | e

PucyHok 78

Uuctannauyna Knuenta ynpasneHuns u CSP VPN Server/CSP VPN Client

YcTaHOBKa NoAroToBMAEHHbIX AMCTPUBYTNBOB Ha ynpaBnseMoe YCTPOWCTBO OCYLLECTBNAETCS NOKarbHO.
[ocTaBbTe Ha ycTpONCTBO ABa dhanra n 3anyctute NHCTaNNAUUIo B crnegyowemM nopsgke:

CHavana setup_ product.exe

3aTeM setup upagent.exe.

Ecnu nopsigok nameHutb, To KnueHT ynpaBneHns cpasy nocrie yCTaHOBKM NOMbITaeTCs BbIATU Ha CBA3b C

CepBepoM ynpasneHys No HesaluLLEeHHOMY COeANHEHNIO.

1. Mpouecc yctaHoBku npogykta CSP VPN Server/CSP VPN Client onucaH B gokymeHTe («Cepsep
6e3onacHocTn CSP VPN Server. Bepcus 3.1. PykoBoacTtBo agmuHucTpartopa»/«KnneHt
6e3onacHocTn CSP VPN Client. Bepcus 3.1. PykoBoacTBO agMUHMCTpaTopay).

2. WHctannauua KnueHTta ynpasneHus (npoaykt VPN Upagent) 3anyckaeTcs nporpamMmmon

setup_upagent.exe. B nossusLiemcs okHe (PucyHok 79) HaxxmuTe kHonky [a.
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Extract distributive |

»._?/ WPM UPAgent For server0l will be installed. Do continue?

Aa I Het |

PucyHok 79

,D,J'Iﬂ npoAoIKEeHNA MHCTanNAUNNMnN HaXxXMmnTe KHOMKY Next.
il ¥PN UPAgent Setup o =]

Welcome to the VPN UPAgent
Installation Wizard

V.

[t iz gtrongly recommended that you exit all Windows programs
before running this setup program.

Click. Cancel to quit the zetup program, then cloze any programs
wou have running,  Click Mest to continue the installation.

WARMIMG: Thiz program iz protected by copuright law and
international treaties.

IInauthonzed reproduction or distibution of thiz program, or any
portian of it, may result in severe civil and criminal penalties, and
will be prozecuted to the maximum extent poszsible under law.

YWerzion: 3.11.12590

< Back | M et > I Cancel

PucyHok 80

BeibepuTe katanor ans uHctannsauum KnueHrta ynpasnexums (PucyHok 81).
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i ¥PN UPAgent Setup — |51 =)

Destination Folder

Select a falder where the application will be installed.

The Wize |nstallation ‘wizard will inztall the files for YPH URAgent in the following folder.
T o inztall inta a different folder, click the Browse button, and select anather folder.

Yaou can chaose not ta install ¥PH UPAgent by clicking Cancel to exit the 'Wise
Installation Wizard.

C:4Program Filesh U Pdgent®, Browse |

" Destination Falder

Wise |nstallation ‘Wizard®

¢ Back I Mext = I Cancel

PucyHok 81

B cnegnytoLem okHe NOATBEPAUTE FOTOBHOCTb K YCTAHOBKE U HaXXMUTe KHOMKY Next.

Mo 3aBepLUEHMIO HCTaNALUN HaxxMuTe KHonky Finish (PucyHok 82).

i ¥PN UPAgent Setup N ] B3

VPN UPAgent has been
successfully installed.

7

Click the Finizh button o exit this installation,

¢ Back | Finizh I Eanzel

PucyHok 82
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3. [lo 3aBepLueHuto ycTaHoBKN KnneHT ynpaBneHus nonbiTaeTcd yCTaHOBUTL CBA3b ¢ CepBepoM
yrpaBneHusa. 3ToT nNpoLecc MOXHO HabnoaaTb B KOHCONKW ynpasneHust npoayktom FileZilla Server
Ha Cepsepe ynpasneHus (PucyHok 83).

=
File Server Edt 2

|78 588 2 |[ce@-

[000097)4425/2012 13:32:03 P - [hot logged in) [(40.0.0107]: 331 Passwaord required for serverl ;I

(0000374252012 13:32:03 PM
(000097)4/25/2012 13:32:03 PM
(000097]14/25/2012 13:32:03 PM
(000037)14/25/2012 13:32:03 PM
(000097)4425/2012 13:32:03 PM
(0000374252012 13:32:03 PM
(Q00097)4/25/207 2 13:32:03 PM
(000097)14/25/201213:32:03 PM
(0000374252012 13:32:03 PM
(000097)4/25/2012 13:32:03 PM
(000097]14/25/2012 13:32:03 PM
(000037)14/25/2012 13:32:03 PM
(000097)4/25/201213:32:03 PM
(000037)14/25/2012 13:32:03 PM
(Q00097)4/25/207 2 13:32:03 P
(0000397]4/25/2012 13:32:03 PM

- [naot logged in) (40.0.0.101)> PASS

- zerverll [40.0.0.107] 230 Logged on

- zerver(l (4000107 PWD

-zarverdl (0007101 257 V" iz curent direchany.

- zerver0l [(40.0.0.101] CWD state

- zarverdl (0007101 2580 CwD successful. “fstate” iz curent directon.

- zerverdl (40.0.0.101] EPSY

- zarverll [$0.0.0101]: 229 Entering Extended Pazzive Maode [III15E1]]

- zerver(1 (40.0.0101]: TYPE &

- zepverll [(40.0.0.107]: 200 Type zet to b

- zerver(l (40007107 MLST

- zarver(l [40.0.0.101]: 150 Connection acceptad

- zerverdl [(40.0.0.101] 228 Transfer OF

- zerver(l (40007107 QUIT

- zepverdl (4000101 221 Goodbye j
- zerver(l (40.0.0101] disconnected. i

o/ | Accounk

P | Transfer |

| 2
&

11,979 bytes received |0 Bfs 49,989 bytes sent [0 B/s

PucyHok 83

4. Tlocne ycnewHoro CoOeAMHEHNs 1 NPOBEPKM BO3MOXKHOCTU MOSTydeHnst OOHOBMEHUI, COCTOSIHME
knueHTa Ha CepBepe ynpaBsreHust UaMeHUTCs ¢ waiting Ha updating, a 3aTem Ha active. 910
03HavaeT, 4YTo KnueHT ynpasneHns rotoB K ckauymBaHuio obHoBneHun (PucyHok 84).

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  Lisk of dients

.ﬁ.!l clients -~ _lignk IC |

Condition

| activ.. | applie.. | adwini... |

| Lastac...l Lastacti...l Group

B Ciffice1

setryver(l

CINLIMNE 40,0.0,101

Officel

enabled

PucyHok 84
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CueHapui nepexofa Ha ayTeHTU(PMKaLUIO C MCNONb30BaHUEM
cepTuchukaton

Mpeanonoxum, 4To Ha ynpaBnsieMoM yCTPONCTBE ycTaHoBMNeH KnneHT ynpasneHus, npogyktsl CSP VPN
Server un Kpuntollpo CSP 3.6. Ha ueHTpansHOM Lwino3e Takke yctaHoBneH KnneHT ynpaeneHus n
npoaykt CSP VPN Gate ¢ kpuntorpaduen Kpuntollpo CSP 3.6. [Ana ayteHTudukaumm oba npoaykra
NCNonb3yloT NpeaonpeneneHHbln kntod. TpebyeTcss M3MeHUTb MeToa ayTeHTUdUKaLMN — UCNONb30BaTh Ha
000KX yCTpONCTBax NokanbHble cepTudmkaThbl.

CLI,eHapVIVI nepexoda Ha ayTeHTVIq)VIKaU,VIIO C ncnosfib3oBaHnem CepTVICbVIKaTOB OCyLlleCTBIIAETCA B
HECKOJ1bKO 3TaroB:

1. Ha CepBepe ynpaBreHus ans KnmeHTa nogrotoBbTe 0OHOBMEHNE, KOTOPOE BKITHOYAET B cebs
Cny4variHyto nocrneaoBaTeNibHOCTb YNCETT, UMS KOHTEHepa AN KINoYeBOW Napbl 1 Naposb Ha
KOHTEWNHepP

2. nonyyuB OBHOBNEHWE, HA YyNpaBnNseMoOM YCTPOMUCTBE CO34aCTCH KroyeBas napa v 3anpoc Ha
cepTudukar

3. Ha Cepaepe ynpaBneHus nosBMTCA HOBast UHPOPMAaLINA O KITMEHTE - CO34aH KOHTEMHEP C KITHOYEBOM
napou u 3anpoc Ha ceptudukat. C CepBepa ynpaBneHusi OTOLNNTE 3anpoc B Y40CTOBEPSAIOLLNIA
LleHnTp, a 3atrem nony4mte CA 1 nokanbHbIN cepTudmkaTt Ans KnveHTa

4. Ha CepBepe ynpaBrneHust noarotoBbTe 06HOBIEHNE, BKHOYAlOLWEE HOBbIN JIOKamnbHbIN cepTudumkar,
CA cepTudukaTt 1 oTpeaakTMpOBaHHYO NONMUTUKY ANS AaHHOIO KNueHTa

[anee a3t atanbl pacnncaHbl I'IOﬂ,pO6HO.

[nsa co3gaHns KoyYeBOor Napbl Ha ynpaBnsieMoM YCTPOWCTBE HAa HEM OOIMKHA ObITb HACTPOEHa
BO3MOXHOCTb Ucnonb3oBaTb «McxogHbln MaTepuan».

Hactpownka [ICH Ha knuenTe ¢ OC Windows (Kpuntollpo CSP)

[na BO3MOXHOCTM MCMONb3oBaTh «CxoaHbI MaTepuman», Ha yrnpaBnsgemMmom YyCTPOMUCTBE 3anyctuTe
Kpuntollpo CSP 3.6 (PucyHok 85), Bo Bknagke ObopyaoBaHue Haxmute kHonky Hactpouts [ICYH. B
OTKpbIBLUEMCS OKHe npeanoxeHne «Kpuntollpo UcxogHbin MaTepuran» nepemMecTute B BEPXHIOK CTPOKY,
KaK NepBbIi AaT4YMK CriydanHbIX Ymcen n HaxmuTe kHonky OK. Ecnm Takoro [ICY HeT — pobaBbTe ero.

CeokcTea Kpuntollpo CSP il =
YnpaBneHve AaTuvKamMy CnyYaidHbIR UM 5[

AOnNonHKTENEHD I ANropHTHBbI | BesonacHocTE -
AATHHKH CNYHEHHEIX YHCEN |
OBWHE OA0py A0EaHHE
- ooino
T CHHTEIEATENH 33KPEITER KNHHEH 'u'l'lﬂn"n'g

MozEoNAeT A0QSEHTE MK YASNKTE CHEMTRIEATE
SAKPEITEL KNHIYER,

HACTROMTE CHHTEIEAT KpHnToMpo AHEI MaTepran

EHDnDrnl—lecKMﬁ A
T AATHHKH CUY4aAHBIX HHCEn " |

|:]|?]Iul:= MozE0NAET ADASEHTE MK YAanKTe AaTHHEH CF

prooo YHCEN,
HactpouTe A4, w‘ |

gj__ MozsonAeT 40DaEHTE MK YA3NHTE THMEI KAH-
= HOCHTENER,

~ THMEI KNHYEBEL: HOCHTENEHA

,ﬂ,u:uﬁaBHTb...l YAEMHTE | CEOACTEA |

0.4 I OTHEHA | HDMMEHHTbl

HACTpOMTE THMEI HOCKT

(0],4 OTHMEHA [NEHMEHHTE, | |

PucyHok 85
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Hactpouka [1ICY Ha knueHte ¢ CSP VPN Gate (Kpuntollpo CSP)

Ha wnto3e 6e3onacHocTtu, ncnonbaytowem CK3U «Kpuntollpo CSP 3.6» knacca KC1, HacTporika [1CH,
HasbiBaemoro «Kpuntollpo VcxogHbin MaTepuany, ocyLecTBNsIeTCA aBTOMaTUYECKW NPY MHCTaNnsumm
KnneHnTa ynpaeneHusa nokanbHo (CKpUNT setup upagent . sh Bbl3blBAET APYron CKPUMT
/packages/VPNUPAgent/install. sh):

/opt/cprocsp/sbin/ia32/cpconfig -hardware rndm -add cpsd -name 'CPSD RNG' -
level 1

/opt/cprocsp/sbin/ia32/cpconfig -hardware rndm -configure cpsd -add string
/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1

/opt/cprocsp/sbin/ia32/cpconfig

Mpwn ncnonb3zoBaHuun «Kpuntollpo CSP 3.6» knacca KC2 gononHMTENbHO aBTOMaTUYECKM BbIMOMHAOTCS
KOMaHgp!:

touch /var/opt/cprocsp/dsrf/dbl/kis 1
touch /var/opt/cprocsp/dsrf/db2/kis 1

/etc/init.d/vpngate stop
/etc/init.d/cprocsp restart
/etc/init.d/vpngate start
nOCJ'Ie,D,HI/Ie 3 KOMaHObl NpuBeayT K pa3pbiBY 3aLlUUNLLEHHbIX COGD,VIHeHVIVI, NO3TOMY MHCTANNALUUKO KnneHnta

ynpasneHna Haao BbINOJNHATL JTOKarbHO, a He yaaneHHO U 3T KOMaHAbl MOXHO 3aMEeHUTb nepesarpy3K0|7|
Lno3a.

Hactponka [1ICY Ha knueHTe ¢ CSP VPN Gate (S-Terra)

Ha wnto3e 6e3onacHocTy, ncnonbaytoiem CK3U «S-Terra», aBTomaTnyecku nobaensertcs B dann
/etc/S-Terra/skzi.conf OMNMUCaHWE UCTOYHUKA CIyYaiHbIX YACEN U3 BHELLUHEN raMMbl:

RNG=/opt/VPNagent/lib/1libConsBioRNG.so, /opt/VPNagent/lib/1libExtGammaRNG. so

ExtGammaPath=/var/s-terra/gamma

Hactpoika [1CY Ha knueHTe ¢ CSP VPN Server (S-Terra)

Ha cepBepe 6e3onacHocTu, ncnonbayowem CK3U «S-Terra» HyXHO 406aBUTb B chann
C:\Program Files\S-Terra Server\skzi.conf ONMcaHWe UCTOYHUKA Cry4anHbIX YnNcen n3
BHELUHen raMmmbl (dobaBnsemMas YyacTb BblAeneHa XMPHbIM LPUATOM):

RNG=C:\Program Files\S-Terra Server\ConsBioRNG.dl1l,C:\Program Files\S-Terra
Server\ExtGammaRNG.d1l1l

ExtGammaPath=c:\gamma

Hactpoika [1CY Ha knueHte ¢ CSP VPN Client (S-Terra)

Ha knueHTe 6e3onacHocTu, ncnonbaytowem CK3UN «S-Terra» HykHO fo6aBuTb B chann

C:\Program Files\S-Terra Client\skzi.conf OnMcaHue UCTOYHUKA Cry4anHbIX Yncen n3
BHELLHeWn raMmmbl (dobaBnsieMas YacTb BblAereHa XMPHbIM LPUATOM):

RNG=C:\Program Files\S-Terra Client\ConsBioRNG.dl1l,C:\Program Files\S-Terra
Client\ExtGammaRNG.dll

ExtGammaPath=c: \gamma
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Co3pgaHue 0OHOBNEHUSA C NapaMeTpamu KNKYeBON Napbl U 3anpoca Ha
cepTudukar
1. Ha ynpasnsemom yctporictee ¢ OC Windows B «Kpuntollpo CSP» gonxeH 6bITb MHCTannMpoBaH
cuuTbiBaTENb, Hanpumep, PeecTp.

2. Ha CepBepe ynpasneHus cpasy ons AByX YCTPOWCTB co3fante OOHOBNEHUSA Ans reHepaymu
KMNto4eBOW Napbl 1 3anpoca Ha cepTudukaT Ha 3TuX ycTporcTeax. [oatomy Belgenute B Tabnuue
CTPOKM C KNneHTamn n Bbibepute npegnoxeHme Functions — Key pairs — Generate (PucyHok 86).

E?PN UPServer console

File Groups cClients Tools Help
Clients |Settings|

List of groups  List af clients

~ Client IO | Condition | .ﬁ.ctiv...l .ﬁ.pplie...l .ﬁ.dmini...l | Last au:...l Lask au:ti...l Group

i OFficel

Show...
Properties. ..
Create, ..
Update. ..
Functions
Get packages. .. Log k EMMOYE, ..

Enable
Disable
iZlear;

Remove

PucyHok 86

3. B oTkpbiBlIEMCA OKHE (PricyHOK 87) 3anonHuTe TornbKo ABa Nons — 3afaiTe Naposb Ha KOHTEWHep U
ero noaTBepXXaeHue, B KOTOPLIV OyAeT pasMelleHa kroveBasi napa Ans fiokanbHoro ceptudukaTra.

Make key pair x|

Client 10 I gated, server0l

Creation time | 4/2512012 j | 7:58:15 PM =

Conkainer name I

Container password I Aok

; ekt eokokok
Confirm password I |

Certificate subject I Ch=Certificate of client %UPAgentID%:

O I Cancel

PucyHok 87
OkHo Make key pair nmeet cnegytouime nons:

+ Creation time — Bpewms, korga CepBep ynpasneHust caenaeT OocTynHbiM ana KnveHTa
ynpaBsrneHus oGHOBMNeHWe, coaepalllee HeobXxoanMble AaHHbIe NS CO3OaHNsA KIoYeBon
napbl 1 3anpoca Ha cepTudukat
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+ Container name — nms KOHTENHEpPa Ha YCTPOWCTBE, B KOTOPbLI OyaeT 3anvcaHa KroyeBas
napa. Ecnu aTo none He 3ajaHo, To UMA KOHTenHepa ByaeT nogobpaHo aBTomaTudecku. Mpu
YKa3aHUN MMEHN OHO AOMKHO BbiTb YHUKaNbHbIM U BKIIOYATh UMS CYUTbIBATENS, €CNN Ha
yrnpaBnsieMoM yCTPOMCTBE MHCTaNNMPOBaHO HECKOMbKO cuuTbiBaTenen. Hanpumep,

\\ .\HDIMAGE\HDIMAGE\\contl
\\.\REGISTRY\contl mmam REGISTRY\\cont2
\\.\FAT12 A\cont3 unm FAT12 Al\cont4

+ Container password — napornb Ans 3aWwnTbl KOHTeHepa. Ecnu aTo none He 3agaHo, To
naponb Ans KoHTenHepa 6yaeT cYMTaThbCs NyCTbiM

+ Confirm password — none ang noBTopHOro Beoga napons. [JomkHo coBnagaTtb CO
3Ha4yeHmem Container password

+ Certificate subject — cTpoka, ucnonb3yemasi B kayectBe nons Subject npu cosgaHum
3anpoca Ha cepTudukar. B aTon cTpoke MOXHO MCMOMb30BaTb MaKpOChl, TaKne Kak
%UPAgentiD%, %UPAgentGroup% u T.n, kOTopble OyayT 3aMeHeHbl Ha UX 3HayYeHus (CMNCOK
MaKpOCOB, KOTOPbIE MOXHO MCMONb30BaThb, COBNAAaeT C NepeMEHHbIMU, NepeJaBaemMbiMy B
darin cook.bat npu ero 3anycke).

4. Tlpu HaxaTtum kHonkn OK npepgnaraeTcs BbINOMHUTE «Bronornyeckyto» nHnumnanmsaumo CH —
NMOHaXVManTe KnaBuLLKM UIKM NepemellanTe ykasatens Mbiwn (PucyHok 88). Ecnv Ha CepBepe
ynpaBneHust yctaHoBneH annapatHeli CY, To gaHHOe OKHO He BbIBOAMTCS.

KpunTolpo CSP x|

(Hu=H
BHONOrHHECKHA AaTHHE ChyHaRHER: YHoEn

Y&

HawHmManTe KNasHWH MK I'IEFIEMELLI,ElﬁTE YEazaTeNE
MEILH H34 3THM OKHOM 40 TEX NOop, NoK3 KNHY He ﬁ';.-'.ﬂ.ET
CoO3A8H. ..

II"-J:::nel

TI11
OTHEHS |

PucyHok 88

5. Tlocne atoro B Tabnuue NosiBATCS HoBble OOHOBMEHUS C NapameTpamm KroYeBbIX nap 1
KOHTEeHepoB A1 AaHHbIX KnMeHToB (PucyHok 89). KonnyecTBo akTMBHBLIX 06HOBIEHUI (cTonbeL,
Active updates) ysenuuutca Ha eguHuLy.

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

Lisk of groups  Lisk of clients

~ lient ID | Condition | .ﬁ.ctiv...l .ﬁ.pplie...l .ﬁ.dmini...l | Lask au:...l Lask au:ti...l Group

i Office]

PucyHok 89

6. Yepes HekoTopoe Bpems 06HOBMNEHWs ByayT NpMMeHeHbl Ha YCTPOWCTBaX, YTO OTpasvTcs B Tabnuue
Ha CepBepe ynpasnenusi (PucyHok 90). KonnyectBo ycnelwHbiX NPUMEHEHHBIX 0OHOBEHNI
YBENMUYMTCA Ha eQuHMLY, @ KONMMYECTBO rOTOBbIX K CKAUYMBAHMWIO - YMEHBLUUTCSA HA eAMHULLY.

Copyright © S-Terra CSP 2003 -2012 52



C-Teppa KI 3.11

@H‘PN UPServer console

File Groups cClients Tools Help
Clignts |53ttings|

List of groups  Lisk of dients

| Condition

< Clienk ID

PucyHok 90

Co3pgaHue Ha KNWeHTe KN4eBOMW Napbl 1 3anpoca Ha cepTudukar

B pesynbTaTe Ha Kaxaom ycTponctee ByaeT co3gaH KOHTEMHEP C KIMHoYEBOW Napon 1 3anpoc Ha
cepTudmKaT, KOTopble MOXHO yBUAeTb Ha CepBepe ynpasneHus. [ns BblAeNEeHHOro KIneHTa B
KOHTEKCTHOM MeHI0 BblibepuTte npeanoxeHne Show (PucyHok 91).

ﬂ?PN UPServer console

File Groups Clients Tools Help

Clients | Setkings I

List of groups  List af clients
~client D | Condition | Activ... | Applie.. | Adwiri.. | .| Lastac.. | Lastact...
L Officel gatel at 0 ORLINE 10,0,10,110
server] ackive 0 1 m CMLIME 40.0.0.101
Properties, ..
Create, ..
Update. ..
Functions k
PucyHok 91
ﬂ[lient information: gated - 0] x|
Client ID | gaten
Date of information |5E'lt Apr 14 14128148 2012 Refresh |
YPM updaker I YPN UPAgent 3.11,12459
VPN produck I Z5P WPM Gate {cpd 3.1.10330

I,
conkainer name: 1, \HOIMAGEYHDIMAGE ) »pr4Fas057 -]
iz used: FALSE
password id: 31930C6A-05EF-41E9-ADBF-660104534549F
certificate subject: Ch=Certificate of dient gatel
----- BEGIM CERTIFICATE REQUEST-----
MIIBEDCEYAIBADAMMSQWIgY DY OO DEtDZ X I0aW Py 2FOZSEvEiBbaElbngg
Z2FOZT A zAcBg Y ghOMCARMWEGYHE oUDAGLIADYHK oD AGIeAONDAARACK M
AgkaFQURwiFsMOySeFfaHSaorSmoeHhTZ0dHecal 764 Jc3HMRw L chw 2 Tk
+ 7Ll 2w SN+ sgg 355IEF 1 ZaA2MDOECSqGESIbED0E IDERMELwDg DYROPADH)
BACDAGTWIMEMEA 1L I00MMAGECCsGAGUFCAICMAGEBIRAWIC AwMEABMg v
Im7PwRPI7s01 13nInpThtE:xtg3WoIHmHEYeiadrEIPdS 3B 7+ THEL w34l +xqE
b FHMOSZ 7 xixRdDgol )=

PucyHok 92
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Bo Bknagke Containers ans gate0 nosiBUNach 3anucb 0 Co3gaHHOM KOHTenHepe (PUcyHOK 92):
e container name — MMsl CO30aHHOIO KOHTENHepa

e is used: FALSE — npu3Hak TOro, 4To KOHTelHep ewe He ucnonb3yetcs npoaykrom CSP VPN Gater,
TaK Kak cepTudmkaT He co3aaH

e password id — yHuKanbHbI OAEHTUMUKATOP Napons K KOHTEHepPY

e certificate subject — cTpoka, koTopasi ucnonb3oBarnack B kKayecTBe nons Subject npu cozgaHum
3anpoca Ha cepTudmkat

e Teno 3anpoca Ha cepTudukar.

Ins knveHTa server01 KOHTENHEp pasMeLleH B Registry ynpaensemoro ycTpoiictea (PucyHok 93).

ﬁ[lient information: serverdl =10 x|
Client 1D | serverdl
Dake af informakion I Thu Apr 26 15:24:44 2012 Refresh |
YPM updater I VPN UP&gent 3.11.12590
WP product I CSP WP Server (cp) 3.1,10330

UPLog | UPSettings I YR log | L3P I Certificates I Keys I License I Interfaces :

conkainer name: |\ \REGISTRY\REGISTR Y\ »prdfao30af

iz used; FALSE

password id: 3115EBFD-D133-41E4-6947-1F54 1 9FEZ4D4,

certificate subject: Chi=Certificate of client serverdl

----- BEGIM CERTIFICATE REQUEST-----
MIIEGzCBywIBADARMSow 1Y DYOODEXSDE R I0aWZpY 2F0Z SEvTiBibGIbrcg
c2vdmiy MDEwY ZAcBgYgh M ARMWEDYHK aLDAGLADYHE oLDAGIeACMDALRA
[Be7uzyqCDpEEMAPEQUFLEY xERtL4aH IwMFFpZEdyk NEoBHHCacY + /01 EfK
pk3tZigdt41IB0 1 gERbeSqPEiaAZMDOECSqE5Ih300E IDERMELIWDigY DY R.OP
AOHIBAODATTWIMEMGA 1 UdIQOMMASGCCsEANUFCAICMAGERIgRAwICAWNEAAsz
e0UmDyErkSDmgdTwbel ThF4lzuGhy CMYF3xk+nul0GsHDGTEY I okt Hd X5R,
3uaxBOLFSMULOZodP:cW K=

PucyHok 93

Co3naHue ceptudukara

3anpoc Ha cepTudukaT ckonupymnTe us Bknagku Containers, otownurte B LieHTp cepTudukaumm,
ucnonb3y4, Hanpumep, cpeactaea Microsoft Windows CA (PucyHok 97).

1. Ha Cepsepe ynpaBneHus 3anyctute Microsoft Internet Explorer, B none Address
YKaxuTe agpec Ygoctosepswulero LieHTpa n ytunuty certsrv (Certificate Service).

[nsa uenen TecTMpoBaHNS MOXHO HaAcTpouTb Yaoctosepsowmi LieHTp Ha CepBepe ynpasneHus
(HacTporiky YL cm. B gokymeHTe «[lMpunoxeHue» k MNporpammHomy komnnekcy CSP VPN Gate).
B atom cny4ae Habepute http://127.0.0.1/certsrv/.

2. B nosiBuBLUEMCSH OKHE BbiCBEYMBaETCA umsa YaocTtoepsiowlero LleHTpa — B Hawewm cnyyae S-Terra
CA. BbibepuTe npegnoxeHme Request a certificate.
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/2 Microsoft Certificate Services - Microsoft Internet Explorer i =10l x|

File Edit View Favorites Tools  Help | -,'

Qback ~ €3 -~ [ [ | ) Search <7 Favorites 421 | (- & B

Address [ &] http:{[127.0.0.1 certsr/ R~ K= |Links »
-

Microsoft Certificate Servi - S-Terra CA

Welcome

lUse this Web site to request a certificate for your Web browser, e-mail client, ar other
program. By using a certificate, you can verify your identity to people you communicate with
over the VWeb, sign and encrypt messages, and, depending upon the type of cerificate you
request, perform other security tasks.

You can also use this Web site to download a cerificate authority (CA) certificate, cerificate
chain, or certificate revocation list {CRL), or to view the status of a pending request.

For more information about Certificate Services, see Cettificate Services Documentation.

Select atask:
Request a cerificate

Wiew the status of a pending certificate request
Cownload a CA certificate, certificate chain, or CEL

a1

|&] Dore l_ I_ ’_ ’_ l_ @ Trusted sites
PucyHok 94

3. [Hanee BbibepuTe hopMy paclUMPEHHOro 3anpoca — NpeanoxeHne “advanced certificate

request”.

“JMicrosoft Certificate Services - Microsoft Internet Explorer i ] 4|

File Edit Wiew Faworites Tools  Help | -:,'

QBack -~ 3 - ¥ ] @ | ) Search <7 Favorites £ | -t B

Address I@ http:/f127.0.0.1 certsry foertrqus, asp j e] |Links »
r

Microsoft Cerificate Services - S-Terra CA Home

Request a Certificate

Select the cerificate type:
Wieb Browser Certificate
E-Mail Protection Cerificate

Or, submit an advanced certificate request.

i€l l_ l_ l_ I_ l_ |® Trusted sites

PucyHok 95

N | K

4. Y10o0bl BCTABUTL CKOMMPOBaHHLIN B Bydhep 3anpoc BbibepuTe npegnoxeHne “Submit a
certificate request ..”.
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5.

‘23 Microsoft Certificate Services - Microsoft Internet Explorer 1Ol x|

File Edit ‘iew Faworites Tools  Help | 1',"

aBack T ed T Iﬂ |i'| :‘_. | ,'j Search :‘1? Favarites &1 | [~ & =

Address I@ http:f127.0.0.1 certsrycertrgad. asp j Go | Links **
-

Microsoft Cerificate ! S-Terra CA& Home

Advanced Cerificate Request

The policy of the CA determines the types of certificates you can request. Click one of the
following options to:

Create and submit a request to this CA.

Submit a cerificate request by using & base-B4-encoded CMWC or PKCS #10 file, or
submit a renewal request by using a base-B4-encoded PKCS #7 file.

l&] I_ I_ l_ I_ I_ | @ Trusted sices v

PucyHok 96

BcTaBbTe cKONMMpPOBaHHbIN 3aMpoc U HAXXMUTE KHOMKY Submit.

a Microsoft Certificate Services - Microsoft Internet Explorer _ |D|l|
File Edit Wiew Favorites Tools  Help | ..1[

Address I@ http:f127.0.0.1 certsrycertrgzt. asp j Go | Links *

Microsoft Certific CA, Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
certificate request or PKCS #7 renewal request generated by an external source (such as a
Web server) in the Saved Request box.

Saved Request:

Base-Bd-encoded |[MIIEGDCEVAIBAD eMSOwIgYDVOODExtDZEI0alIp

certificate request |Z2F0ZTAwY z Ac By Y qhONCALNYE g THEUD Ay I AQYE

(CMC ar ZEVAWVIALONERp YwipIv/2P4ELOS3g+8MhilYyE071

PECS #10 or pYCihEalcgFES+Tobisj+al2 MDOGCSgGS ILIDOET

PECS #?)Z BAQDAgTwHBHGJ‘.lUdJQQHHLDGCCSGLQUFCLICHRg_GIj
»

4| |
;
|@ Daone ’_ ’_ I_ ’_ I_ |0 Trusted sites Y

PucyHok 97

 Microsoft Certificate Services - Microsoft Internet Explorer o [m] 4|

File Edit Wiew Favorites Tools  Help | o

L
Address I@ http:f{127.0.0.1 certsry certfnsh, asp j G0 | Links *

Microsoft Certificat S-Terra CA, Home
Certificate Issued

The certificate you requested was issued to you.
& DER encoded or € Base 64 encoded
Download certificate
== Download certificate chain
|&] Dore [ [ [ | |é mrustedsites
PucyHok 98

N | K
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6. BbibpaB npegnoxeHue «Download certificatex», COXpaHUTE NOKanNbHbIN cepTudmkaT ons
gate0 Ha CepBepe ynpasneHus. Takke coxpaHute B ¢hann CA ceptudumkart.

7. Takxke BcTaBbTe 3anpoc v ans server01 n nonyumte ceptudmkat. [Ins coxpaHeHUs NoKanbHOro 1
CA cepTudmkaTta B 0AHOM parine MOXHO BblbpaTb npeanoxeHne Download certificate
chain (PucyHok 98), coxpaHuB B popmate PKCS#7.

8. [lBa co3gaHHbIX nokanbHbIX cepTudukaTta ans knueHtos gate0 u server01, a Takke CA ceptudukar
coxpaHeHbl Ha Cepsepe ynpasneHus (PucyHok 99).

il 8 C:'Projects'certs - |EI|5|
File Edit \Miew Favorites Tools Help | .1.’
iJBack » | - T | - Search [ Folders | i ) | =
Address |5) Ci\Projectsicerts j o
Folders X || Name =~ I Size I Type I [rake Modified I Akkri
= ) Projects ;| Eca.cer 1KE Security Certific,,, 12/27(2011 2:47 PM &
) M- | |Edgaten.cer LKE Security Certific... 4/26/2012 L48PM A
3 distr = (2 servernl p7h ZKE PKCS #7 Certifi,.,  4/26/2012 3:59 PM &
1| | _"l_l 1 | B
PucyHok 99

Co3zpaHne 0OGHOBNEHUSA C HOBbLIM CePTM(UKATOM AN W3a

File Groups cClients Tools Help

Clients | Settings |

List of groups List of clients

“ _lient ID| Condi... | Ackiv, . | Applie, .. | .ﬁ.dmini...l | Last active time Last ackiv, .. | Group

gatel 10.0.10,110

e OFficel | || serverDl active 0 Show... OMLIME 40.0.0.101 Officel
Properties. ..
Create. ..

PucyHok 100

1. Ha CepBepe ynpaBneHnsa B KOHTEKCTHOM MeHK0 BblbepuTe npeanoxeHune Update (PucyHok 100).

2. B oTkpbiBweMca okHe Update client Haxmute kHonky E (PucyHok 101).

Update client |

Client 10 | gatel

Creation time | 4/26/2012 j | 4127113 FM =

Product package || E | |

W Do not send binary code of product package

UPAgent Folder I

UPAgent settings I e |

Extended data I

[ Send current UPServer CA certificates ko clisnk

QK I Cancel

PucyHok 101
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3. B okHe VPN data maker neperngute Bo Bknagky Certificates (PucyHok 102) n B obnactu Trusted
CA certificates HaxmuTe kHonky Add.

T?PN data maker -0
3i3]

Fil=  Mode
WPM product |C5F'_"."F'N Gate 3.1 j Crypto provider ICr':.-'ptDF‘rl:l j
L5P Certificates |Ke~;.-'s I Settings I License I Inkerfaces | RMG conkainer I Software I
Truskted CA certificates
Subject | Issuer | Serial Mumber | Wi, ., |

Remove

Local certificates

Subject | Issuer | Serial Mumber | Conkainer name Modifs ..

[ iosir..

fdd. ..

W
[

Remove

Remote certificates

Subject Issuer | Serial Mumber Wi, .,
Add...
Remowve

CRL=s
Issuer | Effective date | Next update Wi, .,

fdd

Remove

Ud

Run \Wizard. .. (0] 4 | Cancel |

PucyHok 102

4. B oTkpbiBLIEMCS OKHe BbibepuTe cann ¢ CA cepTudunkaTtom

open 21 x|
Look in: IE} certs j " EF '

=) servernl . p7h

File narne: Ic:a.c:er j Open
Files of type: IX.EEIEI Certificate [*.cer” ort” pem;”. p7b;”. pf) j Cancel

[~ Open as read-only

gl

PucyHok 103

5. B cnegytouwem okHe Bbibepute CA ceptudpmkat (PucyHok 104).
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Select certificates x|

Subject | Issuer | Setial Mumber |

_MN=5-Terra CA  Ch=5-Terra CA

PucyHok 104

6. B pasgene Local certificates HaxmuTe kHonky Add (PucyHok 105).

TT?PN data maker - |0 =
343

File Mode

YPM produck ICSF‘ WPM Gake 3.1 j Crypka provider ICr}.-'ptClF'rl:l j

L5P Certificates |Ke~;.-'s I Settings I License I Inkerfaces I RMG conkainer I Software I

Trusted C4 certificates

Subject | Issuer | Serial Mumber | Wig, .,
59 F6 5F 39 AC 60 4: 47034865 FD D3 0.,

d

CM=5-Terra Ch CM=5-Terra Ch

fdd. ..

Remove

Local certificates

Subject | Issuer | Setial Mumber | Conkainer name Modifs ..

I

fdd. ..

!

Eemoyve

PucyHok 105

7. B oTkpbiBLIEMCH OKHE yKaxuTe dann ¢ nokanbHbIM cepTndukaTtom ans knventa gateO.

open 2] x|
Look. i Ilﬂ certs j = EF Ed~

File name: Igate[l.cer j Open I
j Cancel |

Files of type: IX.EEIEI Certificate [*.cer” crt” pem;”. p7b;”. pf)
[~ Open as read-only

PucyHok 106

8. BbiGepute HyxHbI cepTudmkat n Haxmute OK.

Select certificates x|

Subject | Issuer | Serial Mumber

CH=Certificake of client gatel = 4 15 62 24 00 00 |

(0] 4 I Cancel |

PucyHok 107
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TT?PN data maker - |0 =
343

File  Mode
YPM product ICSF‘ WPM Gate 3.1 j Crypka provider ICr}.-'ptl:lF'rl:l j
L5P Certificates |Ke~;.-'s I Settings I License I Inkerfaces I RMG conkainer I Software I
Trusted CA certificates
Subject |Issuer | Serial Mumber | Wig, ., |
CN=3-Terra CA CN=3-Terra CA SOFGSF 39 ACE042 85047 0534865 FD D3 0.,

fdd. ..

Remove

Local certificates

Pl

Subject Issuer | Serial Mumber Conkainer name Modify.. .
14 15 1 A HDIMAGE  HDTMAGE )4

0, 0000 ...,

CH=Certificake of client gatel  CH=5-Terra Ch

fdd. ..

Remove

!

1 | i

PucyHok 108

9. [Ang ueHTpanbHOro wo3a B NonmMTuke 6€30nacHOCTM K MeToay ayTeHTudukaumm ¢
ncrnonb3oBaHWeM NpegonpeaeneHHoro knya gobasbTe ayTeHTUMMKALMIO C UCNOMNb30BaHUEM
ceptudmkatoB. [1nsa sToro Bo Bknagke LSP gobaebTe cTpykTypy AuthMethodGOSTSign
auth_method_02, a B cTpykTypy IKERule gobaBbTe umsa metoga aytetudumkaumm -
auth_method_02 (PwucyHok 109):

AuthMethodGOSTSign auth method 02 (
LocalID = IdentityEntry( DistinguishedName = USER SPECIFIC_DATA )

LocalCredential = CertDescription( Subject *=
COMPLETE, "CN=Certificate of client gateO" )

SendRequestMode = AUTO
SendCertMode = AUTO

IKERule ike rule(
DoNotUseDPD = FALSE
DPDIdleDuration = 60
DPDResponseDuration = 5
DPDRetries = 3
MainModeAuthMethod *= auth method 01,auth_method_02
Transform *= ike trf 01,ike trf 02,ike trf 03,ike trf 04
DoAutopass = TRUE

10. Haxwmwute kHonky OK (PucyHok 109).
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@H‘PN data maker

Fil=  Mode
YPM produck ICSF‘_"."F‘N Gate 3.1 j Crypka provider ICr}.-'ptDF‘rl:l j
LsP |CertiFicates I Keys I Settings I License I Inkerfaces | RMG conkainer I Software I

[ LSF Farmat is cisco-like

=10l x|

E3PProposal esp_proposal_02(
Transform ¥=esp_trf_0Z

SPECIFIC_DATA )

I
IKERuUle ike_rulel
DoMaotUseDPD = FALSE
DPDIdleburation = &0
DPDResponseDuration =5
DPDRetries = 3
MaintModeduthMethod *= auth_method 01 8EN] gRyy=1 gt mae
Transform *= ike_trf_01,ike_trf_02,ike_trf_03,ike_trf_04
Dofukopass = TRUE

)

IPsecAction ipsec_action_01(
TunnelingParameters *=
TunnelEnkry]

ContainedProposals *= (esp_proposal_01),{ah_proposal_02,esp_proposal_02)
GrouplD *= VKO _1E,MODP_1024,MODP_1536,MODP_766
IKERule = ike_rule

PLETE, "CH=tCettificate of client gated" )

)]
KX 3
Load From File. .. | Check |
Fun Wizard. .. | (] 4 I Zancel |

PucyHok 109

11. dann c gaHHbIMKu ans npogykta CSP VPN Gate cosgaH (PucyHok 110), HaxmuTe OK.

Update client

X

client 10 | gatel

Creation time | 4z6/2012 j | 4127:13 PM

Product package I C\Documents and Settingstall Userstapplicatior

¥ Do not send binary code of product package

IPAgent Folder I

UP&agent setkings I

Extended data I

[ send current UPServer CA certificates to client

o] 4 |

PucyHok 110
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12. O6HoeneHune ans gate0 nogrotoBneHo Ans ckadmsaHus (PyucyHok 111).

@H‘PN UPServer console

File Groups cClients Tools Help
Clients |Settings|

List of groups  List of clients

~lientID | Condition | Activ... | Applie.. | adwini.. | .| Lastac.. | Lastacti.. |
- Officel atel updating enabled ONLINE 10,0.10,110
serverl] ackive 0 1 enabled CMLIME 40.0,0.101

PucyHok 111

13. llocne TOro kak LeHTpanbHbIN L3 CkadYaeT NoAroToBreHHoe obHOBNEHME N MPUMEHUT €ro, Ha
CepBepe ynpasrneHns MOXXHO NocMOTpeTb Bknaaky Certificates, BbibpaB B KOHTEKCTHOM MEHHO
npeanoxeHne Show, — CA 1 nokanbHbI cepTUdUKaT 3aperncTpnupoBaHbl B NPOAYKTE U
ncnonbsytoTcs (PucyHok 112).

ﬁ[lient information: gated -10O] x|
Client ID | gaten
Date of information I Thu Apr 26 19:18:02 2012 Refresh |
YPM updater I VPN UP&gent 3.11.12459
WP produck I 5P WPM Gate (cp) 3.1.10330

IUPLog | UPSetkings I YPH Iu:u;|| Lsp i iertificates | Keys I License I Inkerfaces | Containers | Soffbware I

Skates:

1 Skate: Active CM=3-Terra CA :l
Z State: Active CM=Certificate of client gated

i B

Descripkions:

1 Status; trusted -
Subject: CM=5-Terra CH
Issuer: CM=5-Terra CA
Walid From: Sun Mar 11 19:37:21 2012
Walid to:  Sak Mar 11 19:37:21 2017
Version: 3
Serial number: 59 Fa 5F 39 AC 60 42 80 47 03 44 65 FD D3 03 18
Signature algorithrm; G25T_R_341001 3411 (Crypko-Prao)
Public key: GOST R 541001(512)
Hash MDS: 90 1F BE AS 2C 1E 54 76 EC A7 BO 96 66 5F 02 F4
Hash SH&1: E4 DS E3 19 04 D9 A1 99 C0 70 7C AC 8C 8E 34 54 35 7F AC 21
DP[O]: URI=http:/fwinZ003csmCertEntallfS-Terra%20CA, ol IRI=File: [\ winZ003csml \ CertEnroli\5-Terr
CRLI[O]: CMN=3-Terra Ch
2 Status: local
Subject: CM=Certificate of client gated

Issuer: CN=5-Terra CA -
1 | r

PucyHok 112

14. Bo Bknagke Containers BMAHO, YTO Ha LEHTPANbHOM LUITHO3€ UCTONb3YEeTCA KOHTENHEP C KItOYEBOW
napon fokanbHOro cepTnugukata — is used: TRUE.
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ﬂ[lient information: gate0 -1O] x|
Client ID | gaten
Dake of informakion I Thu Apr 26 19;15:02 2012 Refresh |
YPM updater I VPN UP&gent 3.11.12459
WP product I Z5P WPM Gate (cp) 3.1.10330

UPLag | UPSettings I YPM log I LSP I Certificates I Keys I License I Interfaces

container name: i1, \HOIMAGE\HDIMAGE! | wpn4F395057

is used; TRUE

password id: 31930C6A-05EF-41E9-A0BF-66010454549F

certificate subject: Chl=Certificate of client gatel

----- BEGIN CERTIFICATE REQUEST-----
MIIBEDCEyAIBADAMMSOWIgYDVOODE DT I0a Wz Y ZF0Z SEvZiBibElbnog
Z2FOZTAw' zAcBg Y ghOMCARMAEGYHK oUDAGLAOYHK oDAgle AQNDAARADKME
AgkeFQUhwiFsMgySeFFSHIaorSmeceHhTZDdHecgl 764 Jo3HMRw L chiwZ TW0k

+ 7Ll 2w+ sggi 35XIEF 1 Zad e MDOECSqGE5Ib300E IDERMUwDg Y DYROPACH]
BAODAGTWIMEMEA 1 UdI00MMAGECCsGAQLFCAICMAGEEIGRAWIC AmMBABMgCy:S
Im7PwRPIZs01 13nInpThtE:xtgSWoIHmHZEY eiadrSIPASSE7 + THEL w34l +xqE

b/ 7HMOSZ 7 xixR dDgol )=

PucyHok 113

Co3pnaHue 0OHOBNEHUS C HOBLIM CepTdMKaTOM Ans cepBepa

%‘ O6paTtuTe BHMMaHWE, YTO Ha MOMEHT 3aMeHbl cepTudnkaTa Ha KNmeHTe ¢
= CSP VPN Agent, ero napTHepbl y>ke A0rmkHbl 6biTb HACTPOEHbI Ha paboTy ¢
Note HOBbIM cepTudukaTom Ha CSP VPN Agent.

1. CosgaHue oBHOBMNEHUS ANs cepBepa BbIMOMHAETCA TakkKe Kak U AN LeHTpanbHoro Wwo3a — B
KOHTEKCTHOM MeHIo BblibepuTe npegnoxernne Update (PucyHok 114).

ﬂ?PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

Lisk of groups  List af clients

~client D | Condition | Activ... | Applie.. | Adwiri.. | .| Lastac.. | Lastact...

~-Officel gaten ackive ] 2 enabled 2., OMLIME 10,0.10,110
SEryYer " enabled QRLIMNE 40,0,0,101

Show. ..
Properties. ..
Creake. ..
“ipdare. |
Functions 3
Get packages. ..
Enable

Disable

Zlear

Remove

PucyHok 114
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2. B cnepyiollem okHe HaxxMuTe KHOMKY E Ang Bbi3oBa OKHa ANnd BBoAa AaHHbIX (PucyHok 115).

Update client x|

Client ID I serverdl

Creation time | 4/26/2012 j | 5:24:09 FM

Product package I
¥ Do not send binary code of produck package

PAgent Folder I

UP#&agent settings I

Extended data I

[ Send current UPServer CA certificates to client

(a]4 | Zancel

PucyHok 115

3. TosiButcs okHo VPN data maker ¢ TekywmmMmm HacTporkammu npoaykta CSP VPN Server. [ins
nepexoga Ha ayTeHTUdMKALMIO C MCNONb30BaHNEM CEPTUMMKATOB B 3TOM Clly4ae BO3MOSb3yeMCS
OKHaMu MacTepa — Haxkmute kHonky Run Wizard.

@H‘PN data maker - 0] x|
File Mode
WP product ICSF‘ WP Server 3.1 j Crypho provider ICrvptDPrD j
L5P |CertiFicates I Keys I Setkings I License I Interfaces I RMG container I Soffware I
[T 5P farmat is cisco-like

LlobalParameters § =
Title = "This L3P was automatically generated by 3-Terra KP {cp) at 2012.04.26 13:57:14"
Wersion ="3,1"
ZRLHandlingMode = BEST_EFFORT

]

LDAPSetkings (
ResponseTimeout = 200
HoldConnectTimeout = &0
DropConneckTimeout = 5

]

IdentitvEntry auth_identity_01¢

AuthMethodPreshared auth_method 011
SharedIKESecret = "kewd"
Localllr = auth_jdentity_01

IKEParameters |
DefaultPort = 500
SendRetries =5
RetryTimeBase = 1
RetryTimeMax = 30
SACreationTimeMax = 60
InitiatorSessionsMax = 30

Load From File. .. | Zheck. |
Fun Wizard.. . | (a4 I Cancel |

PucyHok 116
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4. B nepBom OkHe MacTepa NocTaBbTe NnepeknoyaTens B nonoxeHne Use certificate. B none CA
certificate file HaxxmMuTe KHOMKYy ... .

ﬁ'ﬂizard - make ¥pn configuration (1,3) 5[

Ha mepeom ware Bam Heolxo HMD BRIODATE THA &% TEHTHDHKSLMH,
AOCTYMHE! ABS METOAA A% TEHTHHMEALMH Ha CERTHRMIEATAX M Ha NPEA0npEAEnEHHE:
KNHoYax, 3a4aHTE NapaMeTpbl OAHOMD HE MHETOAOE H HA¥MHTE KHOMKY Mexk,

{* Use certificate " Use preshared key
Ch certificate File: I
Device certificate File: I
Device conkainer name: I password; I
Key bype: I.ﬁ.utndetect j
Device identity type: IDeFauIt j walue: I
Load... | SEVE. .. | = Back | Mexk = | Cancel |

PucyHok 117

5. Bbibepute danin, B koTopom nexar asa ceptudumkara - CA cepTudukaT n nokanbHbIi cepTudukar
nnsa server01.

open 21
Look in: Il.f} certs j 4= Iﬁi Ed-

o] cacer
£ gatel.cer

icepverll,p7h
File name: Iserver[l'l pib j Open I
Files of type: IK.EDEI Certificate [".u:er;".u:rt;".pem;".p?‘c;".p?‘b;".ﬂ Cancel |

[~ Open as read-only

PucyHok 118

6. B oTkpbiBwemca okHe ykaxute CA ceptudmkat n Haxmute OK.

Certificates (storage: C:5Projects'.certs seryeril.p7h) ﬂ

Select user certificate

Subject Issuer
ZM=Certificate of client server0l Ch=3-Terra Ch

_M=5-Terra CA CM=5-Terra &

(0] 4 I Cancel |

PucyHok 119
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7. B cTtpoke Device certificate file onaTb HaXXMUTE KHOMKY ...

EWizard - make vpn configuration {13} El

Ha nepeom ware BaM Heobx0AMMo BRIBDATE THN &y TEHTHIMKEALHH,
AOCTYNHE! ABA METOAS &Y TEHTHGMIALMK HA CEPTHRMIEATAX W HA MPEA0NpE e NEHHE X
KnHoUax, 3a43NATE NApaMETREl 0AHOMD M3 METOADE M HIMMMTE KHOMKY Mext,

¥ se certificate i~ Use preshared key

& certificate File: I CM=5-Terra CA |

Device cerkificate File: I

Device conktainer name: I passward; I
Key bype: I.ﬁ.utndetect j
Device identity bvpe: IDEFauIt j wvalue: I
Load... | Save. .. | < Back | Mext = | Cancel

PucyHok 120

8. W ykaxuTte TOT xe dhain c cepTuukaTamu.

open 2 x|
Look in: Il.f} certs j e I'=‘_'\‘i‘E Ed-

= ca.cer
£ gatel.cer
iserver(l.p7h

File name: Iserver[l'l pib j Open I
Files of bype: IX.EEIEI Certificate [“.u:er;“.u:rt;“.pem;“.p?c;".p?b;“.ﬂ Cancel |

[~ Open as read-only

PucyHok 121

9. B OTKpbIBLLUEMCS OKHE YKaxKuTe nokanbHbIn cepTudumkaT ansa ynpasnsemoro ycrponcrsa server01 n
HaxmnTe OK.

Certificates (storage: C:5Projects'.certs seryeril.p7h) ﬂ

Select user certificate

Subject Issuer

_M=Cerkificate of client serverdl _h=3-Terra Ch
CM=5-Terra CA CM=5-Terra A

ok I Cancel |

PucyHok 122
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10. [MepBoe OkHO MacTepa 3anofHeHO He TOMbKO NONAMU C cepTudukaTaMmm, HO U aBTOMaTUYECKN
3anoNHAKTCA MOMsi C UMEHEM KOHTENHepa 1 naponem K Hemy. 9T AaHHbIe COXPaHSKTCA Npwu
co34aHuu 3anpoca Ha cepTuduKar.

ﬁWizard - make ¥pn configuration {13} El

Ha nepeon ware Bam Heobxo Mo BEIDpaTE THN &4 TEHTHRMEALHH.
AOCTYNHE! ABS METOLE Y TEHTHEMKALMK Ha CERTHMRMIEATaX M Ha NpeACnpe e NeHHEI
KNHYEx, 3aA8ATE NapaMeTpRl OAHOMD M3 METOAOE H HEMMMTE KHOMKY Mext,

{* Use certificate " Use preshared key

& certificate file: I CN=5-Terra CA |

Device certificate Ffile: I CM=Cerkificate of client serverll

Device container name:! I".".-".REGISTRV".REGI5TR"I" password! I******

Key bype: | Autodetect |

Device identity tvpe: IDeFauIt j value: I

Load... | Save... | = Bach || Mext = I Cancel

PucyHok 123

11. B none Device identity type namenute tTvn ngeHtudmrkaumoHHon nHpopmauum, nepecbiniaemom
napTHepy Npv CO34aHNM 3aLUMLLEHHOTO COeAMHEHMWS. YKaXunTe 3HadeHne Distinguished Name —
B KayecTBe ugeHTudurkaTopa napTHepy 6yAeT BbiCbiNaTbCa 3HaveHne nons Subject n3 nokanbHOro
cepTudumkaTta ynpasnsemMoro ycTpomcTBea, nokasbiBaeMoe B rnose Device identity value, ecnvn oHO
3agaHo B cepTudmkate. Haxmute kHonky Next.

EWizard - make vpn configuration (1,3) El

Ha nepeom ware BaM HeofxoAHMo BEIGRATE THA 3y TEHTHDHESLWHH,
AOCTYMHE! ABS METOAS AYTEHTHBMEALMK HA CERTHRMICATSX M HA NPeAonpeAeneHHE:
KNHodayx, 33430TE NAPAMETREL DAHOMD ME METOAO0E M HINMMTE KHOMKY Mext,

% |se certificate i~ Use preshared key

& certificate file: I CN=5-Terra C& |

Device certificate file: I Ch=Certificate of client server0l

Device conkainer name: I".".-".REGISTR"""'.REGISTR"?' passward: I******

Key bype: | Autodetect =l

Device identiby bype: walue: I CM=Certificate of clienl

Diiskinguishedrare

Load... SAVE.., = Bach: || Mexk = I Zancel

PucyHok 124
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12. B cneaywuiemMm OKHe npasuia octaBbTe 0e3 N3MEHEeHUs, HaXMUTe KHOMKY Next.

ﬁWizard - make ¥pn configuration {23} El

Ha 3Tom ware Bam Heofixo ko 3a4aTe Npaskna obpafoTkH ceTesoro Tpadmka,
AobaeeTe HeoOx0AMMEIE NPAEMNa 0OpatoTEH CETEEOrD TRAhHKS H HAMMHTE KHOMKY Mext,

Rule lisk:

Interface | Local IP | Partner IP Services | Ackion |

10.0.0.0/16 Ay Tunneli40.0.0,1)

.ﬁ.n .ﬁ.n Ay Ay Pass Up |

add... | Edit... | Feemove |

Load... Save... = Back || Mext = I Cancel |

PucyHok 125

13. [JaHHble N1LEeH3un ocTaBbTe 6€3 N3MEHEHMWIA U HAXXMUTE KHOMKY Finish.

ﬁWizard - make vpn configuration (3,3) 5[

Ha aTom ware Bav HeobxoAMMD Z343Te NHULEHSHK ANA paboTel YPM-YCTRORCTES.
3a8aATE NapameTpel NMULEHSHA M Ha¥MHTE KHOMNKy Finish,

—WPr product license

Product: ISER'-.-'ER =l

Customer code: I DEMO

License numbet: I 1
Licenise code: | 1FFED36ECB021BAS
Load Fram file.., | Check License
—Crypto provider license
Serial number: I 363ER-XHXXX-XXHXX-XXXHX-HXXKNl

Load... | Save. .. | < Back || Finish I Zancel |

PucyHok 126

14. [anee nosBnsieTca okHo VPN data maker, B KOTOPOM BCe BKMNaAK1 HAacTPOeHbl Ha ayTeHTUdUKaLuIo
C UCNonb3oBaHNeM cepTUdUKaToB, B TOM Yucne 1 nonutuka LSP. HaxmuTe kHonky OK.
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E?PN data maker

File Mode

=10l x|

WPM product ICSF‘ WPM Server 3.1 j Crypko provider ICr}.-'ptl:lF'rl:l

LsP |CertiFicates I Keys I Settings I License I Inkerfaces I RMG conkainer I Software I

™| LSE Format is cisca-like

GlobalParameters {

Yersion ="3,1"
CRLHandlingMode = BEST_EFFORT

i

LDAPSettings |
ResponseTimeout = 200
HoldConnectTimeout = &0
DropConneckTimeouk = 5

Il
1
o

uthMethoda0sTSign aukth_method_01¢
Localll = auth_identity_01

Load From file, .. | Check, |

Title = "This LSP was automatically generated by 3-Terra KP (cp) ak 20120426 18:41;19"

Run \Wizard. .. | (0] 4 I Cancel |

PucyHok 127

15. B cnegyowem okHe onATb HaxmuTe OK.

Update client

Clignt 1D I seryverll

Creation time | 4262012 j | 5:24:09 PM

Product: package I CDocuments and Setkingstall Users\applicatior

¥ Do not send binary code of produck package

LIPAgent Folder I

UPAgent setkings I

Extended data I

™ Send current UPServer Ca certificates bo client

84 |

Cancel |

PucyHok 128
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16. O6HoBneHune ¢ ceptTudurkatamm ansa server01 noaroToBNeHO U roToBO Ansi ckaymBaHusa KnneHtom
ynpasneHus (PucyHok 129).

ﬂ?PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  List of clients

~ Client IO | Condition | .ﬁ.ctiv...l .ﬁ.pplie...l .ﬁ.dmini...l | Last au:...l Last au:ti...l Group |
“ Officel active |:| 2 enabled 2.. OMLINE 10,0,10,110

enabled CMLIME 40.0.0.101

PucyHok 129

17. TNocne ero NnpUMEHeHNS Ha ynpaBrseMoM YCTpPOMCTBe BO Bknaake Certificates BUgHo, 4To Ha
ycTtpowncTee B npoaykte CSP VPN Server 3apernctpupoBaHo Tpu ceptudmkata — CA, nokanbHbIN 1
ceptudukat naptHepa (PucyHok 130).

ﬂtlient information: serverdl _ ||:||£|
Client ID I setverll
Date of information | Thu &pr 26 19:10:11 2012 Refresh |
YPH updater I VPN UP&gent 3.11.12590
YPM product I Z5P MPM Server (cp) 3.1.10330

IUPLag LIF‘Settingsl YPM log I LSP Certificates |Ke~;.-'s | License I Inkerfaces | Containers | Soffbware I

States:

1 State: Active CM=Certificate of client serverdl ;I
2 State: Active CN=5-Terra CA
3 State: Active CH=Certificate of client gated

Descripkions:

1 Status: local | -
Subject: CHM=Certificate of client serverdl
Issuetr: CH=5-Terra CA
Yalid From: Thu Apr 26 15;38:13 2012
Walid to:  Fri dpr 26 15:48:13 2013
Version: 3
Serial number: 14 83 DF 42 00 00 00 00 00 16 —
Signature algorithm: GOST_R_341001_ 3411 {Crvpto-Prao)

Public key: GOST R 341001(512)
Hash MDS: 05 4F 65 7F B8 FS8 B2 73 57 F3 91 BZ B3 A3 82 BA
Hash SHA1: D3 05 ES 86 C9 74 EA D1 7B 82 9E OC F3 35 E4 B9 F3 27 B2 BA
DP[O]: URI=htkp:/ fwinz003upseryver/CertEnrollfS-Terra%e20CA, ol URI=File: [\ winZ003UPServer W CertEn
CRLI[O]: CH=3-Terra CA
Private key container name: . \REGISTRY\REGISTRYY wpn4F99306f"
2 Status: brusted

Subject: CHN=5-Terra Ch -
1 | r

PucyHok 130
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CueHapui Heyaa4yHoro oOHOBNEHUA KNUEHTa

1. [nsa nonydeHus HeygayHoro oOHOBMEHUSA KNMEHTa yKaxute HeBepHbl agpec CepBepa ynpaBneHust
B HacTpovikax KnueHTa ynpaBneHus. [lns aToro Bo Bknage Settings namennTte, Hanpumep, agpec
10.0.10.111 Ha agpec 10.0.10.112 n HaxmuTe kHonky Save (PucyHok 130).

@H‘PN UPServer console

File Groups Clients  Tools  Help

Clients ~Settings |

—License
Product | UPDATER 10

Mumber I 1

—CA certificate

Crganizakion 0= I Test arganization

Crganization Unit Q= I Tesk arganization unit

Cammon Mane Ch= I IIPServer A certificate Yiew, .,

i

Lifekime 120 months Zreate

—'Work certificate

Qrganization 0= I Test arganization

Qrganization Unit Q= I Test arganization unit

Comman Mame M= I LIPServer work certificate Wigw, ..

LiFekirme I 1 months Fenew

—Defaulk server addresses

10.0,10.112
Read

Save

el

PucyHok 131

2. B okHe MpepynpexaeHune HaxmuTe kHomky OK.

MNpeaynpesgeHe x|

"j By AET COXpaHEH CAMCOK CETEERIX 3APECOE CEPEEpa DAHOENEHHA,

MNpoaonxHTe?

Ok |

PucyHok 132
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3. Cospante HoBoe 0O6HOBMEHME ANs CyLLECTBYOLWEro knueHTa. Nepengnte Ha Bknagky Clients n
Bbl6epute onepaumto Update...

@H‘PN UPServer console

File Groups Clienks Tools Help
Clierts |Settings|

Lisk of groups  Lisk of clients

ACIientIDl Cu:unditiu:unl Ackive ... | .ﬁ.pplied...l .ﬁ.dminis...l Firet...l Lask au:...l Last acki. . | Group

QMLIME 40.0,0,101 Officel

seryverdl ackive

Show. ..

Propetties...

Create, .,
Cpdare. |

Functions k

Get packages. ..

Enable

Disable

Zlear

Remove

PucyHok 133

4. B oTkpbiBlIEMCS OkHe Update client 3agante dann HacTpoek KnveHTta ynpaBneHus B none
UPAgent settings, B KOTOPOM YyXe 3anucaH HeBepHbI agpec CepBepa ynpasreHus.
PacnonoxeHwve darina 3aBucuT OT onepaLnoHHON CUCTEMbI:

“C:\ProgramData\UPServer\csettings.txt” (HaumHas c OC Vista) wnu

“C:\Documents and Settings\All Users\Application Data\UPServer\csettings.txt”.

Update client X|

Client I I seryerl]

Creation time | 4/25/2012 j | 1:39:39 PM =l

Product package I E | |

¥ Do not send binary code of produck package

PAgent Folder I

UP&gent settings I C:Documents and Settingsiall Userstapplication Datk:

Extended data I o |

[ Send current UPServer Ca certificates ko client

K | Cancel |

PucyHok 134

5. Mocne HaxaTtus kHonkn OK KoNM4ecTBO aKTUBHbLIX OBHOBMNEHWI YBENNYNTCS HA eAUHNLLY, U Yepes
HEeKoTOpoe BPeMs COCTOsSIHME M3MEHUTCA ¢ active Ha waiting.
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File Groups Clients Tools Help

Clients | Settings |

Lisk of groups  List of clients

“ _lient ID| Condition | Ackive ... | Applied ... | .ﬁ.dminis...l Firet...l Lask au:...l Last acti. . Group

seryver] ywaiting 0 OMLIMNE 40,0,0,101 Officel

PucyHok 135

6. [Mone Toro, kak KnueHT ynpaBneHus o6HapyXuT obHOBNEHWe, COCTOSTHUE U3MEHUTCH € wWaiting Ha
updating.

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  List of clients

Officel
i Office?

Al clients ~Client ID | Condition | Active... | Applied... | adminis... | Firet...| Lastac..| Lastacti.. | @Group

QPLIMNE 40,0,0,101 Officel

PucyHok 136

7. Tlo ucTeyeHnn HEKOTOPOro BPEMEHM (€CNN HACTPOKKM MO YMOMYaHUIO HE MEHSINUCB, TO NPUMEPHO
yepes 6 MUHYT) cocTosiHME nameHnTca ¢ updating Ha failed.

B ¥PN UPServer console

File Groups cClients Toals Help
Clients |Settings|

List of groups  List of clients

F'.!I clients

~ (lienk ID| Condition | Ackive ... | Applied ... | Fl.u:lminis...l Fire t... Lask au:...l Lask acki. .. Group
Officel C

CINLIME 40,0,0,101

PucyHok 137

8. CoctosiHue failed o3Ha4vaeT, 4To KnneHT ynpaBneHus otBepr o6HOBNEHME N BEPHYSICA K CTapOn
KoHpurypauun. NprynHbl HENPUATUSA OGHOBMEHUSI MOXXHO MOCMOTPETb, OTKPbLIB OKHO MHbopMaLum o
knueHTe (Show B KOHTEKCTHOM MeHI0), 1 BO Bknagke UPLog - nor onepauun obHoBneHus (PucyHok
139).

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |53ttings|

List of groups  List of clients

Al clients ~client 10 | Condition | Active.. | applied... | Adwinis... | Fret..| Lastac..| Lastact.. | Group |
M officet

. -Tice serverll m CMLIME 40,0.0.101 Ciffice1
i Officed

Properties. ..

Creake, ..
pdate. ..

PucyHok 138
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ﬂ[lient information: server0l - 0] x|
Client ID I setverll
Date of information I Wed Apr 25 13:47:19 2012 Refresh |
WPH updater I YPM UP&gent 3.11,12590
YPH product I Z5P WPM Server (cp) 3.1,10330

LPLog | UPSettings I VPN Iu:u;|| LSP I Certificates I Kevs I License I Inkterfaces | Containers | Software I

\Wed Apr 25 13:47:18 2012 ERR. R= ERR. OO0 00 00 0 0O @ O-=i-mi--emimmiem—mi--i--
0 0--i---- 00:12 --:-¥M9j0-0OBwWed Apr 25 13:47:158 2012 ERR  Error; Cannok connect ko server (s
Wed Apr 25 13:47:18 2012 ERR R=MNOTICE  UPClient state is put in lock_data
Wed Apr 25 13:47:18 2012ERR R=ERR Zannok correctly execute command (resulk: 5&) "C:\Progra
Wed Apr 25 13:47:18 2012ERR R=ERR Qukput of command:
\Wed Apr 25 13:47:18 2012 ERR. R= ERR EEGIN
Wed Apr 25 13:47:18 2012ERR R=ERR % Total 9% Received % xferd Awverage Speed Time
Wed Apr 25 13:47:18 2012ERR R=ERR Dload Upload Tokal Spent  Left Sf
WWed Apr 25 13:47:18 2012 ERR. R= ERR. OO0 00 00 0 0 @ 0O--iemiememiomien—mi-mi--
0 0--i---- 00:12 --:-¥M9j0-0OBwWed Apr 25 13:47:158 2012 ERR  Error; Cannok connect ko server (s
Wed Apr 25 13:47:15 2012 ERR. ERD
Weed Apr 25 13:47:18 2012 NOTICE UPClient state is put in restore
Wed Apr 25 13:47:18 2012 NOTICE UPClient state is put in send_bad_report

-

KN — T

PucyHok 139

9. [Ins oTMeHbl HeygadYHoro 0GHOBNEHNS ANS AaHHOTo KnneHTa B MeHio Clients Bbibepute
npegnoxenune Clear.

E?PN UPServer console

File Groups Clients Tools Help
Clignts |Settings|

List of groups  List of clients

~ _lient ID| Cu:unditiu:unl Active ... | .ﬁ.pplied...l .ﬁ.dminis...l Firet...l Lask au:...l Last acki. . | Group
0 OPMLIME 40,0,0,101 Officel

seryerdl 1

Show...
Properties. ..
Create, ..

pdate. ..
Functions k
Get packanges. ..
Enable

Disable

Clear I

Remove

PucyHok 140

10. Bblgaetcs npegynpexaeHue ¢ npocbbor noaTBEpANTL yaaneHne Bcex He NPUMEHEHHbIX
o6HoBneHun. Haxmunte kHonky OK.
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Mpe aynpes eH e El

' Bre AaHHBIE O HE NMPHMEHEHHE!: OOHOENEHHAY KIHEHTS:
serverll
By ANT YAaNEHE.

MpoaonxnTe?

Ik |

PucyHok 141

11. MNocne 3Toro KONMYECTBO aKTUBHbLIX OGHOBMEHNI CTAHET PaBHbIM HYIIO M Yepe3 HEeKOTOPOE BPEMS
cocTosiHue namenntcs ¢ failed Ha active. B 3TOM COCTOSIHMM KIMEHT rOTOB ANS MOCNeayrLmnx
0BHOBMNEHUN.

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  List of clients

Al clients ~Client ID | Condition | #ctive... | applied... | Adminis... | Firet..| Lastac.. | Lastacti... | Group |
R Cifficel
‘o Officez

seryer]]l arl 0 0 QPLIME 40,0,0,101 Officel

PucyHok 142

12. He 3abyabte nameHuTb agpec Cepsepa ynpaBneHus BO BKragke Settings Ha npaBuibHoe
3HayeHwue.
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Undopmauus o knneHte Ha CepBepe ynpaBneHus

1. TMocmoTtpeTb napameTpbl VPN-npoaykTa, KnneHTa ynpaBneHus Ha ynpaBnsgeMoM yCTPOMCTBE nocne
npoBeaeHHOro 06HOBNEHUA MOXHO Ha CepBepe ynpaBneHnsa ¢ NOMOLLbI0 NpeanoxeHns Show
meHto Clients (MM KOHTEKCTHOTO MEHHO).

EH'PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  List of clients

- lient ID | Condition | Ackiv, .. | Applie. .. | Admini. .. | Fire time b. .. | Last active. .. | Last acti. .. Group
- 26/04/2013 .., OMLINE 10.0,10.110
26/04/2013 ... OMLINE 40.0.0.101

L Dfficel

natel
serverd]l

active 0
Properties. ..

Create...

Update. ..
Functions »
Get packages. ..
Ermakle

PucyHok 143

2. B pesynbTtaTe 6ygeT BblgaHO OKHO € pasHbiMu Bknagkamu (PucyHok 144), B KOTOPbIX OTpaxeHa
nHdopmaumsa o0 NpoBeAeHHbIX 0BHOBNEHUAX, HacTponkax KnveHTa ynpaBneHus, AeNCTBYOLWEN B
OaHHbI MOMEHT nonutrke 6e30NacHOCTN Ha KNNeHTe, NCMOoNb3yeMbiX NpeaonpeaeneHHbIX Krovax
nnu ceptudpmnkatax, o6 nHTepdencax knneHTa, Tabnuue MapLpyTU3aUmum 1 T.0.

3. Bo Bknagke UPLogQ Begetcs nor cobbiTnii N0 OBHOBMEHWUIO KITMEHTA.

ﬂ[lient information: gatel - 0] x|
Client ID | gaten
Date of information I Thu Apr 26 19:15:02 2012 Refresh |
WP updater I WPM UPAQent 3.11.12459
YPM product I Z5P WPN Gate (cp) 3.1.10330

UPLog | UPSettings I {0= ] Iu:ngl LSF I Cettificates I Kews I License I Interfaces | Containers | Software I

IUpdate number: 3 ;I
|pdate description: YPM product package (data only)

Thu Apr 26 19:17:43 2012 NOTICE UPClient state is put in lock_data

Thu &pr 26 19:17:43 2012 NOTICE UPClient skate is put in get_data

Thu Apr 26 19:17:44 2012 INFO  WPMN UPAgent update hash (5HA1): 2c3al 206bcabaabdcacyendofbag4271
Thu Apr 26 19:17:44 2012 NOTICE UPClient state is put in check_data_sign

Thu Apr 26 19:17:44 2012 NOTICE UPClient skate is put in extract_data

Thu Apr 26 19:17:44 2012 NOTICE UPClient state is put in check_data

Thu Apr 26 19:17:44 2012 NOTICE UPClient state is put in ask_user

Thu Apr 26 19:17:44 2012 NOTICE UPClient skake is put in backup_data

Thu Apr 26 19:17:49 2012 NOTICE UPClient state is put in set_update

Thu &pr 26 19:17:55 2012 NOTICE UPClient skate is put in check_update

Thu Apr 26 19:17:57 2012 NOTICE UPClient state is put in send_ok_report

4| | i

PucyHok 144

4. Bo Bknagke UPSettings (PucyHok 145) oTpaxeHbl HacTponkn KnueHta ynpasneHus. OnucaHue
3TUX HaACTPOEK AaHo B rmase «HacTponku KnneHTta ynpasneHuns».
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@Elient information: gated O] x|
Cliert 1D | gated
Date of information I Thu Apr 26 19:18:02 2012 Refresh |
YPM updater I VPN UP&gent 3.11.12459
YPM product I Z5P WPN Gate (cp) 3.1.10330
IIPLag | WP Iu:u;|| L5P I Certificates I Keys I License I Intetfaces | Containers | Software
[Loa] =
FileMaxSize=5120
[Update]
CheckingPeriod=60
[FTP3erver]
SpeedLimit=0

MaxTryCount=3
TryPeriod=120
MaxTrafficTimeout=180
Address0=10.0,10,111

[Infa]
MaxWPMLogSize=16

< [

PucyHok 145

5. Bo Bknagke VPN log oTpaxaeTcs NpoTOKONMpoBaHue cobbITuiA, CBA3aHHbIX ¢ paboTon VPN-
npogykta CSP VPN Agent, n HacTpowku syslog-knmeHTa.

ﬁ[lient information: gated 10| x|
Client ID | gaten
Date of information I Thu Apr 26 19:18:02 2012 Refresh |
YPM updater I VPN UP&gent 3.11.12459
YPM product I Z5P WPN Gate (cp) 3.1.10330

UPLog | UPSettings ?VPN log | L5P I Certificates I Keys I License I Interfaces | Containers | Software I

Apr 26 18:54:59 cspgate last message repeated 4 times ;I
Apr 26 18;55:00 cspgate wpnswe: Inbound IKE packet dropped, Reason: Access denied, Parkner: 40.0.0,10

Apr 26 18:55:0Z cspgate wpnswvo: [ISAKMP]: Connection [16] established, Partner: 40.0.0.101:500, Identit,
Apr 26 18;55:02 cspgate wpnswe: Conneckion established, 10,0.0.0-10,0,255,255 <->40.0.0,101, FilkeringR
Apr 26 19:08:39 cspgate wpnsvec: Connection closed, 10,0.0.0-10,0,255,255<-=40,0.0.101, bytes sentfre
Apr 26 19:08:39 cspoate wpnswve: [ISAKMP]: Connection [16] closed, Reason: Delete pavload received, Part
Apr 26 19:09:14 cspgate wpnswe: [ISAKMP]: Connection [17] established, Parkner: 40.0.0,101:500, Identity
Apr 26 19:09:14 cspgate wpnswve: Conneckion established, 10.0.0.0-10.0,255, 255 <->40.0.0.101, FilkeringR
Apr 26 19;17:45 cspgate  vpnsyos Service stopped

VPN log settings:

Log severity level: (6] info -
Enable=1

Destination=127.0.0.1

Facility=log_local? LI

PucyHok 146
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6. Bknagka LSP nokasbiBaeT 3arpyXeHHY NonMTuky 6e3onacHoCcTv Ha ynpaBrisieMOM yCTPOWCTBE B
BMae TekcTtoBoro danna u B Buae cisko-like koHpurypaumm, a Takke NOAUTUKY NO YMOMYaHMIO
(PvcyHok 147).

ﬂ[lient information: gatel - 0] x|
Client 1D | gatel
Date of infarmation I Thu Apr 26 19:15:02 2012 Refresh |
WPM updater I WPM UPAQent 3.11.12459
YPM product I Z5P WPN Gate (cp) 3.1.10330

IUPLog | UPSettings I YPMlag (L3P i Certificates I Keys I License I Intetfaces | Containers | Software I

Local security policy: Cisco like policy:
GlobalParameters § - enable password csp ;I
Title = "This LSP was automatically gener end

Version = "3,1"
ZRLHandlingMode = BEST_EFFORT

]

LDAPSettings |
ResponseTimeout = 200
HoldConnect Timeout = &0
DropConneckTimeouk = 5

|
IdentitvEntry auth_identity 01§

AuthMethodPreshared auth_method 011
SharedIKESecret = "kewd"
Localll = auth_identity_01

IKEParameters |
DefaultPort = S00
SendRetries =5

< | I3 I K5 i

Extended settings:

Lo

I Default driver policy ; passall

PucyHok 147

7. Bknapgka Keys nokasbiBaeT TOMbKO MMEHa nNpeaonpeaeneHHbiX KItoyen, Ncnonb3yemMbix npu pabore
C NapTHepamu, He BbiJaBasi UX 3HAYEHWIA.

ﬂ[lient information: gatel - 0] x|
Cliert 1D | gaten
Diake of information I Thu Apr 26 19:15:02 2012 Refresh |
WPM updater I WPM UPAQent 3.11.12459
YPM product I Z5P WPN Gate (cp) 3.1.10330

LPLog I LPSettings I WPM Iu:ugl LSP I Certificates | License I Interfaces | Containers | Software I

Found 1 ke, ;I

Mame g ke
Contenk HEEE et eiseed
Zontent (hes)s K

PucyHok 148
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8. Bknagka Certificates nokasbiBaeT Bce 3apermctpmpoBaHHbie B npogykte CSP VPN Agent

CepTM(bI/IKaTbI n ux crartyc.

ﬁ[lient information: gated

=10 x|

lient IC | gatel

Date of information I Thu Apr 26 19:15:02 2012

Refresh |

YPM updater I VPN UP&gent 3.11.12459

WP produck I 5P WPM Gate (cp) 3.1.10330

UPLog | UPSettings | WP log | LsP

Skates:

| Keys I License I Interfaces | Conkainers | Software I

1 Skate: Active CM=35-Terra CA
Z State: Active CM=Certificate of client gated

Descriptions:

1 Skatus; trusted

Subject: CHN=5-Terra CA

Issuer: CN=5-Terra CA

Walid From: Sun Mar 11 19:37:21 2012

Valid bo:  Sat Mar 11 19:37:21 2017

Version: 3

Serial number: 59 Fa S5F 39 &C 60 42 80 47 03 44 65 FD D3 03 18
Signature algorithm: GOST_R_341001 3411 (Crvpto-Prao)

Public key: GOST R S41001(512)

Hash MDS: 90 1F BE A8 2C 1E 54 76 EC A7 BO 9B 66 3F 02 F4
Hash SHAL: E4 DS B3 19 DA D9 41 99 C0 70 7C AC &C 8E 34 54 35 7F AC 21

CRLI[O]: CH=5-Terra CA

2 Status: local
Subject: Ch=Certificate of client gated
Issuer: CN=5-Terra CA

a |

DP[O]: URI=http:/fwinZ003csmCertEntallfS-Terra%20C A, o, IRI=File: /) iwinZ003csm \CertEnroli\5-Terr

o

PucyHok 149

9. Bo Bknagke License otpaxeHa nHdopmaums o JIMueH3nsx Ha NpogyKThbl.

ﬂ[lient information: gate

=101 x|

lient IC | gatel

[rate af information I Thu Apr 26 19:18:02 2012

Refresh |

VPM updater I WPM UP&gent 3.11,12459

YPM product I Z5P WPN Gate (cp) 3.1.10330

UPLog | UPSettings | wPhlog | LsP | Certificates | Keys

|Interfaces Conkainers Suftwarel

Active license:
CustomerCode=DEMO
ProductCode=GATE1D00
LicenseMumber=1
LicenseCode=Exxmmx i

CryptoPro license:

The kype of the license: DRY

license - permanent

Serial number hash (MDS): 4150cc5335e55e51 14238371 7679352

=

PucyHok 150
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10. Bknapgka Interfaces cogepxuT nHcpopmaumio 060 Bcex ceTeBLIX MHTepdericax ynpaBnsiemoro
(4N MPOOYKTOB

YCTPOWCTBA, a pasgen Driver settings nokasbiBaeT HacTporku IPsec apariBepa
CSP VPN Gate 3.1, S-Terra Gate 4.0 m S-Terra Server 4.0).

ﬁtlient information: gatel

=10 x|

lient 10 | gatel

Dake af information I Thu Apr 26 19:18:02 2012

Refresh |

WP updater I YPM UPAgent 3.11.12489

WPM product I 5P WPM Gate {cp) 3.1, 10330

UPLog | UPSettings | wPMlog | LSP | Certificates | keys | License |

Metwork interface settings:

Containers Suftwarel

Phwsical mame: ethi

Skate: P
Index: 3
MTL; 1500

MaC addr:  00:0C:29:CC:3C:00
IF addr: 10.0,10.110 mask 255.255,0,0 brd 10.0.255.255

Uncontrolled phyvsical inkerfaces:

Physical name: ethz

Skate: P
Inde:x: 4
MTL: 1500

MAC addr;  00:0C: 290030 DA
IP addr: 192.168.0.1 mask 255.255,255.0 brd 192.168.0,255

Mebwork routing
192.168.0.0/24 dev ethZ proto kernel scope link src 192.168.0.1
10.0.0.0/16 dev ethl proto kernel scope link src 10.0.10,110

Kil

Driver setkings:

E

pa_psize 100
pg_tos_mask, 255
po_do_jdle 0
po_busy_interval 20000
pg_drop_low_pri 0
po_drop_thres 90

PucyHok 151

Copyright © S-Terra CSP 2003 -2012

80



C-Teppa KI 3.11

11. Ons yctpowncTea c yctaHoBneHHbIM npoayktom CSP VPN Server Bo Bknagke Interfaces 6yget
nokasaHa ewe v Tabnuua mappytumsaumm (PucyHok 152).

ﬁ[lient information: server01 Ol x|
Client 10 I serverdl
Date of infarmation | Thu Apr 26 19:10:11 2012 Refresh |
YPM updater I VPN UP&gent 3.11.12590
WPM produck I ZSP WPM Server (cp) 3.1.10330

Containers | Software

UPLog | UPSettings | WPN log | LSP | Certificates | Keys | License i1
Metwork inkerface settings:

BKTHEHEIE MAPLUPYTEL

CETEEOH aapec Macka ceTH  AApEC WNHZa MHTEpheRc MeTpHka
0.0.0.0 0.0.0.0 40.0,0.1 40.0,0.101 10
40.0,0,0  255,255.0.0 40,0.0,101 40,0.0,101 10
40,0.0,101 2585,255,255,255 127.0.0.1 127.0.0.1 10

40,255,255,255 255.255,255.255 40.0.0.101  40.0.0.101 10
127.0.0.0 235.0.0.0 127.0.0.1 127001 1

224.0.0.0 240.0.0.0 40.0.0,101 40,0,0,101 10
255.,255,2685,285 2085,255,255,255 40,0.0,101 40.0.0,101 1
QCHOBHOH LWNHDS: 40,0.0.1

PucyHok 152

12. Bknagka Containers nokasbiBaeT CO3AaHHbIE Ha YNpaBnsieMOM YCTPOWCTBE 3anpochl Ha
cepTnduKaThl, UCNONb3yeMble Y HEUCMOSb3yeMble KOHTEMHEPbI C KINoYeBbIMY Napamu.

ﬂ[lient information: gatel - 0] x|
Cliert 1D | gaten
Date of information I Thu Apr 26 19:18:02 2012 Refresh |
WP updater I WPM UPAQent 3.11,12459
YPM product I Z5P WPN Gate (cp) 3.1.10330

conkainet name: ), \HDIMAGEYHDIMAGE) \wpndedf724e ;I
is used: FALSE

container name; ). \HDIMAGE\HDIMAGE \wpn27042011
iz used; FALSE

conkainet name: i\ \HDIMAGEYHDIMAGE) wpndFE9S057

is used: TRLE

password id: 31930C64-03EF-41E9-A0EF-66010454549F

certificate subject; Chl=Certificate of client gatel

----- BEGIM CERTIFICATE REQUEST-----
MIIEGDCEyAIBADAMMSOwlgY DV DEADZ I0aWEpY 2F0ZSEvZiBibEIbn g
Z2FOZT A zAcBgYghOMCAhMWEYHK oLDAGTIAGYHK oD AGIe AN AAR ADK M
AgklJaFQUnwiF Mgy SeFfSH3aor@meeHhTZDdHecgl 764 Jo3HMRw L chiZ Thb 0
+7LIxZwSh+sgg 35XIEF 1 ZaA2MDOECSqESIhSD0E IDERMC WD DYROPACH)
BACDAGTWMEMEA1 U I00MMAECCsGAQUFCAICMAGGEIQR AWIC AwNEABMg S L
Im7PwRPI7s0113nInpThtExta3WoIHmHZ Y eisdr3IPAS 3BT+ THEL w3t +xqE

b FHMNOSZ FxixRdDgol =

PucyHok 153

13. Bknapgka Software ucnonbayetcs Toneko Ans npoaykra CSP VPN Gate on token u onucaHa B
pasgene «Hactporika n ynpasnexue CIAC «MOCT».
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LNencTBuA nonb3oBatens npu 0OHOBNEHUU

CueHapuii 0GHOBNEHNSI HA yNpaBnNsgeMoM YCTPOUCTBE 3aBUCUT OT HAacTpomnkn «Pexnm 3anpoca
noaTBEPXKAEHMS Y Nonb3oBaTens o Hayane obHoBneHua» Ha KnueHTe ynpasneHus. 1o ymonyaHuio ata
HaCTpoOWnKa MmMeeT 3HavyeHne auto:

ans CSP VPN Client Bcerga 6ygeT 3anpalmnBaTtbCcs pa3peLlleHne Ha NnpumMeHeHne obHOBNEHUS
ans CSP VPN Server n CSP VPN Gate Takoe paspelleH/e He 3anpallimBaeTcs.

Mpu nonyyeHum obHoBNEHMS KnueHT ynpasneHns NnpoBepsieT Ha ynpaBnsgeMoM yCTPONCTBE TuUM
ycTaHoBneHHoro VPN-npoagykTa, u npu Hanuumm CSP VPN Client Ha naHenb COCTOSIHMSA OnepaLyOHHON
CHCTEMbI BbIBOOUTCH MKOHKA B BUAE KpacHOro doniaxka u coobLleHne ¢ npocbbon 3anycTuTb NpoLecc
obHoeneHust (PucyHok 154).

i) ¥PNUPAgent E

meeTcA oBHoOENEHKE ANA Bawero YPH npoaykTa,
KNHMEHHMTE MEIWEOA B 3T0 co0BWeHHe, JTobEI NEREATH K Ero
MPHMEHEHHHD,

| Y E R 1758

PucyHok 154

[BOMHOE HaXXaTue MbILKN Ha 3TON MKOHKE UNn Terne coobLLeHnst NpuBoAUT K NosiBNeHuto okHa VPN
UPAgent ¢ otobpaxeHuem npouecca obHoBneHus (PucyHok 155). Mpu HaxaTtum kHonku Start npouecc
OBHOBIEHNS 3anyCcTUTCS.

3 ¥PN UPAgent x|

Mony4eHD 0BHOENEHHE ANA Eawera YPH-NpoaykTa,
HasmmTe KHoMEy MpHMEHKTE, ANA NPHMEHEHKA 3TOM0 OOHOENEHKA,

Bpema | CoobweHHE |
25/04/2012 17:50:05  OOHOBNEHHE MDY HEHD

[MPHMMEHHTE | SaKpeliTe I

PucyHok 155

Ecnu napone nornHa B npogykt CSP VPN Client He nycTown, To B npoLecce 06HOBMEHNSs MOXeT
3anpalumBaTbCs Naposnb Ansd n3MeHeHus gaHHbix B 6a3e npogykra CSP VPN Client (PucyHok 156).
Heobxoaumo 3agatb naponb v HaxaTb kHonky OK. Mpwu oTkase 3agatb naponb - o6HoBNeHMe GyaeT
cunTaTbCs HeycnewHbiM (BCe AaHHble ByayT BO3paLleHbl B NPeXHee COCTOsiHNE, coobLueHne o
HeygayYHoM ob6HOBMEHMM 6yaeT OTnpaBreHo agMUHUCTPaTopy).
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¥PN UPAgent - Password for ¥PN Produck |
Pleasze type your pazsword and click OF.
seterra

C s p Password: ||

| k. I Cancel

PucyHok 156

B okHe VPN UPAgent otobpaxatoTcsi Bce aTanbl 06HOBReHUs npoaykra. [Npu yaayHom 3aBepLleHumn
npotiecca obHoBneHus 6yaeT BbigaHa CTpoka «M3MeHeHUsi NpUMEHEHb! YCNELLHO».

3 vPN UPAgent x|

MonydeHo oBHOBNEHKE ANA Bawero YPN-npoavkTa.
HammiTe KHONKY TPHMEHKTE, ANA NPMMEHEHKA 3TOMD OAHOENEHKA,

Bpema | CoofleHHE |

250042012 17:50:05 OAHOBEMEHHE NOMYYEHD

250042012 17:52:59 MpoUEcc NPHMMEHEHKA MIMEHHHMA SaMyLLEH
25/04/2012 17:52:59 CoxpaHeHHE TeryLLHXG 4aHHEX
25/04/2012 17:53:11  TpHMEHEHHE M3MEHEHHH

25/04/2012 17:53:36 poBEpKa HIMEHEHKA

250042012 17:53:43  M3MEHEHHA NPHMMEHEHE! YCNEWHD

[IEHHEHHTE I SaKpeITE

PucyHok 157

A HaZ VKOHKOW C KpacHbIM (oriaxxkom nosiButcsa cooblyeHne « O6HoBNeHMe NnpuMmeHeHo». Yepes HekoTopoe
BpeMs 9TO COOBLLEHME N NKOHKA NCHE3HYT.

1) ¥PN UPAgent

]

OAHOENEHME NPHMEHEHD,

o

PucyHok 158

Mpu HeycnewHom obHoBNeHnn B okHe VPN UPAgent nosiBUTCS CTpoka «VI3MeHeHNs1 He MPUMEHEHBI».
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3 vPN UPAgent x|

MonydeHo oBHOBNEHKE ANA Bawero YPH-npoaykTa.
HasMMTE KHOMEY MPMMEHMTE, ANA NPMMEHEHKA 3TOMD OBHOENEHHA,

Epema

| CooBLEHHE |

02/0812 20:56:15
02/0812 20:56:24
02/08/12 20:56:24
02/0812 20:56:35
02/08/12 20:56:49
02/0812 21:01:56
02/0812 21:02:03

[ BHOENEHME NOY4EHD

Mpouecs NPHMEHEHMA MSFMEHMHAR SanyweH
CoxpaHeHMe TEKYL MY LaHHEIR

MpUMEHEHHE MBMEHEHIHEA

MpoEepka HateHEHMI

OTKAT HSrEHEHMNA

M 3tEHEHHA HE MPMMEHEHE

MPHMEHHTE | JaKpEITE I

PucyHok 159

A Haf KpacHbIM dnakkom noasutcs cooblueHne «O6HoBNeHNe He npuMeHeHo». OKHO 1 coobLleHne

4yepe3 HEKOTOPOoEe BpeMA NCHESHYT.

CAHOENEHKE HE NpHMMEHEHD,

i) ¥PNUPAgent E

PucyHok 160
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CueHapuu BbINOSTHEHUA pacLUMPEHHOro OOHOBMEHUA

[na npumepa Ha ynpaBnsemMom ycTponcTee TpebyeTcsa BbiBECTU MHOpMaLmMo 06 MMeHU XOCTa,
BbIMNOMTHMB KOMaHAy

hostname

[ns aToro Hago co3gaTb 06HOBNEHME, Hanpumep, Anga knneHta server01, ckayae kotopoe KnneHt
yrnpaBneHuns un 3anycTuT 3Ty komaHay. [NMopagok AencTsuii cnegyowmnn:

1. Hayctponctee ¢ CepBepom ynpaBreHus co3ganTe katanor C: \test U B HEM coxpaHute dann
update.bat CcO cnegyrownm cogep>xaHmem:

hostname

2. Ha Cepsepe ynpasneHus BbligenuTe knneHta server01, B KOHTEKCTHOM MEHI0 BblbepuTe
npeanoxexHne Update.

EH‘PN UPServer console

File Groups Clienks Tools Help
Clients |Settings|

List of groups  Lisk of clients

~ClientID | Condtion | Actv.. | appie.. | Admini.. | Fretimeb.. | Lastactive... | Lastacti...
- OFficel active 3 enabled  26/04/2013,.. ONLINE 10,0.10,110

ackive enabler

1 )

Show...
Propetties. ..
Create...

Funckions 4
iaet packages. ..

PucyHok 161

3. Tocne aToro GyaeT BblAaHO OKHO hOpMMpPOBaHUst OOHOBINEHNS AMNS KIUEHTa.

Update client x|

Clignt ID I serverdl

Creation time | 12/12{2011 j | 5:09:38 PM =

Product package || E | |

I Do not send binary code of produck package

UP&gent Folder I

UPAgent sektings I

£ ELJE

Extended data I

[ Send current UPServer CA certificates to client

(a]4 I Cancel

PucyHok 162

B aTom okHe Hago 3anonHuTh none Extended data, koTopoe MOXET UMETb CnegyloLwme 3Ha4YeHUS:
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Extended data — katanor, B KOTOPOM pasMeLleHbl pPacClUMPEHHbIE OaHHblE W CKPUMTbI
obHoBNeHusA. [aHHbIN KaTanor MOXeT coaepXxaTb Nobble fgaHHble C NOOKM BMNOXEHHOCTLIO
kaTanoros. B gaHHOM KaTanore uMetoTcst 3ape3epBMpoBaHHbIE Ha3BaHUSA (Panmnos:

daiin cook.bat — nakeTHbIn pann, KOTOPbIA BbI3bIBAETCA Mepen YNakoBKOW KaTanora Ans
oTChbInku KnueHTy ynpaBneHus.

dann MoXxeT OTCYTCTBOBATb.

Ecnn Bo3BpallaeMoe 3HauyeHune parina OTNMYHO OT Hymnsl - BCA onepauus
NnoAroTOBKN OOHOBIEHUS 3aBepLUAETCS C OLUMOKOMN.

KaTtanorom 3anycka ans cgparina siBnsietcs katanor, B KOTOPOM OH HaxoguTcs.
Mepen BbI3OBOM hanna cook.bat aBTOMaTMYECKN BbICTABNAOTCS creayloLine
nepemMeHHbIE OKPYXXEHUSI:

UPServerBinDir — kaTanor CepBepa ynpaBneHus, B KOTOPOM
pacronaratoTcsi UCNosHsieMble aitnbl

UPServerDir — katanor CepBepa YynpaBreHWs, B  KOTOPOM
pacnonaratTcs JaHHble NpoayKTa

UPAgentID — uaeHTUdmkaTop KnuveHTa ynpaBneHusl, Onsi KOTOPOro
rotToBuUTCS OGHOBIEHME

VPNProductType — TMn VPN-npoaykra, ycTaHOBNEHHOro Ha yAaneHHOM
komnbioTepe (SERVER,CLIENT,GATE)

VPNProductVersionMajor — cTapwasa Bepcud VPN-npogykra,
YCTaHOBIMEHHOr0 Ha ynpaBnsieMoM YCTponcTee (Hanpumep, 3.1)
VPNProductVersionMinor — wmnagwas Bepcud VPN-npogykra,
YCTaHOBIEHHOrO Ha ynpaBrnsiemom ycTponcTtaee (Hanpumep, 10330)
VPNProductCryptoProvider — KpunTonpoBamgep, WCNoNb3yemblin
VPN-NpoayKTOM, KOTOpbIA YCTAHOBIEH Ha ynpaBrseMoM YCTPOWCTBE
(CP,SC,ST)

UPAgentGroup — waeHTUdMKaTop rpynnbl, K KOTOPOW NPUHAANEXUT
UPAgent

UPAgentOS — TWM OMepauMoHHON CUCTeMbI, Ons KOTopol Gbin cobpaH
UPAgent (WIN2K,SOLARIS,LINUXRHELD5)

UPAgentCPU — TuN npoLeccopa CucTembl, Anst KOTopon Obin cobpaH
UPAgent (i386,i486,i686)

UPAgentLastActiveTime — Bpems, B kotopoe UPAgent ycraHoBun
coeanHeHue ¢ FTP-cepsepom (dd/mm/yyyy hh:mm:ss)

UPAgentLastIPAddr — ceTeBoW agpec, ¢ kotoporo UPAgent yctaHoBun
coeaunHeHue ¢ FTP-cepsepom

VPNProductFireTimeByCert — Onwkalwasa Aata WUCTeYeHMs Cpoka
OencTeua cepTudukaTtoB YCTpOMUCTBa, Ha KOTOpoM ycTaHosreH UPAgent

UPAgentVersionMajor — cTapwasa Bepcus KriveHTa ynpasrneHus,
YyCTaHOBMEHHOro Ha ynpaBnsemblii KomnbioTep (1.2 n Tak ganee)

UPAgentVersionMinor — mnagwas Bepcuss KnuveHTa ynpasreHwus,
YCTaHOBIEHHOro Ha ynpasnsembln koMmnbioTep (10330 1 Tak aanee)

EX_??? — pacllMpeHHble NepeMeHHble, 3afaHHble aaMUHUCTPaToOpPOM Ans
KInneHTa, nocpefcTBoM OkHa Properties... B VPN UPServer console.

®aidn backup.bat (backup.sh) — nakeTHbIi pann, KoTOpbIM BbI3biBaeTcss Ha KnveHTe
ynpaBneHusi nepeg 3anyckoM npoueaypbl 0GHOBMEHUS.

darnn MoXeT OTCYTCTBOBATb.

Ecnn BosBpawaemoe 3HauyeHue dhaina OTMYHO OT Hyns - BCA onepauus
06HOBMEHMs 3aBepLUaeTCs C OLLUMBKOWA.

KaTtanorom 3anycka ans cgaina siBnsieTcs katanor, B KOTOPOM OH HaXOAMUTCS.
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4.

daiin update.bat (update.sh) — nakeTHbln awn, KOTOpbIN BbI3biBaeTcs Ha KnueHTe
ynpasneHusi npoueaypbl 0O6HOBNEHUS.

dain MoXeT OTCYyTCTBOBAT.

Ecnn Bo3Bpallaemoe 3HayeHune parina OTNMYHO OT Hynsa - BCA onepauus
0OHOBMEHNS 3aBepLUAETCA C OLUNMBKON.

KaTtanorom 3anycka ans cgparvina siBnsetcs katanor, B KOTOPOM OH HaxoguTcs.

®ain restore.bat (restore.sh) — nakeTHbIn dhann, KOTOpbIN Bbi3biBaeTcss Ha KnveHTe
ynpaBrieHnst B clyyae Heydauu BO BpPeMsi npoueaypbl OGHOBMEHUS UNWU NpW 3aBepLUEHUN C
ownbKol BbINOMHEHUS NakeTHoro ganna update.bat.

dann MoXeT OTCYTCTBOBATb.

CTporo He pekomeHOyeTCsi BO3BpallaTb 3HAYEHME, OT/IMYHOE OT HyIsl, TaK Kak
KnneHT ynpaenenunst 6yget nepuognyecks BbI3blBaTb 3TOT CKPUMT, NMOKa OH He
3aBepLUMTCS YCNEXOM.

KaTtanorom 3anycka ans cgparvina siBnsetcs katanor, B KOTOPOM OH HaxoguTcs.

Mepen BbI3oBOM pannos backup.bat (backup.sh), update.bat (update.sh), restore.bat
(restore.sh) aBToMaTU4ECKM BbICTABMASIOTCA CNeAyloLWne NepeMeHHbIe OKPYXKEHUS:

UPAgentBinDir — katanor KrnueHTa ynpaBneHusi, B KOTOPOM pacrnonararTcs
ncnonHsemble annbl

UPAgentDir — katanor KnveHTta ynpaBneHusi, B KOTOPOM MOXHO COXpPaHsTb AaHHble

VPNProductBinDir — kaTanor npogykra CSP VPN Agent, B KOTOpOM pacnonararTcs
ncnosnHsemble annbl

UPAgentID — ungeHtudukatop KnveHta ynpasneHus
UPServerAddr — pabounin agpec CepBepa ynpasneHus

VPNProductType — Ttvin VPN-npoaykta, YyCTaHOBMNEHHOro Ha YynpasrisgemMoMm
ycTpowncTtee (SERVER,CLIENT,GATE, TGATE)

VPNProductVersionMajor — crtapwasa Bepcua VPN-npogykrta, yCTaHOBNEHHOIO Ha
ynpaBnsemMom yctponctee (Hanpumep, 3.1)

VPNProductVersionMinor — Mmnagwas sepcua VPN-npoaykra, yCTaHOBNEHHOMO Ha
yrnpaensiemom yctponcTae (Hanpumep, 10330)

VPNProductCryptoProvider — Kpuntonposamngep, ucnonb3dyemsin VPN-NpoayKToMm,
KOTOpbLIN yCTaHOBMEH Ha ynpasnsemom yctporctee (CP,SC,ST)

UPAgentVersionMajor — cTapwasa Bepcua UPAgent, ycTaHOBMEHHOro Ha
yrnpaBnsiemMoM yctponcTtee (Hanpumep, 1.2)

UPAgentVersionMinor — wMnagwas Bepcus UPAgent, ycTaHOBMEHHOro Ha
ynpaBnsiemom ycTponcTee (Hanpumep, 11687)

VPNProductUtilitySuffix — cCypduKC, ucnonb3yembin Ana pasnuyns  UMmeH
yTUnuT pasHelx Bepcut VPN-npoagykta (“_3 17, “ 4 07).

B none Extended data BHecuTe katanor C: \test ¢ pannom update.bat U HaxmuTe OK.
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Update client |

Client 10 | serverll
Creation time | 4/26/2012 j | 8141:28 PM
Product package I

¥ Do ot send binary code of product package

Pagent Folder I

UPAgent setkings I

Extended data I Ciikest

[ Send current UPServer Ca certificates ko client

Ik Cancel

PucyHok 163

5. MMocne HaxaTusa OK 6yaeT cosnaHo oGHoBNeHWe Ana knueHTa server01, koTopoe 6yaeT ckayeHo
KnueHToMm ynpasneHus 1 NpuMeHeHo.

E'HPN UPServer console

File Groups cClients Tools Help
Clignts |Settings|

List of groups  List of clients

~Clert 1D | Condition | Activ... | Applie... | Adwini.. | Firetimeb... | Last active... | Lastacti... |

‘o Officed gated ackive 0 3 enabled 26/ COMLIME 10.0.10,110
serverl]l updating 2 :

CIMLIMNE 40,0,0,101

PucyHok 164

6. PesynbTaT npyMeHeHus kKoMaHabl hostname MoxHO yBuaeTb BO Bknagke Uplog ans aaHHoro
knueHTa Ha CepBepe ynpasneHus. B gaHHoOM npumepe — ato «ServerKP».
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ﬂ[lient information: serverdl - 0] x|
Client I I serverdl
Date of information I Thu Apr 26 20:43:53 2012 Refresh |
YPM updakter I YPN UP&gent 3.11,12590
YPM product I Z5P MPM Server (cp) 3.1.10330

IUPLog LIF‘SEttingsI WP/ log I LSP I Certificates I Kevs | License I Intetfaces | Containers | Software I

pdate number: 3 ;I
Ipdate description: Extended data

Thu Apr 26 20:43;33 2012 MOTICE UPClient state is put in lock_data

Thu Apr 26 20:43:34 2012 MOTICE UPClient skate is put in get_data

Thu Apr 26 20:43:43 2012 INFO WP UPAgent update hash (SHAL): dIcedbsld4Z2az1be3Sc 65604 79F76F7
Thu Apr 26 20:43:43 2012 MOTICE UPClient state is put in check_data_sign

Thu Apr 26 20:43:44 2012 MOTICE UPClient skate is put in extract_data

Thu Apr 26 20:43:44 2012 MOTICE UPClient skate is put in check_data

Thu Apr 26 20:43:44 2012 NOTICE UPClient state is puk in ask_user

Thu Apr 26 20:43:44 2012 NOTICE UPClient skate is put in backup_data

Thu Apr 26 20:43:44 2012 MOTICE UPClient skate is put in sek_update

Thu Apr 26 20:43:44 2012 INFO  Execute command (resulk: ) "C:Program FilesUPAgentupdates), 000000
Thu Apr 26 20:43:44 2012 INFO  Qukput of command:

Thu Apr 26 20:43:44 2012 INFOQ  BEGIM

Thu Apr 26 20:43:44 2012 INFO

Thu Apr 26 20:43:44 2012 INFO  C:\Program Files\UPAgentiupdates) 00000003 datal extdata=hostname
Thu Apr 26 20:43:44 2012 INFO  ServerkP

Thu Apr 26 20:43:44 2012 INFQ  END

Thu Apr 26 20:43:44 2012 MOTICE UPClient state is put in check_update

Thu Apr 26 20:43:48 2012 NOTICE UPClient skate is put in send_ok_report

PucyHok 165
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Hactponka u ynpasnenue CMAC «MOCT»

B aTom pasgene onucaHo ynpasnexue npogyktom CSP VPN Gate, yctaHOBNEHHbIM Ha cneyuansHOM
3arpy3oy4Hom HocuTtene (C3H) «CIMAC-USB-01», koTtopbin ganee 6yaem Hasbieate CMNAC (cpena
nocTtpoeHus gosepeHHoro ceaHca) unu CIMAC «MOCT», unun ynpasnsiemoe ycTporcTeo. [ogpobHo cam
npoaykt CrNAOC «MOCT» onucaH B gokymeHTe «[lporpammMHbIn komnneke «LLnto3 6esonacHoctn CSP VPN
Gate.Bepcus 3.1» CIOC MNMOCT». CMNAC «MOCT» - cpeaa NOCTPOEHUS AOBEPEHHOIO CeaHca CBSA3N Ans
yAarneHHoro 3allMLLEeHHOro AOCTyna K KOprnopaTMBHbLIM pecypcam CeTw.

O6uwasn cxema ucnonb3oBaHus npoaykrta C-Teppa K 3.11 ¢ CMNAC «MOCT»

CSP VPN Gate
KnveHT ynpasnenmnna 1 =

-*-
CNAC «NOCT» L/
HPMIN

S

CSP VPN Gate
KnueHTt ynpasnexus 2

CNAC «NOCTy /7
HPMI

CSP VPN Gate

UeHTpanbHbIn
Wno3

CSP VPN Gate
KnueHT ynpasnexus 3 |

TepMuHansHeIn
CnNAcC «MOCT» HPMN cepsep

YenoeHbie ob6o3HaveHus

OTKpBITLIA TPahUK

3awmueHHbIn Tpaduk IPsec

CNAC - cpega NoCTpoOeHUsi AOBEPEHHOro CeaHca CBA3MN

5 HPMI - HegoBepeHHoe paboyee mecTo nonb3oBarens

PucyHok 166

Hactpowika CMAC «MOCT» 6ygeT onucaHa ansi cnegytowen cxembl cteHaa (PucyHok 167). B cteHg
BKMOYeH ueHTpanbHbiv w3 CSP VPN Gate, 3awmwatowmnin noacets ¢ CepsepoM yrnpasneHusa n RDP-
CepBepoM, 1 KOMMbIOTEP, KOTOPOMY Mbl He goepsaeM (HPMIT). UmeeTtca yctponcteo CIMAC «MOCT» ¢
yctaHoeneHHon OC un npogyktom CSP VPN Gate. Tpebyetcsa HacTtpoutb CIOC «MOCT» ans
3awmuieHHoro B3ammogencTtaus ¢ Cepeepom ynpasneHus n RDP-cepeepom. HegoBepeHHbIn kKoMnbloTep
cnepnyetT HacTpouTb Ha 3arpy3sky ¢ CIOC «MOCTx». Hactponka CINOC «MOCT» gomkHa ocyLecTBnATLCS

¢ CepBepa ynpaBneHus.
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Cxema cTeHpa
Fastethernet0/1
10.0.10.110/16

Fastethernet0/0 10.0.10.111/16

1.0.0.1 40.0.0.103/16 40.0.0.1/16

Cepeep
CSP VPN Gate ynpasneHus
KnueHnT ynpaBneHnu
cngc «MNoCT»
HPMI CSP VPN Gate RDP-cepeep
LeHTpanbHbin

wno3
HPMI — HepgoBepeHHOe paBoyee MECTO NONL30BaTeNs 10.0.10.112/16

PucyHok 167

YcraHoBka SPDS Editor

Ha CepBepe ynpasneHus yctaHoBuTe npoaykt SPDS Editor. MIHCTannauMoHHbI dann pasmeLleH B
katanore Additional \SPDSEditor\setup.exe gucTpndytmea npogykra C-Teppa KI1. 3anyctute
danin setup.exe U B NOABASIOWMXCH OKHAX HaXnmanTe KHomky Next.

{i SPDS Editor Setup N =l

Welcome to the SPDS Editor
Installation Wizard

7

It iz ztrangly recommended that pou exit all Windows programs
before running thiz setup program.

Click Cancel to quit the setup program, then cloze any programs
you have running, Click Mest to continue the installation.

wiARMIMG: Thiz program iz protected by copyright law and
international reaties.

[Inauthiorized reproduction or digtibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted ta the marimum extent possible under law,

Yerzion: 3.11.12575

Cancel |

< Back

PucyHok 168
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{i SPDS Editor Setup =101

Destination Folder
Select a folder where the application will be installed.

The Wize Installation *wizard will inztall the files for SPDS Editar in the following folder.
To install into a different folder, click the Browse button, and select another folder.

Y'ou can choose not to install SPDS Editor by clicking Cancel to exit the Wise
Installation Wizard.

C:AProgram FileshS-TenahSPDS Editort, Browsze |

" Destination Falder

Wize [nstallation Wizard®

Cancel |

PucyHok 169

ji& SPDS Editor Setup =101

Ready to Install the Application
Click Mest ta beain inztallation.

Click the Back button to reenter the installation infarmation ar chck Cancel to ext
the wizard.

Wize [nstallation Wizard®

Cancel |

< Back

PucyHok 170
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{i SPDS Editor Setup

SPDS Editor has been
7 successfully installed.

Click the Finizh buttan to exit this installation.

=101 %]

< Back

Cancel |

PucyHok 171

Ecnu nosiButcs npegynpexaeHue 25001 o HeobxoamMmocTn ycTtaHoBku apaneepa CCID, To 13 katanora
Additional\SPDSEditor\Additional aucTpubyTtunea npogykra C-Teppa KI1 3anyctnte oauH 13

pasMeLleHHbIX B HeM hbannos.

Co3pgaHue kntovyeBon napbl u 3anpoca Ha ceptudukat CINAC «MNOCT»

1. 3anyctute yctaHoBneHHoln SPDS Editor — llyck-Iporpammer-S—-Terra-SPDS Editor-SPDS

Editor.

Il C-Teppa Pepaktop CNAC

tdafin  fewctena  PIN-koawl  Cnpaeka

MoAKAHHEHHEIE YCTPOACTES:

_HMTEIEATENE CEpHMAHEIN HOMED | AocTvn

WCTROMCTES CMTAC OTCYTCTEYHIT

=101 x|

OBHOEMTE

OTREEITE CECCHHT, .

SAKPEITE, CECEHHT

lzsmeHKTE PIN noaes0EaTens
ASHHEIE .,

l1zMeHHTE PIMIROAES0EETENT, .«

MzmeHHTE PIN & gMHHHETRATEEE,

[EMEHMTE TRAHENORTHEE PIN. ..

POREMETHROEATE, . .

PucyHok 172
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KHonku okHa C-Teppa PegakTop CIMAC nmetoT cnegyowme 3Ha4yeHus:
KHonka OBHOBUTbL — OGHOBNSIET CMNCOK AOCTYMHBLIX YCTPOWCTB B CMMUCKE YCTPOMWCTB.
KHonka OTKpbITb Ceccuio... - OTKpbiBaeT Pa3gen AaHHbIX BbIGpaHHOro yCTPOMCTBA Ha 3anuch.
KHonka 3akpbITb ceccuto... - 3akpbiBaeT Pa3gen AaHHbIX BbIGpaHHOro yCTPOMCTBA OT 3anucu.

KHonka MameHnTb PIN nonb3oBatens gaHHbIX... - No3BonseT uameHuts PIN nons3oBartens
Pasgena gaHHbIx BbibpaHHOro yctpornctea. O1oT PIN Heobxoanm nonb3oBaTtento Ans OTKPbITUS
Pasgena gaHHbIX Ha 3anuchb.

KHonka MamennTb PIN nonb3oBatens... - no3BonsieT MaMmeHuTb PIN nonb3oBaTens BblopaHHOro
ycTponctea. O1oT PIN Heobxoamm nonb3oBaTento Ang ayTeHTudmkaumm npm 3arpyske ¢ yCTponcTea
unun anst oTkpbITMA Pasgena gaHHbIX Ha 3anuchb.

KHonka U3ameHuTb PIN agMmuHuctpartopa... - no3sonseT uameHntb PIN agMuHucTpaTopa
BblOpaHHOro yctponcrtea. 3toT PIN Heobxoaum agMuHucTpaTopy Anst uameHeHms PIN ycTponctea
(PIN nonb3oBaTtens, PIN nonb3oBaTtens gaHHbIX, TpacnopTHbIN).

KHonka MiameHuTb TpaHcnopTHeIv PIN... - no3BonseT nameHuTb TpaHcnopTHbIN PIN BbIGpaHHOro
ycTponctea. 3107 PIN Heobxoamm Ans BO3MOXHOCTM HU3KOYPOBLIX Onepaunin Haa yCTPONCTBOM.

KHonka ®opmatmpoBaTh... - OTMEHSIET yCTaHOBMNEHHbIE agMuUHUCTpaTopoM 3HadveHns PIN (PIN
nonb3oBatens, PIN nonb3oBatena aaHHelx, PIN agMuHucTpaTtopa) 1 Bo3BpallaeT nm 3aBOACKME
3HayeHwus.

3aBoackne 3HauYeHus:
PIN nonb3oBatens gaHHbIX - 12345678
PIN nonb3oBaTtens - 12345678
PIN agmuHucTpatopa — 12345678
TpaHcnopTHbI PIN — cny4yainHoe vncro.
Bctasbte CINAC «MOCT» B USB-pasbem Cepsepa ynpaBrneHus.

3. PacnosHaHHOe ycTponcTBo nosasutcs B okHe C-Teppa Pepaktop CINAOC. HaxmuTte kKHonky
«OTKpbITb ceccuo» Ans OTKpbITMA Pasgena gaHHbIX Ha 3anuchb.

4. B okHe ABTopu3sauus seeaute PIN nonb3oBatens n Haxmute OK.

Bl C-Teppa PenakTtop CNAC =10 x|

Mo Ak AHYEHHEIE YCTPORCTES!

CHHTEIESTENE | CEPHAHEIA HOMED | AocTyn OAHOBMTE
3-Terra CSP Specialized Bookable Storage 0 476107660201 36FD YTEHME

x

PIM nonezoBaTena:

OTEPEITE CECCHHD. .,

SAKPEITE CECCHHD

| Aok MzMeHHTE PIN nonezoEaTENA
A3HHBK. ..

OTMEHA
_l KzmeHKHTE PIN NonBs0EaTERA, ..

M3MEHHTE PIN 8AMMHHMCTRATORA. ..

M3MEHMTE TPAHCAOPTHER PIM. ..

POpMaATHROEATE. ..

PucyHok 173
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5. VYcrponcteo CMNAC «MNOCT» rotoBo Ansa 3anucu (PucyHok 174).

Il C-Teppa PegakTop CNAC ;lglﬁl

Parin  JeRcTEMA  PIN-koAkl  COpaBka

Mo Ak AHYEHHEIE YCTPORCTES!

CHHTEIESTENE CEpHAHEIFA HOMED | AocTyn OAHOBMTE
3-Terra CSP Specialized Bookable Storage 0 476107660201 36FD YTEHWE FaMMCE

OTHREEITE, CEEEHHT, . .

JAKPEITE CECCHHD

lzmMeHMTE PIN NonezoeaTENA
ASHHEL. ..

KzmeHKHTE PIN NonBs0EaTERA, ..

lzMeHHTE PIN aAMHMHMCTpaToOpA. ..

M3MEHMTE TPAHCAOPTHER PIM. ..

DOpMATHROEATE. ..

PucyHok 174

6. [Hanee B CK3W «Kpuntollpo CSP 3.6» nHctannupynte cuntbiBatens «Bce cuntoiBaTENy cMapT-

KapT».
Kpuntollpo CSP x|

JdononHUTEeNLHD l ANropUTME! I besonacHoCTE I Winlogon
Ofwme OfopyaosaHie | Cepevc

%

§ CuMTEIBaTENM |

=

~[;  YCTEHOBNEHb! CEAYIOWME CHMTIBATENM:
i
| | e
! CYMTLIBATENH CMEPT KapT

éﬁce CBEMHEIE QMCKK

AoGEEHTE.. . ¥ AANHTE CeoicTEa

0K I OTMeHE

PucyHok 175
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7. [Danee cnenyeT co3naTh KMOYEBYIO Napy v 3anpoc Ha nokaneHbi ceptudmkat CMNAC «MOCT». Kak
ObIfo onncaHo paHee, MOXHO ucnonb3oBaTth cpeactea Microsoft Windows CA. Ha Cepaepe
yrpaBneHus 3anycTnte Microsoft Internet Explorer, BNone Address yKaxuTe agpec
YpoctoBepstowero LieHTpa n yTunuty certsrv (Certificate Service).

[nsa uenen TecTMpoBaHUsa MOXHO HacTpouTb YaocTtoBepsitowmin LieHtp Ha CepBepe ynpaBneHus
(HacTpoiika YL, onucaHa B gokymeHTe «[punoxeHue» k NporpammHomy komnnekcy CSP VPN
Gate). B atom cny4ae Habepute http://127.0.0.1/certsrv/.

8. B nosiBMBLUEMCSI OKHE BbICBEYMBAETCS MMS y,EI,OCTOBepﬂK)UJ,erO LlEHTpa — B Hawewm crny4yae S-Terra
CA. Bblbepute npegnoxeHune Request a certificate.

/2 Microsoft Certificate Services - Microsoft Internet Explorer i =10l x|

File Edit View Favorites Tools Help | 1','

Qoack ~ €3 ~ [« & @ | ) Search <7 Favarites {l‘tl - B

Address |&] http:/127.0.0.1 certsrv] | B e |Links »
-

Microsoft Certificate Services

Welcome

lUse this Web site to request a certificate for your Web browser, e-mail client, ar other
program. By using a certificate, you can verify your identity to people you communicate with
over the VWeb, sign and encrypt messages, and, depending upon the type of cerificate you
request, perform other security tasks.

You can also use this Web site to download a cerificate authority (CA) certificate, cerificate
chain, or certificate revocation list {CREL), or to view the status of a pending request.

For more information about Certificate Services, see Cettificate Services Documentation.

Select atask:

Request a cerificate
View the status of 8 pending certificate request
Cownload a CA certificate, certificate chain, or CEL

K

|&] Dore l_ I_ ’_ ’_ l_ @ Trusted sites

PucyHok 176

9. [anee BbibepuTe hOpMy pacLUMPEHHOro 3anpoca — npeasiokeHne “advanced certificate

request”.
<} Microsoft Certificate Services - Microsoft Internet Explorer ] ]
File  Edit  Wiew Faworites Tools  Help | -:,'
QBack -~ £ ~ [¢] [2] o | ) search <7 Favorites 41 | - B
Address I@ hitp:ff127.0.0.1fcertsrvfcertrqus. asp j Go |Links >
-

Microsoft Certific: ] S-Taerra CA Home

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or, submit an advanced ceificate request. r
[&] I_I_I_I_I_lﬂ Trusted sites Y
PucyHok 177
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10. [Onsa nonydeHus hopmbl BbIGEPUTE NpearnoxeHne “Create and submit a request to this

CA".
/4 Microsoft Certificate Services - Microsoft Internet Explorer i |m]
File  Edit  Wiew Faworites Tools  Help | :,’
aBack L3 |ﬂ @1 N | ) search < ¢ Favorites 49 | L= =
Address Ifg"l http:f127.0.0.1fcertsevicertrqad. asp j Go |Links >
rF

Microsoft Cedificate Services - S-Terra C&

Advanced Cerificate Request

The policy of the CA determines the types of certificates you can request. Click one of the
following options to;

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMWMC or PKCS #10 file, or
submit a renewal request by using a base-64-encoded PKCS #7 file.

[&] I_I_I_I_I_lﬂ Trusted sites 4
PucyHok 178

11. 3anonHuTe hopMy paclumpeHHoro 3anpoca (PvcyHok 179). Jagum HekoTopble NOSICHEHUS ANs ee
3anofHeHus:

e B pasgene ldentifying Information (MHdpopmauns o Bnagensue Ceptudukara) BHecuTe
JaHHble 0 BnagenbLe ceptudumkara. Bo Bcex nonsx aToro pasgena paspeluaercs
MCNonb30BaTb HE TOMbKO NTAaTUHCKUE, HO 1 pycckune Bykebl, kpome nons Country/Region, oHO
BCerga cogepxut 3HadveHne RU.

e B pasgene Type of Certificate Needed (Tun Tpebyemoro ceptucmkara) us BoeinagaroLLero
cnucka BblbepuTe npeanoxenune IPSec Certificate

e B pasgene Key Options (Onuuu co3ganusa kntoyen) BoibnparoTcs onuumn Ans co3gaHus
KrNo4eBOW Napbl 1 pa3MeLLEHUs CEKPETHOrO Krnoya. PekomeHayeTca caenatb CriegyoLwmmn
BbIGOP:

+ [loctaBbTe nepekniovaTenb B nonoxeHue Create new key set (CosgaTb yCTaHOBKM ANs
HOBOrO CEKpeTHOro KIoya)

¢ CSP (Tun KpuntonpoBawngepa) — 13 BbinagatoLlero cnucka Boibepute Crypto-Pro GOST
R 34.10-2001 Cryptographic Service provider

+ Key Usage (Mcnonb3oBaHue knio4ven) — 4ns Belbopa Tuna Kroya nocrtaBbTe
nepeknoyaTtens B nonoxeHne Both (ans nognucu n obmena)

+ Key Size (Pa3mep kntoya) — pasmep kntova. MNpu Beibope anroputma GOST R 34.10-2001
OnvHa Kntodva Bcerga 512

+ rnocTaBbTe Mepekntoyaterb B nonoxeHne Automatic key container name, 4tobbl UMsi
KOHTEelHepa C CeKpeTHbIM KNioYoM 3a4aBanocb aBTOMaTUYECKM

¢ Mark keys as exportable — noctaBbTe ¢naxkok, 4To6bl MOXHO BbINO cKoNMpoBaTh
KOHTeI7IHep C CEKPETHbIM KIMH4OoM

e B pasgene Additional Options (JononHuTenbHbIe Onumn):
¢ request Format - CMC
¢ Hash Algorithm — Beibpate GOST R 34.11-94

12. Haxmwute kHonky Submit.

Copyright © S-Terra CSP 2003 -2012 97



C-Teppa KI 3.11

Microsoft Certificate Services S-Terra CA Home

Advanced Certificate Request

Identifying Information:

Mame: |spds[l1
E-Mail: |

Company: |S-Terra C=P
Department: ITesting

City: IMDSCDW
State: |

Country/Region: IRU

Type of Certificate Needed:
|IF'SEE: Cetificate j

Key Options:

% Create new key set  © Use existing key set

CSP: ICrypm-F'rn GOST R 34.10-2001 Cryptographic Service Provider j
Key Usage: © Exchange 1 Signature @ Bath

[ hin:512 _—
Key Size: I512 Maxs o LCommen key sizes: 512 )

& Automatic key container name " User specified key container name

¥ tark keys as exportahle
™ Export keys to file

™ Enable strang private key pratection

™ Store certificate in the local computer certificate store
Stares the certificate in the local computer store
instead of in the wsers certificate store. Does not
install the root CA's certificate. You must be an
administrator to generate or use a key in the local
machine stare,

Additional Options:
Request Format: & CMC ¢ PKCS10

Hash Algorithm: |GOSTR 34.11-94 =]
Onlly nsed to sign request.

PucyHok 179

13. Ha cnepytowem npegynpexxaeHnn HaxmmuTe KHomnky Yes.
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Potential Scripting Yiolation x|

'\-., This Web site is requesting a new certificate on your behalf, ¥ou should allow only trusted YWeb sites ko request a certificate For you,
L

Do wou wank bo request a certificate now?
es | Mo I

PucyHok 180

14. B cnepaytolleM OKHe yKaxuTe KrnoveBon Hocutenb, cootBeTcTBYOWMIA CIMAC «MOCT», n HaxmuTe

OK.
x
0:08:47
(2= BrcraetTe YMCTEIA KMIOYEE0H HOCHTENE
GBS "Bc245234-6265-41b5-8685-230ad 32265

~ CEEneHMA
Yerpolictea: B cTaEneHHEIN HOCHT 2Nk

~|  [84544426 MARSH-USER

CocToAHME:

k. I OTrEHA CeegeHWA <<

PucyHok 181

15. Ecnu ncnonbayetca 6uonorndeckmin CYH, To HaXXnmante knasBuLLM Uy nepemeLlante ykasaTenb
MbILLK, €CNK Mcnonb3yeTcs annapaTHbin reHepaTtop JCY, To 3TO OKHO He nosiBnsAeTcs.

KpunTolpo CSP x|
0055
BHONOMMHECKHA AATHHK CIyHaRHER: YHcen

Y&

HawHmManTe KNasHWH MK I'IEFIEMELLI,ElﬁTE YEazaTeNE
MEILH H34 3THM OKHOM 40 TEX NOop, NoK3 KNHY He ﬁ';.-'.ﬂ.ET
CoO3A8H. ..

|.C'.It +|

[NENNERNNRRNRRRRNNRRNNERNNERNNERND
OTHEHS |

PucyHok 182

16. B okHe 3anpoca naporns nofas ocraBbTe NYCTbIMK, YTOOBI MOXHO CKOMMPOBATbL KOHTENHEP Mpu
nHnumnanusaumm yctponctea ClracC (PucyHok 183).

Copyright © S-Terra CSP 2003 -2012 99




C-Teppa KI 3.11

Kpvntollpo CSP El

0:09:28
2= YCTAHOEMTE NAPONE HA CO5AAE63EMEIR KOHTERHED
GBS "6c245234-626a-41b5-3688-23F0zad3asas",
e
{* YCTAHOEMTE HOBRIA Oaponk EM

HoBeH naponk: I

Mo ATEERH AEHHE: |
OTMEHS | MoapofHes == |

PucyHok 183

17. Ecnu Ha YoocToBepsitolleM LieHTpe cepTudukaTbl BbiMycKaroTCs aBTOMaTUYECKN NPY MOSTyYeHNM
3anpoca, TO NosIBMSIETCH OKHO C MPeAIoKeHMEM YCTaHOBUTb cepTudukat. B atom crnyyae BeibepuTe

npeanoxeHne Install this certificate.

/2 Microsoft Certificate Services - Windows Internet Explorer - |0O] x|
@—.\-‘—:v |&] hetp:jr10.0.232. 107certsr 2] | B || #2 | % | [l Anaerc o~
! [ - = ¥
5.y Favartes (@ Microsoft Certificate Services | | L - B - 0 e o+ Page - Safety - Tools - -

Fs
—

Microsoift Cerificate Services — S5-Terra CA

Certificate Issued

The cedificate you requested was issued to you.

®~+4 |nstall this cerificate

=
Dane LT 6 mternet ErRA ST

PucyHok 184

B pesynbTtate ceptudmkat 6yaet 3anucad Ha CIMOC «MOCT» B TOT e KOHTEMHEP, YTO 1 KNoveBas
napa.

18. 3kcnopTupynTe NokanbHbIN cepTudmkaTt u3 kKoHTenHepa B dann Ha CepBep ynpasreHus, Tak Kak OH
OyneTt Heobxoanm ansa HacTpownku CIMAC «MOCT».

19. Takxke akcnopTupynte CA ceptudukat B pann Ha CepBep ynpaBneHus.

Cospnanue Hactpoek ana CMAC «MOCT»

Ha yctpowictee CINAC «MOCT» yctaHoBneHa OC un npogykt CSP VPN Gate. [Ina Hactpoviku CMNAC
HY>KHO cOo34aTb ABa ckpunTa ans uhnumanusaumm CSP VPN Gate, co3gaHms nonutuki 6e3onacHocTu
HacTpoek. Bce ato BbinonHsaeTcs Ha CepBepe ynpaBneHus.

1. Ha Cepgepe ynpasneHus 3anyctute koHconb UPServer Console (Tyck-Tiporpamvei-S-Terra-
S-Terra KP-VPN UPServer Console). Bo Bknagke Clients B KOHTEKCTHOM MeEHIO (MpaBas
KHOMKa MblwK) Bbibepute npegnoxeHne Create gnsi cCo3gaHns y4eTHOM 3anncu KnnueHTta ansi
ycTtpowncTtea CMOC «MOCT».
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E?PN UPServer console

File Groups cClients Tools Help
Clients |Settings|

List of groups List af clients

~ Cliert 1D | condi

Shiot, ..
Broperkies. ..

PucyHok 185

2. B okHe co3gaHusi HoBoro knmeHTa Create new client B none Client ID ykaxute nageHtudukatop
knueHta anst ClMNAC «MNOCT», Hanpumep, spds01 KU HaXXMUTE KHOrKY E.

Create new client x|

lient 10 | spdsil

Product package I E | |

Device password I

LPAgent settings I CADocuments and Setkingsiall Users\Application O, |

O I Cancel |

PucyHok 186

3. B okHe VPN data maker Bbibepute npoaykt CSP VPN Gate 3.1 on token n kpuntonpoBangepa
CryptoPro. Haxmute kHonky Run Wizard, 4tobbl Mcnonb3oBaTb OkHa MacTtepa.

_1ol x|

File Mode
= FTeala M 5P VP Gake 3,1 on koken Crypka provider ICryptDPrn j
Lsp |CertiFicates I Keys I Setkings I License I Inkerfaces I RMG conkainer I Soffware I

™ LSP Farmat is cisco-like

B

Load From File. .. | Check, |

Run Wizard. .. | Ok I Cancel |

PucyHok 187

4. B nepBoM okHe mMacTepa BbibepuTe MeToA ayTeHTUMMUKALMN CTOPOH C UCMONb30BaHNEM
cepTucukartos (PucyHok 188):

B none CA certificate file Haxmute kHomMky [...], B OTKpbIBLIEMCSA OKHe Bbibepute dann ¢ CA
cepTudunkatoMm. Obs3aTenbHbI NapameTp.
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B none Device certificate file HaxmuTe kHOMKy [...], B OTKpbIBLUEMCSI OKHE BbliDepuTe dann ¢
nokanbHbIM ceptudmkatom ans CrOC. ObsasaTtenbHbI napameTp.

B none Device container name oTtobOpaxaeTcss MECTOMOMOXKEHNE W UMSA  KIHOYEBOrO
KOHTenHepa, ¢ KoTopbiM OH ByaeT ckonupoBaH Ha CIOC Bo Bpems uHuumanmsauum CSP VPN
Gate.

B none Device container password ykaxute naponb K KOHTENHepy, KoTopbin 6ygeT
CKONMPOBAaH NPV UHULMANM3aL M.

B none Key type ycrtaHoBuTe 3HadeHme Autodetect — Tun kniova OygeT onpenensatbcs
aBTOMaTUYeCKN MPU NEpBOM 0BpaLLEeHNN K KOHTEWHEPY CEKPETHOro Kitova.

B none Device identity type ykaxuTte TMn naeHTUdUKaUMOHHON UHpOopMaLuK, nepecbinaemon
napTHepy Npu co34aHUK 3alUMLLEHHOrO CoeanHeHus. Ykaxnte 3HadeHune Distinguished Name — B
KadecTBe naeHTudmkatopa naptHepy 6yaeT BbiCbiNaTbCcs 3HavYeHne nons Subject 13 nokanbHOro
cepTudmkaTta ynpaBnsemoro ycTponcTea, nokassiBaemoe B none Device identity value, ecnu oHo
3apaHo B cepTudumkare.

B none Device identity value nokasbiBaeTcs 3HauyeHue nons Subject M3 nokanbHoro
ceptudukarta. Haxmure kHonky Next.

@Wizard - make ¥pn configuration {1/4) il

Ha nepeom ware BaM Heobx0 MM BEIGRATE THA a¥ TEHTHDHESLWHH,
AOCTYMHE! ABS METOAS AYTEHTHBMESUHH HA CEPTHRMIEATSX M HA NPEA0npe AeneHHE:
KNHodax, 33430TE NAPaMETREl DAHOMD M3 METOAO0E M HANMHTE KHOMKY Mexk,

i |se certificate i~ Use preshared key

4 certificate file: I CM=5-Terra C& |

Device certificake File: I =R, L=Mnoscow,0=5-Terra C5P,0U=Testing, Ch=spds01 .., |

Device conkainer name: I".".-".HDIM-':'-GE".HDIM-':'-GE".". passward: I*****

Key bype: [autodetect |

Drevice identity kype: IDistinguishedName j value: I C=RU,L=Moscom,0=5

Load... | Save,. ., | = Bach || Mexk = I Zancel |

PucyHok 188

Bo BTOpoM okHe macTepa (PucyHok 189) 3aganTe npaBuno, koTopoe bygeTt nponyckaTe Tpaduk OT

CrnAac «MNOCT» k Cepepy ynpaBneHus n apyrum pecypcam B sawmiaemon nogecetr 10.0.0.0/16.
Tpadpumk mexxay CMNAC «MOCT» u ueHTpanbHbIM LWAK30M A0MKEH 3alLmaTbCs No NPOTOKONY
IPsec, ons aToro HaxxmuTe KHornky Add.
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EWizard - make vpn configuration {2 /4) El
Ha 3ToM ware Bav Heobxoamo 384aTE NPEEMAE 00paBoTEK CETEEOrD Tpadkika,
AobageTe HeobxoaHMEIE NpaEkna obpaboTkk ceTeEorn TRadHEa M HAXMHTE KHOMEY Mext,
YWirtual device address: I o .o .0 .0
Rule lisk:
Interface | Local IP | Partner IP Services Ackion |
any ary ary ary Pass
Up |
(o |
Edit. .. | Rernowe |
Load. .. | Save. ., | < Back, | Mesxk = | Cancel |

PucyHok 189

x

retwork interface alias I

—Lacal IF Addresses —Partner IP Addresses
(o Ay . Ary
= Cuskam {* Cusktom
IP Address | Subniet Mask | IP Address | Subnet Mask |
10.0.0.0 255,255.0.0
add,.. | Edit... | Remove | add. .. | Edit... | Remoye |
—Services and Protocols —fckion
&~ Any i~ Ppass
™ Cuskam " Drop
Marme I Patke I % Pratect using IPSe:
Tunnel IP Addresses of IPSec parkner:
[ Use random IP Address order
40,0.0.1 Up |
D-:uwnl
fdd, ., | Edit... | Remove | Edit... | Remoyve |
(] 4 | Cancel |

PucyHok 190
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6.

B okHe Add Rule (PrucyHok 190) ykaxnte cnegyroLiee:
¢ Bob6nactu Local IP Addresses noctaBbTe nepekrnoyarternb B NofioxkeHne Any

+ Bob6nactu Partner IP Addresses — B nonoxeHune Custom n ykaxxuTe agpec Bcell nogceTu
CepBepa ynpasneHusi, Hanpumvep, 10.0.0.0/16

¢ Bob6GnacTtu Services and Protocol — nonoxexue Any

¢ B oGnacTtu Action — ykaxxuTe IPsec-napTHepa, ¢ KoTopbiM ByAeT NOCTPOEHO 3aLLMLLEHHOE
coeavHeHue. B Hawem cnyyae — 310 agpec uHtepdenca wniosa 40.0.0.1, sawmwatoero
noacetb ¢ CepBepom ynpaBneHus.

HaxxmuTe kHonky OK.
YBenuybTe NpMopuTEeT CO34aHHOIo Npaswuna, ncnonbays kHonky Up(PucyHok 191).

B none Virtual device address ykaxute BUpTyanbHbIN agpec, C KOTOpbIM OyayT NpUXoanTb NakeThbl
ot ClMNAC «MOCT» B 3awmwaemyto noacetb ¢ CepBepom ynpaBrneHns 1 gpyrumm 3alimaembiMm
pecypcamu, Hanpumep, 1.0.0.1. Haxxmnte kHonky Next.

EWizard - make vpn configuration {2 /4) El
Ha 3Tom ware Bam Heofxo MM 3843TE NpaEMNa 00paloTEH CETEEOrD TpadMKa
AobageTe HeobxoaHMEIE NpaEkna obpaboTkk ceTeEorn TRadHEa M HAXMHTE KHOMEY Mext,
YWirtual device address: I r .o .0 .1
Rule list:
Interface | Local IP | Partner IP | Services | Ackion
Ay Ay 10,0.0.0016 Ay Turnneli40.0.0.1)
An An An An Pass
’ ’ ’ ’
Duwnl
Add. .. | Edit. .. | Remowve |
Load... | Save. .. | < Back | Mext = | Cancel |

PucyHok 191

B TpeTbem okHe macTepa (PucyHok 192) ykaxuTte HacTponku uenesoro MO, ycTaHOBNEHHOIO Ha
CrpAac «MOCT», n ceteBble HacTponku. Beibepute knueHta (Web-client, RDP-client,Other), B
kadecTtBe koToporo 6yaet BoicTynate CIMAOC «MOCT», n agpec 3awumwaemoro cepsepa, K KoTopomy
ocywecTtBnseTca yaaneHHoii goctyn ¢ CMAC «MOCT». YkaxuTe nmsi nonb3oBaTensi, KOTOpPbIN
OyneT nmeTb OocTyn K cepBepy. CeTeBble HACTPONKM MOXHO NOArOTOBUTL 3apaHee, 3anucas B
dannbl, 1 ykazaTtb kaTanor B none Folder of network profiles. Ecnu ceTeBble HacTponkn He
yKa3blBaTb, TO NOMb30BaTEN CaMOMY NPUAETCS BbINOMHATD UX.

Ecnu CIMNAC «MNOCT» BbicTynaeT B kadyectBe RDP knveHTa, TO NocTaBbTe NepeknoyaTens B 9T0
nonoxexwue u ykaxute agpec RDP-cepsepa, Hanpumep, 10.0.10.112 (B TOM xe noaceTu, 4To U
Cepsep ynpasnenus). [ins uenen tectupoBaHus B kadectBe RDP-cepBepa MOXeT BbICTynaTb XOCT
¢ yctaHoBneHHon OC Windows XP n yctaHoBReHHOM HacTpomnkon ans obwero goctyna (Cuctema-
YpaneHHble ceaHcbl-Pa3pewnTb yaaneHHbIi OCTYN K 3TOMY KOMMbOTEPY).

Ona nons Folder of network profiles B kauecTBe npumepa NoAroToBrEHbl Npodannsl ¢ ceTeBbIMU
HaCTpONKaMu, KOTopble MOXHO BblOpaTb U3 kaTtanora: C: \Documents and Settings\All
Users\Application Data\UPServer\NetworkManager\Sample of profiles unu 3agarb
cBou. CeTeBble HAaCTPOMKN CoegMHEHN MOXHO ByaeT 3agaTb noadxe B okHe VPN data maker Bo
Bknagke Interfaces.
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HaxmunTe kHonky Next.

ﬁ'ﬁ'izard - make ¥pn configuration {3/4)

x|

Ha aToM ware Bav HeobxoAMHMD 3a8aTh HEIETI:IEIﬁKH NONEZ0BE3TENECKOrD NPANOY¥EHHA,
JaAanTe NapaMeTpel LENEEOro NpHNOHEHHA H CETEERIE HaETDDﬁKH M HIHMHTE KHOMKY

Me=k,

—LUser karget software

Software type |ROP client =]
Software server address I 010112
Sofbware user name I guest

Software opkions I

—Metwork profiles

Folder of network profiles I n Data\UPServer\MetworkiManageriSample of profiles| .. |

< Back | Mext = I

Load... Save,.. |

Zancel

PucyHok 192

10. B cnepyowem OKHe yKaKuTe NUUeH3MOoHHble AaHHble Ha npogykt CSP VPN Gate 3.1 n CK3U

«Kpuntollpo CSP 3.6».

ﬁ'ﬁ'izard - make ¥pn configuration {4/4)

Ha 3ToM ware BaM HeobxoAMHMD Z34aTe MHUEHZHK ANA patoTel YPM-YCTRORCTES.
3aAafTE NAPAMETPEI MMUEHSHA M HE%MHTE KHOMKY Finish,

—%PM produck license

Praduct: |zaTEL D00 =]
Customer code: I DEMO
License number; I 1
License code: | E9154A744E5474C2
Load from file... | Check License
—Crypto provider license
Serial number: I 12345-125345-12345-12345-1 23545

< Back | Firish I

Load... | Save... |

Cancel

PucyHok 193

11. [anee HaxxMuUTe KHOMKY Save AN coxpaHeHus AaHHbIX npoekTta (PucyHok 194).
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Save 2| x|
Save jn; I&} Projects j ] ¥ Ed-

File name: Ispdsl:lﬂ j Save
[

=
Canizel |
[s

Save as lype: I Froject file [*.dzc]

PucyHok 194
12. 3atem HaxxmuTe kHorky Finish (PucyHok 193).

13. B nosiBuBwemcs okHe VPN data maker nepengute Bo Bknagky Interfaces ans sagaHus ceteBbix
HacTpoek CoeaAVHEHUI, eCrn OHW He OblNn 3adaHbl paHee C UCMOoNb3oBaHWeM Npodansos, B
MPOTMBHOM clyyae - HaxmuTte kHonky OK.

-0l x|

File Mode

YPM product ICSF‘ YPM Gate 3.1 on token j Crypko provider ICF‘:.-'ptDPrD j
LSP I Certificates I keys I Setkings I License  Inberfaces |RNG container I Software I
Yirtual device address I 1 .o .o 1

¥ Metwork interface descriptions

Mame Descripkion odify. ..

i

Hemove
e}
o
Load. ..

Save...

| »
[ o
[ s |
[ e |

PucyHok 195
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I
IiGveN datamaker _[ol x|

' File Mode
YPM produck ICSF'_"-"F'N izate 3.1 on token j Crypto provider ICryptnF‘rn j
|
LSP |Certificates I Keys I Settings I License I Inkerfaces I RME container I Software I

[ LSP Format is cisco-like

GlobalParameters § -
Title = "This LSP was aukomatically generated by 5-Terra KP (cp) ak 2012.03, 16 19:57:36"
Wersion ="3.1"
CRLHandlingMode = BEST_EFFORT

LDAPSettings |
ResponseTimeout = 200
HoldConnect Timeouk = &0
DropiZonnectTireouk = 5

]
IdentitvEnkry auth_identity 011 —
Distinguishedhame *= CertDescription
Subject ¥*= COMPLETE,"C=RU,L=Mascow, 0=5-Terra, OU=Development, Ch=3PD301"
!
]
CertDescription local_cert_dsc_01(
Issuer *= COMPLETE,"Ch=5-Terra CA"
Subject ¥*= COMPLETE,"C=RU,L.=Mascow, 0=5-Terra, OU=Development, Ch=3PD301"
SerialMumber = "1432354E000000000007"
]

CertDescripkion partner_cert_dsc_ 011

]

AuthiMethod 305 TSian aukth_method_011(
Localll = auth_idenkity_01
LocalZredential = local_cert_dsc_01
RemoteCredential = partner_cert_dsc_01
SendrequestMode = ALTO
SendCertMode = AUTO

IKEFarameters
DefaultPart = 500 i
SendRetries =5
RetryTimeBase = 1
RetryTimeMax = 30
SACreationTimeMax = 60

InitiatorSessionsMax = 30 -
4] _"I_I

Load from file. .. | Check |

O | Zancel |

PucyHok 196

14. B okHe co3faHus HOBOro KnneHTa Takke Haxmute kHonky OK (PucyHok 197).
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Create new client x|

Clignt 10 | spds0l

Product package I CiiDocuments and SettingsiAll Users)Applicat

Device password I

LIPAgent settings I C:\Docurnents and Settingsiall UsershApplication D L. |

(0] 4 | Cancel |

PucyHok 197

15. Ha CepBepe ynpaBneHus BblAenmTe CTPOKY C HOBbIM KITMEHTOM M B KOHTEKCTHOM MeHI0 Bbibepute
npegnoxexHve Enable, 4ytobbl akTMBMpoBaTh knneHTta (PucyHok 198).

E?PN UPServer console

File Groups cClients Tools Help

Clients | Settings |

List of groups List of clients
Al clients “ Clignk ID | condition | activ.. | appi... | Admwinis... | Fire time by certificates |
i OFficel ends01 0 0
|"'|FF""'-' - §huw... "
LIFTICe s
Properties. ..
Create. ..
Lpdate. ..
Functions k

Get packages. ..

Disatile
Zlear
Remove
PucyHok 198
%‘ Ha Bcex ycTpoinicTBax, Yepes kotopble byaet npoxoautb Tpadumk ot CIMAC «MOCT»,

Note [omkeH 6bITb NponucaH obpaTHbin mapwpyT o agpeca 1.0.0.1.

16. Ha ueHTpanbHOM wWo3e B Tabnuuy mapLlipytusaumm BHECUTE MapLIpyT A4S JoCcTyna K agpecy
1.0.0.1:

route add -host 1.0.0.1 gw 40.0.0.1

MoaroTtoBka ckpuntoB AnA Knuenta ynpasnexnuns u CSP VPN Gate

1. [Ans wHctannsuumn KnueHTa ynpaBneHusi, auctpubyTtus kotoporo pasmeteH Ha CMOC «MOCT» B
Katanore /packages, n nimymanusauun CSP VPN Gate cnegyet nogrotoBuTb ABa ckpunta. B
Tabnuue BblgenuTe KnMeHTa spds01 U B KOHTEKCTHOM MeHI0 BblibepuTe npegnoxerHve Get
packages.
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@H‘PN UPServer console

File Groups cClients Tools Help
Clients |Settings|

List of groups Lisk of clients

.ﬁ.!lclients ~ Zlient I | Condition | .ﬁ.ctiv...l .ﬁ.ppli...l .ﬁ.dminis...l Fire time by certificates |
- Officel spds0l waiting T

Show. ..
Properties. ..
Create, .,

pdate, ..
Functions k

et packages. ..
Enatle

Disable

Zlear:

Remowve

PucyHok 199

2. B oTkpbiBLIEMCA OKHE YKaxkuTe kaTanor Ha CepBepe ynpaBreHusi, B KOTOPbI BYAYT COXpaHeHb!

CKpUNTbI.
Browse For Folder d A
Select Folder Far initilaze diskributives of spds_01 client
I3 Program Files -
=l I55) Projects
=) certs
=15 distr
|50 gaten
|50 server
I serverol
- 1) Bl =
Falder: I Mew Faolder
| Make Mew Folder I (04 | Zancel |
i
PucyHok 200

WMudopMayma x|

1 J MHHMUHANHZALHOHHEIE AHCTPHEY THERI 4NA KNHEHTa spds0] YCMNEeWwHo CoxpaHeHel B aMpekTopHio CProjectsidistrispds0l

PucyHok 201
3. [Ba dharina 6ygyT coxpaHeHbl B yKadaHHLIN KaTanor:
¢ setup product.sh — cKpunt Ana nHmMumanusauumn npogykra CSP VPN Gate

¢ setup upagent.sh — CKpUNT, cogepxalimin AaHHble ana KnveHrta ynpasneHus.
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&% C:'.Projects' distr,spds01 -0 x|
File

Edit  Yiew Favorites Tools Help -."

QBack - ) - (T | ) search | Faders | & 3 X ) | [

Address IB C\Projectsidistrspds0l j wd 5o
Folders ¥ || Mame = | Size | Type | Date
# ) servernl setup_product, sh 13KE SHFile 3!
] - sekup_upagent.sh 2KE SHFile e
LI b A I I LI
PucyHok 202

4. CospaHHble dannbl nepeHecute Ha CIMNOC «MOCT» B kKatanor customization.

=10 |

‘ C [ | = MARSH-USER (1:) ~ customization » &3 |ronck #2)
@ain  Mpaoia  Bwg Cepouc Chpacia
YnopAgounTe + 1= Bugsl + 0 3anuck Ha ONTHYeCKMi gWck (7]
Mankm w Mma =~ |v| [ata MaMeHeHWA |v| Tun |v| Pazmep |v|
e . (H) ;I obsolete 15.03.2012 21:34  @ain 0 KB
= LBEMHEIN AMci IH: setup_error.bet.old 15.03.2012 21:54  @aiin "OLD" 2 KB

e CHEMHBIA guck (I:)

setup_log.txt 16.03.2012 21:22  TeKCTOBLIA JOKY... 1 KB
= MARSH-USER (1:) .
. customization B
, diaginfo

e CEEMHBIA guck (K:)
e CEEMHBIA guck (L:) —
s My Web Sites on MSH LI

PucyHok 203
5. Bakponte ceccuio ¢ CIMAC «MOCT», HaxaB KHOMKY «3akpbITb ceccuto» B peagaktope CracC,
3akpowTe npunoxeHue n BoiHbTe CIMNAC «MOCT» 13 USB-pasbema.
Il C-Teppa PepgaxkTop CNAC -0l x|
Mafin  deficTemAa  PIN-koabl  Cnpaska
Mo AKAHIHEHHBIE YCTPOHCTEA!
CHHTHIBATENE CEpPHAHEIA HOMED | AocTyn OFHOBMTE
3-Terra 5P Specialized Bootable Storage 0 475107B6020186FD YreHue/SanKce
OTHELITE CEEEHHD, ..
FAKPEITE CECCHHD
zMEHHTE PIN Nonb308aTEnA
AAHHEIX. ..
M3meHkTE PIN nonesoEaTenA. ..
MaMeEHMTE PIN aAMHHHCTRATORA. ..
MzMEHMTE TPaHCNOPTHEIA PIN, ..
POpHATHROEATE. ..
PucyHok 204
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WHnumnanusauma CMNAC

Hanee CMNAC «MOCT» cneayeT nHmMumanuampoBath. OTa npoueaypa A0SHKHA OCYLLECTBNATLCS
aaMUHUCTPATOPOM, TaK Kak AaHHble MHMUMANM3auumn XpaHaTCs Ha YCTPOWUCTBE B He3alUMLEHHOM BUAE.

1. Bcraebte CMAC «MOCT» B USB-pa3zbemM koMmnbtoTepPa, KOTOPLIN OyAeT 3arpy»kaTbCs C 3TOro
yCTpOKCTBA.

2. BknounTe komnbloTep, BorauTe B nporpammy BIOS 1 BLINONHUTE HACTPOWMKY ANA 3arpy3ku
komnbtoTepa ¢ CMAC «MOCT» (cm.gokyMeHT «CIMAC «MOCT». PykoBOACTBO NOMb30oBaTENSA»,
pasgen «Hactpoiika BIOS») — BbibGepuTe nepBbiM, Hanpumep, npeanoxeHve S-Terra Boot Partition.

3. Mpu 3arpy3ke ¢ CIMAC «MNOCT» nosBaTcs cnegyoLime npeaoxeHus:

Loading ..

CepurHeni HoMep ycTporcTBa CIIOC-USB: 1234567890123456
Beegure PIN nosb30BaTesid:

XXXXXXXX <Enter>

4. Beegute PIN nonb3oBatens. Npu BBoae HeBepHoro PIN npegoctaBnseTtcs ewe 4 nonbITKA 455
BBOZA, NOCIe Yero ycTponcTeo byaeT 3abnokMpoBaHo annapatHbiMK cpeacTsamu. Pa3bnokmpoBka
BbIMNOJTHAETCA TOJIbKO agMNUHUCTPATOPOM.

5. OcywectBnsaeTtca nposepka LenoctHocTu annos Ha CMOC «MOCT».
[IpoBepKa LEJIOCTHOCTU GanjoB:

6. T[osiBnsetcsa 3actaBka CIMOC»MOCT».

Seterra

CPEQNA NOCTPOEHUA AOBEPEHHOIO CEAHCA

PucyHok 205

7. Danee nosiBnseTcsa okHO (PucyHok 206) nnu (PucyHok 207) ons Beibopa pexvma paboThbl.
Mpeapnaraetcs BbibpaTh Pexvm knmeHTa nnum AOMUHUCTPATUBHbLIN pexum. [py nepeom 3anycke
BblIOEPUTE AIMUHMCTPATUBHEIL PEXVM.
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D L hoose application =N
Euncop pe®xiMa patoTH

ﬁ )]
=] 353

AMMMHHC TPATHEHHH e XM

PucyHok 206

D Choose application El=1E]
EnGéop pe®xMMa Pab oTH

[®))]

b i

Ll L]

L

Firefox

PucyHok 207

8. [Mocne atoro npogykt CSP VPN Gate 6yaet nHmumannampoBaH, a KnmeHT ynpaBneHus ycTaHoBMEH
Ha ClMAC «MNOCT». BeinonHseTcsa npoBepka yHKUMOHMPOBaHNS - KnneHT ynpasneHus
ycTaHaBnmBaeT coeguHeHne ¢ Cepsepom ynpaBreHus 1 NnpoBepseT Hanm4me o6HOBMEHN.

9. Tlony4uB HyneBoe o6HoOBNEHNE, KNNMEHT ynpaBneHns 3arpyxaeT ero n CoCTosiHNE KnueHTa spds01
MEHSEeTCHA Ha active, OH rOTOB ANSA NPUHATUSA OOHOBNEHUN.

@H‘PN UPServer console

File Groups Clients Tools Help

Clients | Settings |

List of groups List of clients
Al clients ~ Clignt ID | condition | activ.. | apph.. | adwinis.. | Fre.. | La.. || Grouwp |
- Officel ends i i enabled 1.0.0.1  Officez

PucyHok 208

10. Yctpowcteo CIMAC «MOCT» nocne 3Toro BoIKMUNTCA 1 ByaeT roToBo AN SKcnnyaTtaumum
nonb3oBaTenem.

Akcnnyatauusa CMNAC «NOCT» nonb3oBatenem

1. AgmuHucTpatop nepegaet yctpownctso CIOC «MOCT» nonb3oBaTento, KOTOPbLIA BCTaBMSIET €0 B
TepMUHarbHOE YCTPONCTBO UMK KOMNLIOTEP, KOTOPbIA HacTpoeH Ans 3arpysku ¢ CMNAOC «MNOCT».

2. Tocne 3arpy3ku nosiBnsieTcst bonbluas 3actaeka (PucyHok 205), a 3atem npeanaraetcs BbibpaTth
pexuMm paboThbl, BoibepuTte Pexxum knnenTa, Hanpumep, «KnneHt RDP».

D C hoose applcation = e
Euncop pe®xiMa pPatoTH

ﬁ )]
== 555

EaxawmenT RDP

PucyHok 209
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[anee ocylectBnsaeTca 3aLUMLLEHHbIN OCTYN K yaaneHHOMY cepBepy B COOTBETCTBUM C
3aflaHHbIMU HacTpoWkaMu, Ang Hawero cteHaa - 3to RDP-cepsep. NMpu goctyne npegnaraercs
BBECTM MMS 1 Naporfb Nonb3oBaTeNnd Ans ero ayteHTudunkaumm. B cooTBeTCTBUM C pernameHToM Ha
RDP-cepBepe OyayT OTKpbITbl COOTBETCTBYIOLLME Nankun Ansg paboTbl JaHHOrO Nonb3oBaTens.

Takum obpa3om, MOXHO NoMNy4nTb yaaneHHoe 3alymleHHoe paboyee mecto, nogkntodms Crac
«MOCT» Kk NobomMy HeJOBEPEHHOMY KOMMbLIOTEPY, HACTPOEHHOMY Ha 3arpys3Ky C Hero.

Mony4yeHune obHoBneHun ansa CMNAOC «MOCTy» ¢ CepBepa ynpaBneHWs OCYLLLIECTBIIAETCS TOMbKO B
AOMWHVCTPATMBHOM pexume. 3aBepLlumB paboTy B Pexume KnmeHTa u 3akpbiB BCE NPUIOXKEHNS,
cHoBa 3arpysute komnbtoTep ¢ CIMAC «MOCT» 1 nepenante B AQMUHUCTPATUBHBIV_pexXnm. KnueHt
ynpaBreHusi ckadaet 0OHOBMNEHWE, MPUMEHUT €ro 1 BbIKMOYNT KOMMbloTep. [lanee MOXHO
npogoskate paboTy B Pexxmme knveHTa.
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CueHapum co3pganua knoHos knueHta CSP VPN Gate

Mpeanonoxum, 4To nmeeTcs ycTponcTao ¢ yctaHosneHHor OC u npogyktom CSP VPN Gate. [JaHHbIV
cueHapui onuceiBaeT co3gaHue 6a3oBOro NpoekTa, BkMyatoLlero Hactponkn npogykta CSP VPN Gate,
NNLEH3MU, CEPTUMNKATLI, KOHTENHEP C KNIOYEBOW NapoK, a Ha ero OCHOBe co3aaHue kroHa 6a3oBoro
NpoeKTa, OTNMYaIoLWErocs NoKarnbHbIM CEPTURUKATOM, NULLEH3NAMM, KOHTeHepoMm 1 IP-agpecamu.

Co3paaHue 6a30BOro NpoekTa

1. 3apanTe HacTpowku (koHdurypauuo) npogykta CSP VPN Gate ans 6a3oBoro npoekra
gate base.pvd, KOTOpbI OyAeT NCNoNb30BaTLCA AN KIOHMPOBaHuA. [ns atoro B MeHto Tools
BblOepuTe npeanoxexHne VPN data maker (PucyHok 210).

@H‘PN UPServer console

File Groups Clients | Tools Help

WPM data maker. ..

Clients | Settings |

WPM data corwerter. ..
List of groups  List of clients
~Client I0 | Condition | acti.. | a..| adwi.. | Fretim.. | Lastact..| Last active ip-address
- Cfficel  |linated ackive 1] 5 enabled  10/04/20,,,  OMNLINE 10,010,110
PucyHok 210

2. Bbibepute npoagykt CSP VPN Gate 3.1 n CryptoPro, HaxxmuTe kHonky Run Wizard.

T?PN dallh maker _(al x
FEH

File Mode
WPM product [l Rele=peiy Crypto provider ICryptDPrD j
LsP |Certificates | Keys I Setkings I License I Inkerfaces I RMG conkainer I Sofbware I

[ LSP Format is cisco-like

| -

Run Wizard. .. | Cancel |

PucyHok 211

3. B cnegyowem okHe ykaxute CA 1 nokanbeHbIn cepTudmKaTt, KOTOPbIA y Bac €CTb UNKW co3ganTe
HOBbIN C Nonem Subject, Hanpumep, base gate WU UMSA KOHTENHEPA Ha XXECTKOM JMNCKE HOBOIO
yCTponcTBa (KrnoHa), B KOTopbI ByaeT ckonmpoBaH koHTerHep ¢ USB-dneLw.
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5.

EWizard - make ¥pn configuration {1/3) il

Ha nepeon ware Bam HE00x04MM0 BEISDATE THA 3% TEHTHDMIALMH,
AocTyAHEl ABa METOAA aY¥TEHTHHMEEWHK Ha CepTHRMKaTax H Ha NpeAonpeAeneHHE
KNto4ax, 3a43MTE NApSMETDRl OAHOMD M3 METOADE H HAMMMTE KHOMKY Mext,

¥ |se certificate i~ Use preshared key
CA certificate File: I CN=5-Terra CA |
Device cerkificate File: I CMN=base_gate |

Dievice containet name: I WAHDIMAGEVHDIMAGEY,  password: I k]

Key bype: | Autodetect =]

Device identity bype: IDistinguishedNamej walue: I CH=base_gate

Load... | Save, ., | = Bach | Mext = I Cancel

PucyHok 212

CospaiiTe npaBuno Ans 3awuTbl Tpadmka Mexay ynpasnsieMbiM YCTPOMCTBOM U LiEHTPaNbHbIM
LLIHO30M.

By Wizard - make vpn configuration (273} ﬂ

Ha 3Tom ware Bam Heofxo ko 3a4aTe Npaskna obpafaTkk ceTesora Tpadkka,
AobaeeTe HeobxoAMMEIE NpaEMNa 0BpatoTEH CETEEOrD TRAhHKE H HAMMHTE KEHOMKY Hext,

Rule list:
Interface | Local IP Partner IP | Services | Ackion
ethi Ay 10,0.0.0/15 Ay Tunnel{40,0.0,1)
Ay Ay Ay Ay Pass Up
Croven |
add... Rernowve |
Load... Save. ., | < Back, | Mexk = | Cancel |
PucyHok 213

Beegnte gaHHble nuueHsnn Ha CSP VPN Gate n Kpuntollpo, Haxmute kHonky Finish.
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6.

EWizard - make ¥pn configuration {3/3)

Ha 37om ware Bam HeoOx0 AMMD 384aTE NHUWEHSHK AnA paboTel YPH-yCcTpoMcTES,

3aAaHTE NapaMeTpel MHUEHIMHA H Ha%MHTE KHoNKY Finish,

—W%PM product license

Load Fram File. ..

Product: |caTEI000 =l
Customer code: ItESt

License number: |1

License code: I CO0BZDE54ESGEEES

Check License

—Crypta pravider license

Serial nurmber: I12345-12345-12345-12345-12345

Load... | Save, ., |

< Back | Finish I

Cancel

PucyHok 214

IdentityEntry auth identity 01 (

DistinguishedName *= CertDescription (
Subject *= COMPLETE, "CN=base gate"
)

)

CertDescription local cert dsc 01 (

Issuer *= COMPLETE, "CN=S-Terra CA"
Subject *= COMPLETE, "CN=base gate"
SerialNumber = "202172E7000000000012"

)

CertDescription partner cert dsc 01 (

)

AuthMethodGOSTSign auth method 01 (
LocallID = auth identity 01
LocalCredential = local cert dsc 01
RemoteCredential = partner cert dsc 01
SendRequestMode = AUTO
SendCertMode = AUTO

)

3aMEHNTb Ha CTPOKU:

IdentityEntry auth identity 01 (
DistinguishedName *= USER_SPECIFIC_DATA

)

CertDescription partner cert dsc 01 (

)

AuthMethodGOSTSign auth method 01 (
LocalID = auth identity 01
RemoteCredential = partner cert dsc 01
SendRequestMode = AUTO
SendCertMode = AUTO

Takum obpa3om, BCe BbICTABMNEHHbIE HACTPONKM OTPaXKeHbl BO BkNaakax. [Ang Toro, 4tobbl B
6a30BOM NpoeKTe KoHUrypauus He 3aBucena OT NOMEN NokanbHOro ceptTudurkara, BO BKNagke
LSP cnepyet cnegyrowme cTpykTypbl (PucyHok 215):
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B aTom cny4dae nobow nokanbHbIA cepTudukat, nexawun B 6ase npoaykra, 6yaet ucnonb3oBaH
ansa ayteHtndpukauun. Heobxoanmo, 4tobbl B 6a3e ynpaBnsiemMoro yCTpoMCcTBa nexarn TONbKO OAMH

JIoKalnbHbIN cepTUduKaT.

ﬁ ¥PN data maker

=10l x|

File Mode
YPM product ICSF‘ YPM Gate 3.1 j Crypto provider ICertDF‘rD j
L5P |CertiFicates I Keys I Setkings I License I Interfaces I RMG conkainer | Soffware I

[ LSP Format is cisco-like

LDAPSettings |
ResponseTimeout = 200
HoldConneckTimeout = &0
DropConneckTimeout = 5

etk _dsc 01

I
IKEParameters [

Load From File, .. Check,
Run \Wizard. .. | Cancel |
PucyHok 215
@H‘PN data maker -1O] x|
File Mode
WP product ICSF‘ WP Gate 3.1 j Crypho provider ICI":.-'I:ItDF'rD j
L3P I Certificates I Keys I Settings I License  Interfaces |RNG containet I Software I
Yirtual device address I o .o .o .0
[T nretwork imterface descriptions
Mame | Descripkion | (it .
SEVE, ..
Extended|rauting
Destination | Gateway | (it .

v Metwork interface aliases

Logical name | Phsical name
ethd eth0
ethi ethl

[ Driver settings

Yalue

Yariable

Remove

Madify...

=)
L
(=8

Remove

(it .

rEhilye

PLEE

i

PucyHok 216
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7. Danee Bo Bknagke Interfaces 3agante annacel ceTeBbiX MHTepdencoB. [JonycTum, Ha YCTPOUCTBAX,
Ha KoTopble ByayT yCTaHaBnNMBATLCA KMNOHbI, MMeeTcsa 3 ceTeBbIX UHTepdenca ¢ normyeckumm
UMeHamMn — eth0, ethl, eth2 (PucyHok 216).

8. TlonyyeH 6a30BbIN NPOEKT, coxpaHuTe ero B harn Ha CepBepe ynpaBneHus, BbibpaB B MeHio File
npeanoxexHune Save as....

@H‘PN data maker

File Maode
Load.. |

5P YPH Gate 3.1 [

i CertiFicatesI keys I Setkings I License I I

[ LSP Format is cisco-like

LDAPSettings |
ResponseTimeout = 200
HoldZonnectTimeout = &0

Pt ™ FTirmmmik — O

PucyHok 217

9. CoxpaHuTte B KaTanore Clone Nof UMeHeM, Hanpumep, base gate.vpd.

save 2| x|
Save i Il.f}EIu:une j L] Iﬁi Edf-~

File name: Il:uase_gate j Save I
Save az fype: I"v"F'N product data file 7 vpd] j Cancel |

PucyHok 218

MoaroToBKa MaTepuanoB A5 KIOHOB

[anee cnegyeT NoAroToBMTb MaTepuman Ans Co3AaHus KNoHoB 6a30BOro NpoekTa — Ans Kaxgoro
yrnpaBnsiemMoro yCTponcTBa co3ganTte nokanbHbln cepTudukaTt, nonutuky 6esonacHoctu (LSP), cdannel ¢
nuueHsnamm Ha CSP VPN Gate n Kpuntollpo CSP, coxpaHus Bce 310 Ha CepBepe ynpaBneHus.

1. [Mony4ynTe yTunuTy cryptcp BMECTEe C NMUEH3MEN ONs TeCTUpPoBaHus ¢ carta komnaHum KPUMTO-
MPO no agpecy http://www.cryptopro.ru/products/other/cryptcp. PasmecTuTte ee B katanore
KpunTtollpo n 3apeructpupyimTte nuueH3unio:

C:\Program Files\Crypto Pro\CSP\cryptcp -sn XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

2. TMogknounte USB-dnew k CepBepy ynpasneHud. Y3HanTte umsa goctynHon USB-cnell, Ha koTopyto
OyayT 3anMcbiBaTbCs MOATOTOBMNEHHBLIE CKPUMTLI U KOHTENHEP, BLINMOSTHUB KOMaHAY:

“C:\Program Files\Crypto Pro\CSP\csptest.exe” -enum -provtype gost2001 -info -
type PP ENUMREADERS

B pesynbTare 6yJJ,YT Bbl4aHbl MMeHa OO0CTYMHbIX cunTbiBaTENEN, HanpumMep:

0x0102 REGISTRY ?aano?
0x0102 FATI12 E Aeneiaia E
0x0102 FAT12 A Aeneiaia A
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3. CospganTte KnYeBYO Napy, 3anpoc Ha nokanbHbIN cepTudukaT u otnpasbTe ero B YL. Ecnn YL
HaCTPOeH Ha aBToOMaTMyeckoe usgaHne cepTudrkaToB NPu NOMy4YEHMU 3anNpoOCOB, TO CO3AaHHbIN
cepTudumkat 6yaeT yCTaHOBMEH B KOHTEMHEpP C Kntoveson napor Ha USB-dnel, Hanpumep,
FAT12 E, KOTOPYIO YKaXuTe B KOMaHae, Hanpumep, Ans KnueHTa gate01:

"C:\Program Files\Crypto Pro\CSP\cryptcp.exe" -creatcert -dn "CN=gateOl" -both
—km -cont "\\.\FAT12 E\gateOl" -exprt -CA http://10.0.10.111/certsrv -dm

+ [lpu co3pgaHum cniyyanHbix NOCneaoBaTenbHOCTEN MOXHO n3bexaTb UHTEPaKTUBHbIX
3anpocoB, eCNn 3apaHee creHepuTb KX ¢ ucnonb3oBaHuem MNMAK «Akkopa-AMO3» nnm
3NEeKTPOHHOro 3amka «Cobonby, a 3aTemM B Kpuntollpo CSP HacTpontb [CYH Ha «/cxogHbi
MaTepuany.

+ [lpu 3agarHum komangbl B OC Windows napornb B Hel 3agaTb HEBO3MOXHO — ByaeT
3anpalumBaTbCst MHTepakTMBHO (PucyHok 219). O6a3aTenbHO 3aganTe NycTon Naposb.

Kpuvntollpo CSP jﬂ

0:05:54
)9 ¥CTEHOEWTE Naponk HA COSAAEAEMEIN KOHTERHED "gatell”,
=

oy

{* ¥CTAHOBMTE HOEEIA Dapons EM

HoBeH naponk: ||

MNoATEERH AEHHE! |

CTMEHS | MoapobHee == |

PucyHok 219

¢ YTUNUTY cryptcp MOXHO ucnosnib3oBaTb B OC Unix, KOTopasi BXOAUT B COCTaB nakeTa
KpunTolpo. Mpu cozgaHum krnoveBoii napbl U KOHTEHepa MOXXHO M36exaTb MHTEPAKTUBHOIO
3aJaHus napons:

/opt/cprocsp/bin/ia32/cryptcp -creatcert -dn "CN=gateOl" -both -km -cont
'"\\.\FLASH\gate0l' -exprt -pin "" -CA "http://10.0.10.111/certsrv" -dm -enable-
install-root

4. Cospante Ha CepBepe ynpasrneHusa kaTtanor, Harnpumep, C: \Clone. CKonupymnte co3gaHHbIN
nokanbHbI cepTudukaTt B kognposke DER n3 koHTelHepa B hanin C: \Clone\gate0l.cer:

"C:\Program Files\Crypto Pro\CSP\cryptcp.exe" -CSPcert -cont \\.\FAT12 E\gateOl
-df C:\Clone\gateOl.cer -der

5. Cospante dann C:\Clone\st gate0l.lic ¢ nuueHanen Ha npoaykt CSP VPN Gate,
Hanpumep::
[license]
CustomerCode=test
ProductCode=GATE1000
LicenseNumber=1
LicenseCode=01234567890ABCDEF
6. Cospante paiin C:\Clone\cp gate0l.lic C nuueHsmen Ha npoaykt Kpunrollpo CSP,
Hanpumep:
LicenseSerialNumber=12345-12345-12345-12345-12345
7. CospanTe dain anvacos ceTeBbIX UHTepdencos C: \Clone\ia gate0l.txt, Hanpumep:

ethO=ethO
ethl=ethl
eth2=eth?2
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8. CospawiTte chann HoBoro npoekTa C: \Clone\gate0l.pvd Ha ocHOBe 6a30BOro NpoeKTa, BbIMOMHUB
KOoMaHay:

"C:\Program Files\S-Terra\S-Terra KP\vpnmaker.exe" replace -fi

C:\Clone\base gate.vpd -fo C:\Clone\gateOl.vpd -lic C:\Clone\st gateOl.lic -
cryptolic C:\Clone\cp gateOl.lic -cert C:\Clone\gate(Ol.cer -certkey
\\.\HDIMAGE\HDIMAGE\\vpngate0l -certkeypwd 12345 -ifaliases

C:\Clone\ia gateOl.txt

roe

\\.\HDIMAGE\HDIMAGE\\vpngateOl — MMs KOHTENHEpPA Ha XECTKOM AMNCKE HOBOro YCTPOMCTBA,
B KOTOpPLIN OygeT CkonMupoBaH KoHTenHep gate0l ¢ USB-
¢new. KonTemHep Ha USB-cdnew O6ynet HangeH no
nokanbHOMy cepTudukary.

certkeypwd - Maposb Ha CKONMUPOBAHHbIN KOHTENHEP Ha KECTKOM OMUCKE.

9. Cospante Ha CepBepe ynpaBneHus y4eTHYIO 3anncb KnneHTa gate0l Ans HOBOro NpoekTa, a
noTom nepeBeanTe ero B coctosiHve Enable:

"C:\Program Files\S-Terra\S-Terra KP\upmgr.exe" create -i gateO0l -p
C:\Clone\gateOl.vpd

"C:\Program Files\S-Terra\S-Terra KP\upmgr.exe" enable -i gatell

10. CospanTe gBa ckpunta ans Hactponkn CSP VPN Gate v uHctannsuumn KnneHTa ynpaBneHus Ha
yrnpaensieMoM yCTPOMCTBE, coxpaHuB ux Ha USB-dnew B kaTanore gate01:

mkdir E:\gateOl
"C:\Program Files\S-Terra\S-Terra KP\upmgr.exe" get -i gate0l -d E:\gateOl
B katanore gate01 ByayT cOXpaHeHbl ABa ckpunTta:

setup product.sh — CKpUMT, cogepXaLluin AaHHble aAna HacTponku npoaykta CSP VPN Gate

setup upagent.sh — CKpWUNT, codepXawuih [AaHHble AN uHcTannsauum npogykra VPN
UPAgent.

11. CkonupyiTe aucTpmbyTne KnueHta ynpasneHus ¢ CepBepa ynpasnexus C: \Program Files\S-
Terra\S-Terra KP\upagent\<O0S>\vpnupagent.tar Ha USB-¢neL.

Takum obpasom, Ha USB-dnew 3anucaHbl Ba CKpUnTa 1 KOHTENHEP C KNOYEeBON Napown.

Hactponka ynpaBnsemoro ycTpoucTsa

1. HaynpaBnsemoMm yCTpPOWMCTBE HacTponTe Ha uHTepdencax IP-agpeca n coxpaHute nx s3HavyeHus B
cucTeme, HanpumMep:

ifconfig eth0 40.0.0.102/16
ifconfig ethl 192.168.0.1/24

/bin/ni saveif all.sh

2. BcraebTe B USB-nopt ynpasnsemoro yctponcTsa noAarotosrneHHbIn USB-dnew v BeinonHuTe ero
MOHTUPOBaHWe, HarnpumMep:

mount /dev/sdal /mnt

3. Yb6eautecb, 4To KOHTenHepbl Ha USB-dnew goctynHel ans Kpuntollpo CSP nocpeactBoM komaHabl
csptest.

/opt/cprocsp/bin/ia32/csptest -keyset -u -machinekeyset -enum containers -
verifycontext

4. Ecnu Ha ynpaBnsiemom ycTponcTBe oTcyTcTBYeT anctpubytns npogykta VPN UPAgent, ckonunpyiTe
ero ¢ USB-cnew B katanor /packages:

mkdir /packages
cd /packages
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tar -xvf /mnt/vpnupagent.tar

5. Banyctute ckpunT gna uHctannsumm Knnenta ynpasnexus (VPN UPAgent):

/mnt/gate0l/setup upagent.sh
6. 3anyctute ckpunT ans HacTponkn CSP VPN Gate:

/mnt/gate0l/setup product.sh

7. BbINOnHWTE OKOHYaTENbHY MHMUManm3aumto npogykta CSP VPN Gate:

/opt/VPNagent/bin/init.sh

Mo 3aBepLleHnto nHmumanm3auum ynpasidemoe yCTpOI?ICTBO gateOl rlepe|7|/:|,eT B COCTOAHME active.

E?PN UPServer console

File Groups dlients | Tools Help

VPM data maker. ..

Clients | Settings |

WPH data converter. ..
Lisk of groups  List of clients
~Clisnt 10 | Condition | acti.. | A..| adwi.. | Firetim... | Lastacti..| Last active ip-addres
L-Officel | ||ipated Active i g enabled iofo4iE0 . ERICTHE iond.10.110
gatedl ackive 0 0 enabled 10/04/20.,. 12f04)z20... 40.0.0.102
PucyHok 220

8. He 3abygbTte HacTpouTb MapLupyT B noaceTb ¢ agpecom 10.0.0.0/16, B koTopon pasmelueH Cepsep

ynpaBneHust:

route add -net 10.0.0.0/16 gw 40.0.0.1
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CueHapui BKMOYeHUs B CUCTEMY ynpaBneHns paboTarowiero
yctpoucTtBa ¢ CSP VPN Agent

NmeeTca yctpoincTso ¢ yctaHosneHHon OC u npogyktom CSP VPN Agent, koTopoe HacTpoeHo
CTOPOHHUMMW METOAaMu 1 BKINIOYEHO, Hanpumep, B noacetb 40.0.0.0/16 ¢ agpecom 40.0.0.104.
YCTPOWCTBO HACTPOEHO TakK, YTO MOXET co3aBaThb 3allMLLEHHbIE COeAUHEHUS C MApTHeEPaMn B CeTU
10.0.0.0/16, B koTOpOW Takke pa3melleH Cepsep ynpaBneHuns. [laHHbIN CLLeHapuin ONUCbIBaeT BKIHOYEHNE
paboTatoLLero ycTpoiucTBa B CUCTEMY YNpaBreHns ¢ ncrnosibaoBaHnem Cepsepa ynpaBreHus.

1. Ha Cepgepe ynpaBneHus co3gante y4eTHYH 3an1cb KnveHTa ansi paboTaroLLero ycTponcTaa,
Hanpumep, ¢ yctaHoBneHHbIM npoayktom CSP VPN Gate - work gate02.

@H‘PN UPServer console

File Groups cClients Tools Help
Clients |Settings|

List of groups  List of clignts

~Client I0 | Condition | acti.. | a..| adwi.. | Firetim.. | Last acti...
wOfficel || gaten active ] 5 enabled  10y04/20... OMLINE
igakell active i 0 enabled 10/04/20,,,  12/04)20,.,
Shiat, ..
Broperties. ..
pdate. ..
PucyHok 221

2. BBepguTte yHUKanbHOE UMS KNMEHTA U HAXXMUTE KHOMKY E.

Create new client X|

Client 1D | work_gatel?

Praduct packane I

Device passward I

UPAgent settings I C:\Documents and Settingstall Users\spplication O L., |

I, | Cancel |

PucyHok 222
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T?PN data maker - |0O] %X
343

File Mode
YPM product | SS]NREE E=RE Crypto provider ICrvptu:uPrc: j
Lsp |CertiFicates I Keys I Setkings I License I Inkerfaces I RMG conkainer I Soffware I

[™ LSP Farmat is cisco-like

[ N
Load From File. .. | Check. |

Run \Wizard. .. | (0] 4 I Cancel |

PucyHok 223

3. BbiGepuTe NpoaykT, yCTAHOBMEHHbIV Ha paboTatowem yctpornctee, Kpuntollpo n Haxkmute KHOMKy
OK.

4. Cospaetcsa PUKTUBHbLIV NPOEKT, HACTPOWKN Ha YCTPONCTBE YXKe 3a4aHbl, MOSTOMY B
npeaynpexaeHnn Haxmute kHonky OK.

Mpe A ¥Npes g eHHe x|

j B NpoekTe 3844Ha HE KOPPEKTHAA NONMTHES 6E—'3I:II'IEII:HI:II:THJ
L]

il

MEH ARHMEHEHKHK AaHHE: H3 3TOra NpaekTa K YPR-yoTpaHcTEY oHo By AeT HepaboTacnocabH,

Mpoaon#HTe?

OF |"

PucyHok 224

5. B cnegywowem npegynpexaeHun tTakke Haxmmute OK.

Mpeaynpes: aeHye ﬂ

B MpoekTe He 3343Ha KOpPEKTHAA NHULEHSHA,
MEH NPHMMEHEHKKM AaHHE: M3 3TOMD NPOEKTa K YPR-yCTpoRCcTEY oHo By AeT HepaboTocnocobHD,

|:;

Mpoaon#KHTE?

Ok |

PucyHok 225

6. B okHe co3pgaHus knueHTa Haxmute OK.

Create new client x|

Client ID | work_gatelz

Produck package I CDocuments and Sethingsial Userstapplicat

Device passward I

UPAgent settings I CDocuments and SettingstAll Users\spplication D L. |

Ik | Cancel |

PucyHok 226
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7. [Ons HOBOro KNMeHTa B KOHTEKCTHOM MEHHO Bbl6epI/1Te onepauuto Enable, a 3atem Get packages

ana co3gaHnAa CKpUnToB.

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings |
List of groups  List of clients
~Client I | cCondition | acti.. | A&.. | adwi.. | Firetim... | Lastacti..| Last activeip-
- Officel ||| gaten active o 5 enabled  10/04/20... OMLINE 10,0.10.110
gakell ackive 0 ] enabled 10/04)20.,. 12/04j20... 40.0.0.102
work gatelZ  mew enabled Show. ..
Properties. ..
Create. ..
Update. ..
Functions k
Get packages. ..

PucyHok 227
8. BbibepuTte katanor ans cCoxpaHeHMs HaCTPOEYHbIX CKPUNTOB M HaxmnTe OK.
Browse For Folder ed |
Select Falder Far initilaze distributives of work_gate0? clisnt
= 1) distr -]
=) oonoooo1
I3 clientol
I gaten1
I rvepnol J
I rvpr0z
|53 serverdl
] icrk_gated? |
Falder: I wiork_gatedz2
Make Mew Folder | (] 4 I Zancel |
4
PucyHok 228
9.

KnueHTa ynpasneHus, npoaykt CSP VPN Gate yxxe HacTpoeH.

@& C:'.share\distrwork_gate02

[Ba ckpunTa cosgaHbl. TpebyeTcsi TONbKO OAMH CKPUNT setup upagent.sh ANS UHCTaNNALUM

=10 x|

File Edit Wwiew Favorites Tools  Help

'1:

eack ~ o3 - (T | ) search | [ Folders | = 3 X ) | (5~

Address Ihi‘] Cuishareldistriwork_gatenz

le:u

Folders * || Mame =~ | Size | Type | Date Modified | Atktribukes |
) serverdl LI setup_product, sh ZKE SHFile 411212012 4:01 PM 8
O Pgp—y setup_upagent.sh 2KB SHFile 4/1212012 4:01 PM &
« [y
PucyHok 229
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10.

11.

12.

13.

[locTaBbTe CKpUNT setup_ upagent.sh Ha paboTatowumn wnio3 ¢ agpecom 40.0.0.104, Hanpumep,
C MCNONb30BaHNEM YTUMUTBI pscp B NPeABapuUTENbHO CO34aHHbIV KaTanor /tmp:

pscp setup upagent.sh root@40.0.0.104:/tmp

MNameHuTe npasa goCTyna K CKpUnTy, BbINOJIHUB JTOKaJ1IbHO Ha LWJ1H03€ KOMaHAay:
chmod +x /tmp/setup upagent.sh

3a|'|yCTVITe JTOKalibHO CKPUNT Ha BbINOJIHEHNE!
/tmp/setup upagent.sh

Mo okoHYaHUKU nHMuManusaumm KnneHTta ynpasneHust 3anyctute komaHay anga cbopa nHgopmarmm
C paboTaloLLero ycTponcTsa 1 coxpaHuTe ee B ann npoekra /tmp/work gate02.vpd:

/opt/UPAgent/bin/uprun vpnupdater backup -u /tmp/work gate02.vpd -hot mode

14.

15.

MonyyeHHbIN dhann npoekTa work gate02.vpd AocTaBbTe Ha CepBep ynpasneHus no
3acnyxuBaroLLeMy JOBEepUst KaHany CBA3U, Tak Kak OH MOXeT coaepKaTb MHOpMaLMI0 O Naponsax u
nuueHsnsx. Hanpumep, Ha CepBepe ynpaBneHus 3anyctute kKomaHay, npeaBaputenbHO co3aaB Ha
HeM kaTanor Projects:

pscp root@40.0.0.104:/tmp/work gate02.vpd C:\Projects

Cospante o6HOBREHWe ANs OAHHOIO YyCTPOMCTBA, BKIOYatoLWwee nonyyYeHHbI NPoekT, Bbibpas
npegnoxeHune Update.

ﬁ?PN UPServer console

File Groups cClients Tools Help

Clients | Settings |

List of groups  Lisk of clients

- Officel || gaten active 0 & enabled  10/04/20.., ONLINE  10,0,10.110
i 1

~lient 10 | condition | acti..| A..| adwi.. | Fretim.. | Last... | Last active ip-address

gakell ackive
work gatel?  ackive

enabled  10f04/20...  13/04/... 40.0.0.104
= CMLIME 40,0.0,104

Show...
Properties. ..

Create, ..
Clpdate. |

Functions k

Get packages. ..

Emable

Disable

Zlear:

Remove

16.

PucyHok 230

B okHe Update client B none Product package ykaxuTe ain ¢ nony4eHHbIM NPOEKTOM U HaXXMUTe
kHonky OK.
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Update client |

Client 10 | work_gatel2

Creation time | 4/13/2012 j | 2135:15 PM =

I Projecksiwark,

Product package
¥ Do ot send binary code of product package

Pagent Folder I

UPAgent setkings I e |

Extended data I

[ Send current UPServer Ca certificates ko client

Ik I Cancel

PucyHok 231

17. O6HosneHne ByaeT co3naHo Ans AaHHOro KnneHTa work gate02 U NPUMEHEHo.

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  List of clients

~Client I | cCondition | acti.. | A&.. | adwi.. | Firetim... | Last.. | Last active ip-address
- Officel || gaten active 0 B enabled  10/04/20... ONLINE  10.0.10.110
gakell ackive 0 1 enabled 1of04f20..,  13/04)... 40.0.0.104

_gated2  active i] enabled 10/04/20,,,  COMLIME 40,0.0, 104

PucyHok 232
B pesynbtaTte CepBep ynpaBneHus pacnonaraeT JOCTOBEPHbLIMW AaHHbIMK O paboTaloLemM yCTPpOnCTBe.

JaHHbIN cLueHapuii MOXeT ObITe MPUMEHEH A1t CUHXPOHMU3ALMK AaHHBIX Mexay CepBepoM ynpaBneHus u
YCTPOMCTBOM, HAaCTPOIKa KOTOPOrO OCYLLECTBISANOCE CTOPOHHUMMW METO4AMMU.
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I'pynnosble onepalun Ha CepBepe ynpaBneHus

B Ta6n|/|u,e Ha CepBepe ynpasieHNnAa MOXHO BblAENTNTb HECKOJTbKO KIMMEHTOB U MPUMEHUTb K HUM
onepauun meHto Clients, 3a ucknioyeHvem Create n Get packages.

@H‘PN UPServer console "

File Groups Clients Tools Help
Clients |Settings|

List of groups List of dients

Al clients ~ lignt ID | | Active upd. ., | Applied updates | Admiristrative s

Show. ..

L OFfice ] 3
Z serverld waiking Properties. ..

serverlS waiking Create, .. enabled
pdate. ..
Functions 3
Get packages. ..
Enatle
Dizable
iZlear

Remove

PucyHok 233

Kaxabin knueHT Ha CepBepe ynpasneHus co3gaeTcs OTAENbHO U ANS KaX4oro KnneHTa cKpynThbl
(anctpubyTmebl) KnneHta ynpasnerus n CSP VPN Agent Takke co3gatoTcs oTAenbHO.

OcTanbHble onepauumn MoryT NPUMEHATLCS K Nto6on BblAENEHHOW rpynne KNUeHTOoB.

Moapo6Ho onepauun meHto Clients onucaxbl B pasgene «Mento Clientsy» rnasbl «OnuncaHne nHtepdenca

CepBepa ynpaBneHus».

Mpu BbIGope onepaunn Update anst HECKOMbKMX KNMEHTOB ByayT co3faHbl 0OgUHaKoBble OOHOBMEHUS.
Mocne npMMeHeHNs aTX OGHOBMNEHWI KNMEeHTbI ByayT nMeTb, Hanpumep, OAVHAKOBYH MONINTUKY
©esonacHoCTW, OOVHAKOBBIN CNMCOK NpefonpeaerieHHbIX KIoYe, CBOW NnokanbHbI cepTudmkar. Ecnv B
6a3e npoAyKTa NeXxuT CNNCOK NoKanbHbIX CEPTUMDUKATOB, KIIMEHT HE CMOXET COo3AaTb COeAMHEHUNE C
napTHepoM, Tak kak 6ygeT ucnonb3oBaTbCA NepBbI cepTudmkaT cnmucka. YTobbl n3bexatb Takmx
npobnem ¢ nokanbHbIMK cepTudukaTamm, UCNONb3yNTe WabMoOH NpoeKTa, NPU KOTOPOM NPOUCXOANT
oT6op nokanbHOro cepTudukaTa U3 Cnncka Ans KaXkKAoro KnueHTa npyu o6HosneHun. Takown oTbop
rniokanbHoOro cepTndukaTa BO3MOXEH TONbKO MNPU HanMyvM1 Ha ynpaBnsaemMoM YCTPOWCTBE 3anpoca Ha

NOKanbHbIM cepTUdUKAT, KOTOPbIA U ByAET MCNOMBL30BATLCS OIS MOUCKA HY)KHOro cepTudukarta u3 cnucka.

Co3paHue wabnoHa npoekTa

1. He Bblgensa B Tabnuue KNUMEHTOB, B MeH0 Tools BbibepuTe npeanoxeHne VPN data maker.

ﬁVPN UPServer console

File Groups Clients | Tools Help

Clients | settings |

List of groups List of clients

PucyHok 234

2. B otkpbiBwemcs okHe VPN data maker 3anonHuTe Heobxooumble BKNagku (Mnu ncrnonb3ynte Run
Wizard) anst Hactponkm npogykta CSP VPN Agent.
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I
File Mode
WP product | e e Crypto provider ICryptDF‘rD j
L3P |CertiFicates I Keys I Settings I License I Interfaces I RMG containes I Software I
I 5P Farmat is cisco-like:
-
|;| e
Load Frorm file. .. | Check. |
Rur Wizard. .. | Cancel |
PucyHok 235

3. Bo Bknaagke Cerificates MOXHO 3agaTb CNMCOK NOKanbHbIX CEPTUAMKATOB, A51A KOTOPbIX 6bInu

CO3aHbl 3anpockl Ha KINMEHTaXx, CNUCOK CepTUEMKATOB NapTHEPOB, CNIUCOK YAaneHHbIX
ceptndukaTtos (CRL).

_[0o) x|

Fil=  Mode
WPMN produck

5P P Server 3.1

Crypto provider ICryptDF‘m

L5P Certificates |Ke';.-'s I Settings I License I Interfaces | RMG conkainer I Software |

Trusted CA certificates

)

Subject | Issuer | Serial Mumber | =T
Add
Remove

Local certificates

Subject | Issuer | Serial Mumber | Conkainer name Maodify. ..

CM=Certificate ... Ch=3-Terralh 61 C2C3EC0.. *

CN=Certificate ... CN=5-TerraCA 61 C40A570.. * Add...

CM=Certificate .., CMN=3-TerraChA 199C6ZEFO0.,, *

CM=Certificate ... CMN=5-Terra Ch 176E 244D 0,,, * Remove

Rernoke certificates

| Serial Mumber Wigw, .,

13FD 1B 23 00000..,
6l 0E 36 01 00 00 00.., Add. ..

Subject Issuer
C=RU,L=Moscow,0=,,, CMN=5-Terra Ch
C=RL,L=Moscow,0=,,, CMN=5-Terra Ch

Ll

Remove

CRLs

Issuer | Effective date Mextk update MiEw, ..

fdd

Remove

ddigl

Fum Wizard. ., | Cancel |

PucyHok 236
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Mpwn 3agaHuKM nokanbHbIX cepTudukaToB nosiBnAeTcs okHo Certificate description, B KOTOpoOMm
HaZo ykasaTb MMsi KOHTeHepa 1 Naporib K HEMY Ha yrnpaBrsieMoM YCTPOMCTBE. B aTux AByX nonsix
MOXHO yKa3aTb 3Ha4YeHue «*», KOTopoe Npu NPUMEHeHUN obHoBNeHUs ByaeT 3aMeHeHo Ha
,D,eVICTBMTeﬂbeIe 3Ha4YeHuns.

Use this container name and this password as default — npu yctaHoBke 3TOro conaxka u npm
yKasaHuu B Nonsax «*», Ans rpynnosou onepauun nobasneHns ceptudmnkaTtoB 3TO OKHO GyaeT
NosIBNSATLCH TONbKO OAMH pas.

Lertificate description x|

Field | Yalue |
Version 3

Serial number 17EE 244000000000 Q0 11

Signature algorithm GOST_R_341001_3411 (Crypko-Pro)

Issuer CN=5-Terra Ca

Yalid From Thu Mar 29 18:00:59 2012

Walid ko Fri Mar 29 181059 2013

Subject Ch=Certificate of client gatel

Public key GOST B 341001(512)

alk-subject <Monex

Hash MDS 43 A2 D3 EE 4582 30 09 2D 1E 93 E4 73 AB SF 52

Hash SHAL FEICEE FFICDO93 16 1B AD C3 06 6B 24 90 81 22B...

key container name ﬁ

kKey container passwiord I *

™ Use this container name and this password as default

| Ik I Zancel

PucyHok 237

4. 3anonHuB BKNagku, nepenante B pexum WwabnoHa npoekTa, Bbibpas B MeHo Mode npeanoxeHue
Enable template mode.

@H‘PN data maker _ o] x|

File | Mode

Enable template mode
L3 = ternplate data, .. ~ Crypto provider ICrvptu::Pru:u j

Lsp |CertiFicates I Keys I Settings I License I Inkerfaces I RMG conkainer I Software I

[T 5P farmat is cisco-like

GlobalParameters § =
Title = "This L5P was automnatically generated by S-Terra KP (cp) at 2012.04.24 21:01:54"
Yersion = "3,1"
CRIHandlingMode = BEST_EFFORT

i

LDAPSetkings {
ResponseTimeout = 200
HoldConneckTimeout = &0

41 1.
Load From File. .. | Zheck |
Fun Wizard.. . | Zancel |
PucyHok 238
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5. Barem B meHio Mode BbibepuTe npeanoxeHune Select template data (310 NnpeanoxeHue 4OCTYMNHO
TOMbKO B pexume LwabnoHa npoekra).

_ o] x|
Filz | Made

v Enable template mode
: L template data...

WPk Crypta provider ICrvptu::F‘ru:u j
| Certificates I Kews I Settings I License I Interfaces | RMiE container I Software I

™| 5P Format is cisco-like

GlobalParameters ( -
Title = "This L3P was automatically generated by S-Terra KP {cp) at 2012.04.19 17:58:43" —
Yersion ="3,1"
CRLHandlingMode = BEST_EFFORT

]

LDAPSettings |
ResponseTimeout = 200
HoldConnect Timeout = &0
DropConneckTimeout = 5

]
IdentitvEntry auth_identity _01¢
4

i
Load From File. .. | Check, |
R Wizard. .. | Cancel |

PucyHok 239

6. TosBunocb okHo Update data types co cnnMckom AaHHbIX, KOTOpble MOTyT BXOAWUTb B LWIAOMOH
npoekta. lNomeTbTe (braxkoM AaHHble, KoTopble ByayT BXoAWTb B WwWabnoH. [MNpu npyumeHeHnn
0BHOBMEHNs, CO30AaHHOIO C NCMONb30BaHMEM WabnoHa, TONbKO BXoadLwme B Hero gaHHble byayTt

N3MEHATbLCA Ha KINMUEeHTe.
Update data t¥pes ﬂ

v Lsp

W Local certificates
¥ Remate certificates

v cRLs
[™ Preshared kevs
v Log setkings

[T DDP settings

(a]4 I Cancel

PucyHok 240

CocrtaB okHa Update data types:

LSP — npu yctaHoBke chnaxka nokanbHasa nonutuka 6e3onacHoCTy, ykasaHHasi Bo Bknagke LSP,
OyneT BXoAMTb B cOCTaB WabnoHa npoekTa

Trusted certificates — npu yctaHoBke dnaxka Bce goBepeHHble CA-cepTudukaThbl, yka3aHHbIe
BO Bknagke Certificates, 0yayTt BxoguTb B LIAGMOH NpoekTa
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7.

save 214

Local certificates — npmn yctaHoBke dhnaxka BCE JOKamnbHble cepTudumKkaTtbl, ykasdaHHble BO
Bkrnagke Cerificates B pasgene Local certificates, 6ygyT Bxoantb B WIAbnoH NpoekTa

Remote certificate — npu yctaHoBke cnaxka Bce cepTudmkaTbl NApTHEPOB, YyKasaHHble BO
Bknagke Cerificates B pasgene Remote certificates, 6yayT BxoauTb B WAOMOH NpoekTa

CRLs — npu ycTaHoBKe dhnaxka BCe CNMUCKU OTO3BaHHbIX CEPTUCMKATOB, YKa3aHHble BO BKNagke
Cerificates B pasgene CRLs, 6ygyT BxoauTb B WWAbnoH NpoekTa

Preshared keys — npu yctaHoBke dhnaxkka BCe npefonpefeneHHble KMo4vu, yKasaHHble BO
Bknagke Keys, 6yaoyT BXoauTb B cOcTaB LWabnoHa npoekTa

Log settings — npu yctaHoBKe (hrnaxka HaCTPOMKN MPOTOKONMPOBAHUS, YKa3aHHbIE BO BKNagke
Settings, 6yayT BxoauTb B WabnoH npoekTa

DDP settings - npu yctaHoBke chnaxka nonutuka DDP, ykazaHHasa BO Bknagke Settings, 6yaet
BXOAMWTb B LWIABMOH npoekTa.

BbibpaB gaHHble, KOTOpble ByAyT BXOAUTb B WABMNOoH, Haxmunte kHonky OK.

3anonHuB paHee BKNaaky ANg 3TUX OaHHbIX, COXpaHUTE CO3AaHHbIN WabnoH B dain, cnonb3ysi
npeanoxeHne Save as meHto File.

E?PN data maker

File Maode
Laad... |

<P YPN Server 3.1 =]

L3P |Certificates I Keys I Settingsl License I

™| LSE Format is cisca-like

PucyHok 241

Save jn: Il.f} FEIVET j L] I'f‘i‘E Ef-

kdy Computer

"‘; File name: Iserver_template j Save I
o <]

Cancel |

by Metwark Save az type: I"v"F'N product data file [*wvpdt]

PucyHok 242

Ucnonb3oBaHue WwabnoHa npoekTa

LLlabnoH npoeKTa yJJ,O6HO Mcnosib3oBaThb Npu co3gaHnn 0OHOBNEHUS Cpa3y aonA HeCKOJ1bKUX KIMTMEHTOB.

1.

npeanoxexHne Update.

[lnsa aToro BbigenuTe B Tabnmue HECKONbKO KITMEHTOB, B KOHTEKCTHOM MEHIO BbiDepuTe
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@H‘PN UPServer console

File Groups Clients Tools Help

Clients | Settings |

List of groups List of clients

Al clients “ Clignk I0 I Zondition I Ackive upd, ., I Applied updates I Adrninistrative st

Sshow... = i
serverld waiting Properties, .. enabled

serverls waiting Create. .. enahled

Functions 3
Gek packages. ..
Enatle

Dizable

Zlear:

Remove

PucyHok 243

2. B oTkpbiBEeMca okHe Update clients B none Product package Haxmute KHOMKy [...] nB
CTaHOapTHOM OKHe OTKpbITUS harnna ykaxuTe ann c wabnoHOM npoekTa, Hanpuvep,
server template.vpdt.

Update clients ﬂ

Client I I serverlz, server03, serverld

Creation time | 2} 3f2012 j | 5:05:45 PM =l

Product package I il

¥ Do not send binary code of product package

Pfop=n |
Look. in: Il.f,\ FEIVEr j = EF Ed~ %

UPAgent

Extendec

[~ send

File name: Iserver_template.vpdt j Open I
Files of type: I‘-IF'N product data file £ vpd; © vpdt; * exe) j Cancel |

[~ Open as read-only

PucyHok 244

3. Ecnu B WwabnoH BXOAWT CNUCOK NOKarnbHbIX CEPTUUKATOB, TO NMPU NPUMEHEHMN OOHOBNEHMS NS
Ka)xgoro KnmeHTa 6ygeT oTompaTtbCs fnokasnbHbl cepTudmkaT U3 cnmcka C BbiMOMTHEHNEM NPOBEPKM
COOTBETCTBUSA UMEIOLLErOCH Y HEro 3anpoca Ha cepTudurKaT U OTKPLITOrO KNkoya B cepTugukaTe.
Takas npoBepka 6yaeT BbINOMHATLCSA TOMLKO NPY UCMOMb30BaHUK WabnoHa. MNpu oTcyTCcTBUM Ha
KNUeHTe 3anpoca Ha ero fokasbHbIn cepTudmKaT Takasa npoBepKa He BbINOMTHAETCA U NoKasbHbIN
cepTudmKaT Ha KNMeHTe He OOHOBMSIETCS.
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YnpaBneHue ¢ UCNONb30BaHWEM KOMaHAHOW CTPOKU — YTUNMTA
upmgr

[na aBTomaTusauum npoLecca ynpaBneHms KnneHtamm yagobHo ncnonb3oBaTb MHTeEPENC KOMaHaHOM
cTpokun. B coctaB npoaykta VPN UPServer BXoguT KOMaHOHO-CTPOYHAsA yTUANTA upmgr . exe,
pasmelleHHan B kaTanore npogykra — C: \Program Files\S-Terra\S-Terra KP.

KoMaHabl yTUnuThl upmgr . exe :

roe:

upmgr show [-1 CLIENT ID [-s SECTION NAME] ]

upmgr create -i CLIENT ID -p PRODUCT PKG [-g CLIENT GROUP] [-s

AGENT SETTINGS] [-dev_pwd DEVICE PWD]

upmgr remove -i CLIENT ID

upmgr get -i CLIENT ID -d PRODUCT DIR [-ask user mode ASK USER MODE] [-

check mode CHECK MODE]

upmgr update -i CLIENT ID [-p[d] PRODUCT PKG] [-a AGENT PKG] [-s

AGENT SETTINGS] [-sca (UPCACERTS FILE|*)] [-e EXTENDED DATA] [-date

CREATION DATE] [-time CREATION TIME]

upmgr clear -i CLIENT ID

upmgr disable -i CLIENT ID

upmgr enable -i CLIENT ID

upmgr set group -g CLIENT GROUP {-i CLIENT ID|-go OLD CLIENT GROUP}

upmgr set prop -i CLIENT ID [-dev _pwd DEVICE PWD] [-client desc

CLIENT DESC] [-ex var file FILE]

upmgr show cert

upmgr renew cert [-expired only]

upmgr check files

CLIENT ID YHUKamnbHbIA  MOEHTUMUKATOP KIMEHTA, MOXET COCToATb U3  NHbbIX
CMMBOSOB, 3a MCKMOYeHneMm criegyowmx: \?/:">*<|, He pormkeH
HaYMHaATLCS WM 3aKaH4YMBaTbCS CMMBONamMu npoben, Tabynsauusa wnm
TOYKa, U He gormkeH bbiTb paBeH “NUL” nnn “CON” nnmn “PRN” nnn “AUX”
mnn “COMx” nnu “LPTX”, rae x [1..9];

SECTION NAME UMS CEKLMM JaHHbIX O KNWeHTe. Hanpumep, “---VPN PRODUCT---",
7-—-1LSP---", "-—-LICENSE---" u T.m.

PRODUCT_PKG umsa avina (3gecb 1 ganee umsa danna BKMYAET MOMHbIA NYTb K HEMY),
copgepxawero Hactponkn VPN npogykta, KoTopbii Obin co3gaH ¢
NnoMoLLb0 OkHa KoHcomnu ynpaeneHus VPN data maker, unu uma danna
anctpubyTtuea npogykra CSP VPN Server/CSP VPN Client, koTopbiii Obin
co3faH ¢ nomolbio npoaykta CSP VPN Server/Client AdminTool

CLIENT GROUP nms rpynnel, K  KOTOpOW npuHagnexut  knueHt  (dopmart
SUB1/SUB2/NAME);

AGENT PKG Katanor, B KOTOPOM pa3sMelleH aucTpubytme KrnveHta ynpaeneHus
(ykasbiBaeTcs, ecnu nonyveHa HoBasi Bepcusa KnueHTa ynpaBneHus ot
pa3paboTyuka, TekyLlasa Bepcus pa3mellleHa B Katanore upagent);

AGENT_ SETTINGS umsa dainna, cogepallero Hactponkn KnueHta ynpasneHus;

DEVICE PWD B JJ@aHHOW BEpPCUM HE NCMOrb3yeTcs

PRODUCT DIR Katanor, B KOTOpbIM OyayT coxpaHeHbl AuctpubyTtmebl ans KnveHTa
yrpaBneHus;
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ASK_USER_MODE

CHECK_MODE

UPCACERTS FILE|*

EXTENDED DATA

CREATION DATE

CREATION TIME

OLD CLIENT GROUP

CLIENT DESC

FILE

-expired only

check files

pexuM 3anpoca NoATBEPXKAEHUS Y Norb3oBaTessi 0 Havarne oGHOBMEeHWs,
ycTaHaBnuBaemblii B nakete KnueHTa ynpaBneHusi, MOXeT MpUHUMATb
3HaYEHUs:

auto — nogTeepxaeHne 3anpalumBaeTcs, ecnv yctaHosneH CSP
VPN Client (3Ha4yeHue nNo ymon4yaHuio)

never — NOATBEPXAEHNE HUKOTAA He 3anpallvBaeTcs
always — NOATBEPXAEHWE 3anpaluvBaeTcs Bceraa.
Ecnu sHayeHune gpyroe, To OHO TPAKTyeTCs KaK auto.

pPeXVM MPOBEPKM UCMOSHSAEMbIX Moaynen, noanucaHHbix UM, npu
nony4yeHnn oGHOBIEHMS!, MOXKET NMPUHUMATb 3HAYEHUS:

<nycras cTpoka> - WUCNONMHAEeMble MOOYyNnn HEe NPpOBEepPATCA
none — UCNOJIHAEMble MOOYITN HE NMPOBEPAIOTCA

full — NpoBepSATCA NpUcNaHHble B OOHOBMEHUN pacCLUMpPEHHbIE
obHoBnNeHus 1 BuHapHble koAbl HOBOro KnveHTa ynpaBneHus

Ecnu 3Ha4eHne OTCYTCTBYET, TO OHO NpupaBHNBAETCA K 3HAYEHUIO
none

Ecnu 3Ha4veHne Apyroe, To OHO npupaBHMBaeTcA K full.

umsa danna B popmate PKCS#7 (.p7b) co cnuckom CA cepTudmkaTos
CepBepa ynpaBneHusi, KOTOpble nNepejarnTCcd KIMEHTY B COCTaBe
obHoBnenns. Ecnn nepepaetca oguH CA cepTtudmkar, 1o chann moxet
ObITb C pacwupeHvem .cer. Ecnn HyxHO nepegaTb BECb akTyallbHbIV
cnmcok CA cepTtudmkatos CepBepa ynpaBneHus, TO cnegyeT ykasaTbh «*»

Katanor, B KOTOPOM pacrofioXeHbl paclUMpeHHble AaHHble U CKpUNThbl
obHOBREHUS;

dopmaT: dd/mm/yy

dopmarT: hh:mm. [Jata wu Bpewms, korga CepBep ynpaBneHus
copmupyeT nakeT OOHOBNEHUs W caenaeT €ero  OOCTYMHbIM - Ans
ckaunBaHus KnueHTom ynpaeneHusi. Ecnv ykazaHHOe BpeMsi y>Ke NpoLurio,
TO nakeT OGHOBMeHWs GyaeT CHOpMMPOBAH U OTKPbLIT ANl CKaYMBaHMS
KnveHToM ynpaBneHuss cpasy rocrie cosgaHus o6HOoBMeHust (ecnu
napameTpbl He yKkasaHbl, TO UCMOMNb3YIOTCS TeKyLlas AaTta U Bpemsi);

UMS TPyNMbl, KOoTOpas AofmkHa OblTb 3ameHeHa Ha CLIENT_GROUP
(dpopmat PARENTO/PARENT1[/NAME][*]);

npom3Boana;| CTpOKa and onucaHua KrneHta, BHOCUMMaA B MNone
Descrition

nM4 cpaﬁna, B KOTOPOM YyKa3aHa CTpOKa C nepemeHHon n ee 3Ha4YeHnem,
onucbiBatoLLasi CBOMCTBA KMMEHTA, KOTOpaa nepenaetTcda CKpunty cook.bat
npu ero 3anycke B npouecce noaroToBkn pacllMpeHHOro OOHOBNEHUS.
¢OpMaTCTpOKM:_ex_MMH_nepeMeHHoﬁZSHaqeHme_nepeMeHHoﬁ

pabounit ceptudpmkat CepBepa ynpaBrieHUsi Nepecos3naeTcs, ecrm y Hero
MCTEK CPOK AEWCTBUS.

npoBepka LenocTHocTu carinos Cepeepa ynpasneHus.

Mpw ycnewHom 3aBepLUeHUM KOMaHAbI - Ko4 Bo3BpaTa paBeH 0, a Npy HeycnewHoM - oTnmnyeH ot 0.
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KomaHnga show BbIBOAMT UHpopmaLmio, aHanormyHyo Tabnuue knneHtos (PucyHok 61). Ecnu He
yKa3bIBaTb KMOY —i, TO BbIBOAWTCS KpaTkas nHdopMaumsa 060 BCeX KNMeHTax, Npy yka3aHuu Krova —i
- BbIBOAUTCSA paclUMpeHHas nHdopmauus Ansa ykasaHHOro KnmeHTa.

upmgr show [-i CLIENT ID]

upmgr.exe show
client0l active 0 3 enabled unknown 14/05/2012 00:21:38 40.0.0.101 none

KomaHga create no3sonsieT co3gaTb HOBOIO KMeHTa Ha CepBepe ynpasneHua.

upmgr create -i CLIENT ID -p PRODUCT PKG [-g CLIENT GROUP] [-s
AGENT SETTINGS] [-dev_pwd DEVICE PWD]

CospaHune HOBOro KnmeHTa ¢ ugeHTudumkaTtopom “client02”, ¢ UMeHeM aucTpubytuea npogykra
CSP VPN Server “e:\share\test pkg.exe”:

upmgr.exe create -i client02 -p e:\share\test pkg.exe

KomaHga remove nossonset yganuTb KnueHTa n3 Tabnuubl knneHToB Ha CepBepe ynpasreHus.
upmgr remove -i CLIENT ID
Yp,aneHMe KInneHTa c I/ID,eHTI/I(bVIKaTopOM N client02”:

upmgr .exe remove -1 client02

KomaHga get nossonfdeTt Nnony4nTb MHULKaNU3aLMOHHbIE JJ,VICTpVI6yTVIBbI ana ynpasnsaemoro yCTpOIZCTBa
B YKa3aHHbIl7I Katanor.

upmgr get —-i CLIENT ID -d PRODUCT DIR [-ask user mode ASK USER MODE] [-
check mode CHECK MODE]

MonyyeHve ancTpnbyTUBOB ANA KNNEHTa C AeHTUMKATOPOM “client02”, € 3aMUCHIO UX B
katanor “e:\share\#init\client02”, KnueHTy ynpaBneHuns H1MKorga He 3anpalimsaTb
noAaTBepXXaeHue 0 Hayane obHoBMNeHus 1 Bcerga nposepsTb Ha UM npncnaHHbie 06HOBREHNS:

upmgr.exe get -i client02 -d e:\share\#init\client02 -ask user mode never -
check mode full

KomaHga update no3BonsieT co3gaTb OOHOBIEHNE Ha CepBepe ynpaslneHuna ana KrimeHTa.

upmgr update -i CLIENT ID [-p[d] PRODUCT PKG] [-a AGENT PKG] [-s
AGENT_ SETTINGS] [-sca (UPCACERTS FILE|*)] [-e EXTENDED DATA] [-date
CREATION DATE] [-time CREATION TIME]

CospgaHne onsa KnMeHTa ¢ MaeHTUdUKaTopoM “client02” obHOBNEHMSA AaHHbIX NpogykTa CSP
VPN Agent, Haxoaswmxcs B AMCTpubyTrBe aToro npoAdykra “e:\share\test pkg.exe”:

upmgr.exe update -i client02 -p e:\share\test pkg.exe

Ecnu BMecTO kntoya —p ykasaTb knod —pd, To KnueHTy ynpasneHus 6yayT nepecbinartbCcs TOMbKO
AaHHble, 6e3 BbuHapHbIx kogos npoaykta CSP VPN Agent.

KomaHnpa clear no3BonsietT OTMEHUTb BCE HENPUMEHEHHbBIE OGHOBNEHWS ANS KIMEHTa.
upmgr clear -i CLIENT ID
YaaneHne Bcex HenpuMeHeHHbIX 0OHOBNEHWU NS KNneHTa ¢ naeHTudukatopom 2000000027 :

upmgr.exe clear -i client02
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KomaHnpa disable 6nokupyet Bce ceTeBble 0bMeHbl CepBepa ynpaBneHusi C KNMEHTOM.
upmgr disable -i CLIENT ID
3anpet Bcex ceTeBbIX 0OMEHOB C KNMMEHTOM C MAEHTUUKATOPOM “client02” :

upmgr disable -i client02

KomaHpga enable paspewsaet CepBepy ynpaBneHusi ceTeBble 0OMeHbI C KITMEHTOM.
upmgr enable -i CLIENT ID
Pa3spelueHne ceTeBbix 0OMEHOB C KITMEHTOM C MOEHTUMKATOPOM “client02” :

upmgr.exe enable -i client02

KomaHpa set_group nameHsieT rpynny y 3agaHHbIX KIMUEHTOB.
upmgr set group -g CLIENT GROUP {-i CLIENT ID|-go OLD CLIENT GROUP}
BkntovaeT knueHTa “client02” B rpynny "Moscow/Office01”:

upmgr.exe set group -g Moscow/Office0l -i client02

KomaHga set_prop gpobasnsietT onncaHme CBOMCTB y 3a4aHHOIO KMMEeHTa.

upmgr set prop -i CLIENT ID [-client desc CLIENT DESC] [-ex var file
FILE]

Knuenty client01 go6aBnTb B onmMcaHuMe CBOMCTBO «MOXET paboTaTb C TOKEHOM» CO 3HA4YEHMEM
«eToken NG-FLASH»:

upmgr.exe set prop —-i client02 -client desc “B omHOoM ceTm c client0l” -
ex var file “C:\Program Files\S-Terra\S-Terra KP\prop client02.txt”

B dhaiine prop_client02.txt 3anucaHa cTpoka — «MOXeT paboTaTb ¢ TokeHoM= eToken NG-FLASH»

KomaHga show_cert 3anyckaeT ctaHgapTHyto GUI nporpammy onepaumoHHOM cUcTeMbI Anst oTobpaxeHus
paboyero ceptudukata CepBepa ynpaBneHus.

upmgr show cert
MokasaTb pabounii cepTudmkat CepBepa ynpaBneHus:

upmgr.exe show cert

KomaHga renew_cert 3anyckaet nepeBbinyck paboyero ceptudmkara Cepsepa ynpasneHus (Havano
Cpoka fenctsug ceptudumkaTta - 3a AeHb A0 TeKylen aatbl, Bpems XusHu ceptudukarta - 1 mecsu).

upmgr renew cert

Mepeco3paTb paboumnn ceptudmkat CepBepa ynpaBneHUs TONbKO B TOM CIlydae, ecrin y Hero UcTek
cpok gevicteusa. Komanga pabotaet Tonbko ons RSA-ceptudmkatos, Tak kak nepesbinyck FTOCT-
cepTMdukaToB TpebyeT NHTEPAKTUBHOIO y4acTust agMUHUCTpaTopa.

upmgr.exe renew cert -expired only

KomaHnpga check_files 3anyckaeT nposepky uenoctHoctu dannos Cepepa yrnpasneHus

upmgr check files
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WU3meHeHue rotoBoro npoekta ¢ Hactponkamu CSP VPN Agent -

ytunuta vpnmaker

[na BHeCeHWs1 UBMEHEHUI B roTOBbIN MPOEKT MOXHO MUCNONb30BaTh YTUINUTY vpnmaker, PacrofioXXeHHY0

B KaTanore npogykra — C: \Program Files\S-Terra\S-Terra KP.

HasHayeHne — nameHeHne gaHHbIX B rOTOBbIX npoeKTax, Co3aaHHbIX C MOMOLLbIO CepBepa ynpaBneHusa,

nnm co3gaHnme HoBbIX I'IpOGKTOB-LIJa6J'IOHOB.

I'Ipep,nonaraeTCH, YTO yTuUnuta 6y,u,eT MCnonb30BaTbCs AN co3gaHns 60MbLIOro KonmydecTaa NoOXoXmnx
NPOEKTOB ANA KINMEeHTOB, He3HAYNTENbHO OTNNYaKLWNXCA Apyr OT gpyra (Hanpmmep, JTIOKalbHbIM

cepTMduKaToM 1 HOMEPOM NULIEH3UW areHTa).

I'Iapameprl YTUNAUTDL:

vpnmaker replace -fi IN FILE -fo OUT FILE [-lsp LSP_TXT FILE|-clp CISCO-

LIKE_POLICY] [-keyname KEY_NAMEON -keybody KEY_FILEON] [-1lic LIC FILE 1 [-
cryptolic CRYPTO LIC FILE ] [-cert CERT FILE [-certpwd PWD] [-certnum NUM]
[-certkey KEY CONT [-certkeypwd KEY PWD]] [-trust] ] [-ifdesc IF FILE ] [-
ifaliases IF FILE] [-targetsoft TARGETSOFT FILE]

vpnmaker make template -fo OUT FILE [-cert LOCAL_CERT_FILEOI] [-cert
LOCAL CERT FILEON] [-cp CP_VENDOR]
You can enter many keys and many certificates.
B pexume paboTel replace HekoTOpble CTapble AaHHbIE MPOEKTa 3aMEHSOTCS HOBLIMMU.
MapameTpbl pexnma replace:
-fi IN FILE NOJSHbIN NMYTb K dhanny ¢ NPOEKTOM, KOTOPbIA Hago M3MeHUTb. PaclunpeHnune
.exe unn .vpd
-fo OUT_FILE NOMHLIN NYTb K hanny ¢ U3MEeHeHHbIM NpoekToM. PacwupeHne . exe nnm

.vpd

-lsp LSP_TXT FILE MOMHbIA NyTb K TEKCTOBOMY anny C JOKanbHONW  MOSIMTUKON

©e3onacHoCTu.

OTa onumMsi He MOXET MPUMEHATbCA OOHOBPEMEHHO C onuuen —clp.
Crapble nonutukmn 6e3onacHoctn LSP un cisco-like us npoekra ygansatoTcs.

HoBas LSP coxpaHsieTca B 6a3e gaHHbIX NpoeKTa.

-clp CISCO LIKE POLICY MOMHLIA NYTb K TEKCTOBOMY hawny ¢ cisco-like nonutukon

©e3onacHocTu.

OTa onuusi He MOXET MPUMEHSTbCS OAHOBPEMEHHO C
onunen -1lsp. Onuua gonyctMma TONbKO ANdA LUMKO30B
6esonacHocTn. CTtapble nonutukn 6esonacHoctn LSP u
cisco-like u3 npoekra yganstoTtcs. Ctapble HaCTPOWMKK nora

(cbannsl “log set.dsc”,

"syslog.ini”,

“syslog 3 1.ini”,”syslog 4 0.ini”) ypanswooTcs.
HoBas cisco-like nonvtuka coxpaHsieTca B 6a3e AaHHbIX

npoekra.

—keyname KEY NAME UM Kro4a. Mocne unmeHn obsizaTenbHO AOMKHaA cnegoBaTb onuus -

keybody

-keybody KEY FILE MOSHbIA NYTb K panny ¢ Tenom knoya.

CTapre KINHOYN M3 NMpOeKTa yaandrTcAd. MoxHo [06aBUTb HECKOSbKO

KItoyen
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-lic LIC_FILE NOSHbLIM NYTb K TEKCTOBOMY (hbanny C nuueHamen Ha npoaykt. Npumep
danna:
[license]
CustomerCode=bank
ProductCode=GATE100
LicenseNumber=1
LicenseCode=6E7AAAECBBB478BS8
—cryptolic CRYPTO LIC FILE MOMHbLIN MNyTb K TEKCTOBOMY (panny C nuvueH3nen
Kpuntonposangepa. lNpumep cdanna:
LicenseSerialNumber=1282349167838947

—cert CERT_FILE NonHel NyTb K dpanny ¢ ceptucdukatom (paclumpeHue .cer, .p7b,
.pfx). Ona atoro ceptudukata MOXHO YyKasaTb [OMOMNHUTENbHbIE
napameTpbl:

—-certpwd PWD naporsib, KOTOPbIM 3aLUMLLEeH ann ¢ cepTUdrKaToM.

-certnum NUM nopsigkoBbil  HOMep cepTudmkatTa (HyXeH, ecnu dann cogepxut

HECKOJTbKO CepTMAUKATOB).

-certkey KEY CONT WMSsi KOHTeliHepa C CEKpeTHbIM KIoYoM cepTudmkaTa (cam KOHTelHep — y

KnueHTa).

-certkeypwd KEY PWD naposb, 3aLUMLLAIOLLNIA KITOYEBOW KOHTENHED.

-trust 3TOT nar gormkeH BbicTaBnATbcA Yy CA-cepTUdUKaTOB, KOTOPbIM Mbl
aoBepsiem.

Crapble cepTudukathl yaansoTcs ns 6asbl, HO He BCe, a TONbKO TeX TUMOB, KOTopble A06aBNATCS.
Hanpumep, npu 3ameHe Torbko fokanbHoro ceptudukata CA-cepTudmKaTbl COXPaHSOTCS.

MoxHO A06aBUTbL/3aMEHNTb HECKOSBKO CepTVI(*)I/IKaTOB Pa3HbIX TUNOB.

-ifdesc IF FILE MONHbIA NYTb K TEKCTOBOMY (painy ¢ onncaHnem BUpTyarnbHOro agpeca v
poyTuHra. MapameTp moxeT 6biTb Tonbko ans CSP VPN Gate on token
(CNAC «MOCTy). Npumep darnna:

VirtualDeviceAddress=23.24.24.24

[ExtendedDeviceRoutes]

Route 0=10.0.2.0/24 192.168.5.1
Route 1=23.45.55.0/24 1.2.3.4
Route 2=24.0.0.0/16 DGA

Route 3=25.0.0.0/16 VDA

DGA - default gateway address

VDA - virtual device address

-ifaliases IF FILE NOSIHbIA NYTb K TEKCTOBOMY (hainny C OonMcaHuWeMm anuacos
nHTepdencos. MNpumep danna:
FastEthernetl/0 = ethl
FastEthernetl/l = eth2,eth3
default = *
Mo aTton nHdopmauumn popmupyetca pan ifaliases.cft (Ansg npogyktos sepcum 4.0) unu

nHdopmauums coxpaHsieTcsa B 6ase npoaykTa (ans Bepcun 3.X). Ecnu He onpepeneH anvac
default, OH aBTOMaTMyeckn gobaensercd B Buge default = *.
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-targetsoft TARGETSOFT FILE NOSHbLIA NYyTb K TEKCTOBOMY doainrny C OMMCaHWeM Tuna u
napameTpoB LENeBoro nporpaMMHoro obecnevyeHnss Ha
ynpaensemom yctponctee. [lapameTp npumeHsieTcs
Tonbko ans CSP VPN Gate on token. Npumep danna:

TARGET=rdp
SERVER=192.168.15.1:5444
USER=guest

OPTIONS=

MepemeHHas TARGET moxeT cogepxaTb cneayowme sHavyeHns:

web — uenesoe O ans yaaneHHoro AocTyna K 3aluviiaembiM pecypcam B kadecTBe Web-
KnueHTa

rdp — uenesoe MO anga yganeHHOro AocTyna K 3awuuiaemMbiM pecypcam B kadectBe RDP-
KnueHTa

other — gpyroe ueneeoe 0.

MepemeHHast OPTIONS cogepxuT napameTpsbl MO, ycTaHOBNEHHOrO Ha ynpaBnseMoM YCTPOWCTB.

MapameTpbl pexxuma make_template

B pexwume paboTbl make template CO34aETCS HOBbIV MPOEKT-LLAGMNOH, B KOTOPOM €CTb TOMbKO
cepTudmkaTbl. OHU UCMONb3YIOTCA BO BHYTPEHHUX TECTAX.

-fo OUT_FILE NOMHBIN NyTb K ¢panny C HOBbIM MpoekToM. Pacwmpenue
.exe unu .vpd.

—cert LOCAL CERT FILE NOSHbIN NYTb K dpanny ¢ cepTnunkaTom

-cp CPVENDOR kpuntonposangep (CP unu SC unu ST).
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Hactponku CepBepa ynpaBneHus

AamuHucTtpaTtop CepBepa ynpaBneHus MoxeT 3a4aTbh HEKOTOPbIE HAaCTPOViku B dpanne:

C:\Documents and Settings\All Users\Application Data\UPServer\ssettings.txt.

c:\ProgramData\UPServer\ssettings.txt

=

File Edit Format Wiew Help

[UPSRV]

workThreadCount=2
DoMotCreateworkCert=False
MaxZountofstorablelpdates=3
poMotCleardoldPrasswords=FTalse
MotifyServerPort=43010

[CTientinfo]
|MaxVPNLDgSize=256
MaxFTPLOQSTze=51200
FTPLogReadPeriod=1

[Motifications]
MaxMosctiveT ime=1
MaxMoonTineTime=2
MinCertificateFireTime=30

[UPCHS]]
MeedCheckProductFiles=Ffalse

Ki

=]

al B

PucyHok 245

B dhanne ssettings.txt HAaCTPONKKN pacnpeaeneHsbl Mexay cekumsamm — Log, UPSRV, FTPServer,
ClientInfo, Notifications, UPCNS. OnucaHue nepemMeHHbIX B KaX40W CeKUMM NpeacTaBneHo
HKe. Heckonbko HacTpoek 3afaeTcs B peecTpe HKEY LOCAL MACHINE\SOFTWARE\UPServer.

ALMUHUCTPATOP MOXET YNpaBnaTb CNeAyLWMMM HacTPONKaMu.

Cekuusna

OnucaHue

Log

®naz eknroyeHus syslog npomokonupogaHusi
MepemeHHasa SyslogEnable
3HayeHune: true - BKIOYEHO NPOTOKONMPOBaHNE
false - BbIKMOYEHO (3Ha4YeHne no ymonyaHuio — false).

Adpec Syslog-cepeepa
MepemeHHaa SyslogSrvAddr
3HaueHue: nbow KoppekTHbIN IP-agpec (3HaveHme no ymonyaxuio — 127.0.0.1)

Adpec ucmoyHukKa coobujeHul
MepemeHHaa SyslogFacility
3HayeHue: CcTpoka (3HayeHue no ymonyaHuio —log local7’)

Pa3mep c¢halina npomokosiupoeaHusi cobbimulti

lMepemeHHan FileMaxSize

3HaueHune: oT 10 kunobanT (3HaveHne no ymonyanuto - 10200 kunobawT, ecnu cTpoka
OTCYTCTBYET UMW HEKOPPEKTHA).

Wmsa cpanna npotokonupoBarusi: C: \Documents and Settings\All
Users\Application Data\UPServer\upserver.log.

Mpyn QOCTWXKEHWM 3a4aHHOTO 3HAYEHWS] AaHHbIe KONUpyloTCa B chann
upserver.log.bak, adann upserver.log ouuwaetcs. [Npumep danna c
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CcoO0LEHNAMN.
UPSRV Konuyecmeo pabo4yux HUMOK e cepeauce MoG20moeKu o6HoesneHul
MepemeHHas WorkThreadCount
3HaueHune: gecATuyHoe Ymcno oT 1 go 10 (3HayeHre no ymonyaHuto 2). PekomeHgyemoe
3HayeHUe - KONMYECTBO NPOLLECCOPOB Ha KomMbioTepe + 1.
®raz2 omkI0YeHUs1 asmomMamu4ecko20 nepeco3daHusi paboyezo
cepmudpukama
MepemeHHaa DoNotCreateWorkCert
3HaveHune: false — OTKNIOYEHO aBTOMATUYECKOE NepecosfaHue (3HaveHne no
YMOMYaHuio)
true — BKIOYEHO aBTOMaTMYeCKoe nepecosgaHne
MakcumanbHoe Konu4yecmeo XpaHuUMbIX NMPUMeHeHHbIX 06Hoe1eHull Ons
Kaxxdoeo kriueHma
MepemeHHaa MaxCountOfStorableUpdates
3Ha4veHune: gecatnyHoe ymcrno ot 0 oo 4294967295, 3HayeHne 0 — 06HOBNEHUs He
yaansaoTcs (3HadeHne no ymonyaxuto 0).
®naz ydaneHusi cmapbix napoJsiel K KITUeHMCKUM K/1loYeebiM KOHmeuUHepam
MepemeHHas DoNotClearOldPasswords
3HaveHune: false — ygansiloTcst aBTOMaTUYECKU CTapble Naponu (3HadyeHue no
YMOMYaHuio)
true — He yaansiTcst aBToMaTUYecku ctapble naponu
UDP nopm, komopsblil ucnonb3yemcsi 05s1 o6MeHa Homugukayusimu ¢
Knuenmamu ynpaeneHusi
HoTndwmkaunm ncnonb3ytotcs Ans otcnexumBaHna KnneHToB ynpaBneHusi, Haxoaawmnxcs Ha
CBS13U, 1 OMOBELLEHNS NX O CYLLECTBOBaHUW NOArOTOBMEHHBLIX OOHOBNEHWIA.
[MepemeHHas NotifyServerPort
3HaueHue: gecATMvHoe Ymcno ot 0 Ao 65535 (3HadeHne no ymondanuio 43010),
3HavyeHue 0 oTknoYaeT MexaHnam obmeHa HOTUdMKaLMAMMN.
FTPServer Cemeeoll adpec 955 e3aumodelicmeusi ¢ cepsucom npodykma FileZilla
Server
MepemeHHaa Address
3HaueHune: nokanbHbIV IP-agpec cepBepa FileZilla Server (3HayeHue no ymonyaHuio
127.0.0.1).
Cemeeoli nopm 0snst e3aumodelicmeusi ¢ cepeucom npodykma FileZilla
Server
lMepemeHHasa Port
3HaueHue: nopt cepsuca FileZilla Server (3HaveHne no ymonyaHuo 14147).
lNMaponb Ans e3aumodelicmeus ¢ cepgucom npodykma FileZilla Server
MepemeHHasa Password
3HaueHune: cTpoka, npeacTasnstoLwasi n3 cebst napones cepsuca FileZilla Server (3HaveHne
Mo yMON4YaHuoo <mycrTas CTpokra>).
ClientInfo MakcumanbHbIl pa3mep 102 coobujeHul \VPN-npodykma, xpaHsiuyuxcsi Ossi

kaxxdoz2o Knuenma ynpaeneHusi
MepemeHHasa MaxVPNLogSize
3HaueHue: gecaTnyHoe yncno ot 1 go 102400 knnobawT (3HauYeHne no ymonyanuio 256).

MakcumanbHbIl pa3mep no2 coobujeHuli FTP-cepeepa

lMepemeHHaa MaxFTPLogSize

3HaueHue: gecsaTuyHoe Ymcno ot 1024 no 921600 kunobanT (3HavYeHe No yMOoN4aHuo
51200).
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lMepuod aHanu3a coobujeHuli FTP-cepeepa
MepemeHHaa FTPLogReadPeriod
3HayeHue: uenoe yncno ot 1 4o 60 MUHYT (3HaYeHne No ymonyaHuio 5).

Notifications MakcumanbHoe epemMsi HeakKmugHOCMU K/iueHma
MepemeHHas MaxNoActiveTime
3Ha4veHune: gecatunyHoe ymcrno ot 0 oo 4294967295 yacos, 3HavyeHne 0 — oTkNoYaeT
OTCrneXvBaHue MakCMManbHOro BPEMEHN HEAKTUBHOCTU KITMEHTOB (3HaveHne
no yMon4yaHuio 24).

MakcumarnbHoe epemMsI HeakKmueHoOCMuU KiiueHma ons NMPU3HaHus1 e2o
Haxoaﬂu(UMCﬂ He Ha cesa3u

MepemeHHas MaxNoOnlineTime

3HayeHune: gecaTnyHoe Yncno ot 1 Ao 60 MUHYT (3HaYeHre No YMOMn4YaHuio 2).

MurumanbHoe epemsi neped oKOH4YaHUeM cpoka delicmeusi cepmudgpukama
ynpaesisieMo20 ycmpoliicmea

MepemeHHaa MinCertificateFireTime
3HaueHune: fecATuyHoe Ymcno ot 0 go 4294967295 cyTok,

3HavyeHue 0 — OTKMYaeT OTCNEXMBaHNE MUHMMANbHOTO BPEMEHY nepes
OKOHYaHMeM Cpoka AeNCTBUSA CepTMdUMKaToB ynpaBnsemblX YCTPONCTB
(3HayeHune no ymonyaxuio 30).

Mpw HacTynneHnn 3Toro BpeMeHn faTa OKOHYaHWSA Cpoka AencTBMSA cepTudmnkara
BblJeneHa KpacHbiM LBeToM B Tabnuue knmeHToB Cepeepa ynpasneHus.

UPCNS ®nae npoesepku yenocmHocmu ¢halisioe npodykma rnpu cmapme
npunoxeHuss VPN UPServer console

lMepemMeHHas NeedCheckProductFiles
3HauyeHne: true — BbINOMNHAETCA npoBepka LUenoCTHOCTU NpU KaXXaoM CTapTe NPpUnoXeHuna
false— npoBepkKa LesyiIoCTHOCTU He BbINMOJIHAETCA (3Ha‘-|eHV|e no yMOJ'I‘-IaHVIIO)

UPCNS Wizard Bpewms xu3Hu ISAKMP SA e cekyHOax Onisi 3adaHusi 8 HacmpolukKax
ynpaensieMbiX ycmpolicme npu Ucnosib308aHUU OKOH Macmepa

MNepemeHHaa IKE LifetimeSec
3HadveHue: gecatmyHoe umcno ot 0 oo 2147483647 cekyHn,

3HauveHue 0 o3HayvaeT, YTO AaHHasa NepemMeHHasi B KOH(Urypaumm (HacTpoiikax)
ynpaBnsieMoro yCTpoMCTBa He 3agaeTcs (MCnosb3yeTcsl 3Ha4YeHme no
ymon4yaHuto, 3agaHHoe B LSP gns ganHoro npogykta CSP VPN Gate)

3HayeHue no ymonyanuto - 28800 (ucnonb3yeTcs, koraa B davine
ssettings.txt OTCYTCTBYeT CTPOKa C JAaHHOW NepeMeHHON).

Bpewmst xu3Hu ISAKMP SA e kunobalimax (konuyecmeo o6pabomaHHO20
mpacgpuka) Onsi 3adaHusi 8 HacmpolKax ynpaeJsseMbix ycmpolicme npu
ucnosib308aHUU OKOH Macmepa

MNepemenHana IKE LifetimeKB
3HadeHune: gecatuyHoe ymcno ot 0 go 2147483647 kunobanT

3HayeHue 0 03HayaeT, YTo AaHHas NepemMeHHast B KOH(Urypaumm (HacTpoiikax)
ynpaensemMoro ycTpoicTea He 3agaeTcs

3HayeHune no ymonyanuo — 0.

Konuyecmeo IPsec SA, co3daHHbIx 8 pamkax oOHo20 ISAKMP SA, dns
3adaHusi 8 Hacmpolikax ynpaessieMbix ycmpolicme npu ucnosib3o8aHuuU
OKOH Macmepa

MNepemeHHana IKE LifetimeKeys
3HaveHune: pgecatnyHoe Ymcno ot 0 no 2147483647

3HaveHve 0 03HaYaeT, YTo AaHHas NepemMeHHast B HacTpPOoMKax yrnpasnsemMoro
YCTpOWCTBA He 3agaeTcs

3HayeHune No ymonyaHuio - 0.

Bpewmst xu3Hu IPsec SA e cekyHOax Osis1 3a0aHusi 8 HacmpoUKax
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ynpaensieMbIx ycmpolicme rpu ucrnosib308aHuUU OKOH Macmepa
MNepemenHaa IPSEC LifetimeSec
3HaueHune: gecATuyHoe Ymcno ot 0 no 2147483647 cekyHa

3HaveHue 0 03HayaeT, YTo AaHHas NepemMeHHast B HacTporKax yrnpasnsieMoro
YCTPOWCTBa He 3agaeTcs

3HayeHune no ymonyaHuio - 3600.

Bpewmsi xu3Hu IPsec SA e kunobalimax (konudyecmeo o6pabomaHHO20
mpacgpuka) Onsi 3adaHusi 8 Hacmpolikax ynpaeJssieMbix ycmpolicme npu
ucrnosib308aHUU OKOH Macmepa

MNepemenHas IPSEC LifetimeKB
3HadeHune: gecatuyHoe ymcrno ot 0 go 2147483647 kunobant

3HaveHue 0 03HaYaeT, YTo AaHHas NepemMeHHas B HacTPOWMKax ynpasnsaemoro
YCTPOWCTBa He 3agaeTcs

3HayeHune no ymonyaHuio - 4608000.

HaumeHoeaHue 2pynnbi Ons1 ebipabomku K/1ro4ee020 Mamepuana ons IPsec
SA, ebicbiiaemMoe napmuepy 0751 coasiacoeaHusi, Npu 3adaHuu HacmpoekK
ynpaesnsieMbIx ycmpolicme e OKHax macmepa

MNepemenHas IPSEC Group
3HaueHune: NONE - npu corracoBaHuu HOBOWM SA HOBbI 0O6MeH no anropuTtmy Ouddum-

Xennmaxa nnn VKO ans BelpaboTkn 06LLero CeCCMOHHOTO Kitoya He
BbinonHseTcs. Knioyesow maTepunan 3aMmcTeyeTcs 13 nepson dasbl IKE.

VKO_ 1B — npu cornacosaHnm HoBoW SA BbINOMHAETCS HOBbIA OBMEH Krtoyamm
no anroputMmy VKO FOCT P 34.10-2001 B pamkax IPsec (3Ha4yeHue no
YMOMYaHuio)

MODP_ 768 — npu cornacosaHnm HOBON SA BbINOMHAETCSA HOBbIN OB6MeH

kntodamm no anroputmy Ouddpum-Xennmara B pamkax IPsec (768-6uToBhbii
BapuaHT anroputma Quddum-XennmaHa)

MODP_ 1024 - 1024-6uToBbIn BapuaHT anroputma Auddu-Xennmaxa
MODP_ 1536 — 1536-61TOBbIVN BapuaHT anroputma Juddu-Xennvaxa.

Pexxum o6pabomku criuckoe omo3eaHHbIx cepmudghukamos (CRL) dns
3adaHusi 8 Hacmpolikax ynpaessieMbix ycmpolicme npu ucnosib308aHuuU
OKOH Macmepa

MNepemeHHasa EXSET CRLHandlingMode
3HaueHne: DISABLE — npu nposepke cepTudmkata CRL He obpabaTtbiBaeTcs

OPTIONAL — CRL ncnonb3yeTcs TONbKO B Cy4vae, eCnu oH bbin
npegycTaHoBreH unu nonyyeH (n obpabotaH) B npouecce IKE obmeHa n
ABNseTCs AENCTBYIOLWNM

BEST EFFORT — CRL ucrnonb3yetcs npu nposepke ceptudukaTa TomnbKo B
TOM Crny4ae, eCrv OH SBNSeTCa AeNCTBYOWNM. STOT PEXUM OTNNYaeTCca OT
pexnma OPTIONAL Tem, 4to CRL mMoXeT ObITb NONy4YeH NOCpeaCcTBOM
npotokona LDAP (ecrnv oH HacTpoeH) (3HaYeHNEe No yMOST4YaHUo)

ENABLE — ans ycnewHon nposepku ceptudumkata obpabaTeiBaetcs CRL.

HKEY_LOCAL_MACH INE\
SOFTWARE\UPServer

Pexxum pabomsbi co3dasaembix Knuenmoe ynpaeneHus

MepemMeHHas ClientMode

3HaveHne: windowless — 6E30KOHHLIV pexuM paboTel KnueHta ynpasneHus (3HadeHne
no yMON4aHuio)

<mycTas CTPOKa> — OKOHHbIN pexum paboTsl KnueHTa ynpaenexus (ans
0TNnagKn 1 TeCTUPOBaHWUS).

3anpoc nodmeepx0OeHus y nonL3oeamerisi 0 Ha4yasie 06HO8IeHUsl,
ycmaHaenueaemblili 8 nakeme KnueHma ynpaesneHusi

lMepemeHHas ClientUserAskMode
3HaveHune: auto — HeobxoaAMMOCTb 3anpoca onpeaensieTcs Ha ocHose Tuna VPN-

npoaykta (ecnu ycraHoneH npoaykt CSP VPN Client - noarsepxaeHve
3anpalumBaeTcs) (3Ha4eHne No yMOnYaHuio)
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never — NoATBEPXAEHWE HUKOrA4aA He 3anpallnMBaeTcd, He CMOTPA Ha Tun
VPN-npogykrta

always — noaTBepXaeHWe 3anpalimBaeTcd Bcerga, He cMoTps Ha Tun VPN-
npoaykra.

Ecnu 3HayeHve gpyroe, TO OHO TpaKTyeTcs Kak auto.

Mpoeepka ucnonHsembix Modysel nNpu nosiy4eHuuU o6HoesIeHUsT

MepemeHHas ClientUpdateCheckMode
3HadveHue: <mycTas CTpoka> - MWCMOMHAEMble MOAYNM HE MPOBEPSIOTCS
none — UCMNOMHAEMble MOAYNM He NPOBEPSOTCA

full — npoBepsOTCA NpUCnaHHble B 0GHOBNEHUN pacLuMpeHHble 06HOBNEHNS
1 BuHapHble koabl HoBoro KnueHTa ynpasneHus

Ecnu 3HayeHune oTcyTCTBYET, TO OHO NPUPAaBHUBAETCH K 3HAYEHUIO none.
Ecnu 3HayeHune apyroe, To oHO nNpupaBHmBaeTca kK full.

VcnonHsemble mogynu nognuckiBatotes QLUIM, ana KoTopon ncnonb3yeTcst CEKPETHBIN KoY
cepTtudmkara, usgaHHoro komnaHuen C-Teppa. [poBepka rapaHTUPYeT, YTO UCTNIONHAEMbIE
mMoaynu 6biny co3aaHbl ¢ UCMONb30BaHMEM CKPUMTOB, CO3AaHHbIX KoMmnaHuen C-Teppa.
Ecnun agMuHMcTpaTop ynpaBnsieMbiX YCTPOWUCTB UCTONb3yeT CBOU CKPUNTLI, TO TaKyto
NPOBEPKy criefyeT OTKIIOUYNTb

Mpumep canna NpoTOKONNMPOBaHUS:

Fri Feb 10 23:18:44 2012 INFO upsrv 00001744 Log file name:

C:\Documents and Settings\All Users\Application Data\UPServer\upserver.log

Fri Feb 10 23:18:44 2012 INFO upsrv 00001744 Log setting FileMaxSize: 5120
Fri Feb 10 23:18:44 2012 INFO upsrv 00001744 Log setting SyslogEnable: false
Fri Feb 10 23:18:44 2012 INFO upsrv 00001744 Log setting SyslogSrvAddr:
127.0.0.1

Fri Feb 10 23:18:44 2012 INFO upsrv 00001744 Log setting SyslogFacility:

log local?

Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 Settings is read from file
C:\Documents and Settings\All Users\Application Data\UPServer\upserver.log

Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 UPSRV:WorkThreadCount: 2

Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 UPSRV:MaxCountOfStorableUpdates:
1000

Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 UPSRV:DoNotCreateWorkCert: false
Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 UPSRV:DoNotClearOldPasswords: false
Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 UPSRV:NotifyServerPort: 43010

Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 ClientInfo:MaxVPNLogSize: 256 KB
Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 ClientInfo:MaxFTPLogSize: 51200 KB
Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 ClientInfo:FTPLogReadPeriod: 5 min
Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 Notifications:MaxNoOnlineTime: 1
min

Fri Feb 10 23:18:53 2012 INFO upsrv 00001744 00002150 Server notify socket is

opened (any:43010)

Fri Feb 10 23:18:53 2012 NOTICE wupsrv 00001744 Module 4.0.12437 is started

Fri Feb 10 23:19:21 2012 INFO upcns 00000aec Log file name:

C:\Documents and Settings\All Users\Application Data\UPServer\upserver.log

Fri Feb 10 23:19:21 2012 INFO upcns 00000aec Log setting FileMaxSize: 5120
Fri Feb 10 23:19:21 2012 INFO upcns 00000aec Log setting SyslogEnable: false
Fri Feb 10 23:19:21 2012 INFO upcns 00000aec Log setting SyslogSrvAddr:
127.0.0.1

Fri Feb 10 23:19:21 2012 INFO upcns 00000aec Log setting SyslogFacility:

log local?

Fri Feb 10 23:19:21 2012 INFO upcns 00000aec Settings is read from file
C:\Documents and Settings\All Users\Application Data\UPServer\upserver.log

Fri Feb 10 23:19:21 2012 INFO upcns 00000aec Notifications:MaxNoActiveTime: 24
hours
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Fri Feb 10 23
Notifications
Fri Feb 10 23
Fri Feb 10 23
Fri Feb 10 23

:19:21 2012 INFO upcns 00000aec

:MinCertificateFireTime: 30 days

:19:21 2012 INFO upcns 00000aec UPCNS:NeedCheckProductFiles:
:19:21 2012 NOTICE wupcns 00000aec Module 4.0.12437 is started
:19:24 2012 NOTICE wupcns 00000aec Module is stopped

false
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Hactponku KnueHrta ynpasneHus

HacTtpoviku no ymonuaHuio KnueHTta ynpasneHus 3anucaHsl Ha Cepsepe ynpasrneHus B panne:
C:\Documents and Settings\All Users\Application Data\UPServer\csettings.txt
c:\ProgramData\UPServer\csettings.txt
i x|
File Edit Format Miew Help

[Log] -

FilemMaxsize=5120

[Update]
Checkingreriod=a0

[FTPserwver]
Speedlimit=0
MaxTryZount=3
TryPeriod=120
MaxTrafficTimeout=180
address0=10.0.10.111

[Info]
MaxvPHLOgSTze=16

K| v 4

PucyHok 246

NS KaXkOoro KnveHTa HacTpoiiku KnueHTa ynpaBneHusi MOXHO U3MEHWUTb U COXpaHWUTb B ApyroM daiine, a

3aTem ykasatb ero B none UPAgent settings (PucyHok 38) okHa Create new client npu cosgaHum
KNneHTa.

B chaiine HacTpoliku pacnpegeneHsl Mexay cekuusimm — Log, Update, FTPServer, Info.OnucaHue
nepemMeHHbIX B KaXJ0W CEKLUN NpeacTaBneHo Huke. HeckonbKo HacTpoeK BbICTaBNSIETCA MpU
nHcTannsauum KnueHTa ynpasneHns B peectpe HKEY LOCAL MACHINE\SOFTWARE\UPAgent.

Cekuusna OnucaHune

Log ®naz eknroyeHus syslog npomokonupoegaHusi
MepemeHHas SyslogEnable
3HadeHue: true - BKITHOYEHO MPOTOKONMPOBAHNE

false - BbIKMOYEHO (3Ha4YeHne no ymonyaHuio — false).

Adpec Syslog-cepeepa
MepemeHHasa SyslogSrvAddr
3HaueHue: nbow KoppekTHbIN IP-agpec (3HaveHne no ymonyaxuto — 127.0.0.1)

Adpec ucmoyHukKa coobujeHul
MepemeHHaa SyslogFacility
3HayeHue: CTpoka (3HadeHune no ymonyaHuio —log local7’)

Pa3mep c¢halina npomokosiupoeaHusi cobbimuti
lMepemeHHas FileMaxSize

3HaueHue: oT 10 kMnobanT (3HaveHre nNo ymonyaHuio - 5120 kunobant, ecnu cTpoka
OTCYTCTBYET UM HEKOPPEKTHA).

Mms daiina npoToKoNMpoBaHUs COObITUIA:
ans OC Windows - C: \Program Files\UPAgent\upagent.log
ans OC Unix - /var/log/upagent/upagent.log
Mpu JOCTUXEHNW 3a4aHHOIO 3HaYEHUs faHHbIe KONupyloTes B pann upagent . log.bak,
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a pann upagent . log ounwaeTcs.

Update lMepuod npoeepku Ho8bIx 06HOBMNeHUll Ha Cepeepe ynpaesieHus
MepemeHHaa CheckingPeriod
3HaueHue: ot 60 go 86400 cekyHa (3HayeHue No ymonyaHmio - 3600).
Mepuod mexdy nocbinkamu Homugukayuii Cepeepy ynpaesieHust
MepemeHHaa NotifySendPeriod
3HadeHue: uenoe yncno ot 1 go 3600 cekyHA (3HadyeHne No ymonyaHuio 60).
UDP nopm KnueHma ynpaeneHusi 0ns1 o6MeHa Homugukayusimu ¢ Cepeepom
ynpaerseHus
MepemeHHas NotifyClientPort
3HauyeHue: uenoe uncno ot 0 go 65535, 0 - oTkno4YaeT mexaHn3aM o6MeHa HoTUMKaLUSIMK
(3Ha4eHue no ymonyanuio 43011).
HoTudukaumm ncnonb3yotca Ans MexaHnsma oTcnexvnBaHusa HaxoxaeHus KnneHTta
OBHOBIEHUS Ha CBSA3U M ONOBELLIEHWS €70 O CYLLIECTBOBAHWUM AN HUX NOATOTOBMEHHbIX
06HOBNEHUIA.
UDP nopm Cepeepa ynpaesneHusi 0nst nony4yeHuss Homugukauyuii om Knuenma
ynpaeneHusi
MepemenHaa NotifyServerPort
3HaueHue: uenoe yncno ot 0 go 65535 (3HaveHne no ymonyaxuio 43010), aHaveHne 0
OTKI0YaEeT MEXaHN3M OTCbINKN HOTUMKaLNIA.

FTPServer Adpec FTP cepeepa
MepemenHaa AddressX, rae X noboe gecatuyHoe yncno (0,1,2..)
KonunuyectBo Takmx nepemMeHHbIX MOXeT OblTb Bonblue 04HOr0, OHM ByAyT NCNOMb30BaTLCA B
TOM NopsiAke, B KOTOPOM 3adaHbl. Yncna JomkHbl ObiTb YHUKaMbHbIE B MPeAenax Cekummn.
3HadveHue: IP-agpec unn DNS-ums, koTopoe byaeT TpaHcnvpoBaTbes B IP-agpec
B MOMEHT CO3[aHnNs COeaMHEHWS.
MakcumanbHoe epems oxxudaHusi coeQuHeHusi ¢ FTP cepeepom
MepemeHHaa MaxConnectTimeout
3HaueHue: gecatnyHoe yncno ot 1 go 300 cekyHA (3HayYeHue no ymonyanuio 20).
OzpaHu4yeHue ckopocmu cka4dueaHusi o6HoesieHuli ¢ Cepeepa ynpaesieHus
MepemeHHasa SpeedLimit
3HaveHune: oT 512 o 4294967295 6ant/cekyHpy wunm 0
(O — orpaHn4eHnsa HeT, 3HaYeHne No YMOITYaHMIo).
MakcumarnbHoe Konuyecmeo nonbIMoK cka4yamb/nony4yums OaHHble c/Ha FTP
cepeep(a)
MepemeHHan MaxTryCount
3HayeHue: uenoe yucno ot 1 go 30 (3HayeHne nNo ymonyaHuio 3).
lMepuod mexdy nonbimkamu cka4amb/nony4ums 0aHHble c/Ha FTP cepeep(a)
MepemeHHaa TryPeriod
3HaueHue: uenoe uncno ot 0 go 300 cekyHAa (3HayeHme no ymonyanuo 120).
MakcumanbHoe epemss omcymcmeusi mpaghuka mexxdy KnueHmom ynpaeneHusi
u FTP-cepeepoMm, no ucmeyvyeHuu KOmopo20 coeduHeHUe cHumaemcsi
pasopeaHHbIM
MepemeHHaa MaxTrafficTimeout
3HaueHue: uenoe yncno ot 30 go 3600 cekyHa (3HaveHue no ymonyaxuio 180).
Info MakcumanbHbIl pasmep coobuwieHuli npodykma CSP VPN Agent,

nepecnbiiaemMbix Ha Cepeep ynpaesieHusi
MepemeHHasa MaxVPNLogSize
3HaueHue: gecatnyHoe Yncno ot 1 go 102400 knnobawT (3Ha4YeHne no ymonyanuio 16).
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HKEY LOCAL_MACHINE\ Pexum pa6omsi Knuenma ynpaeneHusi

SOFTWARE\UPAgent

Mpu nHcTannauum KnnueHTa ynpasneHus Ha ynpasnsemMoe YCTPOMCTBO B KIoYe peecTpa
HKEY LOCAL MACHINE\SOFTWARE\UPAgent BbICTABMAETCS PEXUM paboThl, 3a4aHHbINA
no ymon4anuio. Nocne nHCTannsumMm aHa4yeHme MoXXHO N3MEHNUTD.

MepemeHHaa Mode
3HayeHve: windowless — 6e30KOHHbIV pexuM paboTel KnueHTa ynpasneHus (3HaveHue no
YMOMYaHuio)

<mycTas CTPOKa> — OKOHHbIN pexum paboTsl KnueHTa ynpasneHus (ans
OTNagku 1 TeCTMpPoBaHUS).

3anpoc nodmeepixdeHusi y Nosb3oeameriss 0 Havasie o6HoeneHus

MepemeHHasa UserAskMode

3HayeHre: auto — HeobxoAMMOCTb 3anpoca onpeaenseTcsa Ha ocHose Tuna VPN-npoaykTa
(noaTeepxAaeHNe 3anpalunMBaeTCcs, eCnv Ha KOMMbloTepe ycTaHoBMeH NpoaykT CSP
VPN Client) (3Ha4yeHne no ymon4yaHuio)

never — NoATBEPXAEHWE HUKOrAa He 3anpalumBaeTcs, He cMoTps Ha Tun VPN-
npoaykra

always — nogTeepxgeHune 3anpalumsaeTtcd Bceraa, He cMoTpa Ha Tun VPN-
npoaykra.

Ecnu sHayeHne apyroe, To OHO TpaKTyeTcs kak auto.

lMpoeepka ucnonHsembix Modysel nNpu nosiy4eHuUu o6HoesIeHust

MepemeHHasa UpdateCheckMode
3HayeHune: <rrycTasg CTpOKa> — MWCNOMHAEMble MOOYNN HE MPOBEPSIOTCA
none — UCMOMHSEMble MOAYNN HE NPOBEPSAIOTCH

full — npoBepstOTCSA NpUCNaHHble B OOHOBIEHUN PacLUMPEHHble OGHOBEHUS U
HBuHapHble kogbl HOBOro KnveHTa ynpasneHus

Ecnu 3HayeHne oTcyTCTBYET, TO OHO NPUPABHMUBAETCH K 3HAYEHUIO none.
Ecnu 3HayeHune gpyroe, To oHO nNpupaBHmBaeTca k full.

WcnonHaemble moaynu nognuceisatotcs LN, ans KOTOpow MCNOmnb3yeTCs CeKPeTHbIN KoY
cepTudukara, nsgaHHoro komnanven C-Teppa. [NpoBepka rapaHTUpyeT, YTO UCMONHAEMblEe
mMoaynu 6Ny co3aaHbl C UCMONb30BaHMEM CKPUMTOB, CO3AaHHbIX koMmnaHuen C-Teppa. Ecnn
agMWHUCTPATOP yNpaBnsieMblX YCTPOWCTB UCMOSb3yeT CBOU CKPUMThI, TO TaKylo NPOBEPKY
crieayeT OTKINOUNTb.
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Onucanue uutepdenca Cepaepa ynpaBneHus

Mpaduyecknin nHTepdelic npunoxeHms VPN UPServer console cogepXxuT cneayoLlime afieMeHTbl.

Bknapka Clients

Ha Cepsepe ynpasneHus Bo Bknagke Clients oTpaxaeTca uHgopmaums 060 Bcex ynpaBnsemblx
yCTpOMCTBax. OTa BKNagka npegHasHayeHa ans co3gaHuvs, yaaneHus y4eTHbIX 3anvMcen KIMeHTOB
yrnpaBnsiembIX YCTPOMCTB, co3gaHusa ansa Hux KnueHTos ynpasneHus, o6HOBNEHUIN, NPUOCTaHOBKN paboThbl
C KNMEHTOM U T.4. KnneHTbl MoryT 6bITb 06beaNHEHBI B rpynnbl.

EUPN UPServer console 0o

Eile Groups cClients Tools Help

Clients | Settings I

Lisk of groups List of clients

M - Clignt ID| Condi... | Ackive u... | applied u| Adrini. .. | Fite time b cert...l Last active time | Last ackive ip...l Gr...l Description|

gatel

active i} 4 enabled 27/1ziz2012 1344,  ONLINE 10,0.10,110 Mg NEpE. ..

- Officel | [iserverd

L active Q 4 enabled 271212002 13:44,,,  29/12/2011 20:,,,  40,0,0,101 OFFi..,

all Updatable | Unsuccessful |

Fnd |

Refresh timeoutl 10 sec Refresh |

Mexk | Prew |

PucyHok 247

Onucanwue Bknagku Clients.
MapameTp OnucaHue
List of groups  AepeBo rpynn KNMEHTOB, 0O beANHEHHBIX aAMUHUCTPATOPOM MO TEPPUTOPUATNBLHOMY UM

OpraHM3aunoHHOMY NMPU3HaKy pacnosioXKeHUa ynpasndaeMblX yCTpOVICTB

List of clients

Tabnmua co CNMCKOM KIIMEHTOB, BXOAALLMX B BblaeneHHyto rpynny. CTonbupsl Tabnuusl MeroT
crefyloLime 3HauYeHus:

Client ID

YHUKanbHbIN AEHTUMKaTOP KNneHTa

Condition

cocTosiHne KnuneHta ynpasneHua, MOXeT NpuHMMaTb crieayrouine 3Ha4YeHua:

new — KnueHT ynpaBneHusi 3apernctpmpoBaH Ha CepBepe ynpaBneHns v eLle H1 pasy He BbIXOAUI
Ha CBsI3b M0 CeTH

active — KnueHT ynpaBrneHus rotoB K npuemMy oGHOBIEHUI

waiting — 06HOBNeHWe Ans KNMeHTa co3aaHo 1 BbiNoxeHo Ha FTP-cepeep u oxupaetcs, 4to KnueHt
yrnpaBneHus HAYHET ero ckadMBaHue

updating — KnueHTt ynpaenexHus npumeHsieT obHoBneHne (B AaHHOM COCTOsiHUM KnneHT ynpasnexHus
HaxoguTCsl C MOMEHTa, Korga oH 06Hapy»xwun obHoBneHne Ha CepBepe ynpaBneHns 1 4O MOMEHTa,
KOria OH ero NMPUMEHUN U OTBEPTHYI)

failed — KnueHT ynpaBneHnsi He CMOT NPUMEHNUTb o4epeaHoe OOGHOBMNEHME (B 9TOM COCTOSIHUM
KINMEHT npogosmkaeT paboTy Ha NpeablayLeM KOMMNekTe 0GHOBMNEHNS], MOMBITKX MO NPUMEHEHMIO
06GHOBNEHUS HE NPEANPUHUMAIOTCS, NOKa aaMUHUCTPaATOP HE U3BMEHUT 3TO COCTOSIHUE Ha active,
OTMEHMB HeycnelHoe obHoBneHne). Owmnbka AeTekTMpyeTCs Ha OCHOBaHNM HEBO3MOXHOCTM
ckavaTb TO e ob6HoBneHne ¢ CepBepa ynpaBneHusi Npu NpUMeHeHHOM OGHOBNEHUN

Active updates

KONn4ecTBO eLlle HeNnpuMeHeHHbIX oBHoBMNEHUN

Applied
updates

KOJ1M4eCTBO yCnewHO NpUMEHEHHbIX oOHOBMEHUIN
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Administrative

agMUHUCTPATUBHOE COCTOAHNE O6CJ'Iy>KVIBaHVIF| KnneHTa ynpaBneHusi, MOXeT NpUH1UMaTh criegyoLume

state 3HaYeHUs:
enabled — KnveHT ynpaBneHus obcnyxuBaeTtcs
disabled — KnueHT ynpaeneHusi He obcnyxmBaeTcs (Bce ero obpalleHus K cepBepy UrHopupyoTcs)
Fire time by bnwkanwasn garta u BpemMs UICTeYEeHUs Cpoka AeNCTBMSA OOHOro 13 cepTudmKaToB, pa3MelleHHbIX B 6ase
certificates npogykta CSP VPN Agent/S-Terra Agent
Last active Bpemsi NocrnegHero AenNcTBUSA, MOXET NPUHUMaTh CrieytoLlmne 3HavyeHns:
time

paTa n BpeMs nocnegHero yaadHoro FTP-coeanHeHus knueHTa (koraa KnveHT yaadHo
ayTeHTUduumposanca Ha FTP-cepsepe)

ONLINE — B gaHHbIN MOMEHT KITMEHT HaxXoAUTCS Ha CBA3N

Last active ip-

IP-agpec knueHTa, ¢ KOTOpOro 6bIMNO OcyLecTBNEeHO nocneaHee yagadHoe FTP-coeanHeHvne

address
Group WUMS TPYMMbl, K KOTOPOWN NPUHAANEXUT KITNEHT
Description Npoun3BoribHasa CTpoKa, BHOCUMas aAMUHUCTPaTOPOM, AN ONUCaHNA KnueHTa

HonyckaeTcsi cOpTUpPOBKa No cTonbuam Tabnuubl KNMeHToB. 3Ha4YkoM  MeTUTCS cTonbeL, Mo KOTOPOMY
COPTUPYIOTCS OaHHble, eCrv JaHHble B TakoM cTonbLe ogvHakoBble, TO OHU copTupytoTes no Client ID.

Bknagka Clients umeeT criefytoline KHOMKKW ynpaBrieHUs:

KHonka, OnucaHue
none
All B Tabnuvue oTtobpaxalTcsa Bce KIMEHTbI rpynmbl
Updatable B Tabnuue oTobpaatoTcsi TONbKO Te KINMEHTbI, KOTOpble MMEIT XOTs Obl O4HO HEMPUMEHEHHOE
0OHOBMEHME NN HaxoOATCs B COCTOSIHMM He active
Unsuccessful B Tabnuue otobpaxatoTcsa KnueHTbl B cocTosiHum failed (He cmornm npyMeHnTb ovepenHoe obHOBMNEHNKE)
Find none Ansi BBoAa CTPOKU, MO KOTOPOW ByaeT NponcxXoanTb MOUCK KMMEHTOB B Tabnuue, coaepxalumx
OaHHY0 CTPOKy B ntobom none. Ecnv Takow KNUeHT HaWaeH - OH BbIAENAETCS B CNUCKE KNUEHTOB.
Next KHOMKa 3amnycka noucka crneayLero KImeHTa, OTHOCUTENBbHO BbIAENEHHOrO, YAOBNETBOPSOLLENO
3a4aHHOM CTpoke B none Find. AHaNorM4yHo Haxatuio knasuwm F3
Prev KHOMKa 3anycka noucka npeablayLiero KnmeHTa, OTHOCUTENBHO BblAENEHHOro, YAOBNETBOPSIOLLENO
3agaHHou cTpoke B none Find. AHanorn4yHo Haxatuio knasuw Shift-F3
Refresh norne, B KOTOPOM 3aaeTcsl Nepmo BpEMEHU B CeKyHAax 0OHOBMeHNs nHdopmaumm B Tabnuue
timeout KITMEHTOB
Refresh KHOMKa ANnsi NPUHYAMTENbHOro 06HOBNEHMs nHpopmaumum B Tabnuue KnmeHToB. HaxaTtne kHonku gaet

KoMaHay Aanst cbopa nHpopmaumm 060 BCeX CyLLECTBYIOLMX KNMEeHTax. Tak Kkak npouecc cbopa
nHcpopmaLmmn MoxeT BbITb JONTOBPEMEHHBIM, TO OXuaaHue no kHonke Refresh npomssoamTca Tonbko
ANS BblAeNeHHbIX Ha AaHHbIN MOMEHT knneHToB. OTObpaxeHne oOHOBNEHHOW nHpopMaumm Ans Bcex
ocTarnbHbIX KNeHToB ByaeT NpovnsBedeHO No3aHee, No0 Mepe NonyyYeHns NOMHON nHopmaLmnu.
AHanorm4yHo Haxatuio knasuwmn F5

HwmxHaa ctpoka Bknagku Clients oTtpaxaeT:

Selected — KONMYECTBO BblAENEHHbIX Ha AaHHbI MOMEHT KIMEHTOB

Displayed - KONIM4ECTBO 0T06pa)KaeMbIX Ha JaHHbIA MOMEHT KINMEHTOB

Al1l - KONMMYECTBO BCEX KITMEHTOB Ha CepBepe ynpasneHn4d.
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MeHio File

MeHio File BknoyaeT ogHO NpeanoxeHue:

Exit — 3aBepLluaeT paboTy KOHCONM ynpaBneHust (06cnyxmBaHWe KMMEHTOB NPU 3TOM He
3aBepluaeTcs).

MeHio Groups

MeHio Groups cogepXuT criegytolme 3neMeHTbl:

ERPH UPServer console

Eile | Groups Clients Tools  Help
Create, ..
o Sreats
Rename...
L Remove List af clignts
[ Maveus ~ Clignt ID |
MMave down gatedl
serwerl]
PucyHok 248

Create... - BbI3bIBaeT okHO Create new group co3gaHust HOBOW rpynnbl (rpynna co3gaeTcs Kak
noarpynna BblAeNeHHOW rpynnbl), B KOTOPOM HaAo 3adaTe UMs rpynnbl (PucyHok 249).

Parent group name — uMs rpynnel, B KOTOPOW co3aaeTcs noarpynna

Group name — ums cosgaBaemoun NoArpynnbl.

Create new group ﬂ
Parent group name I Office 03
Group name I |
o] 4 I Cancel
PucyHok 249

Rename... - BbI3bIBaeT OKHO NeperMeHOBaHUS BblAENEHHON rPyNbl, B KOTOPOM 3aaeTcs HOBOE UMS
rpynnsl (PucyHok 250).

Parent group name — umsi rpynnbl, B KOTOPOi NepeMMeHoBbLIBaeTCcs noarpynna
Group name — HoBOe MMS Moarpynmbi.

Mpu nepenMeHoBaHMK rpyMnbl BCE BXOASLLME B HEE KITMEHTbI U rPYMMbl COXPaHSAOTCS.

x

Patent group narne I

GrOUp Name IFFice

Ik I Cancel

PucyHok 250
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Remove — yoandeT BblAENEeHHY0 rpynny; npmn 3ToOM BCe KINNEHTbI U noArpynnbl, BXoAAlUlne B Hee,
nepemMeLlaroTCcd B rpynny ypoBHeM BblLLE.

Move up — nepemeLLaeT BblAENEHHYIO FPYNMy B CNUCKE BBEPX, COXPaHSis YPOBEHb rPynnbl B AepeBe

Move down — nepeMeLlaeT BblAENEHHYIO rPyNny B CNWCKE BHW3, COXPaHSs YPOBEHb rpynnbl B AEPEBE.

MeHio Clients

MeHio Clients coaepxuT crieaytoLine anemMeHTbi:

@H‘PN UPServer console
File Groups | Clients Tools Help

Show...

Clients
| SE Properties. ..

List of gro ~ Sreate..
Update. ..

di... | Active U, |
0

Gt Packanzs: G

Ematile
Disable
Zlear:

Functions k

Remove

PucyHok 251
Show... — BbI3bIBAET OKHO OTOOpaXeHns napameTpoB cyLecTByoLwero knueHTta (PrucyHok 144)

Properties... - Boi3biBaeT okHO Client properties ¢ nncdopmaumen ob ynpasnsemMom yCTPONCTBE U
cregylowumy nonsamu:

Client properties X|

Client ID I server(l

Client descripkion I OMHCaHKe KNHeHTa serverll

Device passward I
[ show device password as plain bext

Client variables

Mare | Yalue | Madif.. |
UPAgentCRU 356
UPAgentiroup Officel Add...
UPAgentID serverll
UP&gentLastActiveTime 2ai12/2011 2002721 Bemove |
UPAgentLastIPAddr 40.0.0.101
UPAgentos WINZE
UPAgentVersionMajor 4.0
UPagentyersionMinor 12069
UP3erverBinCir Ci\Program Files\UP3erver
UPserverDir CiiDocuments and Sektingsiall User, .,
WPMProduckCrypboProvider P
YPrProductFireTimeBy Cert 2TM2I2012 134437, 2711202012 ...
WPMProduck Type SERVER
YPMPraduckyersioniMajor 31
YPMProductYersiontinor 10330
Qi I Cancel
PucyHok 252

Client ID - ngeHTndUKaTOp KNMEHTA
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Client description — BBegeHHass agAMUHUCTPATOPOM B 3TO Mone WHdgopmaums Oyget

oTobpakeHa B nore Description Bknagkm Clients (PucyHok 247)
Device password — B JaHHON BEPCUU 3TO MO HE UCnonb3yeTcs

Show device password as plain text - B JaHHOW BepcumM 3TOT donar He NCMNoNb3yeTcs

Client variables - cnMcok nepeMeHHbIX, ONUChIBAKOLLMX KITMEHTA, KOTOpble NepeaarnTcs CKpUnTy

cook.bat nNpu ero 3anycke B npoLecce MNOArOTOBKM paclUMpeHHOro obHoBrneHusa. Cnucok
Bce

nepeMeHHbIX MOXeT ObiTb OOMOMHEH AAMUHUCTPATOPOM, UCNONb3yA KHOMKY Add.
nobaBnsiemble nepemMeHHble OO0JKHbl Ha4YnHaTbCA C npedwmca EX .

Create... — BbI3bIBaeT okHO Create new client cosgaHusa HoBoro knveHTa (PucyHok 65)

Update... — Bbi3biBaeT okHO Update client cosgaHnsa o6HOBREHUsA Ans CyLecTBYIOLEro KnmeHTa
(PvcyHok 253) co crneaytowmmmn NonsMmu;

Client ID — ngeHTudmkaTop KnNneHTa

Creation time - paTa v Bpems, korga cosgaBaemoe obHoBneHve OyaeT AOCTYyMHO Anis
ckaumBaHust KnmeHTom ynpaBneHus

Product package — nmsa danna guctpnbytmea CSP VPN Agent (koTopbin 6bin co3gaH c
nomowbio npogykta CSP VPN Server AdminTool/CSP VPN Client AdminTool) unu ums
danna ¢ gaHHbiMM npogykta CSP VPN Agent, cosgaHHoro ¢ nomoulbio okHa VPN data
maker, Bbl3blBAEMOro KHonkon E

KHonka E — BbI3biBaeT okHO VPN data maker (PucyHok 39) ons 3agaHusi nOnvMTUKK
6e3onacHocTn n HacTpoek npoaykta CSP VPN Agent

UPAgent folder — nms katanora, B KOTOPOM pacnonoxeH ANcTpmbytus KnveHTa ynpaBneHus
(3anonHseTcs, ecnn Hago YCTaHOBWUTL HOBYIO Bepcuio KnveHTa ynpasneHus)

UPAgent settings — nvsa canina ¢ HacTporikamu KnueHTta ynpasneHus (3anonHSeTcs, ecrnu
Hago O0OHOBWUTL HacTpolku KnveHTa ynpaBnenwus) (cm. masy «HacTporikn KnueHta
ynpaeneHns»)

Extended data - nyTe Kk KaTanory, B KOTOPOM pPacMOfIOXEHbl pacClUMPEHHbIE OaHHbIE U
CKPUNTbI OBGHOBNEHUS

Send current UPServer CA certificates to client — yctaHoBka naxka Ansi nepecbisiku
KNMeHTy BMecTe ¢ oOOHoBneHmem aktyanbHoro cnucka CA ceptucumkatoB Cepsepa
ynpasBneHusl.

Update client x|

lient 10 | gatel

Creation time | 12{ 9/2011 | | 5:30:33 PM =l

Product package I

¥ Do not send binary code of produck package
IP&gent Falder I

UP#&gent settings I

Extended data I

[ Send current UPServer & certificates ko client

]
-
I
o]
3
(m]
L

PucyHok 253

Functions — Bbi3biBaeT nogmeHto (PucyHok 254):

Key pairs — no3sondet 3agatb AeWACTBUS C KIKOYEBOMW Napon Ha ynpaBrsieMOM YCTPOWCTBE:
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Generate... - co3gaTtb KMYEBYH Napy Ha ynpaenseMom ycTporictee. lNpu BbiGope 3aToro
npeanoxeHunss nosiensietcs okHo Make key pair (PucyHok 87) gons 3agaHus napameTpoB
Krno4eBOW Napbl 1 3anpoca Ha cepTudukar.

Remove... -yganuTb KMOYeBYy0 Mapy C ynpaBnsemMoro yCTpOMCTBa, NMpyU 3TOM MNOSABMSiETCA
okHO Remove container (PucyHok 255) ans 3agaHus napaMeTpoB yAanseMon KIH4veBOWn
napbi:

Creation time — gata un Bpewms, korga CepBep ynpasrneHusa coenaeTt AOCTYMNHbIM AN
ckaunmBaHus KnveHTom ynpaBneHusi nakeT OOHOBIEHWsi, cofepXalui AaHHble Ans
yAaneHus Krno4YeBoWn napbl Ha ynpasnseMoM ycTponctee. Ecnu ykasaHHoe Bpemsi yxe
npowmno, To nakeT obHoBNeHus OydeT OTKpPbIT ANS CKadvMBaHMsS cpa3y Mocre ero
co3gaHus

Container name — umsa KOHTENHepa Ha ynpaBnsieMOM YCTPOWCTBE, KOTopbii Gyger
yoaneH. lNone sBnseTtcs obsa3atenbHbIM Ans 3anonHeHus. B Bbinagatowem cnmcke
NPUCYTCTBYIOT WMMEHa CyLLeCTBYIOLWMX, HO He wucnonb3dyemblx VPN-npoaykTom
KOHTENHEPOB

Container password — napornb KOHTElHepa, KOTopbli ByAeT MCMonb3oBaTbCA Npw
yaoaneHuun. Ecnu aT1o none He 3agaHo, TO Naporib CYMTAETCH NYCThIM.

P YPN UPServer console
Elle Groups | Clients Tools Help

Show...
Clients |Set Sk ;
Properties. ..

List of gron  Sreate...
Update, .,

Get packages...
Enatle

Dizable

Zlear:

all clients

Remove

PucyHok 254

x

Client ID | server0l
Creation time | 6{17}2011 j | 9:04:03 PM —

Container name I -

L

Conkainer password I

K I Cancel |

PucyHok 255

Log — no3BonsieT 3agatb HACTPOMKM NMPOTOKONIMPOBAHUS COOLITUIA HA yNpaBrsiEMOM YCTPOWCTBE,
npu 9TOM BO3MOXHbI ABa Aencteus (PyucyHok 256):

Setup... - 3agaTb NnapameTpbl NPOTOKONMPOBaHUS B okHe Setup log (PucyHok 257):

Creation time — pata W Bpems, Korga nakeT OGHOBMEHWS C HaCcTpoMKamu
NPOTOKONIMPOBaHUS Ha YNpaBnseMoM YCTpoicTee, GyaeT AOCTYNeH AN cKauyuMBaHUs.
Ecnn ykasaHHoe Bpemsl yXe Mpowsno, TO NakeT OGHOBMeHust GyaeT OTKPbIT AOns
cKaumBaHMWsi cpasy Nnocrne ero cosgaHus

State — cocTosiHMEe cucTeMbl NPOTOKONMPOBAHUS:
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ON — BKIHOYMTb MEpPEechISiKy Syslog cooOweHun B CTaHOapTHYK CUCTEMY
NPOTOKONIMPOBaHUSA onepaumoHHon cuctembl Windows
OFF — BbIKIIOYMTb Nepechbinky syslog cooblieHMn B CTaHOAPTHYIO cuUcTeMy
NPOTOKONMPOBaHMSA onepaunoHHon cucteMbl Windows
OTa HacTpoika paboTaeT ToOnbko Ans ynpasnsembix yctponcts ¢ OC
Windows. Ons yctporictB ¢ OC Unix ata HacTporka He npuMeHsieTcs,
XypHanupoBaHue Ha TakMx YCTPOMCTBAX BKMOYEHO MO YMOMYaHWI0 U He
MOXeT ObITb OTKIHOYEHO.

ﬂ?PN UPServer console
File Groups | Clients Tools Help

Show. ..
Clients |Set it _

Properties. ..
List of gro.  Sreate..

pdate. .. I - -
e Gt packages..

Emable Request. ..
Disable
Zleat;

all clients

Remove

PucyHok 256

Setup log x|

Clignk ICr I seryerl]

Creation time | 8117/2011 j | 9:30:09 PM j

State TR - |
| Ik I Zancel |

PucyHok 257

Request... - 3anpocuTb AaHHble M3 CUCTEMbl MPOTOKONMPOBaHWA Ha YNpaBrisieMOM
YyCTPONCTBE, 3anonHuB B okHe Request log (PucyHok 258) none:

Creation time — pata u Bpemsi, Korga nakeT OBGHOBMEHUS C 3anpocoM [AaHHbIX
npoTokonupoBaHus syslog kaHana, GygeT OoCTyneH Ans ckaunsauus. Ecnu ykasaHHoe
BpPEMSs yXKe NMpoLUro, To NakeT o6HOBNeHNs ByaeT OTKPbIT AN CKauyMBaHus cpasy nocrne
ero cosgaHus.

Get packages... — Bbi3blBaeT OKHO 3anpoca katanora, B KOTOpbI ByayT coXxpaHeHbl
MHULManu3aunoHHble AMCTPUOYTVBLI ANSA yNpaBnsemMoro ycTponcTaa

Enable — BkntoyaeT MexaHnam obmeHa gaHHbIMU C KIMTMEHTOM
Disable — BbIkntoyaeT MexaHM3M 0OMeHa AaHHbIMU C KITUEHTOM

Clear — yoansiet Bce HenpuMeHeHHble 06GHOBNEHUS ANS KNneHTa (NpeaHa3HayeHo AN OTMEHb!
HeyAayHbIX OOHOBIEHWIA)

Remove — yaansieT uHgopmauuio o knueHTe ¢ CepBepa ynpasneHus.
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Request log il

Clignt ID

Creation time | 6/17/2011 j | 9:58:39 PM j

(a4 I Zancel

PucyHok 258

MeHio Tools

MeHto Tools cogepxut asa npegnoxerus VPN data maker n VPN data converter (PucyHok 259):

¥4 YPN UPServer console
File Groups Clients | Tools Help
YPr data m:

Clients | Settings |

YPM data comveerter. ..

Lisk af groups List of clients

~ lient ID | Condi. .. | Active u... | Applied u. ., |
gatel active 0 4
e Officel | ||iserver0l ackive 1] 4
PucyHok 259

Mpeanoxexne VPN data maker Bbi3biBaeT ogHoMMmeHHoe okHO VPN data maker ans 3agaHus HacTpoek
npoaykta CSP VPN Agent ons HoBoro npoekta (PucyHok 260). Caenatb 3T0 MOXHO C UCNONb30BaHNEM:

e BKIAJOK JAHHOrO OKHa
® UM OKOH MacTepa, Bbi3biBaemoro kHonkor Run Wizard.

Co3faHHbIN NPOEKT MOXXHO COXpaHWUTb B (halin 1 MCnonb3oBaTb NPU CO3aaHMM OGHOBNEHUS ANs KNMEHTa
(ykasaTb co3gaHHbIn dhann B none Product package okHa Update client).

_10f x|

File Mode
YPM product ICSF‘ YPM Server 3.1 j Crypto provider ICrvptu:uPru:u j
P | Certificabes I kKeys I Settings I License I Interfaces I RMG container I Software I

™| 5P Format is cisco-like

L o

Load From File. .. | Check, |

Fun Wizard. .. | Zancel

PucyHok 260
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3agaHue NONMUTUKN 1 HacTpoeK C UCNoJib30OBaHWEeM BKITaAoOK

VPN product Tombko B pexume LwabnoHa npoekTa — BbiMagalolnii CUCOK, U3 KOTOPOro
BblOGMpaeTcs NPOoAYKT, AN KOTOPOro Jarnee 3a4aloTCsl BCe HAaCTPONKM BO BKNaaKax:

CSPp
CSPp
CSP
CSP
CSPp
CSPp
CSP
CSP

VPN
VPN
VPN
VPN
VPN
VPN
VPN
VPN

S-Terra
S-Terra
S-Terra

Client
Server
Gate 3.
Gate 3.
Client
Server
Gate 3.
Gate 3.
Client
Server
Gate 4.

3.1
.1

3

1

1 on token
3.11

3.11

1
1
4

1

1 on token
.0

4.0

0

Crypto provider — BbinagatoLwuit CIMCOK C UCMOSb3yeMbIM KpUNTONPOBaNAEPOM B NPOAYKTE:

CryptoPro — Kpuntollpo CSP 3.6 komnaHun Kpunto-I1po
SignalcoM — Kpunto-KOM CSP 3.2 komnanum CurHan-KOM
S-Terra — kpuntorpacdus ot komnaHum C-Teppa Cudcln

LSP — Bknagka ans 3agaHus nokanbHOW nonutukn G6esonacHocty npogykta CSP VPN Agent,
npegnucaHHon ynpaensemomy yctponctay (PucyHok 260):

LSP format is cisco-like — yctaHoBka 3TOro dnaxka roBopuT O TOM, 4YTO JlOKanbHas
nonutuka 6esonacHocTu 3agaHa B popmare cisco-like

Load from file... - HaxxaTue 3TOWM KHOMKW BbI3bIBaeT OKHO Ans 3arpy3kun LSP u3 darna

Check — 3anyckaeT npouecc npoBepku cnHTakcuca LSP. B aTon Bepcuu npogykTa npoBepka
cuHTakcuca LSP B Buge cisco-like gpopmata He npomsBoanTcs

Run Wizard... - BbI3bIBaeT OKHO MacTepa 3agaHnsa HacTpoek.
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EUPN data maker -0 x|
File Mode
YPM product ICSF‘ WP Server 3.1 j Crypto provider ICryptDPrD

I Keys I Settings I License I Inkerfaces I RMG conkainer I Software I

Trusted CA certificates

Subject | Issuer | Serial Mumber | IEWL .

A

add...

Remave

Local certificates

Subject | Issuer | Serial Mumber | Caontainer name Iadifay..

L

Add...

Remoyve

Remoke certificates

Subject Issugr | Setial Mumber

Rermowe

CRLs

Issugr | Effective date | Mext update

Rermowve

L L |

Run Wizard. .. | Cancel |

PucyHok 261

Certificates — Bknagka gns 3agaHus CA, nokanbHbIX, NApTHEPCKUX W CMMUCKOB OTO3BaHHbIX
cepTudukatos ansa npogykra CSP VPN Agent (PucyHok 261).

Keys — Bknagka Ans 3ajaHusa npegonpefeneHHbIX knwden ana pabotel npogykta CSP VPN
Agent ¢ napTHepamu (PucyHok 262).

_(0 |

File Mode

YPM product ICSF‘ YPM Server 3.1 j Crypho provider ICryptDPrD j

Preshared kewvs

Marmne | Yalue | Hex walue | [adif .

add. .. |
Remove |

Fun Wizard. .. | Zancel |

PucyHok 262

Copyright © S-Terra CSP 2003 -2012 158



C-Teppa KI 3.11

Settings — BkNaaka Ansi 3a4aHus nokasnbHbIX HAacTpoek npogykta CSP VPN Agent.

_|o) x|

File Maode

YPM product ICSP YPM Server 3.1 j Crypho provider ICryptu:uF‘ru:u j

L5P I Certificates I Keys License I Interfaces I RIMG conkainer I Software I

—Svslog settings

Server [P Address I 1zz. o .0 .1

Severity IinFo j

Farility IIncaI.‘-" j

—Default palicy

Default driver policy Ipass all j
Log-out policy IdeFauIt driver policy j
—Loggining

™| LUse non intetackive user Iagin

— Installing

Additional msiexec parameters

Run Wizard. ., Cancel

PucyHok 263

License — Bknagka aAng BBoga AaHHbIX nNuLeH3uu Ha npoaykt CSP VPN Agent.

TTH'PN data maker -0 =
353

File Mode

YPM product ICSP YPM Server 3.1 j Crypho provider ICryptu:uF‘ru:u j

5P | Certificates | Keys | Settings |Licens

ntetrfaces I RIMG conkainer I Software I

—WPM product license

Product

[

Customer code

License number

License code

Load From file. .. Check License

—Crypto provider license

Serial numnber

Run Wizard. ., Cancel

PucyHok 264
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Interfaces — Bknagka ang 3agaHus HaCTPOEK CeTeBbIX MHTEPEENCOB ynNpaBfsieMoro ycTpomncTaa.

M YPN data maker -0l x|
Filz Mode
WP product |CSF VPN Gate 3.1 ontoken  ¥|  Crypto provider |CryptoPro |

LSP | Certificatesl Kews | Settings | License  Interfaces |RNG container | Snﬂ:warel

wirtual device address I i1 .0 .0 1

¥ Metwark inkerface descriptions

Marme Description Madify, ..

i

Remowve

=l

ot
Load...

SEVE.

Extended routing

Destination Gakema Tadif..

I

| B L

dd

Remowve

™ | retwork intetface aliases

Logical name | Pheysical name Tadif..

add,

Remowve

[ Driver setkings

I

Yariahle | Yalue Tadifs ..

&dd...

Remowve

[

Run Wizard. .. | oK | Cancel |

PucyHok 265

Virtual device address — none gocTtynHo Tonbko ans npogykta CSP VPN Gate on token. B
3TO Mone BHOCWUTCS afpec, C KOTOopbiM OyaoyT mpuxoauTb nakeTbl K napTHepam ot CMAC
«MOCT», Noakni4YeHHOMY K MobOOMYy KOMMbIOTEPY MMM TepMuHany (onMcaHo B pasgene
«HacTtpotrika CIMAC «MOCT»).

Network interface description — aToT pasgen goctyneH Tonbko ans npogykta CSP VPN
Gate on token, B KOTOpOM MOXHO 3agaTb MHTepdEWNCbl M CeTeBble HACTPOMKU. OTU Xe
HacTpOMKM MOXHO 3ajaTb B npodpamnax u 3arpy3umTb no kHonke Load. PepaktupoBaHue
HaCTpOeK BbINorHseTcsa B okHe Edit connection,noasnsawLwemMcs npu HaxaTum kHonku Add.

OkHo Edit connection

B atom okHe HacTpausaiotca gna CMNAC «MOCT» npodwunu Kak NpoBOAHbLIX COEAMHEHMWN
(Ethernet) Ttak n GecnpoBogHbix.(Wi-Fi). Ona [Ons HaACTPOWKA COEAWHEHWst C MOOUNbHOWN
cetbto WIMAX cM. npumedaHue B pasgene «lMpoBogHoe coeanHeHney.

MpoBoaHoe coeanHeHue (Ethernet)

[ns HacTpowkn NpOBOOHOrO COeAMHEHMs criefyeT ycTaHoBMTb B none «Connection type»
3HavyeHune «Wired”.

Connection type — tun coeamHenus: «Wired» — npoBogHoe coeguHeHue, «Wireless» —
becnpoBogHoe coeanHeHne Wi-Fi.

Connection ID — naeHTUdMKaTOp CoeaMHEeHUs, cCBOBOAHOE TEKCTOBOE More.
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Method — meTtomg nonyyenus |P-agpeca Ons coeguHeHus: «Auto» — aBToOMaTU4eckoe
nony4deHue agpeca no nportokony DHCP, «Manual» — 3agaHue agpecoB BpYYHYIO.

Edit connection x|

Connection bype:

Conneckion ID: I

Method: I,.:.,._.t.;.

DHCP client ID: |

Interface addresses
Address | Mask, | Gakemay | add

Remowe

Edit

i 1) L

DMS servers: I

Search domains: I

MTL: | 0

MAaC address; I

[ &utoconnect

Connection check: Itrue

=
Speed test: Itrue j
(0] 4 I Cancel |

PucyHok 266

DHCP client ID — ngeHTudukatop KnNueHTa, nepepaetcs Ha cepsep DHCP npwu 3anpoce
agpeca. CBoboaHoOe TeKCTOBOE Mnone.

Interface addresses — obnactb ans 3agavusa IP-agpecoB uHTepderica. [JoCTynHa TOMbKO
NPV HACTPOMKE BPYYHYIO.

DNS servers — cnucok |IP-agpecoB DNS cepsepoB. Ecnn B none Method yctaHoBneHo
3HauyeHne «Auto», TO NepedncrieHHble 34ecb agpeca 4o6aBnATCA K CIMCKY NONy4YEHHOMY OT
cepeepa DHCP. IP-agpeca B cnucke pasgentoTcsl ABOETOMMEM UNK 3ansaTON unv npobenom.

Search domains — cnucok DNS cydduKCoB MO-yMONYaHMo, KOTOpblE MCMOMNb3YTCA Mpu
paspelleHnM OOMEHHbIX UMEH. dopmaT nons - CNUCOK AOMEHHbIX WMEH, pasfeneHHbIX
OBOETOYMEM UNK 3ansaTon unu npobenom.

MTU — MTU coeaunHeHus, 3Ha4deHne no-ymonyaxuio - 0. JonyctumMble 3HaueHusa 0-65535.

MAC address — MAC agpec ceTeBoW nnatbl, NS KOTOPOW OMUCbLIBAETCA COedMHEHME.
dopmarT - WwecTb Nap WecTHagLaTepPUYHbIX CMMBOJIOB ©e3 pasgenutenst unu pasgeneHHbIX
OBOETOYMEM UMK 3aNATOM Uy npobernoM. None MOXXHO OCTaBUTb MYCTbIM, TOr4a COeAUHEHne
OyoeT ycTaHaBnuBaTbCS C  UCMOMb3OBaHWEM MNEPBON MONaBLUENACA CETEBOW KapTbhl B
KOMMNbIOTEPE, HO 3TO MOXET MPUBECTU K HEBO3MOXHOCTWN YCTAHOBIEHUSI COEANHEHUS], ECNN B
KOMMNbIOTEPE YCTAaHOBMEHO HECKOSbKO CETEBBIX KapT.

Autoconnect — nbiTatbCA WM HET YCTaHOBUTb COeAVHEeHWEe aBTOMAaTU4ecKu Mpu crapre
CceaHca pa6OTbI noJsib3oBaTen4.
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Connection check — ckpunT gnsi MpoBepkM BO3MOXHOCTM YCTAHOBIIEHMSI COEAMHEHUS C
yaanéHHoiM cepBepoM. Bbibop u3 cnmcka (PUKCUMPOBAHHbLIX 3HAYEHUN, C BO3MOXHOCTbIO
pefakTMpoBaHus.

Speed test — ckpunT ONsi NPOBEPKM KayecTBa (CKOpoCTU) coeaunHeHusi. Bbibop 13 cnuncka
(PMKCMPOBaHHbIX 3HAYEHWI, C BO3MOXHOCTbLIO peakTMpOBaHus.

lpumeyaHue:

[na HacTponkn coeamHeHuns ¢ MobunbHon ceTbio Tna WiMAX Tak xe crnegyeT ucnonb3oBaTtb
HaCTPOMKM MPOBOAHOIO coeauHeHus u (obaszatenbHo) B none Connection ID ykasbiBaTb
3HayeHne «wimax». OTO CBA3aHO C TeM, YTO ModeMbl paboTatoLne B Takon ceTu paboTaloT B
pexume amynauum nposogHoro Ethernet coeguHeHws, HO ANA NpaBWUNbHOW HACTPOWKU
mMoaema TpebyeTcs oTnMyaTtb ero ot 06bIYHOrO MPOBOAHOIO COEAUHEHWS, YTO AenaeTcs no
nonto Connection ID.

BecnpoBogHoe coeanHeHue Wi-Fi

Bo Bknagke General 3agatoTtca obwme HacTponkm ansg 6ecnpoBOAHOr0 COeguHEHMWs, Takme
Xe Kak M OonuncaHHble B pasfene npoBOAHOro coeauHeHus. Bo Bknagke WiFi settings
3agalTcs  cneunduyHble HacTpomku ans ©6ecnpoBOAHOrO CoeauHeHusi. JTa  BKagka
N3MEHSAETCS B 3aBUCMMOCTM OT HacTporku obopyaoBaHusa n 6esonacHocTu cetn. Hekotopble
HaCTPOMKM MMEIOT OYeHb CreunanbHoOe TEXHWYECKOE 3HAYEHUE U He OMUCHLIBAIOTCHA Oaxe B
aokyMmeHTaumm Ha Network Manager, a gaeTtcst ccbinika Ha OOKymMeHTauuio wpa_supplicant
(aTo yTunuta gns HacTponku 6ecnpoBOAHON ceTw).

Edit connection x|

Connection bype: IWireIess j

Connection ID: I Wireless

General  WiFi settings |

5510: I Wireless network 5510

Security: IWPP. & WPAZ Personal j
Mode: IInFrastructure j
Erar I **********l

[~ Show password

Ik I Cancel

PucyHok 267

SSID — ngeHtndukatop 6ecnporogHon cetn. CBobogHoe TEKCTOBOE MoJle.

Security — 6a3oBbIn anroputm 6e3onacHocTn ceTu. [peaycTaHOBNEHHBIA CMIUCOK 3HAYEHUIA:
«Noney» — oTkpbITas cetb, «WEP 40/128-bit key (hex or ASCIl)» n «WEP 128-bit passphrase»
— BapuaHTbl 3awuTbl cetn no anroputmy WEP, pasnuuatotcs cnocobom 3agaHus knioda (B
HacTOSALWMIA MOMEHT OObsIBNEHbl YyCTapeBLUMMW, T.K. WCMOMNb3YHT Kpuntorpaduyeckme
anropuTmbl HegocTtaToyHon ctomkocTn), «WPA & WPA2 Personal» — ceTb 3awumulieHa ¢
nomowbto anroputma WPA ¢ ucnonb3oBaHueM pasgensemoro kntoda, «WPA & WPA2
Enterprise» — ayTeHTU(MKaLma nonb3oBaTens B CETU NPOU3BOAMTCA C NMOMOLLBIO cepBepa
RADIUS c¢ wucnonb3oBaHueMm npotokona EAP, npegHasHayeHO Ans MCNOMb30BaHUA B
KOpNopaTuBHbIX CETAX.

Mode — pexum HacTpoliku ceTu: «Infrastructure» — gocTyn k ceTn obecneumBaeTcst Yepes
TOYKy goctyna, «Ad-hoc» — peueHTpanusoBaHHasi comoopraHusylolwascs 6GecrnpoBogHas
ceTb, He MMetoLLast MOCTOSIHHOW CTPYKTYPbI, HET TOYEK AOCTyna.
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Band — none pgoctynHo, ecnv B none Mode BbiGpaHO 3HayeHue «Ad-hoc». [duanasoH
paboTbl 6ecnpoBoaHOM ceTu: «Automatic» — HeT npeanoyteHus, «A (5 GHz)» n «B/G (2,4
GHz)».

Channel — none goctynHo, ecnu B none Mode BbiGpaHo 3HaveHue «Ad-hocy». Homep kaHana
B BbiOpaHHOM anana3oHe. CBoOOAHOE TEKCTOBOE NOJSE, MOXHO BBOAUTbL TOSbKO LMAPBbI.

Edit connection x|

Conneckion bype: I'-.-'-.-'ireless j

Conneckion I0: I Wireless

General  WiFi settings |

S5ID: I Wireless network 3310

Security: IWEF‘ 40/128-hit key (hex or ASCIT) Rd

Mode: I.ﬁ.d-huc j

Band: I.ﬁ.utnmatic j

Channel: I 0

Keny: I deopek

[ show key

WEP index: I idefault) j

Authetication: IOpen system j

(0] 4 I Cancel |

PucyHok 268

Key — none pgoctynHo, ecnu B none Security BbibpaH oauvH n3 BapuaHtoB WEP. Knioy
goctyna Kk 6ecnpoBogHOM ceTu, 3aluMWEéHHOW ¢ nomolbo anroputma WEP. Jonyctumble
3HayeHus 3aBMCAT OT BblbpaHHOro BapuaHTa B none «Security»: « WEP 40/128-bit key (hex or
ASCIl)» — anvHa kntova dukcuposaHa poBHO 5 unu 13 cMMBOMOB, MM BTOPOW BapuaHT -
poBHO 10 wnu 26 wecTHaguaTepuyHblx undpp, «WEP 128-bit passphrase» — Het
orpaHumdeHun, Ho nepeg poctaskon npocdwunsa Ha CMAC «MOCT» BbluMCNAeTCA Xel
BBEAEHHOrO KNkoya, KOTOPbIM W UCMONb3yeTcs B AanbHenweMm, W obpaTHO nony4uTb
NCXOAHBIN KINOY He MnpeacTaBnsieTcs BO3MOXHbIM (Tak pabotaetT Network Manager, ecnu
ckasaTb ApYruMu crnoBamMu, TO MCXOAHbIA KN4 B npodoune coxpaHseTcss noka npodurb
HaxoguTca B npoaykte S-Terra KI1, a Ha CMNOC «MNOCT» nepegaeTcs xeL aTOro Knwoya).

Show key — [ocTtynHo Tonbko npu Bbibope opgHoro u3 BapuaHtoB WEP B none Security.
dnaxok, KOTOPbIA NO3BOSISIET NOKa3aTh OTKPbITbIM TEKCTOM KrtoY JOCTYNa K CETU.

WEP index — none AocCTynHoO, ecnu B none Security BbiOpaH oanH 13 BapuaHToB WEP.
3apaet wucnonb3yembln mHaekc kmoda WEP. Boibop u3 cnvcka npeayctaHOBMAEHHbIX
3HauyeHuii: «1 (default)», «2», «3» n «4». lpumevyaHue: Penaktop no3sonsieT 3agaTb 40
YeTbIPEX KITYen, Nepekrioyasi 3Ha4eHus B 3TOM norne.

Authentication — BblIbop anroputma ayTeHTUdMKauum nonb3oBaTens Ans AOCTyna K CeTu.
JdonycTumble 3Ha4yeHust 3aBMCAT OT BbIOpaHHOro BapuaHTa B none Security: gna no6oro u3
BapuaHTtoB WEP — «Open system» n «Shared key»; ana «WPA & WPA2 Enterprise» —
«LEAP», «Tunneled TLS» n «Protected EAP (PEAP)»; ¢ opyrumu 3Ha4deHuamMu nons Security
AaHHoe Mose He UCNoMb3yeTcs.

Anonymous ID — ¢anbwmBoe umsa nonb3oBaTtens, nepegaBaemMoe OTKPbITbIM TEKCTOM W
ncnonb3yemoe Ha nepson ase ayTeHTUdUKaLUUU NonbL30BaTens, A8 COKPbITUS MCTUHHOMO
uveHn. [ocTynHo Tomnbko npu Bblbope B none Security 3HaveHus «WPA & WPA2
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Enterprise», a B none Authentication - 3HayeHuss «Tunneled TLS» wnu «Protected EAP
(PEAP)».

Username — umsi nonb3oBaTtens Ans Bxoga B ceTb. [JOCTynHO Tonbko npu Beibope B none
Security 3HayeHusa «WPA & WPA2 Enterprise».

Edit connection x|

Connection type: I'-.-'-.-'ireless j

Connection I0: I Wireless

ceneral Wi settings |

=it (Y I Wireless network 5510

Security: I'-.-'-.-'F‘.ﬁ. & WPAZ Enterprise j
Mode: IInFrastructure j
Authentication: |protected EAP (PEAR) =l

Anonymous 10 I

Lsername: I username

Password: I shokeskesbkokdeskabok

Inner authentication: IMSCHF’.F"-.-‘Z j
=l

FEAP version: I'u'ersi.:.n 1

Ik I Cancel |

PucyHok 269

Password — naponb nonb3oBaTens Ans Bxoga B ceTb. [lOCTYNHO TOMbKO Npu BeIGOpe B none
Security 3HavyeHusa «WPA & WPA2 Enterprise».

Show password — dnaxok, KOTOpbIA MO3BOMASET Moka3aTb OTKPbITbIM TEKCTOM Maporb
goctyna k cetu. [loctynHo Tonbko npw Beibope ogHoro 13 BapuaHtos WPA B none Security.

Inner authentication — npotokon ayTeHTudwukaumum BTOpon pasbl. Beibop u3 cnucka
NpeaycTaHOBMNEHHbIX  3HAYeHWW 3aBMCMT OT  3HA4YeHMs, YCTAHOBMEHHOTO B  none
Authentication — gna «Tunneled TLS»: «PAP», «CHAP», «MSCHAP» nnun «MSCHAPV2»;
ansa «Protected EAP (PEAP)»: « MSCHAPV2» unn «MD5». C gpyrumu 3HadeHusimu none
Authentication He ucnonbsyetcs .

PEAP version — Bepcua npotokona PEAP: «Version 0» n «Version 1».
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~lalx|
Filz  Mode
YPN product | 5P VPN Gate 3.1 =l crvptoprovider |cryptopro =
LSF I Certificates I Keys | Settingsl License Interfaces IRNG containerl Software I
Wirtual device address I o .o .0 .0

™ metwark inkerface descriptions

Marme Description [Aadifit..

L

=
=
=

Remaove

=

Lot
Laad. ..
SavE. ..

Exctended routing

Destination Gatews rAadifi.. .

I
(=

IR PR

Remaove

¥ Metwork interface aliases

Logical name | Physical name fAodify.,
ethl ethi
ethl ethl Add.,

Remaove

¥ Driver settings

4

‘ariable | Yalue Modify...
pq_drop_thres a5

Add...

Remaove

Run Wizard... | [o]4 I Cancel |

'

PucyHok 270

Network interface aliases — yctaHoBka 3Toro d¢hnaxka nos3sonseTr [obaBnATh,
MoanduumMpoBaTh, yaansTe normyeckue n husnyeckme MMeHa ceTeBbIX MHTepdencoB

Driver settings - ycraHoBKa STOro drnaxka no3BonseT MW3MeHUTb HacTpoviku |Psec
ApanBepa, yCTaHOBMEHHble N0 yMonyaHuto (PrucyHok 271). OTu HAacTpOMKM MMEIOTCS TOMbKO Y
npogykta CSP VPN Gate. lNosTtoMy onucaHue aTux Hactpoek (ytunuta drv_mgr) cMm. B
aokyMeHTe «CneunanuavMpoBaHHble KOMaHObl», Bxogdwem B cocTaB «PykoBoacTBa
agMuHucTtpartopa lMNMporpammHbii komnnekc CSP VPN Gate».

Driver setting description 5[

Yariable name pa_low_waker j

pg_low_veaker -
Yalue pa_kos_mask

pg_do_idle

busy inkeryal
pg_drop_low_pri -
PucyHok 271

RNG container — Bknagka 3aganunsi mectononoxeHnusa kpuntorpadgpuyeckoro (RNG) koHTeriHepa,
cofepxallero MHuuuanu3auuoHHble AaHHble Ans Aatyuka criydyamHelx udmcen (OCY). RNG
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KOHTEeNHep npeacTaBnseT cobon katanor, N03TOMy UMsi KOHTeHepa — ums katanora (PucyHok
272). NcnonbayeTcs TOMbKO AN kpuntonposangepa SignalCOM.

Mpn cosgaHumn auctpubyTtmea npogykta CSP VPN Client/CSP VPN Server Hafo ykasaTtb
UM KaTanora ans HOBOFO KOHTEWHepa, eCrin yKa3aHHOro kaTtanora HeT - oH 6yaeT cosgaH. MNpu
co3daHMn OOHOBIEHUS ANsl 3TUX NPOAYKTOB YKa3biBaeTCs yxe cyllecTByloWwmnin RNG KOHTENHep.
IOna npogykta CSP VPN Gate npoueaypa vHMUManM3auMu BbIMOSHAETCS TOMbKO OAWH pas,
NnoaToOMy B 3TOW BKMNaAke ykasbiBaeTcs yxke cyulectByowmin RNG KoHTelHep, Kak npyu co3gaHum
ONCTpubyTuBa, Tak U Npu co3gaHnm 0OHOBIEHUS.

B aTOlM BKMagke MOXeT uCMornb3oBaTbCA MoAcTaHoBka $INSTALLDIRS, KOTopas oO3Hadaet
KaTtanor, B koTopbln yctaHoeneH CSP VPN Agent. 3HavyeHuss no ymonyaHutwo — katanorm CSP
VPN Client, CSP VPN Server, CSP VPN Gate.

TT?PN data maker - 0] %X
333]

File Mode
YPM product ICSF‘ YPM Server 3.1 j Crypho provider ICF‘:.-'ptDPrD j
L3P I CertiFicatesI Keys I Settings I License I Interfaces

RMG container I

Fun Wizard. .. Zancel

PucyHok 272

Software — Bknagka Anst 3afaHus HaCTPOeEK AOMOSNHUTENbHbIX MPOAYKTOB, YCTAHOBIEHHbIX Ha
ynpasnisiemom ycTpoictee (PucyHok 273). OTa Bknagka AOCTynHa Ans peakTMpoBaHUsi TONbKO
ans npogykta CSP VPN Gate, yctaHosneHHoro Ha C3H «CMNAC-USB-01», T.e. npu HacTpowke
cnac «MnoctT.

T?PN data maker - 0] %X
343

File Mode
VPN produck ICSF‘ WPM Gake 3.1 on token j Crypka provider ICr';.-'ptu:uF‘ru j
LSF I Certificates | Keys | Settings I License I Intetfaces I RNG container § -

—ser target software

Software tvpe IRDF‘ client j

Software server address I

Software User name I

Software options I

—User privileges

I allaw manual nebwork connections

Run \Wizard. .. | (0] 4 I Canckl |

PucyHok 273
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CoxpaHeHue 1 3arpy3ka HacTpoek NpoaykKTa
MenHto File okHa VPN data maker cogepxuT asa npeanoxeHuns (PucyHok 274):
Load — 3arpyxaeT HacTpowku 13 panna gaHHbix npogykta CSP VPN Agent

Save as — coxpaHsieT B (pann gaHHble npoaykta CSP VPN Agent, oTpakeHHble BO BKMagkax
okHa VPN data maker.

EHI'PN data maker
| File Mode

Load... .
Save as... |server =l Crypto provider type

L5P ICertiFicates I Keys I Settings I Licensel Inkterfaces | RMG container

[T L5F Format is ciscarlike

GlobalParameters |
Title = "Test LSP"
“ersion ="3.1"

PucyHok 274

3aaaHue NONUTMKKA U HaCTPOEK C UCNONb30BaHKeM MacTepa

Mpwn HaxaTum kHonkn Run Wizard B okHe VPN data maker nosiBnseTcs OKHO MacTepa co3gaHus
HECINOXXHOW NONMUTUKM 6E30NacHOCTM M HACTPOEK ANs ynpasnsiemoro yctponctea (PUcyHok 275).

lpu ebIbope aymeHnmugukayuu ¢ ucnosb3oeaHueM cepmugukamoe JOCTYMNHbI criegyrolime
nons (Bce nons nogpobHo onuncaHbl B fokymeHTe «lMporpammHbin komnnekc CSP VPN Client/CSP
VPN Server. PykoBoACTBO agMUHUCTpaTopa).:

CA certificate file — 3gecb oTpaxaetca none Subject «kopHeBoro ceptudumkara
YpoctoBepstowero LleHtpa (Trusted CA Certificate). [Jns 3Toro B KOHLUE NOMS HAXMUTE KHOMKY
[...], B oTKpBIBLIEMCSA OKHe BbIbepute darin ¢ CA ceptudumkatom. Obs3aTensHbIN napameTp.

Device certificate file — 3gecb oTpaxaerca none Subject nokanbHOro cepTudukaTa
ynpasnsemoro ycrtpouctea. [Ons aTtoro pasmectute Ha CepBepe ynpasneHus avn c
nokanbHbIM CEepTUMUKATOM U B KOHLE MNONSA HaXMWUTe KHOMKY [..], B OTKPbIBLUEMCS OKHE
BblbepuTe AaHHbIV hann. ObsasaTenbHbIN napameTp.

Device container name — yHMKanbHOE UMsl KOHTEHEepa C KIMo4YeBOW Napown, pasMeLleHHOro Ha
yrnpaBnsemomM ycTtponcTtee. [pu ykazaHuM nokanbHOro ceptudmkata 3TO Nore 3anofHseTcs
aBTOMaTUYeCKM.

Device container password — naponb k KoHTenHepy. Npun ncnonb3osaHmm eToken B 3TOM none
HY)XXHO yKka3aTb PIN-koa K TokeHy

Key type — T1n ceKpeTHOro Krtoya, XpaHsLerocsi B KOHTEMHepe, UMeeT TpY 3HaYEHUS:

e Autodetect — Tun knioya 6ygeT onpeaensaTbCA aBTOMaTUYECKM NPY NEPBOM
obpalLieHnn K KOHTEHepY CeKpeTHoro knova. OnpeaenexHve Tuna Krova oOCHOBaHO
Ha NpoBepKe COOTBETCTBUA OTKPbLITOrO Krnko4va JiokaribHOro cemecpMKaTa N CeKpeTHoro
Krtoya B KOHTeWHepe. 3HayeHre No yMOM4YaHuio.

e Signature — KnoY Ana Noanucu
e Exchange — kntoy ans obmeHa.

Device identity type — TMn naeHTUdMKaLMOHHON UHOpMaLMK, NepecbinaeMon napTHepy npu
CO3[aHuK 3almLLEeHHOoro coegmHeHnsa. Oba3artenbHbIi napameTp. [one coaepXnT BbinagaroLwmm
CMMCOK CO CreayrLUMN 3HAYEHUAMMU:

e Default — B kauecTBe ngeHTudrkaTopa naptTHepy 6yaeT BbiCbINaThCs
AencTBUTENbHLIN IP-agpec ynpaBnsemoro ycTpoincTea
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Ha mepeom ware Bam HE0Rx04MMD BEIORATE THA 3% TEHTHDHIEALHH,
AocTyHEl ABS METOAA aYTEHTHBMEEWHK Ha CepTHRKMKAT X M Ha NpeAonpeAeneHHE

EWizard - make ¥pn configuration {1,/3) ﬂ

Distinguished Name — B ka4yecTBe ngeHTucrkaTopa naptTHepy 6yaeT BbiCbINaTbCs
3HaveHue Subject n3 nokanbHOro ceptTudukara ynpaBnsemoro ycTpomcTBa,
nokasbiBaeMoe B none Device identity value, ecnn oHo 3agaHo B cepTudumkarte

Email — B kauecTBe ngeHTMdukatopa naptHepy 6yaeT BbiCbiNaTbCA 3Ha4YeHe nons
E-mail pacwmpeHus nokanbHoro cepTudmkaTa, nokasbiBaeMoe B nose Device identity
value, ecnv oHO Tam 3agaHo

FQDN — B kauecTBe ugeHtudukaTopa napTHepy OyAeT BbICbINATbCA 3Ha4YeHNe
OOMEHHOro MMeHU ynpaBnsemMoro ycTponcTea, cuntbiBaemoe 13 nons DNS
pacLumpeHmns okanbHOro ceptudumkaTa un nokasosiBaemoe B none Device identity
value, ecnv oHo Tam 3agaHo

IPVAAddr — B kauecTBe ngeHTudukaTtopa naptHepy 6yaeT BbiCbinaTbCa nepsbin IP-
agpec, ykasaHHbIV B paclumpeHumn ceptudmkarta, U nokasbiBaemblvi B none Device
identity value, ecnv oH Tam 3agaH.

KNH4ax, 334aATE NApaMETREl DAHOMD Ha METOADE H HAHMHTE KHOMKY Mext,

¥ |se certificate "~ Use preshared key
A certificate file: I CM=5-Terra Demo CA J
Device certificate File: I Ch=Certificate of dient serveril J

Device o

Key bype: [ utodetect =]

Device identity kype:

onkainer name: I".".-".REGISTR‘I"".REGETRV' passward: I**********

e walle: I _M=Certificate of clien

Diskinguishedha

Load...

SavE, ., < Bach | Mexk = I Zancel

Mpu ebi6ope
creaytoLume n

Key name
3HaueHue

From k

PucyHok 275

aymeHmudukayuu ¢ ucrnosib3oeaHuem rnpedornpedesieHHO20 Ki1o4a [OCTYMHbI
ons (PucyHok 276):

—MMsa NpegonpeaeneHHoro knya. ObssatensHbIN napameTp.
npegonpeaeneHHoro Kroya MOXHO BBECTM B ABYX MONSX:

eyboard — 3HayeHne BBOAMTCSA C KnaBuaTtypbl. Ecnu npegonpeaeneHHblin knoY 3aaaH

HECKOJIlbKMMN CTpOKaMu, TO Kaxabl nepeHoCc B TeJie Kro4a 6y,u,eT npeacrasrieH OBYMA

CMMBON
npenon

From fi
name

amn 0xOD OxOA (cumBon Bo3BpaTa M nepeBofa KapeTku) W Toraa npu noarotoBke
pedeneHHoro Kno4a Ans napTHepa A0MKHbI OblTb NCMOMb30BaHbl 3TU CUMBOSTbI.

le — 3HauyeHue kroya cunTbiBaeTCsa U3 parna ¢ UMeHeM, ykasaHHbIM B none Key file

Device identity type — Tvn ngeHTMdUKaLNMOHHON MHAOPMaLMK, NepeckinaeMon napTHepy npu

cosfaHun

3aluuieHHoro  coegmHeHusi. O6gsatenbHbii  napameTp. MoxeT npuHuMmaTh

crieayloLme 3HaveHns:

Default — B kauecTBe maeHTUdUKkaTopa napTHepy OyaeT BbiChbiaTbCA
AencTBuTenbHbln IP-agpec ynpaBnsaeMoro ycTponcTaa
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e |IPV4Addr — B kayecTBe ugeHtudpurkatopa naptHepy byaet Bbicbinatbes IP-agpec,
KOTOPbIN HYXHO 3agaTtb B none Device identity value.

lMocne BBOoOa ayTeHTUMKALNOHHOW MHAOpMaLUK HaxkmuTe kHomnky Next. Bo BTopoM okHe macTepa
(PvicyHok 276) 3apganTe npaBuna unbTpaumm u 3awutbl Tpadmka mexagy Cepeepom ynpasneHus u
yrnpaBnsieMbIM YCTPOWCTBOM.

3agaHue npaBun u BBoAa NUMUEH3MOHHOM MHopMaumm Gbiny onncaHbl B pasaene «HacTponka un
ynpaBrieHne LeHTparnbHbIM Wito3oM» n «HacTtpoka n ynpaeneHue yctporncteoM ¢ CSP VPN
Server/CSP VPN Client».

ﬂ\'ﬁzard - make ¥pn configuration (2,3} 5[

Ha 3Tom ware Bam HeobxoAMMO 35848TE NpaEkna obpaboTkK ceTeBoro TpadmKa,

AofaEETE HEODXOAMMEIE MPpaBMna opaboTKK CETEBOro TRatHKa M HAMMHTE KHOMEY Mext,
Rule lisk:

Interface | Local IF | Partner IP | Services | Ackion |

Any Arvy 10.0.0.0/1& Any Tunnel{40.0.0.1)

Ay any any Ay Pass Up

Do |
Edit. .. | Remove |
Load... Save. ., < Back, | Mext = | Cancel |
PucyHok 276

KOHBepTMpOBaHMe MNONMNTUKHN

Mpu BeIBOpe NpeanoxeHns vpn data converter nosiengetca okHo VPN data converter ans
npeobpasoBaHns NONUTMKM 6e30NacHOCTM 13 OOHOWM BEPCUMMN NPOAYKTa B APYryto, U3 TEKCTOBOrO
npeacTtaenexus (LSP) B cisco-like dopmat nnmn HaobopoT.

Mpu nepexone Ha ynpasnseMoM YCTPONCTBE C OAHOW BepCcUM NPOAYKTa Ha APYrylo 1 Ang nepesoja
OTNakeHHoOW NonNUTUKN 6e30NacHOCTU B APYryo BEPCUIO, MOXHO ucnonb3osatb okHo VPN data
converter. KoHBepTUpoBaHne oTnaKeHHOW paboTatoLLein NOAUTUKN MPUMEHNMO U ANS HACTPONKM
OpYroro ynpaensieMoro ycTponcTea ¢ apyromn sepcuen npogykrta CSP VPN Agent.
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E'H'PN data converter

Source WPM product: ICSP WEN Server 3.1 j Target YPH produck:
source configuration format: % LSP ) Giscoike Target configuration Format: (v | 5p ) Gisco-ike
GlobalParameters § = GlobalParameters § -
Title = "This L3P was automatically generated by PN Updater § Title = "This L3P was automatically generated by wPM Updater §
ersion ="3,1" Wersion = L5F_4_0
CRLHandlingMode = BEST_EFFORT ZRLHandlingMode = BEST_EFFORT
) )
LDAPSetkings « IKEParameters |
ResponseTimeout = 200 DefaultPort = 500
HoldConneckTimeout = 60 SendRetries =5
DropConnectTimeout =5 — RetryTimeBase = 1
== RetryTimeMax = 30
IdentityEnkry auth_identity_01( SessionTimeMax = &0
] InitiatorSessionsMax = 30
AuthMethodPreshared auth_method_01( RespondersessionsMax = 20
SharedIkESecret = "keyd" Blacklag3essionsMax = 16
LocallD = auth_identity_01 BlacklagessionsMin = 0
Blacklogailent3essions = <
IKEParameters | BlacklogRelaxTime = 120
DefaultPort = 500 ]
SendRetries =5 LDAPSetkings §
RetryTimeBase = 1 ResponseTimeouk = 200
RetryTimeMax = 30 HoldiConneckTimeouk = &0
SACreationTimeMax = 60 DropConneckTimeout = 5
InitiatorsessionsMax = 30 )]
ResponderSessionsMax = 20 MebworkInterface
Blacklog3essionsMax = 16 LogicalManne = "default”
Blacklog3essionsMin = 0 IPsecPalicy = IPSecPolicy: defaulkicl
Blacklogsilent3Sessions = 4 1
BlacklogRelaxTime = 120 IKERUlE ike_rule |
1 IKEPeerIPFilter = 40.0.0.1
IkETransfarm ike_trf_01( DPDIdleDuration = 60
LifetimeSeconds = 28800 - DPDResponseluration = 5 -
a I _>|_I < I ;I_I
Load. .. | Save... | Check | Save.., | Check |

PucyHok 277

MeHto Help

B meHio Helps npeanoxerHne About VPN UPServer console BbIBOOMT UHpOpMaLMo O NpoayKTe.

About ¥PN UPServer console... x|

WPN UPServer console

S 'terra Version 3.11.12474

cC s p

Copyright (C) 2003-2012 5-Terra C5P

PucyHok 278
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MpoTokonupoBaHme coObLITUI

CepBep ynpaBneHus

Bce coobuieHunsa o npoTtokonmpyeMbix cobbiTuax CepBepa ynpaBneHus Mo YMOMYaHWI0 3anucbiBaloTCs B
dann:

C:\Documents and Settings\All Users\Application Data\UPServer\upserver.log.

KnueHT ynpaBnexus

Ha ynpaBnsiemom yCTporiCcTBe BCE COOBOLLEHNS O NPOTOKONMpPYeMbIX cobbITUsX KnueHTa ynpasneHus no
YMON4YaHM1IO 3anncbiBaloTCa B hann:

ansa OC Windows - C: \Program Files\UPAgent\upagent.log
ana OC Unix - /var/log/upagent/upagent.log

31K xe cooblieHus nepegatotca Ha CepBep yrnpaBneHns U X MOXHO MOCMOTPeTL BO Bknagke Uplog
okHa Client information, Bbi3biBaeMOM BblAENEHNEM KNMEHTA B Tabnuue n npeanoxeHnem Show B
KOHTEKCTHOM MEHIO.

Mpoaykr CSP VPN Agent

Ha ynpaBnsiemom yctpoicTBe Bce coobuleHns ot npogykta CSP VPN Agent nepepatotcs KnmeHtom
ynpaBrneHusi Ha CepBep ynpaBneHus 1 UX MOXHO MOCMOTpeTb Bo Bknagke VPNIog okHa Client
information, BbI3bIBaEMOM BblAENEHNEM KNMEHTa B Tabnuvue 1 npeanoxeHnem Show B KOHTEKCTHOM
MEHIO.

Kpome Toro, Ha ynpaBnsiemMoM yCTPONCTBE BCe COOBLLEHNS O NPOTOKONMPYEMbIX COBbITUAX paboThbl
npoaykta CSP VPN Gate nepegatotcs Ha nokanbHbIA Syslog-cepsep:

e B dann /var/log/cspvpngate.log ana annapaTtHbIX NNaTOPM C XKECTKUM LUCKOM
e B (avin /tmp/cspvpngate.log ang annapaTtHbix nnatdopM ¢ dneL-g1McKkoM

MpoTokonupoBaHue paboTbl HEKOTOPbLIX YTUIUT U CEPBUCOB NepeaaeTcs B cneyunansHble dannel. Bee
coobLLeHns 1 HacTpomka syslog-knueHTa n cepepa onucaHbl B AOKyMeHTe «[1porpaMMHbIN KOMMMEeKC
CSP VPN Gate. Bepcus 3.11. lpoTokonupoBaHue cobbITUny.

A onsa npogyktoB CSP VPN Client, CSP VPN Server npocMoTp coobLLeHMIA, NOChINaeMbIX Ha NTOKanbHbIN
XOCT, OCyLlecTBMAseTcs ¢ ucnonb3oBaHnem npogykta Kiwi Syslog Daemon.
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