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HacTtpoinka SNMP-areHTa ons Bblgadn cTaTUCTUKK
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HacTtpoika SNMP-areHTa gnga oTnpaBfeHnsa Tpanos
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MoOHUTOPUHT

MOHUTOPUHT

MoHuTopuHr wno3a 6esonacHoctu CSP VPN Gate ocyliectsngeTca no npotokony oomeHa SNMP.

SNMP-meHeaxep nmeeT BO3MOXHOCTb TOMBKO 3anpalumBaTb cogepxnmoe 6asbl AaHHbIX areHTa.

HacTtporika SNMP-areHTa ans Bblgayum ctatucTuki n 6asa gaHHeix MIB, koTopyto oH
nogaepXuBaeT, onnucaHa B pasgene «Bblgaya CTaTUCTUKNY.

SNMP-areHT moxeT nocbinate SNMP-meHemxepy coobLieHne 0 BO3HUKLIEM COOLITUM B BUAE Tpan-
coobuweHunsa. Hactporika SNMP-areHTa Ansi NOCLIKN Tpan-CcoobLLEHWIA U CIMCOK 3TUX COOBLLIEHMI
onucaHbl B pasaene «Tpan-coobLueHns ».

B kauectBe SNMP-meHempxkepa gnst CSP VPN Gate Bepcun 3.1 MoryT 6biTb MCNONb30BaHbI:

nporpaMmmHbii MNpogykT CiscoWorks Monitoring Center for Performance 2.0.2 (Performance
Monitor), koTopbIi BXoAWUT B cocTaB komnnekta CiscoWorks VMS 2.3. Npwu 3anpoce
CTaTUCTMKN ncnonb3yeTtcs Tonbko Bepcns SNMP v.1.

6ecnnatHasa ytunuta NET-SNMP  (http://www.net-snmp.org/) , KoTopas ABnsieTcs
npoctenwmnm SNMP-meHegxepom. Npn pabote ¢ SNMP-areHTOM HyXHO ykasblBaTb BEPCUIO
SNMP —v 1 unun — v 2c.

Pernctpauus yctpoucrtaa B Performance Monitor

A WD P

BeibpaTtb Bknagky VPN/Security Management Solution
Beibpate Monitoring Center -> Performance Monitor
B okHe Performance Monitor BeibpaTtb Devices -> Importing Devices [Janee kHonka Import:
CyuiecTtByeT YeTblpe cnocoba nmvnopTa ycTponcTea:
® N3 Resource Manager Essentials
e 13 CSV pauna
® U3 Management Center for VPN Routers
e BpY4HYIO.

[anee onucaHa npouenypa nMnopTa BpPpy4HYHO

. Bbibpatb BapunaHT Manually Add New Devices. HaxaTb Next >.

. Beibpatb Tun yctporictea VPN Router n BBectu IP-agpec yctponctea. [Motom Next >.

lMpoBeputb 1, Npu HeobxoauMocTH, oTpedakTuposaTtb napameTpel SNMP: community,
timeout u retries . Haxxatb Next >.

. Haxatb Finish.

. Mposeputb “Validation” nor.

CSP VPN Gate
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MoOHUTOPUHT

Bbigaya cTaTUCTUKK

SNMP-MeHeKep MHULMUPYET 3anpoc, KoTopbln nocbiniaeT SNMP-areHTy, Ans nonyy4eHuns
3Ha4YeHu O4HON U HECKONbKUX NepemeHHbIx. SNMP-areHT, oTBeYas Ha 3anpoc, Bo3BpaliaeT
3HaveHus 3anpawnBaeMblX NepeMEHHbIX.

Hactpoika SNMP-areHTa Ans Bblgaun CTaTUCTUKK

Cisco-like koHdurypaums

B nHTepderice KomaHAHOM CTPOKKU Anga HacTporku SNMP-areHTa no Bblgaye HdopmMauum no
npotokony SNMP ucnonb3ytoTcs KoMaHabl:

snmp-server community — 3agaeT CTPOKy, KOTopas UrpaeT pofib Napons npu ayTeHTudumkauum
coobweHun SNMP u paspewaetr SNMP-mMeHegkepy YTeHWe cTatucTukvm n3 6asbl ynpaBneHus
SNMP-areHTa

snmp-server location — cogepxut nHpopmauuio o unsmyeckom pacnonoxeHmm SNMP-areHTa
snmp-server contact - ykasblBaeTcs nuuo, oTBeTCTBEeHHOe 3a paboty SNMP-areHTa.

OTn koMaHabl NoapobHo onucaHbl B AokymeHTe "Cisco-like komaHapb!".

LSP (native) koHdurypauus

B koHurypaumnoHHom channe 3agaHne HacTpoek SNMP-areHTa ocyLlecTBnsieTcs cmpykmypou
SNMPPollSettings. B aTon cTpykType ykasbiBaeTcs |IP-agpec 1 nopT, Ha KOTOPbIN MOXHO NonyyaTtb
3anpocskl o1 SNMP-meHekepa, CTPOKY, UrpatoLLyro ponb Naporns npu ayTeHTudmukauum
coobuweHun, pasmelieHne SNMP-areHTa 1 KOHTaKTHOe NnLO.

MoppobHo cTpykTypa SNMPPollSettings onncaHa B gokymeHTe "Co3gaHne KoOHUrypaLMoHHOro
danna".

basa paHHbIX MIB, nogaepxmsaemas SNMP-areHToM, pa3feneHa Ha rpynnbl. B npuBegeHHON HUxe
Tabnuue (Tabnuua 1) nepeyvncrneHbl NnepeMeHHble N3 CTaH4apTHOW rpynnbl system, rnob6anbHom
ctatuctukn IKE un IPsec u gp., kotopble MOryT 6biTb 3anpoweHsl SNMP-meHeaxepom.

Mpu npuHyamTensHoM nepesanycke cepsuca IKE-ctatncrtunka
’%‘ cbpacbiBaeTCcs M HaYMHAET cunMTaThCs co cTapTa AreHTa. IPsec-ctatnctuka
Note cYMTaeTcsa Co cTapTa KOMMboTepPa M NP NPUHYAUTENBHOM nepesanycke
cepBuca He cbpackiBaeTcs.

B IKE-cTatuctvke npu noacyeTe Tpadurka ydnTbiBaeTCa TOMbKO KONMYECTBO
6anTt B ISAKMP-nakeTe. Y Cisco xe B IKE-cTaTUCTVKe y4nTbIBAKOTCS
JaHHble n3 IP-3aronoska, UDP-3aronoBka u Ethernet-saronoska nakerta.
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MoOHUTOPUHT

Tabnuua 1
OID
HasBaHue Tun -
3 (vpeHTUpukaT o 3Ha4yeHue nepemMeHHOoMn MIB
nepemMeHHOWM nepemMeHHOWM
op o6bekKTa)
CtaTtuctuka no craHaapTHou rpynne System v cneunPrYHbIM KOHCTAHTHBLIM 3HaY€HUAM
sysDescr 1.3.6.1.2.1.1.1. | DisplayString TekcToBOe onncaHune ceteBoro obbekta. | RFC1213-
0 Crpoka Buaa "CSP VPN Gate MIB
3.1.<build>"
sysObjectID 1.3.6.1.2.1.1.2. | OID WaeHTndukatop dupmbl- RFC1213-
0 npoussoauTens (BHyTpu nogaepesa MIB
1.3.6.1.4.1):
1.3.6.1.4.1.9.1.467(cisco2611XM un3
CISCO-PRODUCTS-MIB)
sysUpTime 1.3.6.1.2.1.1.3. | TimeTicks The time (in hundredths of a second) RFC1213-
0 since the network management portion MIB
of the system was last re-initialized.
Bpems B COTbIX AONSAX CEKYHAObI C
MOMEHTa nocregHen 3arpy3km CUCTeMbI
sysContact 1.3.6.1.2.1.1.4. | DisplayString MMsi KOHTaKTHOW NEpPCOHbI N Cnocob RFC1213-
0 KOHTaKTa MIB
sysName 1.3.6.1.2.1.1.5. | DisplayString MonHoe nvs gomeHa RFC1213-
0 <hostname>.<domain-name> MIB
sysLocation 1.3.6.1.2.1.1.6. | DisplayString dunsnyeckoe MeCcTononoXeHe areHTa RFC1213-
0 MIB
sysServices 1.3.6.1.2.1.1.7. | int32 3HayeHune, KoTopoe xapakTepusyeT RFC1213-
0 CepBuChI, NpefocTaBngemble Y3rom. MIB
OT0 3HayeHne ecTb CyMMa HOMEpPOB
ypoBHen mogenu OSI B 3aBUCUMOTU OT
TOro, Kakue cepBuCbl MOAAEPXKMNBAIOTCSA:
0x01 (cpusunuecknin), 0x02 (kaHanbHbIN),
0x04 (ceteBoM), 0x08 (To4ka-TouKa),
0x40 (npuknagHou). Hanpumep, ecnu
nogaepxusaetca IP ypoBeHb
(MapLupyTM3aums) U TPaHCMOPTHbIN
YPOBEHb (TOYKa-TOYKA), TO 3Ha4YeHnEe
sysServices ecTb cymma 4 u 8.
78 (c2611XM)
chassisType 1.3.6.1.4.1.9.3. | int32 335 (c2611XM) OLD-
6.1.0 CISCO-
CHASSIS-
MIB
cipSecMibLevel | 1.3.6.1.4.1.9.9. | int32 The level of the IPsec MIB CISCO-
171.1.1.1.0 1 IPSEC-
FLOW-
MONITOR-
MIB
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MoOHUTOPUHT

HasBaHue
nepemMeHHOM

OID
(vpeHTUpukaT
op o6bekKTa)

Tun
nepemMeHHoOM

3Ha4yeHue nepemMeHHoOMn

MIB

snmpSetSerialN
0

1.3.6.1.6.3.1.1.
6.1.0

int32

<An advisory lock used to allow several
cooperating SNMPV2 entities, all acting
in a manager role, to coordinate their
use of the SNMPV2 set operation.

Mcnonb3yeTcs Kak 3Ha4YeHue, KoTopoe
orpaHu4ymsaet ceepxy Cisco-specific
3Ha4yeHus. PakTMyeckn aBnsieTcq
HedbopMarnbHbIM 0603HAYEHNEM KOHLIA
MIB-a. CnyxuT ons npegoTBpaLleHnst
BO3MOXHbIX KOJNM3uIA Npu oTpaboTke
GET-NEXT onepauui.

0

SNMPv2-
MIB

ciscolmageStrin
g

1.3.6.1.4.1.9.9.
251.1.1.2.<i>

DisplayString

<The string of this entry.> (onucanve
Tabnumubl — <A table provides content
information describing the executing 10S
image.>).

BbigatoTca AaHHble ANs areHTa:

1: "CW_BEGINS$-csp-vpn$"
2:"CW_IMAGE$C2600-CSP-VPN$"
3: "CW_FAMILY$C2600%"

4: "CW_FEATURESIP|FIREWALL 2
PLUS 3DES$"

5: "CW_VERSION$12.2(13)T5, $"
6: "CW_MEDIASRAMS"

7:"CW_SYSDESCR$CSP VPN
{Gate|Server|Client}
<major>.<minor>.<build>$""

8: "CW_MAGIC$$"
9: "CW_ENDS$-csp-vpn$"

CISCO-
IMAGE-MIB

Mo6anbHas

IKE-cTaTucTUKa

cikeGlobalActiv
eTunnels

1.3.6.1.4.1.9.9.
171.1.2.1.1.0

uint32

<The number of currently active IPsec
Phase-1 IKE Tunnels>

Bce cyulecTBytoLmMe Ha JaHHbIA MOMEHT
akTmBHble ISAKMP SA.

CISCO-
IPSEC-
FLOW-
MONITOR-
MIB

cikeGlobalPrevi
ousTunnels

1.3.6.1.4.1.9.9.
171.1.2.1.2.0

uint32

<The total number of previously active
IPsec Phase-1 IKE Tunnels>

KonnyectBo ISAKMP SA ¢ MOMeHTa
cTapTa AreHra, KoTopble ObIlnI CO34aHblI,
HO YK€ He SABMAKTCSA aKTUBHbIMU, NGO
yoaneHobl.

CISCO-
IPSEC-
FLOW-
MONITOR-
MIB

CSP VPN Gate
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MoOHUTOPUHT

Ha3BaHue e Tun .
3 (vpeHTUpukaT o 3Ha4yeHue nepemMeHHoOMn MIB
nepemMeHHoOMn nepemMeHHOMn
op o6bekKTa)
cikeGloballnOct | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets received by | CISCO-
ets 171.1.2.1.3.0 all currently and previously active IPsec IPSEC-
Phase-1 IKE Tunnels> FLOW-
y MONITOR-
KonuyecTtBo 6alT, NpUHATLIX B TEYEHNE MIB
Bcex IKE-ceccuii ¢ MOMeHTa cTapTa
AreHTa.
cikeGloballnPkt | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets received CISCO-
S 171.1.2.1.4.0 by all currently and previously active IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
Konnyecteo ISAKMP-nakeToB, M%NITOR_
NPUHATBIX B TeveHne Bcex IKE-ceccun ¢
MOMeHTa cTapTta AreHTa.
cikeGloballnDro | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets which CISCO-
pPkts 171.1.2.1.5.0 were dropped during receive processing | IPSEC-
by all currently and previously active FLOW-
IPsec Phase-1 IKE Tunnels> MONITOR-
KonuyectBo ISAKMP-nakeToB, MIB
OTBEpPrHyThiX B TeyeHne Bcex IKE-
ceccuii ¢ MOMeHTa cTtapTa AreHTa.
cikeGloballnP2 | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
Exchgs 171.1.2.1.7.0 exchanges received by all currently and IPSEC-
previously active IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
KonnyectBo ycnewHbix Quick Modes B MIB
KayecTBe pecrnoHaepa.
cikeGloballnP2 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
Exchglnvalids 171.1.2.1.8.0 exchanges which were received and IPSEC-
found to be invalid by all currently and FLOW-
previously active IPsec Phase-1 IKE MONITOR-
Tunnels> MIB
O6wee konunyecteo IKE-ceccuii no
cosgaHuio IPsec coegmHennn,
WHULMNPOBAHHbIX NapTHEpPamMK, He
COCTOSIBLUMXCS MO MPUYMHE OLINOKM
obmeHa.
cikeGloballnP2 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
ExchgRejects 171.1.2.1.9.0 exchanges which were received and IPSEC-
rejected by all currently and previously FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
O6wee konunyecteo IKE-ceccuii no MIB
cosgaHuio IPsec coegmHenun,
WMHULMUPOBAHHbIX NapTHEpPaMK, KOTopble
He COCTOSINIUCHL MO NpUYnNHE
paccornacoBaHusl MONUTUK
©e3onacHocTu.
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MoOHUTOPUHT

Ha3BaHue e Tun .
3 (vpeHTUpukaT o 3Ha4yeHue nepemMeHHoOMn MIB
nepemMeHHoOMn nepemMeHHOMn
op o6bekKTa)
cikeGlobalOutO | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets sent by all CISCO-
ctets 171.1.2.1.11.0 currently and previously active and IPsec | IPSEC-
Phase-1 IKE Tunnels> FLOW-
y MONITOR-
KonuuectBo 6ainT, BbiCNaHHbIX B MIB
TeyeHue Bcex IKE-ceccum ¢ momeHTa
crtapta AreHTa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets sent by all | CISCO-
kts 171.1.2.1.12.0 currently and previously active and IPsec | IPSEC-
Phase-1 Tunnels> FLOW-
Konnyecteo ISAKMP-nakeToB, M%NITOR_
BbICNaHHbIX B TeyeHue Bcex IKE-ceccum
C MOMeHTa cTapTa AreHTa.
cikeGlobalOutDr | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets which CISCO-
opPkts 171.1.2.1.13.0 were dropped during send processing by | IPSEC-
all currently and previously active IPsec | FLOW-
Phase-1 IKE Tunnels> MONITOR-
Konunyecteo ISAKMP-nakeToB B MIB
TeyeHune Bcex IKE-ceccum ¢ MmomeHTa
cTtapTta AreHTta, KoTopble Obinn roTOBbI K
OTChbISIKE, HO MO KaKMM-TO MpUYMHAM He
ObInNn oTOCNaHbI.
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchgs 171.1.2.1.15.0 exchanges which were sent by all IPSEC-
currently and previously active IPsec FLOW-
Phase-1 IKE Tunnels> MONITOR-
KonunyectBo ycnewHbix Quick Modes B MIB
KayecTBe nHuumartopa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchglnvalids | 171.1.2.1.16.0 exchanges which were sent and found to | IPSEC-
be invalid by all currently and previously | FLOW-
active IPsec Phase-1 Tunnels> MONITOR-
MIB
ObLwwee KONMYECTBO NHULMUPOBAHHbIX
IKE-ceccui no co3ganuto IPsec
COEOVHEHWNI, HE COCTOSIBLLMXCS MO
NpUYnHE OWNBKN obmeHa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of Phase-2 CISCO-
2ExchgRejects 171.1.2.1.17.0 exchanges which were sent and rejected | IPSEC-
by all currently and previously active FLOW-
IPsec Phase-1 IKE Tunnels> MONITOR-
MIB
ObLee KoNMYecTBO NHULIMNPOBAHHbIX
IKE-ceccui no co3ganuto IPsec
COE€OMHEHNN, HE COCTOSIBLLUNXCS MO
NPUYNHE paccorniacoBaHms MONUTUK
©e3onacHocTu.
CSP VPN Gate Copyright © S-Terra CSP 2003 -2011 8




MoOHUTOPUHT

Ha3BaHue e Tun .
nepeMeHHO (vpeHTUpukaT nepeMeHHOM 3Ha4yeHue nepemMeHHoOMn MIB
op o6bekKTa)
cikeGloballnitTu | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 IKE | CISCO-
nnels 171.1.2.1.19.0 Tunnels which were locally initiated> IPSEC-
FLOW-
KonunyecTtBo co3gaHHbix ISAKMP SA B MONITOR-
KayecTBe nHuumaropa (T.e. no MIB
WHULMATMBE NTOKanbHON CTOPOHbI).
cikeGloballnitTu | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 IKE | CISCO-
nnelFails 171.1.2.1.20.0 Tunnels which were locally initiated and IPSEC-
failed to activate> FLOW-
. MONITOR-
Konnyectso MHMLMNPOBAHHBLIX CECCUN MIB
no cosganunio ISAKMP SA,
3aBEPLUMBLUNXCS HEeyaayewn.
cikeGlobalResp | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 IKE | CISCO-
TunnelFails 171.1.2.1.21.0 Tunnels which were remotely initiated IPSEC-
and failed to activate> FLOW-
o MONITOR-
KonunyecTtBo ceccui no cosgaHuto MIB
ISAKMP SA, MHMLUMNPOBAHHbIX
napTHEpamu, KOTOpblE 3aBEPLUNINCH
Heygaden
cikeGlobalAuthF | 1.3.6.1.4.1.9.9. | uint32 <The total number of authentications CISCO-
ails 171.1.2.1.23.0 which ended in failure by all current and IPSEC-
previous IPsec Phase-1 IKE Tunnels> FLOW-
. MONITOR-
KonunyecTtBo HeyaayHbIx ceccuii no MIB
co3gaHuio ISAKMP SA, B KOTOpPbIX He
npoLuna ayTeHTudmkaums.
cikeGlobalDecry | 1.3.6.1.4.1.9.9. | uint32 <The total number of decryptions which CISCO-
ptFails 171.1.2.1.24.0 ended in failure by all current and IPSEC-
previous IPsec Phase-1 IKE Tunnels> FLOW-
O6uee konuyecTtso IKE-ceccuit, He mI%NITOR'
COCTOSIBLUMXCS MO NPUYMHE OLUNOKM
pacwmndpoBaHs naketa
cikeGlobalHash | 1.3.6.1.4.1.9.9. | uint32 <The total number of hash validations CISCO-
ValidFails 171.1.2.1.25.0 which ended in failure by all current and IPSEC-
previous IPsec Phase-1 IKE Tunnels> FLOW-
. MONITOR-
KonunyecTtBo HeyaayHbIX onepauun no MIB
npoBepKe 3Ha4YeHUs1 XaLW-PYyHKLUM BO
Bcex IKE ceccusx.
cikeGlobalNoSa | 1.3.6.1.4.1.9.9. | uint32 <The total number of non-existent CISCO-
Fails 171.1.2.1.26.0 Security Association in failures which IPSEC-
occurred during processing of all current | FLOW-
and previous IPsec Phase-1 IKE MONITOR-
Tunnels> MIB
Obuwee konnyecTtBo IKE-ceccun, He
COCTOSIBLUMXCS MO NPUYMHE OTCYTCTBMS
ISAKMP coeguHeHus.
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MoOHUTOPUHT
OID
Ha3BaHue Tun .
3 (vpeHTUpukaT o 3Ha4yeHue nepemMeHHoOMn MIB
nepemMeHHoOMn nepemMeHHOMn
op o6bekKTa)
Fob6anbHas IPsec-ctatuctuka
cipSecGlobalAct | 1.3.6.1.4.1.9.9. | uint32 <The total number of currently active CISCO-
iveTunnels 171.1.3.1.1.0 IPsec Phase-2 Tunnels> IPSEC-
KonunyecTBo cyLLecTBYOLWNX HA AaHHbINA FLOW-
o MONITOR-
MOMeHT IPsec coegnHeHnn. MIB
cipSecGlobalPr | 1.3.6.1.4.1.9.9. | uint32 <The total number of previously active CISCO-
eviousTunnels 171.1.3.1.2.0 IPsec Phase-2 Tunnels> IPSEC-
FLOW-
KonunyectBo IPsec SA ¢ MomeHTa
MONITOR-
cTapTta AreHTa, KoTopble Oblnn co34aHbl, MIB
HO YXXe He SIBNSAITCA akTUBHbIMW, NMMGO
yAaneHsol.
cipSecGloballn 1.3.6.1.4.1.9.9. | uint32 <The total number of octets received by | CISCO-
Octets 171.1.3.1.3.0 all current and previous IPsec Phase-2 IPSEC-
Tunnels. FLOW-
This value is accumulated BEFORE MONITOR-
determining whether or not the packet MIB
should be decompressed. See also
cipSecGloballnOctWraps for the number
of times this counter has wrapped>
KonunuecTtBo 6aiT, NPUHATLIX NO4
3alumnTon Becex IPsec SA ¢ MomeHTa
ctapta AreHTa.
cipSecGloballn 1.3.6.1.4.1.9.9. | uint32 <The number of times the global octets CISCO-
OctWraps 171.1.3.1.5.0 received counter (cipSecGloballnOctets) | IPSEC-
has wrapped> FLOW-
. MONITOR-
KpnmquTBo nepenosriHEHUN cHeTYnKa MIB
cipSecGloballnOctets.
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets received CISCO-
Pkts 171.1.3.1.9.0 by all current and previous IPsec Phase- | IPSEC-
2 Tunnels> FLOW-
MONITOR-
KonunyecTtBo nakeToB, MPUHSATLIX NOA MIB
3awuTon Bcex IPsec SA ¢ MmomeHTa
ctapta AreHTa.
cipSecGloballn 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped CISCO-
Drops 171.1.3.1.10.0 during receive processing by all current IPSEC-
and previous IPsec Phase-2 Tunnels. FLOW-
This count does NOT include packets MONITOR-
dropped due to Anti-Replay processing> | MIB
O6Lee KonnM4yecTBo BCEX BXOASLLMX
MakeToB, OTBEPrHYTbIX OKarbHbIM
YCTPOWCTBOM, NP 3a4encTBoBaHUN
IPsec coeanHeHus (Kpome
NpOUrHOpupoBaHHbIX No Anti-Replay).

CSP VPN Gate

Copyright © S-Terra

CSP 2003 -2011

10




MoOHUTOPUHT

Ha3BaHue e Tun .
nepeMeHHO (vpeHTUpukaT nepeMeHHOM 3Ha4yeHue nepemMeHHoOMn MIB
op o6bekKTa)
cipSecGlobalin | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped CISCO-
ReplayDrops 171.1.3.1.11.0 during receive processing due to Anti- IPSEC-
Replay processing by all current and FLOW-
previous IPsec Phase-2 Tunnels> MONITOR-
MIB
O6bLee KONMYECTBO BCEX BXOOALLMX
NnakeToB, OTBEPrHyTbIX NNOKaribHbIM
YCTPOMUCTBOM NOCPEACTBOM MeXaHn3Ma
Anti-Replay, npu 3agencteoBaHun IPsec
COeaUHEHMS.
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
AuthFails 171.1.3.1.13.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
MIB
OO0Lee KONMYECTBO BCEX HEYAAYHbIX
BXOAALMX ayTeHTudukaummn no IPsec
coegNHEHUAM.
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
Decrypts 171.1.3.1.14.0 decryption's performed by all current and | IPSEC-
previous IPsec Phase-2 Tunnels> FLOW-
MONITOR-
T_o e camoe 3HayeHue, 4To u MIB
cipSecGloballnPkts.
O0Lee KONMYECTBO BXOAALLNX MAKETOB,
KoTopble 6binn paclungpoBaHbl Bcemu
IPsec coeanHeHnamu.
cipSecGloballn 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
DecryptFails 171.1.3.1.15.0 decryption's which ended in failure by all | IPSEC-
current and previous IPsec Phase-2 FLOW-
Tunnels> MONITOR-
MIB
O06Luee KONMMYEeCcTBO BXOASALLMX NAKETOB,
KOTOpble Obinu Heyaa4dyHo
pacLumdpoBaHbl IPsec coeguHeHnaMU.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets sent by all CISCO-
tOctets 171.1.3.1.16.0 current and previous IPsec Phase-2 IPSEC-
Tunnels. This value is accumulated FLOW-
AFTER determining whether or not the MONITOR-
packet should be compressed. See also | MIB
cipSecGlobalOutOctWraps for the
number of times this counter has
wrapped>
KonuyecTtBo 6alT, 0TOCNaHHbIX NOA
3awmTon Bcex IPsec SA ¢ MmomeHTa
crtapTta AreHTa.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The number of times the global octets CISCO-
tOctWraps 171.1.3.1.18.0 sent counter (cipSecGlobalOutOctets) IPSEC-
has wrapped> FLOW-
KonnyecTtBo NnepenonHeHn cHeTYnKa MONITOR-
cipSecGlobalOutOctets. MIB
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MoOHUTOPUHT

Ha3BaHue e Tun .
3 (vpeHTUpukaT o 3Ha4yeHue nepemMeHHoOMn MIB
nepemMeHHoOMn nepemMeHHOMn
op o6bekKTa)
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets sent by all | CISCO-
tPkts 171.1.3.1.22.0 current and previous IPsec Phase-2 IPSEC-
Tunnels> FLOW-
MONITOR-
KonunyecTBo nakeToB, OTOCHAHHLIX MO
o MIB
3awmrton Bcex IPsec SA ¢ MmomeHTa
crtapta AreHTa.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped CISCO-
tDrops 171.1.3.1.23.0 during send processing by all current IPSEC-
and previous IPsec Phase-2 Tunnels> FLOW-
MONITOR-
OO6Lee KONMYECTBO BCEX UCXOOALLNX MIB
MakeToB, OTBEPrHYTbIX NOKarbHbIM
YCTPONCTBOM, NPV 3a0eNCTBOBaHUN
IPsec coeanHeHus.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tAuthFails 171.1.3.1.25.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec Phase- | FLOW-
2 Tunnels> MONITOR-
MIB
Obwwee KONMYECTBO BCEX HEYAAYHbIX
ncxogdawmx aytreHtTudmkaumi no IPsec
COeaUHEHUSIM.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tEncrypts 171.1.3.1.26.0 encryption's performed by all current and | IPSEC-
previous IPsec Phase-2 Tunnels> FLOW-
MONITOR-
T_o>|<e camoe 3Ha4eHune, YTo U MIB
cipSecGlobalOutPkts.
O0Lee KONNYECTBO UCXOOALLMX
nakeToB, KOTopble OblNKn 3awmndpoBaHbl
BceMun IPsec coegnHeHnamu.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tEncryptFails 171.1.3.1.27.0 encryption's which ended in failure by all | IPSEC-
current and previous IPsec Phase-2 FLOW-
Tunnels> MONITOR-
MIB
OO0Lee KONMYECTBO UCXOOALLMNX
NnakeToB, KOTOpble ObINKN HeyAa4YHO
3awmdpoBaHbl IPsec coeguHeHuamu.
cipSecGlobalNo | 1.3.6.1.4.1.9.9. | uint32 <The total number of non-existent CISCO-
SaFails 171.1.3.1.29.0 Security Assocication in failures which IPSEC-
occurred during processing of all current | FLOW-
and previous IPsec Phase-2 Tunnels> MONITOR-
MIB
O6wee konnyecTBo 06MEHOB, HE
COCTOSIBLUMXCS MO NPUYMHE OTCYTCTBUS
IPsec coeanHeHus.
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MoOHUTOPUHT

HasBaHue
nepemMeHHOM

OID
(vpeHTUpukaT
op o6bekKTa)

Tun
nepemMeHHoOM

3Ha4yeHue nepemMeHHoOMn

MIB

Interfaces-ctaTucTUKa

ifPhysAddress

1.3.6.1.2.1.2.2.
1.6.<ifIndex>

Octet string

<The interface's address at the protocol
layer immediately “below' the network
layer in the protocol stack. For
interfaces which do not have such an
address (e.g., a serial line), this object
should contain an octet string of zero
length.>

MAC-agpec gaHHOro nHtepdemnca.

WHaekc ans AaHHoro 3HaveHuns bepetcs
n3 ipAdEntlfindex.<ip>

RFC1213-
MIB

ifindex

1.3.6.1.2.1.2.2.
1.1.<ifIndex>

int32

<A unique value for each interface. Its
value ranges between 1 and the value of
ifNumber. The value for each interface
must remain constant at least from one
re-initialization of the entity's network
management system to the next re-
initialization>

ifindex — nHaoekc uHTepdenca, 3Ha4yeHme
nexut B guanasoHe mexay 1 u ifNumber
(ifNumber - yncno ceteBbix
UHTepdencos).

RFC1213-
MIB

IP - ctTatucTuka

ipAdENntAddr

1.3.6.1.2.1.4.20
1.1.<ip>

IpAddress

<The IP address to which this entry's
addressing information pertains.>

CobcTBeHHO cam <ip> (coBnagaeTt c
WHOEKCOM 3HaYeHus).

IP-MIB

ipAdEntNetMas
k

1.3.6.1.2.1.4.20
1.3.<ip>

IpAddress

<The subnet mask associated with the
IP address of this entry. The value of the
mask is an IP address with all the
network bits set to 1 and all the hosts
bits set to 0.>

Macka agpeca.

IP-MIB

ipAdEntIfindex

1.3.6.1.2.1.4.20
.1.2.<ip>

int32

<The index value which uniquely
identifies the interface to which this entry
is applicable. The interface identified by
a particular value of this index is the
same interface as identified by the same
value of RFC 1573's ifiIndex.>

MHugekcom nepemeHHom aensetca IP-
afpec ycTponcTea. 3Ha4YeHnem —
nHagekc nHtepdpenca (B Tabnumue
ifTable), KOTOpPbIN COAEPXUT AaHHbIN
agpec.

IP-MIB
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MoOHUTOPUHT

HasBaHue
nepemMeHHOM

OID
(vpeHTUpukaT
op o6bekKTa)

Tun
nepemMeHHoOM

3Ha4yeHue nepemMeHHoOMn

MIB

CPU (3arpy3ka npoueccopa), Memory - cTaTUCTUKa

cpmCPUTotal5s
ec

1.3.6.1.4.1.9.9.
109.1.1.1.1.31

uint32 (1..100)

<The overall CPU busy percentage in
the last 5 second period. This object
obsoletes the busyPer object from the
OLD-CISCO-SYSTEM-MIB. This object
is deprecated by cpomCPUTotal5secRev
which has the changed range of value
(0..100).>

3arpyska npoueccopa 3a nocnegHue 5
CEeKyHa.

CISCO-
PROCESS-
MIB

cpmCPUTotal5s
ecRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.6.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 5 second period. This object
deprecates the object comCPUTotal5sec
and increases the value range to
(0..100). This object is deprecated by
cpmCPUTotalMonlnterval>

3arpyska npoueccopa 3a nocnegHve 5
cekyHa. OTnuyaeTcs oT
cpmCPUTotal5sec gonyctnMmbiMm
npegenamu.

CISCO-
PROCESS-
MIB

cpmCPUTotall
min

1.3.6.1.4.1.9.9.
109.1.1.1.1.4.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
obsoletes the avgBusyl object from the
OLD-CISCO-SYSTEM-MIB. This object
is deprecated by comCPUTotallminRev
which has the changed range of value
(0..100).>

3arpyska npoueccopa 3a nocrnegHIown
MUHyTy. OTnnyaetcs ot
cpmCPUTotallminRev gonycTMmbiMm
npegenamu.

CISCO-
PROCESS-
MIB

cpmCPUTotall
minRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.7.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
deprecates the object
cpmCPUTotallmin and increases the
value range to (0..100).>

3arpyska npoueccopa 3a NocrnegHon
MuHyTY. OTnnyaeTcs ot
cpmCPUTotallmin gonyctumsimMu
npegenamu.

CISCO-
PROCESS-
MIB

cpmCPUTotal5
min

1.3.6.1.4.1.9.9.
109.1.1.1.1.5.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the avgBusy5 object from the
OLD-CISCO-SYSTEM-MIB. This object
is deprecated by cpomCPUTotal5minRev
which has the changed range of value
(0..100).>

CpepnHsas 3arpyska npoweccopa 3a
nocrnegHue 5 MUHyYT (B NpoueHTax).

CISCO-
PROCESS-
MIB
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MoOHUTOPUHT

HasBaHue
nepemMeHHOM

OID
(vpeHTUpukaT
op o6bekKTa)

Tun
nepemMeHHoOM

3Ha4yeHue nepemMeHHoOMn

MIB

cpmCPUTotal5
minRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.8.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the object
cpmCPUTotal5min and increases the
value range to (0..100).>

3arpyska npoueccopa 3a nocnegHue 5
MUHYT. OTnnMyaeTcs ot
cpmCPUTotal5min gonyctumbimm
npegenamu.

CISCO-
PROCESS-
MIB

ciscoMemoryPo
olUsed

1.3.6.1.4.1.9.9.
48.1.1.1.51

uint32

<Indicates the number of bytes from the
memory pool that are currently in use by
applications on the managed device.>

PaccmatpuBaeTcs kak Tabnuua ma
O[OHOro anemMeHTa (C uHaekcom 1),
KoTopas 3agaeT obLiee KONM4ecTBO
ncnonb3yemon nsanyeckon namsaTu.

CISCO-
MEMORY-
POOL-MIB

ciscoMemoryPo
olFree

1.3.6.1.4.1.9.9.
48.1.1.1.6.1

uint32

<Indicates the number of bytes from the
memory pool that are currently unused
on the managed device.

Note that the sum of
ciscoMemoryPoolUsed and
ciscoMemoryPoolFree is the total
amount of memory in the pool>

O6Lee konnyecTso cBOOOAHOM
dm3nyeckon NaMmaTu.

CISCO-
MEMORY-
POOL-MIB
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MoOHUTOPUHT

Tpan-coobueHus

SNMP- areHT nocbinaeT Tpan-coodLeHnst o npounsoLeawmnx cobbituax SNMP — meHexepy.

Hactponka SNMP-areHTa gnsa otnpaBneHns Tpanos

Cisco-like koHdpurypaums
B cisco-like koHdUrypaumm ons oTCbINKM TpanoB 3a4aroTca KOMaHabl:
snmp-server enable traps — anga BkntodeHns oTcbinkn SNMP-Tpanos
snmp-server host — ansa 3agaHusa napameTpoB nony4varenss SNMP-Tpanos
snmp-server trap-source — ansa ykasaHus nHtepdeerica, ¢ kotoporo nocbinatotcs SNMP-Tpanbi.

OTn koMaHabl NoapobHo onumcaHbl B AokyMmeHTe "Cisco-like komaHapb!".

LSP (native) koHdurypauus

B KoHdurypaumoHHom darine 3agaHme HacTpoek SNMP-areHTa Ans nocbiiku Tpan -coobLleHni
ocyuwiectBndaeTtcsa B cTpyktypax SNMPTrapSettings n TrapReceiver. B aTux cTpykTypax
ykasbiBaeTcs |IP-agpec 1 nopT, Ha KOTOpbIN oTcbinatTcs cooblieHns SNMP-meHeoxepy,
noeHTndmrkatop n IP-agpec otnpaBuTens Tpan-coobwenns, Bepcus SNMP, B KOTOpOI co3aatoTcst
Tpan-coobLeHus.

MoapobHO aTK CTPYKTYpbI onucaHbl B AokyMeHTe "Co3fgaHne KoHdurypaumoHHoro cdanna”.

B npuBeaeHHon Hnxke Tabnuue (Tabnuvua 2) nepevncneHsl peannsoBaHHble Tpanbl U NepeMeHHble,
KoTopble BbicbinatoTcs SNMP-meHexepy, n onvcaHme Tpana.

Tabnuvua 2
HassaHue SNMPv1 Enterprise Crncok
Toana and Specific Type; NepeMEHHBLIX 3Ha4yeHue nepemMeHHoMn MIB
P SNMPv2 OID P
cikeSysFailure | 1.3.6.1.4.1.9.9.171.2 cikePeerLocalAddr | <This notification is generated CISCO-
—apgpec local peer | when the processing for an IPsec IPSEC-
Phase-1 IKE Tunnel experiences FLOW-
3 an internal or system capacity MONIT
cikePeerRemoteAd | error.> OR-MIB
dr — agpec remote
1.3.6.1.4.1.9.9.171.2. | peer
0.3 O6a 3HaYeHs — CmrH6anv|3au,V|;| O BHYTPEHHEN
TaBMYHbIE oLMBKe UM ucdepnaHmm
' pecypcoB npu obpaboTke IKE.
cikeCertCrlFai | 1.3.6.1.4.1.9.9.171.2 cikePeerLocalAddr | <This notification is generated CISCO-
lure cikePeerRemoteAd when the processing for an IPsec IPSEC-
dr Phase-1 IKE Tunnel experiences a | FLOW-
4 Certificate or a Certificate Revoke MONIT
List (CRL) related error.> OR-MIB
Owwnbka, cBaA3aHHasi ¢
(1).2.6.1.4.1.9.9.171.2. cepTudmkatammn im CRL.
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MoOHUTOPUHT

Ha3BaHue
Tpana

SNMPv1 Enterprise
and Specific Type;
SNMPv2 OID

Cnucok
nepemMeHHbIX

3HayeHue nepemMeHHoMn

MIB

cikeProtocolF
ailure

1.3.6.1.4.1.9.9.171.2

1.3.6.1.4.1.9.9.171.2.
0.5

cikePeerLocalAddr

cikePeerRemoteAd
dr

<This notification is generated
when the processing for an IPsec
Phase-1 IKE Tunnel experiences a
protocol related error.>

Owunbka, cBazaHHas ¢ obpaboTkom
npotokona IKE:

Authentication error (B cutyauusx,
He nonagarLwmx nog
cikeCertCrlFailure).

CISCO-
IPSEC-
FLOW-
MONIT
OR-MIB

cikeNoSa

1.3.6.1.4.1.9.9.171.2
6

1.3.6.1.4.1.9.9.171.2.
0.6

cikePeerLocalAddr

cikePeerRemoteAd
dr

<This notification is generated
when the processing for an IPsec
Phase-1 IKE Tunnel experiences a
non-existent security association
error.>

Mpuxog IKE-nakeToB Ha
HecywecTsyowmnn SA (Invalid
cookie).

CISCO-
IPSEC-
FLOW-
MONIT
OR-MIB

cipSecSetUpF
ailure

1.3.6.1.4.1.9.9.171.2
10

1.3.6.1.4.1.9.9.171.2.
0.10

cikePeerLocalAddr

cikePeerRemoteAd
dr

<This notification is generated
when the setup for an IPsec
Phase-2 Tunnel fails.>

Mo TemM MM NHBIM NPUYNHAM He
yaanocb co3aatsb IPsec SA (npu
cywectaytowem IKE SA).

I'Igmmeanme: 9TOT Tpan
OTCbIITaeTCA TOJIbKO Npu

NosiBNEHUN OLINOKN BO BPEMS
nposefeHunsa IKE-ceccun n tem
napTHEPOM, Ha KOTOPOM
cny4dmnacek owmnbka. Ecnm
co3faHve coeguHeHus
npekpaLLeHo No ApPYruM npuyanHam
— OCTaHOBKa cepBMuca,
nepesarpyska LSP, delete
payload, nonyyeHne HOTUdUKaLUK
O TOM, 4YTO NapTHep Mo CBOen
MHUUMaTMBE NpekpaTun co3gaHve
coeanHeHus, timeout n ap., T0
nokarbHoe yCTPONCTBO Tpan He
oTcbinaeT. B atom coctout
oTnn4yme Hawero areHta ot 10S,
rae Tpanbl OTChbiNatTcsa ¢ 060mnx
napTHepoB npwu nobon
HeyCMeLIHON Ceccum Mo co3aaHunio
IPsec coeanHeHus.

CISCO-
IPSEC-
FLOW-
MONIT
OR-MIB

cipSecTunnel
Start

1.3.6.1.4.1.9.9.171.7
7

1.3.6.1.4.1.9.9.171.2.
0.7

cipSecTunLifeTime
cipSecTunLifeSize

TabnuyHble
3HaYeHus

<This notification is generated
when an IPsec Phase-2 Tunnel
becomes active.>

9710 Tpan-coobLieHne nosiBnsieTcs
npw ycnewHom co3gaHunn IPsec
SA.

CISCO-
IPSEC-
FLOW-
MONIT
OR-MIB
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MoOHUTOPUHT

SNMPv1 Enterprise

Ha_lr::;:_:;"e and Specific Type; ne:enMM:::blx 3HayeHue nepemMeHHOMN MIB
SNMPv2 OID
cipSecTunnel | 1.3.6.1.4.1.9.9.171.8 cipSecTunActiveTi | <This notification is generated CISCO-
Stop 8 me when an IPsec Phase-2 Tunnel IPSEC-
TabnniHoe becomes inactive.> FLOW-
1.3.6.1.4.1.9.9.171.2. MONIT
08 3HayeHue 39710 Tpan-coobLleHne nosiBnseTcs OR-MIB
nocne yganeHus IPsec SA (no
pasHbIM NpuYnHam).
cipsTooMany | 1.3.6.1.4.1.9.10.62.2 cipsMaxSAs — <This trap is generated when a CISCO-
SAs MaKcMMarnbHoe new SA is attempted to be setup CONFI
KonnyecTBo IPsec while the number of currently G-MAN-
7 SAs. Ecniu He active SAs equals the maximum MIB
cyllecTByeT configurable. The variables are:
npegena — 0. cipsMaxSAs>
(1).?.6.1.4.1.9.10.62.2. OTka3 oT cosgannsi SA no
: NpuU4MHe JOCTUTHYTOro
MaKCMMarnbHOro konuyectea SA,
YKa3aHHOro B nuueHsun. B
nepemMeHHON NponncbiBaeTcs
MakcMMarnbHoe KonmdecTBo SA 13
NALEH3NN.
ciscoConfigM | 1.3.6.1.4.1.9.9.43.2 ccmHistoryEventCo | <Notification of a configuration CISCO-
anEvent mmandSource = { management event as recorded in | CONFI
commandLine(1), ccmHistoryEventTable.> G-MAN-
1 snmp(2) } Bcerna MIB
ccmHistoryEventCo | ccmHistoryEventCommandSource
13.6.1.4.1.9.0.432,0, | MMgSource ={ =1
1 erase(l), Heckonbko BapnaHTOB:
commandSource(2) P '
, running(3), Mpw BbI3OBE Isp_mgr show:
f]teat\r:/léel((?f’tg()g;l(s)’ ccrjHistoryEventConfigSour
networkRcp(7) } ce=2
ccmHistoryEventConfigDesti
nation=2
ccmHistoryEventCo )
nfigDestination = { I'Ipmmeanl_Ae. aHanorm4yHo
erase(1) peakuun Cisco Ha KoMaHay
' show run
commandSource(2)
, running(3), Mpu ycnewHon 3arpyske LSP:
f]teatwéel((‘}r)ﬁg(’g;'(5), ccmHistoryEventConfigSour
networkRecp(7) } ce=2
ccmHistoryEventConfigDesti
nation=3
TabnuyHbie
3HaveHus. MHgekc D‘w @Hanorn4Ho
— Llenoe Yncno, peakumm Clsco_ Ha KomMaHay
HAUMHAIOLLIEECS! C configure terminal
€anHULbI. [ns crapToBow 3arpysku
WNHkpemeHTupyeTcs LSP Hapo 3apaTtb
npuy Kaxnown ccmHistoryEventConfigSour
nocblifke Tpana ce=4
AaHHOro Tuna.
Mpu oTrpyske LSP (no pasHbiM
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MoOHUTOPUHT

Hazganue SNMPv1 Enterprise Cnmncoxk
Toana and Specific Type; nepeMeHHBIX 3HayeHue nepemMeHHOMN MIB
P SNMPv2 OID P
npuyYnHam);

ccmHistoryEventConfigSour
ce=1
ccmHistoryEventConfigDesti
nation=3.
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