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[poTOoKONMpPOBaHME COOLITUK

Hactpouka Syslog-knueHTa

B MNpoaykTe NpoTOKONMpOBaHNE COBLITUIN NPOMCXOAMT TOMLKO NO NPOTOKOMY Syslog u nonyyarterns
nora MoxeT BbITb TONbKO 0ANH, B oTNM4Yme ot Cisco.

Cisco-like koHdurypauus

B nHTepdence komaHOHOWM CTPOKM ANsl HACTPOMKN Syslog-KnMeHTa 1 oTnpaBkuM COOOLLEHWUIA O
NPOTOKONUPYEMbIX COBBITUAX MCMONb3YITCA KOMaHAbI:

logging — 3agaHue IP-agpeca xocTa, Ha KOTOpbIA ByayT HanpaBNATLCA COOBLEeHNS
logging facility — 3agaHue nctoyHuka coobLueHun

logging trap — 3agaHue TeKyLero ypoBHS BaXKHOCTW Ans Bcex cobbiTuin. [pn oTCyTCTBMM 3TON
KOMaHAbl ypOBEHb flora paBeH INFO.

Bce aT1 HacTponkn 3anuceiBatoTca B dhann syslog.ini.

Ecnu aTn komaHabl OTCYTCTBYIOT, TO AENCTBYIOT HACTPOMKM MO YMOSYaHWUIO, 3anncaHHble B channe
syslog.ini, a UMeHHO:

Severity INFO
Facility = log local’

IP-addr = 127.0.0.1

LSP (native) koHdpurypauums

[nsa HacTpolikn Syslog-knueHTa B TEKCTOBOM haine KoHUrypauum NCnonb3yTca:

cmpykmypa SyslogSettings — 3agaHue |IP-agpeca xocTa, Ha KOTopbIn ByayT HanpaBnATbLCA
CoO06LLEeHUNs, 1 3adaHne NCTOYHMKA COOoBLLEeHMIN. B 3TOM e CTPYKType MOXHO OTKIYUTb
ucnonb3oBaHve npoTtokona Syslog. Ecnuv ata cTpykTypa OTCyTCTBYET, TO 4ENCTBYIOT HAaCTPONKM,
3agaBaemsble B channe syslog.ini.

cmpykmypa GlobalParameters — 3agaHvne ypoBHS nora ans pasHbix COObITUN:
e aTpmbyT SystemLogMessagel evel — 3agaeT ypoBeHb fiora 4151 CUCTEMHbIX CODbITUI

e arpubyt PolicyLogMessagel evel — 3agaeT ypoBeHb Nnora Ans cobbITUi, CBA3aHHbIX C
npUMeHeHneM NonuUTUKM 6e3onacHoCTn

e aTpubyt CertificatesLogMessagel evel — 3agaeT ypoBeHb fora st coobITui,
CBSA3aHHbIX C cepTudmKaTamm

e aTpmbyT LDAPLogMessagelevel — 3agaeT ypoBeHb fora Ansi COObITUN, CBA3AHHbIX C
poctynom k LDAP cepsepy.

Ecnu aTu aTpubyThl He 3aaaHbl unu LSP koHgUrypauumst He 3arpyxeHa, To AeiCTBYeT ypOoBeHb fora,
YCTaHOBIEHHbIN MO YMOMYaHWio, KOTOPbLIN 3aaaeTcs Npu nomoLumn ytunutel log_mgr set. Ecnu ato
3Ha4YeHNe He MEHSINOCh, TO OHO paBHo Debug.

Ecnu 3agaHbl ypoBHM NPOTOKONMPOBaHUA Afs pasHbIX COBbITUI 1 3agaH ypOBEHb
NpPpOTOKOIMpPOBaHMA No ymon4yaHuto, 1o ,D,eVICTByPOT YPOBHM NMPOTOKOJNIMPOBAHWUA, 3afaHHble Onda
pasHbIX COObITUN.
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®aun syslog.ini

Mpwn co3paHum KoHUrypaumm B nHTepdence KoMaHgHOM CTPOKN (KOHCOMNK) BCe HAacTponku syslog
OyayT 3anucbiBaTbCA B hann syslog.ini, NoaToMy aT0T dharin BPYYHYIO HE peaakTupyeTcs.

Mpun cosgaHmmn NONMTUKK B BUAE KOHUrypaumoHHoro anna (LSP) n oTCyTCTBMM B HEM CTPYKTYpbI
SyslogSettings 6yayT aencTBoBaTh HAaCTpPoWkK M3 dhanna syslog.ini. B atom cnyyae atot chann

MOXXHO OTpeaaKTMpoBaTb BPYYHYHO.

dann syslog.ini pacnonoxeH B katanore /opt/VPNagent/bin. B aTom danne 3agatTtcs Tonbko IP-
agpec nonyyaTens CoobLLEHNIA U UCTOYHMK coobweHun. ®ann syslog.ini umeeT nons:

e Enable (Tun boolean) — BkntoYeHNE/OTKITOMEHNE MPOTOKOIMPOBAHNSA (HaYanbHOe 3Ha4YeHne

1):

0 — NpoTOoKONMPOBaHME OTKMNIOYEHO

1 — npoToKONMpOBaHME BKIHOYEHO

e Destination (Tun IP-addressl) — IP-agpec nonyyaTtensi coobLWeHU (HavanbHoe 3Ha4YeHne

127.0.0.1)

e Facility — MCTOYHUK coobLieHun (HayanbHoe 3HaveHue: local7). JonycTumbl crnegyowime
3HayeHus: log_kern, log_user, log_mail, log_daemon, log_auth, log_syslog, log_lpr,
log_news, log_uucp, log_cron, log_authpriv, log_ftp, log_ntp, log_audit, log_alert, log_cron2,
log_localO, log_locall, ..., log_local7.

[ns ynobctea npegnaraetcsa Tabnuua cooTBeTCTBUS 3HaYeHus nons Facility B davine, yucnosoro

koga facility npotokona Syslog, a Takke 0603HavyeHun Facility B MHbIX HOTaUuAX:

3HaueHue Yucnoson define us 3HauyeHue 3HauyeHue B
Facility B Koa cTaHpapTHOro Facility B LSP Cisco-like
canne npoTokona cdanna syslog.h komaHge logging
syslog.ini Syslog2 facility
log_kern 0<<3 LOG_KERN LOG_KERN kern
log_user 1<<3 LOG_USER LOG_USER user
log_mail 2<<3 LOG_MAIL LOG_MAIL mail
log_daemon 3<<3 LOG_DAEMON LOG_DAEMON daemon
log_auth 4<<3 LOG_AUTH LOG_AUTH auth
log_syslog 5<<3 LOG_SYSLOG LOG_SYSLOG syslog
log_lpr 6<<3 LOG_LPR LOG_LPR Ipr
log_news 7<<3 LOG_NEWS LOG_NEWS news
log_uucp 8<<3 LOG_UuUCP LOG_UuUCP uucp
log_cron 9<<3 LOG_CRON LOG_CRON sys9
! ,D,J'Iﬂ TeKyLI.I,eVI Bepcuun nogaepxxmBaeTca OTCbIJ1IKa MNPOTOKOJIMPYEMbIX COOGLLI,eHVIVI TONbKO Ha OAMH XOCT.
2 << — 0603Ha4YeHne onepauun ouToBoro casura BneBso
CSP VPN Gate Copyright © S-Terra CSP 2003 -2013 4
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log_authpriv 10<< 3 LOG_AUTHPRIV | LOG_AUTHPRIV sys10
log_ftp 11<<3 LOG_FTP LOG_FTP sysll
log_ntp 12<<3 LOG_NTP sysl2
log_audit 13<<3 LOG_AUDIT sys13
log_alert 14 << 3 LOG_ALERT sysl4
log_cron2 15<<3 LOG_CRON2 cron

log_local0 16 << 3 LOG_LOCALO LOG_LOCALO local0
log_locall 17 << 3 LOG_LOCAL1 LOG_LOCAL1 locall
log_local2 18 << 3 LOG_LOCAL2 LOG_LOCAL2 local2
log_local3 19<<3 LOG_LOCAL3 LOG_LOCAL3 local3
log_local4 20<<3 LOG_LOCAL4 LOG_LOCAL4 locald
log_local5 21<<3 LOG_LOCALS LOG_LOCALS local5
log_local6 22<<3 LOG_LOCALG6 LOG_LOCALG6 local6
log_local7 23<<3 LOG_LOCAL7 LOG_LOCAL7 local7

Ecnu B dparine syslog.ini 6binm ycTaHOBMNEHbI 3HAYEHNUS, OTINIMYHbBIE OT HaYarbHbIX, TO Nocne
3anycka KOHCOMW OHW U3MEHSITCA Ha HavarbHble 3HaYeHNs.

Mpn nameHeHnn arina HaCTPOMKM BCTYNAT B AEMCTBME TOMbKO Nocne pectapta AeMOHa.
HacTpowkun n3 cavina syslog.ini ncnonb3yroTcs B ABYX Criyyasix:

e korga B LSP otcytctByeT cTpykTypa SyslogSettings (Tonbko ans LSP, HanucaHHOM BPyYHyto
B BMe KOH(puMrypaumoHHoro gaina)

e Korga nonuTtuka 6e3onacHOCTM He 3arpykeHa unu nonuTrka 6e3onacHoCTN OTrpyXeHa
komaHgown Isp_mgr unload.

Cﬂep,yeT YH4NTbIBaTb BO3MOXHbIE NnoboYHble Squ)eKTbl COXpaHeHua nony4vartend
nora B pann syslog.ini:

Y

Note - palin syslog.ini MOXeT MEHSITbCS NpW CTapTe KOHCOMM (Qaxe ecnu He

Obina BBeAeHa HM oHa KomaHaa). OTo npou3onaeT, ecnu chann nepeq
CTapTOM KOHCOMW MEeHSNCH Bpy4HYyto. B aTom cny4vae ero cogepxumoe dynet
3aMeHeHOo Ha To, YTo nponucaHo B Cisco-like koHdurypauum

- KOHUryprpoBaHue B cs_console MOXET MOBMUATL HA Nonyyartens rnora
B TOM CIly4ae, ecnu nocre atoro 6yget 3arpykeHa LSP, B KOTOpoW He
yKka3aHa CTpyKTypa SyslogSettings (9TO 03Ha4aeT, YTo for nget
nony4arternto, ykazaHHOMY B syslog.ini ). [lpumedaHue: Takast LSP moxeT
ObITb TONMLKO HanucaHa BPY4YHYIO, N HE MOXET ObITb nofiy4eHa Cc NOMOLLbIO
cs_converter

- KOHUryprpoBaHue B cs_console TakKe MOXET NOBNUATL Ha nony4vaTens
nora B crnyyasx, korga He 3arpyxeHa LSP (npu cTtapTe cepBuca unu npu
otrpyske LSP).

CSP VPN Gate
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HacTtpoiika nokanbHoro Syslog-cepsepa

NokanbHbIN Syslog-cepsep yke CKOHDUIYpUpOBaH Npy NoArOoTOBKE ONEpPaLMOHHON CUCTEMbI K
UHULManu3aumm NpoaykTa crieayowmm obpasom:

e I1Or BCEX YPOBHEW BaXXHOCTM OT UCTOYHMKA local7 HanpaBnseTcs:
e B havn /var/log/cspvpngate.log ans annapatHbIX NNAaTdHOPM C XKECTKUM ANCKOM
e B hann /tmp/cspvpngate.log ons annapaTHbix nnatdopm ¢ dreL-anuckom

e 10T YPOBHS BaXXHOCTU €IT U 8bIWe AOMONTHUTENbHO HanpaBsieTCa B KOHCOSb

e Syslog-cepBep 3anyckaeTca aBToMaTudecku npu kaxgom ctapte OC ¢ BKMOYEHHOM
BO3MOXHOCTbIO Npuéma coobweHnin no UDP nopty 514

e npu ctapte OC un3 ckpunra (/etc/init.d/start_logwatch) sanyckaetca nporpamma logwatch,
KOoTopas KOHTpoNupyeT pasmep darna nora. MakcmmanbHO 4oNyCTUMbIN pa3mep danna
ycTaHoBreH B 1024 kunobatima. NpoBepka pa3mepa npomssoantcs kaxable 10 cekyHa.

Mpu NpeBbIWEeHN 4ONYCTUMOrO pasmepa TekyLwun dann nora coxpaHseTcs ¢ cydpdukcom
”.1” nocne TOro, Kak y paHee COXpaHEéHHbIX hannos cyddurKcbl MeHsaTes ¢ ”.<n>" Ha
”,<n+1>”. Bcero gononHMTENbHO K Tekylemy dainy fora CoxpaHseTcsa 2 ak3emnnspa
3anonHeHHbIX pannos nora (cspvpngate.log.1, cspvpngate.log.2). Ecnn <n+1> 6onbLue
KONmM4yecTBa CoOXpaHsieMbIX ak3eMnnispoB, dann ¢ cyddukcom “.<n>" yaansaetca. Nocne
nepeumeHoBaHus hannos Syslog-cepsepy noceinaetcd curHan SIGHUP ansa nepexoga Ha
cBexXuin avin nora.

e nporpamma logwatch octaHaBnMBaeTcs Npy OCTaHOBKE CUCTEMbI U3 CKpUNTa
letclinit.d/start_logwatch.

[nsi nameHeHns yCTaHOBIMEHHbIX HACTPOEK Syslog-cepBepa Npon3BeanTe HACTPONKM Nora B
ctaHgapTHoMm cdanne /etc/syslog.conf:

e Hanpumep, AN COXpaHeHus MHdopMauun B pain /var/adm/message, Npueawen ot
UCTOYHMKA facility localO M UMelOLLEN BCE YPOBHU BaXXHOCTH, JOGaBbTEe CTPOKY (Mons
pasgensiTca cMMBOaMu Tabynsaumm):

localO.debug /var/adm/message

e Hanpumep, 4Na coxXxpaHeHns nHpopmaumm B hann /var/adm/message, NpULeaLEn OT
UCTOYHMKA facility local2 un umetowlen ypoBeHb BaxkHocTu NOTICE u Bbiwe, obaBbTe
CTPOKY (Nons pasgensaTcs cMMBonamm Tabynauunm):

local2.notice /var/adm/message

B OC Red Hat Enterprise Linux 5 (CentOS 5) nocne nsmeHeHus KOHUrypawumoHHoro danna
BbINOMHUTE Nepesanyck syslog:

/etc/init.d/syslog stop
/etc/init.d/syslog start
B OC Solaris 10 nocrne nameHeHUs KOHUrypaLnMoHHOro canna BbINONHUTE KOMaHay:

svcadm refresh system-log

CSP VPN Gate Copyright © S-Terra CSP 2003 -2013 6
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[nsa nameHeHnss MakcMmansHOro pasmepa arna nora, konudectsa dannos fnora u nepnoaa
npoBepkn pasmepa anna oTpeaaktupymnte B arne /etc/logwatch.conf cnepyrowme napameTpsi:

LOGSIZE=1024
LOGNUM=2
LOGDELAY=10

roe
1024 k6ant MakcuMarbHbI pasmep ganna /var/log/cspvpngate.log
(tmp/cspvpngate.log) ¢ npoTokonupyemMbiMu COBLITUSIMM
2 KONM4ecTBO GhannoB apxuea
10 cekyHA nepuog BpeMeHW, Yepes KOTOpbIN MPOBOANTCH NpOBEpKa pasMmepa
danna nora.

Mocne nsmeHeHus danna nepesanyctuTb nporpammMy logwatch ¢ nomoLbo KoMaHa:
/etc/init.d/start logwatch stop

/etc/init.d/start logwatch start

Mepemewats unu yganate pann start_logwatch He cneayer.

[onyyeHune nora B Windows

Insa nony4veHus nora B OC Windows MoxHO ncnosnb3oBaTtb NpoaykT Kiwi Syslog Daemon
(http://www.kiwisyslog.com), Tri Action Syslog Daemon u ap.

CnN1coK NpOTOKONMUPYEMbIX COObLITUI

Kaxxgomy npoTokonmpyeMomy cobbITuiO NprcBanBaeTcs (OMKCUPOBaHHbIV MOEHTUdUKaTOp
(MSG ID) n cooTBeTCTBYHOLLUNIA MY YPOBEHb BaXXHOCTU (Severity) ang npoTtokona Syslog: EMERG,
ALERT, CRIT, ERR, WARNING, NOTICE, INFO, DEBUG.

CTpOoKkM NpOTOKONMPYEMBIX COBLITUI (DOPMUPYIOTCA NOCPEACTBOM LWAbMNOHOB, 3a4aBaeMbIX BO
BHELLHEeM TeKCToBOM dhanne S_res.ini.

Bce npoTtokonupyemble cobbiTs Ans cs _console OTHOCATCA K pasgeny SYSTEM. YTtobbl
oTnuyaTth 3TM cobbiTus, B Tabnmuax cooblleHnst npeactaenexsbl nog pasgenamm CONSOLE — ans
cs_console 1 CONVERTER — ans cs_converter. BolgaBaeMble cOobLIEHNS U onucaHne cobbITuii nNo
3TUM coOoDbLLEeHNsIM NpeacTaBreHbl B Tabnuuax 1-5.

Bepnetcs Takke npoTokonvMpoBaHue owmnbok KpunTorpadunyeckon noacucTemel (apavisepa
cryptopm, cp _plgl u ap.). OTM oWNOKM JOBOAATCA 4O CBEAEHUS NONb30BaTeNs Takke Yepes
Syslog, ncnonb3ys nctovHunk coobieHni (Facility) kern. MNepeyeHb BaxxHeNLWLNX OLWIMGOK NpuBeaeH
B Tabnuua 8.
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Coob6weHus ypoBHss ERROR

Tabnuua 1
YpoBeHb -
OnucaHue cobbIiTusA P Paszgen LLlabnoHbI coobweHnmn
Ba)XXHOCTU
JlokanbHbIn cepTudunkat Searching local certificate failed. Reason: %s°.
1 ERR CERT ,
HenpuroaeH Subject: %s Issuer: %s SN: %s
JlokanbHbIn cepTudunkat Searching local certificate failed. Reason: not
2 » ERR CERT
He HanaeH found. Search template: %s
Local certificate ‘%{1}s’ is invalid: private key
%{2}s%{3}s'%{4}s’ is inaccessible
roe:
%{1}s — 3Ha4yeHune nonsa Subject nokaneHoro
CeKpeTHbIV KoY cepTudmkaTta
3 noKanbHOro ceptudgukarta ERR CERT %{2}S — «», €CTIN KN4 BbIN 3aAaH SIBHO,
HenocTyneH MHa4ye «at container»
%{3}s — «», ecnu knto4 ObIN 3a4aH SBHO,
NHa4ye « »
%{4}s — nyTb K knto4y, ecnv oH bbin 3agaH
SIBHO, MHa4ye NMs KOHTEeNHepa
Local certificate ‘%{1}s’ is invalid: container
‘%{4}s’ is inaccessible
KoHTenHep knoya roe:
4 | nokanbHoro cepTucukaTa ERR CERT %({1}s — 3Ha4yeHme nons Subject NokanbHOro
HefocTyneH cepTudukaTa
%{4}s — nyTb K KNto4y, ecnu oH 6bin 3agaH
SIBHO, UHA4ye MMs KOHTelHepa
Local certificate ‘%{1}s’ is invalid: private key
%{2}s%{3}s'%{4}s’ is inconsistent with the
certificate
roe:
CeKpeTHbIN KnioY He %({1}s — sHaueHue nons Subject nokansHOro
COOTBETCTBYET ceptudukata
5 nokaneHOMy cepTuduKaTy. ERR CERT
3TO BO3MOXHO TONBLKO %{2}s — «», ecnm Ko 6bIn 3a4aH SBHO,
%{3}s — «», ecnu knto4 ObIN 3a4aH SBHO,
MHaye « »
%{4}s — nyTb K KNto4y, ecrnv oH Obin 3agaaH
SIBHO, UHA4ye MMs KOHTelHepa
cs_console:
6 KomaHnpa {1} BBeaeHa He ERR CONSOLE Uncomplete command: “%{1}s”
MOMHOCTbIO

% revoked | expired | not verified

CSP VPN Gate
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OnucaHue cobbITUA

YpoBeHb
BaXXHOCTU

Paspgen

LLlabnoHbl cooOLeHnmn

cs_console:
Owwnbka B npouecce
BbIMNOJIHEHUA KOMaHObI

ERR

CONSOLE

Command “{1}", processed with status FAIL

cs_console:
Owwnbka pasbopa
cepTudukata ang ca {1}

ERR

CONSOLE

Certificate for ca “%{1}s”, parse error

cs_console:
Owubka npu YteHuu
Ghanna cs_cons_reg.ini.

ERR

CONSOLE

Could not read ini file {1}

10

cs_console:
B komaHge {1} owmnbka B
nosuumn {2}

ERR

CONSOLE

Error in command: “%{1}s”, pos: %{2}d

11

cs_config:

CA ceptudpmkar {1} yxe
NpUCyTCTBYET B trustpoint
{2}. Do6asneHve
cepTudukarta
NPOUrHOPUPOBaHO.

ERR

CONSOLE

CA certificate “%{1}s” is already exist in the
trustpoint “%{2}". Certificate addition ignored.

12

cs_config:
[aHHas 3anuce B nyne
nepecekaeTcs ¢ Apyrumm

ERR

CONSOLE

Current pool entry has intersection with others,
no entry will be added

13

cs_config:

He ypanocb coxpaHutb
npenpiayuiyto
nonb3oBartesibCkyto LSP B

dann “(1}

ERR

CONSOLE

Could not save previous user-defined LSP in
file {1}

14

cs_config:

He ynanocb coxpaHuTb
BHYTPEHHME HAaCTPOMNKK B

dann “(1}”

ERR

CONSOLE

Could not save internal settings in file “{1}"

15

cs_config:
LSP koHBepTOp oTpaboTan
C owmbkamum

ERR

CONSOLE

LSP converter finished with errors

16

cs_config:
HesepHbI TUN
cepTndukata ang ca {1}

ERR

CONSOLE

Wrong certificate type for ca “%{1}s”, must be
CA certificate

17

HeB0O3MOXHO npoynTaTh
HacTpowku n3 INI-channa.

ERR

CONVERTER

Cannot read settings form INI file. Conversion
failed.

18

He 3apgaHbl nHTepdencesl B
INI-cparne npu
BbIKMOYeHHOM Host-
pexvme. Heobxogumo
CKOH(UrypunpoBaThb
NMHTepdencobl nnm
BKIIOYMTb HOst-pexunm.

ERR

CONVERTER

No interfaces were found in the INI file.
Configure interfaces or set host mode to
proceed.

CSP VPN Gate
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YpoBeHb -
OnucaHue cobbiTusA BAKHOCTY Paszgen LLlabnoHbI coobweHumn
B umnoptnpyemon
KOHpurypauum He 3agaHbl
19 NUHTEepdenchbI. ERR CONVERTER | No interfaces were found in the configuration.
KoHBepTupoBaHue He
UmeeT CMbIcha.
WHTepdenc {1} He 3apaH B
20 INI-cpanne. ERR CONVERTER Interface_ %{1}s” not found in the INI file.
KoHBepTupoBaHue Conversion aborted.
OCTaHOBIIEHO.
21 He yAanock pasobpats ERR CONVERTER | Certificate parse failed
BBEEHHbIV cepTudmkar.
HeBo3MOXHO
CKOHBEPTMpPOBAaTb Crypto
map “{1}". MpuunHa:
<[puumHa>,
roe <MpunyuHa> ogHa u3: Could not convert crypto map “{1}". Reason:
. <Reason>
OtcytcTtByeT isakmp
policy roe <Reason>:
OtcytctByeT CA nnn There is no isakmp policy
NoAXOASALLNIA . .
Preshared Key, nn6o There is no CAor appropriate preshared
isakmp policy key. Also |s_akmp policy - can have wrong
22 ERR CONVERTER type (rsa-sig or pre-share)
HenpaBuIbHOro TMNa
(rsa-sig unu pre-share) There is no peer
OtcyTcTtBYET peer There are no transform sets
OtcytcTBytoT transform Crypto map is incomplete
sets
Unknown
Crypto map HenonHaga
(He xBaTaeT crypto map
ACL, transform set nnu
peer)
HeunssecTtHas npuynHa
He ynanocsk 3arpysutb
cchopmumpoBaHHyto LSP. LSP load failed. Erroneous LSP saved in file
23 OwwunboyHas LSP ERR CONVERTER “%{1}s”.
coxpaHeHa B cpanne “{1}”
24 He ypanoce sarpysute ERR CONVERTER | LSP load failed
cchopmupoBaHHyto LSP
He nopnepxmBaetcs
25 | paHHbIN chopmaT Macku ERR CONVERTER | Unsupported network wildcard “%{1}s”
noaceTu
06 | MPov3owINa HekoTopas ERR CONVERTER | LSP conversion failed
HEBbISICHEHHas oLIMOKka
He HangeH nyn agpecos wpqn :
27 | 41}, KoHsepTuposame FRR CONVERTER Address pool “{1}" not found. Conversion
aborted
npepBaHo
CSP VPN Gate Copyright © S-Terra CSP 2003 -2013 10




MpoTokonupoBaHue COObLITHI

OnucaHue cobbiTusA PESEEEE Paszgen LLlabnoHbI coobweHumn
Ba)XXHOCTU
HeycnewHas nonbiTka Connection request FAILED, Reason: %s”, ip:
28 | ycTaHOBUTbL CoefiHeHne B ERR POLICY %s, protocol: %s®, IKERule: “%s”, IPsecAction:
KayecTBe nHuumaTopa “%s”, FilteringRule: “%s”®, Stopped at: %s’
Oumbka npu AobaBNeHNY Failed to add IP-address %{1}s to the ARP
29 IP-agpeca {1} B ARP- ERR POLICY table
Tabnuuy
O6HapyxeHl There is a bad Isp object in product db: ‘%{1}s’,
HEKOpPEKTHbIE AaHHble B )
30 | Base naHHbIX, CesI3aHHbIE ERR POLICY %{1}s — UMsi HEKOPPEKTHOro halna oncaHus
c LSP ob6bekTa B 6ase AaHHbIX
There are at least two active configurations in
product db: ‘%{1}s’ and ‘%{2}s’
OGHapyxeHa 6ornee 4Yem roe:
31 ofHa aktuBHas LSP B ERR POLICY

0ase gaHHbIX

%{1}s — nmsa nepsoro danna onvcaHuns
o6bekTa B 6a3e aaHHbIX C akTUBHOM LSP

%{2}s — numsa BTOpOro cparina onucaHus
o6bekTa B 6a3e aaHHbIX C akTUBHOM LSP

* Session timeout | Invalid packet | No proposal chosen | Invalid ID | Authentication failed | Process blocked by
Local Policy (nonbiTka ycTtaHOBUTBL coeguHeHne b6nokmpyeTca u3-3a nepesarpysku LSP) | Internal error

® ISAKMP nn6o IPSec

8 Ecrnn Ha MOMeHT BblBOAA co0bLLeHns ceeaeHust o npasunax ISAKMP, IPSec nubo o ounbTpe oTCyTCTBYIOT, TO
COOTBETCTBYHOLLNE CBEAEHUS HE BbIBOOATCS

! [ononHuTenbHble cBeaeHnst 0b onepaumu, Ha KOTOpOW NpepBarncs npouecc YyCTaHOBINEHNA coeanHEeHUA
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbITUA

YpoBeHb
BaXXHOCTU

Paspgen

LLlabnoHbl cooOLeHnmn

HeBo3MOXHO 3arpy3utb

32
nonuTuKy 6esonacHocTu

ERR

SYSTEM

Cannot load security policy: “%s”

'ae %s MoxeT NpUHNUMAaTb 3HAYEHUS:

Failed to retrieve LSP from product db
Internal error

Failed to recover from previous error. Last
successfully loaded LSP will be reloaded, all
connections will be closed

Failed to delete %{1}s trap receiver with
community “%{2}s” %{3}s %{4}s , roe :

{%1} — ip agpec

{%2} — snmp community (npon3BonbHas
cTpoka)

{%3} — moxeT 6bITb “-“, B 3TOM cnyyae
{%4} — no such entry

Nnn {%3} = *”, B aTom cnyyae {%4} =
“%{1}s” has invalid DN(GN) format, rae

{%1}- nms U3 CTPYKTYpbI cepTudmkara,
KOTOpOEe MOXET ObITb

X509_SUBJECT, X509 ALT_SUBJECT,
X509_ISSUER, X509_ALT_ISSUER

Unable to map local identity to certificate
description(s) in authentication method
“%{1}s”, line %{2}d, roe

{%1} — Ha3BaHMe meTOAa
ayTeHTUukaumu

{%2} — Homep cTpoku B LSP
Algorithm “{%1}” not supported.

Owunbka B 3anuncu
MapLUpyTUsaumm

33

ERR

SYSTEM

Invalid route to %{1}s%{2}d through %{3}s
%{4}s%{5}s%{6}s - %{7}s

roe:

%{1}s%{2}d — destination B Buge
oanHo4Horo IP unn nogceTun

%{3}s — gw unu interface

%{4}s — agpec gateway nnum nvs
NUHTepdenca

%{5}s — “, metric”, ecnu ykasaHa mMeTpuKa B

LSP
%{6}s — 3HaYeHne MeTpuK1

%({7}s — onucaHue owmndku: inconsistency,
invalid gateway (matches local address)

CSP VPN Gate
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbIiTUA

YpoBeHb
BaXXHOCTU

Pasgen

LLlabnoHbI cooOLeHumn

Owwnbka npu gobaeneHmm
34 | 3anucu B Tabnuuy
MapLUpyTU3auum

ERR,
WARNING

SYSTEM

Failed to add route to %{1}s%{2}d through
%{3}s %{4}s%{5}s%{6}s - %{7}s

roe:
%{1}s%{2}d — destination B Buge
oanHo4vHoro IP unu noacetu
%{3}s — gw unu interface

%{4}s — agpec gateway nnm nvs
NUHTepdenca

%{5}s — “, metric”, ecrnu ykasaHa MeTpuKa B
LSP

%{6}s — 3HaYeHne MeTpuKM

%{7}s — onncaHne owmnbku: inconsistency,
invalid gateway (matches local address)

Ha yposHe ERROR napametp %{7}s moxet
NpYHMMAaTh CreayLlne 3HadeHms: system
error, unknown network interface, internal error.

Ha yposHe WARNING napameTp %{7}s moxeT
npuHMMaTh cnegylowme 3HavyeHuns: already
exists.

Owwnbka npu yganexHmm
35 3anucu nu3 Tabnuusbl
MapLupyTusaumm

ERR,
WARNING

SYSTEM

Failed to delete route to %{1}s%{2}d through
%{3}s %{4}s%{5}s%{6}s - %{7}s

roe:

%{1}s%{2}d — destination B Buge
oanHo4Horo IP unn nogceTun

%{3}s — gw unu interface

%{4}s — agpec gateway nnum nvs
nHTepdenca

%{5}s — “, metric”, ecnu ykasaHa meTpuvka B
LSP

%{6}s — 3HauYeHne MeTpuKn

%{7}s — onncaHne ownbku: inconsistency,
invalid gateway (matches local address)

Ha ypoBHe ERROR napameTtp %{7}s moxeT
NpYHUMAaThL criegyroline 3Ha4YeHus: system
error, internal error.

Ha yposHe WARNING napameTp %{7}s moxeT
npyvHUMaTh criegyrowme 3HadeHms: not found.

CSP VPN Gate
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MpoTokonupoBaHue COObLITHI

Coob6uweHus ypoHss WARNING

Tabnuua 2
OnucaHue cobbIiTusA VRS Paszgen LLlabnoHbI coobweHnmn
Ba)XXHOCTU
Mpu ctapTe cs_console n3
KOHUrypauuu
aBToMaTnyecku 6bin
yaaneH ceptudukar,
OTCyTCTBYHOLLMI B 6ase WARNING CERT Removing CA Trustpoint “{1}”, no certificate
noKanbHbIX HACTPOEK. found
O6pasoBancs nycTon
trustpoint, koTopblin Takke
ObIn aBTOMaTU4ECKU
yAaaneH.
Mpwn ctapTe cs_console 13
KOHpurypauum
aBTOMATHHECKA Ghin WARNING CERT Removing KEY “{1}, no key found in agent
yaaneH preshared key,
OTCyTCTBYIOLLMI B 6ase
NoKarbHbIX HACTPOEK
Unsupported encoding “%{1}s” has been
specified in x509conv.ini, “%{2}s” will be used
B daiine x509conv.ini roe:
yka3aHa
HenoaaepxuBaemas WARNING CERT %{1}s — HenoaAepx1BaemMas KoAMpPOBKa
KoAupoeka %{2}s — kogupoBKa, koTopas byaeT
ncrnonb3oBaHa Af1s COOTBETCTBYHLLETO
ASN.1-tnna
Unexpected parameter “%{1}s” has been
B dparine x509conv.ini specified in x509conv.ini, ignored
yKas3aH HEen3BeCTHbIN WARNING CERT e
napameTp As-
%{1}s — umsa HeusBeCcTHOro napameTpa
Certificate with subject “%{1}s” has
incompatible attribute value encoding.
OLWwmGKa nou Probably, the connection won'’t be established.
HEeDEKOIN poake noneil Please, configure x509conv.ini according to
pexoamp . WARNING CERT actual attribute encoding.
Issuer nnn Subject
ceptudukata B UTF-8 roe:
%{1}s — cTpokoBOe NpeAcTaBreHne nosns
Subject cepTudukata.
BosHukaeT npu cTapTe,
ecnu B KoHdurypawmu WARNING CONSOLE Command {1}’ removed from configuration
npucyTcTByeT automatically
HeKoppeKTHasi KoMaHaa
cs_config:
Ob6HapyxeHa Incorrect config detected. Policy conversion
HEeKOpPEKTHasi NoNUTMKA. WARNING CONSOLE | ignored
KoHBepTupoBaHue

NONUTUKN HE OJenaeTcA.
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbIiTUA

YpoBeHb
BaXXHOCTU

Pasgen

LLlabnoHbI cooOLeHumn

BesepeHHbIn LDAP url {1}
NPOVrHOPUPOBaH,

MOCKOJIbKY 0MYCKalTCA
Tonbko IP-agpec n nopt.

WARNING

CONVERTER

LDAP url “%{1}s” ignored. IP address and port
allowed only.

MpourHopupoBaH access-
group out B nHTepdeince
{1}, nockonbky
OOMyCKaeTCs TONbKO
access-group in.

WARNING

CONVERTER

OUT access group in the interface “%{1}s”
ignored. Only IN access group is used.

10

Mpw BkNtoveHHOM Host-
pexvMe JonyckaeTcs
TONbKO OANH MHTEPMENC.
OcTanbHble nHTEpPgENCDI
UTHOPUPYIOTCS.

WARNING

CONVERTER

Only one interface is used while host mode is
on. Other interfaces ignored.

11

MmnopTrnpoBaH TOMnbKO
nepsbin No cnucky CA-
ceptudmkat. End-User
cepTuduKaTbl 1
ocrtasLlimecs CA-
cepTndukaThl
NMPOVrHOPUPOBaHbI.

WARNING

CONVERTER

Only one CA certificate imported. Other certs
ignored.

12

B crypto map-e {1}
nponmncaHbl HECKOMNBLKO
peer-oB. Peer(s) {2}
NPOUrHopUpoBaHbl U3-3a
TOrO, YTO ANA HUX He
cosnapaet
ayTeHTUUKaLoHHas
NHopmaums

WARNING

CONVERTER

Crypto map “{1}’ contains several peers.
Peer(s) “{2}” ignored due to authentication
information mismatch

13

Crypto maps {1} cogepxart
transform sets, B kOTOpbIX
3a/aHbl pasHble
encapsulation pexumeil.
Mcnonb3yetcs
TYHHEINbHbIN PEXNM.

WARNING

CONVERTER

Crypto map(s) “{1}’ contain transform sets with
different encapsulation modes. Tunnel mode is
used.

14

Crypto maps {1} cogepxat
transform sets, B KOTOpbIX
3afaHbl pasHble
encapsulation pexnmbl.
Wcnonbayetcs
TPaHCNOPTHBLIN PEXUM.

WARNING

CONVERTER

Crypto map(s) “{1}’ contain transform sets with
different encapsulation modes. Transport mode
is used.

15

Crypto map set(s) {1}’
cogepxar ctaTuieckme
crypto map(s) ¢
NPUOPUTETOM HUXE, YEM Y
ANHaMN4YeCcKnx

WARNING

CONVERTER

Crypto map set(s) “{1}" contain static crypto
map(s) with priorities lower than dynamic.
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MpoTokonupoBaHue COObLITHI

YpoBeHb -
OnucaHue cobbITuA BAKHOCTY Paspen LLlabnoHb! coobLieHni
Crypto map “{1}’ copepxut
HECKONbKO peers ¢ Crypto map “{1}” contains several peers with
16 pasHbiMu preshared keys. WARNING CONVERTER | different preshared keys. This is not
370 He pekomeHayemasi recommended.
cuTyauus.
LDAP 3anpoc {1} ; .0 8 9.
17 | 3akoHunncs Heynauei. WARNING LDAP LDAP request failed. Reason: %{2}s". Query™:

Mpuunna: {2} w{1}s”.

Incoming connection request FAILED, Reason:
%s™, ip: %s, protocol: %s™, IKERule: “%s”,
IPsecAction: “%s"*?, FilteringRule: “%s”*?,
Stopped at; %s™

HeycnelwHas nonbiTka
18 YCTaHOBUTb COeINHEHME B WARNING POLICY
KayecTBe OTBETYMKA

IKE-CFG IP-address %{1}s already bound with
the partner %{2}s:%{3}d with the same identity
as partner %{4}s:%{5}d has. Initiating DPD to

Mpu KOHCp”ryp”pOBaHW_" resolve IKE-CFG IP-address conflict
TekyLiero napTHepa {4}:{5}
B nyne obHapyxeH IKE- roe:

19 | CFG agpec {1}, koTopbin WARNING POLICY %{1)s — IKE-CFG IP-ampec
3aKpenneH 3a aApyrum
napTtHepom {2}:{3} ¢ Ton %{2}s:%{3}d — IP-agpec n nopT «cTaporo»
xe camon identity napTHepa

%{4}s:%{5}d — IP-agpec n nopt «HOBOro»
napTHepa

8 Create request failed — He yaanock cchopMmpoBaTh KOPPEKTHbIN 3anpoc
Failed to parse message — Ownbka paszdopa coobiyeHnsi LDAP

Timeout

LDAP server is not responding — LDAP cepBep HegocTyneH

Request canceled — 3anpoc npepsaH (Hanpvmep Npu BbIrpy3ke KOHUrypawmm)
Unknown — lNpnynHa HenssecTHa

o 3pecb 1 panee Query nokaseiBaetcst B Buae URL. Mo Bo3amoxHocTu nuweTcs agpec LDAP-cepBepa (kak NpaBunio BO BCeX
cny4asx, kpome “LDAP request ignored...”). OanHbIn Query moxeT otnmnyatbes oT URL, ykazaHHOro B coobLieHnm o
dopmmpoBaHun LDAP-3anpoca (crydan “CRL by URL”), ecnn ncxogHein URL He cogepxxan agpeca LDAP-cepsepa.

1% Session timeout | Limit of %u responded sessions achieved | Invalid packet | No proposal chosen | No rule chosen | Invalid
ID | Authentication failed | Internal error

1 |SAKMP nn6o IPSec
12 Eciv Ha MOMEHT BblBOAa coobueHus npaeuno ISAKMP, nu6o IPSec He BbiGpaHo, TO CBeAEHUS O HEM He BbIBOASATCS

13 Ecniv Ha MOMEHT BblBOAA co0bLLeHNs ceeaeHust o npasunax ISAKMP, IPSec nubo o ounbTpe oTCyTCTBYIOT, TO
COOTBETCTBYHOLLNE CBEAEHUS HE BbIBOOATCS

14 [ononHuTenbHble cBeaeHnst 0b onepaumu, Ha KOTOpOW NpepBarncs npouecc YCTaHOBINEHNA coeanHeHnA
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MpoTokonupoBaHue COObLITHI

YpoBeHb -
OnucaHue cobbiTusA BAKHOCTY Paszgen LLlabnoHbI coobweHumn
Partner %{2}s:%{3}d is alive, connection with
partner %{4}s:%{5}d going to be broken
DPD nokasan, 4to
npeabiayLLmn napTHep roe:
20 | {2}:{3} xwuB. CoeguHeHne ¢ | WARNING POLICY %{2)s:%{3}d — IP-azipec 1 NopT «CTaporo»
HOBbLIM NapTHepomM {4}:{5} napTHepa
OyaoeT npepeaHo.
%{4}s:%{5}d — IP-agpec 1 nopT «HOBOrO»
napTHepa
HEBO3MOXHO BbiaaTh [KE- Unable to respond to IKE-CFG request:
A address pool is over. Partner: %{4}s:%{5}d
CFG agpec B OTBeT Ha
21 3arnpoc Co CTOPOHbI WARNING POLICY roe:
KnnenTa, TaK kak ryn %{4}s:%{5}d — IP-agpec 1 nopT «HOBOro»
agpecoB 3aKOHYMIICS.
napTHepa
HeBO3MOXKHO Unable to initiate IKE-CFG session: address
pool is over. Partner: %{4}s:%{5}d
WHULMNPOBATbL Bblaavy
22 IKE-CFG agpeca WARNING POLICY roe:
napTHepy, Tak Kak nyn 0 0 b
a7IPECOB 3aKOHUMICH. rf)a{;ﬁ.e/pof}d IP-agpec n nopT «HOBOro»
DefaultCryptoContextsPerlPSecSA in
“agent.ini” is not valid (must be from 1 to 128),
%{1}d will be used instead.
3HayeHne napameTpa
23 DefaultCryptoContextsPerl | WARNING POLICY roe:
PSecSA 3apaHo HesepHo %{1}d — 3Ha4eHune, KoTopoe byaeT
MCMnonb30BaHo ANs NnapameTpa
DefaultCryptoContextsPerlIPSecSA
B npasune IKERule WARNING: IKERule ‘%{2}s’, line %{3}d: in
3a4aHO HECKOSbKO Aggressive Mode initiator will use %{1}s only.
TpaHCHOpPMOB C e
pasnuYHbIMK FpynnamMu. Ae:
Ecnu B kauecTBe %{1}s — Ha3BaHWe BbIGpPaHHON rpynnbl, MO
2 uUHUumatopa AreHT 6yp,_eT WARNING POLICY KoTopon byget pa60Ta_Tb AreHT B KayecTBe
ucnosnb3oBartb Aggressive nHnumartopa B Aggressive Mode.
Mode, To B aTOM cnyyae o
OyayT BbICkINATbCS TOMNbKO B/:):{é}es ;HMaM;'TIaKE;‘;Tf(;g’;igomporo
TpaHCOPMbI C TaKOM Xe A A
rpynnow Kak y nepsBoro %{3}d — cTpoka, Ha KOTOpOI pacnonaraeTcs
TpaHcgopMa B npasune. IKERule.
YpaneHuve nokanbHoro
o5 cepTudumkara, nmdo WARNING SYSTEM Pert,!flcatg disabled, Subject: “%s”, Issuer:
CepTtuduumpytouiero %s”, Serial number=%s
LleHTpa 13 6a3bl AaHHbIX
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MpoTokonupoBaHue COObLITHI

Coob6uweHus ypoBHsst NOTICE
Tabnuua 3

YpoBeHb
Ba)XXHOCTU

OnucaHue cobbITusA Paspgen LLla6noHbI coobLweHnn

cs_console:

NOTICE CONSOLE Cisco-like console has started by user “%{1}s”
CtapT KoHCOnM

cs_console:
3aBepLueHne paboTbl
KOHCONW, B TOM YuUCHEe U
owmnboyHoe

NOTICE CONSOLE Cisco-like console has exited (user “%{1}s”)

cs_console:
Monb3oBaTtenb ycnewHo
co3gaH. MoxeT
BblOaBaTbCA Kak npu
py4YHOM BBOJE KOMaHZbI,
TaK 1 Npu cTapTe
cs_console (B cnyvae,
ecnun B KoHdUrypaumm
npucyTcTByeT
nonb3oBaTerb,
OTCYTCTBYIOLLUN B
cucteme).

NOTICE CONSOLE User “%{1}s” has created

cs_console:
Monb3oBaTtenb ycneLwHo
yoaneH. Moxet
BblaaBaTbCsl NPU PyYHOM
BBO/Je KOMaHAbl NO
username ...

NOTICE CONSOLE User “%{1}s” has removed

Maponb none3oBaTtens
ycnewHo cMmeHeH. MoxeTt
BblgaBaTbCs Kak npu
py4YHOM BBOAE KOMaHAb!
(Tonbko Ang yxe
CyLecTByloLLEero
nonb3oBartens), Tak 1 npu
ctapTe cs_console (B
cnyyae, ecnv naporb

5 nosfib3oBaTtens B NOTICE CONSOLE User “%{1}s” password has changed
KOHpurypauum He
coBMagaeT ¢ naposnem
nonb3oBaTterns B cucteme).
OpnHa komaHaa
username... MOXeT
nopoxagaTtb cpa3sy ABa
COOOLLIEHUNSA: O CMEHE
napons n o CMeHe
NpvBUNErnn.
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbITUA

YpoBeHb
BaXXHOCTU

Paspgen

LLlabnoHbl cooOLeHnmn

MpuBunerus
nonb3oBaTens U3aMeHeHa
Ha HOBOE 3HayeHune
(ykasaHo kakoe). MoxeT
BblOaBaTbLCA NPU PYYHOM
BBOJE KOMaHZAbl username
... (TonbKO Ans yxe
CyLLecTBYIOLLErO
nonb3oearens). OgHa
KOMaHga username...
MOXeT nopoxaaTb cpasy
OBa COObLLEHNs: O CMEHe
naponsi u 0 CMeHe
npvBUIErnn.

NOTICE

CONSOLE

User “%{1}s” privilege has changed to %{2}d

MNonb3oBaTtenb Bowlen B
NpMBUNErMpoOBaHHbIN
pexum (no KomaHae
enable). BeigaeTtca Tonbko
npu py4Hom BBOAE
KomMaHgbl enable.

NOTICE

CONSOLE

User “%{1}s” has entered into the privileged
EXEC mode

cs_console:
Hauvata 3arpyska
Ha4anbHOW KOHUrypauum

NOTICE

CONSOLE

Start loading initial configuration

cs_console:
HavanbHas koHdurypauus
3arpykeHa ycneLiHo

NOTICE

CONSOLE

Initial configuration loaded

10

cs_config:
CTtapT vHTepnpeTaTopa
KomMaHg

NOTICE

CONSOLE

Command interpreter started

11

cs_config:

Mpeablaywasn
nonb3oBartensckaa LSP
coxpaHeHa B hanne “{1}"

NOTICE

CONSOLE

Previous user-defined LSP saved in file “{1}"

12

cs_config:

O6HapyxeHa
HECUHXPOHWU3NPOBaHHas
nonuTuka. TuUn NONUTUKM:
<type>,

roe <type> ogvH us:
DDP
Drop All

User-defined (Source:
<source>),

roe

<source> — Agent unu
Command-line utility.

NOTICE

CONSOLE

Non-synchronized policy detected. Policy type:
<type>
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbITUA

YpoBeHb
BaXXHOCTU

Paspgen

LLlabnoHbl cooOLeHnmn

13

cs_config:

O6HapyxeHa
HECUHXPOHU3NPOBaHHAs
nonutuka. iameHnnunce
cepTudukarthl, preshared
KMNoYm Unm nHTepencoi.

NOTICE

CONSOLE

Non-synchronized policy detected. Certificates,
preshared keys or interfaces were changed

14

cs_config:
VHKpeMeHTanbHas
MONWUTUKA OTKITKOYEHA n3-
3a HacTpolku policy_sync
(dbann cs_conv.ini)

NOTICE

CONSOLE

Incremental policy loading disabled by
policy_sync setting (file cs_conv.ini)

15

cs_config:
WHKpeMeHTanbHas
NONMNTUKA OTKNK4YEeHa U3-
3a TOro, 4YTO He yaanoch
NMPOBECTU CUHXPOHM3ALNIO
NONNTUK

NOTICE

CONSOLE

Incremental policy loading disabled due to
policy synchronization fail

16

HauaTt npouecc
KOHBEPTMPOBaHUSA

NOTICE

CONVERTER

LSP conversion started

17

Mpouecc
KOHBEPTMPOBaHUSA
3aBEPLLUEH YCMNELLHO.
MpepynpexaeHust He
BblJaBasnm1Chb.

NOTICE

CONVERTER

LSP conversion complete

18

Mpouecc
KOHBEPTUPOBaHUA
3aBepLUEeH ycreLlHo.
BbigaHo {1}
npegynpexaeHun.

NOTICE

CONVERTER

LSP conversion complete. Warnings: %{1}u

19

BkntoveH Host-pexum

NOTICE

CONVERTER

Host mode is enabled.

20

Pesynbtat LDAP 3anpoca
{1} — obbekTbI HEe HanaeHbl

NOTICE

LDAP

LDAP request result: NOT FOUND. Query:
“%{l}s”_

21

Pesynbtat LDAP 3anpoca
{1} — HangeHo {2}
obbekToB

NOTICE

LDAP

LDAP request result: %{2}s object(s) found.
Query: “%{1}s”.

22

MpuceoeH IP-agpec n3
yaanénHoro IKE-CFG
nyna

NOTICE

POLICY

VPN ip-address %s obtained, Partner: %s:%d"

23

MapTHépy npucsoeH IP-
agpec u3 IKE-CFG nyna

NOTICE

POLICY

VPN ip-address %s assigned to external host
Partner: %s:%d"°

% ip:port

'8 ip:port
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbiTusA PESEEEE Paszgen LLlabnoHbI coobweHumn
Ba)XXHOCTU
MpeBblLEeHO orpaHnyeHne
Ha KONM4ecTBO
MHULUMMpPOBaHHbIX IKE-
ceccun. MHmummpoBaHHas -
[ISAKMP]: Exchange pended. Limit of %u
NOTICE POLICY b ) .
24 ceccns otroxeha o oTLc OLIC initiated sessions achieved. Partner: %s:%d"’
3aBepLueHus nobon
aKTUBHOW
WHULMMpoBaHHou IKE-
ceccun.
MpeBbILEHO orpaHnyeHmne
Ha konu4yecTtBo IKE-
CEeCCUN, NHNLMNPOBAHHbIX [ISAKMP]: Exchange cancelled. Limit of %u
25 napTHepamu. 3anpoc oT NOTICE POLICY responded sessions achieved. Partner:
napTHepa urHopupyetcs, %s:%d"®
HOBas ceccus He
cosgaerTcs.
HEeBO3MOXHO Unable to resolve IKE-CFG IP-address conflict
nCnonbaosanme DPD ans - DPD is disabled. Connection with partner
A %{4}s:%{5}d going to be broken
06 | PaspeLleHhs cuTyaunm, NOTICE POLICY
onucaHHom B n. 21 roe:
Tabnuubl COoOLLIEHUI 0 0
yPOBHS WARNING 00{4}s:%{5}d - IP-agpec n nopT «HOBOro»
napTHepa
Partner %{2}s:%{3}d is not responding, IKE-
CFG IP-address %{1}s become bound with the
DPD nokasarn, 4to partner %{4}s:%{5}d
npeabiaywmmn naptTHep roe:
{2}:{3} He oTBeuvaeT. IKE-
3aKpEr=eTCs 3a HOBLIM %{2}s:%{3}d — IP-agpec 1 NopT «CTaporo»
naptHepom {4}:{5} napTHepa
%{4}s:%{5}d — IP-agpec 1 nopT «HOBOrO»
napTHepa
28 CTtapT cepBuca NOTICE SYSTEM Service started, version %s
29 OcTtaHoBKa cepBuca NOTICE SYSTEM Service stopped
30 garpymeHa nonuTnka NOTICE SYSTEM Security policy loaded, Name: “%s”
€30MacHoCTH
31 BoccTaHoBneHa nonutuka NOTICE SYSTEM Previous security policy has been restored,

©e3onacHocTn

Name: “%s”

v ip:port. MopT napTépa MOXeT yka3blBaTbCS HYNEBbLIM B Cryvasix, kKorga oH eLwé He onpegeneH. ATo BO3MOXHO, MOCKOMbKY
ISAKMP 06MeH Ha MOMEHT BbiBOAA COODLLEHMS ELLE HE HaYaT, a ApYrMe UCTOYHMKK dhakTuieckor nHdopmaimm o napTHépe
MoryT 6bITb He4OCTYMHbI. [TOpPT NapTHepa B Takux crnyyasix onpegensietcs nocrne Bo3obHoeneHust ISAKMP o6meHa.

'8 ip:port
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbiTusA PESEEEE Paszgen LLlabnoHbI coobweHumn
Ba)XXHOCTU
[obaBneHne nokanbHOro o ko)
32 | ceptudukara B Gasy NOTICE SYSTEM New Ic.)c“il c:artlflcgte added,_%ubject. %s”,
Issuer: “%s”, Serial number=%s
OaHHbIX
[obasnenune New certificate authority added, Subject: “%s”
33 | CepTudumumpyroLlero NOTICE SYSTEM a0y on ) oo ) ’
Issuer: “%s”, Serial number=%s
LleHTpa B 6a3y AaHHbIX
34 [Joctyn MNonb3oBaTens K NOTICE SYSTEM User logged in
AreHTy
35 | OTkniouenme foctyna NOTICE SYSTEM | User logged out
Monb3oBaTens K AreHTy
Coo6uwweHus ypoBHs INFO
Tabnuua 4
OnucaHue cobbIiTusA VIPEECIT: Paszgen LLlabnoHbI coobLweHumn
BaXXHOCTU
cs_console:
1 | KomaHga {1} ycnewHo INFO CONSOLE | Command processed successfully: “%{1}s”
obpaboTaHa KOHCOMbIO
cs_config:
3anyck LSP koHBepTOpa
ONs KOHBepTauun
nonuntuku B LSP. B .
2 INFO CONSOLE Starting LSP converter
KOHBEpTOpE nocre Hero
naet coobueHune: “LSP
conversion started” ¢
ypoBHem NOTICE
cs_config:
LSP koHBepTOp oTpaboTan
6e3 owunbok. B
3 KOHBEPTOpE Nepen HUM INFO CONSOLE LSP converter finished successfully
BblJaeTcsi COOOLEeHmE:
“LSP conversion complete”
¢ yposHem NOTICE
Connection established, %u.%u.%u.%ul-
%u.%u.%u.%u][:%u]<->%u.%u.%u.%ul-
%u.%u.%u.%u][:%u][, proto %u], FilteringRule:
“%s”, IPsecAction: “%s”
roe:
4 YcTaHOBNEHO coeguHeHMe INFO POLICY
KBagpaTHble CKoOkM 0603HaYaloT, YTO
JaHHas YacTb COOOLLEHNST MOXET
OTCYTCTBOBaTb
nepsbln apryMmeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” — IP-agpec unu
AvanasoH |IP-agpecoB 1 nopT, KOTopble
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbIiTUA

YpoBeHb
BaXXHOCTU

Pasgen

LLlabnoHbI cooOLeHumn

3awmaroTca AreHTom

BTOpOM apryMeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” —IP-agpec nnu
AvanasoH IP-agpecoB 1 nopT, KOTOpble
3auLLaTCa napTHeEPOM

[, proto %u] — 3awuLaembli NPOTOKON

FilteringRule: “%s” — dpunbTp, Ha KOTOpPbLIN
3arpyeHa cosgaHHas uenodka IPSec SA-
eB

IPsecAction: “%s” — npaBuno IPsecAction
Mo KOTOPOMY CO34anocb coeauHeHve

MonyyeH ISAKMP-nakeT
5 OT NapTHepa, C KOTOPbIM
3anpetueH IKE-Tpacpuk™®

INFO

POLICY

Inbound IKE packet drop(Ped, Reason: Access
denied, Partner: %s:%d”

6 3akpblThe coeauHeHUs

INFO

POLICY

Connection closed, %u.%u.%u.%ul-
%u.%u.%u.%u][:%u]<->%u.%u.%u.%ul-
%u.%u.%u.%u][:%u][, proto %ul], bytes
sent/received: %d / %d, Reason: %s

roe:

KBagpaTHble CkOOKM 00603Ha4atoT, 4YTo
[aHHasi YacTb COOOLLEHUS MOXET
OTCYTCTBOBaATb

nepsbli apryMmeHT Buaa “%u.%u.%u.%ul-
%U.%u.%u.%u][:%u]” — IP-agpec nnm
AvanasoH IP-agpecoB 1 nopT, koTopble
3awmwaotcs AreHTom

BTOpOM apryMeHT Buaa “%u.%u.%u.%ul-
%Uu.%u.%u.%u][:%u]” —IP-agpec nnm
Owana3soH IP-agpecoB 1 NopT, KOTopble
3aLUMLLAIOTCA MAPTHEPOM

[, proto %u] — 3awmLL@emMblii NPOTOKOS-
bytes sent/received: %d / %d — konnyecTBO
6anT, KOTOPbIV ObINM OTOCNAHbLI U MPUHSITHI
NnoA 3aLLMTON 3TOro COeaANHEHUSI

Reason: %s — npuynHa yoaneHus
coeIHeHUs, BO3MOXHbI creaytoLine
BapuaHTbI:

Loading new configuration — coeguHeHne
YHUYTOXEHO MO MpUYMHE 3arpy3ku HOBOW
KOHUrypawmu

19 MapTHep (naeHTMdMUMpyeTCca No nape ip:port) MoXeT OblTb MOMELLEH B «4YEPHbINA CMIUCOK», €CITM C HUM HET HWU OAHOTO
ISAKMP coefvHeHus, 1 3a onpeaeneHHbIn NPOMEXYTOK BpEMEHN OH HeyCneLHo nbiTancs yctaHoBuTb ISAKMP coeauHeHne
poctaToyHo 6onbLuoe kKonuyecTso pas. [Npu nonyveHnn HoBoro IKE-nakeTta oT Takoro naptHepa nobas obpaboTka IKE-
NnakeToB UrHOPUPYETCS, MOSTOMY HEBO3MOXHO OMNpeaenvTb HAMepeHne napTHepa: 3T0 MOXeT ObITb HOBasi NOMNbITKa
ycTaHoBneHuns ISAKMP coefunHeHnsi, NpodoskeHWe cTapblX NOMNbITOK, MHPOPMaLMOHHOE CoobLLieHMe, NMBOo NPOCTO nakeT
HenpasunbHoro popmarta. O6MeH ¢ TakuM NapTHepPOM pa3peLlaeTcs CNycTs yCTaHOBIEHHbIV MPOMEXYTOK BpeMeHM, NMbo

npu NHUUMMpPOBaHUN coeanHEeHNUA CO CTOPOHbI JNTOKalibHOro yCTpOVICTBa.

0 ip:port
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MpoTokonupoBaHue COObLITHI

YpoBeHb -
OnucaHwme cob6bITUA pose Paspen LLlabnoHb!I coobweHumn
Ba)XXHOCTU
Delete payload received — ot napTHepa
npuvLLIEen 3anpoc Ha yaarneHue 3aToro
coeguHeHus
Time expired — UCTEK NIUMUT AENCTBUSA
COeaUHEHUSI Mo BpeMeH
Traffic expired — uctek NIMUT gencTBUA
coeguHeHuns no Tpaduky
Dead peer detected — napTHep npuaHaH
«MepTBbIM»
Initial contact — coeguHeHne yganeHo
npu nosnyvyeHmn Hotudpmkaumm INITIAL-
CONTACT
Cannot start DPD (no ISAKMP SA) — HeT
BO3MOXHOCTU uHUUmMnposaTtb DPD,
napTHep NPU3HaAETCs «KMEPTBLIM» U
coeauHeHne ¢ HUM ygdansieTcs
Replaced with new one — coeguHeHne
yAansieTcs B CBSI3W C TEM, YTO
NMOCTPOEHO HOBOE
SA bundle destroyed — Bo3HUKaeT B
crny4yae UCrnosib30BaHUs BIIOXKEHHOMO
IPSec, korga yoansietca ogHa u3
uenoyek IPSec SAs, 4To NpMBOOUT K
YHUUTOXEHWIO BCEW CBSA3KMN LiEMOYeK.
IPSec-coegnHeHue He
7 YCTaHOBMIMOCh 13-3a INFO POLICY Unable to establish connection: resources
NpeBbILLIEHUS KONNYeCcTBa, exceeded
paspeLleHHOro nmueH3nemn
VHGOPMALS O NMLIGH3MM Product licence: product code: %s, customer
8 pmau H INFO SYSTEM code: %s, license number: %n, license code:
Mpopykta N
%S
CoobueHus yposHs DEBUG
Tabnuua 5
OnucaHue cobbITUA U el Pazpen LLla6noHbl coo6LeHnn
BaXXHOCTU
cs_console:
1 | Hauano obpabotkn DEBUG CONSOLE | Start interpreting command: “%{1}s”
komaHgpl {1}
WHTeprnpeTaTopom
cs_console:
2 O6paboTka komaHabl DEBUG CONSOLE Command processed with status OK
3aBepLUEeHa ycrneLHo
o . . ) o o
3 BbibpaH nokarnbHbIN DEBUG CERT Using local certificate: Subject: %s Issuer: %s
cepTudumkat SN:%s
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbITUA YpoBeHk Paspen LLla6noHbl coo6LeHnn
Ba)XXHOCTU
4 He HalineH ceptudmkat DEBUG CERT Searching peer Certlflca.te failed. Reason: not
napTHépa found. Search template: %s
. . . - . . 21
5 HanpeH Henpu1roaHbIi DEBUG CERT Searchlng peer certificate failed. Reason: %s”".
cepTudukaTt napTHEpa Subject: %s Issuer: %s SN: %s
6 Bb|6p§1_H ceptudukar DEBUG CERT Use peer certificate: Subject: %s Issuer: %s
napTHépa SN: %s
LDAP request; “%{1}s**".
e %{1}s — 3anpoc B OAHOM "3
cnegywowmnx BUOOB:
“CRL by DN: <Printable_ DN>" — 3anpoc
7 CdbopmuposaH LDAP DEBUG 1.DAP CRL npoussoautcs rno DN.
3anpoc {1} “Certificate by DN: <Printable_ DN>” —
3anpoc ceptudmkaTa Npom3BoauTCs B BUAE
DN.

“CRL by URL: <url>” — 3anpoc CRL no URL
(6epetcst 3 CDP).

LDAP 3anpoc {1}
8 NPOUTHOPUPOBAH: HE DEBUG LDAP
3apaH LDAP cepBep

LDAP request ignored: there is no LDAP server
available. Query: “%{1}s”.

Connection request, packet:
%u.%u.%u.%u[:%u]-> %u.%u.%u.%ul:%ul][,
proto %u], FilteringRule: “%s”

roe:

KBagpaTHble ckobku 0603HavatoT, YTo
JaHHas YyacTb COOBLLEHMS MOXET
OTCYTCTBOBATb

nepBbIN aprymeHT Buaa

“0, 0 0, 0, -0 ”_ -
3anpoc Ha co3aHune DEBUG POLICY %U.%u.%u.%ul:%u]” — IP-agpec UCTOYHMKa
coeguHeHuns W MOPT, €CN1 OH yKa3aH B nakeTe

BTOPOM apryMmeHT Buaa
“%u.%u.%u.%ul:%u]” - IP-agpec
nNpUeMHUKa 1 NopT, eCnn OH YKa3aH B
nakete

[,proto %u] — HoMep npoToKona, ecnu
yKka3aH B MakeTe, nHade He nuLieTcs

FilteringRule “%s” — HazBaHWe unbTpa,
nog, KOTopbI nonan naket

2 revoked | expired | not verified

2 Bo Bcex coobueHnax LDAP 3anpoc onuckiBaeTcs B Buae URL. B HacTosiLee BpeMsi ecnu ucnonb3aytotes IP-agpec v nopr,
3agaHHble B LSP, oHn B URL He ykasbiBatoTCS.
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbITus

YpoBeHb
BaXXHOCTU

Paspgen

LLla6noHbI coobLweHnn

10

Owumnbka MHMLMMpoBaHUSA
C034aHus CoeanHeHNs

DEBUG

POLICY

Failed to initiate connection request processing,
packet: %u.%u.%u.%ul:%u]-
>%u.%u.%u.%ul:%u][, proto %u]

roe:

KBagpaTHble CkOOKM 0603Ha4aloT, YTO
[aHHasi YacTb COOOLLEHNS MOXET
OTCYTCTBOBaATb

nepBbI apryMeHT Buga
“%u.%u.%u.%u[:%u]” — IP-agpec ncTovHUKa
M MOPT, €CI1 OH yKa3aH B NakeTe

BTOPOM apryMeHT Buaa
“%U.%u.%u.%u[:%u]” - IP-agpec
NpUeMHMKa 1 NOopT, ECNN OH yKa3aH B
nakete

[,proto %u] — Homep nNpoTokona, ecnu
yKasaH B MakeTe, MHave He nuLieTcs

11

Cospanue ISAKMP SA

DEBUG

POLICY

ISAKMP connection [%u] established, Partner:
%s:%d”, Identity: %s, IKERule: “%s”

12

Ypanenue ISAKMP SA

DEBUG

POLICY

ISAKMP connection [%u] closed, Partner:
%s:%d>*, Identity: %s, bytes sent/received: %d
/ %d, Exchanges passed: %d

13

O6HapyxeHune ycTponcTea
NAT

DEBUG

POLICY

NAT detected on ...% side, Partner: %s:%d*

14

Proposals BbicnaHbl
napTHEpPY

DEBUG

POLICY

(Phase I): o
Sending IKE proposals. Rule “%s”: Auth: %s

Transform #1: Hash: %s, Cipher: %s,
Group: %s, Life Time: %s, Life Traffic: %

Transform #2: ..

2 ip:port

4 ip:port

% Local | remote

% ip:port

z Ecnu otgensHbie CTPYKTYpblI, nnéo anI/I6yTbI OTCYTCTBYIOT, TO OHN HE NPOTOKOJINPYIOTCA

CSP VPN Gate

Copyright © S-Terra CSP 2003 -2013 26




MpoTokonupoBaHue COObLITHI

YpoBeHb

OnucaHue cobbITUA Paspen LLla6noHbl coo6LeHnn
Ba)XXHOCTU
(Phase I1):*®
Sending IPSec proposals. Rule “%s”:
Encapsulation mode: %s, Group: %s
Proposal #1.:
Protocol AH:
Transform #1: Integrity: %s, Life
Time: %s, Life Traffic: %s
Transform #2:
Protocol ESP:
Transform #1: Integrity: %s, Cipher:
%s, Life Time: %s, Life Traffic: %s
Transform #2:
Proposal #2:
(Phase I); *°
IKE proposals received.
Transform #1: Auth: %s, Hash: %s, Cipher:
%s, Group: %s, Life Time: %s, Life Traffic:
%
Transform #2:
(Phase II):30
IPSec proposals received. Encapsulation
mode: %s, Group: %s
15 Hripgzeapl)snpmcnan Habop DEBUG POLICY Proposal #1.
prop Protocol AH:
Transform #1: Integrity: %s, Life
Time: %s, Life Traffic: %s
Transform #2
Protocol ESP:
Transform #1: Integrity: %s, Cipher:
%s, Life Time: %s, Life Traffic: %s
Transform #2:
Proposal #2
31
16 MNpoBepka proposal ansa DEBUG POLICY Check proposal #%u, Protocol %s™, Transform

npasuna

#%u for Rule “%s”. Result: %332, attribute: %s>

% Ecnu oTAenbHble CTPYKTYpbl, TG0 aTpubyThl OTCYTCTBYIOT, TO OHU HE MPOTOKOMUPYIOTCS

2 Ecnu oTaenbHble CTPYKTYpbl, TG0 aTpubyThl OTCYTCTBYIOT, TO OHU HE NPOTOKOMMUPYHTCS

% Ecnu otgensHbie CTPYKTYpbl, nnéo anI/I6yTbI OTCYTCTBYIOT, TO OHN HE NPOTOKOJIINPYIOTCA

31 |ISAKMP | AH | ESP
32 Not matched | OK

% Authentication method | Hash | Cipher | Oakley group | Integrity | mode — Tonbko Ans He coBnasLUuX proposals
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MpoTokonupoBaHue COObLITHI

YpoBeHb

OnucaHue cobbITUA BAKHOCTH Paspen LLla6noHbl coo6LeHnn
(Phase I): **
ISAKMP proposal selected. Auth: %s, Hash:
%s, Cipher: %s, Group: %s, Life Time: %s, Life
Traffic: %s
17 BbibpaH proposal DEBUG POLICY
(Phase II):35
IPSec proposal selected. Mode: %s>°, Group:
%s, AH Integrity: %s, ESP Integrity: %s,
Cipher: %s, Life Time: %s, Life Traffic: %s
Using preshared key “%{1}s” for partner
%{2}s:%{3}d,
roe:
18 BbibpaH Preshared kntou DEBUG POLICY %{1}s — MiaeHTncpmkaTop BbIBPAHHOO
Knto4a, ykasaHHbI B LSP
%{2}s:%{3}d - IP-agpec 1 nopT napTHepa no
IKE-0bmeHy
Preshared key “%{1}s” not found,
19 Efé%‘;ge:nrfpawb'” DEBUG poLIcY | A€
%{1}s — paeHTndukatop BbibpaHHOro
KNntoya, yKkasaHHbIn B LSP
MpucnaHHbIN
ﬁcnizchg;;op;;apmepa WARNING: Unable to proceed IKE remote ID
HOLOLEN HU né OIHO for partner %{2}s:%{3}d. Using ip-address from
A ISAKMﬂP A IKE packet instead,
20 | MPasuno : DEBUG POLICY
MpeonpuHumaeTtcs roe:
Egzzllg?pmumposam %{2}s:%{3}d - IP-agpec n nopT napTHepa no
napTHepa no ero IP- IKE-0bmeHy
agpecy.
Unable to choose authentication rule for partner
He yganocb nogobpatb %{2}s:%{3}d,
51 | MPasuno ayTeHTudmKaunm DEBUG POLICY re:
ONsl JaHHOro napTHepa no
IKE-0bmeHy %{2}s:%{3}d - IP-agpec 1 nopT napTHepa no
IKE-0bmeHy
WHdopmaums ob P g
22 VICI'CI?)J'IE3yeuMOM nokansHoOm DEBUG POLICY [I_SAKMP]: Sending identity “%s” to partner
IKE-Identity <Ip:port>
WHdopmaums o6 IKE- g -
23 Ide(rf)titi)/ I'I[:I)-LVICJ'IaHHOM DEBUG POLICY [ISAKMP]: Identity “%s” is received from

napTHepom

partner <ip:port>

3 Ecnu otgenbHble CTPYKTYpblI, nmnéo anVI6yTbI OTCYTCTBYIOT, TO OHN HE NPOTOKONNPYIOTCA

® Ecnu otgensHbie CTPYKTYpblI, nnéo anI/I6yTbI OTCYTCTBYIOT, TO OHN HE NPOTOKOJINPYIOTCA

% Transport | Tunnel
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbIiTus YpoBeHL Paszgen LLlabnoHbI coobweHunmn
Ba)XXHOCTU
WHdopmavrms o .
coobueHun (IKE- [ISAKMP]: Notification [%s™'] has been
e DEBUG POLICY .
24 Notification), npucnaHHom received for Exchange <%u™>: %s°
napTHeEpPOM
[ISAKMP]: Connection request FAILED. %s
roe:
%S — gononHuTenbHast 4OCTyMNHas
. MHdOpMaLMa O HECOCTOSBLLUEMCSI OOMEHE:
NHnumnpoBaHHbIi IKE- . 2
25 oOMeH 3aBepLInncs ¢ DEBUG POLICY npun4nHa aBapmMnMHOIro 3aBepLlieHund
oLLNBKOI (cm. Tabnuua 6 )
CTEK BbINOSHAEMbIX onepaLmm (CM.
Tabnuua 7)
cBefeHus 0 napTHepe: <ip:port>, IKE-
Identity **
[ISAKMP]: Incoming connection FAILED. %s
roe:
%S — gononHuTenbHast 4OCTyMNHas
IKE-06MeH, MHdOopMaLMa O HECOCTOSABLLUEMCS] OOMEHE:
o6 | VHMLMMPOBAHHbIN DEBUG POLICY NpUYMHa aBapuiiHOro 3aBeplueHust
napTHepoM, 3aBepLuncs ¢ (cm. Tabnuua 6 )
owmbkow
CTeK BbINOJIHSAEMbIX onepauni (CMm.
Tabnuua 7)
cBefleHns o napTHepe: <ip:port>, IKE-
Identity®®

37 CornacHo cncky n. 3.14.1 B RFC 2408 v n. 4.6.3 B RFC 2407.
8 Howmep-ngeHtudgumkatop IKE-o6MeHa.

% Peakuusi AreHTa Ha npucnaHHoe coobuyexue: Ignore | Ignore unprotected Notification | Cancel target connection | Correct
TTL for target connection | Start IPsec traffic | Target connection is already disabled | Peer is alive | Wrong sequence: Ignore |
Peer is interested in my liveness: send acknowledgement | Clear all old connections

0 Ecrm k MOMEHTY 3aBepLUEHMS NapTHEPaM yaanochk 4OrOBOPUTLCS O NPUMEHEHUN MeToAa ayTeHTudmkauum Ha Preshared-
Krnoyax, u B cnvcke onepaumit npucytctyeT «Unable to decode packet», To, Hapsigy ¢ omnbkon co6CTBEHHO
pacwmndpoBanus, nmbo IKE-nakeTa, HenpaBunbHO CHOPMMPOBAHHOIO NAPTHEPOM, MPUYMHOM OTKa3a B COEAMHEHNN MOXET
ObITb NPMMEHEHNE HEMPaBUIBLHOTO Krtoya.

1 KE Identity yka3biBaeTcs TONbKO B crnyyasix, korga B npegenax aaHHoro IKE-obmeHa Takasi MHdopMauusi [OCTYMHa.

2 Ecrm k MOMEHTY 3aBepLUeHNst NnapTHepaM yaanock AOroBOPUTLCS O MPUMEHEHUN MeToaa ayTeHTudukauun Ha Preshared-
Krnoyax, u B cnvcke onepauumi npucytctyeT «Unable to decode packety, To, Hapsigy ¢ owmbkor cobCTBEHHO
pacwmndpoBaHus, nmoo IKE-nakeTa, HenpaeBunbHO cOPMMUPOBAHHOIO NAPTHEPOM, NMPUYMHOM OTKa3a B COeAMHEHNN MOXET
ObITb NPUMEHEHME HENPAaBWUIILHOIO Krtoya.

® IKE Identity ykasbiBaeTcs TONbKO B Crnyyasx, korga B npegenax gaHHoro IKE-obmeHa Takas uHdopMauusi [OCTyMNHa.
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MpoTokonupoBaHue COObLITHI

OnucaHue cobbITUA YpoBeHk Paspen LLla6noHbl coo6LeHnn
Ba)XXHOCTU

Connection to %{1}s:%{2}d conflicts with

MepeceyeHne coeamHeHuit connecg/io{g}to %{3}s:%{4}d, conflicting address
range: %{5}s

o7 | N0 a;pecam OT pasHbix DEBUG POLICY 9

napTHepoB Ha 0AHOM %{1}s:9%{2}d — IP-agpec n nopT napTHepa,

tuneTpe KOTOpbIN B61OKMpYEeT COeAMHEHME K NapTHepY
%{3}s:%{4}d B agpecHom npocTpaHcTBe %{5}s

Cnucok ownbok npotokona ISAKMP

(cm.nyHKTBI 25,26 ypoBHA DEBUG)

Tabnuua 6
3anucb 06 owwnbke B CTPOKe
OnucaHue oLWKnbKn
cooOLeHus
1 He ypnanock ccopmmnpoBaTtb NOANUCH Unable to Form Signature
OT napTHepa npuLLIIO COOBLLEHNE HEBEPHOTO Unexpected Notification type: need
TUNa BMECTO OXMOaeMoro coobLleHuns CONNECTED
2 CONNECTED (cBuaeTenbCTBYOLLENO O
roToBHOCTY IPSec-coenHeHnss Ha CTOPOHe
napTHepa)
Mony4yeH komnoHeHT IKE-nakeTa Tuna 130, Unexpected payload found (payload
COOTBETCTBYIOLLNA KOMMNOHEHTY AN type - 130, possibly NAT Discovery)
3 o6HapyxeHus yctponctea NAT, 4To He
COOTBETCTBYET NPOTOKONY 0OMeHa Ansi 4aHHOro
aTana
OT napTHepa npuLina komaHga Unexpected configuration message
OO0NOSHUTENBHOro KoHGUrypmuposaHusa ISAKMP- type
4 coeanHeHnus (XAuth, IKE-CFG, n T.n.), He
COOTBETCTBYHOLLIAsA NPOTOKONY obMeHa ans
JaHHoro atana
5 [MoTepsiHbl BHYTPEHHWE AaHHbIe OT NpeabiayLero Previous packet missed
naketa
6 [MoTepsHbl AaHHbIE POpMUPYEMOro naketa OUT packet missed
7 MoTepsH SA-KOMNOHEHT NpeablayLlero nakeTa Missing SA payload
8 HeBo3moxxHO BbliGpaTh cueHapuii IKE-obmeHa Unknown IKE-scenario for chosen
Ansi BeIGpaHHOro Tuna ayTeHTudukaumum Authentification method
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MpoTokonupoBaHue COObLITHI

OnuncaHue owNOKN

3anucb 06 ownbkKe B CTpOKe
coobueHus

He oBHapyxeH nokanbHbI cepTudukat

Local Certificate is not present

10

He oBGHapyxeH cepTudukat naptHepa

Remote Certificate is not present

11

He HangeH ceptudpmkat

Certificate not found

12

HeT goctyna k ny6nmyHoMy kniovy cepTndukara

Cert Public Key is inaccessible

13

He HanigeH oanH 13 HeobxoaMMbIX KOMIOHEHTOB
nakeTa

Can’t find proposal

14

MoTepsiHbl AaHHbIE C KMHYEBOW MHAOpPMauunen

Encryption container missed

15

MapTHep BEpHyN HENPaBUIbHYLO
NMOEHTUPUKALMOHHYIO MHAPOPMaLMI0 OTBETYMKA
IKE-0bmeHa npu co3gaHum IPSec-coegmHeHns

Bad IDcr returned

16

MoTepsiHbl faHHble BXOASALLErO NakeTa

IN packet missed

17

MapTHep BepHyN HENPaBUIbHYLO
NOEHTUPUKALMOHHYIO MHAOPMaLMI0 nHMumaTopa
IKE-0bmeHa npu co3gaHumn IPSec-coegmHeHns

Bad IDci returned

18

MapTtHep npucnan IKE-nakeT ¢ HenpaBuUbHOM
CTPYKTYpOK, NMBO nakeT He yaanocb NpaBuibHO
paclumdpoBaTb.

Invalid packet (invalid structure).

Cnuncok BbINOMHAEMbIX AeUCTBUI MO MPOTOKONY
ISAKMP

(cM.nyHKTBI 25,26 ypoBHs DEBUG)

Tabnuua 7

OnucaHue gecTBuUA

MHdopmaumsa B cTpoke coobLLeHus

LLndposaHne cdopmmnpoBaHHoro IKE-nakeTta

1 9 Coding packet
nepea OoTNpaBkoW NapTHepY
> PacwudpoBaHue IKE-nakeTa, npucnaHHoro Decoding packet
napTHepom
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MpoTokonupoBaHue COObLITHI

OnucaHue gecTBuA UHdopmauums B cTpoke coobLLeHus

3 lMpoBepka NpeanoXeHun, Ha KOTOpblE COrMacurcs Check replied SA
naptHep

4 lMNpoBepka cepTudukaTa, NPUCNaAHHOro NapTHEPOM Check for Remote Certificate

5 3anpoc nokaneHoro cepTudukarta Check for Local Certificate

6 MpoBsepka I/IVD,eHTVId)I/IKaLI,VIOHHOI/I WHcpopmaumn, Check incom IDs
NpUCnNaHHOM NapTHeEPOM

7 Vcnonb3oBaHue B Ka4ecTBe NOAEHTUUKALNOHHON Check IDs as IP-addresses
nHcpopmaumm napTHepa ero IP-agpeca

8 lMpoBepka Mcnonb3yemMoro anroputma Check for Hash method
X3LUMPOBaHUS

9 CuHTakcuyecknin pa3bop nakeTta, NPUCIaHHOro Make payload set for received packet
napTHEPOM Ha OTAeNbHbIE KOMMOHEHTHI (payloads)

10 lMpoBepka Bcex KOMNOHEHTOB nNpucnaHHoro naketa | Check received payloads
lMpoBepka hopMMpyeMoro naketa Ha Hanuume
KOMMOHEHTOB nepep, oTNpaBkov NapTHeEpPY.

11 Vlcnonb:s_yeTc;l TONbKO NPY CO34aHWUN NaKeTOB Check for added payloads
Informational o6meHoB 4TOOLI yOOCTOBEPUTLCS,
4YTO MHpopMauus He Bbina oTnpaBreHa ¢ Apyrum
nakeToMm.

12 dopmupoBaHue nognmcu Encrypt Signature
Beibop npasuna IKE cornacHo TekyLien

13 KOHUrypauum no naeHTudukaLumoHHom Choose Rule for Partner’s identity
NMHopmaunm napTHepa

14 Cospganue knioyeBbix nap Tekywen IKE-ceccum Generate Keys

15 dopmumpoBaHue KIYEBOro MaTepuana Generate SKEYIDs
Bbibop nonuTunkn 6e3onacHOCTM COrnacHo TekyLen

16 KOHUrypauum Ha OCHOBaHUKN NPeanoXeHni ot Compare policy
napTHepa

17 dopmuposaHme SPI Set SPI
lMpoBepka 1 NpUHATME NapameTpoB

18 yCTaHaBMMBaAEMOro COegUHEHNs], Ha KOTOpble Accept Transform
cornacusncs naptHep
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MpoTokonupoBaHue COObLITHI

OnucaHue gecTBuA UHdopmauums B cTpoke coobLLeHus
19 EI,I::MCHGHMG XalWa Ansa obHapy>XeHnst yCTponcTBa Calculate NAT Discovery payload
20 BbluncneHue obuiero kntoya Calculate Shared Key
21 BbluncneHve nHuymanm3aunoHHOro BeKTopa Calculate InitVector
22 OnpepgeneHue meToaa ayTeHTUbMKauum Detect Authentification Method
23 2pC;BHeTZEMT:;KaMHMbg?Ar:ngii;gf::sgfn Ans MeTona Authentification uses Certificates:
T H Check for Local Certificates
cepTudmkaTos
lMpoBepka meToda ayTeHTUdUKaL MK,
24 npeanoXXeHHOro NnapTHEPOM, Ha COOTBETCTBUE Check Authentification Method
TekyLen nonutuke 6esonacHocTn
25 Beibop meTtoga ayteHTUmkaumm Choose Authentification Method
26 MpoBepka BbIGpaHHON KOMBMHALMM NapameTpoB Get Proposal
yCTaHaBNMBaeMOro CoeanHeHns
27 3apaHwve BbIBpaHHOro anroputma wudpaumm Ans Get Algorithm
yCTaHaBnMBaeMoro coeuHeHns
3anpoc BO3MOXHbIX NapaMeTpoB
o8 yCTaHaBNMBa@MOTO COEANHEHNS COrNacHo Get Local Policy
TekyLlen KoHUrypauum ons nx cornacoBaHuns ¢
napTHepom
29 [MpoBepka Ha Hanu4yne B NpeanoXeHUn napTHepa Get DH group for QM
napameTtpa, yctaHasnusatowwero MODP-rpynny
30 Bbibop ncnonb3yemon naeHTMdKaLunoHHoM Get ID from Local Policy
nHdopmMaLmm 4na OTNpaBky NapTHepy
Bbibop ncnonb3yemon naeHTMdrkaunoHHom
31 MH(POPMALYM ANA OTNPABKI NAPTHEPY Npy Get IDii from Local Policy
cosfgaHuun ISAKMP-coeauHeHNs1 B KayecTse
nHULmaTopa
Bbi6op ncnone3yemon naeHTMdnKaumMoHHON
32 MH(POPMALMM ATIA OTNPABKI NAPTHEPY Npy Get IDir from Local Policy
co3gaHumn ISAKMP-coegnHeHns B kavyectBe
oTBeTYMKa
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MpoTokonupoBaHue COObLITHI

OnucaHue gecTBUA

UHdopmauua B cTpoke coobLieHus

33

Bbi6op ncnonb3yemon naeHTMdnKaumoHHON
WHpopMaLnm Anga OTNpaBkM NapTHEPY Nnpu
co3gaHuu IPSec-coenHeHNs B kKayecTse
nHnumartopa IKE-obmeHa

Get IDci from Local Policy

34

Bbi6op ncnonesyemorn naeHTMnkaumoHHON
WHpopMaLnm Ang OTNpaBkK NapTHEPY Nnpu
co3gaHuu IPSec-coenHeHNs B kKayecTse
otBeTymnka IKE-obmeHa

Get IDcr from Local Policy

35

WHnuynanmsaumna kno4eBon nHdopmaumm ans
dopmnpoBaHus IPSec-coegnHeHmns

Initialize Encryption Container for QM

36

dopmumpoBaHue rotoeoro IPSec-coeanHeHus

Create contexts

37

PacnosHaBaHue meToaa JONONHUTENBHOMO
KoHpurypupoBaHus ISAKMP-coegnHenus (XAuth,
IKE-CFG, n T.n.)

Determine IKE configuration method

38

PacnosHaBaHue koMaHabl AOMOMHUTENBLHOMO
KoHpurypupoBaHus ISAKMP-coegnHenus (XAuth,
IKE-CFG, n T.n.)

Determine ike-cfg message type

39

PacnakoBka napamMeTpoB NpUCNaHHOro 3anpoca Ha

aononHutensHyo ayteHTudmkaumio (XAuth) n
dopmmpoBaHMe COOTBETCTBYIOLLErO rpapnu4eckoro
nonb30BaTenbLCKOro Ananora

Analyse attributes and fill user dialog
fields

40

3anyck rpadhnyeckoro nonb30BaTeNnbCKOro
Juanora gononHUTeNnbHOM ayTeHTudmnKauum
(XAuth).

Start dialog for user extended
authentication

41

lMpoBepka Hannuns komnoHeHTa IKE-nakeTta

Check payload %s™

42

IMpoBepka cTpyKTypbl KOMNOHeHTa IKE-nakeTa

Analyse payload structure %s*

43

dopmunpoBaHme komnoHeHTa IKE-nakeTa

Form payload %s"®

44

3anonHeHue 6noka AaHHbIX YKa3aHHOro
koMmnoHeHTa IKE-nakeTta

Fill payload %s*’

** Ha3BaHu1e KOMMOHEHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

> Ha3BaHu1e KOMMOHEHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

“6 HasBaHue KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

*" Ha3BaHu1e KOMMOHEHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
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MpoTokonupoBaHue COObLITHI

OnucaHue gecTBUA

UHdopmauua B cTpoke coobLieHus

45

lMNpoBepka cogepxmmoro komnoHeHTa IKE-nakeTta

Check %s*®

46

BbluncneHne xawa — coaepXnmMoro ykasaHHoro
KOMMNOHEHTa

Calculate %s™

47

BbinonHeHne cueHapusa nHMumanmm
nHcpopmaumoHHoro obmeHa IKE cornacHo RFC
2409

[Informational Exchange, Initiator,
Packet 1]

48

BbinonHeHune cueHapusa obpaboTku nakeTa
nHcpopmaumoHHoro obmeHa IKE cornacHo RFC
2409

[Informational Exchange, Responder,
Packet 1]

49

BbinonHeHune wara cueHapusa opmmnpoBanuda 1-ro
naketa IKE Main Mode cornacHo RFC 2409

[Main Mode, Initiator, Packet 1]

50

BbinonHeHuwe wara cueHapusa obpaboTkm 1-ro
naketa IKE Main Mode cornacHo RFC 2409 n
dopmMMpoBaHME OTBETHOMO NakeTa

[Main Mode, Responder, Packets 1,2]

51

BbinonHeHuWe wara cueHapus Havana o6paboTku
2-ro naketa IKE Main Mode cornacHo RFC 2409

[Main Mode, Initiator, Packets 2,3]

52

BbinonHeHue wara cueHapus NnpogormkeHus
0bpaboTkm 2-ro naketa IKE Main Mode ans
ayTeHTUuMKaumm Ha obLmx knoyax cornacHo RFC
2409 n hopmmnpoBaHue OTBETHOTO NakeTa

[Main Mode, Initiator, Packets 2,3, Pre-
Shared Key]

53

BbinonHeHuWe wara cueHapus NpoaomKeHns
obpaboTtkm 2-ro naketa IKE Main Mode gns
ayTeHTU(MKauum Ha cepTucpmkaTtax cornacHo RFC
2409 n hopMmnpoBaHue OTBETHOrO NakeTa

[Main Mode, Initiator, Packets 2,3,
Signature]

54

BbinonHeHuve wara cueHapusa o6paboTkm 3-ro
naketa IKE Main Mode gnsa ayteHTudmkaumm Ha
obwmx kntoyax cornacHo RFC 2409 m
dhopMMpoBaHne OTBETHOIO NakeTa

[Main Mode, Responder, Packets 3,4,
Pre-Shared Key]

55

BbinonHeHuWe wara cueHapus 06paboTkm 3-ro
naketa IKE Main Mode ansa ayteHTudukaumm Ha
ceptudukatax cornacHo RFC 2409 u
opMUpoBaHMe OTBETHOMO NakeTa

[Main Mode, Responder, Packets 3,4,
Signature]

“8 HasBaHu1e KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

*9 HasBaHue KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
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MpoTokonupoBaHue COObLITHI

OnucaHue gecTBuA UHdopmauums B cTpoke coobLLeHus
BbinonHeHue wara cueHapus obpaboTkm 4-ro
56 naketa IKE Main Mode ansa ayteHTudukaumm Ha [Main Mode, Initiator, Packets 4,5, Pre-
obmx kntoyax cornacHo RFC 2409 n Shared Key]
hopmMMpoBaHne OTBETHOrO nakeTa
BbinonHeHue wara cueHapus o6paboTtku 4-ro
57 naketa IKE Main Mode ansa ayteHTudmkaumm Ha [Main Mode, Initiator, Packets 4,5,
ceptudumkatax cornacHo RFC 2409 u Signature]
hopmMMpoBaHne OTBETHOrO nakeTa
BbinonHeHune wara cueHapus o6paboTtkm 5-ro
58 nakeTa IKE Main Mode ans ayteHTMduKaumm Ha [Main Mode, Responder, Packets 5,6,
obwmx krtoyax cornacHo RFC 2409 m Pre-Shared Key]
hopmMMpoBaHue OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 5-ro
59 naketa IKE Main Mode gns ayteHTUdukaumm Ha [Main Mode, Responder, Packets 5,6,
ceptudukatax cornacHo RFC 2409 u Signature]
dhopmMmpoBaHne OTBETHOrO naketa
BbinonHexune lwara cleHapus 06paboTkn 6-ro [Main Mode, Initiator, Packet 6, Pre-
60 nakeTa IKE Main Mode ansa ayteHTMdukaumm Ha Shared Key]
obwwx kntovax cornacHo RFC 2409 y
BbinonHexune lwara cueHapus obpaboTkn 6-ro [Main Mode, Initiator, Packet 6,
61 nakeTa IKE Main Mode ansa ayteHTMdukaumm Ha Signature]
ceptudmkatax cornacHo RFC 2409 9
BbinonHeHuWe wara cueHapusa Havana
62 dopmupoBaHusa 1-ro naketa IKE Aggressive Mode [Aggressive Mode, Initiator, Packet 1]
Mode cornacHo RFC 2409
BbinonHeHune wara cueHapusi NPOL4OIDKEHNS
63 dopmumpoBaHusa 1-ro naketa IKE Aggressive Mode [Aggressive Mode, Initiator, Packet 1,
Ansa ayTeHTMdmKauum Ha obLMX KoYax cornacHo Pre-Shared Key]
RFC 2409
BbinonHeHune wara cueHapusi NPOAOIPKEHNS
64 thopmuposanua 1-ro naketa IKE Aggressive Mode | [aggressive Mode, Initiator, Packet 1,
ANS ayTeHTUd Signature]
nKkaumm Ha cepTudumkaTtax cornacHo RFC 2409
BbinonHeHune wara cueHapusa Havana obpaboTkm .
65 2-ro naketa IKE Aggressive Mode cornacHo RFC [Aggressive Mode, Responder,
Packets 1,2]
2409
BbinonHeHWe wara cueHapus NpoaomKeHns
66 obpaboTtkm 1-ro naketa IKE Aggressive Mode ans [Aggressive Mode, Responder,
ayTeHTudmkaumm Ha obLmx knoyax cornacHo RFC | Packets 1,2, Pre-Shared Key]
2409 n hopmmpoBaHME OTBETHOIO NakeTa
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MpoTokonupoBaHue COObLITHI

OnucaHue gecTBuA UHdopmauums B cTpoke coobLLeHus
BbinonHeHne wara cueHapusi NPOAOIPKEHNS
67 obpaboTtkm 1-ro naketa IKE Aggressive Mode ansa [Aggressive Mode, Responder,
ayTeHTudukaumm Ha cepTudumkatax cornacHo RFC | Packets 1,2, Signature]
2409 n hopmmnpoBaHue OTBETHOro nakeTta
BbinonHeHue wara cueHapus o6paboTtku 2-ro
68 nakeTa IKE Aggressive Mode ons [Aggressive Mode, Initiator, Packets
ayTeHTudumkaumm Ha obLumx knoyax cornacHo RFC | 2,3, Pre-Shared Key]
2409 n hopmmnpoBaHne OTBETHOro nakeTa
BbinonHeHue wara cueHapus o6paboTtku 2-ro
nakeTa IKE Aggressive Mode gns [Aggressive Mode, Initiator, Packets
69 ;
ayTeHTudumkaummn Ha ceptudmkatax cornacHo RFC | 2,3, Signature]
2409 n bopmmpoBaHMe OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 3-ro
70 naketa IKE Aggressive Mode ans [Aggressive Mode, Responder, Packet
ayTeHTUuMkaummn Ha obLmx knodax cornacHo RFC | 3, Pre-Shared Key]
2409
BbinonHeHuve wara cueHapusa obpaboTkm 3-ro
nakeTa IKE Aggressive Mode gns [Aggressive Mode, Responder, Packet
71 4
ayTeHTudurKaumm Ha cepTudmkatax cornacHo RFC | 3, Signature]
2409
BbinonHeHuwe wara cueHapusa popmmposaHus 1-ro .
2 naketa IKE New Group Mode cornacHo RFC 2409 [New Group Mode, Initiator, Packet 1]
BbinonHeHuve wara cueHapusa o6paboTkm 1-ro
73 naketa IKE New Group Mode cornacHo RFC 2409 [New Group Mode, Responder,
Packets 1,2]
1 bopMUpoBaHME OTBETHOMO MakeTa
BbinonHeHue wara cueHapus obpaboTkm 2-ro "
74 naketa IKE New Group Mode cornacHo RFC 2409 [New Group Mode, Initiator, Packet 2]
BbinonHeHue wara cueHapus oopmmpoBaHus 1-ro [Transaction Exchange, Initiator,
75
nakeTta cnyxebHoro obmeHa IKE Packet 1]
BbinonHeHue wara cueHapusa obpaboTku 1-ro [Transaction Exchange, Responder,
76 nakeTta cnyxebHoro obmeHa IKE v popmmpoBaHune
Packets 1,2]
OTBETHOrO Naketa
BbinonHeHue wara cueHapus obpaboTkm 2-ro [Transaction Exchange, Initiator,
77
naketa cnyxebHoro obmeHa IKE Packet 2]
BbinonHeHue wara cueHapus hopmmpoBaHus 1-ro . .
8 nakeTta IKE Quick Mode cornacHo RFC 2409 [Quick Mode, Initiator, Packet 1]
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MpoTokonupoBaHue COObLITHI

OnucaHue gecTBuA UHdopmauums B cTpoke coobLLeHus
BbinonHeHue wara cueHapusa obpaboTkm 1-ro
79 naketa IKE Quick Mode cornacHo RFC 2409 u [Quick Mode, Responder, Packets 1,2]
hbopmMupoBaHMe OTBETHOrO NakeTa
BbinonHeHue wara cueHapus o6paboTtku 2-ro
80 nakeTa IKE Quick Mode cornacHo RFC 2409 un [Quick Mode, Initiator, Packets 2,3]
bopmMupoBaHMe OTBETHOrO nakeTa
BbinonHeHue wara cueHapus o6paboTtkm 3-ro
81 naketa IKE Quick Mode cornacHo RFC 2409 un [Quick Mode, Responder, Packet 3,(4)]
opmMupoBaHme OTBETHOro nakeTa (npu
noggepxke naptTHepom Commit Bit)
BbinonHeHue wara cueHapus obpaboTkm 4-ro
82 naketa IKE Quick Mode (npu nogaepxke [Quick Mode, Initiator, Packet 4]
napTHepom Commit Bit)
83 BbluncneHne kno4veBoro matepuana [Make SKEYID]
84 Bbibop ISAKMP nubo IPSec npasuna [Choose Rule]
85 MpoBepka npucnaHHoro atpnbyra — KOMMOHEHTA [Check Attr]
naketa IKE
86 [MpoBepka npucnaHHoro ceptTudgukaTa — [Check Cert]
KomnoHeHTa naketa IKE
87 [MpoBepka NpUcnaHHOro xalla — KOMMOHEHTa [Check HASH]
naketa IKE
88 [MpoBepka npucnaHHoro naeHTnukaTopa — [Check ID]
KoMrnoHeHTa naketa IKE
89 lMpoBepka NPUCNaHHOro Krto4ya — KOMMOHEHTA [Check KE]
naketa IKE
90 lMNpoBepka npucnaHHoro NAT-geTekTopa — [Check NAT-D]
KoMrnoHeHTa naketa IKE
91 Mpoeepka npucnaHHoro NAT Original Address — [Check NAT-OA]
KoMMoHeHTa naketa IKE
92 MpoBepka npucnaHHoro Nonce — KOMMOHEHTA [Check Nonce]
naketa IKE
93 lMpoBepka NpUCNaHHOro CoobLLEHNsST — KOMMOHEHTa [Check Notif]
naketa IKE
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OnucaHue gecTBuA UHdopmauums B cTpoke coobLLeHus
94 [MpoBepka npucnaHHOro 3anpoca Ha cepTudukar — [Check REQ]
KOMnoHeHTa nakeTta IKE
95 [MpoBepka npucnaHHbIX NPeanoXeHnn Ha [Check SA]
co3fjaHue coeguHeHus — KoMmrnoHeHTa naketa IKE
9 MpoBepka npucnaHHOM NOANUCU — KOMMOHEHTa [Check SIG]
naketa IKE
97 MpoBepka BeHOOP-MAEHTUMUKATOPA — KOMMOHEHTa [Check VID]
naketa IKE
98 f}ioEpMMDOBaHme aTpubyTa — KOMNOHEHTa NakeTa [Form Attr]
99 dopmupoBaHme cepTudurkaTa — KOMNOHeEHTa [Form Cert]
naketa IKE
100 | PopmupoBaHMe Xx3Lla — KOMNOHeHTa naketa IKE [Form HASH]
101 dopmupoBaHme ngeHTudmkaTopa — KOMNOHEHTa [Form ID]
naketa IKE
102 dopmupoBaHKue Knroya — KoMnoHeHTa naketa IKE [Form KE]
103 dopmupoBaHue NAT-geTekTopa — KOMNOHEHTa [Form NAT-D]
naketa IKE
104 dopmupoaHue NAT Original Address — [Form NAT-OA]
KOoMnoHeHTa naketa IKE
105 dopmuposaHue Nonce — komnoHeHTa nakeTa IKE [Form Nonce]
106 dopmupoBaHue 3anpoca Ha cepTudukaT — [Form CertReq]
KOoMnoHeHTa naketa IKE
107 Iclb;c')EpMMposaHme noanncu — KOMMOHeHTa nakeTa [Form SIG]
108 dopmupoBaHme BeHOOp-UAeHTUdUKaTopa — [Form VendoriD]
KoMMoHeHTa naketa IKE
109 | lNpoepka Ha Hannuune yctponctea NAT [NAT existence check]
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MpoTokonupoBaHue COObLITHI

Owunbku kpunTorpacmyeckon noacmMcTeMbl

Cnncok coobueHunn o6 owmbkax kpunTorpaduyeckon noacuctemsl, pabotatowen B sgpe OC, npu
KOTOPbIX NOMb30BaTEN0 PEKOMEHAYETCS BbINOMHUTE Kakne-nubo aencTeums, npveeaeHsl B Tabnuvua 8.
Mpun Bcex ocTanbHbIX cCOObLLEHNAX — obpalLanTech B CNyx0y noaaepXku - support@s-terra.com.

Tabnuua 8

TeKcT WabroHa cooBLeHNs PekomeHayeMmble nonb3oBaTenio AecTBuS,
KpaTkoe onucaHue

CP_Conf_K2U_PushPluginConf: Plugin is Ecnu ecTb npobnewmsl ¢ 3arpy3korn LSP nnu npoxoxaeHvem

1 not properly loaded Tpaduka, 00paTUTLCA B CyX0Y NoaaepxKku.
Ecnu ecTb npobrniembl ¢ npoxoxgeHvem Tpaduka,

2 |CP_ReOpen: bad check handle nepeycTtaHoBuTb IPsec coeanHeHne, obpaTnTbes B Cryxoy
NoAAEPXKKN.
Ecnu ecTtb npobnemsl ¢ npoxoxaeHvem Tpaduka,

3 |CP_Transform: bad handle 0x%x nepeycTtaHoBuTb |IPsec coeanHeHne, obpaTntbes B Cryxoy

NoAAEPXKKN.

. . . Ypanutb dann nuueH3nm Kpunto-nposangepa n BBECTU ee
CPCCreateProvider failed with return code A ® H P P Acp
4 3aHOBO. B cnyyae noBTOpEHUs oWnbKkKM - 06paTnuTbCs B

0x%.8X!
cnyx0y NOAAEPXKKU.

Ypanute pann nuueH3nmmn Kpunto-npoBangepa u BBECTU ee
5 |%s: Can't get function addresses from CSP | 3aHoBO. B crniyyae noBTopeHuns owmnbku - 06paTtuTbCs B
Cnyx0y NoOAAEPXKKU.

Ypaanute dann nuueHsnn Kpunto-nposanaepa 1 BBECTU ee
6 |CP_Open: can't find alg %s 3aHoBO. B cnyyae noBTOpeHus ownbkm - obpaTntbCH B
Cnyx0y NOAAEPXKKU.

7 | Skipping unused algorithm [%s] He owwnbka, MOXXHO UTHOPUPOBATD.
8 |forced close: %u contexts He owwubka, MOXXHO MTHOPMPOBAaTb.
9 |drvcsp:_info()=OK He ownbka, MOXXHO UTHOPUPOBATD.
10 |drvcsp: loglevel=0x1, logformat=0x39 He ownbka, MOXXHO UTHOPUPOBATD.
11 |drvcsp: serial=<...> He owwubka, MOXXHO MTHOPMPOBATb.
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Owwunbku nogcucremsl RRI

Cnmncok coobuieHun o6 owmnbkax nogcmuctembl Reverse Route Injection npuBeaeH B Tabnuua 9.

Tabnuua 9

TekcT coobLieHusA

OnucaHue cobbITUA

[RRI] SA conflicts with the route created
for different SA, route not created:

1 | destination 10.0.16.96, SA selector
10.0.16.61->192.168.1.0..192.168.1.255

[na aByx SA ¢ pasHbiMuK cenekTopamu TpebytoTcs
KOH(MMKTYIOLLME MapLLPYThI.

[MpaBnno mapLupyTU3aLmm co3gaeTcs TonbKo Ans
NepBOro 13 KOHMNUKTYOLWNX SA

[RRI] SA selector shouldn’t have
protocols, route not created: destination
10.0.16.96, SA selector 10.0.16.61-
>192.168.1.0..192.168.1.255 proto 6

[RRI] destination part of SA selector
shouldn’t have ports, route not created:
destination 10.0.16.96, SA selector
10.0.16.61:32798->192.168.1.6:23 proto
6

[RRI] destination part of SA selector
shouldn’t have arbitrary IP range, route
not created: destination 10.0.16.96, SA
selector 10.0.16.61-
>192.168.1.1..192.168.1.255

ID BTOpoW a3kl IKE He ABnsieTcs noaceTbio
(cogepxuT gnanasoH IP-agpecos, nopTbl W/unu
NPOTOKOIbI).

MpaBuno MaplupyTM3aunm He goGaBnseTcs.

[RRI] no route to destination, route not
created: destination 10.0.16.96, SA
selector 10.0.16.61-
>192.168.1.0..192.168.1.255

OTcyTCTBME MapLUpYTa 10 TYHHemNbHOro agpeca’.
MapLupyT He gobaBnsieTcs.

[RRI] can’t read system routing table,
route not created: destination 10.0.16.96,
SA selector 10.0.16.61-
>192.168.1.0..192.168.1.255

CuctemHas unum BHYTPEHHAA owmnbka — He
yaanocb nonyvynTb Ta6n|/|u,y MapLpyTusaumn.

[RRI] can’t add route 10.0.0.0/8 via
192.168.1.4: <rtctl err>

Bo3moxHble BapuaHThl <rtctl err>:
5 out of memory

syscall error

route not found

route already exists

gateway unreachable

CucteMHasa unu BHYTPEHHASA owmnbka — He
yaanocb Ao6aBuTb MapLUpyT B CUCTEMHYIO
Tabnuuy.

% CuTyaumsi aK30TUYECKAs — MAPLLPYT HYXXEH AMNs MOCTpoeHust SA. OLwnbka BO3MOXHA €CIv MapLUpyT yAanuTcst
B npolecce co3aaHus SA unu ns-3a ownGkm YteHns/pasdopa Tabnuubl MapLIpyTU3aLUN.
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TekcT coobLleHun OnucaHue co6bITUA
[RRI] can’t delete route 10.0.0.0/8 via Owunbka yganeHnusi npaeuna n3 CUCTEMHOWN
192.168.1.4: <rtctl err> Tabnuubl MapLipyTusaummn.
BoamoxHble BapuaHThl <rtctl err>: Ownbkm Takoro TMnNa He NPMBOASAT K KaKMm-nnbo
6 out of memory AOMNOMHUTENbHLIM AENCTBUSIM KPOME Bblaauu
syscall error OaHHOro coobLeHus.

route not found
route already exists
gateway unreachable

[RRI] route already exists, route not B cuctemHol Tabnuue yxxe ectb MapLipyT,
7 created: destination 10.0.16.96, SA cooTBeTCcTBYOWMIA SA, HO nogcuctema RRI ero He
selector 10.0.16.61- co3gasana.
>192.168.1.0..192.168.1.255
[RRI] created route 192.168.1.0/24 via [obaBneHne HoBoro RR.
8 10.0.135.1 for destination 10.0.16.96, SA
selector 10.0.16.61-
>192.168.1.0..192.168.1.255
[RRI] updated route to 192.168.1.0/24: O6HoBneHne RR. CoobuleHne BbigaeTcs, ecnu
9 new gw 10.0.16.96, old gw 10.0.135.1 npu cosgaHne HoBoro SA obHapyXeHo, YTo
n3MeHunacb Tabnuua mapLpyTmusauum n Hago
0bHOBWTE paHee co3aaHHbIn RR.
[RRI] removed route 192.168.1.0/24 via Ypanexnve RR. CoobLieHne BbIBOANTCA Npun
10 10.0.135.1 for destination 10.0.16.96 yaaneHun 3anncu u3 cuctemHon Tabnuubl. To

€CTb Koraa yaaneHbl Bce SA, ucnonbayowme
[AaHHbIA MapLUpyT.
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Ucnonb3oBaHue logrotate ansa porauuu noros

YT1unuta logrotate no3sonsieT aBToMaTUYECKM OTCIEXUBaTL pa3mep dalnnoB foroe, Co3gaBathb,
ckumatb 1 yaansTb dpannbl noroe. Kaxapi barin noroe moxeT obpabaTtbiBaTbCsl €Xk€QHEBHO,
eXeHeaernbHO, eXXeMecsiyHo, NMBo No JOCTUXKEHUN 3aAaHHOro pasMepa.

KoHdpurypauums logrotate HacTpanBaeTca B pamne /etc/logrotate.conf.

PaccmoTprm HekoTopble napameTpbl, KOTOPbIE MOXHO MCMOMb30BaTh B KOH(Urypauumm logrotate:

e rotate <kxommuecTBO CcIBUTOB> — aWnbl NOroB 6yayT CABUHYTLI 3a4aHHOE KONMMYECTBO
pas; nocne n-oro casura cann 6yaeTt yaaneH; ecnv 3agaH 0 — ctapble norn 6yayT
yoanaTbes;

e compress — CTapble Bepcumn pannos noros ByayT cxatbl (N0 YMOMYaHUIO gzip);
e nocompress — He CKUMaTb CABWHYTbIE hainbl Noros;

e delaycompress — OTNOXWUTb CXaTue NpeablayLLero gaina xypHana o cnegyowero
LIMKIMYECKOro CABUra;

e create <mpaBa pgoctTyna> <ejagerel> <rpylnmna> — HenocpeacTtBeHHO nocne
oOpalleHnst co3aatb aiin noros, rae

e <mpaka mocTymna> — NPOMUCHLIBAOTCA Kak Ans komaHabl chmod, Hanpumep 0644 6yaget
0O3Ha4aTb, YTO BCE NOMb30BaATENM MMEIKOT NPABO YTEHWS, Briagenel, MoxeT
penakTupoBarThb;

e <mBjagzesien> — ONpeAenseT MMs Nonb3oBaTensd, Bnagetowero dannowm;
e <rpymnmna> — ONpeaenseT rpynny, K KoTopor ByaeT npuHagnexats ann xypHana;
e o0lddir <manka> — NepeMecTUTb CABUHYTbIE MO B 3a4aHHYI0 Nanky;

e size <pasmep> — hannbl NOroB 6yAyT CABUHYTHI, KOrga cTaHyT 6onbliue yka3daHHOro
pasmepa B GaviTax; Ana nHTepnpeTauun pasMmepa B Merabantax ucnonesyetca M, ons
kunobantos — k;

e minsize <pasmep> — dannbl Noroe 6yayT CABUHYTHI, KOrA4a CTaHyT OonbLUe YKa3aHHOro
pasmepa, HO He paHbLle yKa3aHHOro cpoka (OeHb, Hefens, Mmecsau). Ecnn ykasaHHbIV CpoK
npoLuen n npu obpalleHnmn garn noroB MeHbLLE 3a4aHHOro pa3Mepa minsize — fioru
COBVIHYTHI He ByayT;

e daily — cOBWr JIOrOB NPOUCXOAUT pa3 B AeHb;
e weekly — COBWI NTOrOB NPOUCXOAMWT pa3 B Hedento, 06bl4HO B BOCKPECEHbE;
e monthly — CABUI NIOroB NPOUCXOAUT pa3 B MecsiL, 06bIYHO NepBOro Yncna;

e ifempty— caosuratb han xypHana, gaxe ecriv OH NyCTon (Mo YMONMYaHUI0 NPUMEHSETCS
ifempty);

e notifempty — He cABUraThb fIOr €Criv OH NYCTON.
Mporpamma logrotate MoxeT Mcnonb3oBaTbCs ANs poTauun nobbix ainnos Noros.

Onsa npumepa 3agagum npasuna ans dannos /var/log/wtmp u ivar/log/btmp. OTcyTcTBre
KOHTpOMs 3a AaHHbIMK hannaMmm MoXeT NPUBECTM K BbICTPOMY MCHYEPNaHUI0 AUCKOBOMO
NPOCTPaHCTBA Ha LUMo3e.

®ann /var/log/wtmp xpaHuT nHdopmaumio o6 ycneLHbIX BXoAax Nonb3oBaTenien B cMCTEMY U
BbIXO4ax U3 Hee (NpuMeHeHne ytunuthbl login). ®opmart darvina — ABoMYHbIN. [ns yTeHus davina
ncnonb3dyeTcs KoMaHaa last.
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®ainn /var/log/btmp xpaHuUT nHdopmaumio 0 HeyaayHbIX NOMbITKaxX BXoda nons3oBaTenen B
cuctemy. dopmaT paina — ABOVYHBIN. [Nnst YTeHnst dhanna ucnonb3yeTca koMaHaa lastb.

Otpepaktupyem dhawn /etc/logrotate.conf, ytoObl nonydnnace criegyowias KoHuUrypauus:
# see "man logrotate" for details
# rotate log files weekly

weekly

# keep 4 weeks worth of backlogs

rotate 4

# create new (empty) log files after rotating old ones

create

# uncomment this if you want your log files compressed

#compress

# RPM packages drop log rotation information into this directory

include /etc/logrotate.d

# no packages own wtmp -- we'll rotate them here
/var/log/wtmp {

daily

minsize 1M

compress

delaycompress

create 0664 root utmp

rotate 5

# system-specific logs may be also be configured here.

# btmp

/var/log/btmp {
daily
minsize 1M
compress
delaycompress
create 0664 root utmp
rotate 5

}

B pesynbTrate kaxabiv AeHb (NapameTp daily) pasmep danna noros /var/log/wtmp u
/var/log/btmp 6ygeT npoBepsATbLCA 1 ecriv pasMmep nNpesbicuUT 1 MerabanT (NnapameTp minsize) —
npousonaeT casur, ann N3MeHUT cBoe Ha3BaHue Ha /var/log/wtmp wn /var/log/btmp.1
COOTBETCTBEHHO. [Mpn aToM co3gaayTca HoBble channbl /var/log/wtmp u /var/log/btmp ¢ npaBamu
0644, BnagenbLem root n rpynnon utmp. Kaxagein pas, korga davnel /var/log/wtmp u /var/log/btmp

CSP VPN Gate Copyright © S-Terra CSP 2003 -2013 44



MpoTokonupoBaHue COObLITHI

npu obpaweHumn 6yayT 6onble 1 merabanTa, byaet npoucxoauTs casur. Pannel nocne 1 cosura
OyayT cxmMmatbes (mapameTp delaycompress). To ecTb hain wtmp.1/btmp.1 caBuHeTcsa n
coxmeTcsa B dpann wtmp.2.gz/btmp.2.gz. ®annel nocne wtmp.5.gz/btmp.5.gz (napameTp rotate
5) ByayT yaansaTbes.

3anyck logrotate

Cron — AeMOH-NNaHMPOBLLMK 3a4a4, MCNOMb3YHLLMIACS AN NEPUOANYECKOrO BbINOMHEHWS 3a4aHWiA
B onpefeneHHoe BpeMsi. Yepes cron MOXHO M3MEHUTb YaCcTOTY MPOBEPKM FTIOFOB MPY NMOMOLLM
logrotate.

Mo ymonyaHuio ckpunT, 3anyckawowmn logrotate, Haxogutcs B daily-nanke
/etc/cron.daily/logrotate:

#!/bin/sh

/usr/sbin/logrotate /etc/logrotate.conf
EXITVALUE=S?

if [ S$EXITVALUE != 0 ]; then
/usr/bin/logger -t logrotate "ALERT exited abnormally with
[$EXITVALUE]"
fi
exit O

Bpems 3anycka ckpunToB 3agaeTtcs B channe /etc/crontab:
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=""

HOME=/

# run-parts
01 * * * * root run-parts /etc/cron.hourly
02 4 * * * root run-parts /etc/cron.daily
22 4 * * 0 root run-parts /etc/cron.weekly
42 4 1 * * root run-parts /etc/cron.monthly
MepBas undpa — MMHyTa Yaca gns 3anycka (0-59).
Bropas umdpa — 4yac aHa 3anycka (0-23).
TpeTtbs undpa — geHb mecaua (1-31).
YeTBepTtas undpa — mecay roga (1-12).
MaTtasa undpa — geHb Hepenu (0-6, BockpeceHbe=0).

U3 atoro danna BugHo, 4to daily ckpunT BbinonHsaeTcs B 4:02 kaxgoro AHA. To eCTb N0 YMON4YaHuio
logrotate OyaeT 3anyckaTbCsi Kaxabi AeHb B 4:02.

Ecnn no kaknum-To npu4nMHam HeobxoaMmMo U3MEHUTb 3TO BPEMS!, TO NMOCIe BHECEHUSI UBMEHEHWUI B
/etc/crontab, nepesanyctute 4eMoH crond:

/etc/init.d/crond restart
Stopping crond: [ OK |
Starting crond: [ OK ]
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