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Ynpaenenue CSP VPN Gate ¢ nomoubio CSM

Hactpouka ¢ nomowybto Cisco Security Manager

Cisco Security Manager 3.2 (CSM), koTopbili BXoguT B cocTaB Cisco Security Management Suite,
nucnonb3yeTcs ANs LeHTpann3oBaHHOW yaaneHHON HacTPOoWKKM Wio3oB 6esonacHoctn CSP VPN
Gate.

B faHHOM JoKkymMeHTe onucbkiBaeTcs coBmecTuMocTe CSM ¢ wnto3ammn CSP VPN Gate Bepcum 3.1.

[lobaBneHue wnt3a B CSM

Ons paboTtel ¢ CSM npeasapuTensHO gomkeH buiTb yctaHoBneH Cisco Security Manager Client.

Ona kommyHukaumm CSP VPN Gate ¢ CSM ucnonb3yeTcsa npotokon SSH.

CSM ponyckaeT ncnonb3oBaHme npoTtokona SSH Bepcumn 1 1 2, HO pekoMeHayeTCsa NCNoMnb30BaTh
npoTtokon SSH Bepcun 2.

MpoTokon SSL, ncnonbsyembii B CSM no ymonyaHuio, He noaaep>xMBaeTcs.

IOna nepekntodeHms CSM Ha npoTokon SSH HY)XHO BbINOMHUTD;

e BbIbpaTtb B MeHIo Tools -> Security Manager Administration
e [nanee Bblbpath Bknagky Device Communication

e B napameTpe Transport Protocol (I0OS Router) Bbibpate SSH
® COXpPaHWUTb M3MEHeHUs Save n 3akpbiTb OkHO Close

MopnepxnBaeTca nobasnenne yctponcTtea no cueHaputo "Add Device From Network”

(File -> New Device -> Add Device From Network).

MopoepxnBaeTca NonydeHne TekyLen KoHdurypaumm ¢ paboTtaroLero ycTponcTaa, yxxe

pobasneHHoro B CSM (Policy -> Discover Policies on Device).

B CSM wnto3 6e3onacHOCTN naeHTuduumupyeTcs aHanornyHo yctpornctay Cisco Router 2811 ¢
yCTaHOBMEHHOW onepaunoHHon cuctemont |0OS v.12.4(13a).

B AaHHOM JOKYMeHTe onucaHbl OCHOBHbIE LLArn, KOTopble cneayeT BbINOMHUTL AN Co3aaHus
nonuTuKn 6e30NacHOCTH, a Takke 0COBEHHOCTM N OrPaHNYEHUs], KOTOpble B AaHHbIA MOMEHT
CyLLecTBYIOT npu HacTponke CSP VPN Gate.

PaccmMoTprM ocHOBHbIE pa3aensl rpaduyeckoro nHrepgenca CSM, nogaepxmsaemble B AaHHON
Bepcun CSP VPN Gate.

CSP VPN Gate
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Ynpaenenue CSP VPN Gate ¢ nomoubio CSM

Hactpouka nakeTHou dounbTpauuu

B pasgene Firewall nogaoepxvBaeTcs TONbKO HAacTpoKka nakeTHon unbTpaumm — nogpasaen
Access Rules.

B nogpasgene Access Rules nogaepxusaeTcsi 6r1okMpoBaHme/paspeLleHne NpoxXoxaeHus
NakeToB Mo CNeaywLM NpusHaKam:

Source, Destination, Subnet
Becb |IP-Tpaduk nnu KOHKpeTHble NpeayCTaHOBIEHHbIE NPOTOKObI

ansa UDP n TCP npoTtokonoB gonyckaeTcs 3agaHne OTAeNbHbIX MOPTOB 1 Anana3oHoB
NnopToB.

Mpu cozpgaHmm npasun nakeTHoOW unbTpaunm cnegyet UCNonb3oBaTb PEKOMEHAYEMbIe HACTPOMKN
W y4MTbIBaTbh HEKOTOPbIE OrPaHUYEHUS:

HEe nogaepXxmBaeTtca nepevnciieHme nopTtos U Anana3oHOB NOpToB

He gonyckaeTcs dunbTpaums no oraensbHbiM Tunam ICMP coobLieHuiA, TONbKO NPOTOKON
ICMP uenvnkom

nepeyvncrneHne B OQHOM NpaBurie HECKOMNbKNX CEpBUCOB (None Services), NpuHaanexalumx
UDP vnn TCP npotokony npuegeT k ownbke (Hanpumep, HTTP n HTTPS, SNMP n SNMP-
TRAP). PekomeHnayeTcs co3gaBaTb OTAENbHbIE NpaBuna Ans Kaxaoro U3 npoToKOroB.
CoyeTaHune cepBNCOB, OCHOBaHHbIX Ha pa3HbIX NpoTokonax (Hanpumep, HTTP, IPSec-ESP,
SNMP) gonycTtMmo, HO pekoMeHayeTcs BoobLLe 0Tka3aTbCs OT NEPEYNCTIEHNST HECKOMbKMX
CepBUCOB B OHOM MNpasune;

npu co3gaHnm nnn pegaktmpoBsaHUmM CBOEro cepBuca cnenyert cobnogaTtb cnegywuine
orpaHun4eHusd:

e He cneayet 3agaBaTb Tvnbl ICMP coobleHun
e anst UDP n TCP npoTokonos:
e [ornyckaeTcd 3agaTb eQnHUYHBLI HoMepa nopTta
e [ONnyckaeTcsa 3agaTbh O4VH AManasoH NopToB
e [ONyCKaeTcs CrnoBo any Ans 0603Ha4YeHMs BCEro AnanasoHa nopTos
e He JonyckaeTcs nepeyvyncrneHne nNopToB 1 AManas3oHoB NoOpToB

e He gonyckalTca moaudukaTtops! It, gt, neq. MogndukaTop eq gonyckaeTcs, HO ero
nncatb He ob6A3aTensHo.

npu gobaesneHumn n pegaktposaHum Access Rule He crnegyeT MeHATb cnegyouime
HacTporkn Advanced:

o Traffic Direction gonyckaetca Tonbko “In” (3HaYeHne No ymon4yaHuio: Ans ucxoasiiero
Tpadhuka OyayT paboTaTb HEABHbIE NpaBuna, CUMMETPUYHbBIE NPaBUaM A5s BXOAALLEro

Tpaduka);

® He NoaaepXuBarTCH HUKaKMe SOoNoNHUTENbHbIE onumn: Enable Logging (10S), Options
(I0S) — Fragment n Established n 1.n.

CSP VPN Gate

Copyright © S-Terra CSP 2003 -2011 4



Ynpaenenue CSP VPN Gate ¢ nomoubio CSM

HacTtpowuka Site to Site VPN

B pasgene Site to Site VPN nogaepxvmBatoTcs crieaytoLlmne Tonosornu:
e “3Besga” (Hub and Spoke VPN)
e “Tovka-Touka” (Point to Point VPN)
e “kaxabin ¢ kaxgbim” (Full Mesh VPN).

B Tononorun Hub and Spoke VPN He nogaep>xuBaeTcsa BapuaHT KOHUrypaumm ¢
pesepBMpOBaHMEM LUO3A.

B IPSec Technology nonyckaetca Tonsko Regular IPSec (GRE He nogaepxuBaetcs).

CyLLecTBYIOT HEKOTOPbIE OrpaHMYeHunA B nogpasaenax pasgena Site to Site VPN. Ytobbl yBuaeTb
3Tn nogpasgenbl Hago Haxatb kHonky Edit VPN Policies.

Moapasgen IKE Proposal

¢ |KE Proposal gonyckaetcs 3agaBathb ¢ ucrnonb3oBaHuem Authentication Certificate nnm
Preshared Key

e yT0ObI Mcnonb3oBaTb anroputMbl FTOCT P 34.11.94 n TOCT 28147-89 cneayert ykasaTb
cnepywowme anroputmbl: Hash — MD5, Encryption — DES

e ecnu ectb HeobxogumocTb ucnone3dosaTb B Modulus Group anroputm VKO, Hago
CKOppPEKTMpOBaTb (haisl HaCTPOEK KOHBEPTOPA CS_CONV.iNi, pacnosioXXeHHbI B KaTanore
npoaykTa LLnto3 6esonacHocTu:

e Bblbpatb Hencnonbdyemyto B IKE Diffie-Hellman rpynny.
PekomeHayeTcst BbIGMpaTh MUHMMArbHYIO HENCMONb3yeMyto rpynmny:
[ns nonHocTb0 HOBOM UHMPACTPYKTYpbl — rpynny 1. Ecnu B cywecTtsytoLen
WHppacTpykType rpynna 1 yxxe ucnonb3yeTtcd, TO rpynna 2 n T.n.

e Ond BblIbpaHHOM rpynnbl B panne cs_conv.ini nponucatb KOHBEPTUPOBAHWE B anroputm
VKO_1B:

ike-group-vko = VKO _1B
ike-group-1 = VKO _1B
ike-group-2 = MODP_1024
ike-group-5 = MODP_1536.

Moppaspen IPSec Proposal

e ans ucnonb3doBaHusa anroputmoB OCT B IPSec Transform Sets cnegyeT ucnonb3oBaTb
cnepywowme anroputmbl: ESP Hash n AH Hash — MD5, ESP Encryption — DES

e He noaaepuBaetcd KoMnpeccud, no3Tomy cbnamox Compression AOJMKEH ObITb CHAT

e ecnu yctaHoBneH dnar Enable Perfect Forward Secrecy 1 ectb He06X0AMMOCTb
ucnonos3oBatb B Modulus Group anroputm VKO, Hago ckoppekTupoBaTb hain HacTpoek
KOHBEepTOpa CS_conv.ini, pacnonoxeHHsln B katanore npoaykra LLUno3 6esonacHocTu:

e BbIbpaTh Heucnonb3dyemyto B PFS Diffie-Hellman rpynny.
[ns npoctoTbl pekoMmeHayeTcs BblIbpaTh Ty e camyto rpynny, 4to n ans IKE

e Ons BblIOpaHHOM rpynnbl B ¢haine cs_conv.ini nponucate KOHBEPTMPOBAHWNE B anropuTM
VKO _1B:
pfs-group-vko = VKO_1B
pfs-group-groupl = VKO_1B
pfs-group-group2 = MODP_1024
pfs-group-group5 = MODP_1536.

e noapepxuBaetca Reverse Route

CSP VPN Gate Copyright © S-Terra CSP 2003 -2011 5



Ynpaenenue CSP VPN Gate ¢ nomoubio CSM

Moapasgen Public Key Infrastructure

e npwu ucnons3osaHun Authentication Certificate Tpebyetcsa BeBog CA-cepTudmkata B
pasgene PKI Enrollment/CA Information — (Enter Manually)
Mony4yenne CA cepTudmkata no SCEP npoTokony He noaaepXnBaeTcs

e He noggepxuaetcs enroliment, noaTomy nobble BBEAEHHbIE 3HaYEHNs1 OyayT
urHopupoBatbcs. OgHako, Ux crnefyeT 3anofHUTb, YTobbl HE CNPOBOLMPOBaTL OLLMOKY B
CSM

e npu ucnonb3dosaHun Authentication Certificate gonyckatotca BapmaHTel Revocation Check
Support: Checking Not Performed, CRL Check Required, CRL Check Attempted.
OSCP Check He nogaoepxuBaeTcs.

Moppasnen VPN Global Settings
Moppaspen ISAKMP Settings / IPSec Settings
B ISAKMP Settings gonyckaeTtcs:

e ycTaHaBnuBaTtb/cOpacbkiBaTh doriar Enable Keepalive n HacTpanBaTtb
napameTpsl Interval u Retry, cdonar Periodic (Router except 7600)
yCTaHaBnMBaTb He pekoMeHayeTCst

e HacTpauBaTb ldentity
e HaACTPOWKM OoCTarnbHbIX MAPaMETPOB MEHATb He crneayerT.
B IPSec Settings gonyckaetcs:

e ycTaHaBnuBaTtb/cOpacbkiBaTb dnar Enable Lifetime n HacTpaMBaTb napameTpsbl
Lifetime sec. m Lifetime Kbytes

e HACTPOWKM OCTarnbHbIX NAPaMeTPOB MEHATL HE CrneayeT.
Moppasnen NAT Settings He nogaepxmBaeTcs
Moppaspen General Settings/ Fragmentation Settings
e ponyckaeTcd HacTpovika DF Bit

e He3aBMCUMO OT ycTaHOBKKU dnara Enable Fragmentation before Encryption
aparieepom VPN OygeT caMOCTOATENbHO NPUHATO peLleHne dhparMeHTMpoBaThb
MakeT WUIN HeT, 1 Takast hparMeHTaums OCyLLLECTBNAETCA ToNbKO nocne IPsec
nHkancynaumn. KomaHapsl B KoHdurypaumm, nopoxgaemole CSM yctaHoBKOW 1nm
OTCYTCTBMEM YyKa3aHHoro cnara, 6yayT npoMrHopupoBaHbl

e OcCTallbHblE HaCTDOIZKVI OaHHOW BKNagKkn He cnenyet MeHAThb.

HacTtpouka Interfaces

B pasgene Interfaces MoXHO nocMoTpeTb HacTpouku Bcex Cisco-uHTepdencos.

B CSM uHTepdenchl pasgeneHsl no ponsam. Hanpumep, no ymonyaHuio ecTb geneHue Ha Internal u
External nutepgencol. Ytobbl UISMEHUTb AaHHYIO HACTPOWKY HALo:

e HaxaTb NpaBylo KHOMKY MbILLIM Ha YCTPOWCTBE, BblibpaTh Device Properties...

e Policy Object Overrides -> Interface Roles.

CSP VPN Gate Copyright © S-Terra CSP 2003 -2011 6



Ynpaenenue CSP VPN Gate ¢ nomoubio CSM

HacTtpownka Platform

CyLuecTBYIOT HEKOTOpLIE OFpaHNyeHns B nogpasgenax pasgena Platform.
Moppasgen Device Admin — nogaepXxmMBatoTcs criegyrolime nogpasgens:
Accounts and Credentials
Device Access
Hostname
Mopgpasgen Accounts and Credentials
e He gonyckaeTtcs BbicTaBneHue ¢pnara Enable Password Encryption Service
Mopgpasgen Device Access / SNMP
e B nogpasgene Permissions cnegyet cobnogaTe cnegyoLlmne orpaHNYeHus:
* Henb3s co3gaBaTb OOnblue O4HOM 3anuci;
e He gonyckaetcs Tvun 3anucu Read-Write, Tonbko Read-Only
e He gonyckaeTcsa npueaska Access Control Lists
e B nogpasgene Trap Receiver cnegyet cobnogaTe cnegyowmne orpaHNYeHns:

e He crneayeT nosnb3oBaTtbcs kHonkown Configure Traps... Ecnv Heobxoammo
otcbinatb SNMP traps, cnegyet B ¢s_console, He ucnonb3ya CSM, 3agatb
KoMaHgy snmp-server enable traps

e npu gobaBneHun unu pegaktnposaHumn Trap Receiver Henb3s 3agaBaTb
SNMP Version 3. [lonyckatoTcsa Tonbko 1 unm 2c.

Moppaspen Logging
Moppaspnen Logging Setup

e [JonyckaeTcd BknoyaTb/oTknovaTh dnar Enable Logging. OTknoyeHne dnara
BbI3blBaEeT MOSTHOE OTKIII0YEHNE FTOrMpoBaHNs

e ponyckaeTcd HacTpamBaTtb Trap / Trap Level

e ocTanbHble HacTporku: Logging Buffer, Rate Limit, Origin Id He
noaaepXuBaroTCs.

Moppaspnen Syslog Servers
e Hemnb3s co3gaBaTb OonbLUe OOHON 3anucu

e He gonyckaeTcs BbicTaBneHune ¢nara Forward Messages in XML Format.

Moapasnen Routing — nogaepxusaetcs Tonbko Static Routing:
Moppaspen Static Routing
e He gonyckaeTcsa BbiCTaBnATb hnar Permanent route

® He pekoMeHayeTcs 3agaBaTb Distance Metric.
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OcobeHHOCTH npu paboTe ¢ KOHUrypauuen

1. PekomeHayeTcs He NCNonb3oBaTh CLiEHapuK, B KOTOpbIX HacTporika CSP VPN Gate
BbInonHsaeTcd kak yeped CSM, Tak n BpyyHyto. Ecnu noTpebHOCTb B TakoM cLieHapum
CyLLleCTBYyeT, TO HaJO CcTapaTbCH 3afaBaTb BPYYHYIO TOMbKO Te KoMaHAabl, koTopble CSM He
ucnonb3yet B npouecce HacTpameaHusa CSP VPN Gate.

CnepgyeTt yuntblBaTb, YTO NpY OTrpy3ke kKoHurypauum, CSM MOXeT N3MeHUTb Unn yaanutb
HEeKoTOpble N3 KOMaH[, KOTopble CYLLLECTBOBaNW B M3Ha4YarnbHO MMMNOPTUPOBaAHHOM
KOHUrypauum, Hanpumep ip local pool UM crypto isakmp policy.

[nsa npumepa, paccMoTpumM, NoveMy cosgaHue nonutuku 6esonacHocTy wrnto3a Yepes CSM gns
paboTbl C MOBUMBHLIMU KITMEHTAMM HEBO3MOXHO.

Mopsagok oencTenii, KOTOPbLIA NPUBOANT K JAHHOMY OrpaHUYeHUIo, CneayoLLmni:
e w03 gobasneH B8 CSM ansa paboTbl N0 04HOW 13 TONOMOMin

e npu nomowm CSM npoBeaeHa LieHTpann3oBaHHasi HacTpOoKKa LUM030B MO OOHOW 13
Tononorun — FullMesh, Hub and Spoke, Point to Point

e 3aTeM, Hanpumep, No SSH oTpedaKkTpoBaTh KOHMUrypaLm 0OHOMO 13 LLUO30B Ans
paboTbl C MOBUIBbHLIMU KMMEHTaMK — cO34aTh Nyn aapecoB, NPMBA3aThb K KpUNTokapTe,
cosgartb identity n ap.

e locCre 3arpysku Ha L3 co3gaHHon kKoHurypaumm Yyepes CSM, paboTa ¢ MOBUbHBIMK
KnmeHTamu 6ygeT HEBO3MOXHA B CO34aHHON TOMOSOMMMN.

Mpu4KnHa coCTOUT B TOM, YTO BCE Mynbl a4pecoB, He NPUBSi3aHHbIE K KOMaHAe crypto isakmp
client configuration address-pool local, CSM ynanser.

2. B cny4ae npymeHeHus cueHapus ¢ pe3epBMpOBaHMEM LUSHO30B U MCMNONb30BaHWEM
npegonpeaeneHHbIX KNoven, Heobxoanmo yunteiBatb, YTo CSP VPN Gate He nogaepxusaet
BO3MOXHOCTb 3a4aHus pa3nuyHbix preshared kntoven ons 0OCHOBHOMO M pe3epBHOrO LUf03a.

[nsa ycnewHow paboTbl NoaobHbIX cLueHapueB HeobxoamMmo 3agatb oguHakoBble preshared
KMoumM Ans Bcex napTHepoB nNubo BpyyHyto, nMbo, ecnun ykazaHa aBToMaTnyeckas reHepaumus
knoyen — B pasgene View —> Policy View —>Site-to-Site VPN —> Preshared Key yctaHOBUTb
naxok Same Key for All Tunnels.

3. B03MOXHbI HEKOTOpble NPOGeMbl C BOCCTAHOBIEHNEM KOHGUIypaLmun. B HekoTopbix crydasx
N3MEHEHME UIK yaaneHne CyLeCcTBYHOLINX KOMaH MOXeT ObiTb 6€3B03BpaTHLIM: AaXe ecnv B
CSM yganuTb nsmMeHeHus1, BHECEHHbIe B KOHurypauumo, Hanpumep, yaanute VPN Topology,
nepBoHa4vanbHas KoHgurypauums (kotopas beina o Deploy) MOXeT He BOCCTaHOBUTLCH B
nonHom obvemMe. bonee Toro, BO3MOXHbI CUTyaLMW, KOr4a Kakue-To arieMeHTbl KoHpurypaumm
MOTyT ObITb UCMOPYEHbI UMEHHO MPU OTMEHE U3MEHEHWIA, caenanHbix B CSM. Hanpumep:

e B nepBoOHavanbHOW kKoHdUrypaumm beina HacTporka crypto isakmp identity dn

e B CSM, B VPN Global Setings BbicTaBneHa HacTpoika Identity — Distinguished
Name

e B nporpyxaemoin n3 CSM KoHdurypaumm kKomanaa crypto isakmp identity
oTcyTCcTBYeT

e ecnu notom yganutb VPN Topology 1 cHoBa NporpysuTb kKoHUrypaumio, To byaet
npornucaHa KomaHaa crypto isakmp identity address (3Ha4YeHWE MO YMOMNYaHUIO),
YTO OTNINYAETCS OT TOro, YTO ObINO B NEpBOHaYanbHOW KOHMUIypauumn.

4. CSP VPN Gate He nogaepxuBaeT yHKUMoHanbHocTb Rollback, no3sonsitowyo BEpHYTLCA K
KOHGMrypaumsm, Kotopble Obinn 3arpykeHbl B yCTpoNCcTBO paHee (Tools / Configuration
Archive...).
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Ynpaenenue CSP VPN Gate ¢ nomoubio CSM

[MpumMep co3pgaHmsa NONMMTUKKU Oe30nacHOCTH

CueHapuu

[iBe nogceTu 3awmwatotcs wnos3amm 6esonacHoctv CSP VPN Gate 3.1. Tpaduk mexay Lnio3amm
©e30nacHOCTU 3alUMLLEH TYHHeNneM. AyTeHTMdUKaLMsi CTOPOH OCYLLECTBIISIETCS HA
npenycTaHOBMEHHbIX Krtovax.

3anyck Cisco Security Manager

Mpu 3anycke yka3biBaem nms cepBepa (ip agpec), Ha koTtopoMm ycTaHoBneH Cisco Security Manager,
JTOr'MH " Naposib Nonb30oBaTeENA.

MoakntoyeHne CSP VPN Gate k CSM

MogkntoyeHne CSP VPN Gate k CSM npoussoaunTtca yepes gobasneHme HOBOro ycrtponcrtea File ->
New Device:

e BbIbpaTb npegnoxexHne Add Device From Network
e B pasgene Identity BBectu IP Type. IP Address, Display Name (ecnu Heobxogmmo), OS Type.
Beogum IP Type — Static, IP-Address — 10.0.34.11, OS Type — 10S

B pasgene Discover Device Settings octaBnsiem HacTpoiiku, npeanaraemble no
YMOS4YaHuIo.

e B pasgene Primary Credentials BBectn Username, Password (nonb3oBaTenbCKuii Naposb) u
Confirm. Ecnn nonb3oBaTenb HENpUBUIErMpoBaHHbIN, Heobxoanmo elle BeecTn Enable
Password n Confirm.

Hanpwuwmep, BBogum Username — cscons, Password — csp, Confirm — csp.
B pasgene HTTP Credentials octaBuM pekoMeHOyeMble HaCTPOMKN:
HTTP Port — 80, HTTPS Port — 443, Mode — HTTPS.

Haxnmaem kHornky Finish

Moakntounm BTopor CSP VPN Gate ¢ IP-agpecom 10.0.34.12.

OnucaHue TONONOrMKN ceTn

B pasgene Site to Site VPN Bbibepem TononorMo co3gasaemMon 3aluieHHon cetu Point to Point
VPN.

IPSec Technology — ykaxxem Regular IPSec (PucyHok 1)

CSP VPN Gate
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Ynpaenenue CSP VPN Gate ¢ nomoubio CSM

ﬁ[reate Point to Point ¥PN - Name and Technology {(Step 1 of 3) ﬂ

Mame:* vpn_Gatel _GateZ2

'oint ko Paint VPN
Drescription:
IPSec Technology:* |Regular IPSec “ |

Regular IPSec
Spoke Hub
—_ = g

Internet

Protected Network Protected Network

Back ][ Next ][ Firish ][ Cancel ][ Help

PucyHok 1

Bbibepem ycTponcTea, mexay koTopbiMu 6yaeT co3gaBaTbCs 3alyuiieHHoe coeamHeHune: CSP VPN
Gate, c agpecom BHelluHero nHTepdeiica 10.0.34.11 n CSP VPN Gate, ¢ agpecomM BHeELLHEero
uHtepderica 10.0.34.12 (PucyHok 2).

HiI Create Point to Point YPN - Device Selection (Step 2 of 3) X|
Point ko Poink
Available Devices:
Filker : | naone -- w
w [ Device Groups o Peer One:

(59 Department e |3 10,0.34.11

£ Location

=E
Peer Two:
|3 10.0.34.12

Back l [ TWexk l [ Finish ] [ Cancel ] [ Help

PucyHok 2
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Ynpaenenue CSP VPN Gate ¢ nomoubio CSM

3atem Ans Kaxagoro yCTpomcTBa MOXHO OTpeaakTupoBaTh Takue napaMeTpbl coeanHeHns kak VPN
Interface n Protected Networks:

e ans VPN Interface ykaxxem FastEthernet0/0, yctaHoBuM nepekntovaTens Peer IP Address B
nonoxeHne VPN Interface IP Address

e ans Protected Networks ykaxxem FastEthernet0/1.

YcTaHoBnNeHHble napameTpbl oTobpaxkaeT PucyHok 3.

I Create Point to Point ¥PN - Endpoints (Step 3 of 3) x|

p Filter (none)

Ralz | Dievice | WPM Inkerface Prokected Metw
Peer 10.0.34.12 FastEthernet0fo FastEtherneti)1
Peer 10.0.34.11 FastEthernet0fo FastEtherneti)1
1
Show; |Interface Rales Only " |
[ Back, l [ l [ Finish l [ Cancel ] [ Help

PucyHok 3

Haxmem kHonky Finish. CosgaHHas VPN nossutcs B okHe Cisco Security Manager B pasgene
Devices (PucyHok 4).
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isco Security Manager - admin Connected to "10.0.14.121° o ] B4

File Edit View Policy Map Tools Help

Lﬁﬂ_@éﬂ[ﬁ_ B = ?

Devices @ Device: 10.0.34.11  Policy: Site ko Site PN

Fier b Fiker (none)
£ Department | Twee  Mame  fPecfechndbgy | Deswpon

ﬁ Lacation L]'U wpn_Gatel_Gate? Regular IPSec
- ﬁ all
(3 10.0.34.11

A 1n.n.z4.17

g AutbPromy .
g Inspection
I Transparent
[T web Filter
1] Transparent Rules
B Weh Filker Rules
MAT
Sike ko Site VPN

Remaoke Access VPN

Interfaces

PlatFarm

B Device Admin
B Device Access
[ ToHCe
B Dialer Inkerface
g Hastnarme

B Secure Device Provisim

1 cnman

PucyHok 4

Haxas kHonky Edit VPN Policies, neperigem B HOBoe BCnflbiBatoLLiee OKHO Site-To-Site VPN
Manager (PucyHok 5) B pasgen VPNS, rae HacTpouM cnegyroLwue napameTpbi:

e |KE Proposal

e |PSec Proposal

e Preshared Key

e VPN Global Settings

Ecnu 661 y Hac 6bina ayTeHTUdmMKaumsa Ha cepTudmkartax, To noHagobunuck Obl HacTpowiku Public
Key Infrastructure.
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..;.L:,.;|,5lte—Tn—5lte ¥PN Manager

E WPM: vpn_Gatel_Gatez  Policy; Peers

‘jt] vpn_Gakel _Gate2

b Filker {none)

10.0.34.12 FastEthernetd)o FastEthernetn)1

10,0.34,11 FastEthernet0f FastEthernetof1

g IKE Proposal

g IPSec Proposal

g Peers

g Preshared Key

g Public Key Infrastructure
I J ¥PN Global Settings

g VPN Surnmary

Show; |Interface Rales Only

PucyHok 5

Hactponka IKE nonutuku

HacTtpovm napameTtpsl IKE nonutukn: 3agagum npuopuTeT, CO34aBaeMon NOMMTUKK; Bbibepem
anropuTMbl WNpoBaHUS 1 ayTeHTUdMKaunm; metog ayteHTudmkaumm; seibepem rpynny Diffie-
Hellman; yctaHoBuM Bpems xu3Hn SA. (PrncyHok 6)

e YcTtaHaBnuBaem Priority — 10

e U3 cnucka Encryption Algorithm BeiGupaem 3HayeHue des, koTopoe byaeT
nHtepnpetuposatbcd CSP VPN Gate kak anroputm wudgposaHusa TOCT 28147-89.

e U3 cnucka Hash Algorithm Beibupaem 3HaveHne MDS5, koTopoe 6yaeT nHTepnpeTnpoBaTbCs
CSP VPN Gate kak anroputm xewwmpoBaHus TOCT P 34.11-94.

e VYkasbiBaeM Modulus Group — 2 (Diffie-Hellman Group 2)
¢ 3apaewm 3Ha4yeHue Lifetime — 3600 cek.

e U3 cnucka Authentication Method Bbibupaem Preshared Key

CSP VPN Gate Copyright © S-Terra CSP 2003 -2011 13
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Add IKE Proposal x|
Mame:* |ikﬂ_gatel
Descripkion:
Prioriky:* |1|:|
Encryption Algorithm:®  |des W
Hash Algorithm;* MOS W
Lifetime:* |36EIEI SEC.
Authentication Method:*  Preshared Key | w
[ (o] 4 l [ Cancel l [ Help
PucyHok 6
Hactpouka IPSec nonutuku
Hactpoum napameTtpsl IPSec nonutuku.
Cospgagum Transform Set (PyucyHok 7)
Add IPSec Transform Set x|

Mame:* Itransfu:urm_set_gatel
Description:

ESP Encryption: des w
ESP Hash Algorithm:  |mds W

AH Hash Algorithm:

Zategory:

| ok || camenl

Help

PucyHok 7

CSP VPN Gate

Copyright © S-Terra CSP 2003 -2011
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e YCTaHOBMM TYHHENbHbIN PEXUM — U3 crvcka 3HavyeHun Mode BbiGepem — tunnel

e W3 cnucka ESP Encryption Beibepem anroputm wndpoBaHus des, 3To 3Ha4YeHue byget
nHtepnpeTupoBaTtbcsd CSP VPN Gate kak anroputm wundgposanusa FOCT 28147-89.

e U3 cnuncka ESP Hash Algorithm BbiGupaem 3HauyeHne md>5, kotopoe 6yaet
nHtepnpeTtupoBaTtbcad CSP VPN Gate kak anroputm xewwmpoBanusa FTOCT P 34.11-94.

HacTtpowvm octanbHble napameTpbl (PrcyHok 8):

e YcraHoBuM nepekniovatens Crypto Map Type B nonoxenue Static

e YctaHoBuM chnar Enable Perfect Forward Secrecy. Beibepem Modulus Group — 2.

e Lifetime — 3600 cek.
¢ Lifetime — 4608000 kbytes

ZjLsite-To-Site ¥PN Manager

08 &

% vpn_thatel Gatez

g IKE Proposal

g IPSec Proposal

g Peers

g Preshared Key

B Public Key Infrastructure
1=] ¥PN Global Settings

g VPN Surnmnary

WPM: wpn_tGatel Gatez  Policy: IPSec Proposal

Crypto Map Tvpe: @Static

Transform Sets:*

ransform_set_gatel

Enable Perfect Forward Secrecy

Lifetime (sec): |36IZID
Lifetime (kbytes): |46E|8EIDEI

|:| 03 Preclassify (Routers except 76000
|:| Enable Reverse Route (PIX7.0, 854, Routers except 76000

Rewverse Raoute

Reverse Rouke Rermote Peer I

PucyHok 8

CSP VPN Gate
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Preshared Key

3agaanmM aBTOMaTUYECKYHO reHepaLuuio npeaonpeaeneHHbiX Knove.

Bbibepem meToq cornacosaHusa Main Mode Address. YctaHoBuM Main Mode Address Type — Peer
Address. (PucyHok 9)

_:.:_.L:'_'.SIIIE-TD-EItE ¥PN Manager

E WPM: vpn_Gatel _Gate?  Policy: Preshared Key

LJ?J vpn_atel_Gatez ~Key Specification

(JUser Defined  Key: I

Key Length:* |24

@F\utu @enerated []Regenerate Key (Only in Mext Deployment)
This check box is desslected proe the key is regensrated,

~Megotiation Method

=V IKE Proposal ~Main Mode Address Type

=7 IPSec Proposal {®)Feer Address

g Peers

g Preshared Key

| { Public Key Infrastructure () Widcard (0.0.0.0)
| § wPN Global Settings

=] WP Summary

OSubnet ()

QMain Mode FQDN

PucyHok 9
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VPN Global Settings

YcraHoBum rnobanbHblie napameTpbl VPN B nogpasaene ISAKMP/IPSec Settings (PucyHok 10):
ISAKMP Settings
e YcraHoBuM chnar Enable Keepalive
e 3HaueHus Keepalive — Interval n Retry npyuHumaem no ymonyaxuio
e [1ns ldentity Bbibupaem 3HayeHne Address
IPSec Settings
e YctaHoBuMm hnar Enable Lifetime

e 3HaueHue Lifetime npuHnmaem no ymonyanuto — 3600 cekyHa n 4608000 k6ant

M Global Settings

% vpn_Gatel _GateZ
ISAKMP/IPSec Settings  MAT Settings General Settings

~ISAKMP Settings
Enable Keepalive

Interval:* IlD SEC,
Retry:* |2

D Periodic (Routers except 76000

S8 Requests Swskem Limit (Routers except 76000 I
g IKE Proposal 34 Requests System Threshold {1030: I o

g IPSec Proposal |:| Enable Agaressive Mode (PTX7.0, ASA)

g Peers

g Sieoee i ~IPSec Settings
| § Public Key Infrastructure Enahble Lifetime

{5] vPH Glabal Settings Lifetirne:™® ISGDD set,
1= ¥PM Summary Lifetime:* [+08000 kbytes

Max Sessions (PIX7.0, ASA) I

|:| Enable IPSec via Sysopt (PIxG.3, PIS7.0, ASA)

[]Enable SPT Recovery (105)

PucyHok 10
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B nogpasgene General Settings (PucyHok 11)
Fragmentation Settings
¢ Bbibupaem ans Fragmentation Mode (I0OS) 3HayeHne No Fragmentation

e [1ns DF Bit BbiGupaem 3HaveHne Copy
e YcraHaBnueaem cnar Enable Split Tunneling
Site-To-5ite ¥YPN Manager

@ YPM: vpr_Gatel_Gate2  Policy: ¥PM Global Settings

[j?:l vpn_taakel _Gatez

ISAKMP/IPSec Settings MAT Settings General Settings

~Fragmentation Settings

Fragmenkation Mode (I035):* |N0 Fragmentation

Local MTU Size (I05): |

DF Bit (PIX7.0, AS4, 105):* | Copy v|

|:| Enable Fragmentation before Encryption (PIX7.0, ASA, 10S)

[ ]Enable Motification on Disconnection (PIX7.0, ASA)

Enable Split Turneling

L] IKE Proposal [ ]Enable Spoke-to-Spoke Connectivity through the Hub (PLX7.0, ASA)
g IPSec Proposal

g Peers

g Preshared key

B Public K&y Infrastructure
=] wPH Global Settings

g VPN Surnmary

[]Enable Defaulk Route (10S)

Save

PucyHok 11
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VPN Summary

lMocmoTpeTb OCcHOBHLIE YcTaHoBIeHHble VPN napameTtpbl anss CSP VPN Gate MOXHO B pasaene
VPN Summary (PucyHok 12)

ite-To-5ite ¥PN Manager

vpn_Gakel Gatez

% vpn_thatel Gatez

Type: Paint ko Poink

oink to Paink WPM
Descripkion:

Peer #1: [10.0.34.11

Peer #2: [10.0.34.12

Technology: |Regular 1IPSec

riarity: 10

uthentication: Preshared Key
ash: MDS, Encryption: des

H iatoup: 2, Lifetime: 3600

IKE Proposal:

g IKE Proposal
g IPSer Proposal TransFarm Sets: Itransform_set_gatel

=] Peers Preshared Key: I.ﬁ.uta Fenerated
g Preshared Key

B Public Key Infrastruckure
=] ¥PN Global Settings

g WRM Surnmnary

Public key Infrastructure: |Disabled

PucyHok 12

Bornee nogpobHO NOCMOTPETb CO3AaHHYI0 KOHUIypaLMIo MOXHO No KOMaHde MeHto Tools ->
Preview Configuration.

CSP VPN Gate Copyright © S-Terra CSP 2003 -2011 19



Ynpaenenue CSP VPN Gate ¢ nomoubio CSM

[ocTaBka KOHUrypauum Ha yCTPOUCTBO

B meHto Tools Beibupaem Deployment Manager

E Deployment Manager ;Iglll

. ~Deployment Job Table {00 loaded)

| _ -

Deploy H Refresh H Redeploy H Abort H Rollback

Summary Delails

PucyHok 13

B nosiBuBLIEMCS okHe (PucyHok 13) Haxunmaem kHonky Deploy. Byaoet npeanoxeHo Bbibpatb
YCTPOMNCTBA, Ha KoTopble byaeT goctaBnaTbCs KoHdurypauus (PucyHok 14). CSM aBToMaTUYeCKU
onpegensieT yCTPONCTBA, A58 KOTOPbIX Bbinv caenaHbl UBMEHEHUS, HO KOH(Urypauns Ha KoTopble
He Gbina 3arpyxeHa.

[El Deploy Saved Changes x|

- [ Changed Devices
3 10.0.34.11
3 10.0.34.12

Edit deploy method ] [ Add other devices ]

[ Deploy I Cancel I Help ]

PucyHok 14
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Mo kHonke Deploy, 6yaeT BbINONHEHa NonbITka 3arpy3nTb KOHAUIypaLmio Ha YCTPONCTBO. Ecrin
KoHdUrypaums 6yaeT gocTtaBneHa Ha YyCTPOMCTBO YCNELLHO, TO BbiAAeTCsi COOTBETCTBYOLLEE
coobueHnune (PucyHok 15), B cnyvae Heygaum — OygeT BblgaHo cooblieHne o6 owmnbke.

[E] Deployment Status Details for deployment started by admin at Tue Sep 18 18:57:26 MSD 2007 ﬂ

~Deployment Status Details

.

Status: Deployved (2 aut of 2 devices completed.)
Deployment Job Mame: admin_job_2007-09-18 18:57:26.828
Devices To Be Deploved: 2

Devices Deploved Successfully: 2
Devices Deploved With Errars; ]

~Deployment Details (2,2 loaded)

10.0.34.11 SUCCEEDED Device

5l 8l
5l 6l

10.0.34.12 SUCCEEDED Device

| i i i - Descripkion
N0 messages-- Y] I
Action
Refresh I Abork I Close l Help
PucyHok 15
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