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Cisco-like komaHabI

KoHconb BBOAa KOMaHA, poacTBeHHbIX Cisco Systems

KoHconb (Command Line Interface) npegHasHayeHa Ans BBoga KOMaHz, aHanornyHbiXx KOMaHaam
Cisco IOS (panee — cisco-like komangpl). IHTepdenc komaHgHom cTpokn CSP VPN Gate
npegocTaBnsieT BO3MOXHOCTb CO3aBaTb NONUTMKy 6esonacHoctn 6onee rmbkyto, 4em aTo MOXeT
caenatb Router MC.

[nsa paboTbl KOHCONM HeobXxoauMbI chalnbi:
B AupeKTopumn /opt/VPNagent/bin:
e cs_console — UCMNOMHAEMbIN dann
e cmd.xml - XML-6a3a nogaepXuBaemblX KOMaHA

e cs_conv.ini — pecypcHbli hann HacTPOEK KOHCOMNM N KOHBEpPTOpa (MOoXeT
pefakTMpoBaTbCs Nonb3oBaTenem)

e Cs_cons_reg.ini — pecypcHblil ann BHYTPEHHNX HACTPOEK KOHCOMW 1 KOHBEpPTOpa
(aBTOMaTUuECKM pegakTupyeTcs npu 3anycke KOHCOMM)

B AupeKTopumn /opt/VPNagent/1lib:
e libs csconfig.so —6ubnuorteka obpaboTumka KoHDUrypaLmm

e libs csconverter.so — 6ubnmoreka KoHBepTOpa.

KoHconb pasgensieTcs Ha Tpy OCHOBHBIX MOAyIs:
KomaHOHbIU uHmepnpemamop — obecneynBaeT NPUEM 1 CUHTaKCMYeckuii pasbop KoMaHa,.

O6pabom4uk KoHguaypayuu — bopmupyeT n obpabaTbiBaeT BHyTpeHHO Mogenb Cisco-like
KoHurypauuu. MNMepegaeT chopMMpoOBaHHYKO KOHUIypaumio Ans KoHBepTupoBaHus B Native-
KOHUrypauuio.

Koneepmop — npeobpasyetr Cisco-like koHdurypaumio B ¢opmaT Native-koHdurypaumm.
MogpobHo KkoHBepTOp onucaH B AokymeHTe «lUmw3 6GesonacHoctn CSP VPN  Gate.
MpunoxeHue» B pasgene «KoHBepTop».
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3anycK KOHCOnu

CLI koHCOnb aBTOMAaTMYECKN 3anyCKaeTcs Npu BXo4e B CUCTEMY Nonb3oBaTenem “cscons” (ans Hero
nporpamma cs_console nponucaHa kak default shell). Kpome Toro, nons3osatenu, obnagatouime
aaMUHUCTPATUBHBLIMW NPUBUNETMAMI (Hanpumep, “root”), MoryT 3anyckaTb KOHCOSb
HenocpeacTBeHHO 13 shell onepauMoHHON cUCTEMbI NO Mepe HeobxoaumocTu. 3anyck
npon3BoaMTCS BbI3OBOM KOMaHAbl CS_console, Haxoasuwencs B katanore /opt/VPNagent/bin/.

Mpumeyanue: Ona paboTbl KOHCONM 065A3aTENbHO AOMKEH ObITh 3anyLLUEH cepBuc vpnsve. He
OCTaHaBnMBalTe cepBuChkl vpngate npu paboTatoLLel KOHCOMKW, MHayYe OHa OKaXXeTes
HepaboTOCNOCOOHOMN.

[ononHuTenbHbIE KIYM KOMaHOHOW CTPOKMU:

e nolog — COOOLLEHMS O COCTOSIHUM KOMaHAbI BbIBOAATCSA B stdout U HE BbIBOAATCS B Jor (Mo
YyMOI4YaHuo — BbIBOAATCS B NOr).

Mpwu 3anycke Ans npouecca CS_console BbICTaBnAeTcs 3Ha4YeHne nepeMeHHon okpyxeHuns PATH:
/usr/sbin:/usr/bin — ana OC Solaris

/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin - pana OC
Linux.

N3meHnTb 3HauYeHne nepemMeHHon okpyxxeHust PATH mMoxHo B dhanne cs_conv.ini (cekuus [env]),
KOTOPbIN pacnonoXeH B kaTanore /opt/VPNagent /bin. NNlogpobHoe onucaHne cMoTpuTte B
AokymeHTe «LLnto3 6esonacHocTn CSP VPN Gate. MNpunoxeHne» B pasgene «YnpasreHue
KOHBEpPTOpPOM € nomoLbto INI-chanay.

CuvHXpoHM3aumsa

Mpun cTapTe KOHCONM NPOMCXOAUT CUHXPOHM3auns onucaHua CA-ceptTudmnkaToB B 6ase nokanbHbIX
HacTpoek n Cisco-like koHdurypaumm (komaHga trustpoint):

1. ecnu B Cisco-like koHdUrypaumm npucyTcTByeT cepTudmKaT, KOTOPbIN OTCYTCTBYET B 6ase
noKasnbHbIX HACTPOEK (Hanpumep, cepTUduKaT, yaaneHHbI C MOMOLLbIO KOMaHdbl cert mgr
remove), TO 3TOT cepTuduKaT aBTomaTnyeckun ygansercs us Cisco-like koHdpurypaumm ¢
Bblgayven coobueHns B nor. Ecnu aToT ceptudmkar 6uin nocnegHnm B trustpoint, 10T
trustpoint aBTOMaTU4ECKN yoanseTca

2. ecnu B 6ase nokanbHbIX HACTPOEK NPUCYTCTBYET cepTudmkar, Kotopbin otcyTcTeyeT B Cisco-
like koHbUrypaumm, To aTOT cepTudmkaT gobasnsetca B Cisco-like koHurypaumo komaHaoN
truspoint C UMeHeM s-terra technological trustpoint. Ecnu aToT trustpoint
OTCYTCTBYET, OH CO3[jaeTCs aBTOMaTUYECKH.

Tarke nNpu cTapTe KOHCONM MPONCXOANT CUHXPOHM3aUus onncaHus preshared kntover B 6ase
nokanbHbIX HacTpoek u Cisco-like koHuUrypaumm:

1. ecnu B Cisco-like koHGUrypaLmm npucyTCcTBYET KNKOY, KOTOPbIA OTCYTCTBYET B 6a3e nokanbHbIX
HacTpoek (Hanpumep, KoY, yaaneHHbIn ¢ MOMOLLbIO KOMaHabl key mgr remove), TO 3TOT
Krnoy aBTomatumdecku ygansietcs us Cisco-like koHurypaumm ¢ Belgadert coobLieHnst B nor

2. ecnu 3Ha4deHwue Kntoya, ykasaHHoro B Cisco-like koHdurypaumm, noMmeHsinocb B 6a3e nokanbHbIX
HaCTpOeK, TO 3HaYeHue Knya Takke MmeHsieTca u B Cisco-like koHdurypauum.

Bce komaHgbl KOHCONM onncaHbl B pasgene “KomaHabl, poactBeHHble Cisco Systems”.

I'Ipvl 3anycke yTurnTbl CS_COI”ISO|G BO3MOXHbl OLLNOKN, KOTOpPbI€ BblAAKTCA HA KOHCOJb:

Tabnuua 1
TekcT coobLeHus MosicHeHue
ERROR: vpnsvc daemon is not running, Owwbka: cepBUC VPNSVC He 3anyLLeH. cs_console
cs_console will exit now! cemnyac 3aBepLumT pabory.
CSP VPN Gate Copyright © S-Terra CSP 2003 -2011 6


http://www.s-terra.com/documents/R31/Gate/CSP_VPN_Appendix.pdf

Cisco-like komaHAab!

Press ENTER to continue

[na npogomkeHns HaxmuTe ENTER...

(coobLeHne Bo3HMKaeT, ecnu BO Bpems paboTbl
€s_console 6bin 0CTaHOBIEH CEPBUC VPNSVC)

ERROR: Could not initialize module
manager.

Press ENTER to exit

Owwbka: He yganocb MHMUManu3anposaTtb module
manager.

[ns Bbixoga HaxmuTe ENTER...

(ckopee Bcero, o6o3HavaeT, YTo NpoayKT HeENpaBUIbLHO
YCTaHOBMEH UM UCMOPYEH)

ERROR: Could not establish connection
with daemon.

Press ENTER to exit

Owwnbka: He yaanocb yCTaHOBUTb CBA3b C CEPBUCOM.
[na Bbixoga Haxmute ENTER...

(Hanbonee BeposiTHas NpuUYMHa — NONbITKA 3amnycka
CS_console npu ocTaHOBNEHHOM CEpBUICE)

ERROR: Could not initialize resources.
Press ENTER to exit

Owmwnbka: He yaanocb NPOUHULMANn3nNpoBaTb PeCcypchbl.
[na Bbixoga Haxmute ENTER...

(ckopee Bcero, o6o3HayaeT, YTo MpoayKT HenpaBUIbHO
YCTaHOBIIEH UM UCTIOPYEH)

ERROR: Could not initialize interfaces.
Press ENTER to exit

Owwbka: He yganocb NPOMHULMANM3npoBaTb
UHTEepdENnChbI.

Ons Bbixoga HaxmuTe ENTER...

ERROR: Invalid XML file.
Press ENTER to exit...

Owwbka: HeBepHbIN opmaT XML-hanna.

Ons Bbixoga HaxmuTe ENTER...

ERROR: Unable to get super-user
privileges.

Press ENTER to exit...

Owwnbka: HEBO3MOXHO Nony4yaTb Npasa
cynepronb3oBaTens.

[nsa Bbixoga Haxkmute ENTER...

ERROR: Internal error.
Press ENTER to exit...

Owwbka: BHYTPEHHSA owmnbKa.

[na Bbixoga Haxkmute ENTER...

Password required, but none set

[ns BXoga B NpMBUINErMpoBaHHbI pexunmM TpebyeTcs
naporib, HO OH He 3aJaH B KOHUrypauuu.

3arpyska HayanbHow KoHdurypaumm

Ecnn npu sarpyske HavanbHON KOH(bVIpraU,I/IVI B KaKOW-TO U3 KOMaHS, npousoLwina owmnbka:

e ecnv ans AaHHo oWwnBKM AOCTYNHO cneunduryeckoe coobLueHne (KOTopoe MOXET ObITb
BblBEEHO B crny4Yyae nogoGHoN ownbku Npy py4HOM BBOAE KOMaHAbl), TO 9TO coobLieHue

BblAaeTCcA Ha KOHCOJ1b

® Ha KOHCONb BblAaeTcs coobLieHme:

Warning: Command "<cmd>" processing failed

e B IOr BblgaeTcsi coobLeHne:

Command "<command_line>", processed with status FAIL

e KOMaHOa UrHopupyeTcsi.

CSP VPN Gate
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YpaneHHas HacTpouka no SSH

CospaHune nokanbHoW nonuTukn 6esonacHoctn ans wnio3da CSP VPN Gate 3.1 MOXHO
OCYLLECTBUTb yAaneHHo nNpy NOMOLLKM KOHCONM no npotokony SSH1 nnn SSH2.

HacTpoliky wno3a nposoaute nog 3awmrton IPsec. [Ins aton uenn nocne nictannauun CSP VPN
Gate pekoMeHAyeTCs 3arpy3nTb HadarnbHy KOHUIrypaumo, KoTopasi No3BOMNUT B AaNbHENLLEM
co3aaThb 3aWUUeHHbIl KaHa Ansa yoaneHHon HacTponky wnio3a. Cos3gaHme HavyanbHoOwm
KOH(Urypaumm onncaHo B pasgene «HavanbHas koHdurypauusa gns yaaneHHon HacTpOnKn
Lo3ay AoKyMeHTa «HacTpoiika wwnto3ay.
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WnTepdenc nonb3oBarens

Cs_console aBnsieTcst TepMyUHanbHbIM npunoxeHmem. CylecTByeT cuTyaumn, B KOTOPbLIX BakHOe
3Ha4YeHe UMEET OnpeaeneHne NpaBuibHbIX pasMepoB TepMuHana. MNMpumepbl Takux CUTyauuii:

e pefakTVpOoBaHWe ASIMHHbIX CTPOK (KOTOpPbIE HE MOMTHOCTHI0 NOMELLATCs B OKHE TepMuHana)
e naysbl NPV BbIBOAE ANMMHHOW KOHGUIypaumm no kKoMaHae show running-config

e BbI30B BHELUHNX TEPMUHANBHbLIX NPOrpaMm (Hanpumep vi, less, top 1 T.n.) ¢ nomoLLbo
KOMaHabl run.

Mpu cTapTe cs_console B HEKOTOPbLIX Cry4yasix MOryT BO3HUKaTb Npobnembl, CBA3aHHbIE C
HEKOPPEKTHLIM onpeaeneHnemM pasamepoB TepmmHana. Takne npobnembl BO3HMKAKOT, €CIn
UCnonb3yeTcs CUCTEMHAs KOHCOSb, NoakmntoyeHHas no COM-nopTy, B TOM 4ucrie ecrnv
ucnonbayeTtcs cuctemHas koHcorns NME-RVPN (MCM).

MpumMeyaHue: HEMOCPEACTBEHHbIN AOCTYN K cuctemHon koHconn NME-RVPN (MCM) Bcerpa
npoucxoguT Yepe3d COM-nopT, gaxe ecnv nonb3oBaTernb OCYLLECTBIISET ero U3 TepMUHanbHON
ceccumn Cisco 10S no npotokony SSH unu telnet.

Hanee ﬂO}J,pOGHO onuncaHbl JaHHble I'Ip06J'IeMbI N pekomMmeHaauunnm no nx pelueHuto.

Mpu cTapTe cs_console npoucxoauT onpedeneHne pasmepoB TepMuHana (LUMpuHa 1 anvHa):
1. cHavana JenaeTcsi NonbIiTKa NPoYMTaTe pa3Mepbl TEPMUHATIA U3 MEPEMEHHBIX OKPYXKEHUS:
LUMpUHA TepMUHANa:
COLUMNS

AOnnHa TepMuHana:
LINES

2. OTu nepemeHHble OKpYXeHMs MOryT ObITb MepeonpeaeneHsl MONb30BaTenem nNpu 3anycke
cs_console, Hanpumep:

COLUMNS=80 LINES=24 /opt/VPNagent/bin/cs console

Tonbko B crnyyae peanbHOW HeOOXOAUMOCTW, KOrAa CUCTEMA He MOXET KOPPEKTHO
onpefenuTe peanbHble pasMepbl TepMuHana, crnegyeT nepeonpefensite NepeMeHHble
OKpYyXeHusl. Ecnn BbICTaBUTb HEKOPPEKTHbIE 3HAYEHUs, TO 3TO MOXET NPMBECTM K cOOsSM B
paboTe cs_console 1 MHbIX TEPMUHAMBHBIX MPUMOXEHNIA.

3. ecnn pa3mMepbl TepMUHana B nepemMeHHbIX OKpYXeHUA He BbICTaBNANUCH, TO AefnaeTCA NonbITKa
npo4ynTaTtb napamMmeTpbl TEpMUHaANa ¢ NOMOLWbKO CUCTEMHOIO Bbi3OBa (iOCtl).

4. ecnv CUCTEMHbIN BbI30B BEPHYN OLWIMOKY UNu Bblgan 3Ha4eHUs LWNPWHbI U AfWHbl, paBHble 0
(Takoe nponcxoauT, ecrny UCMONb3yeTCs CUCTEMHAst KOHCOMb, NoAKNoYeHHas no COM-nopTy, B
TOM yucne ecnu ucnonbsyetcsa cuctemHasa koHcorns NME-RVPN (MCM)), To genaetca nonbiTka
npoYnTaTh XapakTepUCTUKN TepMUHana ”“co” (WupmnHa) u ”1i” (AnvHa) ¢ NOMOLLbIO
CUCTEMHOrO Bbl30Ba tgetnum.

Cnep,yeT y4nUTbiBaTh, 4TO B nogobHom CuTyauum pasHbie onepaunoHHbIe CUCTEMbI BEOYT cebs
no-pa3HOMYy: O[HW BbICTABIIAKT HEKOTOpble 3Ha4YeHuA no yMOJl4aHWUK (KaK npasuio no
OnncaHnK ncnosib3yemMoro TepMI/IHaJ'Ia), a gpyrume — mMoryt BooOLle He BbLICTABNATb AaHHble
XapaKTepucTukun.

Hanpuwmep:

OC Red Hat Enterprise Linux 5 npu ncnons3oBaHum TepmuHana VT100 BeicTaBnsieT
3Ha4YeHns “co”=80 "”1i”=24.

5. ecnn LWNAPUHY 1 ONUHY TepMUHana nony4ntb He yaanocCb HM OOHUM U3 YKa3aHHbIX Bbllle
cnocoboB, TO BLICTABMNSAOTCS 3HAYEHUS MO yMOn4aHuio: WMpuUHa — 511, anuHa - 0.

MpumeyaHue: aaHHOe noBedeHue otTnmnyaeTcs oT nosegeHust Cisco |0OS: Tam B nogobHom
CUTyauun BbICTaBNSATCA 3HadeHus: wnpuHa — 80, anuHa — 24.

CSP VPN Gate
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PesynbTat onpegeneHnsa pasmepoB TepMuHana (ecnm He UCMNOMb3YHTCA NEPEMEHHbBIE OKPYXKEHUS
COLUMNS / LINES) moxeT oTnmyaTbCsl B 3aBUCUMOCTU OT:

e TuNa nogknoyeHuns TepmuHana (COM-nopt, SSH 1 T.n.)
e OnepaumnoHHOM cucTeMbl, Ha koTopon yctaHoBreH CSP VPN Gate
® KIMEHTCKOro TEPMUHANbHOIO NPUMAOXKEHNS, UCMOMb3YEMOro OIS MOAKIIOYEHNS K KOHCOMMW.

Hanpumep, npyM NOAKMOYEHUN K CUCTEMHOW KOHconmu no COM-nopty, B TOM uucrne K
cuctemHoun koHconn NME-RVPN (MCM), 6yayT BblaaHbl cneayowme pesynbtaThl:

OC Red Hat Enterprise Linux 5: wmpuHa — 80, anuHa — 24. MNpuyeM, AaHHbIN pe3ynbTaT
He BygeT 3aBMCeTb OT pearbHbIX Pa3MepoB OKHA TEPMUHANBHOTO MPUMOXEHUS.

npOBepMTb pa3mMepbl TepMunHana B 3anyu.|,eHH017| KOHCOJIM MO>XHO C NOMOLLUbI KOMaHAbl show
terminal.

Ecnun cs_console yxe cTapTtoBana, a B Heil 3agaHbl HEKOPPEKTHbIE pasMepbl TepMuHana, To
NX MOXHO UCMNpPaBUTb C MOMOLLBIO KOMaHA terminal width/ terminal length.

BoamoxHa peakuuna cs_console Ha uaMeHeHune pasmepoB TepMUHana, ecnmn and 3Toro cywecrtsyeT
TEXHNYeCKana BO3MOXHOCTb:

JaHHYI0 peakuuio MOXHO HabnoaaTe, Hanpumep, crieayowmum o6pa3oM: HayaTe BBOAUTbL OYEHb
AMUHHYIO  CTPOKY, WHULIMUPYIOLLYIO TOPU3OHTanNbHbIA CKPOMMWHE; W TMOCre 3TOro W3MEHWUTb
LUIMPUHY TEPMUHANBHOTO OKHa.

Peakuus Ha nameHeHue pa3mMmepoB TepMuUHana pasnunyaeTcda B 3aBUCUMOCTU OT OI'IepaLI,I/IOHHOVI
CUCTEMDbI:

B OC Solaris: HemeaneHHas nepeprcoBKa CTPOKK

B OC Linux: nepepucoBka CTPOKM MpPOUCXOoAUT TOJIbKO MocJie BBOAaA criegyrulero cmmeona
NInn HaxxatuA ynpaBnmou.l,eVl KnaBuLin.

Hannume unu oTcyTCTBME peakuuMnm Ha W3MEHEHME pa3MepoB TepMuHana Takke 3aBUCUT OT
pa3HbIX haKkTOpoB:

TMna nogknoyeHnsa tTepmmHana (COM-nopT, SSH n 1.n.)
KIMMEHTCKOro TEPMUHArNbHOIO NPUMOXEHWS!, UCNONb3YeMOro A1 MOAKIMIOYEHNS K KOHCOMMW.
Kak npaBuno, peakumsa Ha n3amMeHeHue pasmepoB OKHa:

NPUCYTCTBYET B Cnyvae nogknoyeHms no SSH (Npy ycnoBuu, YTO KNMEHTCKOE MpUIoXeHue
KOppeKTHO obpabaTbiBaeT M3MEHeHue pa3mMepoB TepMUHAnNbHOrO OkHa WM onoselaeT SSH-
cepBep O HeM)

OTCYTCTBYET NpU MNOAKMYEHUU K CUCTEMHOW KoHconu no COM-nopTy, B TOM 4ucre K
cucteMHom koHconu NME-RVPN (MCM).

Ecnu pasmepbl TepmuHana nepeonpefeneHbl C MOMOLLb KOMaHA terminal width,
terminal length, TO peakuus Ha U3MEHeHWEe pasMepoB TEpPMUHANa OTCYTCTBYET (3HaueHus,
3a/laHHble B 3TUX KOMaHAax, cumMTatTcs 6ornee npuopuTeTHbIMI).
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Cisco-like komaHAab!

CneunanbHble KOMaHAbI peaakTupoBaHuA

Cisco-like koHCcONb NogAepXMBaeT cneumansHblie KOMaHabl peaakTUPOBaHUSA KOMaHAHOW CTPOKMU.
CumBonbl A4ns BbI30Ba 3TUX KOMaHA M AENCTBUSA nepedncneHsl B Tabnuua 2.

Tabnuua 2

CumBon

Ha3BaHue

HdencrtBue

KomaHabl nepemelyeHusi Kypcopa

Ctrl-A, Home

Beginning of line

MepemelLaeT Kypcop Ha Ha4yano CTPOKM.
MpumeyaHue: kHonka Home paboTaeT He BO BCEX
COYETaHUSIX TWUMa TepMMHana u UCrob3yeMoro
KIMMEHTCKOTrO TEPMUHASIBHOTO MPUTOXKEHWSI.

Ctrl-B, <-

Back character

MepemelLaeT Kypcop Ha oaHY NO3ULMIO BIEBO

Ctrl-E, End

End of line

MepemellLaeT Kypcop B KOHEL, CTPOKMU.
MpumeyaHue: kHonka End paboTaeT He BO Bcex
CoYeTaHMAX TuUMNa TepMUHana n UCrnomnb3yeMoro
KMUEHTCKOro TEPMUHATNBHOTO MPUMOXKEHWS.

Ctrl-r, -> Forward character lMepemeLyaeT Kypcop Ha O4HY NO3MLMIO BNpaBo
Esc B Back word lMepemelyaeT Kypcop Ha OQHO CrOBO Ha3ag
Esc F Forward word lMepemeLlaeT Kypcop Ha OAHO CNOBO Brepes

Bbi30B noackasku

Ctrl-I, Tab

Auto complete

[lononHsieT koMaHAy, ecnm Ha4yano CTPOKK
O[HO3HAYHO onpenenseT BO3MOXHOE NPOLOIMKEHNE.

List possible
commands

Ecnu ? BBegeH 6e3 npobena - pacnevyatbiBaeT
KOMaHAbl, HA4YMHaLWNMEeCH TakK XXe Kak U BBeJeHHad
cTpoka

Ecnu ? BBeageH nocne npobena — pacnevaTbiBaeT BCe
BO3MOXHble AN5 AarnbHeNWero BBoAa KOMaHAb!

KomaHabl paboTbl ¢ uctopuen

Ctrl-P, 1 Previous BbI3blBaeT Ha akpaH npeablayliMe KoMaHabl, HauuHas
C nocnegHen sBeAeHHoON. [TOBTOPHbIN BBOA CMMBOMA
BbI3blBAET Oornee ctapble KOMaHabl.

Ctrl-N, | Next Bbi3biBaeT Ha akpaH bonee cBexune koMmaHabl nocrne
Bbl3oBa b6onee cTapbix komaHgon Ctrl-P nnm 1.

KomaHabl yaaneHus

Ctrl-H, Delete to the left YaanseTt cMMBOn cnesa OT Kypcopa

Delete,

Backspace

Ctrl-D Delete YpaanseTt cMMBOn HaZ KypcopoMm
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Cisco-like komaHAab!

Ctrl-K Delete line forward YpaansieT Bce CMMBOIbI OT Kypcopa A0 KOHLa CTPOKM
Ctrl-U, Ctrl-X | Delete line backword | YganseT Bce CUMBOSbI OT Kypcopa 4O Havara CTPOKM
Ctrl-w Delete previous word | YganseT cMMBOIbI OT Kypcopa A0 Havarna crosa
ESC D Delete next word YpansieT cMMBOnbl OT Kypcopa A0 KOHLa crnoBa
Mpeobpa3oBaHue bykB
ESC C Capitalize word lMpeobpasoBaTb OykBbLI OT Kypcopa A0 KOHLA CIoBa:
Ha4yaTb C NPONMCHOM BYyKBbI, OCTarnbHbIE€ CTPOYHbIE
ESC U Make word uppercase | Caoenatb Bce 6ykBbl OT Kypcopa [0 KOHLLa cnosa
NPONUCHBIMM
ESC L Make word lowercase | Coenatb Bce 6yKBbI OT Kypcopa [0 KOHLa crnosa
CTPOYHbIMYU
MepecTaHOBKa CUMBONOB
Ctrl-T Transpose MeHsieT mecTammn CUMBOS CreBa OT Kypcopa U
CUMBOJ Hafd KypcopoMm
BBoa HenevyaTHbIX CUMBOJIOB
Ctrl-v, Ignore editing Cnepylowun BeBegeHHbIV cumBon 6yaeT BOCNPUHAT
ESC O He Kak KoMaHAa pedakTUPOBaHKWS, a Kak 4acTb
BBOOUMOW MONb30BaTeNeM KOMaHapl.
3aBepLueHne BBoAa KOMaHAbI
Ctrl-J, Execute Beop komaHap!
Ctrl-M,
Enter
MoBTOPHbIN NOKa3 KOMaHAHOW CTPOKMU
Ctrl-I, Redisplay Line [MoBTOpHO NokasaTtb prompt u coaepXxmMmoe
KOMaHAHOW CTPOKU
Ctrl-R A P
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Cisco-like komaHAab!

KomaHabl, poactBeHHble Cisco Systems

Hwxe npuBeaeHo onucaHue komaHz, 6asnpyoLmMxcsa Ha aHanormyHblx komaHgax ot Cisco 10S.

PaboTtaloT ToNbKO Te KOMaHAbl, KOTOPbIE ONUCaHbI B 3TOM rMaee, ocTanbHble komaHapl Cisco 10S
UFHOPUPYIOTCS.

MakcumanbHaga anvHa BBogMMON KoMaHabl — 512 CMMBOOB U HE 3aBUCKUT OT HaCTpOEK TepMunHana.
I'IpM OOCTWXKEHUN SaHHOro 3HaYeHWs AanbHENLLNA BBOA KOMaHAbI 6n0K|/|pyeTcs=| (BO306HOBJ’IﬂeTCﬂ,
ecnu yoanntb Kakne-nnmbo n3 BBEOEHHbIX paHee CVIMBOJ'IOB).

HencTtBue cisco-like komaHg HauMHaeTCs TONMbKO NOCHe BbIXxOA4a U3 KOHUIypaLMOHHOIO pexuMa
koHconu. NMocne aToro npomcxoant koHBepTupoBaHue Cisco-like koHdurypauum B Native-
KOHdoMrypauuio 1 ee 3arpyska Ha wnio3 6esonacHocTn. cknioveHne coctaBnsatoT KoMaHabl
HacTpouku IP-mapwpyTtnsaumm n SNMP-TpanoB: ip route M snmp-server enable traps,a
npw 3agaHHOM KOMaHae snmp-server enable traps Takke snmp-server host M snmp-—
server trap-source. [1py 3agaHnm aTux KOMaHza cpasy xxe popMupyeTcs 1 3arpyxaetcs
MHKpeMeHTanbHasa KOHduUrypawuuma npu BKNIOYEHHOM PEXMME CUHXPOHMU3aLMM NONUTHUK.
MoppobHee cm.pasgen «KoHsepTop VPN nonutnku» B oTAENbHOM AOKymMeHTe «Llnto3
©e3onacHocTn CSP VPN Gate. MNpunoxeHuey.

MpenynpexaeHue: nNpu 3anyLieHHON cneumanM3npoBaHHoOM KOHCONN — cs_console, nepes
OCTaHOBKOW cepBuca vpngate HEOOXOAMMO BbINTU U3 KOHCOMNW, MHAYe KOHCOMb OKaXeTcs
HepaboToCnocoOHOW NpU BLIKIIOYEHHOM CEpBUICE.
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Cisco-like komaHAab!

KomaHpbl BXoAa B peXuMbl HaCTPOEK

configure terminal

[nsa Bxoaa B rnobanbHbl KOHUIYPALNOHHBIN PEXUM CUCTEMbI UCMOMb3YNTE KOMaHOy configure
terminal B NPUBUNErNMPOBAHHOM peEXUME.

CuHTakcuc configure terminal

OTa koMaHaa He umeeT apryMmeHToB 1Unn KInoyen.

Pexunmbl KomaHAabl EXEC privileged

PekomMeHAaLuu No UcnonbL30BaHUKO

WNcnonb3yinTe 3Ty KOMaHay Ans BxoAda B rnobanbHbIv KOHUrypauuoHHein pexnm. Cnegyet
NMOMHUTb, YTO KOMaHAbl B 3TOM pexume 6yayT 3anmcaHbl B hann AerCTBYIOLWEN KOHDUrypaumm
cpasy nocne BBoAa (Mcnonb3oBaHus knioven Enter nnu Carriage Return).

Mpu BxOAe B KOHOUTYPALIMOHHBIN PEXMM NMPOUCXOAUT CUHXPOHU3AUMS MNOMUTUK, ONMCaHHas B
pokymeHTe «LLnto3 6esonacHocTn CSP VPN Gate. MNpunoxeHuey.

Mocrne BBOoAa koMaHAdbl configure CUCTEMHAs CTPOKA U3MEHUTCA C <Router-name># Ha
<Router-name> (config) #, YTO NOKa3bIiBaET Nepexon B rnobanbHbIi KOHPUTYPALMOHHBLIN PEXNM.
[ns BbIxoAaa u3 rnobansHOro KOHMPUrypaLMoHHOIO pexnmMa 1 Bo3spaTta B NPUBUIErMpoBaHHbIN
EXEC pexum cnenyet BBECTM KOMaHAY end WK exit.

[ns Toro, 4To6bl yBUAETb CAENaHHbIE U3MEHEHMWS B KOH(UTYpaLmMK, NCMONb3yWTe KOMaH4y show
running-config B EXEC pexunme.

Mpumep

Hwxe npvBeneH npumep nepexoda B rnobanbHbIi KOHOUIYPALNOHHBIN PEXUM:
Router#configure terminal
Enter configuration commands, one per line.

Router (config) #

CSP VPN Gate
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Cisco-like komaHAab!

enable

[nga Bxoaa B npuBmnerMpoBaHHbin pexum EXEC nnv ans HeKoTopbiX APYrnMxX HACTPOEK YPOBHSA
3alWNTbl CUCTEMHBIM aAMUHUCTPATOPOM UCMONb3YNTE KOMaHOy enable.

CuHTakcuc enable

PeXnmbl KOMaHAbI EXEC

PekomeHOaUMM No MCNOJIb30BaHUK

Bxopn B npusunernpoBaHHbln pexnm EXEC nossonset ncnonb3oBatb NPUBUIErMpoBaHHbIE
KomaHabl. [10CKONbKY MHOMME U3 NPUBMUIErMpPoOBaHHLIX KOMaH yCTaHaBNUBAKT onepaunoHHbIe
napameTpbl, NPMBUIEIMPOBAHHbIV AOCTYN OOSMKEH ObITh 3alyuLLeH naponem, 4Tobbl NpegoTBpaTUTb
HenpaBoOMOYHOE MCMonb3oBaHMe. Ecnn cucTeMHbIn agMUHUCTPATOpP YCTaHOBMUIT Napofib KOMaHAOoM
rnobanbHOM HacTPOMKN enable password WM enable secret, 3TOT naponb 6yaeT y Bac
3anpoLleH Ao Toro, kak Bam ByaeT paspelueH gonyck K npusunernposaHHomy pexumy EXEC.
[Mapornb YyBCTBUTENEH K pErucTpy.

Ecnu ans Bxoga B npvBuIerMpoBaHHblii pexxum EXEC naponb He Gbin yCTaHOBIEH, TO B KOHCOJIb
MOXXHO OyaeT 3aiTV TONbKO NPUBUIErMPOBaHHLIM MOJSIb30BaTENsIM.

MNpumep

B nprBegeHHOM HUXe NpuMepe Norb3oBaTeNlb BXOAUT B NPUBUNIErMPOBaHHbIN PEXUM, BBOAS
KoMaHay enable 1 npeaobsaBnss naposb. [py BBoge naposb He nokasbiBaeTcs. [ocne aToro
kKomaHaown disable nonb3oBaTenb BbIXOAUT N3 NPUBUNEMMPOBAHHOMO peXxnma B NONb30BaTENbCKUi
pexum:

Router> enable
Password: <letmein>
Router# disable

Router>

CSP VPN Gate
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Cisco-like komaHAab!

KomaHpgb! BbIXxoga U3 peXXumoB HacTpoek

end

[nsa 3aBepLueHmsa ceccum KOHUIypPaLMOHHOIO pexxumMa 1 Bo3BpaTa B NPUBUNETNMPOBAHHbIV PEXUM
EXEC ncnonb3yite kKomaHay end B rnobanbHOM pexume.

CuHTakcuc end

OTa KoMaHAa He MeeT apryMeHTOB UMK KITHoYen.

3HayeHue No ymonyaHuo 3HaueHve No YMO4YaHuio OTCYTCTBYET.
Pexu1mbl KoMaHAabl Global configuration

PekomMeHAaLuu No UcnonbL30BaHUKO

KomaHga end no3BonsieT BEPHYTLCS B NPUBUIErMPOBaHHbIN pexum EXEC He3aBMCUMMO OT TOroO, B
KakoM KOH(pUrypaunmoHHOM pexmme Bbl HAXOOUTECH.

Mpu BbIxoae 13 rnobanbHOro KOHPUrypaLMOHHOIO pexuma, Npu He06X0AMMOCTN NPONCXoaNT
nonbITka KOHBEPTUPOBaHUSA KOHUIYpaLMKN N BCE CAENaHHble N3MEHEHWs BCTynatoT B cuny. lMpu
3TOM NPOVCXOAUT yAarneHne Bcex yCTaHOBMNEHHbIX paHee coeanHeHnn (IPsec n ISAKMP SA).

OTa koMaHAa MOXeT UCMNOoMb30BaTbCs B pPa3finyHbIX KOHd)VII'ypaLI,VIOHHbIX pexnmax.

VMcnonb3yinTte aTy KOMaHAy Koraa Bbl 3aKOHYMM onepauum No HacTpoKrke U xenaeTe BO3BPaATUTLCA
B pexxum EXEC ans BbINOSHEHNUS LWIAroB rno Bepudmnkawmm.

OTnnyme gaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

TONbKO nocrne BbIXOA4a W3 KOHMUIYpaLMOHHOIO pexuma npu HeobxoaMMoCTu npoucxoguT
norbITKa KOHBEPTUPOBAHUS KOHUrypaunm n BCTynawT B JENCTBUE U3MEHEHUS, MPOU3BEAEHHbIE
B KOH(purypaumu. McknioveHne cocTaBnsloT TONbKO HacTpovku IP-mappytusaumm n SNMP-
TpanoB: KOMaHabl ip route M snmp-server enable traps, a NpU 3agaHHON KOMaHAe
snmp-server enable traps W KOMaHAbl snmp-server host, snmp-server trap-
source. ( CMm. gokymeHT «LLUnto3 6e3onacHoctn CSP VPN Gate. MpunoxeHve».)

Mpumep
B npuBegeHHOM Npumepe koMaHaa end UCNOMb3YyeTCsa ANS BbIXO4a U3 pexuma HacTponkn Router.

Router# configure terminal

Router (config) # interface fastethernet 0/1
Router (config-if) # exit

Router (config) # end

Router#

CSP VPN Gate
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Cisco-like komaHAab!

exit (EXEC)

[ns 3aBepLueHnsi ceccmum paboTbl ¢ MNpoayKTOM UCMOMNb3yNTE KOMaHAY exit B NOb30BATENBCKOM
pexume EXEC .

CuHTakcuc exit

OTa KoMaHAa He MMeeT apryMeHTOB UMK KITHOYeN.

3HaYeHue No yMon4aHuro 3HayeHne No yMon4aHuio oTCyTCTBYET.
Pexumbl KOMaHObI EXEC

PekomMeHOaLuUu N0 UCMONb30OBAHUIO

Ncnonb3synTte komaHay exit B EXEC pexume Ans 3akpbitus ceccumn pabotol ¢ [pogykTom.

Mpumep

B npuBeneHHOM npumepe komaHaa exit (global) UCMONb3yeTcsl ANs BbIXOAA M3 rnobarnbHoro
KOH(UIypaLMOHHOIO pexxuma B NpuBUIerMpoBaHHbIi pexxum EXEC, 3aTem uUcnonb3yeTcs komaHaa
disable Ansa nepexoga B nonb3oBaTesnbCkuii pexxum EXEC 1 B kOHUE MCMoSb3yeTcsl koMaHaa
exit (EXEC) ANs BbIxoda U3 aKTUBHOM ceccum.

Router (config) # exit
Router# disable

Router> exit

CSP VPN Gate
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Cisco-like komaHAab!

exit (global)

[na Bbixoga 13 noboro KOHMUrypaLmMoHHOro pexnma ¢ nepexoom B 6onee BbICOKNA peXxnm
nepapxumn nHtepdgenca KomaHgHOM CTPOKM UCMONb3ynTe KOMaHAy exit B Nobon
KOH(UrypaLmMoHHON Moae.

CuHTakcuc exit

OTa KoMaHAa He MeeT apryMeHTOB UMK KITHOYEN.

3HayeHUe Mo yMonyaHuo 3HayeHne nNo yMon4aHuio OTCyTCTBYET.
Pexumbl kKOMaHabI Bce koHGuMrypaumoHHble pexmMbl

PekomMeHAaLuu no UcnonbL30BaHUKO

KomaHaa exit ucnosnb3yeTcs B MHTepgence KOMaHOHOM CTPOKM AN Nepexoaa 13 TEKYLLEro
KOMaHAHOro pexumMa B pexxuM 6oriee BbICOKOro YpOBHSI Mepapxum.

Hanpumep, npu BbINOMHEHUN KOMaHAbl exit U3 rMobanbHOro KOHMUIypaLMOHHOIO pexnma byaeT
npounsBefeH Nnepexo/ B NPUBUNErMpoBaHHbIi pexum EXEC. AHanormyHo NponssoauTcs nepexos 13
pexXumoB 3afaHHbIX KOMaHdaMu interface, ip access-list extended, crypto map B
rnobanbHbIN KOHPUIYPaALMOHHBIA PEXNUM.

Mpu BbIxoAe 13 rnmobanbHOro KOHMUIypaunoHHOTO pexunuma Bce CAeNaHHble U3MEHEHWS BCTYNaloT B
cuny. [Npy 3TOM NPOMCXOANT yaaneHne BCex YCTaHOBIEHHbIX paHee coeamHeHun (IPsec n ISAKMP
SA).

OTnnyme gaHHOM KOMaHAbl OT NogaooHon komaHabl Cisco |10S:

TOMbKO MNOCre BbIXoAa M3 KOHMUrypauuoOHHOro pexuma BCTynawT B AeWCTBUE WU3MEHEHWs,
npousBefeHHble B  KOHdurypaumn. WckniodeHne CcocTaBnslT TOMbKO  HAcTpouku  IP-
Mapuwpytusauun 1 SNMP-TpanoB: KoMaHdbl ip route M snmp-server enable traps, a
npu 3aJaHHOW KOMaHAe snmp-server enable traps WM KOMaHgbl snmp-server host,
snmp-server trap-source. (CM. pgokymeHT «lUn3 6GesonacHoctn CSP VPN Gate.
MpunoxeHuney.)

Mpumep

lMprBeaeHHbIN HUXe NpUMep AEMOHCTPUPYET Nepexos 13 pexrma HacTpomkM interface B
rno6anbHbIN KOHPUIYPaALMOHHBIA PEXNM:

Router (config-if) # exit

Router (config) #

CSP VPN Gate
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Cisco-like komaHAab!

disable

KomaHga disable ncnonb3yeTtcs Ang Bbixoda 13 npusunernposaHHoro pexunma EXEC n nepexoaa
B Nosib3oBaTenbCknin pexxum EXEC.

CuHTakcuc disable
3HayeHue No yMOos4aHuio Bbixoa B nonb3oBatenbckuin EXEC pexunm.
Pexunmbl KomaHAabl EXEC privileged

PekomeHOaLMM No MCNOJIb30BaHUK

C nomoLLbio KOMaHabl disable MOXHO OCYLLECTBUTb Nepexon B nonb3oBaTensckuin pexum EXEC.

Mpumep

MprBeOEHHBIN HKE NPUMEP OEMOHCTPUPYET BbIXOA U3 MPUBUNETNMPOBAHHOIO pexnmMa B
nonb3oBaTtenibckun EXEC pexum;

Router> enable
Password: <letmein>
Router# disable

Router>
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Cisco-like komaHAab!

KomaHab! BbiBOAa MHpopmaummn (MHhopMaLMOHHbIe
KOMaHAbl)

show version

KomaHpa show version peanusoBaHa ans obecneyenuns coemectumoctu ¢ Cisco VMS. Ee BbiBOg
amynupyeT coobuieHus Cisco IOS o mogenu annapatHon nnaTtopMbl U BEPCUN NPOrpamMMHOro

obecneyeHus.

CuHTakcuc show version [| include {line to include}]
include mMoandukatop unbTpauumn BeiBoaa

line to_include BbIBOOMMAs CTPOKa AOMMKHA coaep)KaTb 3TOT apryMeHT
PeXumbl KOMaHAbI EXEC, EXEC privilege

PekomeHaaLMmM No UCNOJIb30BaHUKD

[aHHas komaHga ucnonb3dyeTcs Ans nonyYyeHns nHdopmaumm o KoHurypauuy annapaTtHon un
nporpamMmmHon nnatgopmM.

Ans BbIBOA@ CTPOK, KOTOPbIE COAEPXKaT yKa3aHHbIN apryMeHT line to include, UCMONb3yNTE
KomaHay B criegytoliem Buge:

show version | include {line_ to_ include}

roe | - obazaTenbHbIN CUMBOM, a He 3HaK «unuy». MNocne cumBona | 06A3aTenbHO JOMKEH
cneposatb npoben, nHave komaHga byget ownboyHON.

OTnnyme gaHHOM KOMaHAbl OT Noao6Hon komMaHabl Cisco 10S:

e nepBas CTpoka BbiBoAa oTcytcTByeT y Cisco. [IBe nocneaytoLime CTpOkU NpUCYTCTBYHOT B
BbIBOAE KOMaHAbl show run B Cisco |OS, HO BbIBOAATCS U ApYyrMe CTPOKM.

e BKOMaHAe show version AONOMHUTENbHbIE MOAMMUKATOPLI, KPOME OUNbTPaLUN BbIBOAA
include, He gonyckatoTcs, B otnnyme ot Cisco |10S

e npoBsepsieTcs NpsiMoe BXoXdeHne line to include B BbiBoAUMOW cTpoke. B Cisco I0S
nposepsieTcd regular expression.

[na nonyvyeHusa nHgopmaumm o KoHuUrypaumm annapaTtHon U NnporpaMMHon nnatopm n3
KOHgbu2ypayuoHHOZ0 pexuma Ucnonb3yetcd komaHaa do show version.

MNpumep

MpvBeOeHHbIN HUXKE NpUMep coaepXXuUT MHAopMaLMIO, KOTopasi BbIBOAMTCSA MPU BbINONTHEHNUM
KOMaHapbl show version Npy HanNMYMK 3aperucTPMPOBAHHON NULEH3UM Ha NPOAYKT:

Router#show version

CSP VPN GATE1000 build 3.1.xxxx. Emulates:
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Cisco-like komaHAab!

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version
12.4(13a), RELEASE SOFTWARE (fcl)

Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.

[Mpn OTCYTCTBMM 3aperncTpmpoBaHHON NULIEH3UMU BbIBOA KOMaHAbl show version CReayloLuii:
CSP VPN GATE build 3.1.xxxx (no valid license). Emulates:

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version
12.4(13a), RELEASE SOFTWARE (fcl)

Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.
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Cisco-like komaHAab!

show version csp

[na BbiBOAa nHdopmaLmMm o Bepcun nporpammHoro obecneveHms CSP VPN Gate, Tune n Homepe
cbopku ncnonb3ynTe kKOMaHay show version csp.

CuHTakcuc show version csp

OTa KoMaHAa He MeeT apryMeHTOB UMW KITtoven.
Pexu1mbl KoMaHAabl EXEC, EXEC privilege

PekomeHOaLMM No MCNOJIb30BaHUK

[aHHasa komaHaa ncnonbayeTcsa Ans nonydeHna nHgpopmaumm o MNMpogykte CSP VPN Gate.
AHanornyHom komaHabl B Cisco 1OS He cyllecTByeT.

Ecnu B npoaykTe 3apernctpmMpoBaHa npasuiibHas nNyueHsus, To No KOMaHAe BblAaeTcs creytoLwas
WHopmaums:

CSP VPN <product—type> build 3.1.xxxx,

roe <product—type> — TMn npogykTa u3 nuuensun (GATEL00, ,,,).
Ecnu B npoaykTe He 3apernctpMpoBaHa nuueH3ns, To N0 KOMaH4e BblAAETCS CrieaytoLmn TEKCT:
CSP VPN GATE build 3.1.xxxx (no valid license).

[nsi KoMaHabl show version csp OTCYTCTBYeT BO3MOXHOCTb ounbTpauum BeiBoga
(moamdumkaTop include).

OTnunyme gaHHOM KOMaHAbl OT Noao6bHon komMmaHabl Cisco |0S:

KoMaHga show version csp oTcyTtcTByeT Yy Cisco.

[nsa BbiBOAa MHgopmaLmm o Bepcun nporpammHoro obecneveHmnss CSP VPN Gate, Tune n Homepe
cbopKkM UCnonb3ynTe KOMaHAy U3 KoHgu2ypayUuoHHO20 pexuma Ncnonb3yetca komaHaa do show
version csp.

Mpumep

MprBeAEHHbIN HUXKE NPUMEP COAEPKUT UHAOPMaLINIO, KOTOpas BbIBOAUTCS NPW BbIMOSIHEHUN
KOMaHabl show version csp:

Router> show version csp

CSP VPN Gate 1000 build 3.1.7539
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show privilege

KomaHga show privilege oOTOGpaxaeT TEKYLUIA YpOBEHb NPUBUIIENNIA NOMb30BaTEeNS.

CuHTakcuc show privilege
3HayeHue N0 YMONYaHUKo 3HayeHne no yMonyaHuio OTCYTCTBYeET.
Pexunmbl KoMaHAabl EXEC, EXEC privilege

PekomeHOaLMM No MCNOJIb30BaHUK

C nomoLLbto KOMaHAbl show privilege MOXHO NOCMOTPETL TEKYLUNA YPOBEHb NPUBUIETNIA.

B pesynbTaTe BbINOMHEHUS KOMaHObl show privilege oToGpaxkaeTcs cTpoka:
Current privilege level is <n>,
roe <n> TeKyLWA ypoBEHb NPUBUMETUIA.

Mpumeyvanue: MNpu Bxoae B €S_console nonb3oBartens, npucytcreytowero B Cisco-like
KOHMrypauum 1 MMeoLLIEro ypoBeEHb NMPUBUETUIA OTAIMYHBIN OT MakcumarnbeHoro (15), B kadecTse
TEKYLLLEro YpOBHS NpuBmUerni BbictaBnseTca aHavyeHme ns Cisco-like KoHurypaumm ans atoro
nonb3oBaTtens. ATOT ypoBeHb byaeT coxpaHATbCA, Noka nosnb3oBatens byaet HaxoauTecs B EXEC-
peXxvmMme KOHCOMMW.

B npuBunernpoBaHHOM pexxume TEKYLLNA ypoBeHb npusunernii scerga 15. MNMpu Bbixoge 13
npvBunerMpoBaHHoro pexmma B EXEC pexum no komaHge disable, TEKYLLNA YPOBEHb
npyBuUnerMn yctaHaBnuBaeTcs B 3HadeHue 1.

KomaHoa do show privilege NO3BONSAET yBUAETb TEKYLUMIA YPOBEHL NPUBUMErUIA U3
KOHGbu2ypayuoOHHO20 pexuma.
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show load-message

[ns BbiBOAA MHDOpMaUmMK 0 paboTe KOHBEPTOPa UCMONb3yiTe KOMaHAy show load-message.

CuHTakcuc show load-message

OTa KoMaHAa He MeeT apryMeHTOB UMK KITHOYen.

Pexxnmbl KOMaHAbl EXEC privilege

PekomeHOaUMM No MCNOJIb30BaHUK

Mcnonb3oBaTb 3Ty KOMaHAy UMEET CMbICIT TOSNbKO MOCIE BbIX0Aa U3 KOH(PUTYpPaLMOHHOIO pexnmMa,
T.e Mnocre 3aBepLueHnst paboTbl KOHBEpTOpa KOHUIypaumu.

B cnyyae, ecnu HacTpolika KoHdurypauum 6bina HeycneLwwHon (3aBepLUmMIioch C oWNBKON), KoMaHaa
show load-message BblAacT AeTannanpoBaHHoe cooblieHne o6 owmnbke.

Ecnu HacTpolika KoHurypauum 3aBepLUnnoch YCNeELLHO, HO C NpeaynpexaeHnsamMn — KoMaHaa
nokaxeT BCe NpeaynpexaeHus, KoTopble Obinun BblAaHbl KOHBEPTOPOM.

Ecnu HacTpolika koHurypaumm saBepLUnnock 6e3 omnbokK 1 NpeaynpexneHnii — koMaHaa He
BblJACT HUYero.

Bce coobueHus, KOTOpble MOXET BblaTb KOMaHAa, TakKe BblJaloTCA KOHBEPTOPOM B J10I BO BpEMA
KOHBEPTUPOBAHUA.

OTnunyme gaHHOM KOMaHAbl OT Nnoao6Hon komMaHabl Cisco |0S:

KOomMaHaa show load-message oTcyTcTBYeT y Cisco.

Mpumep

MprBeAEHHbIN HUXKE NPUMEP COAEPKUT MHGOPMALNIO, KOTOpas BbIBOAUTCS NPU BbIMONHEHUN
KOMaHAbl show load-message:

Routerf#show load-message

Crypto map(s) "cmap 10" contain transform sets with different
encapsulation modes.

Tunnel mode is used.
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show running-config

KomaHga show running-config UCNONb3yeTcst AN BbIBOAA HA 3KpaH 3arpy>KeHHON
KOHpurypaumm.

CuHTakcuc show running-config [| include {line to include}]

| include {line to include} mMoaudukaTop puUnbTpaumm BbIBOAA.

AnbTepHaTUBHbLIA CUHTaKCUC write terminal
Pexnmbl KOMaHAbI EXEC privilege
3HavyeHue No yMonyYaHuLo 3HayeHne No yMOn4aHuio OTCYTCTBYET.

PekomMeHaaLuu no UcnonbL30BaHUKO

[ns npocMoTpa NOMHOro TeKCTa 3arpyeHHOW NONUTMKN 6e30MacHOCTU NCMOMb3yNTe KOMaHay show
running-config

[nsi BbIBOAA CTPOK TEKCTA NOMUTMKM 6e30MacHOCTU, KOTOpbIE COAEPXKAT YKa3aHHbI aprymMmeHT
line to_include, MCMOMb3yWATE KOMaHAY B CreayoLLemM BUae:

show running-config | include {line to include}

raoe | - obsasaTenbHbI CUMBON, @ HE 3HaK «Mnuy. [locne cumBona | obdA3aTenbHO JOMKEH
cneposatb npoben, nHave komaHga 6yget ownboyHON.

B komaHOe write terminal moauMdukaTop UNLTpaLMM BbiBOAA 3a4aBaTh HEMb3s.

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |10S:

e BKOMaHAe show running-config QONOMHUTENMbHbIE MOANMUKATOPBI, KPOME unbTpaLun
BblBOAa include, He gonyckatotcs, B otnnyune ot Cisco 10S

e MpoBepsieTcs NPsIMoe BXOXAdeHne line to include B BbiBoAUMON cTpoke. B Cisco 10S
nposepsieTca regular expression.

,D,J'Iﬂ NMPOCMOTpPa TeKCTa 3arpy>|<eHH017| nonuTnkn 6e3onacHoCTn B KOHd)UaypauUOHHOM pexume
ucnonb3dynte kKomaHay do show running-config.

Mpumep

Router# show running-config

Building configuration...

interface FastEthernet0/0
ip address 10.0.21.100 255.255.0.0
crypto map fat

interface FastEthernet0/1
ip address 192.168.15.10 255.255.255.0

end
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show terminal

KomaHga show terminal NCNoJib3yeTcd NpoOCMOTpPa HaCTpOeK TepMuHana.

CuHTakcuc show terminal
PeXnmbl KOMaHAbI EXEC
3HaYeHue No yMon4aHuro 3HayeHne No yMon4aHuio oTCyTCTBYET.

PekomeHOaLMM No MCNOJIb30BaHUK

I'Ip|/| BbINOJIHEHUN KOMaHAbl Show terminal BbIBOAUTCA TOJIbKO OAHA CTpOKa:

Length: <length> lines, Width: <width> columns

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |0S:

AaHHasi komaHnga B Cisco 10S BblgaeTt 6onblue nHdbopmMaumm.
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show ip route

KomaHga show ip route BbIBOAWUT COAepXunMoe Tabnuubl MapLupyTusauun.
CuHTakcuc show ip route

Pexxnmbl KOMaHAbl EXEC privilege

PekomeHOaLMM No MCNOJIb30BaHUK

[aHHasa komaHaa NCcnonb3yeTcd and 0T06pa)KEHVI$-| TeKyLlero CoCtoAaHunA Tabnuubl MapLlpyTtulagun.

[aHHasa KomaHga nokasbiBaeT TONbko MapLpyThl connected (“C”) u ctatuveckumii (“S”). MappyThl,
3apaHHble no npoTtokonaM RIP unu OSPF, 6yayT nokasaHbl Kak CTaTU4eckme.

Pasgen “Codes” (BbiBOg NnereHapl) CooepXXuUT onMcaHue n Apyrux, peanbHO HENCNOMb3yeMblX TUMOB
MapLIpyToB. OTOT BbIBOA caenaH aHanornyHeiM Cisco IOS ans nogaepxaHnsi COBMECTUMOCTU C
npoaykTamm MoHUTOpUWHra u ynpasneHus Cisco (Hanpumep, Cisco MARS).

Mpw BbINONHEHUN KOMaHAbl HE NMOKa3bIBATCSH MapLUPYThI:

e €Cnn B CUCTEME MPUCYTCTBYET MapLLPYT Yepes3 MHTepPdENC, KOTOPLIN HE 3apErMcTPUPOBaH B
npoaykTe, To 3TOT MapLUPYT He NOKa3biBaeTCA

e eCnu CyllecTByeT MapLIpyT Yyepes nHtepdenc, KOTOpbIn 3aperncTpMpoBaH B NPOAYKTE U
KOTOPOMY COOTBETCTBYIOT HECKONBbKO (hN3NHECKUX UHTEPEENCOB, TO TAKOW MapLUPYT He
nokasbiBaeTcs. Hanpumep, “wan”.

Mpumep BbiBOAA KOMaHAbI

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS
level-2

ia - IS-IS inter area, * - candidate default, U - per-user static
route

o - ODR, P - periodic downloaded static route

Gateway of last resort is 10.1.1.1 to network 0.0.0.0

1.0.0.0/32 is subnetted, 4 subnets
S 1.2.3.4 [1/0] via 10.2.2.2
[1/0] via 10.3.3.3

is directly connected, FastEthernet0/0

S 1.2.3.5 is directly connected, FastEthernet0/0
S 1.2.3.6 [1/0] via 10.2.2.2
S 1.2.3.7 [1/0] via 10.2.2.2

174.0.0.0/16 is variably subnetted, 3 subnets, 2 masks
S 174.0.0.0/24 [1/0] via 10.3.3.3
S 174.0.1.0/24 [1/0] via 10.3.3.3
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S 174.0.0.0/19 [1/0] via 10.3.3.3
¢ 192.168.111.0/24 is directly connected, FastEthernetl/0
S 181.111.0.0/16 [1/0] via 10.3.3.3

is directly connected, FastEthernet0/0
10.0.0.0/16 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, FastEthernet0/0
S 172.0.0.0/8 [1/0] via 10.3.3.3
Sk 0.0.0.0/0 [1/0] via 10.1.1.1

MpaBuna hopmupoBaHMA Tabnuubl MapLpyTusaumm (aHanorm4vHbl Cisco 10S, 3a
VCKITIOYEHMEM clyYaeB, OTMEYEeHHbIX cneuvanbHo):

1. B kavectBe «LUM03a NocrnegHen Hagexabl» (TepMUH 3aumcTBoBaH 13 gokymeHTauum Cisco 10S
— LUMKO3 NOo yMon4YaHuto) bepetcs mapuwpyT go noacetn 0.0.0.0/0:

€CInv TaKoW MapLUpyT OTCYTCTBYET, To nueTcs dpasa: Gateway of last resort is not set.

mapLpyT noacety Buga 0.0.0.0/x, roe x > 0, 3a «LW03 NOCNeAHEN HaaeXabl» He
npusHaeTcs

norvika Belbopa «Lmo3a nocrneaHen Hagexabl» aHanornyHa Cisco 10S ¢ Tem oTnnymnem,
yT0 B Cisco |0S cyuiecTByoT 1 Apyrne cnocobbl 3agaHus - ¢ MOMOLLbIO KOMaHA ip
default-gateway wn ip default-network

ecnu mapwpyT go nogcetun 0.0.0.0/0 3agaH Yepes nHTepdelic, To BbiaaeTcs dpasa:
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

€CInu CyLLEeCTBYIOT Heckonbko mapwpyTos Ao nogcetu 0.0.0.0/0, To B kayecTBe «LUNt03a
nocnegHen Hagexabl» BoibupaeTcsa nepsbi U3 HUX

3anuch B Tabnuue MapLupyTa «LWno3 nocneaHei Haaexabl» NoMedYaeTcs 3Be3404KON.

2. ®opmMmupoBaHVe 3anucy Tabnuubl MapLIpyTU3aLMU:

TN 3anucy hopMupyeTcs cneayowmm obpasom:

® eCnv MapLUpyT nponucaH Yyepes nHtepdenc, npudem noaceTb chopMmpoBaHa
agpecom Ha uHTepdence (a He cneumanbHON KOMaHAOoW MapLUpyTU3aumm), To
nuweTca Tun “C”

e BO BCEX OCTarbHbIX Cy4asXx, BKMoYasi MapLUpyT, SBHO NPOMUCaHHLIN Yepes
WHTepdenc, nuwetea Tnn “S”

agpec odepenHomn NoaceTn COOTHOCUTCS € Knaccamum ceTten “A”, “B” n “C”:
e MapLIpyTbl MMLIYTCSA B BUAE OTAENbHbIX 3anucen (He rpynnupyroTcst) B Cnyyasax:

e noaceTu, Gonee LIMPOKME, YeM npeanonaraemblit X Knacc (Hanpumep,
172.0.0.0/8)

e agpeca Buga 0.0.0.0/x
e ajgpeca, He npuHagnexaiume k knaccam “A”, “B” unu “C”

e nopcetu, bonee y3kue, YeM npegnonaraembli nx knacc (Hanpumep, 10.0.0.0/16),
0bs13aTENBHO NOMEYaTCA Kak “Subnetted” U, Npn HEOOXOAUMOCTU, TPYNNUPYIOTCSA
HECKONbKO NoaceTen BMecTe

e nopceTu, coBnagaroLyme ¢ krnaccom (Hanpumep, 192.168.111.0/24), BkntovatoTcs B
rpynny “Subnetted”, ecnv B Hel NpUCYTCTBYIOT bonee y3kme noacetu. Ecnu 6onee
y3KMX NoAceTel HeT, noaceTu, coBnajaroLime C KrnaccoMm, NUWYyTCs B BUAE
OTAENbHOW 3anucu.

3. [pynnupoBaHue 3anucen B criydae CoOBMageHUa Macok noaceTen:

BHa4ane nuwieTcd CTpoka Buaa:
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class-ip/mask-postfix is subnetted, N subnets
roe

class-ip IP-agpec ¢ HanoXeHHOW Ha Hero Mackom KnaccoBow noaceTu (He
nytatb ¢ obwen aAns AgaHHbIX nogceten mackomn!!!)

mask-postfix 06Llaa ANA AaHHbIX NoAceTen Macka

N KONM4YecTBO noaceTen B AaHHON rpynne.

Hanpumep, ana sanucen Buga 1.2 .x.0/24 6yaet HanucaHo:

1.0.0.0/24 is subnetted, <N> subnets

e B 3anucsax, NpMHagnexalmx K 3Tol rpynne, NuLyTcs Tonbko IP-agpeca 6e3 macok.

4, T[pynnupoBaHuWe 3anuceit B criyyae pasHbIX Macok NOACeTeil:

e BHa4ane nuweTcd CTpoKa Bunaa:

class-ip/class-mask-postfix is variably subnetted, N subnets, M
masks

roe
class-ip IP-agpec ¢ HanoXeHHOW Ha Hero MacKkow KnaccoBOW NOACEeTH

class-mask-postfix KnaccoBas Macka

N KONMMYeCTBO NnoaceTen B AaHHON rpynne
M KONMMYEeCTBO MacoOK NoACEeTEN B JaHHOW rpynne.
Mpumep:

174.0.0.0/16 is variably subnetted, 3 subnets, 2 masks
e B 3anucsx, NpuHagnexalumx K aTon rpynne, nuwytcst IP-agpeca ¢ mackamu.
5. [pynnupoBaHue 3anuceit B criyyae 0AMHaKoBbIX aapecoB:

e repBasi CTpoKa NULLIETCS MOSHOCTbIO, BKIOYas TUN 3anucy, aapecHyto MHdopMauuto 1
ykasaHue yepes gateway unm nHtepdeiic nuweTcs MapLupyT

e BO BTOPOW M MOCNEAYLINX CTPOKaXx - TUMN 3an1cu 1 agpecHasi MHOopPMaLMs ONnycKarTCs

e ecnv ang AaHHOro agpeca NpPUCYTCTBYIOT MapLUpyThl Kak Yepe3 uHTepdencsl, Tak 1
gateways, TO cHa4ana nUWyTca MapLpyThl Yepes3 gateways, a noToM — 4yepes
MHTepdEeNChI.

6. [ns 3anucen Tuna “S” B kBaapaTHbIX ckobkax nuweTcst HhopMauusi, cBsi3aHHasi C METPUKON
MapLupyTa, B BUAE:

[metric/0]
MapameTp metric 3aBUCKT OT onepauMoOHHON CUCTEMbI:
e OC Solaris: napameTp Bcerga paseH 1
e OC Linux:
® eCcnv cucTteMHasa meTpuka MaplipyTta pasHa 0, To BblgaeTcs 1
e B NPOTMBHOM Crlyyae - BblJaeTcs 3HaYeHne CUCTEMHON METPUKM

[Ons mapwpyToB, 3agaHHbIX B KOHCOMW C MOMOLLBD KOMaHAdbl ip route, BCerga BblgaeTcs
MeTpuKa B Bnae [1/0]. Takoe nosegeHmne aHanormn4yHo Cisco I10S, npu ycrnosmun UCnosnb3oBaHNA
napameTpa administrative distance Mo yMOn4yaHuio.
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OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

NPUCYTCTBYET TOJ1bKO yKaSaHHbII7I BapnaHT KOMaHAbl, B OTSIN4NE OT Cisco I0OS, raoe MoryT
NPUCyTCTBOBATb AOMOJIHUTESIbHbIE NapaMeTpbl

nokasbiBaeT Tonbko connected (“C”) u ctatnyeckun (“S”) mapLupyThbl

napameTp, CBA3aHHbIA C METPMKON MapLUpyTa MMeeT Bug [metric/0], a B Cisco 10S -
[administrative-distance/metric]
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show crypto isakmp policy

KomaHga show crypto isakmp policy WMCNonb3yeTcs Ans BbiBOAa Ha akpaH ISAKMP

NOMUTUKN.

CuHTakcuc show crypto isakmp policy

3HavyeHue No yMonyaHuio 3Ha4eHne No yMmon4aHuio OTCyTCTBYET.
Pexunmbl KomaHAabl EXEC privilege

PekomeHOaLMM No MCNOJIb30BaHUK

[na npocmoTpa B KOHurypaumm tTekcta nonutukn ISAKMP.
Mpwn oTcyTcTBUM B KOHGUrypaumm nonntnkn ISAKMP BbiIBOAUTCA cnegytoLlee:
Global IKE policy.

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |0S:

npu BeoiBoge ISAKMP nonutuku He nokasbiBaeTca Default protection suite B cuny oTcyTcTBuS.

Mpumep
Mpumep BbIBOAA Ha 3KpaH nonuTukM ISAKMP:

Protection suite of priority 10

encryption algorithm: DES - Data Encryption Standard (56 bit
keys) .

hash algorithm: Message Digest 5

authentication method: Pre-Shared Key

Oakley group: VKO GOST R 34.10-2001

lifetime: 86400 seconds, no volume limit
Protection suite of priority 20

encryption algorithm: Three key triple DES

hash algorithm: Secure Hash Standard

authentication method: Rivest-Shamir-Adleman Signature

Diffie-Hellman group: #1 (768 bit)

lifetime: 10000 seconds, no volume limit
Protection suite of priority 30

encryption algorithm: AES - Advanced Encryption Standard (192
bit keys).

hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit

CSP VPN Gate Copyright © S-Terra CSP 2003 -2011 31



Cisco-like komaHAab!

KoMaHAabl HacCTpOWKM TepMMHana

terminal width

KomaHga terminal width yCTaHaBJMBaeT YMCI10 CUMBOJIbHbIX ctonbuoB 9KpaHa TepMunHana B
TeKyu.l,eﬁ ceccun. Bninsiet Ha CKPOJUTIMHI OJTMHHBIX KOMaHA.

[ns yCcTaHOBKM LUMPWHBI TEPMUHANA MO YMOMYaHUIO UCTONb3yeTcst KoMaHaa terminal no width.

CuHTakcuc terminal width {characters}

characters KOMNMNYeCTBO CMMBOIbHbIX CTON6LOoB TepMmunHana — ot 0 go 512.
PeXxnmbl KOMaHAbI EXEC

3Ha4yeHue No YMONYaHUKo 3Ha4yeHne No ymMonyaHuo 3aBUCUT OT pexnma padoTbl:

ecnm B TepMI/IHaJ'IbHOVI ceccmn  MOXHO NOoNy4YUuTb
LWMPpUHY TepMWUHana, TO BbICTaBnAeTCA nony4vyeHHaa
LnpnHa TepmMmnHana

€CnnM He ypaeTcs MNonyyYuTb LUMPUHY TepMuHana, To
yCTaHaBnmBaeTcd 3HavyeHne 511.

PekomMeHAaLuu No UcnonbL30BaHUKO

[aHHasa komaHaa NCNosnb3yeTcd, eClin 3Ha4yeHne no ymosrn4aHnio He COOTBETCTBYET FIOTpe6HOCTFIM.

B 3aBucumocTn ot OC pasnuyaeTcsi peakums Ha U3MEHeHVe pasMepoB TepMUHana (MoXHO
HabnoaaTb NEPepPUCOBKY CTPOKU NP M3MEHEHWU LUMPUHBLI TEPMUHANa, eClN HaYaTb BBOAUTb OYEHb
ANVHHYIO CTPOKY, MHULUUPYIOLLLYIO CKPOISIVHT):

e B OC Solaris: HemeaneHHas nepeprcoBKa CTPOKK

e B OC Linux: nepepunucoBKka CTPOKK NPONCXOOUT TOJIbKO nocrie BBoA4a crneayrwero CMuMBona
NInn HaxxatuA ynpaBnmou.l,eVl KnaBuLlin.

PasmMepbl TepMuHana, BbiCTaBMeHHbIE C MOMOLLbIO KOMaHA terminal width / terminal
length, sBNSOTCS Goree NpUOPUTETHLIMU, YEM Pa3Mepbl, NOMYYEHHbIE MHBIM CMIOCOGOM:

€CInun 3aaHbl AaHHble KOMaHAbl, TO OHM OTKIYaKT peakumio Ha U3MEHEHNE pa3MepoB
TepMUHanbHOro okHa (CM. pasgen “UHTepderic noneb3oBartens”).

KomaHgpbl terminal width M terminal length Takke BbICTaBMAOT pasmep TepMuHana ans
nporpamm, 3anyCkaembiX C MNOMOLLUbK KOMaHAbl run. Ecnu BbicTaBneH.l HeCTaHAapTHbIE pa3Mephl,
TO 3TO MOXET NPMUBECTU K npo6nemaM B pa60Te TEPMUHAIbHbIX I'IpVIJ'IO)KGHVIVI.

OTnnyme AaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

3HaveHue WnpuHbI TepMUHana no ymonyaxuio B Cisco 10S pasHo 80.

MNpumep
MpuBeaeHHbIN HKe NpUMep BbiCTaBnseT WnpuHy TepmuHana 130 cMMBOMBHbBIX CTONGLOB.
Routerf#terminal width 130
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terminal length

KomaHga terminal length yCTaHaBnNMBAET YMCIIO CTPOK KpaHa TEpMUHanNa B TEKYLLEN CeCCuMm.
Bnuset Ha nay3bl Npy ANWHHOM BbIBOAE (Hanpumep, KOMaHabl show running-config).

BbicTaBuTb 4ncno CTPOK TepMuHasna rno ymosi4aHuno MOXHO KOMaHAoM terminal no length.

CuHTakcuc terminal length {screen-length}

screen-length KONMNYECTBO CMMBOJTbHBIX CTPOK TepMuHarna — oT 0 go 512. 3HaveHue 0
UMeeT cneumanbHbIi CMbICIT — OTCYTCTBYHOT May3bl NPy ANMHHOM BbIBOAE
Ha 3KpaH.

Pexumbl kKOMaHObI EXEC

3HayeHue Mo yMonyaHuo 3HayeHne No yMonyaHuo 3aBUCUT OT pexmma paboTbl:

ecnm B TepMI/IHaJ'IbHOVI ceccmn  MOXHO NOJNyYUuTb
KONMM4eCTBO CTPOK TepMuHana, TO BbICTaBNnAeTCA
nony4yeHHoe KoJmm4ecTBO CTPOK TepMUHana,

eClnin He nony4yaeTcAa noNny4dYnTb KONn4eCTBO CTPOK
TepMuHana, To ycCtaHaBnMBaeTCA 3Ha4YeHne 0.

PekomMmeHAaLuu no UcnonbL30BaHUKO

KomaHga faet BO3MOXHOCTb M3BMEHUTb KOSIMYECTBO 0To6pa>|<aeMb|x CTPOK npwu BbiIBOAE U
3anpeTnTb Bblaa4vy I/IHCbOpMaLI,VIVI NO3KPaHHO Npn MHOro3KpaHHOM BbiBOAE.

Pa3mMepbl TepMuHana, BbiCTaBMeHHbIE C MOMOLLbIO KOMaH terminal width / terminal
length, sBNSOTCS Goree NpUOPUTETHLIMU, YEM pPa3Mepbl, NOMYYEHHbIE MHBIM CMIOCOBOM:

€eCnn 3afaHbl JaHHble KOMaHAbl, TO OHW OTKMYalT peakuuMio Ha M3MEHeHMEe pa3MepoB
TepMUHarnbHOro okHa (cM. pasgen “UHTepdperic nonb3oBatens”).

KomaHgpbl terminal width m terminal length Takxe BbICTaBMSAT pa3mep TepMuHana ans
nporpamm, 3anyCkaemMbiX C MNOMOLLUbK KOMaHObl run. Ecnu BbicTaBneH.l HeCTaHAapTHbIE pa3Mephl,
TO 3TO MOXET NPMUBECTU K npo6nemaM B pa60Te TEPMUHAIbHbIX I'IpVIJ'IO)KGHVIVI.

OTnnyme AaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

3HaveHue AnvHbl TepMUHana no ymonydanuio B Cisco IOS pasHo 24.

MNpumep

MpvBeAeHHbIR HUXE NpUMeEp BbICTaBNsieT ANMHY TepMuHana 0, 3anpelyas naysbl npu
MHOrO3KpaHHOM BbIBOAE.

Routerfterminal length 0
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KoMaHabl BbI30Ba CUCTEMHbIX KOMaHA U CUCTEMHbIE
KOMaHabl

run

KomaHga run No3BONSAeT BbIMOMHATL KOMaHAbl OﬂepaLlVIOHHOVI cuctembl ns CLI.

CuHTakcuc run {command}

command KoMaHZa, npeaHasHavyeHHas Ans BbiNONHEHUS KOMaHAHbIM
MHTepnpeTaTopoM. [Ins Wnto3a Ucnonb3yeTcsi KOMaHAHbIA UHTepnpeTaTop
sh, KOTOpPbIN 3anyckaeTcs B Aupektopun MNpoaykta nog Tem xe
rnonb3oBaTenem, Nog KOTOpbIM 3anyLeHa KOHCOTb.

3HayeHue Mo yMonyaHuo 3HaueHune no YMOJT4aHNIO OTCYTCTBYET

PeXumbl KOMaHAbI EXEC privilege

PekomeHaaLMmM No UCNosib30BaHUK

[aHHasi KoMmaHga npefHasHadeHa Ans BbINOSIHEHMS KOMaHL OnepaLyMoHHON CUCTEMBI, a Takke ANns
3anycka ytunut lNpoaykTa, onucaHHbIX B OKyMeHTe «CneumannanpoBaHHble KOMaHabl». BbiBog
KOMaHAbl nepeaaeTcs Ha akpaH 6e3 N3MeHeHus1.

MpepBaTb BbINOMHEHNE BHELUHETO MPUIOXKEHNS MOXHO KOMOVHaLMEN KNaBuLL

Ctrl-shift-6. Ecnv no kakum-nmbo npuymMHam BHELLHASA NporpaMMa He oTpearvpoBana Ha
npepbiBaHNe, MOXHO HaxxaTb CTRL- | . OTa komaHaa nocwinaet SIGKILL — HenepexBaTbiBaeMblii
CcurHarn, No KOTOPOMY BbINOSIHEHWE BHELLHEN NporpaMmMbl NpekpallaeTcs.

OTnnyme AaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

KomMaHga run otcyTtcTByeT y Cisco.

KomaHga do run No3BoSisieT BbINOMHATbL KOMaHAbl KOMaHAHOIO UHTepnpeTaTopa onepauyoHHON
CUCTEMbI U3 KOHGU2YPaUUOHHOZ0 PeXUMa.

Mpumep

MpviBeOEHHbIN HUXE NpUMEp COAEPXKMUT MHOPMALUIO, KOTOPasi BLIBOAUTCS NPV BbINOMHEHNM
KoMaHabl run /sbin/ifconfig

Router#run /sbin/ifconfig

ethO Link encap:Ethernet HWaddr 00:0E:0C:6F:0F:E6

inet addr:192.168.16.2 Bcast:192.168.16.255
Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:34 errors:0 dropped:0 overruns:0 frame:0

TX packets:39 errors:0 dropped:0 overruns:0 carrier:0
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collisions:0 txgqueuelen:1000
RX bytes:2226 (2.1 KiB) TX bytes:2539 (2.4 KiB)
Base address:0xcc00 Memory:c0100000-c0120000

ethl Link encap:Ethernet HWaddr 98:00:54:76:10:33

inet addr:192.168.17.133 Bcast:192.168.17.255
Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1239 errors:0 dropped:0 overruns:0 frame:0
TX packets:134 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:131023 (127.9 KiB) TX bytes:11978 (11.6 KiB)
Base address:0xc800 Memory:c0120000-c0140000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:27 errors:0 dropped:0 overruns:0 frame:0
TX packets:27 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:2323 (2.2 KiB) TX bytes:2323 (2.2 KiB)
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ping

[na BbINONHEHUS CUCTEMHOM KOMaHAbl Ping VICI'IOJ'Ib3y17ITe KoOMaHAy ping.

CuHTakcuc
ip-address

hostname

ping {ip-address|hostname}

IP—agpec xocTa, Ha KOTOpbIi NocbinaeTcs ping.

UMS XOCTa, Ha KOTOPbLIV NockinaeTcs ping.

3HayeHue Mo yMonyaHuo

PeXumbl KOMaHAbI

3HaueHune no YMOJ14aHUIO OTCYTCTBYET.

EXEC privilege

PekomMeHaaLuu No UcnonbL30BaHUKO

YTunuta ping BbI3blBa€TCS U3 COCTaBa OnepaLuoHHON CUCTEMBI.

dopmar BbIBOAA AaHHOW KOMaHAbl 3aBUCUT OT ONepaLnoHHON CUCTEMBI.

MpepBaTb BbINOMTHEHNE BHELLIHETO NPUNOXEHNST MOXHO KOMOMHaLMen KnaBmL

Ctrl-shift-6. Ecnu no kakum-nmbo npun4ynHam BHELWIHAA nNporpamMmma He oTpearmposara Ha

npepbiBaHne, MOXHO HaxaTb CTRL- | . OTa komaHaa nocbinaet SIGKILL — HenepexBaTbiBaeMbIv
curHan, No KOTOPOMY BbINOSIHEHME BHELLHEN NporpaMmbl NpekpaLlaeTcs.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHAabl Cisco 10S:

cdopmaT BblBOAA KOMaHAbl OTnn4aeTcs oT popmaTta BbiBoga komaHgbl Cisco.

KomaHaa do ping NO3BONSAET BbINOMHUTE KOMaHAY ping U3 KOH(hU2YpayUOHHO20 Pexuma.

Mpumep

MpuBEAEHHbIV HUXE NPUMEP COOAEPXKUT MHGOPMAaLMIO, KOTOpasi BbIBOAUTCS MPY BbINOMHEHUN

KOMaHAbl ping

Router#ping 10.0.10.1

Ping 10.0.

108 bytes
108 bytes
108 bytes
108 bytes
108 bytes

5 Packets

round trip <ms>

10.1: 100 data bytes

from 10.0.10.1: bytes=100
from 10.0.10.1: bytes=100
from 10.0.10.1: bytes=100
from 10.0.10.1: bytes=100
from 10.0.10.1: bytes=100
.10.1 PING Statistisc
transmitted,

time=0
time=0
time=0
time=0

time=0

5 packets received,

min/avg/max = 0/0/0

ms

ms

ms

ms

ms

0% packets loss
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KomaHabl co3aaHus nonb3oBaTtenen, Ha3HaYeHUs
naponeu, ypoBHS NpuBUnIeruim

enable password

KomaHga enable password MCMOMb3yeTcs AN1S Ha3HAYeHMs JIOKanbHOro Napons gocTyna B
NPUBUNErMPOBaHHbIN PEXNUM KOHCONW NOMb30BaTENsIM BCEX YPOBHEN npuBuneruin. [ns cHatua
3alWnTbl NaponemM NPUBMMNErMPOBAHHOIO PeXumMa UCNOoNb3yeTCs Ta Xe kKoMaHaa ¢ NpedmKCoM no.

CuHTakcuc enable password {password}

no enable password {password}

password 3HayeHune naponsi.
3HayeHue No yMonyaHuio HayeHne No yMosiyaHWIo OTCYTCTBYET.
Pexunmbl KoMaHAabl Global configuration

PekomeHaaLMmM No UCNosib30BaHUK

Mo komaHae enable password Naposfb 3a4aeTCa U XpaHUTCS B OTKPbITOM Buae. Ecnn
NoCMOTpeTb KOHUrypauuo KomaHaon show running-config, TO B KOMaHAe enable
password naponb 6yaeT BbiBeOEH B OTKPLITOM BUAE.

Mo cpaBHeHunto ¢ Cisco chopmaT JaHHOW KOMaHAbl COKpaLLEH, TaM €CTb BO3MOXHOCTb 3a4aTb
3alndpoBaHHbLIN Naporb KOMaHAon enable password 7 <encrypted-password>, B KOTOPOW
NCMNOMb3yeTCsl HEKOTOPLIN 0OpaTUMbINA anNropuTM LWMGPOBAHUS, MO KOTOPOMY MOXHO BOCCTaHOBUTb
ncxofgHbl naponb. MNoatomy Cisco He pekoMeHOyeT UCMONb30BaTh 3Ty KOMAHAY, YTO PaBHOCUITbHO
3aaH1I0 OTKPLITOro Naporsi.

Y1obbl 3aLLIVI(prBaTb BBOANMbIV B OTKPbITOM Buae naporsib, I/ICI'IOJ'Ib3yl7|Te KOMaHAy enable
secret 0 password.

He nogaepXXmnBaeTca Takke LI,OI'IOJ'IHVITeJ'IbeIﬁ napameTp level B KOMaHOgax enable password n
enable secret.

B cs _console KkoMaHObl enable password W enable secret AABNAKOTCA
B3anMMo3aMeHdaeMbIMU, T.€.BBOO KOMaHAbI obo3HavaeT 3aMeHy napona BHe 3aBUCUMOCTU OT TOrO,
KaK OH BblIn 3adaH paHee. MNHave roBops, BBOA4 KOMaHAbl enable secret OTMEHAET KOMaHay
enable password v Ha0bOpOT.

B HauanbHoOW koHUrypaumm (nocrne nHctannsumm MNpoaykra) npucyTcTByeT KoMaHaa:
enable password csp

HacTtoaTenbHO pekoMeHAyeTCa CMEHUTb 3TOT Napofb Ha APYron — fyylle ¢ NOMOLLbI0 KOMaHAab!
enable secret.

Ecnu 3agaTb ogHy 13 AByX KomaHg (B 4aHHOM Bepcum MpoayKTa OHW SKBUBANEHTHbI APYr APYrY):
no enable password
no enable secret

9TO O3Ha4aeT, 4YTO BXo4 B HpMBMJ‘IeFMpOBaHHbIVI PEXUM OTKITHOYaeTCA:
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B 9TOM Crly4yae 3anpeLyaeTcsi BXO4 B KOHCOMb HEMPUBUIIEMPOBAHHOMY NOJSb30BaTENO
(ypoBeHb npuBmunernin, OTAMYHbIA OT 15). [Npun NonbITke BONTU B KOHCONb, ByaeT BblAaHO
coobueHue: "Password required, but none set" (coobLeHne, aHanormyHoe coobLLEeHNIO
Cisco). Nocne atoro nporpamma 3aBepLunT paborTy.

crnegyet cobntoaaTe OCTOPOXHOCTL: €CNN YAANWUTh BCEX NPUBUIIEMMPOBAHHBIX
nosib3oBaTtener (C ypoBHEM 15) U OTKMIOYMUTL NAPOSib HAa BXOA B NMPUBUIIENMPOBAHHbIA PEXUM,
TO 3aliTK B KOHCOINb Gornblue He yaacTtcs!

€Cnu Npv OTKIIOYEHHOM Naposie Ha BXOZA B MPUBUINErMPOBAHHbBIA PeXUM 3aiTu
NPUBMNErMPOBaHHbLIM MONb30BaTENeMm, 3aTeM C NOMOLLbI0 KOMaHAbl disable BbINTU U3
NPUBUINErMPOBAHHOIO pexrmMa, a NoToM 3aAaTtb KOMaHay enable — 6yaeT BbiAAHO
coobLieHune 06 owmnbke: "% Error in authentication." (coobLieHne, aHanormyHoe coobLleHnto
Cisco). BonTtu B npuBMNernpoBaHHbIvi peXmMM B pamMmKax JaHHOW CECCUM YXKe He yaacTCA.

no kKoMaHAe show running-config B 3TOM criyyae He ByayT NokasblBaTbCS KOMaHAbI
enable password W enable secret.

OTnnyme gaHHOM KOMaHAbl OT Nnogo6Hon koMaHabl Cisco 10S:

He nogaepXxmBaeTca BapuaHT 3anncn KoMmaHabl:

enable password 0 <pwd> !ll He nogaepxuBaertca!l!

Mpumep

lMpuBeaeHHbIN HbKe NPpUMEpP OEMOHCTPUPYET TEKCT KOMaHAbl AN Ha3dHayeHus napons "gwerty":
Router<config>#enable password gwerty

Router<config>fexit
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enable secret

KomaHga enable secret Ucnosnb3yeTcs Ana HasHa4YeHus NokanbHOro napossi 4octyna B
NMPUBUNErMPOBAHHBIA PEXUM KOHCOMNM B OTKPLITOM BUAE U XpPaHEHUN B 3aLLMpoOBaHHOM BUAE
nonb30BaTENsAM BCEX YPOBHEWN NpUBUMErniA. [INs CHATUS 3aluTbl NaposnieM NpUBUIErMpPOBaHHOMO
pexrmMa Mcnonb3yeTcs Ta e komaHaa ¢ NpeduKCoM no.

CuHTakcuc enable secret {0|5} {password}
no enable secret {0|5} {password}
password 3Ha4YeHne napona

0 npu 3TOM 3Ha4YeHUU Naporb BBOAUTCH B OTKPLITOM BUAE U
3alwmncpoBbIBAETCA BHYTPU

5 npn 3TOM 3HA4YE€HUN CHUTAETCA, 4YTO BBOAUMbIN naposb ABNAETCA
pe3ynbTaTtom (*)yHKLI,VII/I X3WunpoBaHA, N CoOXpaHAEeTCA 0e3 n3aMeHeHwusl.

3HayeHue No yMONn4yaHuio 3HaveHne No yMonyaHuio OTCyTCTBYeT.
Pexunmbl KoMaHAabl Global configuration

PekomeHaaLMM No UCNosib30BaHUK

Mpw 3Ha4YeHnn {0} naponb BBOAMTCH B OTKPLITOM BUAE, @ 3aTeM BblYMCSETCS PYyHKUMA
XalwmpoBaHus napons. Ecnu nocMoTtpeTb KOHUrypauuo komaHaon show running-config, TO
KomaHaa

enable secret 0 {password}
OyaeT npefcTaeneHa ¢ Naporniem, KOTOpbIN ABNSETCS pe3yrnbTaTtoM (OYHKLMN X3LWNPOBaHWs, B BUAE:

enable secret 5 {password encrypted}.

Mpw 3Ha4YeHUn {5} cunTaeTCs, YTO BBEAEHHbIV Naposb ABNSETCS pe3ynbTaToM yHKLMM
X3LUMPOBaHNA Napons U B KOHUrypaLmmn coxpaHseTcs 6e3 nsmeHeHus B TOM BUAE, B KAKOM U Obin
BBEJEH B KOMaHAe:

enable secret 5 {password encrypted}
KomaHga moxeT ObITh 3agaHa 1 B ApYrom BUAE:

enable secret {password}

password 3Ha4YeHne napond, KOTopoe HEe MOXET ObITb paBHO Ownmn 5, B NPOTUBHOM Clly4ae
- JAHHbIN CUHTaKCUC HeaonycTnuMm.

Ecnu 3agaTb ogHy 13 AByx komaHg (B 4aHHOM Bepcuu NMpoayKkTa OHW SKBUBANEHTHbI APYr APYrY):
no enable password
no enable secret

3TO 03Ha4YaeT, YTO BXO B MPUBUNENMPOBAHHbBIA PEXMM OTKMNOYaeTCs:

e B 3TOM Cny4dae 3anpeLlaeTcsl BXOZ B KOHCOSb HENPUBUIIErMPOBAHHOMY MOSb30BATENIO
(ypoBeHb npuBMnernii, oTNnYHbIn ot 15). Mpu NonbITke BONTK B KOHCONb, OyAET BblgaHO
coobuieHue: "Password required, but none set" (coobLieHne, aHanorMyHoe coobLLeHnto
Cisco). Nocne aToro nporpamma 3aBepunT paboTy.
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cnepyeT cobniogatb OCTOPOXHOCTbL: €CNU YAanuTb BCEX NPUBUMNErMPOBAHHbIX
nonb3oBaTtenen (C ypoBHEM 15) 1 OTKIMIOYUTL NAPONb Ha BXOA B NPUBUNErMPOBaHHBIN PEXUM,
TO 3alTU B KOHCOMb Bonblue He yaacTtcs!

€CInn NMpun OTKIMIOYEHHOM Naporne Ha BXOA B NPUBUMErMpOBaHHbIN PEXUM 3alnTn
NPUBUIErMpoBaHHbIM NONb30BaTENEM, 3aTEM C NMOMOLLbIO KOMaHAbl disable BbIATY U3
NPVBUIErMPOBAHHOIO pexuMa, a NoToM 3agaTh KOMaHay enable — 6yAeT BblAaHo
coobueHne 06 owmnbke: "% Error in authentication." (coobLweHne, aHanormyHoe coobLLeHnIo
Cisco). BoiTu B NpMBUErMpoBaHHbIN PEXUM B pamMKax AaHHOW CECCUM YKe He yaacTcs.

no koMaHge show running-config B 3TOM cryyae He 6yp,yT NnoKas3blBaTbCA KOMaHAbl

enable password W enable secret.

OTnnyme gaHHOM KOMaHAbl OT nogo6Hon komaHabl Cisco |10S:

¢hopmaT 3awmcpoBaHHOro Naposis OTNMYaeTcs oT hopmaTa nogobHol komaHabl B 10S.

Mpumep

lMpuBeaeHHbIN HbKe NpMMep AEMOHCTPUPYET KOMaHAy Ans HasHadeHus napons "qwerty" ans
XpaHeHus ee BHYTpMY B 3aundpoBaHHOM Buae:

Router<config>#enable secret 0 gwerty

Router<config>fexit

B koHurypaumm ata komaHga 6yget xpaHuTbCcs B BUAe:

enable secret 5 2Fe034RYzgb7xbt2pY¥xcpA==
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username password

[nsa co3gaHnst HOBOro Nonb30BaTenNsl, U3SMEHEHNs1 UMEHW NMOMNb30BaTeNs, Naponsi, YPOBHSA
NpVBUMErMn NN yaaneHus CyLecTBYIOLLEro NONb30BaTers, NCMONb3yNTe KOMaHQy username
password. B koH(urypaumm napons 6ygeT XxpaHUTbCH B OTKpbITOM Buae. [ina yaaneHus
nonb3oBaTens JOCTAaTOYHO yKasaTb no username {name}.

CuHTakcuc username {name} [privilege level] password [0] {pwd}
no username {name}

name ums nonb3oartens. IMsa AOmKHO HaunHaTLCH € BykBbl TATUHCKOTO
andasuta (CTpoYHOM unu nponucHon). fanee moryt oty Gyksbl
naTtuHckoro andasuTa (CTPOYHbIE UM MPOMUCHBIE), LMdPbI,
(nogoyepkmBaHue) 1 - (gedwuc). Ma gOmKHO BbITb YHUKANbHBLIM U He
npesblWaTb 8 CUMBOIOB.

level ypOBeHb NpuBuUNerni, gnanasoH 3HadeHnn 0 — 15. 3HaveHmne no
ymon4yanuio — 1.

0 Heobsa3aTenbHbIN NapameTp, yKa3biBaloLWMN Ha TO, YTO Naporb XPaHUTCS B
HesawundposaHHOM Buae. OH obs3aTeneH ToMnbKO B cnyvae, ecnu napornb
TOXe «O»:

username {name} [privilege level] password 0 O.
Mpu BbIBOAE 1o show running-config HOMb NOKa3biBaeTCs BCerga.

pwd napornb nosib3oBaTtens. [JonyckalTcs NaTuHckue GykBbl, LMdpbI 1
cneucumBonbl. Henb3sa ncnonb3oBaTb Npo6enbl U HENaTUHCKME CUMBOSTbI.

Pexunmbl KoMaHAabl Global configuration

PekomeHaaLMM NO UCNOJIb30BAHUKD

Ho6GaBneHne Nnonb3oBaTens, U3BMeHeHue ero napameTpoB

[aHHasi KomaHga ucnonb3yeTcs ANs co34aHus HOBOrO Nosib30BaTensi, UBMEHEeHWsI Maponst Unu
YPOBHSI NPUBUMENMIA CYLLECTBYIOLLENO Nosib3oBaTens.

B OC Solaris u Linux nonb3oBaTtenb CO34aeTcs C home B AUPEKTOPUN
%1 /var/cspvpn/users/<name> (<name> — UM NOMNb3oBaTeEnNs).
Note OupekTopusa cosgaetca ¢ atpnbytammn 750 (drwxr-x---).

B kauvecTtBe shell Yy nonb3oBaTesia BbiCTaBNAETCA
/opt/VPNagent/bin/cs_console.

OrpaHnyeHus Ha nva nornb3oBaTens ABnsTCa 6onee cTporumu, Yem B Cisco 10S. 3T1o cBA3aHO ¢
0COBGEHHOCTAMMW UCMONb3YeMbIX ONepaLNOHHbIX CUCTEM.

KomaHga cos3gaHvs nonb3oBaTens 3aBepLuaeTcs ¢ oWnBKOW, ecnv Nonb3oBaTenb C yka3aHHbIM B
KOMaHOe MeHEeM Yxxe NpUCYTCTBYET Ha MalluMHe, HO He npeacTasneH B Cisco-like koHdurypauum.

KomaHza co3paHus nonb3oBaTtens BOCNPUHUMAaETCS Kak KoMaHaa pefakTupoBaHus (Hanpumep,
CMeHWTb naporns, privilege v T.M.), ecnu Nonb3oBaTenb YyXke NPUCYTCTBYET B KOHAUIypaLum 1 Ha
MaluuHe. Mpu fo6aBneHM HOBOrO NONbL30BaTENS! UMM U3MEHEHUW NAPONs CYLLECTBYIOLLETO,
[06aBNAOTCA NN USMEHSIIOTCS AaHHbIE MONb30BaTeNeln onepaLnuoHHON CUCTEMDI.
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lMonb3oBaTtento MoxeT BblTb Ha3Ha4YeH ypoBeHb Npusunerui u3 guanasoHa 0 — 15. 91ot ananasoH
pasfgeneH Ha ABa Krnacca: B NepBOM — NATHaauaTbI ypoBeHb, a BO BTOpoM — ¢ 0 no 14 ypoBHW.
Monb3oBaTtenu ¢ yposHeM npusunerun ot 0 4o 14 nmeroT ogMHakoBble Npasa.

lMonb3oBaTtenb ¢ NATHaALUaTbiM YPOBHEM NPUBUMErin B MHTEpdence KOMaHaHOW CTPOKM cpasy
nony4yaet AOCTYN K NPUBUIENMPOBAHHOMY peXuMy cneumannampoBaHHon KoHconu. MNMonek3oBartenen
C NATHaguaTbiM YPOBHEM MOXET ObITb HECKOMBKO.

Monb3oBaTesb ¢ ypoBHEM npusunernii ot 0 no 14 nMeeT NpaBo AOCTyNa K Nofib30BaTeIbCKOMY
pPeXNMY CrieLuanu3npoBaHHON KOHCOMU. A ecniu 3TOT Monb3oBaTeNb 3HAeT Naposib AOCTyna K
NPUBUNETMPOBAHHOMY PEXUMY, TO OH MOXET HacTpanBaThb LWo3 6e30MacHOCTY.

Ecnu He ykasaH B komaHae napameTp [privilege levell], TO ByAeT cosaaH nonb3osaTterns C 1
(nepBbIM) ypoOBHEM NPUBUNETUN.

Ecnu Hago n3ameHuTb ypoBEHb NPUBUIErNIA CYLLLECTBYIOLLIErO Nonb3oBaTens, To B Cisco 4ocTaTOuHO
HabpaTb KOMaHAy username <name> privilege <level>, aBcs_console Hago
o6s3aTeneHO ewe 3agaTh Naponb.

Mo komaHge show running-config B KOHUrypauum bygeT nokasaHa KOMaHga username
password B TOM BUAe, B KAKOM OHa Obina BBeAeHa. byabTe 0CTOpPOXHbI, Naporb XpaHUTCs U
nokasbiBaeTCHA B OTKPbITOM Buae.

B cs_console KOMaHAbl username password N username secret ABNAKTCA
B3anMO3aMeHseMbIMU — BBOA NHOOOM N3 3TUX KOMaHA Ansd CyuleCTByroLllero nonb3oBartensd
o0o3Ha4YaeT namMeHeHne naponsd, He3aBMUCUMO OT TOro, Kak OH Obin 3apaH paHee.

YpaneHue nonb3oBaTens
YaaneHue nonb3oBaTens C UMEHEM name npon3sBognTcA KOomMaHaom

no username {name}

HonycTumo ykasbiBaTb Oonee ANVHHYK KOMaHAy, HanpuMep, no username {name} privilege
10 password {pwd}.OpgHako, HUKaKON HEOGXOOMMOCTM B 3TOM HeET.

Ecnu umeeTcs Tonbko oaMH Nonb3oBaTtesb C ypOBHEM npuBunernii 15, To yaansite Takoro
nonb3oBaTens He pekoMeHayeTcs.

B OC Solaris — HeBO3MOXHO yAanuTb Nnonb3oBaTerns, U3-nof KOToporo 3anylleHa cs_console.

B OC Linux — yaanutb nons3osarens, 13-noj KOToporo 3anylieHa cs_console, TEXHUHECKU
BO3MOXHO, HO JaHHOe AeViCTBUE KaTeropnyeckm He pekoMeHayeTcs.

Ecnn yoanseTtcsa nonb3oBaTenb N3 CUCTEMbI, MU3-N0A KOTOPOro He 3anylleHa cs_console:

e ecnv nonb3oBaTtenb YCNeLWHo yaaneH U3 cucTembl: KOMaHaa 3aBepLUaeTcs YCreLHo 1
nonb3oBartenb yaansetcsa ns Cisco-like koHdurypaumm.

e eCnu Nonb3oBaTens B CUCTEME He CYLLEeCTBYET: KOMaH4a Takke 3aBepLuaeTcs YCneLwHo 1
nonb3oBartenb yaansetcsa ns Cisco-like koHdurypaumm.

e ecnv yganeHue nosnb3oBartensi He Npowwno (Nonk3oBaTenb B CUCTEME OCTaNcs): TO KOMaHaa
3aBepLuaeTcd ¢ owmnbkon, nonb3oBatenb He yaansetcsa n3 Cisco-like koHdurypauwmm. Mpumep
Takon cutyaumm: ecnm B OC Solaris genaeTcsa nonbiTka yaanuTb TEKYLLEro nonb3oBaTens unm
nboro Apyroro Nonb30BaTeNs, KOTOPbIA B AaHHbI MOMEHT 3aperncTpMpoBaH B CUCTEME.

BbigaBaeMblie coobleHus

I'Ipvl nonbITKe ,EI.OGGBJ'IGHI/IH HOBOIO NnoJib3oBaTtend MOryT BO3HMUKaThb criegytoiuine OLLIMOKM:

Henpanmbem CUHTAKCUC MMEeHU noJib3oBaTensd (I/ICHOJ'Ib3OBaHVIe Hep,OI'IyCTI/IMbIX CI/IMBOJ'IOB)Z
% User "<username>" was not created. Username is is invalid.

OnvHa umeHn nonb3oBaTens npesbiwaeT 8 cumBonos: % User "<username>" was not created.
Username is too long (8-chars limit exceeded).
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Monb3oBaTtenb C TakMM MMEHeM Yxe cyllectByeT B cucteme: % User addition failed. User
"<username>" already exists in the system.

Mpomsowna cucremHas owubka (BO3MOXHO HapylleHa CUCTEMHAs MONUTMKA B OTHOLLEHUM
UMEHN MONb30BaTENsa WM Napond; Hanpumep CIULLIKOM KOpOTKui naponbk): % User addition
failed: System error. Possibly the password or the user name violates some system policy (e.g.
the password is too short).

Kpome yka3aHHOW, BO3MOXHbl W ApyrMe NpUYMHbI NOSIBNEHWS OaHHOW owwubku, Hanpumep
ncyepnaHue pecypcoB. B Linux Takas owubka MOXET BO3HMKHYTb NPW MOMbITKE C€O34aTb
nonb3oBaTens C UMEHEM, COBMajalLlMM C MMEHEM [pynnbl Monb3oBaTenen (ChNMCcoK rpynn
MOXHO NMoCMOTpeThb B charine /etc/group).

lMpn nombITke CMeHbl Napons Mnonb3oBaTens MOXeT BO3HMKaTb owwubka: % User password
change failed. Possibly the password violates some system policy (e.qg. it's too short).

Mpun yaaneHun nonb3oBaTtens, M3-Nof KOTOPOro 3anylleHa cs_console, BblAaeTcs coobLleHne
(Toneko ansa OC Solaris): % User account cannot be removed: it is in use

B ocTtanbHbIx owmnboyHbIx cnydasx ans OC Solaris u Linux BblaaeTcs apyroe coobuieHme: % User

account cannot be removed

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |0S:

e He noaaepXunBarTcA BCEBO3MOXHble BapMaHTbl 3aaHnNA username u gpyrie napameTpbl:
e He nogaepxmBaeTcda nopassword

e He nogaepXxumBaeTcAd umcprBaHme napona — He nogaepXxmnBaetTcAa KoMaHaa username
{name} password 7 {encrypted-password}

® lMeeTCA OorpaHn4eHne Ha AnnMHy MMeHU nosb3oBaTtend.

e B CS_CODSOle KOMaHObl username password N username secret ABNAKTCA
B3anmMo3amMmeHdeMbiM — BBO, nobon n3 aTnx KOMaH4 Ansa CyuwlecTByrLWero nonb3oBartend
0603HavyaeT n3meHeHve nNaporns, He3aBUCMMO OT TOro, Kak OH Bbin 3agaH paHee. B Cisco:
€cnv naponb ANs nonb3oBaTens 3agaH KOMaHAoM username password (MApPOSb XPaHUTCA
B OTKPbITOM BI/ILI,e), TO NapoJib HeNb34 NOTOM U3MEHUTb, NCNOJIb3yA KOMaHAY username
secret (Maposnb XxpaHWTCcA B 3aincppoBaHHOM BuAae), U HA0OOPOT — ecnu Naposb AN
nonb3oBaTens 3ajaH KOMaHOoW username secret, TO MOTOM U3MEHUTb €0 KOMaHAON
username password Hemnb3s. B obonx cnyyasx Bbigaetca cooblieHme o6 owmnbke.

e HEeBO3MOXHO U3SMEHUTb YpOBEHb I'IpI/IBVIJ'IeFVII7I nonb3oBartens 6e3 ero napons.

Mpumep

Hwxe npuBeaeH Nnpumep M3MeEHEHMs Napons nonb3oBaTens ¢ UMeHeM "cscons":

Router (config) #username cscons password security

Router (config) #end
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username secret

[lns co3gaHMs HOBOrO NONb30BaTeNs, U3MEHEHUS Napons, YPOBHS NPUBUNErMIA UMK yaaneHus
CYLLIECTBYIOLLIETO NONb30BaTeNs NPUMEHSINTE KOMaHAy username secret. B koHdurypauum
naponb 6yaeT XxpaHuTbes nMM6o B 3alinMdpoBaHHOM BMae NMBo B TOM BUAE, B KAKOM OH Obifl BBEAEH

B KOMaHge.

CuHTakcuc username {name} [privilege level] secret {0|5} {pwd}
no username {name}

name ums nonb3oBatens. iMsa AOmKHO HaYMHaTLCA € OyKBbl TATUHCKOTO
andasuta (CTPOYHOM MUK NponncHown). [lanee MoryT ATy 6ykBbl
naTumHckoro andaeuTa (CTPOYHbIE UMK NPOMNUCHbIE), LNMpPhbI,
(noguepkmBanne) u - (aedwuc). Umsa gomkHO ObiTb YHUKANbHBIM U He
npeBbIWaTh 8 CUMBOSOB.

level YypOBEHb Npusunerni, gnanasoH 3HaveHn 0 — 15. 3naveHne no
ymonyanumio — 1.

pwd napornb nonb3oBaTens. [JonyckaTca natuHckne 6ykBbl, LMdpb 1
cneucumBonbl. Henb3a ncnonb3oBatb Npobenbl U HeNaTUHCKUE CMMBOSIbI.

0 npu 3TOM 3HA4YE€HUU Naposib BBOAUTCH B OTKPLITOM BUAE U
3alMdpoBbLIBAETCA BHYTPU

5 npuv 3TOM 3HA4YE€HUU Napofb BBOAUTCH U CYUMTAETCH, YTO OH sBMnsieTCH
pe3ynbTatoM YHKLMUN X3LINPOBaHUSA, U COXpaHsieTca 6e3 n3aMeHeHusl.

3HayeHue No yMOn4yaHuio 3HayeHne No ymMonyaHuo OTCYTCTBYET.

Pexunmbl KoMaHAabl Global configuration

PekomeHAaLMM NO UCNOJIb30BaHUK

Ho6GaBneHue nonb3oBaTens, M3BMeHeHne ero napameTpoB

OrpaHu4eHus Ha nms nonb3oBaTens ABNaTCa bonee ctporumu, Yem B Cisco |OS. 510 cBA3aHo ¢
0COBEHHOCTAMM UCMONb3YEeMbIX ONEPaLMOHHbBIX CUCTEM.

B OC Solaris u Linux nonb3oBaTtenb co34aeTcs ¢ home B AUPEKTOPUMN
%1 /var/cspvpn/users/<name> (<name> — MMsl NONb30BaTENS).
Note OnpekTopus co3pgaetcs ¢ atpnbytamm 750 (drwxr-x---) .

B kayecTtBe shell Yy nonb3oBaTesia BbiCTaBNAETCA
/opt/VPNagent/bin/cs_console.

KomaHga co3gaHus nonb3oBaTtens 3aBepLuaeTcsi C OWMOKOW, ecnv Nomnb3oBaTerb C yka3aHHbIM B
KOMaHOe MEeHEeM Yxxe NpUCYTCTBYET Ha MalluMHe, HO He npeacTasneH B Cisco-like koHdurypauum.

KomaHga co3gaHus nonb3oBaTterns BOCNPUHMMAETCH Kak kKomaHaa pegakTupoBaHus (Hanpumep,
CMeHUTb naponsb, privilege n 1.1.), ecnv nonb3oBaTerb Y>Ke NPUCYTCTBYET B KOHUrypauum n Ha
mMawmHe. [Npn gobaBneHMn HOBOro Nonb3oBaTeNs UMM N3MEHEHMN Napons CyLLECTBYIOLLETO,
[00aBnNSTCA NN M3MEHSIOTCS AaHHbIE Nofb3oBaTenen onepauuoHHON CUCTEMBI.
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Mpu 3Ha4eHun {0} Naponb BBOAWUTCS B OTKPLITOM BuAe, a 3aTeM BbIYMCMASETCH U XpaHUTCA
dYHKUNS XawmMpoBaHusa napond. Ecnn nocMoTpeTb KoHUrypauuio KoMaHaon show running-
config, TO KOMaHaa

username {name} [privilege level] secret 0 {pwd}
Oynet npeacraeneHa B Buae
username {name} [privilege level] secret 5 {pwd encrypted}.

I'Ip|/| 3HA4YeHUM {5} cUMTaeTCs, YTO BBEAEHHbIN naponb ABNAETCA pe3ynbTaTtoM (byHKLI,I/II/I
X3WnpoBaHU4a napona n B KOHd)VIpraLI,VIVI coxpaHaeTcA 06e3 n3MeHeHus B TOM BUAE, B KAaKOM 1 Obin
BBeEeH B KOMaHOe:

username {name} [privilege level] secret 5 {pwd encrypted}

lMonb3oBaTtento MoXeT OblTb Ha3Ha4YeH ypoBeHb NpuBunerni 13 guanasoHa 0 — 15. OT1oT AnanasoH
pasfgeneH Ha ABa Krnacca: B NepBOM — NATHaguaTbi ypoBeHb, a BO BTOPoM — ¢ 0 no 14 ypoBHW.
Monb3oBaTtenu ¢ yposHeM npusunernii ot 0 4o 14 uMeLoT ogMHaKoBbIE NpaBa.

Monb3oBaTtenb ¢ NATHagUaTbiM YPOBHEM I'IpVIBVIJ'IeI'I/IIZ cpasy nony4vyaet Ooctyn K
npuBMUNErMpoBaHHOMY peXnmMy CI'IeLJ,VIaJ'II/I3VIp0BaHHOl7I KoHconwu. Nonb3oBaTtenen ¢ naTHaguaTbim
YPOBHEM MOXET ObITb HECKOJbKO.

Monb3oBatenkb ¢ ypoBHem npusuneruii ot 0 No 14 nmeeT NpaBo AOCTyNa K NoNb30BaTeNbCKOMY
peXumy cneunann3npoBaHHOM KOHCONW. A eCcnn 3TOT Nonb3oBaTenb 3HaeT Naponb AoCTyna K
NpVBUMNErMpoBaHHOMY PEXUMY, TO OH MOXET HacTpamBaTh W3 6esonacHocTn. Ho nonb3osaTtens
C TakMM ypOBHEM NPUBUIETNIA HE NMEET NpaBo A4OCTyna K rpadnyeckomy nHTtepdency.

Ecnu He ykasaH B komaHae napameTp [privilege level], To 6yaeT co3gaH nonb3oBatess C 1
(nepBbIM) ypOBHEM NPUBUNETAIA.

YpaneHue nonb3oBaTens
YpaaneHue nonb3oBaTens C UMEHEM name NPOM3BOAUTCA KOMaHOOM
no username {name}

Ecnn nmeetca TonNbKO 0guH nosnb3oBaTesb C YPOBHEM I'IpVIBVIJ'IGFVIVI 15, 10 yaoanunTtb Takoro
nonb3oBaTend He peKoMeHOYyeTCA.

B OC Solaris — HeBO3MOXHO yAanuTb Nonb3oBaTens, n3-nof KOToporo 3anylleHa cs_console.

B OC Linux — yaanutb nons3osarens, U3-noj KOToporo 3anylieHa cs_console, TEXHUHECKU
BO3MOXXHO, HO JaHHOE AeNCTBUE KaTeropnuyeckn He pekoMeHayeTCs.

Ecnn yaoanseTcsa nonb3oBaTenb N3 CUCTEMbI, U3-NOA KOTOPOro He 3anyuleHa cs console:

e eCnv nonb3oBaTesb YCNewHo yaaneH n3 CUCTEMbI: KOMaHAa 3aBepLUaeTCs yCneLwHo u
nons3osartene yaansaetcs u3 Cisco-like koHpurypaumu.

e ecnv nonb3oBaTens B CUCTEME He CyLLeCTBYeT: KOMaHAa Takke 3aBepLUaeTcs YCneLHo 1
nonb3oBartenb yaansetcsa us Cisco-like koHdurypaumm.

e ecnu yganeHve nonb3oBaTens He Nnpowwo (Nonb3oBaTenb B CUCTEME OCTancs): To komaHaa
3aBepLuaeTcd ¢ ownbkon, nonb3oBatens He yaansetcsa ns Cisco-like koHdurypaumm. Mpumep
Takow cuTyaumu: ecnun nog Solaris genaeTtcsa nonbiTka yaanuTb TeKyLLero nonb3oBarens unm
ntoboro Apyroro Nonb3oBaTerns, KOTOPbIA B AaHHbIA MOMEHT 3ari0rMHEH B CUCTEME.

B cs_console KOMaHObl username password N username secret ABIAKTCA
B3aMMO3aMeHseMbIMM — BBOA, N0GOI U3 3TUX KOMaHZ Ans CYLLEeCTBYIOLLEro rnonb3osarens
o6o3Ha4YaeT n3MeHeHve napons, He3aB1MCKMMO OT TOro, Kak OH BbliNn 3adaH paHee.

BbigaBaeMblie coobleHus

I'Ipvl nonbITKe ,EI.OGGBJ'IGHI/IFI HOBOIO MNnoJib3oBaTesa MOrytT BO3HMKaTb crneagymuine oLnoKuU:

HenpaBunbHbI CUHTAKCUC UMEHM MONb30BaTENs (MCMONb30BaHWE HEeZOMYCTUMbIX CMMBOJSIOB):
% User "<username>" was not created. Username is is invalid.
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OnuHa umeHn nonb3oBaTens npesbiwaeT 8 cumBonos: % User "<username>" was not created.
Username is too long (8-chars limit exceeded).

Monb3oBaTenb C TakMM MMEHeM Yxe cywecTtByeT B cucteme: % User addition failed. User
"<username>" already exists in the system.

Mpousowna cuctemMHasi ownbka (BO3MOXHO HapylleHa cCUCTeMHasl MONUTUKA B OTHOLLUEHWUU
UMEHN MOMnb30BaTENs WM Napond; HamnpuyMmep CAULLKOM KOPOTKWMA naponk): % User addition
failed: System error. Possibly the password or the user name violates some system policy (e.qg.
the password is too short).

lMpn nombITke CMEHbl NMapons Monb3oBaTens MOXeT BO3HMKaTb owwubka: % User password
change failed. Possibly the password violates some system policy (e.qg. it's too short).

Mpu yaaneHnn nonb3osaTtens, U3-nof KOTOPOro 3anylleHa cs_console, BblAaeTcs coobLleHne
(Toneko ansa OC Solaris): % User account cannot be removed: it is in use

B octanbHbIX owmnboyHbix cnydasx ang OC Solaris u Linux BblgaeTcsa gpyroe coobueHne: % User
account cannot be removed

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |10S:

e He noaaepXunBarTcA UHble BCEBO3MOXHbIE BapUaHTbl 3aaHNA KOMaHdbl username, He
YKa3aHHble 3[]eCb

® lMeeTCA OorpaHn4eHne Ha AnnMHy MMeHU nosfb3oBaTtend.

e B CS_CODSOle KOMaHObl username password N username secret ABNAKTCA
B3anMMO3aMeHsAeMbIMM — BBOZ, OO0 U3 3TUX KOMaHA ANsi CYLLECTBYIOLLEro Nofb3oBaTerns
0603HavyaeT naMeHeHne napons, He3aBMCMMO OT TOrO, Kak OH bbin 3agaH paHee. B Cisco:
€Crnn naponb AN Nonb3oBaTenst 3a4aH KOMaHAon username password (Maposfib XpaHUTCA
B OTKPbITOM BUAE), TO NApOSb HEMb3si MOTOM U3MEHMWTb, UCMOSb3Ys KOMaHAY username
secret (Maponb XpaHUTCH B 3aliMdpoBaHHOM BUAE), U HAOBOPOT — ecnv naponb Ans
nonb3oBaTens 3ajaH KOMaHOoW username secret, TO MOTOM U3MEHUTb €0 KOMaHAON
username password Hemnb3s. B obonx cnyyasx Bblgaetcs coobuieHne o6 owwmbke.

® HEeBO3MOXHO U3SMEHUTb YpOBEHb I'IpI/IBVIJ'IeFVIIZ nonb3oartens 6e3 YKa3aHua ero napons.

Mpumep

Hwxe npuBegeH npumMep co3fgaHus nons3oBartens ¢ UMeHeMm "admin™ M naporem "security",
KoTopbIn ByaeT 3awmdpoBaH, U ypoBHeM npusunermn 15:

Routerf#configure terminal
Enter configuration commands, one per line.
Router (config) #username admin privilege 15 secret 0 security

Router (config) # exit
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KoMaHAbl HACTPOWMKM NPOTOKONUPOBAHMA COOLITUN

logging

KomaHoa logging ucnonb3yeTcs AnsA 3agaHus IP-agpeca xocTa, Ha KoTopbli 6yayT nockinaTbcs
CO00OLLEHNS O MPOTOKONUPYEMbIX COGBITUSAX. COOBLLEHMS MOXHO NOCbINaTh TOMbKO Ha OAWH afpec.
No-thopma KomaHAbl BOCCTaHaBNMBAET 3HAYEHMWE N0 YMOMYaHWIO.

CuHTakcuc logging {ip-address}
no logging {ip-address}
anbTepHaTMBHbIA BapnaHT KOMaHAbI:

logging host {ip-address}

ip-address IP—agpec xocTa, Ha KOTopbI OyaeT HanpaBneH Nor.
3HayeHue Mo yMosnyaHuo logging 127.0.0.1
Pexu1mbl KoMaHAabl Global configuration.

PekomeHaaLMM No UCNOJib30BaHUK

KomaHga logging 3agaeT agpec XocTa, Ha KOTopbln OyayT HanpaenAaTbCa COOOLLEHNs O
NPOUCXOAALLMX COObITUAX Ha LWIto3e. [Nnst OTChINKN COOOLLEHMIN UCNONb3YETCS TONBKO MPOTOKON
Syslog n nony4artenb coobLeHn MoxeT BbiTb TONbKO oauH. Npu BBOAE KOMaHAbl 1ogging,
N3MEHEHNs1 B HACTPOWMKax NPOToKoMna cobbITUIA KOHCOMNM BCTYNAaKT B CUMY HEMELNEHHO.

Mpu cTapTe KOHCONM Nony4artenb NPoToKoa CoobLEeHMI 3anucaH B pann syslog. ini. MNocne
3a4MTbIBaHMSA HayarnbHOW KOHUIypaLmMmn BbICTaBMAETCS Nnofy4vaTernb NPOTOKoNa CoobLLEeHUN,
onucaHHbIn B cisco-like koHdurypauuun. Ecnu B cisco-like koHdurypauum komaHapl
NPOTOKONMPOBAHNSA OTCYTCTBYIOT, TO BbICTABMSOTCA 3HAYEHUSI MO YMOYAHWIO.

Takke 3Ha4YeHne no YMOJ14aHUIO BbICTaBNAETCA U Npn 3agaHnn Oﬂ,HOVI N3 KomMaHAa:
no logging {ip-address}
logging 127.0.0.1

3agaHHas komaHga no logging {ip-address} aHanorMyHa komaHge logging 127.0.0.1.
Ecnu 3agana komaHaa logging 127.0.0.1, TO OHa He NokasbiBaeTca No kKoMaHae show
running-config

KomaHga no logging He nogaepxuBaeTcs.

B cneaytoLmx cnyyasix MoryT Bo3HMKaTb NOG0YHbIE 3dhdeKTbI COXpaHeHMs1 MoryyaTens npoTokona
coobLeHnn B ain syslog.ini:

npu cTapTe KOHCONW, Jaxe ecnu He Obina BBegeHa HWM ofgHa Komadaa, dann syslog.ini moxeT
NMOMEHSATLCS, eCnu nepes CTapTOM KOHCONM chann MeHancs “BpydqHyto”. B aTtom cnydae ero
copepXnmoe 6yLeT 3aMeHeHo Ha TO, YTO NponucaHo B cisco-like koHdurypaumm

HacTpoWnKa B CS_console MoXeT NoBNMATb Ha NofyyaTens npoTokona coobLueHni B TOM crnyyae,
ecrnu nocne aToro bygeT 3arpyxeHa LSP, B koTopol He yka3aHa cTpykTypa SyslogSettings (aTo
0O3HayaeT, 4YTO MPOTOKON cooblieHWn GyaeT HanpaBneH nony4yartenio, ykasaHHOMY B daune
syslog.ini). MNpumeyaHue: Takasg LSP mMoxeT ObITb HannucaHa TOMNbKO BPYYHYKO U HE MOXET ObiTb
nony4YeHa npu KOHBEPTMPOBaHWUK Cisco-like KoHdUrypaumn.
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HacTporka B CS_console MOXeT NOBMAMATbL Ha noriyyaTensd npoTokona cooblleHui B cryyasx,
Koraa He 3arpyxeHa LSP (npu ctapTe cepsuca nnm npu otrpy3ke LSP).

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon koMaHabl Cisco 10S:

e He [oMnyCcKaeTCa UCNOoJIb30BaHNE hostname B KA4YECTBE aprymeHTa

e He gonyckaetca 3agaHue cnimcka SYSLOG-cepBepoB, paspeLleH TONbKO oauH agpec.
lMoBTOpHO 3agaHHas koMaH4a 1ogging 3amMeHsieT npeablayLwmn agpec. 3agaHHbl agpec
coxpaHsieTcs B hanne syslog. ini.

Mpumep

Hwxe npuBeaeH npumep, B KOTOPOM COOBLLEHUSA O MPOTOKONMPYEMbIX CODLITUAX OTNPaBMAIOTCA Ha
agpec 10.10.1.101:

Router (config) #logging 10.10.1.101
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logging facility

[na 3apaHus kaHana NPoTOKONMPOBaHUS COOLITUIA UCNONb3yINTe KOMaHAy logging facilicy.
HaHHas komaHaa no3BonsieT BbibpaTh HEOBXOAUMBINA NCTOUYHUK COOBLLEHNI, KOTOPLIA ByaeT
co3aaBaTb coobueHuns 06 owwmbkax. No-bopMa KOMaHAbl BOCCTaHaBNMBaeT 3Ha4YeHne no
YMOM4aHuio.

CuHTakcuc logging facility {name}
no logging facility
name MMSs KaHana NpoTOKONNPOBaHUSA COObITUIA, BO3MOXHbIE BapUaHTbI:
auth, cron, daemon, kern, localO, locall, local2,
local3, local4, localb5, local6, local7, lpr, mail,
news, sysl0, sysll, sysl2, sysl3, sysl4, sys9,
syslog, user, uucp

3HayeHue No yMosnyYaHuo logging facility local?

Pexunmbl KoMaHAabl Global configuration.

PekomeHaaLMM No UCNOJIb30BaHUKD

KomaHga 1ogging facility 3agaeT npouecc, KoTopbli 6yaeT BolgaBaTb coobLeHNs 06
owmnbkax . 3agaHHoe 3HadYeHe logging facility coxpaHsieTcs B hanine syslog.ini.

Mpun cTapTe KOHCONM NCTOYHMK COODLLIEHMIA 3anncaH B ann syslog.ini. [locne cunTbiBaHUs
HayanbHOW KOHMUrypaumm BbICTaBASETCH MCTOYHUK COOBLLEHMI, onucaHHbIn B cisco-like
KoHurypaumn. Ecnn B cisco-like koHgurypaumm Takoe onncaHme OTCYTCTBYET, TO BbICTaBMnsieTcs
3Ha4YeHKe No YMOMYaHuIo.

Takke 3Ha4YeHne no YMOJ14aHUIO BbICTaBAETCA U Npu 3agaHnmn OD,HOI7I N3 KOMaHAa:
no logging facility
logging facility local?
KomaHga no logging facility aHanormyHa komaHge logging facility localT7.

Ecnn 3apaHa komaHga logging facility local7, TO OHa He NokKasblBaeTcs Mo KoMaHae
show running-config

Mpumep
Hwxe npuBegeH npumep 3agaHus kaHana nora locall:

Router (config) #logging facility locall
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Cisco-like komaHAab!

logging trap

[nsi 3agaHnsa ypoBHS AeTannsaumnmn NpoTOKONIMPOBaHMS COBbITUIA NCMONb3yWTe KOMaHAy logging
trap. [laHHaa koMaHaa no3BongaeT BblIbpaTb HEOOXOOUMbIN YPOBEHb BaXXHOCTU NMPOTOKONUPYEMbIX
CcoObITMI. No-popMa KOMaHAbl BOCCTaHaBUBAET 3HAYEHNE MO YMOSTYaHMIO.

CuHTakcuc logging trap {severity}
no logging trap
severity YPOBEHb BaXXHOCTM COBLITUIN, BO3MOXHbIE BapUaHTLI:

alerts, critical, debugging, emergencies, errors,
informational, notifications, warnings

3HayeHUe Mo yMosnyYaHuo logging trap informational

PeXumbl KOMaHAbI Global configuration.

PekomeHaaLMmM No UCNosib30BaHUK

KomaHaa logging trap {severity} 3agaeT HEOGXOAMMbIN YPOBEHb BaXKHOCTU
NpoTOKONMpyeMbix cobbiThiA. Ecnin oaHHas komaHaa B KOHGUrypaumm oTCyTCTBYET, TO
BbICTABSIETCS 3HaYeHMe NO YMOYaHWI0.

Takke 3Ha4yeHne no YMOJT4aHUIO BbICTaBIAETCA U NpU 3aaHnin OOHOW N3 KOMaHA;:
no logging trap

logging trap informational

KomaHga no logging trap aHanorMyHa komaHge logging trap informational.
KomaHga logging trap — He nogaepxusaetca !l

Ecnu 3apaHa komaHga logging trap informational, TO OHa He MokasbiBaeTcd Nno komaHae
show running-config

OTnnyme gaHHOM KOMaHAbl OT Noao6Hon komMaHabl Cisco 10S:

e He JonyckaeTcs 3ajaBaTb YPOBEHb B BUAE YMCNa, HANpUMep:
logging trap 5 !!! He nommepxuBaercs!!!

e He noaaepxuBaetca COKpau.LeHHbIIZ BapuMaHT BbICTaB/TIEHNA YPOBHA NPOTOKOIMPOBaHUA
informational (N0 ymon4aHuto):

logging trap !!! He nonmepxmuBaeTcs!!!

e B Cisco IOS koMaHga no logging trap OTKMHOYaAET NPOTOKONMPOBaHME CODLITUI MO
npoTtokony syslog

Mpumep
Hwxe npuBegeH npumep 3agaHus YpoBHS fnora critical:

Router (config) #logging trap critical
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logging on

KomaHgoa logging on uvcrnonb3yeTcs AJfs BKIOYEHUS MPOTOKONIMPOBaHMS COBbITUI. No-dhopma
KOMaHZbl OTKI04YaeT NPOTOKOSIMPOBaHNE.

CuHTakcuc logging on

no logging on

3HayeHue N0 YMONYaHUIo logging on
Pexunmbl KoMaHAabl Global configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

KomaHga logging on Bkno4YaeT nepegady coobLieHni o cobbiTusax B dhann npoTokona.
Ecnu oTkNiounTb HAaCTPOMKM NPOTOKONMPOBAHUS KOMaHAOM no logging on, TO:
e B dann syslog.ini nponucbiBaeTcs HacTponka Enable=0 — npoTokonMpoBaHme OTKIOYEHO

e B CKOHBEPTMpOBaHHOW LSP He ByaeT HMKakux HacTPOeK NMPOTOKONUPOBAaHUS — YPOBHEN
npoTtokonupoBaHusa (atpubyThl ...LogMessagelevel B cTpykType GlobalParameters) u
nonyyatens npoTtokona (cTpykTypa SyslogSettings)

e KOMaHAbl HAacTpoOWKK NpoTokonunpoBaHusa (logging trap, logging facility n logging host)
BbINONHATLCS He OyayT, HO COXpaHSOTCA B Cisco-like koHdUrypauum n BCTynaT B AeNCTBME
no koMaHge logging on.

Bce komaHapbl HacTporkn npoTokonupoBaHusa cobbiTuin (logging trap, logging facility n logging host),
BBEAEHHbIE MOCNe KOMaHabl no logging on, BCTYNAT B AEWACTBUE TOMNBKO NOCEe KOMaHabl
logging on.

KomaHga 1ogging on He NOKasblBaeTCs No KOMaHAe show running-config

KomaHga no logging on nNokasbiBaeTCs Mo KOMaHAe show running-config
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KomaHab! HacTpouku SNMP-cepBepa

snmp-server community

Ona Hactporiku SNMP-cepBepa, koTopbi noaaepxmnsaeT 6a3y gaHHbIX MIB 1 BbigaeT ctaTUCTUKY
no 3anpocy SNMP-meHeaxepa, MCnonb3ynTe KOMaHabl snmp-server . B koMaHge snmp-server
community 3agaeTcsa ngeHtudmkatop (napornb), KOTOPbIN UCNOMNb3yeTCs ANS ayTeHTudmnkaumm
3anpocoB 0T SNMP-meHeaxepa v paspeluaeT eMy YTeHne CTaTuCTukm u3 6asel ynpasneHna SNMP-
cepsepa.

No — (popma KoMaHAbl OTKMNOYaeT paHee BBeAEHHOE 3HavYeHne naeHTudukaTopa n oTkroyaeT
nonyyeHue ctatuctnkn no SNMP.

CuHTakcuc snmp-server community {string} [ro]
no snmp-server community [string]

string CTpOKa, urpatowas ponb naeHtudukatopa coobieHnn ans SNMP
cepBepa. [lonyckatoTcs naTuHckue 6ykBbl, Lndpbl, 3Hakn "#$%&'()*+,-
Ji>=<@N\)*_{[}~. Npobenkbl He gonyckatTcs.

ro cneumdukaTop, ykasbiBaroLwmin Ha To, YTo SNMP-cepBep paspeluaeT
TONbKO YTEHWe CTaTUCTMKN. HeobasaTenbHbin napameTp, N0 YMOMYaHMIo
paspeLlaeTcs TONbKO YTEHWNE CTATUCTUKM.

3HayeHue No yMosn4YaHuo OTCyTCTBYET

PeXumbl KOMaHAbI Global configuration.

PekoMeHOaumm no MCnonib30BaHUIO

KomaHgoa snmp-server community 3agaeT 3HayeHne community string, BbINOMHAOLLEE PONb
naeHTnukaTopa otnpasutens, B HacTponkax SNMP cepsepa.

[onyckaeTcsa TONbKO ogHa Takad KOMaHAa, Tak kKak MOXHO 3a4aTb TOSIbKO OOHO 3HaYeHue
community. NOBTOPHLIN 3anycK 3TON KOMaHAbl MEHSET 3HAaYEHNe CTPOKM community.

Ecnu B 3anpoce ot SNMP-meHeaxepa cTpoka community oTiMd4aeTca oT community, NPOnMcaHHON
Ha W3e KoMaHaown snmp-server community, TO CTaTUCTUKA HE OTCbINaeTcs.

No-tpopMa 3TOM KOMaHAbl OTKMoYaeT nonyvyeHme ctatucTukm no SNMP.

OTkNIoYNTL Nony4eHne ctatucTukm Nno SNMP MOXHO M KOMaHOOW no snmp-server.

OTnnyme AaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

e B CS_COI”ISO|€ pa3pellaeTcd 3agaBaTb TOJIbKO OAHO 3Ha4YeHne community

e He gonyckaeTcs cneundukaTop RW, KoTopbIi noaaepXMBaeT BO3MOXHOCTM YTEHUS U 3anucK
CTaTUCTUKN

® He noaaepXxuBarTcsd views (punbTpaums no otaenbHbeiM BeTkam MIB) n ACLs (punbTpauus
no agpecam SNMP managers)

e He CyLLeCTBYeT HUKaKMX B3aMOCBsi3el Mexay KOMaHAoW snmp-server community u
snmp-server host (B Cisco cyuwecTByeT HesaBHoe nponuckiBaHne SNMP-polling
community npu BBOAE KOMaHAbl sSnmp-server host)
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MNpumep
Hwxe npuBeaeH npumep 3agaHusa commutity string:

Router (config) #snmp-server community public
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Cisco-like komaHAab!

snmp-server location

Ins 3agaHus uHdopmaumm o pasmelleHn SNMP-cepBepa MUCronb3yiTe KOMaHay snmp-server
location. No — ¢hopma KOMaHAb! OTKIOYAeT paHee BBeAeHHOe 3HaueHue.

CuHTakcuc snmp-server location {string}
no snmp-server location {string}

string CTpOKa, B KOTOPOW A0MYyCKalTCA naTuHckme OykBbl, LMAPbI, 3HAKN
P#$%& ()*+,-./;:>=<@[\]"_" {[}~ v npobensi.

3HayeHue N0 yMONYaHUKo OTCyTCTBYET
Pexunmbl KoMaHAabl Global configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

KomaHga snmp-server location 3agaeT 3HayeHue system location B HacTporikax SNMP
cepsepa.

Mpumep
Hwxe npuBegeH npumep 3agaHumsa system location string:

Router (config) #snmp-server location Building 1, room 3
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snmp-server contact

[nsa 3apaHusa MHbopMauum 0 KOHTAKTHOM fuLe, OTBETCTBEHHOM 3a paboTy YCTPOWCTBa,
MCMomb3yiTe KOMaHAdy snmp-server contact. No — popMa KOMaHbl OTKIIOYaEeT paHee
BBEAEHHOE 3HayeHMe.

CuHTakcuc snmp-server contact {text}
no snmp-server contact {text}

text CTPOKa C KOHTaKTHOI MHGopMaLmeil, B KOTOPOil AOMNYCKalOTCS NaTUHCKME
BykBbl, UMdPLI, 3HaKN "#$%& ()*+,-./;:>=<@\]"_ " {|}~ n npobenbl.

3HayeHue No yMosYaHuo OTCyTCTBYET

PeXumbl KOMaHAbI Global configuration.

PekomeHaaLMmM No UCNOsib30BaHUK

KomaHga snmp-server contact zagaeT 3HavyeHue system contact B HacTpornkax SNMP
cepsepa.

MNpumep
Hwxe npuBeaeH npumep 3agaHus contact string:

Router (config) #snmp-server contact Dial system operator
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snmp-server host

[na 3agaHua napameTpos nonyyatens SNMP-TpanoB UCNonb3ymTe KOMaH4y snmp-server host.
No — popma kKOMaHAabl yCTpaHseT u3 koHdurypauum nonydyatens SNMP-Tpanos.

CuHTakcuc snmp-server host {host-addr} [traps] [version {1]|2c}]
{comminity-string} [udp-port {port}]

no snmp-server host {host-addr} [traps][version {1]2c}]
{comminity-string} [udp-port {portl}]

host-addr IP-agpec nony4aTtend Tpanos

1|2c Bepcusa SNMP, B koTopon hopMupytoTca Tpansl
(no ymonyaHuto — 1)

community-string  CTpOKa, UrpatLlas pofb naeHTuukaTopa oTnpaBuTens, NponuceiBaeMas
B Tpane, obs3aTenbHbIi NapaMeTp. He uMeeT HMKakoi CBsian ¢ snmp-
server community, MOXeT coBnafaTb UIN OT/IMYATLCS.

port UDP-nopT nonyyaTens, Ha koTopbi oTnpasnsatoTca SNMP-Tpansb! (no
ymonyaHuto — 162)

3HayeHue No ymonyaHuio Mo YyMOMn4YaHMWIo Tpanbl He OTChINalTCs
Pexu1mbl KoMaHAabl Global configuration

PekomMeHAaLumu No UcnonbL30BaHUKO

Taknx koMaH4 MOXeT OblTb HECKOMbLKO, 3afatoLmnX CrMCoK nonyaneneVl Tpanos.

[nsa oTcbinkM TpanoB JOMKHa ObITh yka3aHa xoTda 6bl 0OgHa KOMaHAa snmp-server host U
KOMaHAa snmp-server enable traps.

BbiGupaTb oTaenbHble Tpanbl B TeKyLei Bepcum MNpoaykTa Henb3s.

B komMaHae no snmp-server host 00s3aTeNbHO AOIMKHbI npuUcyTCcTBOBaThb {host-addr} un
{Comminity—string}. OcTanbHble napamMmeTpbl MOXXHO HE yKa3blBaTb.

Ecnu B koMaHge BcTpeyaeTcs napa {host-addr} M {comminity-string}, KOTOpble Obinn
BBEAEHbI paHee, TO 9Ta KOMaH4a 3aMEHSIETCSl Ha HOBYIO BBEAEHHYIO KOMaHAy (B HEN MoryT
NMOMEHATLCA Bepcus 1 nopT). Takoe noBegeHue aHanornyHo Cisco 10S 12.2 (yctapeBLunit), HO
oTtnun4yaetca ot norukn Cisco 10S 12.4,- Tam eLle yumTbiBaeTCa U NoprT.

Mpu 3agaHHOM KOMaHAe snmp-server enable traps KOMaHAa snmp-server host MOXeT
nopoXaaTtb MHKpEeMeHTallbHYH MOJINTUKY.

Mpumep
Hwxe npuBegeH npumep 3agaHusa nonydatens SNMP-Tpanos:

Router (config) #snmp-server host 10.10.1.101 wversion 2c netsecur udp-
port 162
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snmp-server enable traps

OTa KoMaHaa ucnonb3yeTcs AN BKIYeHUst oTcbinku SNMP-TpanoB. No —¢opMa 3Toi KoMaHapbl

NCNonb3yeTcd And OTKINHOYEHUA OTCbINTIKXA TpanoBs.

CuHTakcuc snmp-server enable traps

no snmp-server enable traps

3HayeHue Mo yMosYaHuo Nno ymMmosn4aHuio Tpanbl HE OTCbITakoTCA

Pexxnmbl KOMaHAbI Global configuration.

PekomMeHaaLuu No UcnonbL30BaHUKO

Bes ykaszaHust komaHabl snmp-server enable traps Tpanbl OTCbiNatbcs He 6yayT. Ong
OTCbINKM Tpana TpebyeTca komaHaa snmp-server enable traps W XOTHa Obl 0OgHa KOMaHaa
snmp-server host.

Mpun 3agaHun aTNX ABYX KOMaHA cpasy xe opmMupyeTcs 1 3arpyxaetcs

%4 MHKpeMeHTanbHasa KOH(Urypaumsa, ecriv pexxmumMm MHKPEMEHTanbHoro

Note HacTpamBaHusa KOHUrypauun BrrtodeH. BknoyeHne ocyllectBnaeTcs B
HacTpoWKax koHBepTopa — B dhanne cs_conv.ini. [Napamerpy
BKITIOYEHUSI CUHXPOHMU3ALMMN MONUTUK policy sync NpucsavBaeTcs
3HayeHue on. 1o ymon4yaHuo aTo 3Ha4YeHue n yctaHoBneHo. MNMogpobHee
cmM. onucaxne “Konseptop VPN nonutukn” B gokymeHTte «LUnto3
6esonacHocTn CSP VPN Gate. NpunoxeHuey.

MNpumep
Hwxe npusegeH npumep BkNoveHnsa oteblinkn SNMP-Tpanos:

Router (config) #snmp-server enable traps
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Cisco-like komaHAab!

snmp-server trap-source

OTa koMaHaa ucnonb3yeTcs ANs Yka3aHusa uHTepderica, ¢ kotoporo noceinawtca SNMP-Tpanei.
[na ycTpaHeHnss ICTOYHMKA Tpana Ucnonb3yeTcs no —popma 3Ton KoMaHAabl.

CuHTakcuc snmp-server trap-source {interface}
no snmp-server trap-source

interface nms nHTepdenca — fastethernet

3HayeHue No ymonyaHuio no ymonyaHuio B none Agent Address Tpana
nponucbkiBaeTcs 3Ha4veHue 0.0.0.0.

Pexunmbl KomaHAabl Global configuration.

PekomeHaaLMM No UCNOJIb30BaHUKD

B KoHdurypauum ncnonb3syeTtcs TONMbKO o4Ha KOMaHAa snmp-server trap-source.

Ecnn ykasaHa gaHHas komaHga, To npu doopmmnpoBaHum Tpana B SNMP Bepcun 1 B none Agent
Address nponvcbiBaeTCs NePBbIN agpec ykasaHHOro uHTepderica (primary-agpec).

Ecnu komaHga snmp-server trap-source He 3agaHa unu 3agaHa ee no-opma, To B Tpane B
none Agent Address nponuceiBaeTcs 3HaveHune 0.0.0.0.

Mpu 3agaHHOM KOMaHAe snmp-server enable traps KOMaHda snmp-server trap-source
MOXET nopoxaaTb MHKPpEeMEHTAalIbHYIO MOJINTUKY.

3amMeTum, 4YTO N3MEHEHMS BCTYNAT B 4ENCTBUE HE Ccpa3sy Nnocre BBoAa KOMaHabl
ip-address (interface) Ha3HayeHus |IP-agpeca uHtepdency, a Tonbko Nocne Bbixoaa 13
KOH(MrypaLMOHHOTrO pexunma.

MNpumep
Hwxe npuBegeH npumep yKasaHus MMeHU UHTepdelica, ¢ KoToporo otcbinartcd SNMP-Tpanbi:

Router (config) #snmp-server trap-source fastethernet 0/1
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KomaHabl AN Ha3HaYeHUs UMEeHN XOCTa U UMEHHU
AOMEHa

hostname

KomaHga hostname NnpuMeHdeTCAd And HasHa4yeHuda Ui n3MeHeHna MMeHn XocCTa.

CuHTakcuc hostname name

name HOBOE UMsi XOCTa.

3HayeHue N0 YMONYaHUIo Mo ymonyaHuio ycTaHOBMEHO UMs cspgate
Pexunmbl KoMaHAabl Global configuration

PekomMmeHAaLuu no UcnonbL30BaHUKO

[aHHasa KomaHaa nponucbiBaeT MMS XOCTa Kak B Cisco-like koHdurypauum, Tak n B cucteme. Mims
XOCTa U3MEHMUTCSA HEMELEHHO.

I'Ip|/| Ha3Ha4YeHUn nnn N3AMeHeHn MMeHn XoCTa crnenyeT npuaepXmeaTtbCa cnenyrowmnx npasun:
® AMA XOCTa — NOoJIHOE AOMEHHOEe UMA, BKIo4Haa OOMEH NepBOoro ypoBHA
® AMA XOCTa COCTOUT U3 OOHOIo U HeCKOJbKMX CNoB, pa3aerieHHbIX TOYKON

e KaXgoe crnoBo 0653aTenbHO AOMKHO HauMHaTLCs ¢ ByKBbl NAaTUHCKOro andasuta n MoxeT
COCTOATb 13 BYKB NAaTUHCKOro andasmnTa (Kak CTPOYHbIX, Tak U MPOMMUCHbLIX), LMMpP 1 3HaKa " -

" (oedwmc).

B OC Solaris npu BbINOMHEHNN 3TON KOMaHAbl MMs XocTa byaeT BnMcaHo B hann /etc/nodename.
Mpu cnegytoLiemM pectapTe CMCTEMbl 3TO UMSA BydeT MCNOoNb30BaHO Kak CUCTEMHOE MMS XOCTa.

B OC Linux npu BbINONHEHWM 3TOM KOMaHAb! B panrne /etc/sysconfig/network napameTpy
HOSTNAME 6ygeT npucBoeHo HoBOe UMsA xocTa. Mpu cnegyolem pectapTte CUCTEMbI 3TO UMS
OyaeT Ucnonb3oBaHO Kak CUCTEMHOE MMS XOCTa.

Mpumep
Hwxe npuBeageH npumep n3aMeHeHns UMeHn xocTta Ha "juke-box"™:

Router (config) # hostname juke-box
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ip domain name

KomaHga ip domain name WCNONb3yeTcsl ANS onpegeneHvs UMeHu JOMeHa, KoTopoe OyaeT
MCnonb3oBaTbCs AN AONOMHEHUSA HEMOMHbIX MMEH XOCTOB (MMEH, COCTOSILLMX TOMbKO U3 MMEHU
xocTa). [Ans 6nokMpoBaHusa aToN PYHKLMOHANBHOCTU UCNONb3YNTE TY Xe KOMaHay C NpeduKCOM no.

CuHTakcuc ip domain name name

no ip domain name name

name UMS1 JOMEHa, KOTOPOEe UCMONb3YeTCsl MO YMOMYaHNIO AN
aBTOMAaTUYECKOro 3aBepLUEHUst HEMOMHOro UMeHu xocTa. [onHoe ums
opmMmupyeTcs nocpeacTBOM f406aBNeHUs JOMEHHOIO UMEHN Yepes TOYKY
B KOHeL|, HEMOMHOro MMeHM XocTa..

3HayeHue No yMOos4aHuIo Enabled
Pexu1mbl KoMaHAabl Global configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

|/|Cﬂ0]'|b3y17ITe 9Ty KOMaHAay And Ha3Ha4YeHuna JOMEHHOIro MMeHn No yMOoJT4aHuio. B aTtom cny4yae Bce
MMEHa XOCTOB, KOTOpble HE coaepXaT oTAeSIeHHOro TOYKON JOMEHHOIO UMEHMN, 6yp.yT AONOJIHEHbI
OOMEHHbIM MMEHEM MO YMOJTHaHUIO.

Mpumep
Hwxe npuBeaeH npumep HasHa4YeHUA JOMEHHOrO MMEHM NO YMOM4YaHuio example.com:

Router (config) #ip domain name example.com
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KomaHab! ansa paboTbi ¢ Tabnuuen mapLupytusaumm

ip route

Ins po6asneHust 3anvcy B Tabnuuy MapLupyTM3aunm UCnonb3yinTe KoMaHay ip route. Ans
yOoaneHvs MapLupyTa Ucnonb3yeTcs no-opMa KOMaHAbl.

CuHTakcuc ip route prefix mask {ip-address |
fastethernetO/interface-number} [distance]

no ip route prefix mask

prefix cTapLuas obuwas YacTtb IP-agpecoB, 4O KOTOPOW NPONMCEIBAETCA MapLUPYT.
Ons 3agaHnsa maplipyTa, KoTopbii 6ygeT ncnonb3oBaTbCca No
ymonuaHuto, IP-agpec gormkeH 6biTb paBeH 0.0.0.0

mask Macka xocTa unv nogceTu, 40 KOTOPOW NponuckbiBaeTcs MapLipyT. [Ons
3agaHvsa MapLupyTa, KoTopbli ByAeT NCnomnb30BaTbCA MO YMOMYaHMIo,
mMacka nogceTu gomkHa obiTe pasHa 0.0.0.0

ip-address IP-agpec Wnto3a, Yepes KoTopbIi NponucbiIBaeTcsl MapLpyT

fastethernetO ceteBon nHtepdgenc. B gaHHon Bepcum MNpoagykTa nobon nHtepdeic,
Hanpumep, PPP unu GigabitEthernet, npeactasneH kak fastethernet

interface-number nopsaKoBbIN HOMEpP MHTepdelica

distance agMUHUCTPaTUBHAA ANCTaHUMS (MeTpUKa) MMeeT pasHbI CMbICH B Pa3HbIX
OC v B paHHol komaHae 6yaeT npourHopmposaHa. [loatomy,
MCNomnb30BaTb €e He PEKOMEHAYeTCS.

HeponycTumo ykasbiBaTb OQHOBpPEMEHHO napaMeTpbl MHTepdelica 1 IP-agpec wnio3a, Yepes
KOTOPbLIN NPONUCLIBAETCA MapLIPYT.

MapLupyT No ymonyaHuio — MapLUpyT, No KOTopoMy ByaeT oTnpasneH nakeT, ecnu IP-agpec
Ha3HayYeHus, yka3aHHbI/ B 3arofioBke nakeTa, He coBrnagaeT HU C OOHUM apecoM HasHayeHus B
Tabnuue mapLpyTm3aumm.

3HayeHue No ymMonyaHuo OTCyTCTBYET

Pexumbl KOMaHabl Global configuration.

PekomeHaaLMM NO UCNOJIb30BaHUK

Ncnonb3yitTe aTy KOMaHay Ans AobaBneHus 3anvucu B Tabnuuy mMapLupyTusaumu.

Mcnonesyembie OC HanaratoT TpeboBaHme, YTobbl L3, Yepes KOTOPLIN NponucbiBaeTCs
MapLipyT, 6bin1 4OCTYNEH C CETEBOro MHTepderica ycTponcTea.

MapameTp distance urHopupyetcs. Mpu gobaeBneHny MapLupyTa BbICTaBNsAETCA CUCTEMHAs
MeTpUKa, aHarornMyHasl Toi, KoTopasl BbICTABMSAETCS NO YMOMYaHWo nNpu AoGaBneHnn mapLupyTa ¢
nomotubto komaHgbl OC route add. Ho no komaHge show ip route Afs JAHHOrO MapLupyTa
OyaeT nokasaHo 3Ha4YeHue distance, paBHoe 1.

B LSP napameTp distance OygeT 3anucaH Kak metric, HO peanbHO 6ygeT NpourHopupoBaH.

OT1a KoMaHZa nopoxgaeT 3arpy3Ky UHKPEMEHTANbHOW MNONUTUKU.(€CNX 9TO AOMYCTUMO B AaHHbIN
MOMEHT).
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YaaneHue mapLupyTta npou3BoguMTca KOMaHOoW no ip route prefix mask. MOXHO ykasbiBaTb
W opyrue napameTpbl B KOMaHae, HO OHU 6yayT npourHoprpoBaHbl. Paspeluaetca yaansaTe TONbKO
MapLUpyT, 3a4aHHbIN KOMaHAOW ip route B KOHCOMM.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

e B KOMaHAe Heobxoanmo NponucbiBaTh MapLUPYT Yepes LUNi3, KOTOPbIA ABMSETCA OCTYNHbIM
C CeTeBOro uHTepdenca

e B KOHCOMNW NapamMeTpoM, CBA3aHHbIM C METPUKOM ABNsieTCH distance, a B Cisco I0S —
napameTp administrative distance

e napameTp distance UrHopupyetcsa

e OTCYTCTBYET KOMaHAa clear ip route ANdA yganeHus maplipyta U3 CUCTEMHOM Tabnuubl
MapLUpyTU3auumn.

Mpumep
Router (config) #ip route 10.10.10.1 255.255.255.255 10.2.2.1
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KomaHab! ang paboTbl ¢ cepTudpmkaramu

crypto pki trustpoint

KomaHpa crypto pki trustpoint wmcnonbsyetcs anst oobssneHus umenun CA (Certificate
Authority — CepTundmkaumnoHHbii LIeHTp), a Takke Anst Bxoda B pexum ca trustpoint configuration
ANsi HACTPOMKM NapaMeTPOB NOSfyYeHNsi CNCKa 0TO3BaHHbIX cepTudmkatoB (CRL). Ang yoaneHus
BCEX MAEHTUDMKATOPOB U cepTUdUMKaTOB, CBA3aHHbIX ¢ CA, UCNONb3YyNTE TY Xe KOMaHAy C
npecurKCoM no.

Ona peructpaumm CA 1 nokaneHoro cepTudurkata B 6ase npoaykra, a Takke Cnucka oTo3BaHHbIX
cepTMdUKaToOB UCNONb3YeTCHa yTunuTa cert_mgr import.

CuHTakcuc crypto pki trustpoint name
no crypto pki trustpoint name

name umsa CA. Ecnu HyXHO nameHnTb napameTpsbl ke obbasneHHoro CA
BBeaAMTE UMs, kKotopoe aTomy CA Obino Ha3HaA4YeHOo paHee.

3Ha4yeHue No YMONYaHUKo 3Ha4yeHne No yMonyaHuo OTCYTCTBYET.
Pexumbl kKOMaHabI Global configuration. BbInonHeHMe 3TOM  KOMaHAbI

OCYLLECTBNSAET BXo4 B pexum ca trustpoint configuration.

PekomMeHaaLuu No UcnonbL30BaHUKO

KomaHpa crypto pki trustpoint 3ameliaet kOMaHay B cTapoMm chopmate crypto ca
trustpoint, KoTopas ucnonb3oBanack B Cisco I0S Bepcun 12.2 u CSP VPN Gate Bepcum 2.x.
MoXHO ncnonbL30BaTh M CTapbli popMaT KOMaHAbl, HO MO KOMaH4e show running-config byget
nokasaHa komaHa B HOBOM chopmare.

Wcnonb3yinTe aTy kKOMaHAgy Ans o6bABneHns nmeHn kopHesoro CA, KOTOpbIn umeeT
CaMOonoAnuCcaHHbIn cepTudmkaT. BoinonHeHe 3TOM KOMaHAbl TakKe OCYLLECTBNSET BXOA B PEXUM
ca trustpoint configuration, B KOTOPOM MOTYT BbINOMHATLCA CreAyoLmMe KOMaHabl:

crl query — CAYXWUT NS HACTPOVKU NnapameTpos nonydyerHunss CRL
revocation-check — ykasblBaeT pexum ucrnons3osaHus CRL

exit — ocyLecTBnAeT BbIXO4 U3 pexmma ca trustpoint configuration.

HacTpowiku nonyyeHus n ncnons3osaHusa CRL 6epyTcsa n3 nepsoro no cyeTy trustpoint. A3
ocCTanbHbIX trustpoint HaCTPOVKN NTHOPUPYIOTCS.

YaaneHue

YpaaneHue CA trustpoint ocywiectBnaeTcsa kKOMaHgoM no crypto pki trustpoint name. [locne
3TOro BblaeTcs coobLeHune:

% Removing an enrolled trustpoint will destroy all certificates
received from the related Certificate Authority.
Are you sure you want to do this? [yes/no]:

Ecnu BBectn “yes” (MOXHO COKpaTuUTb 40 oAHoM OykBbl “y”), TO trustpoint yaanutcsa us
KoHdpurypauun. Ecnu npm atom cywiecteytoT CA-cepTudmkatbl, KOTOpble NPUBA3aHbl K JAHHOMY
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trustpoint, oHn yganstoTca kak u3 Cisco-like koHdurypauum, Tak n u3 6asbl nokanbHbIX HACTPOEK
npoaykTa.

Ecnu BBecTn “n0” (MOXXHO COKpaTUTb A0 ogHOM ByKBbI “N”), TO AENCTBUE KOMaHAbl OTMEHSAETCS.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

e nogkomaHga enrollment urHopupyeTcs, Npon3BoANTCSA TONbKO 3aaHne cepTnrKaToB C
nomolLlblo cert_mgr import

e yuTaroTcsa Tonbko CA-cepTudmkathl, nokaneHble cepTudukaTol (CepTudurkaTbl YCTPOWCTB)
urHopupytotcs. JlokaneHble cepTugukaTbl MOryT 6bITh 3aperucTpupoBaHbl B [poaykTe TonbKo
yTunmTOon cert_mgr import.

e pobaeneHue ogHoro trustpoint 1 nepeymcneHne HeCKonbKMx trustpoints pakTuyeckm He
oTnuyaeTcs Apyr oT Apyra u Bcerga npuBoauT K nepedncneHmio CA-cepTndukaTos:

® eOuHCTBEeHHoe oTnnyme — agpec LDAP-cepBepa 1 HacTponkm pexuma nonydeHns CRL
Bcerga 6epyTcs M3 NepBoro no cyeTy trustpoint B kKOHUrypaumum, octanbHble —
UrHOpUpYyoTCS.

Mpumep

Hwxe npuBegeH npumep NCNomnb30BaHMsA KOMaHabl crypto pki trustpoint. ObbaABnsetcsa CA
c umeHem "ka" n ykasbiBaeTcsl, 4TO Npu NnpoBepke cepTudumkaTa gencreytowmii CRL ncnonbayetcs,
€Crn1 OH npeaycTaHoBneH B 6ase npoaykTa unv nony4eH B npouecce IKE obmeHa. Ecnv aTo He Tak,
TO nonbiTka nony4nte CRL no npoTtokony LDAP He npegnpuHMMaeTcsa u cepTudukat NpuHUMaeTcs:

Router (config) #crypto pki trustpoint ka

Router (ca-trustpoint) #revocation-check none
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crl query

KomaHpa crl query ncnonb3yeTcs Ans SBHOro ykasaHusa agpeca LDAP-cepBepa, ¢ KOTOpOro
MoxHo 3anpocutb CRL (Certificate Revocation List), npomexyTtouHbie CA cepTudmkarhl,
ceptudukat naptHepa. CRL cogepXut cnncok 0To3BaHHbIX CEPTUUKATOB (AENCTBME KOTOPbIX
npekpaLleHo no Ton unu nHom npudnHe). icnonesosaHme CRL 3awimiiaet oT NpUHATUS OT
napTHEPOB OTO3BaHHbLIX CEPTUEUKATOB.

Mepen obpalieHnem k LDAP-cepBepy Wno3 cHavyana cmotpuT none CDP ceptudukarta, ecnu B
3TOM Norfe nponucaHHelr NyTb kK LDAP-cepBepy siBNsieTCa HenormnHbIM, To JobaBnaTcsa aaHHble (IP-
agpec v nopT) u3 KomaHabl crl query. Ecnu CDP cogepXuT NOMHbI NyTh, crl guery He
ucnone3yetca. Ecnu B ceptudpmkate Het nona CDP, To ucnonb3yeTca aTa KomaHaa.

[nsi Bo3BpaTa B pexum no ymondaxuio (korga 3anpoc CRL ocywiecTBnaeTcs no agpecy,
ykasaHHoMmy B none cepTtudmkata CDP (CRL Distribution Point)) ncnonbsyiite komangy crl query
C npeuKkcom no.

CuHTaKcuc crl query ldap://ip-addr|[:port]
no crl query ldap://ip-addr[:port]

ip-addr IP-agpec LDAP-cepBepa, Ha koTopoM CA nyonukyeT CRLs n kyaa
criegyet oTnpaenATb 3anpockl Ha CRL.

port nopT, HeobsA3aTenbHbIM NapaMeTp, No ymondaxuio 389.

3HavyeHue No yMonyaHuio Ecnu agpec LDAP cepBepa sIBHO He 3afaH, TO 3anpochl Ha

CRL 6yayT OTnpaBnsaTbCA Ha agpec, yKka3aHHbI B none
CDP ceptudwmkata. Ecnm nopt He 3agaH, TO
nogpasymesaetcs 389.

PeXumbl KOMaHAbI ca trustpoint configuration.

PekomMeHAaLuu no UcnonbL30BaHUKO

Mcnonb3yinTte KOMaHay crl query, €CNU cepTUUKaTbl HE cogepkaT TOYHOro ykasaHusa MecTa,
oTKyaa moxeT 6biTb nonyvyeH CRL. MNpwn 3agaHnm LDAP cepBepa ncnonb3ynte Tonbko IP-agpec un
BO3MO>HO NOpT.

CHavana genaetcs nonbiTka yCTaHOBUTL coeauHeHne no LDAP Bepcun 2. Ecnin aTa nonbiTka
3aBepLuaeTtcs ¢ owmnbkon LDAP_PROTOCOL_ERROR (Hanbonee BeposaTHas npuymHa — He
noagepxmBaeTcs Bepcus 2), To NOBTOPSAETCS NonbiTka yCTaHOBUTL coeauHeHne no LDAP Bepcun 3.

OTnnyme AaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

e Ha url ana LDAP cepBepa HanoxeHo orpaHuyeHne — gonyckaeTcs 3afjaHue Tonbko IP-agpeca
1, BO3MOXHO, nopTta. Ecnun 3agaHo DNS-name, TO AaHHbIA url UrHopupyeTcs.

e pobaBneHve ogHoro trustpoint n nepeyncrneHne HeCKOmMbKMX trustpoints akTuyeckn He
oTnuyaeTcs Apyr oT Apyra u Bcerga npuBoauT K nepeydncnenmio CA-cepTndunkaTos:

e e[MHCTBEHHoe oTnuyne — agpec LDAP-cepBepa 1 HacTporku pexuma nonydeHms CRL
Bcerga 6epyTcst M3 MepBOro No cyeTy trustpoint B kKOHUrypauum, octanbHble —
UrHopupytoTcs.

MNpumep

Hwxe npuBeaeH npumep UCNomnb3oBaHus koManabl crl query. O6bsBnsercs CA ¢ umeHem "bar”
1 yKa3blBaeTCsi agpec, No KoTopoMmy cneayet uckate CRL:

Router (config) #crypto pki trustpoint bar
Router (ca-trustpoint) #crl query ldap://10.10.10.10
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revocation-check

KomaHga revocation-check 3agaeT nocnegoBaTenlbHOCTb A0MYCTUMbIX BAPMAHTOB NPOBEPKU
cepTudmkaTa napTHepa. B koMaHae ykasbiBaloTCs pasHble pexuMbl Ucrnosib3oBaHus CRL.

s BO3BpaTa B PEXUM MO YMOYaHMWIO UCMOSb3YITE TY Ke KoMaHAay C NpeduKCcoM no.

CuHTakcuc revocation-check methodl [method2]

no revocation-check
methodl napameTp, NPUHUMAIOLLNA OOHO U3 ABYX 3HAYEHUIA:

crl npuv npoBepke cepTudmkaTa obsasaTeneH gencraeyowmnn CRL.
Ecnu gericteytowmn CRL He HangeH B ©6a3e npodykTa un ero He
yaanocb nonyy4nTb No npotokony LDAP, To cepTudumkat He
npuHUMaeTcs

none npw npoBepke ceptudukata gencreytowmn CRL ncnonb3yertcs,
€Cnu1 OH npeaycTaHoBneH B 6ase NpoaykTa Unm nonyyeH B
npouecce IKE obmeHa. Ecnu 910 He Tak, TO nonbITka NONy4UTb
CRL no npotokony LDAP He npeanpvHumaeTcs n ceptudukat

npYHUMaeTCs.
method?2 napameTp HeobaA3aTeNbHbIN, UMEET OOHO 3HAYEHME:
none ecnu gencreyowmii CRL He HangeH B 6a3e npoaykTa v ero He

yAanocb nonyy4ntb no npotokony LDAP, To ceptudukat
npuHumaeTcs. Mcnonb3yeTca Tonbko Toraa, Korga methodl=
crl.

lMocnepoBaTenbHOCTb O0MNYyCTUMbIX BapnaHTOB NPOBEPKU CepTVIq.)I/IKaTa onucaHa B PekomeHgaumnsax
MO NCNOJ1Ib30BAHUIO.

3HayeHue no YMOJ14aHuio Mo yMO4aHUKO MCnoJib3yeTcA revocation-check crl.
Mo komaHge show running-config OygeT nokasaHa
AJaHHaA KoOMaHAa, Aaxe ecrnim oHa He BBOAUINacCcb B ABHOM
Buae.

PeXxumbl KOMaHAabI ca trustpoint configuration.

PekoMeHOaumm no MCnosfib30BaHUIO

[nga koMaHabl revocation-check crl obsasateneH gencreytowmnn CRL B 6a3e npoaykra, HO
ecnm aT1o He TaK, To CRL moxeT 6bITb nonyveH no npotokony LDAP. Ecnn CRL nony4uts no LDAP
He yaanocb, To cepTudukaT napTHepa He NpUHMMaeTCs. STOT PEXMM UCNONb3yeTcs No
YMOIYaHuIo.

Mo koMaHfae revocation-check none Npu NpoOBepke cepTudmkaTa napTHepa 6yoeT
Npon3BOAMTLCA NoNnbiTka Bocnosnb3oBaTbca CRL 13 6a3bl npoaykta nnu CRL, Nnony4yeHHbIM B
npouecce IKE obmeHa, HO He ByaeT Npon3BoANTLCA NOMbITKA NONy4nTh ero no LDAP. Ecnn
pewncteyowmn CRL He HanaeH, To cepTudumkaT napTHepa NpuHMMaeTcs.

KomaHpa revocation-check none 3amelyaeTt B ctapoM popmaTe KOMaHay crl optional,
KoTopas ucnonb3oBanacb B Cisco 10S Bepcumn 12.2 n CSP VPN Gate Bepcum 2.x. MOXHO
ncnonb3oBaTh U CTapbIi POpMaT KOMaHAbl, HO MO KOMaHAae show running-config OygeT
NMnoKa3aHa KoMmaHga B HOBOM (bopmaTe.

Mpu npoBepke cepTudpmkaTa No KOMaHAe revocation-check crl none UCNONb3YyeTCs
aenctayowmin CRL 13 6asbl NpoaykTa, HO ecnv 3T0 He Tak, To CRL moxeT 6bITb nony4eH no
npotokony LDAP. Ecnn CRL nony4nts no LDAP He yaanocb, To cepTudukaTt napTHepa
npUHUMaeTCA.
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KomaHga revocation-check crl none 3amelaeT B CTapoMm popMaTte KOMaHOy crl best-
effort, KoTopas ucnonb3oBanacb B Cisco IOS Bepcum 12.2 n CSP VPN Gate Bepcum 2.x. MoxHO
ncnonb3oBaThb M CTapbin hopmaTt KOMaHAbl, HO MO KOMaH4e show running-config bygeT
nokasaHa kKoMaHaa B HOBOM cpopmare.

Ona nonyyeHua CRL no npotokony LDAP 3anpockl oTnpaBnstoTcs Ha agpec LDAP cepsepa,
YKa3aHHbI B KOMaH4e crl query, B MPOTMBHOM Crlyvyae Ha agpec, yKkasaHHbI B none
ceptudmkata CDP.

lNo komaHgaMm revocation-check none U revocation-check crl none eOUHCTBEHHBIMU
YCINOBUSIMU MPUHATUS cepTuduKkaTa napTHepa 6yayT HEUMCTEKLINIM CPOK ero 4ENCTBUSA N YTO ero
nagan CA, koTtopbihi o6bsBneH kak trusted CA.

Ecnn 3agaHo HecKonbko trustpoints, B KOTOpPbIX 3adaHa kKOMaHAa revocation-check, TO
NCNOoJ1b3yeTCA TOJIbKO KOMaHAa 13 NepBoOro no cHeTy trustpoint B KOHCbVII'yan,VIVI. OcrarnbHble
KOMaHAbl revocation-check UrHopupyroTcs.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

HEe WCMOMb3YeTCs PEXUM oCsp.

Mpumep

Hwxe npuBeaeH npumep ncnonb3oBaHus koMaHgbl. O6basnsetcs CA ¢ umeHem "bar" un
ykasbiBaeTca agpec LDAP cepBepa, no KotopoMy criegyet nony4mts CRL Ans npoBepku
cepTudukaTta napTHepa:

Router (config) #crypto pki trustpoint bar
Router (ca-trustpoint) #crl query ldap://10.10.10.10
Router (ca-trustpoint) #revocation-check crl none

Router (ca-trustpoint) #exit
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crypto pki certificate chain

KomaHga crypto pki certificate chain ncnonb3yeTcs AN BXo4a B PEXUM HAaCTPOWKK
uenoyku ceptudpmkatos CA.

CuHTakcuc crypto pki certificate chain name

name Mma CA. Vicnonb3yinte Toxe nMs, koraa Bbl 06bsinisiete CA, ncnonb3ays
KOMaHAy crypto pki trustpoint.

3HayeHue Mo yMonyaHuo 3HaueHue no YMOJ14aHUIO OTCYTCTBYET.

Pexxnmbl KOMaHAbI Global configuration

PekomMeHAaLuu No UcnonbL30BaHUKO

KomaHpoa crypto pki certificate chain 3amellaeT B CTapom popmarte KOMaHay crypto
ca certificate chain, KoTopas ncnonb3oanacbk B Cisco |IOS Bepcumn 12.2 n CSP VPN Gate
Bepcumn 2.x. MOXHO ncnonb3oBaTh M CTapbin (hopmaTt KOMaHAbl, HO N0 KOMaHA4e show running-
config OyaeT nokasaHa kOMaHAa B HOBOM chopmare.

Ha mMomeHT BBoda koMaHabl crypto pki certificate chain wumsi CA AOMKHO ObITb yXKe
00bABNEHO KOMAHAON crypto pki trustpoint. Ecnu umsa He 3agaHo, TO BblgaeTcs
coobueHune o6 owmbke: “% CA trustpoint for cert chain not known”.

Mcnonb3aynTe aTy KOMaHA4y A8 BXOAa B PEXUM HacTponkm uenodkun CA cepTndukaToB ¢ NOMOLLbIO
KomaHabl certificate. B npegenax ogHoro truspoint gonyckatotcsa nobblie CA ceptudmkaThl, He
TONbKO U3 OOHON Lienoykn. Haxoasack B 3TOM pexxume, MOXHO yAanaTb cepTudukaThbl.

YaoaneHue

YaaneHue uenoyku ceptnugurkaTos kKomaHgamu
no crypto pki certificate chain name
unm

no crypto ca certificate chain name

He JonyckaeTtcs, BblgaeTcsa coobuleHne o6 owmnbke: $ Remove the trustpoint to remove the cert
chain.

YpananeHue CA cepTudukaTa u3 LLeNOYKM OCYLLLECTBNSAETCH KOMaHOoN certificate.

OTnnyme gaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

e B Cisco no show run B kOMaHge crypto pki certificate chain nokasbiBawotca CA
cepTudukaTbl U fokanbHble cepTudukaTel. B Cisco yepes aTy komaHay MOXHO NOCMOTPETH U
yaanute CA 1 nokanbHble cepTudurkaThel, a8 BBECTU MOXHO Tonbko CA cepTudukaTbl,
nokarnbHble cepTudukaTel TakKMM 06pa3oM BBECTU HemMb3s (OHM ByayT HepaboToCNOCOGHbI
6e3 cekpeTHoro knto4a). B MNpoaykTte B ¢s_console gaHHas koMaH4a UCMonb3yeTcs TONbKO
ans pabotbl ¢ CA cepTudmnkatamu.

¢ B Cisco ucnone3aytotcs Tonbko RSA-ceptudmkatel. B Mpoaykre noa o6o3HayveHmem RSA
MoryT ucrnonb3oBaTtbes RSA, FOCT n DSA-ceptudmkatsl. Ho gormkHo cobniogaTbcs cTporoe
cooTBeTcTBME: RSA CA ceptudmkat nognuceiBaeT Tonbko RSA-ceptudukatel, TOCT CA
ceptndukaT nognuceiBaet Tonbko FOCT ceptudukatsl, DSA CA cepTudmkart nognucoisaeTt
Tonbko DSA-cepTUdumkaThl.
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e cnefyeT y4nTbiBaTh, YTO B KOHUrypaLmm He 3aaaeTcs TOUHbIX KpuTepmnes Bblbopa
nokanbHoro ceptudukarta (B TepmrHax Native LSP 3agaetca USER_SPECIFIC_DATA). B
CBSI31 C 9TMM BO3MOXHbI CUTYyaLuK, Npy KOTOPbIX HE YCTAHOBUTCA COeAMHEHNE, eCIun
NPUCYTCTBYIOT BorbLLE OQHOro NoKaneHOro cepTudurkaTa, NOANMcaHHoro pasHbimu CA.

e npumep NogobHOW cuTyauun: y napTHepa He nponucaHa nocelinka Certificate Request,
napTHep OXuAaeT OT MOKanbHOro LUM3a KOHKPETHBIN cepTudmKkaT (KOTOpbIN
OEeVCTBUTENbHO NPUCYTCTBYET), HO LUMO3 MO CBOMM KPUTEPUSIM BbIOMpaeT Apyrown
cepTuduKaT, KOTOPbIN HE NOAXOAUT NapTHepY.

e KaK npaBuiio, Taknx r|p06neM He BO3HMKaeT, ecnun cobntogatorcs cneaywwne ycnosus:

e y 0boux napTHepoB nponuncaHa oTcebinka Certificate Request. [1o ymonyaHuto
KOHBepTep MMeHHo Tak 1 genaeT. Cisco B 60/bLUIMHCTBE Cry4YaeB NOCTynaeT Takxke.

e He ucnonb3yetcd Aggressive Mode npu paboTte ¢ cepTudmkaTamm (3K30TUYECKNI
cny4an).

e y napTHepa OOJKHbI ObITb IBHO yka3aHbl CA-cepTudmkaTbl, KOTOPLIMU MOXET ObITb
noanucaH nokanbHbl ceptTudukat. B Native LSP — atpubyT
AcceptCredentialFrom (CS_converter BnucbiBaeT Bce CA-cepTudmkaThl,
nexawme B 6ase). B Cisco — gomkeH 6bITb NponMcaH NOAXoAsALmiA trustpoint.

MNpumep

Mpumep ncnonb3oBaHus KOMaHadbl crypto pki certificate chain npuBegeH K koMaHOe
certificate.
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certificate

KomaHpa certificate ncnonesyetcs ang peructpauuun CA ceptucmkatoB B 6a3e npoaykra.
HaHHasa komaHaa paboTtaeT B pexume certificate chain configuration. [1ns yganeHusa ceptudgmkaTos
UCMNonb3ynTe aTy KoMaHay ¢ npedurkcom no.

CuHTakcuc certificate certificate-serial-number

no certificate certificate-serial-number

certificate-serial-number nopsgkoBbin Homep CA cepTudukaTa B LWeCTHaaLaTepuyHOM

npencraBsfieHumn
3HayeHue No YMONYAHUIO 3HayeHWe Mo yMOMYaHuUo OTCYTCTBYET.
Pexnmbl KOMaHAbl Certificate chain configuration

PekomMeHAaLuu No UcnonbL30BaHUKD

Yka3aHHbIN B kKOMaHAe nopsiakoBbii Homep CA cepTudmkaTa B LecTHagLaTepuyHoMm
NpeacTaBneHnn MoXeT ObITb NoObIM, Tak Kak B JAHHOM penin3e He NCMosb3yeTcs.

WcnonbayiTe aTy koMaHay Ansa gobaenexnns CA ceptudukarta B 6a3y npogykra unm yganeHmns CA
cepTudumkara.

Ons pobasneHns ceptndmkata nocne BBoga NOPAAKOBOro Homepa ceptudukaTa u HaxaTtusa Enter
ocyuwecTnsieTcsa nepexoq B pexum config-pubkey, B kotopom HyxHo BBecTu CA cepTudmkaTt B
BMAE NocnegoBaTenbHOCTU WecTHaauaTepuyHbix yncen. [ns koHseptupoBaHusa davina ¢ CA
cepTudurkaTtom 3 BMHapHOro NpeAcTaBeHns B LWeCTHaaLaTepmyHoOe MOXHO BOCMONb30BaTLCH
nobbiMu cBOBOAHO pacnpoCcTpaHAEMbIMU yTUNUTaMun. 3ameTm, YTO ANMHA CTPOKK C TENTOM
cepTugmKaTa B WecTHagLaTepUyHOM NpeacTaBneHun 4OMKHa yO0BNETBOPATL YCIOBUSAM:

* MakcumarnbHas gnvHa BBOAUMOWM CTPOKM - 512 cumeonoB. [lonyckaeTca napbl
LecTHaaUaTepuyHbIX Yncen pasbmneaTe Mexay cobon npobenamm n nepeBogamMm CTPOKM

e KONMYECTBO CUMBOIIOB B CTPOKE AOIMKHO ObITh YETHBLIM, YTOOLI He pa3bunBaTh
LecTHaauaTepuyHoe Yucro.

MpekpalleHne BBoAa cepTudmKaTa 3akaHIMBaETCA KOMaHAON quit.

3ameTnm, yto B CSP VPN Gate Bepcum 2.X gonyckanocb BBefieHue cepTudukaTta B BUAe O4HON
cTpoku. B Bepcumn 3.1 3T0 HEBO3MOXHO, TaK Kak NOABMMIOCH OrpaHUyeHne Ha AnnHy CTPOKM BBoAA —
512 cMMBOInOB, peanbHble cepTuduKaThl B 9TY ANUHY HE NOMELLAIOTCS.

3ame4aHue:

Monb3oBaTbcs KOMaHOOM certificate anga perncrtpauun CA ceptudumkaTa HeyaobHo. Hanbonee
yao0bHbIM cnocodom pervnctpauum CA cepTudmkata B 6ase npogykTa ABnsieTCA NCMONb30BaHne
yTunuTbl cert_mgr import. lNMocne peructpaunu npu crnegyrowiem ctapte cs_console CA ceptudukat
Oynet pobasneH B cisco-like koHuMrypauuto (norvka no asTomaTuy4eckon CUHXpoHm3aumm CA-
cepTudukata B cisco-like kKoHdmrypauum n 6ase nokanbHbIX HACTPOEK OMMUCaHa B NMyHKTE
“CuHxpoHusauusa” B pasgene "3anyck koHconu”).

Mpumep
Hwxe npuBeaeH npumep gobasnexus ceptudumkaTa ¢ nopsiakoBbiM Homepom 012:

Router# configure terminal

Router (config) # crypto pki certificate chain myca
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Router (config-cert-chain) # certificate 012

Router (config-pubkey)# 30820337308202E4A0030201020210337F
AE6C6B85536F834A8D8ES358333F4F3090A06062A850302020405003038310B30279
060355040613025255310D300B060311400055040A130447494E53310B3009060355
3240B13025141310D300B060355040313F9

Router (config-pubkey) #quit

Router (config-cert-chain) # exit

Router (config) #

CSP VPN Gate
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crypto identity

KomaHga crypto identity Mcnonb3yeTcs Ans co3daHus Cnucka aeHTUAUKaTopoB, KOTOPOMY
[OJDKEH YOOBNETBOPATb cepTUdmkaT napTHepa (napTHepoB). CNNCOK MOEHTU(UKATOPOB MOXET
COCTOATb U3 UOEHTUMUKATOPOB TUMA dn U £gdn U NPUBS3LIBATLCS K KpUNTOrpacduyeckon kapTe.
Ins yaaneHust cnucka aeHTUUKaTOPOB UCMONb3yeTcs Ta e KomaHaa ¢ NpedyrKcoM no.

CuHTakcuc crypto identity name

no crypto identity name

name UM$ cnucka naeHTndmkaTopos
3HayeHue No ymonyaHuo 3HaYeHe Mo YMOMYaHMUIO He CYLLIeCTBYeT.
Pexunmbl KoMaHAabl Global configuration.

PekomMeHaaLumu no UcnonbL30BaHUKO

Mocne BBOAA KOMaHAbl crypto identity nameBBeﬂMTeMﬂeHTdemaTomenadnb4fqdn
NoeHTndukatop dn npeactaBnsdeT cobon 3aKOHYEHHOE NGO HE3aKOHYEHHOE 3Ha4YeHWe Nons
Subject ceptudukara napTHepa. geHTudmkatop fgdn nmeeTt popmaT JOMEHHOTO MMEHU. Huke
AaHo onucaHune KomaHg dn un £gdn.

Mpumep
Router (config) #crypto identity myident

Router (config-crypto-identity) #dn c=ru, o=s-terra
Router (config-crypto-identity) #fgdn s-terra.com

Router (config-crypto-identity) #exit

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set identity myident
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dn

KomaHga dn ucnonb3yeTcsa Ansa 3agaHusa naeHTudukaTtopa Tuna dn, KOTOPOMY OOMKEH
yAOBNETBOPSATb cepTudpmkat naptTHepa. [nsa 3agaHus aToro naeHTndukaTtopa ncnonb3yeTcs none
Subject ceptudukara napTHepa. [Ana yaaneHnsa aaHHOro naeHTudrkatopa ncnonb3yeTcs ata xe
KOoMaHga ¢ npedmrKcoMm no.

CuHTakcuc dn name attrl=stringl[,name attr2=string2]

no dn name attrl=stringl[,name attr2=string2]

name attrl COKpaLlleHHOe HaumMmeHoBaHue aTpubyTos nonga Subject
stringl 3Ha4eHune aTpunbyToB 13 nons Subject

3HayeHMe NO YMONYaHUIO 3HaYeHue No YMONYaHMWIO0 He CyLLEeCTBYeT.
Pexunmbl KoMaHAabl Crypto identity configuration.

PekomeHaaLMmM No UCNOJIb30BaHUKD

Mpun noucke n cpaBHeHUN ¢ cepTudmkaToM napTHepa none Subject aToro cepTndmkaTa 4OMKHO
copepxaTtb ykazaHHOE MHOXECTBO aTpUMBYTOB M UX 3HAYEHUI B KOMaHAe dn.

Mpumep
Router (config) #crypto identity myident

Router (config-crypto-identity) #dn c=ru, o=s-terra,ou=test

Router (config-crypto-identity) #fexit

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set identity myident
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fqdn

KomaHga fgdn uvcnonb3yeTcs ANns 3agaHus naeHtudumkatopa tuna f£gdn, ABMASIOWMACA UMEHEM

X0oCTa napTHepa. [nsa yganeHvs AaHHOro MaeHTudUuKkaTopa UCnonb3yeTcs aTa e KoMaHaa ¢
npeduKcom no.

CuHTakcuc fgdn name domain
no fgdn name domain
name domain AOMEHHOE UMsi XOCTa NapTHepa, KOTOPbIN YA0BNETBOPSAET YCIOBUSIM:
COCTOWT N3 O[JHOTO MU HECKOSbKMX CIIOB, Pa3deneHHbIX TOHKOM

Kaxkgoe crioBo 0653aTernbHO AOMKHO HaYMHATLCS € ByKBbI
naTuHckoro andasunTa

MOXET COCTOATb 13 DYKB NaTUHCKOro andasuta (Kak CTPOYHbIX, TakK
1 NpOMMUCHbLIX), undp 1 3Haka "—" (gedwuc).

3HayeHue No yMonyaHuio 3HayeHue No ymMomnyaHuio He CyLlecTByeT.
Pexu1mbl KoMaHAabl Crypto identity configuration.
MNpumep

Router (config) #crypto identity myident

Router (config-crypto-identity) #fgdn s-terra.com
Router (config-crypto-identity) #exit

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set identity myident
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KomaHab! ans paboTbl ¢ npeaonpeaeneHHbIM KNYoM

crypto isakmp key

KomaHpa crypto isakmp key NpUMEHSIETCS ANSA CO3haHWsi NpeaonpeaeneHHoro knova ans
B3aMMOJENCTBUSA C OnpeaerieHHbIM NapTHePOM. YaanuTb CO34aHHbIN paHee npeaonpeaeneHHbIn
KITHO4 MOYKHO C MOMOLLIbIO TOW XKe KOMaHAbl ¢ NpeduKcom no.

CuHTakcuc crypto isakmp key [0] keystring {address peer-address
[mask] | hostname hostname} [no-xauth]

no crypto isakmp key keystring address peer-address
no crypto isakmp key keystring hostname hostname

address UCMNonb3ymnTe 3TOT NapameTp, ecrin B Ka4yecTse nageHtndukaTopa
yaaneHHoro naptHepa ucnonb3dyetca ero IP-agpec

hostname VICI'IOJ'Ib3yl7|Te 9TOT NapamMeTp, eCrin B Ka4ecTBe I/I,Cl,eHTI/I(*)VIKaTOpa
yoareHHOoro napTtHepa Ucnojib3yeTcda nva ero Xxocrta

0 He wndposaTb NpegonpeaeneHHbln knd. HeobssaTenbHbIn napameTp,
NnoTOMY 4TO OH uUrHopupyetcs. Knioyu Bcerga He wndpyeTcs. BeegeH ans
COOTBETCTBMSA Takon xe komaHae B Cisco |10S.

keystring npegonpeaeneHHbIn KoY, NpeacTasnsowmn cobor CTpoky
NPOWN3BOMLHON KOMOMHALMKN LMdPO-OYKBEHHBIX CUMBOJSIOB. JTOT KITHOY
AOMKeH BbITb MAEHTNYEH Y 060X NapTHEPOB NO 3aLUNLLEHHOMY

B3aMMOJENCTBMIO.
peer-address IP-agpec yoaneHHoro naptHepa.
mask Macka noaceTn, KOTOPOW MPUHAANEXUT KOMMNbIOTEP YAANeHHOoro

napTHepa. Micnonb3yeTcs TONbKO Npu ycTaHOBKe napameTpa address.
Heobss3aTenbHbIN napameTp.

hostname NMA Komnmeepa y,u,aneHHoro napTHepa. Nma AOOJTKHO 6I:ITb 3agdaHo B
CBSI3KE C UMEHEM [JOMEHA, KOTOPOMY OH NpuHaanexuT. Hanpumep
host.subnet.com.

no-xauth paclmpeHHas ayTeHTUdMKaumna B pamkax npotokona IKE He
ucnoneayetcs. HeobazaTenbHbI NapaMeTp, MOTOMY YTO pacLUMpPEHHas
ayTeHTMdMKauus HUKorga He ucnonbadyetca. COOTBETCTBYET TAaKOMY Xe
napameTpy B Cisco 10S.

3HaYyeHue No yMonyaHuio 3HadeHue No ymon4yaHuio OTCyTCTBYeT.
PeXumbl KOMaHAabI Global configuration

PekomeHOaLMM NO UCNOJIb30BAHUK

WMcnonb3yinTe 3Ty kKOMaHAy A58 co3AaHus npegonpeneneHHbix Knoven ayteHTndukaummn. dta
npouenypa AormkHa 6bITb BbINONHeHa Ans obomx napTHepos. Mpu co3gaHmmn Knoya oH
aBTOMaTn4yeckn gobaensaerca B 6asy Lwnwo3a.

Mpwv ncnonb3oBaHUM NapameTpa address MOXHO MUCMOSb30BaTb apryMeHT ma sk, ONUCKIBAOLLMN
noAceTb, KOTOPOW NMPUHAANEXUT KOMMNbIOTEP NapTHepa. Ecnu ncnonbayeTcs apryMmeHT mask, TO
npefonpeaenieHHbIe KIoyy nepecTaroT ObiTe NPUHAANEXHOCTHIO TOMBKO ONUCAHHBIX ABYX
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napTHepoB. Ecnu ykasbiBaeTcst apryMeHT mask, TO B kayecTBe |P agpeca, formkeH OblTb yKkasaH
afpec ceTu.

Mpun ncnonb3oBaHUU NapameTpa hostname YyAaneHHbIN NapTHep GyaeT UMeTb BO3MOXHOCTb
yCTaHaBnMBaTh 3allULLIEHHOE coeauHeHne ¢ Noboro n3 ceTeBbIX MHTEPENCOB CBOETO
KOMMblOTEpa.

MapameTp [0] B kOMaHAe Bcerga urHopvpyeTcs. MNpegonpeaenHHbli KoY HUKoraa He
wudppyetcs. MapameTp BBeAeH Ans coBMecTuMocT ¢ CSM. Mo show running-config
BbICTABMEHHbIV NapameTp [0] B KOMaHAE He rnokasbiBaeTcs.

Hannune unn OTCYTCTBME NapamMmeTpa [no-xauth] He OKa3blBaeT BIIMAHUA Ha KOHBEPTUPOBaHMe
KOHdurypauumn. 3ToT napaMeTp BBEAEH A5 COOTBETCTBUS TakoMy e napameTpy B Cisco 10S.
Ecnu aTtoT napameTp ykasaH B KOMaHAe, TO N0 KoMaHAe show running-config OH
NnoKa3blBaeTCA.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

e He noaaepxuBaetcs WwngposaHue knoya (“6”)

e Hanuume unu oTCyTCTBUE NapameTpa [no-xauth] He BMMSET Ha pe3ynbTaT pabdoTbl
kKomaHgbl, B otnnume oT Cisco |OS — Tam pesynbTaT 3aBUCUT OT 3TOro napameTpa.

MNpumep

Hwxe npuBeaeH npumMep co3gaHus nNpeaonpeaeneHHoro Krya ayTeHTudmkauum ons naptHepa c
agpecom 192.168.1.22.

Router (config) #crypto isakmp identity address
Router (config) #crypto isakmp key sharedkeystring address 192.168.1.22
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ip host

KomaHga ip host cBdA3biBaeT npegonpeneneHHbln KoY, naeHTugrumpyembsli No MUMEHU XocTa
napTHepa, ¢ ero IP-agpecom (IP-agpecamn). [ins yaaneHns Takon CBs3W UCNONb3yeTcs no-opma

KOMaHAbl.

CuHTakcuc ip host hostname [additional] address
no ip host hostname [additional] [address]

hostname NMA XOCTa napTHepa. CuHTaKkecuc napameTpa COOTBETCTBYET MpaBujiamMm
3a[jaHus JOMEHHOTrO MMEHM (ONMcaHo B KOMaHAe hostname)

additional VICI'IOJ'Ib3yVITe ITOT NapamMeTp Oona 3agaHnAa OONOJNTHUTESbHbIX |P—aﬂpeCOB
ana yxxe CylectByloLlero cCooTtBeTcTesusa

address IP-agpec, KOTopbIi COOTBETCTBYET MMEHM XOCTa NapTHepa.

3HayeHue no ymMon4yaHu OTCyTCTBYET

PeXumbl KOMaHAbI Global configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

Mcnonb3ayiTe 3Ty kKOMaHgy TONbKO ANSA 3a4aHusi COOTBETCTBUSA MEXAY MMEHEM XOCTa napTHepa n
ero IP-agpecom. Co3gaHve npegonpeaeneHHoro Kn4va 1 NpuBsiska ero K UMeHn xocta napTtHepa
unu K ero |IP-agpecy ocylecTBNAEeTCs KOMaHOON crypto isakmp key.

3apaHue komaHabl 6e3 MmoandukaTopa additional NPUBOAMT K yAaneHUo BCeX CYLLECTBYIOLIMX
COOTBETCTBUIA ANs AaHHoro hostname (ecnv oHu GbINn) 1 3aMeEHSIET UX Ha HOBOE.

3afaHue komMaHAabl ¢ MoandMKaTopoM additional NPUBOAMT K 4OGABNEHMIO HOBOTO agpeca K
CMMCKY afpecoB A8 [aHHOMo hostname, HO:

e ecnu ans gaHHoro hostname yxe 3agaHo COOTBETCTBUE ykazaHHOMY agpecy, To KomaHaa
UrHopupyeTcsi

e ecnu anga gaHHoro hostname He 3agaHbl COOTBETCTBUS agpecam, TO Hanuyne unm
oTcyTcTBME MoandukaTopa additional npusoamMT K OAHOMY U TOMY Xe pesynbTaTty —
nobasneHuto agpeca.

PekomeHayetca 3afaBsath oaunH IP-agpec napTHepa. [Npu 3agaHnm Heckornbknx IP-agpecos
CYyLLIEeCTBYIOT OCOBEHHOCTHU:

e B OAHOW KOMaHAe MOXHO 3afaBaTb TOMbKO oavH IP-agpec

e pu BbIBOAE MO KOMaHAe show running-config Bcerga Bblgaetcsi no ogHomy IP-agpecy
Ha KOMaHAOy ip host. ﬂ,ﬂﬂ BTOPOro un nocneaywwero agpecos B CrCKe Ana aHHOro
hostname B KOMaHde ip host gobaBnsdeTcs cnoBo additional.

Mpumep:
3afaHne HecCKomnbKUX KOMaHA C OJHUM MMEHEM XOocTa:

ip host test-hostl 192.168.1.1
ip host test-hostl additional 192.168.1.2
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BbiBoA No kOMaHAe show running-config

ip host test-hostl 192.168.1.1

ip host test-hostl additional 192.168.1.2

YnaneHue
YpaaneHve yCTaHOBMEHHOrO COOTBETCTBUA MexXay hostname n IP-agpecom ocyliectBnaeTcs
KOMaHOown:

no ip host hostname [additional] [address]

Mpwu ykasaHun napameTpa address yaansieTcsl COOTBETCTBME MEXAY hostname M yKa3aHHbIM
agpecom. [lonycTuMo yKasbiBaTb TOMbKO OAUH agpec.

bes yKa3aHud napameTtpa address yoansiTca COOTBETCTBUA MeXAY hostname N BCEMU
agpecamu.

Mpu aToM NapameTp additional MOXHO He 3a4aBaTh — OH UTHOPUPYETCS.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

3adaeT TOJ1bKO NPUBA3KY npegonpenenieHHoro Kr4ya, I/ID,eHTVI(i)VILI,VIpyeMOFO no hostname, K
IP-agpecy napTHepa, a B Cisco I0S — npuBsa3ka hostname x |IP-agpecam ansa Bcex ceTeBbiX
CepB1COoB

ecium napalvleTp hostname He COOTBeTCTByeT npaanaM 3agaHnAa JOMEHHOIro MMeHu, To
BblAaeTcs TONbKo ogHO coobLleHne ob owndke: %IP: Bad hostname format, a B Cisco I0S —
HECKONbKO COObLLEHUI:

Q

% Hostname must be 2-63 characters of length, alphanumeric only

$IP: Bad hostname format

B OQHOW KOMaHZE KaK Npv YCTaHOBIIEHUN COOTBETCTBUSA TaK U Mpu yaaneHum MoXHO 3agaBaTb
TONbKO 0AuH IP-agpec, cnmcok agpecos, kak B Cisco 10S, 3agaBaTh Hemnb3si

Nno KOMaHAe show running-config B KaXgowm KOMaHOe ip host BblOAETCS TONbKO NO
ogHomy IP-agpecy, a B Cisco 10S — go 8 agpecos

npy yganeHnn cooTBETCTBUSA JOMYCTUMO YKasblBaTb TONbKO oaunH aapec, a B Cisco 10S —
CMMCOK agpecos.

MNpumep
Hwxe npuBeaeH npumep 3agaHus COOTBETCTBMSA UMEHM XocTa test aBym IP-agpecam:

Router (config) #ip host test 10.10.10.1

Router (config) #ip host test additional 10.10.10.2
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KomaHabl co3gaHusa U peaakTUPOBaHMS CIMCKOB
gocTyna

ip access-list

KomaHga ip access-1list McCnonb3yeTcs A co3aaHMs UMEHOBaHHbIX CIMCKOB 4OCTYyNAa.
Cnnckn goctyna MoryT ObiTb CTaHAAPTHBIMU U PaCLUMPEHHBIMMU.

BbinonHeHne komaHabl ip access-1ist OCYLLECTBISIET BXOA B PEXMM HACTPOWKKN CMMCKa, B
KOTOPOM C MOMOLLLI0 KOMaHA deny U permit criegyeT onpeaennTb YCroBus 4oCTyna.

CuHTakcuc ip access-list {standard|extended} name

no ip access-list {standard|extended} name

standard YKasblBaeT cTaHAapTHLIA CMCOK JocTyna .
extended YKasblBaeT pacLUMpeHHbIN CNMCOK JOCTyna .
name Mwmsa cnuncka gocTtyna. Bo3amoxHble BapnaHTbl MMEHW crivcka:

yncno M3 guanasoHos <1-99> n <1300-1999> ansa cTaHAapTHbIX
CNu1cKoB

ymncno n3 ananasoHoB <100-199> n <2000-2699> ons
pacLUMPEHHbIX CMUCKOB

CIioBO, KOTOpPOE HE OOJIKHO Ha4YnHaTbCA C Ll,VI(bpr, N HE coaepXut
I'IpOGGJ'IOB N KaBbl4€EK.

3HayeHue No yMOon4YaHuio 3Ha4eHne No yMon4aHuo OTCYTCTBYET.
PeXxumbl KOMaHAabI Global configuration.

Mpu ncnonb3oBaHuU onumMn standard OCYLLECTBASETCA BXO B PEXUM HACTPOMKM CTaHAapTHbIX
cnuckoB goctyna (config-std-nacl).

Mpu ncnonb3oBaHmu onumMn extended OCYLECTBMASETCH BXOA B PEXUM HACTPONKM pacCLLUMPEHHbIX
cnuckos goctyna (config-ext-nacl).

PekomeHAaLMM N0 UCNOJIb30BaHUK

KomaHgoa ip access-list conuuen standard MCMNOMb3yeTcs ANs CO34aHusa U
pefakTupoBaHuUs cTaHA4apTHLIX cnuckoB Aaoctyna (config-std-nacl). CtaHaapTHbIEe cnuckmn gocTyna
nucnonb3ylTcsa Ans punbTpauumn nakeToB TONbKO Nno IP-agpecy oTnpaBuTens (MCTOYHUKA) NaKeToB.

KomaHpa ip access-1list conuuen extended MCMNOMb3yeTCs OIS CO34aHUNA U
pefakTupoBaHus pacluupeHHbIx cnnckos goctyna (config-ext-nacl). PacwmpeHHsle cnnckn goctyna
ucnone3ytotcs ans 6onee rmbkon punbTpauum naketos — no IP-agpecy otnpaesutens naketa, IP-
agpecy nony4aTtensi naketa, No TUNy NpoToKora, MOPTy OTNPaBUTENs Naketa v NopTy nosny4yaTensi.

Ecnu BBecTn komaHAy ip access-list extended ¢ nmeHewMm, € KOTOPbIM YyXe cyLlecTByeT standard
CN1COK AOCTyNa, TO BblaaeTcda coobiieHne 06 owmnbke (aHanornyHo Cisco |0S):

Access-list type conflicts with prior definition

% A named standard IP access list with this name already exists
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Ecnun BBeCTn KOMaHAY ip access-1list standard C UMEHEM, C KOTOPbIM yXKe CyLLecTByeT

extended cnucok goctyna, To BblgaeTcs coobLieHne 06 owmnbke (aHanornyHo Cisco 10S):

Access-list type conflicts with prior definition

% A named extended IP access list with this name already exists

PenakTnpoBaHue 3anuncer CMCKOB JOCTYMNa NPOM3BOAMTCS C NMOMOLLbIO KOMaHA permit U deny. B

3aBNCUMOCTU OT TOIO B KaKOM peXunmMme npomnm3BognTcd pegaktmposaHme, BO3MOXHOCTU KOMaHA

permit U deny OyayT pasnuyaTbcs.

CosgaHHble cnuckm AO0CTyna MOryT ncnosib3oBatbCAd B cleayrnwmx ciydyanx:

e unbTpylOLLME CIMCKM OCTyNa NPUBSI3bIBAOTCA K CETEBOMY MHTEpelcy (koMaHaa ip

access-group MNPU HAacTpPonke MHTepderica). NprnBasbIBaeTCA TONbKO BXOOALLNIA TpaduK,
HO CO30aQyTCA CUMMETPUYHBIE MpaBura Kak AN BXOOALWEro Tak U UCXOAALLEro TpadumKoB.

e CMNWCKM OOCTYNa NpUBA3bLIBAIOTCS K CTaTUYECKOWN KpunTorpaduyeckon kapTe 1 AUHaMUYecKom
KpunToKapTe A4S yKasaHus 3alueHHoro Tpadvka (koMaHga match address nNpu

HacTpowke crypto map),
YpaneHue cnvcka 4ocTyna LenMkoM OCYLLECTBIISIETCA KOMaHA0M

no ip access-list {standard|extended} name

Mpumep
Hwxe npuBeageH npumep co3gaHus cnvcka goctyna ¢ umeHem E105:

Router (config) #ip access-1list extended E105

Router (config-ext-nacl) #deny udp host 10.1.1.2 range 500 500 host
10.2.2.2 range 500 500
Router (config-ext-nacl) #deny udp host 10.1.1.2 range 500 500 host
10.3.3.2 range 500 500
Router (config-ext-nacl) #deny udp host 10.1.1.2 range 500 500 host
4.4.4.4 range 500 500
Router (config-ext-nacl) #permit ip 10.11.11.0 0.0.0.255 10.4.4.0
0.0.0.255
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permit (standard)

KomaHgoa permit ucnonb3yeTcs NS pefakTupoBaHWs CIMCKOB AocTyna. [JaHHaa komaHaa
ucnonb3yeTcs AN paspelueHnst Tpaduka, NPUXOASALLEro OT YKa3aHHOro UCTOYHKKA (source). Ans
OTMEHbI paspeLuatoLLent 3annucu B CTaHa4apTHOM CMMCKe AOCTyNa UCMONb3yeTCs Ta e KomaHaa C
npedunKcom no.

CuHTakcuc permit source [source-wildcard]

no permit source [source-wildcard]

source OTOT NapameTp onucbiBaeT oTnpaBuTeNs (MCTOYHMK) nakeTa. Bo3aMOXxHbI
TPpU BapuaHTa OnmcaHns UCTOYHUKA:

sIBHOe yka3aHue IP-agpeca B chopmaTte YeTblpex AeCATUYHbIX
3Ha4YeHuWI, pasgeneHHbIX ToYKamm

MCMNOMb30BaHME KIMYEBOro CIoBa any, 0603HavaroLwero napy
3HayeHun 0.0.0.0 255.255.255.255 onga napameTpoB source n
source-wildcard .

ncnonb3oBaHUe Krn4yeBoro cnosa host nepef s3Ha4eHMeM source,
yTo npegnonaraet 3HadyeHue 0.0.0.0 ona napameTpa source-
wildcard.

source-wildcard ncnonb3yeTcs B CNMCKax AocTyna u npasunax IPsec gnsa Toro, 4Tobbl
onpegenuTb COOTBETCTBYET NU NAKET Kakon-nubo 3anmcm cnucka goctyna.

source-wildcard 3TO MHBEPTUPOBaHHAs Macka NoAceTU, KOTopas yKa3blBaeT Kakas 4acTb
IP-agpeca naketa gosmkHa coBnagatb ¢ |IP-agpecom B 3anucu cnmcka
pocTtyna. source-wildcard cogepxut 32 6uta, Takoe Xe Konm4ecTso
6uToB 1 B IP-agpece. Ecnu B source-wildcard kakon-nmbo 61T paBeH
0, To TOT e caMbii OUT B IP-agpece nakeTa AOMKEH TOYHO coBMagaTh Mo
3Ha4YeHuo ¢ cooTBeTCTBYOWMUM BuToM B IP-agpece 3anucu cnucka
poctyna. Ecnu B source-wildcard kakon-nubo 6ut paseH 1, To
cooTBeTCTBYOLWMI OUT B IP-agpece nakeTa NpoBEPSITb HE HYXXHO, OH
MOXeT nNpuHMMaTh 3HadeHme nubo 0 nnbo 1, T.e. OH ABnsAeTcs
HecyLeCcTBEHHbIM BuToM. Hanpumep, ecnu source-wildcard paBHa
0.0.0.0, To BCce 3Ha4eHus BUTOB B IP-agpece nakeTa AOMKHbI TOYHO
coBnagaTb C cOOTBETCTBYOLWMUMKU BTamm B IP-agpece 3anvcu cnucka
poctyna. Npu source-wildcard pasHon 0.0.255.255 3HavyeHUs nepBbIX
16 6uToB B IP-agpece nakeTa LOMKHbI TOYHO COBMadaTh CO 3HAYEHUAMM
3TnX xe 6utos B IP-agpece 3anucu cnvcka goctyna. BaxHo, 4tobbl B
source-wildcard B JBOUYHOM NMpeacTaBrneHnn He yepegosanuce 0 u 1.
Hanpumep, MOXHO 1cnorb3oBaTh NHBEPTUPOBaHHYIO Macky 0.0.31.255,
KOTOPYK MOXHO 3anucaTtb B ABOMYHOM NPEACTaBMNEHMM Kak
00000000.00000000.00011111.11111111 n Henb3a 0.0.255.0
(00000000.00000000.11111111.00000000). YcTaHOBKa 3HaYeHMS
WHBEPTMpPOBaHHOM Mackun 255.255.255.255 ana noboro IP-agpeca 6yget
WHTEpPNpPeTUPOBaThCS, KaK yCTaHOBKa 3Ha4YeHMs source paBHoro any IP-
agpec..
MoaTomMy, BO3MOXHbI TpY BapuaHTa onncaHus source-wildcard:

SIBHOE yKa3aHue MHBepTUPOBaHHOW Macku noaceTn B oopmate
yeTblpex AeCATUYHbBIX 3HaYeHWI, pa3ferieHHbIX ToYKamu

255.255.255.255, YTo 0O3HA4aeT And source 3Ha4YeHue
0.0.0.0, T.e. ICTOYHUK NUMEET 3Ha4YeHne any. Hukakne 6uTbI B
IP-agpece naketa cpaBHMBaTL C 3anMcAMK CrvcKa 4ocTyna He
HYXXHO.

0.0.0.0, YTO O3HaA4YaEeT MCMOrb30BaHWE KIMOYEBOro cnoBa host
nepeg 3HayeHueM source. B IP-agpece noctynmBLLEro naketa
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HY>XHO CpaBHMBATb BCe ouTtbl C COOTBETCTBYHOLLNMU outamu B
agpece 3anucen cnucka noctyna.

Pexxnmbl KOMaHAbI config-std-nacl (pexum pegakTMpoBaHWsi CTaHAAPTHbIX
CMMCKOB JoCTyna).

PekomeHOaLMM No MCNOJIb30BaHUK

KomaHga permit B pexvme peaakTMpoBaHWs CTaH4apTHBIX CMCKOB AOCTYNa UCNofb3yeTcs Ans
paspelueHnsi Tpadnka, UCXOOSALLEro OT yKa3aHHOro UCTOYHMKA.

Hymepauusa 3anucen B cnucke

Mepen komaHgon permit unu deny gonyckaeTcs BBOAUTb MOPSAKOBbLIN HOMEP 3anucu B CNUCKeE,
KOTOPbIN MOXHO MCNONb30BaTb AN YNPOLWEHUS peaakTMpoBaHus 3anvmcen, Hanpuvep,

ip access-list standard acll
10 permit 10.1.1.1
20 deny 10.2.1.0 0.0.0.255

30 permit any

B pexume pegaktMpoBaHus Crivcka AOCTyna 3anuch ¢ ykasaHHbIM HoOMepom GyaeT BCcTaBrneHa Ha
HY>KHYIO MO3MLMIO, HanpuUMmep,

15 permit 10.1.1.1 0.0.255.255

Ecnu 3anuck ¢ Takum HOMEpOM cyLecTByeT, TO OyaeT BblgaHo coobueHne 06 owmnbke: % Duplicate
sequence number.

Mo ymonyaHuio nepBoK 3anncu B cnucke npucsansaetcsa Homep 10, a crnegyowime HoMepa B Cnncke
cnegytoT ¢ npupawieHnem 10. MakcumanbHbIA NOpAaKoBLIN HoMep 2147483647. Ecnu
CreHep1poBaHHbIN NOPSAKOBbLIA HOMEpP NPEBLICUT MakcumarnbHbIf, TO BblaaeTcsa coobleHre 06
owmbke: % Exceeded maximum sequence number.

I'IpM BbIXO4€e N3 KOHCOJIM HymMepauus 3anucem TepHeTCﬂ.an cnegywwemM ctapTe KOHCONn 3anncu
pacnonararTca B nopsaake Bo3pacTtaHNA HOMEPOB B peXnme no ymondaHuio.

MpocmoTp no komaHge show running-config

Mo komaHge show running-config HyMepoBaHHbI€ CMNCKN AOCTYyNa NnokasbiBalTCA B BUAE
nocnegoBaTenbHOCTU KOMaHO access—-1ist 3a OOHUM UCKIKOYEHUEM:

ecnu nocrne peaakTupoBaHWs HYMEpPOBaHHOrO CMMcKa AOCTyna OH CTaHOBWUTCA NYCTbIM (B HEM
HeT 3anucen Buga permit unu deny (no permit, no deny)), To oH ByaeT nokasaH B Buge:

ip access-list {standard|extended} name

Mo komaHge show running-config BbIBOAUTCH KOHUrypaums, B KOTOPOW CroBO host MOXeT
OTCYTCTBOBaTb.

Tak kak no KoMaHge show running-config paHee BBeAeHHble HOMepa 3annucen B cnncke He
NOKa3bIBAKTCA, TO Npn peaakTnpoBaHUn YTOObI BHECTM 3aMnCb Ha HY>XHYK0 NO3nUnK0, MOXHO eLle
pa3 ynopaao4nTb 3anmncu B CNNCKe C 3agaHHbIM Ha4alrlbHbIM HOMEPOM U npupatlleHnem. ,D,ﬂﬂ 3TOro
ncnonb3yeTca komMaHaa: ip access-list resequence.

YaaneHue
YpaaneHue 3anncu B CNMCKe A0CTyna OCYLECTBNAETCS:

CSP VPN Gate Copyright © S-Terra CSP 2003 -2011 82



Cisco-like komaHAab!

e KOMaHOOW no <moJjiHas 3anmch>, Hanpumep:
no permit host 10.1.1.1

® LNV Mo HOMEPY 3anucu, Hanpumep: no 15.

lMpuBA3Kka cnucka JoCTyna K KpMnTokapTe (LN pOBaHHbIA CMMCOK) OCYLLECTBNAETCH KOMaHOO0N
match address (crypto map), a yKe KpuntokapTa K nitepdency — KoMmaHgonm crypto map
(interface). [Ina npMBA3KM cnucka JocTyna K uHTepdency (bunbTpyroLwmin CnMcok) UCNonb3ynTe
KOMaHAy ip access-group (interface)

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

® B MHBEPTMPOBAHHOM Macke NoAceTn source-wildcard U destination-wildcard
JormkHa 6bITb HeENpepbIBHAs NIMHENKa 13 YCTAHOBIMEHHbIX OUTOB B KOHLE, HE A0NYyCKaeTcs
yepegoBaHne O n 1.

e He gonyckaeTcs ucnonb3oBaHne hostname B kauecTBe source u destination

® [OKa3blBaeTCA ﬂy0T0l7| HyMepOBaHHbIVI CMUCOK NO KoMaHae show running-config

Mpumep

[MprBeOeHHbIN HKE NPpUMEP EMOHCTPUPYET CO30aHne CTaH4apTHOro Crvcka AOCTyna ¢ UMEHEM
"a133", B KOTOPOM MCMOMb3YHTCA KOMaHAbl 3anpeTa Tpadumka ot nogcetv 192.168.110.0 n xocTa
10.10.1.101, n paspelueHne Tpaduka oT Ntoboro Apyroro UCTodHMka. Ecnv BbinonHeHa kKomaHaa
3anpeta Tpadumka ot noacetn 192.168.110.0, To NpoBepKa creayoLmnx NpaBus yxe He
ocyulectBnseTca. Ecnn gaHHoe npaBunio He BbINOSTHEHO, TO NPOUCXOANT NPOBEpKa creayoLLero,
€CINnn OHO BbIMOSHEHO, TO criefyloLlee He NpoBepsaeTca U T.4.

Router (config) #ip access-1list standard al33

Router (config-std-nacl) #deny 192.168.110.0 0.0.0.255
Router (config-std-nacl) #deny host 10.10.1.101

Router (config-std-nacl) #permit any

Router (config-std-nacl) #exit
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permit (extended)

KomaHoa permit (extended) Mcnornb3yeTcs AN peaakTUpOBaHUS PaCLLUMPEHHBIX CMIMCKOB
Joctyna. 3Ta KomaHAa paspeluaeT NpoxoxaeHue Tpaduka Mexay ykazaHHbIM UCTOYHMKOM U
nonydatenem. [1ns oTMeHbl paspeLuatoLLein 3anMcu B pacLUMPEHHOM Crncke AOCTyna UCronb3yeTcs
Ta xe KoMaHaa ¢ npedukcoM no.

CuHTaKcuc permit protocol source source-wildcard [operator port
[port]] destination destination-wildcard [operator port
[port]]

no permit protocol source source-wildcard [operator
port [port]] destination destination-wildcard [operator
port [port]]

protocol MpoTtokon. 3agaeTcsa B BUAE HoMepa npoTokona. NpoTokonsl IP, TCP,
UDP, AH, ESP, ICMP, EIGRP, GRE, IGMP,IPINIP, NOS,0SPF,PCP,PIM
MoryT BbITb 3agaHbl abbpesuaTypon ip, tcp, udp, ahp, esp, icmp, eigrp,
gre, igmp, ipinip, nos, ospf, pcp, pim. CooTBETCTBME HA3BaHUS NPOTOKONa
1 ero Homepa npveegeHo B Tabnuua 3.

source o107 napameTp OnncbiBaeT OTNpaBUTENA NakeTa.
Bo3MOXxHblI Tpu BapuaHTa onucaHua:

sIBHOE yka3aHue IP-agpeca B hopmate YeTblpeX AeCATUYHbIX
3HaYEHWIA, pa3aeneHHbIX TOYKaMu

MCMNOMb30BaHME KINOYEBOro CrioBa any, 0b03HavaroLwero napy
3HayeHun 0.0.0.0 255.255.255.255 ona napameTpoB source n
source-wildcard.

ncnosb3oBaHKe Knto4eBoro crnosa host nepes 3HaveHWeM source,
yTo npeanonaraet 3HadeHne 0.0.0.0 gna napameTpa source-
wildcard.

source-wildcard WHBEPTMPOBaHHasi Macka NoAceTn OTnNpaBuTens (nonydarens) nakera.
OnucaH B pasgene "Permit (standard)". Ncnonb3yeTcsa B cnMckax gocTyna
Ansi Toro, YTo6bl ONpeaennTb: COOTBETCTBYET N IP-agpec B 3aronoBke
naketa |IP-agpecy B 3anucax cnicka goctyna.

operator OnucbiBaeT ycrnoBmne CpaBHEHUS, NPYMEHAEMOE K MOPTaM MCTOYHUKA U
nonyyarens. Micnonb3ytoTca onepaTtopsl eq (equal, paBHo) un range
(ananasoH). MiHble onepatopbl He gonyckatoTcs. HeobasaTenbHbIn
napametp.

port Tonbko ang npotokorioB TCP unn UDP MOXHO ykasbliBaTb NOPT Unu
AvanasoH nopTos. Llenoe 4ncno n3 gnanasona ot 0 go 65535.
Mcnonb3ayeTcs TOMbKO B CBA3KE C MapamMeTpoM operator. [Npu
Ucnonb3oBaHWM operator=range MOCIe HEro CreayloT ABa Yucna
(nexawmx B avanasoHe ot 0 o 65535), onpegenstoLime rpaHuLbl
AvanasoHa nopTtos. NepeuncrieHne NopToB He JOMyCKaeTcs.
HeobssaTenbHbl napameTp. NogaepxveBaemMble MeHa NopToB
npotokonos TCP n UDP npuBeaeHsbl B Tabnuua 4 n Tabnuua 5.

3amevaHue 1: Ecnu 3agaTh ABa 0AMHAKOBLIX MOPTa, Hanpuvep,
permit udp any range non500-isakmp 4500 any,
TO 37O ByOeT aKBMBANEHTHO onepaTopy eg.

3ameyvaHue 2: Ecnun 3agatb cHavana nopT C 6onbLWNM HOMEpPOM, TO NOpPThbl B Anana3oHe
aBTOMATU4YECKN NMOMEHAKTCA MeCTaMI.

destination OTOT NapamMeTp onucbiBaeT Nony4varensi nakeTa.

BO3MOXHbI Tpu BapuaHTa onnucaHua:
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sIBHOe ykasaHue IP-agpeca B hopmate YeTblpex AeCATUYHBIX
3HaYeHWIA, pa3aeneHHbIX ToOYKaMu

MCnonb30BaHUe Kr4YeBoro crnosa any, obo3HavaroLero napy
3Ha4eHummn 0.0.0.0 255.255.255.255 ana napameTpos destination u
destination-wildcard.

ncnonb3oBaHUe Kn4yeBoro cnosa host nepen sHaueHnem
destination, yto npegnonaraet 3Ha4yeHune 0.0.0.0 ansa napameTpa
destination-wildcard.

destination-wildcard MHBEPTMPOBAHHAA MacKa NoAceTn nony4vyartens nakerta.
AHanorunyeH source- wildcard, kKoTopbiin onucaH B pasgene "Permit
(standard)".

Pexumbl KoMaHAbl config-ext-nacl (pexvm pegakTMpoBaHMs pacLUMPEHHbIX

CMMCKOB JoCTyna).

PekomMeHAaLuu No UcnonbL30BaHUKO

|/|Cﬂ0]'|b3y17ITe 9Ty KOMaHAy nocrne Bxoda B peXnm peagaktmpoBaHnA paClUMpPEHHOro cnmcka gocrtyna
Ona paspeleHnd npoxoxageHusa TpachKa Mexay oTnpasuTenemM u nosyydyartenem.

Hymepauusa 3anucen B cnucke

Mepen komaHgon permit unu deny gonyckaeTcs BBOAUTb NOPSAKOBbLIN HOMEP 3anucu B CNUCKeE,
KOTOPbIN MOXHO MCNONb30BaTb AN YNPOLEHUS peaakTupoBaHus 3anucen, Hanpumep,

ip access-list extended acl2
10 permit udp any any
20 permit tcp any any

30 deny udp host 10.1.1.1 eg snmp any

B pexunme pegaktmpoBaHMAa Cncka AocTyna 3anmcb ¢ ykasaHHbIM HOMEpPOM 6y,EI,€T BCTaBJieHa Ha
HY>XHYIK No3nuunio, HanpumMep,

15 permit udp 10.1.1.1 0.0.255.255 host 10.2.2.2

Ecnu 3anuck ¢ TakuMm HOMEpPOM cyLLecTByeT, TO OyaeT BblgaHo coobuieHne 06 owmnbke: % Duplicate
sequence number.

Mo ymonyaHuio nepBoK 3anncu B cnucke npucsaneaetca Homep 10, a cneaytoLlime HoMepa B Crncke
cnenytoT ¢ npupatleHmeM 10. MakcumanbHbIi NopsaKkoBbIi HoMep 2147483647. Ecnu
CreHep1poBaHHbIN NOPSAKOBbLIA HOMEpP NPEBLICUT MakcumarnbHbIf, TO BblaaeTcsa coobleHre 06
owubke: % Exceeded maximum sequence number.

I'IpM BbIXO4€e N3 KOHCOJIM HyMepauus 3anucem TepHeTCﬂ.an cnegywwemM ctapTe KOHCOMn 3anmcu
pacnonararTcsd B nopsaake Bo3pactaHNA HOMEPOB B peXnmMme no yMmosri4aHuio.

MpocmoTp no komaHge show running-config

Mo komaHge show running-config HyMepOBaHHbIE CMUCKM AOCTYra rnokasbiBaloTCAd B BUAE
nocriegoBaTeribHOCTU KOMaHA access—-1ist 3a OOAHUM UCKMNHOYEHUEM:

ecnu nocrne peaakTMpoBaHUMA HYMEpOBAHHOrO CrMcKa AOCTyna OH CTaHOBWUTCS NYCTbiM (B HEM
HeT 3anucen Buga permit unm deny (no permit, no deny)), To oH ByaeT nokasaH B Buge:

ip access-list {standard|extended} name

Mo komaHAe show running-config BbIBOAUTCH KOHUrypaums, B KOTOPOW CrOBO host MOXeT
OTCYTCTBOBaTb.
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Tak Kak no koMaHge show running-config paHee BBeJEHHblIe HOMepa 3anncen B CNuUcKe He
NMOKa3bIBaKTCS, TO NpY peAakTUpPOBaHUN YTOObI BHECTU 3aNUCh HA HYXHYIO MO3ULMIO, MOXHO elLlle
pas3s yrnopsiaiouunTb 3anncu B CNMCKe ¢ 3agaHHbIM HayanbHbIM HOMEPOM 1 NpupatleHmeM. nsa aToro
ncnomnb3dyeTcd komaHaa: ip access-list resequence.

YpnaneHue
YpaaneHue 3anncu B CNMCKe A0CTyNa OCYLLEeCTBNAETCS:

e KOMaHOOW no <mnoJiHas 3amnmch>, Hanpumep:
no permit tcp host 10.1.1.1 eg telnet any

e MM NO HOMEepY 3anucu, Hanpumep: no 15.

lMpuBA3Kka cnucka JOCTyna K KpMnNTokapTe (LM pOBaHHbIA CMMCOK) OCYLLECTBNAETCH KOMaHOO0N
match address (crypto map), a yKe Kpuntokapta K nHtepdency — KoMaHgonm crypto map
(interface). [Ina npMBA3KM cnucka JocTyna K uHTepdency (hbunbTpyoLwmin CnMcok) UCNonb3ynTe
KOMaHAy ip access-group (interface).

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |0S:

® B MHBEPTMPOBAHHOM Macke NoAceTN source-wildcard U destination-wildcard
AOJNKHa ObITb HenpepbiBHasA nuHenka n3 YCTaHOBJIEHHbIX ounToB B KOHLUe, He onycKaeTcA
yepegoBaHme O n 1.

e OTcyTCTBYET cneundukatop established gns TCP.
e He noggepxusatotca TCP-conaru

e OTCYTCTBYET BO3MOXHOCTb 3adaBatb oTAaenbHble ICMP-type n ICMP-code, Tonbko ICMP
NPOTOKOS LieSTMKOM.

e He JonycKaeTcsa UCnoJyib3oBaHMe hostname B Ka4eCTBe source u destination
e He JOoNyCKakTCA onepaTtopbl KOOME eq m range

® MYCTOW HYMEPOBAaHHbIMA CMMCOK N0 KOMaHAe show running-config MokasbiBaeTcs B BUAe
ip access-1list name. B Cisco IOS gaHHbIli cnMcok BoobLLe He NokasbiBaeTcs.

Ums1 u Homep npomokona

Tabnuua 3
Nmsa Homep
npoTokona OnucaHue npoToKona npoTokona
ip Any Internet Protocol
tcp Transmission Control Protocol 6
udp User Datagram Protocol 17
ahp Authentication Header Protocol 51
icmp Internet Control Message Protocol 1
esp Encapsulation Security Payload 50
eigrp Cisco's EIGRP routing protocol 88
gre Cisco's GRE tunneling a7
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igmp Internet Gateway Message Protocol 2
ipinip IP in IP tunneling 4
nos KA9Q NOS compatible IP over IP tunneling 94
ospf OSPF routing protocol 89
pcp Payload Compression Protocol 108
pim Protocol Independent Multicast 103
Moddepxxusaembie umeHa nopmoe rnpomokona TCP
Tabnuua 4
npolflr:::ona OnucaHue npoTokona I:g':_f;
bgp Border Gateway Protocol 179
chargen Character generator 19
cmd Remote commands (rcmd) 514
daytime Daytime 13
discard Discard 9
domain Domain Name Service 53
drip Dynamic Routing Information Protocol 3949
echo Echo 7
exec Exec (rsh) 512
finger Finger 79
ftp File Transfer Protocol 21
ftp-data FTP data connections 20
gopher Gopher 70
hostname NIC hostname server 101
ident Ident Protocol 113
irc Internet Relay Chat 194
klogin Kerberos login 543
kshell Kerberos shell 544
login Login (rlogin) 513
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Ipd Printer service 515
nntp Network News Transport Protocol 119
pim-auto-rp | PIM Auto-RP 496
pop2 Post Office Protocol v2 109
pop3 Post Office Protocol v3 110
smtp Simple Mail Transport Protocol 25
sunrpc Sun Remote Procedure Call 111
syslog Syslog 514

MpumevaHue: no komange show running-config

3ameHsieTca Ha cmd (aHanoru4vHo Cisco).
tacacs TAC Access Control System 49
tacacs-ds [MpumevaHue: BTopas 3anncb 3KBMBaneHTHa

MepBoOW, HO HE NOKa3bIBAETCS B NMOACKA3Ke

(ananoruyHo Cisco).
talk Talk 517
telnet Telnet 23
time Time 37
uucp Unix-to-Unix Copy Program 540
whois Nicname 43
WWW World Wide Web (HTTP) 80

lModdepxxuesaembie umeHa nopmoe npomokosa UDP
Tabnuua 5
Uma Howmep
OnucaHue npoTtokona

npoTokona noprta
biff Biff (mail notification, comsat) 512
bootpc Bootstrap Protocol (BOOTP) client 68
bootps Bootstrap Protocol (BOOTP) server 67
discard Discard 9
dnsix DNSIX security protocol auditing 195
domain Domain Name Service (DNS) 53
echo Echo 7
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Mpumep

MpuBeaEeHHbIN HKE NPUMEP OEMOHCTPUPYET AoOaBneHne B paclUMpPEHHbIA CIUCOK AoCcTyna C
umeHemM "al01" 3anucu, paspeLuatoLlen Tpadpuk mexay xoctamm 10.10.1.101 1 10.11.1.101 no

npoTtokony udp:

isakmp Internet Security Association and Key 500

Management Protocol
mobile-ip Mobile IP registration 434
nameserver | IEN116 name service (obsolete) 42
netbios- NetBios datagram service 138
dgm
netbios-ns NetBios name service 137
netbios-ss NetBios session service 139
non500- Internet Security Association and Key 4500
isakmp Management Protocol
ntp Network Time Protocol 123
pim-auto-rp | PIM Auto-RP 496
rip Routing Information Protocol (router, in.routed) 520
snmp Simple Network Management Protocol 161
snmptrap SNMP Traps 162
sunrpc Sun Remote Procedure Call 111
syslog Syslog 514
tacacs TAC Access Control System 49
tacacs-ds [MpumevaHue: BTopas 3anncb 3KBMBaneHTHa

NepBOK, HO He MoKa3blBaeTCs B NOACKa3ke

(aHanoru4yHo Cisco).
talk Talk 517
tftp Trivial File Transfer Protocol 69
time Time 37
who Who service (rwho) 513
xdmcp X Display Manager Control Protocol 177

Router (config) #ip access-1list extended alll

Router (config-ext-nacl) #permit udp host 10.10.1.101 host 10.11.1.101

Router (config-ext-nacl) #exit
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Cisco-like komaHAab!

deny (standard)

KomaHga deny (standard) Mcnonb3yeTcsl NpU peaakTMpoBaHUM CTaHAaPTHBIX CIMCKOB AOCTyna.
OTa KoMaHaa onpefensieT 3anpeT Ha NpoxoXaeHve Tpaduka ¢ ykasaHHOro agpeca. [ns yaaneHust
3anpeLuaroLLen 3anncy 13 cnucka 4ocTyna UCMosb3ynTe Ty e KoMaHay ¢ NPeduKCoM no.

CuHTakcuc deny source [source-wildcard]

no deny source [source-wildcard]

source OnucaH B pasgene "Permit (standard)"
source-wildcard OnucaH B pasgene "Permit (standard)"
Pexumbl KOMaHObI config-std-nacl (pexum pegakTMpoBaHuWs CTaHAAPTHbIX

CMMCKOB AOCTYNa).

PekomMeHOaLum no UcnonbL30BaHUKO

KomaHgoa deny B pexume pegakTUpOBaHWA CTaHAAPTHOMO CrMcKa AOCTYna MCMonb3yeTcs ans
3anpeta Tpaduka, UCXOOALLIEro OT YKa3aHHOro CTOYHUKA.

Cwm. pekomeHgauun B pasgene "Permit (standard)".

MNpumep

MpuBeaEeHHbIN HKe NPUMEpP OEMOHCTPUPYET CO34aHNe CTaHO4APTHONO CNucka AOCTyna C UMEHEM
"a133", B KOTOPOM MCMOSMb3YHTCA KOMaHAbl 3anpeTa Tpadmka oT noacetn 192.5.34.0 1 paspelueHme
Tpadumka ot noaceten 128.88.0.0 n 36.0.0.0

Router (config) #ip access-1list standard al33

Router (config-std-nacl) #deny 192.5.34.0 0.0.0.255
Router (config-std-nacl) #permit 128.88.0.0 0.0.255.255
Router (config-std-nacl) #permit 36.0.0.0 0.255.255.255
Router (config-std-nacl) #exit

Router (confiqg) #
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Cisco-like komaHAab!

deny (extended)

KomaHoa deny (extended) Mcrnonb3yeTcs AnNs peaakTMpoBaHUS paclUMpeHHbIX CUCKOB
AocTyna. OTa KoMaHa 3anpeLlaeT npoxoxaeHue Tpaduka Mexay ykasaHHbIMU UCTOYHUKaMU U
nonydatensamu. [lns oTMeHbI 3anpeLlatoLlel 3anncy B pacluMpeHHOM Crnucke A4ocTyna
MCMONb3yeTcs Ta e KoMaHAa ¢ NpeduKCoM no.

CuHTaKcuc deny protocol source source-wildcard [operator port
[port]] destination destination-wildcard
[operator[port]]

no deny protocol source source-wildcard [operator port
[port]] destination destination-wildcard
[operator[port]]

protocol MpoTtokon. 3agaeTcs B BUAE Homepa npoTokona. lNpotokonsl IP, TCP 1
UDP moryT 6bIT 3agaHbl abbpesnatypon ip, tcp v udp.

source Onmcmina3nene"Permit (extended) "

source-wildcard OnucaH B pasgene "Permit (extended)"

operator OnucbiBaeT ycnoBmne CpaBHEHUS, MPUMEHSIEMOE K MopTamM UCTOYHMKA U

nony4yarens. Micnonb3ytoTca onepaTtopbl eq (equal, paBHO) U range
(ananasoH). HeobsasaTtenbHbIN napameTp.

port Llenoe uncno u3 gnanasoHa ot 0 go 65535. Mcnonb3yeTcsa TONbKO B
CBA3Ke C napaMeTpoM operator. ﬂpl/l ncnonb3oBaHMn
operator=range NOCME HEro CrneayloT ABa Yucrna (nexawmx B
AvanasoHe ot 0 go 65535), onpegenstowme rpaHMLbl AManasoHa nopToB.
Heobsi3aTenbHbIN napameTp.

destination onucaH B pasgene "Permit (extended)"
destination-wildcard onucaH B pasgene "Permit (extended)"
PeXxumbl KOMaHAabI config-ext-nacl (pexum pegakTMpoBaHUs pacLUMPEHHbIX

CMVCKOB JOCTYNa).

PekoMeHOaumm no MCnonb30BaHUIO

|/|Cﬂ0]'|b3y17ITe 3Ty KOMaHAy nocrne Bxo[da B peXnM pefaktupoBaHUA pacCLUMPEHHOro Crnncka OocTtyna
ana 3anpeta npoxoxaeHuA Tpacbvu(a Mexay ykasaHHbIMU UCTOYHUKOM U nony4yaTtenem.

CM. pekoMeHOaLun B pasaene "Permit (extended)".

Mpumep

MpuBeaEeHHbIN HbKE NPUMEpP OEMOHCTPUPYET AobaBneHme B paclUMPEHHbIA CIMCOK AOoCTyna C
umeHemM "a101" 3anucu, sanpewyaroLLen Becb Tpauk K XxocTy 2.2.2.5:

Router (config) #ip access-1list extended alll

Router (config-ext-nacl) #deny ip any host 2.2.2.5
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Cisco-like komaHAab!

ip access-list resequence

KomaHoa ip access-list resequence WCMOMNb3yeTcs ANs HYMepoBaHMWS 3anuceit B Crnucke
aoctyna. No-hopma 3T0i KOMaHAbl He UCMOMb3yeTcs.

CuHTakcuc ip access-list resequence name starting-sequence-number
increment
name MMSA CrucKka goctyna.

starting-sequence-number HomMep, C KOTOPOro HauMHaeTca HyMepauwms 3anmcen B cnucke (1—
2147483647). Mo ymon4yaHuio NepBoK 3anncu B CNMCKe NpucBanBaeTcs

Homep 10.

increment MpupaleHre Homepa 3anncy B cnucke. Mo ymonyaHuo npupatlieHue
pasHo 10.

3HayeHue No yMO4aHUO 3HayeHuMe Mo yMOnYaHuio OTCYTCTBYET.

Pexu1mbl KoMaHAabl Global configuration.

PekomeHOaLMM No UCNOJIb30BaHUK

[ns ynpoleHns peaakTMpoBaHus 3anncei B Crincke MoryT UCMoNb30BaTbCs HOMepa 3anucen,
KOTopble 3aAaloT NOpsiAoK CregoBaHUsS 3anmcel B CIMCKE.

Mo ymonyaHuio nepBoK 3anncu B cnncke npucsamsaetcsa Homep 10, a crnegytowime HoMepa B Cnncke
cnenytoT ¢ npupatleHmem 10. MakcumanbHbIA NOPSAKOBLI HOMep 3anuck - 2147483647. Ecnn
CreHep1poBaHHbIN NOPSAKOBbLIN HOMEpP NPEBLICKIT MakcumarbHbIf, TO BbldaeTcsa coobueHre 06
owmbke: % Exceeded maximum sequence number.

Hymepauuto 3anmcern MOXHO 3agaBaTb SiBHbIM 00pa3oM nepen kKoMaH4oM permit UM deny B
pexume pedakTMpoBaHus cnncka goctyna (B komaHae ip access-1ist). Co3gaHHas 3anuck ¢
ykasaHHbIM HOMepoM ByaeT BCTaBNeHa Ha HYXHYy0 nosvuuto. Hanpumep,

15 permit udp 10.1.1.1 0.0.255.255 host 10.2.2.2

Ecnu 3anuck ¢ Takum HOMEpPOM cyLLecTByeT, TO OyaeT BblgaHo coobuieHne 06 owmnbke: % Duplicate
sequence number.

I'IpM BbIXO4€e N3 KOHCOJIM HymMepauus 3anucem TepHeTCﬂ.an cnegywwem ctapTe KOHCOn 3anncu
pacnonararTcd B nopsaake Bo3pacTaHUA HOMEPOB B peXnme no ymondaHuio.

Tak kak no koMaHge show running-config paHee BBeJEHHble HoOMepa 3anMcen B CNuUcke He
nokasblBalTCs, TO NPU pedakTUpOoBaHMM YTOObI BHECTM 3aMUCh Ha HYXXHYI MO3NLIMIO, MOXHO eLle
pa3s ynopsiiouuTb 3anncu B CnNncke ¢ 3afaHHbIM HayanbHbIM HOMEPOM U NpupaLleHmeM, UCronb3ys
KOMaHay ip access-list resequence

Mpumep

Mpumep Hymepauun 3anucen B cnucke acll, rae nepsas 3anvck umeet Homep 100, a
nocnegytowme 105, 110 n 1.4.

ip access-list resequence acll 100 5
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Cisco-like komaHAab!

access-list (standard)

KomaHga access-1list wmcnonb3yeTcs AN CO34aHUst HYMEPOBaHHbIX CTaHAapPTHbBIX CMCKOB
poctyna IP. No-chopma 9TON KOMaHAbl OTMEHSIET paHee CO3AaHHbIN CNMCOK AoCTyna.

CuHTakcuc access-list number permit|deny source [source-wildcard]

no access-list number

number Homep cnucka goctyna IP. [ins 3agaHusa ctaH4apTHOro cnucka gocTyna
HOMep OoSmKeH HaxoanTbed B npegenax 1-99 unm 1300-1999

permit pa3peLlaeT npoxoxaeHne nakera.

deny 3anpeljaeT npoxoxaeHne naketa

source onucaH B pa3gene "Permit (standard)"
source-wildcard onucaH B pasgene "Permit (standard)".
3HayYeHue No YMOJI4YaHUIO 3HayeHne No ymonyaHuo OTCYTCTBYET.
Pexu1mbl KoMaHAabl Global configuration.

PekomeHaaLMM No UCNOJib30BaHUK

KomaHga access-list NCNOJ1b3yEeTCA AJd Cco34aHunA U peaaktupoBaHUA HyMepoBaHHbIX
CTaHOaApPTHbLIX CMUCKOB AoCTyna. CTaH}J,apTHbIe CMNUCKM gocTtyna ncnosb3yrTcAa ansa (bVIJ'IpraLI,I/II/I
nakeToB TOJIbKO No IP-agpecy otnpaBsutens (VICTO‘-IHVIKa) NakeToB.

YnaneHue yka3aHHOro Cruvcka LienvMKoM OCYLLIECTBNSIeTCA KOMaHAoOM no access—-list number.
Bce octanbHble 3anuncy B 3TOM KOMaH4e UrHOPUPYIOTCS.

MNpumep

Hwxe npuBeaeH npumep co3gaHus cnucka Joctyna ¢ Homepom 10, 3anpelyaroLmim Tpaduk OT XocTa
c agpecom 10.1.1.2:

Router (config) #access-1list 10 deny host 10.1.1.2
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Cisco-like komaHAab!

access-list (extended)

KomaHga access-1list wmcnonb3yeTcs AN CO34aHUS HYMEPOBAHHbIX PACLLUMPEHHbBIX CMUCKOB
poctyna IP. No-chopma 9TON KOMaHAbl OTMEHSIET paHee CO34aHHbIN CMUCOK C STUM HOMEPOM.

CuHTakcuc access-list number permit|deny protocol source source-
wildcard [operator port[port]] destination destination-
wildcard [operator port [port]]

no access-list number

number Homep cnucka goctyna IP. [1ns 3agaHus pacluMpeHHOro cnmcka goctyna
HOMep JormkeH HaxoauTbed B npegenax 100-199 unun 2000-2699.

Bce octanbHblie napameTpbl KOMaHAbl ObINM onvucaHbl B pa3aerne "Permit (extended) ™.

3HayeHue No yMosn4YaHu 3HaueHune no YMOJ4aHUIO OTCYTCTBYET.

PeXumbl KOMaHAbI Global configuration.

PekomeHaaLMM No UCNOJIb30BaHUKD

KomaHpa access-1list ucnonb3yeTtcs Ans CO34aHNsA U peakTMpOBaHUSA HYMepOBaHHbIX
pacLUMpEeHHbIX CMMCKOB AoCTyna. PaclumMpeHHble cnucku 4ocTyna ucnonb3ytotes Ans 6onee rmbkon
hvnbTpaumMmn NakeToB - N0 agpecy OTNpaBuUTENs NakeTa, agpecy nonyyarens nakerta, no Tuny
npoToKona, NopTy OTNPaBUTENs NakeTa U NOpTy nonyyartens.

YpaneHue ykazaHHOro cnmcka LefiMkoM OCYLLECTBIIAETCH KOMaHAONW no access-list number.
Bce octanbHble 3anvncy B 3TOW KOMaHAae UrHopupytoTcs. Hanpumep, ecnv 3agatb KOMaHAy no
access-list 101 permit ip host 1.2.3.4 any, TO 3Ta KOMaHga yganuTt BECb CMUCOK Nnojg
Homepom 101.

Mpumep
Hwxe npuBegeH npumMep cosgaHusa cnucka goctyna ¢ Homepom 100:

Router (config) #access-1ist 100 deny tcp host 10.1.1.2 host 2.2.2.2 eq
22
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Cisco-like komaHAab!

KomaHabl co3pgaHus IKE nonutuku

crypto isakmp policy

KomaHga crypto isakmp policy Mcnonb3yetcs and co3ganusi IKE nonvTuky, B KOTOpoWn
YKa3bIBalOTCS XKenaeMble anroputMbl U NapameTpbl CO34aBaeMOoro 3alyLLeHHOro KaHana, kotopble
OyayT npeanoxeHbl NapTHepPY ANd cornacoBaHud. OToOT KaHan bygeT obecneumBaTh 3aLUMTy YacTy
00MeHOB MHopmaumel nepeon asbl 1 Bce 06MeHbl BTopol dasbl IKE.

Takux NONUTUK MOXET BbITb YKa3aHO HECKOSbKO C MPUCBOEHUEM UM MpuopuTeTa.
BbinonHeHMe gaHHOW KOMaHAbl OCYLLECTBASET BXO4, B PEXMM HacTporikm napameTpoB ISAKMP SA.

Ons yaaneHust IKE NonuTuKK UCTonb3yeTcs Ta e KomaHda ¢ NpedyrKCoM no.

CuHTakcuc crypto isakmp policy {priority}
no crypto isakmp policy

priority yHUKanbHbIn ngeHtudmkatop IKE nonutrku. B kavectBe ngeHtTudmkaTopa
cnenyet ucnonb3oBaTb Lenoe yncrno oT 1 go 10000. MNpwu aTom cnegyeT
YYNTbIBaTb, YTO YeM BOrbLLE YMCIIO, TEM HUXKE MPUOPUTET CO34aBaeMOon
NONMUTUKN.

3HayeHue No yMOonyaHuio Mo ymonyaHuio B IKE nonutmke MCNonb3yloTca napameTpbl,
npuBefeHHbIE HUXeE.

encryption = des (T'OCT 28147-89)
hash = sha (SHA-1)
authentication = rsa-sig

group = 1

lifetime = 86,400

Pexxumbl kKOMaHabI Global configuration

PekoMeHOaumm no Mcnonb30BaHUIO

WMcnonb3ynTte AaHHY0 KOMaHgy Ans yKasaHus napameTpoB, O KOTOPbIX OyAyT BECTUCH NEPEroBopbl
C napTHepoM, Ans co3gaHusa accoumaumm 3awutbl ISAKMP (ISAKMP SA).

KomaHga crypto isakmp policy ocyuwectsnseT Bxoq B pexum ISAKMP policy configuration. B
3TOM pexunme 1 ykasbiBatotcsa napametpbl ISAKMP SA ¢ nomoLLbio KomaHa;:

authentication (IKE policy)
encryption (IKE policy)
hash (IKE policy)

group (IKE policy)

lifetime (IKE policy)

Ecnu B npouecce cosaaHus IKE NonuTukK Kakoii-nuéo M3 napaMeTpoB He Gbin 3aaaH, To 6yaeT
MCMoMb30BaTLCA ero 3HaYeHUe No yMOonYaHmIo.
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Cisco-like komaHAab!

MpumeyaHwme: Npu ncnonb3oBaHMM NapaMeTpoB MO YMOMYaHUIo ayTeHTudukaunst cTopoH B IKE Ha
FOCTosBbix cepTudmkatax paboratb He byaeT. [ina yctpaHeHUsa 3Toro He06Xo0ANMO NCNONb30BaTh
KOMaHOy hash md5, yKasblBaloLLyto, YTO B KQ4E€CTBE X3LU-anropMTma AOSmKeH UCMNofb30BaThCA
anroputm FOCT P 34.11-94 HMAC. Takke Henb3s 04HOBPEMEHHO UCMONb30BaTb 3HAYEHMUS MO
ymorn4yaHuio ansa encryption n hash, 1.e. coyetanne anroputma wndpoBaHus des
(nogpasymeBatowero npumeHeHue anroputma FOCT 28147-89) n xaw-anroputma SHA-1
HeZonycTMMmo.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon koMaHAabl Cisco 10S:

CnepnyeT ydecTb, YTO €Cnu 3afdaTb HECKONMbKO KOMaH4 crypto isakmp policy € pasHbiMU
MeTodaMu ayTeHTUdMKaumMm U pasnuyHbIMU anroputMamMm WNGPOBaHUSA U X3LIMPOBAHUS, TO
nocrne KoHBepTUpoBaHus cCisco-like koHdUrypaumm B native-koHdpurypaumio, nocnegHsast éyger
cofepXaTb BECb CMUCOK METOOO0B ayTeHTUdUKaLMM n BeCb CMUCOK anroputmoB. B pesynbTtate
BO3MOXHa CUTyaL s, NPy KOTOPOW napTHep npeanoxut B IKE MmeTon ayTeHTUdmKaumm 3 ogHom
crypto isakmp policy, @ anropuTMmbl — U3 APYron crypto isakmp policy. A wnio3s
cornacutca Ha paboTy C napTHeEpoM, C KOTOpPbIM y Hero napamMeTpbl HU B OOHOM crypto
isakmp policy He coBnagatoT.

Mpumep

Hwxe npuBeaeH npumep cosgaHus IKE nonuTuky, coctoswen ns osyx Habopos napameTpoB 1
umetownx npuoputetsl 15 un 20:

Router (config) #crypto isakmp policy 15

Router (config-isakmp) #hash md5

Router (config-isakmp) #authentication rsa-sig
Router (config-isakmp) #group 2

Router (config-isakmp) #lifetime 5000

Router (config-isakmp) #exit

Router (config) #crypto isakmp policy 20

Router (config-isakmp) #authentication pre-share
Router (config-isakmp) #lifetime 10000

Router (config-isakmp) #exit
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Cisco-like komaHAab!

authentication (IKE policy)

KomaHga authentication NpUMeHsieTCs ANst ykazaHUs Metoaa ayTeHTUdUuKaLm CTOPOH.

BoccTtaHoOBUTE 3HaYEHUE MO YMONMYaHMIO MOXHO C MOMOLLLbIO TOW XXe KOMaHAbl C NpedrKkcom no.

CuHTakcuc authentication {rsa-sig | pre-share}
no authentication {rsa-sig | pre-share}

rsa-sig ayTeHTUdMKaLmsa OCyLLEeCTBSETCA C UCNOMb30BaHNEM LMPOBbIX
cepTudmnkatoB ctaHgaprta X.509

pre-share ayTeHTVICbVIKaLI,VIFI OCyLLEeCTBIIAETCA C UCnoJib3oBaHNEM
npegonpeneneHHbIX Kntoven

3HayeHue No ymonyaHuio rsa-sig

PeXumbl KOMaHAbI ISAKMP policy configuration

PekomeHaaLMM No UCNOJIb30BaHUK

Mcnonb3yinTte aTy kOMaHay Ans ykasaHus MeTofa ayTeHTudmkauum CTOPoH, KOTopas MpoucxoanT B
nepson dase IKE.

HaHHasa komaHga paboTtaet B pexnme ISAKMP policy configuration.

AyTeHTUUKaLMSA MOXET OCYLLECTBNATLCS C UCMONb30BaHMEM NpeonpeaerieHHOro Krova
(Preshared Key).

Mpu ykasaHuM napameTpa rsa-sig ayTeHTUdMKaUNa OCYLLECTBIISAETCS C UCMOMNb30BaHNEM
SMNEeKTPOHHOW LMdpOBOW NOAMMCK U LMPOBLIX CEPTUMMNKATOB OTKPLITLIX Kitodven. Knoyesas napa,
K KOTOPOW MPUHAANEXMUT OTKPbLITBIW KNIOY JTIOKanbLHOro ceptudukata, MoxeT OblTb co3gaHa ¢
ucnonb3oBaHuem anroputma RSA, DSA nnmn TOCT P 34.10-2001. JlokanbHbI cepTudukart ¢
OTKpbITbIM KMtoyoM Mo RSA anropntMy gomkeH 6biTb nognmucaH CA cepTndUKaTtom C OTKPbITbIM
Krnoyom, co3gaHHeiM no RSA anroputmy. JlokaneHeii FTOCT cepTudmkaT gomkeH 6biTb nognvcaH
CA TOCT cepTtudumkatom. JlokanbHbin DSA ceptudumkatr — CA DSA cepTtucunkatom.

B dhanne HacTpoek KoHBepTOpa €S_conv.ini napamMeTpam send cert U send_request
NPUCBOEHO 3HaveHne ALWAY'S, 1 no3ToMy N0 YMONYaHUI0 napTHepy Bcerda OyaeT oTcbinarbes
nokarnbHbI cepTudukat no npotokony IKE v 3anpawmsaTecs cepTudukaTt napTHepa.

Mo komaHAe show running-config KOMaHAa authentication rsa-sig He NOKa3biBaETCS.

OTnnyme AaHHOM KOMaHAbl OT NoAooHon KomaHabl Cisco |0S:

He gonyckaeTtcd Tvn ayTeHTudukauumn RSA encryption.

MNpumep

Hwxe npuBegeH npumMep HasHavyeHnsa metToda ayTeHTUdMKaumm CTOPOH Ha npeaonpeaeneHHbIX
Kroyax, Ncnonb3yemoro B pamkax npotokona IKE. OctanbHble napaMeTpbl yCTaHaBMMBaTCS MO
YMOM4YaHuIo:

Router (config) #crypto isakmp policy 10
Router (config-isakmp) #fauthentication pre-share

Router (config-isakmp) #exit
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Cisco-like komaHAab!

encryption (IKE policy)

KomaHpa encryption NpUMEHSAETCHA ANd ykaszaHus anroputma wmdpoBaHus coobLieHui,
npegnaraemoro A cornacoBaHus NapTHEPY, KOTOpbIA OyaeT Ncnonb3oBaH Ansi co34aHus
3alUMLLEHHOrO KaHana.

BoccTaHoBUTL 3Ha4YeHus no YMOJ14aHUKO MOXHO C NOMOLLbIO TOW e KoMaHAabl C ﬂpe(*)VIKCOM no.

CuHTakcuc encryption {des| 3des | aes| aes 128| aes 192| aes 256}

no encryption

des B Ka4YeCcTBE anropmMTmMa LWMdpoBaHUS NCNOMb3yeTCs anropmuTm
FOCT 28147-89

3des B KauyecTBe anropuTMa wndpoBaHus ucrnonbadyeTcsa 168-bit DES-CBC
(3DES)

aes|aes 128 B KayecTBe anropuTma wndpoBaHus ucnonbadyetcsa 128-bit AES.
3HayeHus aes U aes 128 — 3KBUBASIEHTHBI.

aes 192 B Ka4yecTBe anropuMTma wndpoBaHusa ncnonb3yetcs 192-bit AES

aes 256 B KayecTBe anroputmMa wndposaHusa ucnonbsyetcs 256-bit AES

3HayeHue No yMonyaHuio des

Pexu1mbl KoMaHAabl ISAKMP policy configuration

PekomeHaaLMM No UCNosib30BaHUK

Mcnonb3ynTte AaHHY0 KOMaHgy AN HasHavyeHus anropuTma wudgposaHms, KoTopbin byaet
ucnonb3oBaTbCsa ANnd 3awmTbl oomeHoB IKE.

HaHHas komaHga pabotaet B pexume ISAKMP policy configuration.

Ansi WwndpoBaHMsa ¢ UCMOMNb30BaHNEM CEPTUDULUPOBAHHOIO POCCUIACKOrO KpMNTorpacmnyeckoro
anroputma FOCT 28147-89 ykaxuTe napameTp des. Anroputm 56bit DES, KOTOpbI UCMONb3yeTcs
B MAK Cisco, ons KoToporo 3apesepBupoBaH napameTp des, 3ameHeH Ha anroputm FOCT 28147-
89.

WNcnonb3yemble anropuTmbl LM poBaHWA yKasbiBatoTcs B paine cs_conv.ini. [1o ymonuaHuio
des otobpaxaetca B [OCT 28147-89, a ocTanbHble anropuTMbl OCTaloTcd 6€3 u3MeHeHnn.

No—cbopma KOMaHbl BbICTaBNAET 3Ha4YeHne no ymosri4aHuio.

Mo komaHAe show running-config KOMaH4a COKpallaeTca 40 encr W NOKasblBaeTCH Bcerga, a
3Ha4YeHNUa aes M aes 128 - MOKa3blBaKTCA KaK aes.

OTnnyme gaHHOM KOMaHAbl OT NoAo6Hon KoMaHabl Cisco |0S:

no koMaHge show running-config JaHHaa KoMaH4a NnokasbiBaeTcs Bcerga.

Mpumep

Hwxe npuBegeH npuMep HasHavyeHUst B KadecTBe anroputma wndposaHnsa 168-bit DES-CBC
(3DES) B pamkax ISAKMP SA. OcTanbHble NapameTpbl yCTaHaBNNBAKTCH NO YMOMYaHMIO:

Router (config) #crypto isakmp policy 10
Router (config-isakmp) #encryption 3des

Router (config-isakmp) #exit
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Cisco-like komaHAab!

hash (IKE policy)

KomaHga hash npuMeHsaeTcs Ang ykasaHus Xal-anroputma, UCnonb3yeMoro Anst KOHTpOonst
LeNToCTHOCTM coobLweHnn B pamkax ISAKMP SA.

BoccTaHoBUTL 3Ha4YeHus no YMOJTHaHUO MOXHO C NOMOLLbIO TOW e KoMaHabl C I'Ipe(bVIKCOM no.

CSP VPN Gate ncnonb3syeTt Ang X3LWMPOBaHUSA CePTUDULMPOBAHHBIN POCCUACKNIA
kpunTtorpadumyeckun anroputm FOCT P 34.11-94 HMAC. OTum anroputMom 3aMeHEH LUTaTHO
ncnonb3yembli B NporpaMMHO-annapaTHbIX KoMnnekcax anroputm MD5, anst kotoporo
3apes3epBupoBaH napameTp md5. [Ang HazHa4yeHMs K NCNOMNb30BaHMIO KPUNTOrpadnveckoro
anroputma FOCT P 34.11-94 HMAC crnefyeT ycTaHaBnMBaTtb napameTp mds.

CuHTakcuc hash {sha | md5}
no hash {sha | md5}

sha yKasblBaeT, YTO B Ka4eCTBe X3LW-anropMTtMa SOSMKEH MCNONb30BaTbLCS
anroput™ SHA-1 (HMAC BapuaHT)

md5 yKasblBaeT, YTO B KAYECTBE X3LU-anroputMa AoMmKeH CNnonb3oBaTbCs
anroputm FOCT P 34.11-94 HMAC

3HayeHue No yMOonyaHuio hash sha (SHA-1)

PeXumbl KOMaHAbI ISAKMP policy configuration

PekomeHOaLMn No MCNoJib30BaHUKD

Vcnonb3yiTe 3Ty KOMaH4y A58 Ha3HaYeHus Xal-anroputMa, UCnosb3yemoro B paMmkax npoTokona
IKE vnn ons BOCCTAHOBIEHNS 3HAYEHMS MO yMondaHuto. [laHHasi KomaHga paboTaeT B pexume
ISAKMP policy configuration. Ecnn B kauecTBe meToga ayTeHTudmMkauumn bbina BoibpaHa
uuncpposas nognuck 1 aTo nognuck Ha FOCT-anropuTmax, To AN X3WnpoBaHMsa Heobxoaumo
npuMeHATb anroputm FOCT P 34.11-94 HMAC (T.e. He06X0AMMO YCTaHOBUTb 3HAYEHME XILU-
anroputMa md>5), ncnonb3oBaTtb B JAHHOM CryyYae anroputM xalwmpoBaHust SHA-1 Henbas.

Ncnonb3yemble xall-anropuTmbl yKasbiBatloTcs B daine cs_conv. ini. o ymonyaHuio md5
oTobpaxaeTtcsa B TOCT, a sha — ocTaeTcs Kak ecTb.

NO-CbOpMa KOMaHObl BbICTaBNAET 3Ha4eHne no ymosndaHuio.

CnepayeT yyecTb, Y4TO Npu CTaHAAPTHON Cxeme OTOGpaXKeHMs anropuTMOB 3HAYEHUSA NO YMOMYaHMIO
(des + sha) ncnonb3oBaTtb KaTeropu4eckm He pekoMeHayeTcs.

Mpu cozgaHumn HoBou ISAKMP policy ansa ncnonb3oBanusa TOCT Hago obs3aTensHO BBECTH
komaHay hash md5 (encryption des MOXHO He BBOAUTb — 3TO 3HAYEHME MO YMOMYaHWIo).

Mo koMmaHae show running-config KOMaHga NokasbiBaeTcs Bceraa.

OTnnyme gaHHOM KOMaHAbl OT NoAo6Hon koMaHabl Cisco 10S:

no komaHge show running-config JaHHas KOMaHOa MoKasblBaeTCcd Bcerga, gaxe npu
3Ha4YeHnn No ymosn4yaHuio.

Mpumep

Hwxe npuBegeH npMMmep HasHavyeHust B kadecTBe xaw-anroputma anroputma FOCT P 34.11-94
HMAC. OcTtanbHble napaMeTpbl yCTaHaBNMBAKOTCSA NO YMOMYaHMIO:

Router (config) #crypto isakmp policy 10
Router (config-isakmp) #hash md>5

Router (config-isakmp) #exit
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Cisco-like komaHAab!

group (IKE policy)

KomaHgoa group npuvMeHsieTcs ANs yka3aHWsa anropyMtMa, MCnorb3yeMoro B paMkax npoTokona
IKE pons BbipaboTkM krtoueBoro Matepuana. Micnonesyetcst anroputm Ouddu-XennmaHa unm
anroputm VKO GOST R 34.10-2001 [RFC4357]. BoccTaHOBUTbL 3Ha4YEHWsI N0 YMOMYaHUIO MOXHO C
MOMOLLBIO TOW € KOMaHApbl ¢ npedmkcom no.

CuHTaKcuc group {vko | 1 | 2 | 5}
no group
vko ucnone3dyetcd anroput™m VKO GOST R 34.10-2001
1 ucnonb3yetcsa anroputm Ouddu-Xennmaxa, anvHa knoya 768 out

ucnonb3yeTtcs anroputm Ouddu-XennmaHa, anvHa knoda 1024 6ut

ucnonb3yetcsa anroputMm Oudpcpum-Xennmaxa, anvHa knoda 1536 6ut

3HayYeHMe No yMon4yaHuio group 1
Pexumbl kKOMaHabI ISAKMP policy configuration

PekomeHaaLMmM No UCNosib30BaHUK

Mcnonb3ynTte aTy KOMaHA4y AN yKasaHus anroputma, KoTopbii 6yaeTt ncnonb3oBaTbCs B pamkax
npotokona IKE gnsi BbipaboTku o6LIEro CEKPETHOrO KMoYa 1 CECCUOHHBIX Kntoven. [laHHasa
KomaHaa paboTaeT B pexume ISAKMP policy configuration

Ncnonb3yemble anropuTMbl reHepaLmm Knoden ykasbliBatoTcs B channe cs_conv.ini.

Mpumep

Hwxe npuBeaeH npumep ykasaHusa anroputma OQuddum-XennmaHa ¢ anvHon kntoda B 1024 6uta.
OcTanbHble NapamMeTpbl YCTaHaBNMBAKOTCA MO YMOMYaHMIO:

Router (config) #crypto isakmp policy 10
Router (config-isakmp) #group 2

Router (config-isakmp) #exit
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Cisco-like komaHAab!

lifetime (IKE policy)

KomaHpa 1ifetime npumeHsieTcs Ans HacTpowku BpemeHn xnsHm IKE SA. BocctaHoBUTL
3HaAYeHMS MO YMOMYAHMNIO MOXHO C NMOMOLLIbIO TOW e KOMaHAbl ¢ NpedUKCOM no.

CuHTakcuc lifetime seconds
no lifetime

seconds Bpems xun3Hu IKE SA B cekyHaax. PaspelueHo ncnone3oath Lenoe
4yuncrno n3 ananasoHa ot 1 0o 4294967295.

3HayeHue Mo yMonyaHuo 86400 (1 cyTkm)

PeXxnmbl KOMaHAbI ISAKMP policy configuration

PekomMeHAaLuu No UcnonbL30BaHUKO

Mcnonb3ayiTte 3Ty kKOMaHgy Ans ykasaHus BpeMeHn Xusnu IKE SA nnn ons BocCTaHOBNEHUS
3Ha4yeHus nNo ymonyaHuto. OTCYTCTBYET BO3MOXHOCTb YCTAHOBUTb HEOTPAHUYEHHOE BPEMS XKU3HU
IKE SA. [JaHHas komaHga paboTaeT B pexume ISAKMP policy configuration.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

OrpaHUYEeHUs MO BPEMEHM >XM3HU uMelT 6Gonbwuin guanasoH, 4em Yy Komanabl Cisco:
60 — 86400.

Mpumep

Hwuxe npuBeaeH npumep yctaHoOBKM BpeMeHU xun3Hun IKE SA pasHbiM 1200 cekyH, (20 MUHYT).
OcTanbHble NapamMeTpbl YCTaHaABNNBAKOTCA MO YMOMYaHMIO:

Router (config) #crypto isakmp policy 10
Router (config-isakmp) #lifetime 1200

Router (config-isakmp) #exit
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Cisco-like komaHAab!

crypto isakmp peer

KomaHpa crypto isakmp peer NpuUMeHsieTcs Ans Bbibopa napTHepa u Bxoga B pexum ISAKMP
peer configuration, B KOTOPOM MOXHO YCTaHOBUTb aggressive mode ans opraHusauum
MHOPMaLMOHHBIX 06MeHOB B pamkax IKE npoTtokona ¢ atum napTHepoM. [nsi OTKIMYEHUSA 3TON
PYHKLMOHANbHOCTM UCNOMNb3YNTE KOMaHAy € NpeduKcom no.

CuHTakcuc crypto isakmp peer {address ip-address}

no crypto isakmp peer {address ip-address}

ip-address IP-agpec napTHepa
3HavyeHue No yMonyaHuio 3Ha4eHne No yMmon4aHuo OTCyTCTBYeT
PeXumbl KOMaHAbI Global configuration

PekomMeHaaLuu no UcnonbL30BaHUKO

Mocne BbINOMHEHWUs 3TON KOMaHA4bl MCNOMNb3YNTe KOMaHAy set aggressive-mode client-
endpoint ANs yCTaHOBMEHWS aggressive pexunma B pamkax npotokona IKE.

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |10S:

He nogaep>XnBaeTcs BapuaHT KOMaHdbl C hostname:

crypto isakmp peer {hostname ip-address}

MNpumep

Hwxe npuBeaeH npumMep HasHa4YeHUsa agpeca napTHepa, ¢ KOTOpbIM npearnonaraeTcs aggressive
mode ansa nHuumnaumm IKE obmeHoB:

Router (config) #crypto isakmp peer address 4.4.4.1
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Cisco-like komaHAab!

set aggressive-mode client-endpoint

KomaHpa set aggressive-mode client-endpoint NpUMEHSIETCS ANS YCTAHOBKU aggressive
mode ans opraHu3auumn HpopMaumMoHHbIX 06MeHoB B paMkax IKE npoTokona ¢ napTHepom. [ns
yaaneHus aToro pexuma Ucnonb3ynte komaHay ¢ npedukcom no.

CuHTakcuc set aggressive-mode client-endpoint {ipvé4-address ipv4-
address | £qdn fqgdn | fqdn-user fgdn-user}

no set aggressive-mode client-endpoint {ipv4-address
ipv4-address | £qdn fqdn | fgqdn-user fgdn-user}

ipv4d-address naeHTudurkaTop nHMumatopa coeamHeHua tuna IPV4-address (T.e.
nokaneHbIY ID TUNa IP-address)

fgdn naeHTndukaTop nHmumatopa Tuna FQDN (nokanbHbIn ID TMna nonHoe
OOMEHHOE MMSI)

fgdn-user ngeHTudukaTop nHuumaTopa Tina E-mail.

3HayeHue No yMonyaHuio 3Ha4eHne No yMon4aHuo OTCyTCTBYeT

PeXumbl KOMaHAbI ISAKMP peer configuration

PekomeHaaLMM No UCNOJIb30BaHUK

KomaHga set aggressive-mode client-endpoint MOXeT BbITb MCMONb30BaHA TOMLKO B
pexume ISAKMP peer configuration. [1ns Bxoga B 3TOT peXXuUM He06X0AMMO BbINOSHUTL KOMaHAy
crypto isakmp peer address.

OTnnyme AaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

e BKIIOYEHWE [aHHOW KOMaHAbl B KOHUrypaLuio 03HavaeT BKIMoYeHe aggressive mode
(AggrModePriority=TRUE) anst gaHHoOro napTHepa

® apPryMeHT JaHHOW KOMaHAbl UTHOpUpYeTCS (He genaeTcs pasnuunin Mmexagy nokanbHeiMu D).
[aHHasa komaHga paboTaeT kak npusHak BkntoveHus AggrModePriority

e €eCnv ONns KoMaHdbl crypto isakmp peer OTCYTCTBYET KOMaHAa set aggressive-mode
client-endpoint, TO KOMaHpa crypto isakmp peer WUrHOpuUpyeTtcs

Mpumep

[nsi onucaHusa npaBuna co3gaHus TyHHeNs No Halwen nHMumMaTnee B Aggressive mode ¢ y4eTom
Toro, 4to IP-agpec naptHepa 4.4.4.1, a IP-agpec nokansHoro yctporctea 4.4.4.2 ncnonb3yoTcs
KOMaHApbl:

Router (config) #crypto isakmp peer address 4.4.4.1

Router (config-isakmp-peer) fset aggressive-mode client-endpoint ipvé-
address 4.4.4.2

Router (config-isakmp-peer) #set aggressive-mode password 1234567890
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Cisco-like komaHAab!

set aggressive-mode password

KomaHga set aggressive-mode password NpuMeHsieTcs ans BBoga Preshared kntova ang
[AaHHoro naptHepa. nsa yaaneHus Preshared knova 13 KoHpUrypauum Ucrnonb3ynTe KoMmaHay ¢

npeduKcom no.

CuHTakcuc set aggressive-mode password {password}

no set aggressive-mode password {password}

password 3Ha4YeHne NpeaycTaHOBIIEHHOIO Kitoya
3HayeHue No YMOYAHUIO 3HayeHWe No yMOnYaHuo OTCYTCTBYET
Pexxnmbl KOMaHAbl ISAKMP peer configuration

PekomMeHaaLuu No UcnonbL30BaHUKO

JllaHHasa koMaHZa UrHopvpyeTcsi B KOHGUrypaLumn 1 He BRUSIET Ha Norvky paboTbl KOHBEpTOpa.

CSP VPN Gate

Copyright © S-Terra CSP 2003 -2011

104



Cisco-like komaHAab!

crypto isakmp identity

KomaHgoa crypto isakmp identity NpUMEHSIETCS NS Ha3HadeHust Tuna naeHTugukaTopa,
ncnonb3yemoro B pamkax npoTtokona IKE. OTMeHUTb Ha3Ha4YeHHbIA TUN naeHTUdMKaTopa MOXHO C
NOMOLLIbIO TOM XXe KOMaHAbl C NPedUKCOM no.

CuHTakcuc crypto isakmp identity {address |dn| hostname}

no crypto isakmp identity {address |dn| hostname}

address YcTtaHaBnuBaeT ngeHtndukatop address.

hostname YcraHaBnuaeT naeHtudmkatop hostname.

dn yCcTaHaBnMBaeT ugeHtudgukatop dn

3HayeHue No yMOonyaHuio Mo ymonyaHuio yctaHoOBMNEeH Tun ngeHTudunkaTopa address.
PeXumbl KOMaHAbI Global configuration

PekomeHaaLMM No UCNOJIb30BaHUK

Mcnonk3yinTte aTy kOMaHay Ans ykasaHus, Kakon TN naeHTudukaTopa OMMKEH OblTb MCMONb30BaH B
pamkax npotokona IKE. BoamoxHo Tpu BapuaHTa address, hostname u dn.

NoeHTndpukaTop Trna address kak NpaBuIio UCNosb3yeTCsl, eClN KOMMbIOTEP UMEET TOSbKO OAWH
nHTepdeic ¢ NOCTOSIHHBIM IP-agpecom.

NoeHTndukaTop Tna hostname kak npaBuno UCNonb3yeTcs, eCiu KoMMbloTep UMeeT Gonee
O[HOro MHTepdeinca U1 e ecrnm UMeeTcsl OUH MHTepdelic, Ho HeT NocTosiHHoro IP-agpeca.

PekomeHayeTcs Anst BCeX NapTHEPOB UCMOfb30BaTh eAuHbIN TUN naeHTudmrkatopa: nnbo address,
nuoéo hostname, nnbo dn.

NaeHTndukaTtop dn ncnonb3dyetcs TONbKo Npu paboTte ¢ cepTudmkatamm.

MNpumep
Hwxe npuBeaeH npumep ykasaHusa Tuna ngeHtudmkaropa address:

Router (config) #crypto isakmp identity address
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Cisco-like komaHAab!

crypto isakmp keepalive

KomaHga crypto isakmp keepalive NpUMEHsieTCH ANst aKTMBM3auUum npouecca obMeHa
coo6LLeHnAMN, NoATBEPXKOAOLWNMIN aKTUBHOCTL (B paMkax npoTokona IKE) mexay poytepamu.
OTKNIOYNUTL STOT NPOLIECC MOXHO C MNOMOLLBIO TOM Xe KOMaHAbl C NpedMKCOM no.

CuHTakcuc crypto isakmp keepalive secs [retries]
no crypto isakmp keepalive secs [retries]

secs 3apgaet gonycTuMbI nepuog BpeMeHu OTCYTCTBUS BXoAsLLero Tpaduka
OT MapTHepa, MO UCTEYEHMIO KOTOPOro, NMPY HaNMyYnmM UCXOAsLLEro
Tpaduka, aktusmpyetcs DPD-ceccus. luanasoH BenuumHel — ot 10 go

3600 cekyHA.

retries 3agaeT BpeMs oXXugaHusa oTBeTa OT napTHepa Ha DPD-3anpoc. [Juana3oH
BeSIMYUHbI — OT 2 00 60 cekyHA. Mo ymonyaHuio 3Ha4YeHMe 3TON BENTUYUNHDI
paBHoO 2.

3HayYeHue No YMOJI4YaHUI Mo ymonyaHuio KomaHga He akTMBUPOBaHa.

PeXumbl KOMaHAbI Global configuration

PekomeHaaLMn No MCNoJib30BaHUKD

Mcnonb3aynTe 3Ty KOMaHA4y Ans OTNPaBky COOBLLEHUI, NOATBEPXKAAOLWMX aKTMBHOCTL NapTHepa (B
pamkax npotokona IKE).

MNpumep

Hwnxe npuBeaeH npuMmep aktneauum npouecca oTnpaBku coobuieHun, B cny4ae ecnu OoT nNapTHepa
He ObIno nony4yeHo nakeToB B Te4eHne 30 CeKyHA. MakeThbl npouecca 6yﬂ,yT OTCblJ1TaTbCA 4Yepes 3
CeKyHAbl:

Router (config) #crypto isakmp keepalive 30 3
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Cisco-like komaHAab!

crypto ipsec security-association lifetime

[aHHaa komaHaa ucnonb3yeTcsa AN YCTaHOBKM BpeMeHU Xn3Hm SA (Security Association,
accouunaums 3awuTel). lNoa BpeMeHeM XnU3HM NOHMMAaEeTCH BpeMsi, paspeLleHHoe ansa aenctans SA.
Mo ucteyeHum atoro BpemeHn SA npekpallaeT CBOe CyLlecTBOBaHME U Ha4yMHaeT paboTaTb HoBas
SA.

Bpems xu3Hu MoxeT 3a4aBaTtbCs Kak B CeKyHaax, Tak u B kunobarTtax (06beM npoxoasiuero, B
pamMkax ycTaHoBfieHHOro SA, Tpadmka). [1ns BOCCTaHOBNEHUS 3HA4YEHNS MO YMONYaHMWIo
UCMNOMb3YyNTE TY e KOMaHAy C NPedUKCOM no.

CuHTakcuc Crypto ipsec security-association lifetime {seconds
seconds |kilobytes kilobytes}

no crypto ipsec security-association lifetime {seconds
| kilobytes}

seconds BpeMs Xn3Hu SA B cekyHaax. [lonyctumble 3HaveHus ot 1 oo
4294967295.
kilobytes Bpems xu3Hu SA B kunobavitax. JonycTumble 3HavyeHus oT 1 go
4294967295.
Pexunmbl KoMaHAabl Global configuration
3HayeHue No yMonyaHuio 3600 cekyHp (1 yac) un 4608000 kmnobant (1 yac npu 10
Mb6anT/c).

PekomeHOaLMM No UCNOJIb30BaHUKD

Mcnonb3yiTe 3Ty kOMaHAy AN UBMEHEHMS1 YCTAHOBMNEHHbIX 3HAaYEHU BPEMEHM KN3HM SA.
CnepyeT NOMHUTb, YTO YMEHbLUEHUE BPEMEHM XNU3HWU SA BeOET K NOBbLILLIEHNIO YPOBHS 3aLUUTI
COeMHEHMS], HO NOBLILLIAET HArpy3Ky Ha NPoLEeccop, YTo, B CBOK OYepPesb, BEAET K CHUKEHUIO
NPOMYCKHOM CNOCOBHOCTW.

Ha ctagnn 060y)K,Cl,eHVIFI yCﬂOBMVI CO34aHus HoBon SA yCTaHaBnBaeTCA MUHUMalribHOE BpeM4d
XU3HU SA 13 NpeasioXeHHbIX CTOPOHaMMU.

CyuecTBytoT [iBa NapameTpa, orpaHuynsaroLLme BpemMs XnsHn SA — Bpemsi B CEKYHAaX U
KONMMYeCTBO NepedaHHon 1 NPUHATON UHopmaunn B kunobawTtax. OrpaHnyeHune Bcerga 6yget
AencTBOBaTb N0 AOCTUXKEHUU NUMnUTa NMobbIM U3 3TUX NapameTpoB. Hanpumep, 3aKoHYNNoCh Bpems
XXW3HW, YCTAaHOBMNEHHOE B CEKYHAAX, @ OrpaHnyeHne no Tpaduky He BbINOMHEHO 1 Ha NOMOBUHY. B
3TOM criyyae 6yaeT 4elcTBOBaTh OrpaHuyeHne no spemerun. NepecosgaHue SA He GyaeT B crniyvae
OTCYTCTBUA Tpadmka mexagy napTHepamu.

Ecnun 3akoHYnnocb BpemMsi XnsHu u SA yxe He CyLLLeCTBYeT, TO HOBbI SA He YCTaHOBUTCSH, €CNU He
OyneT Tpaduka.

M3meHeHuns BCTYNAT B cuny nocne Bbixoga us pexxuma global configuration komaHgon exit.

Mpumep
Hwxe npuBeaeH npumMep yCTaHOBKM BpeMeHM xun3Hn SA pasHoro 1600 cek:

Router (config) #crypto ipsec security-association lifetime seconds 1600
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Cisco-like komaHAab!

KomaHab! popmupoBaHua Habopa npeobpaszoBaHnK
IPsec

crypto ipsec transform-set

KomaHga crypto ipsec transform-set ucnonb3yetcs Ans popmmpoBaHns Habopa
npeobpasoBaHnii — KOMBOMHAaLMN NPOTOKOSOB 3aLLMTbl M KpUNTOrpaduU4EeCcKMx anropmTMoB.

[na ynaneHusa Habopa npeobpasoBaHU UCNONb3YeTCA Ta e KoOMaH4a ¢ NpedukcoMm no.

CuHTakcuc crypto ipsec transform-settransform-set-name transforml
[transform?2 [transform3]]

no crypto ipsec transform-set transform-set-name

transform-set-name WMs, NpUCBanBaemoe Habopy NpeobpasoBaHuii.

transforml..3 Habopbl Nnpeobpa3oBaHuin. PaspelleHo ncnonb3oeatb 4o 3 HAbopoB

npeobpasoBaHnii.

PeXxnmbl KOMaHAbI Global configuration. BbinonHeHnMe 3TOM  KOMaHAbI
ocywiecTsnser Bxo4 B pexum  crypto  transform
configuration.

3Ha4yeHue No YMON4YaHUKo 3Ha4yeHne No yMonyaHuo OTCYTCTBYET.

PekomMeHAaLuu No UcnonbL30BaHUKO

Ha6op npeoGpa3oBaHuit — 3To NpuemnemMasi KOMOGMHaLUA NPOTOKOMOB 3aLUUTbI, KpUNTorpaduyeckmnx
anropuTMOB U ApYrMx NapameTpoB, NpYMeHsIeMbIX B 3aluuLLiaemMom IPsec Tpadumke. B npouecce
cornacoBaHus napameTpoB IPsec SA napTHepbl cornalalTcs Ha UCMONb30BaHNE KOHKPETHOIOo
Habopa nNpeobpasoBaHnit AN 3alUTbl KOHKPETHOro NOToKa AaHHbIX.

Bbl MOXXeTe co3aaTb HeCKONbKo HabopoB Npeobpa3oBaHUi U 3aTeM HasHauYUTb oauH unu Gonee ns
HUX KaXKOOW KOHKPETHOM 3anucu kpuntorpaduydeckon kapTtel. Habop npeobpas3oBaHuii, ykazaHHbIN B
3anucu Kpuntorpadmnyeckom KapTbl, UICNONb3YyeTCs Npuy corfacoBaHMn napameTpos IPsec SA ong
3alnTbl NOTOKa AaHHbIX, pa3peLleHHOro B CN1cke JOCTyna TOMbKO Ans 3TOW 3anucu
KpunTtorpadguyeckon kapTbl.

Mepen Tem Kak HazHa4MTb Habop NpeobpasoBaHM Tpadmka A4S 3anUcKu KpunTorpadu4eckom
KapTbl, Habop nNpeobpasoBaHW AOMKEH ObITb 3a4aH C MOMOLLbIO 3TOW KOMaHAbI.

Habop npeobpasoBaHuin 3agaeT ncnonb3oBaHMe NpoTokonoB IPsec: Encapsulation Security
Protocol (ESP) u Authentication Header (AH), u yka3sblBaeT kakne kpuntorpadudeckme anroputmsl
cnegyeT Ucnonb3oBaTh C 3TUMM NPOTOKoNamu. [JaHHble NPOTOKOSLI MOTYT UCMOMb30BaTbCA Kak Nno
OTOENBHOCTU, Tak U 06a OAHOBPEMEHHO.

[na co3pganns Habopa npeobpasoBaHui cregyeT onucaTb OT OQHOMO A0 TPeX Npeobpa3oBaHui.
Kaxxgoe u3 npeobpasoBaHuii JOMMKHO codepXaTb OnmncaHmne Ncnosb3yemMbix npotokonos (AH, ESP)
W KpunTorpauyecknx anroputmos.

[nsa ycTaHOBMNEHWS pexuma, ucnornb3yemMoro Habopom npeobpasoBaHui, NpeagHa3HayeHa komaHga
mode.
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Honycmumbie kom6uHayuu npeobpa3oeaHuli

Tun npeobpasoBaHusA Nma OnucaHue

MpoTtokon AH ¢ anroputmom
ah-md5-hmac ayteHTudumkauum FOCT P
AH Transform 34.11-94 HMAC

(oavH 13 cnucka)
MpoTtokon AH ¢ anroputmom

ah-sha-hmac ayTeHTudukaumm SHA

[MpoTtokon ESP ¢ anroputMom

esp-null NUll.

[MpoTtokon ESP ¢ anroputMom

esp-des FOCT 28147-89

esp-3des Mpotokon ESP ¢ 168-6UTHbIM
ESP Encryption Transform anroputmMom 3DES

(oAwnH u3 cnvcka) MpoTokon ESP ¢ 128-6UTHbIM
esp-aes-128
anroputmom AES

MpoTtokon ESP ¢ 192-6UTHbIM

esp-aes-192 anroputmom AES

MpoTtokon ESP ¢ 256-6UTHbIM

esp-aes-256 anroputmom AES

MpoTokon ESP ¢ anroputmom

o esp-md5-hmac ayTteHTudukaumm MD5 TOCT
ESP Authentication Transform P 34.11-94 HMAC

(oawmH n3 cnucka)
MpoTokon ESP ¢ anroputmom

esp-sha-hmac ayTeHTUdMKauum SHA

OTnnyme gaHHOM KOMaHAbl OT NoAo6HoM KoMaHAabl Cisco 10S:

o B I[Ipoagykte CSP VPN Gate oTcyTcTBYET nogaepxka npeobpasoaHus IP Compression
Transform.

e B CSP VPN Gate npu yctaHoBneHun napameTtpa des Ang LWMPOBaAHUSA NCNONb3YyeTCH
cepTndULMPOBaHHbIA poccumnckni kpuntorpadpuyeckun anroputm FOCT 28147-89, a y Cisco
— 56bit DES

e B CSP VPN Gate npu yctaHoBneHun napameTtpa md5 ANA XSLWMPOBaHUSA UCNONb3yeTcs
cepTnULMPOBaHHbIA poccunckuni kpuntorpaduyeckmun anroputm FOCT P 34.11-94 HMAC, a
y Cisco — wraTHbIn anroputm MD5.

MNpumep

B nprBegeHHOM HWXe NpuMepe 3adaHbl ABa Habopa npeobpa3oBaHnii, NCNonb3yLwmne
KpunTtorpaduyeckne anropuTtMbl pasfnnyHON CNOXHOCTHN:

Router (config) #crypto ipsec transform-set ts esp-3des esp-sha-hmac

Router (config) #crypto ipsec transform-set gost ah-md5-hmac esp-des
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mode (IPsec)

KomaHaa mode npuMeHsieTcs Ans U3MEHEHUs pexnMa, UCnonb3yeMoro Habopom npeobpasoBaHuW.
[ns BOCCTaHOBMNEHUSA pexuma no yMONYaHUIo NCMONb3ynTe 3Ty KOMaHay ¢ NpedukcoM no.

CuHTakcuc mode [tunnel | transport]

no mode
tunnel napameTp, yCTaHaBNMBaOLWNA TYHHENbHbBIA PEXUM
transport napameTp, ycTaHaBnMBaloLWNiA TPAHCMOPTHBIN PEXUM
Pexunmbl KoMaHAabl Crypto transform configuration.
3HayeHue No yMonyaHuio TYHHENbHbIV PEXUM

PekomMeHaaLuu no UcnonbL30BaHUKO

Ncnonb3yinTe koMaHay mode AN SBHOMO yKa3aHUsi pexuma UCrnonb3yemMoro Habopom
npeobpa3oBaHuWii UNK ANst BOCCTaHOBMEHUS pexumMa no ymonyaHuto. Ecnv komaHga mode BBeeHa
6e3 napameTpoB, To ByaeT yCTaHOBNEHO 3HAYEHUE MO YMOYaHMUIO.

Ecnu co3paHHble Habopbl Npeobpa3oBaHM ByayT UCNONbL30BaTLCH OQHOM U TOM Xe
3anucbio Kpuntorpaduyeckom KapTbl (CM. KOMaHay set transform-set), TO 3T HabOpbI
npeobpa3zoBaHMN OOMKHbI UMEeTb OAUH U TOT Xe PeXUM.

MNpumep

Router (config) #crypto ipsec transform-set inner-tunnel ah-md5-hmac esp-
des esp-md5-hmac

Router (cfg-crypto-trans) #fmode tunnel

Router (cfg-crypto-trans) # exit
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Komanab! ansa pabotbi ¢ IKECFG nynom

ip local pool

KomaHga ip local pool npuMeHsieTcst ans cosganus IKECFG nyna agpecoB — Habopa
(amanasona) IP-agpecos, KoTopble OyayT BblgaBaTbCs NapTHeEpaMm, HanpumMep, MOBUbHOMY
KITMEHTY, Nocre yCTaHOBIIeHNA coeguHenns 1 3anpoca IP-agpeca us IKECFG nyna.

[nsa ynaneHus nyna agpecoB UCMOSb3yeTcs Ta e KoMaHAaa ¢ npedmrKcoM no.

CuHTaKcuc ip local pool poolname low-ip-address [high-ip-address]

no ip local pool poolname low-ip-address [high-ip-
address]

Ons yaaneHuna Bcero Ha60pa JTOKalibHbIX agpecoB NCnonb3yeTcAa KoMmaHaa

no ip local pool poolname

poolname UMs, NpUcBanBaemoe nyny agpecos.

low—-ip-address HavanbHbIV agpec AnanasoHa NoKarnbHbIX agpecos.

high-ip-address KOHEYHbI agpec AvanasoHa nokarnbHbIX agpecoB. HeobsizaTenbHbIi
napameTp.

3HayeHue Mo yMonyaHuo 3HayeHne No ymonyaHuo OTCyTCTBYeT

Pexu1mbl KoMaHAabl Global configuration

PekomeHAaLMM NO UCNOJIb30BaHUK

Mcnone3yinTe aTy komaHay ansa cosgaHusa IKECFG nyna IP-agpecos.
[MoBTOPHBIN BbI3OB KOMaHA4bl C APYrMM AMana3oHOM agpecoB AobaBnseT 3TOT AManasoH B Nyn.

Ecnu HOBbI guana3oH nepecekaeTcs C paHee BBeAEHHbIM, TO KOMaHAa He BhIMNOSHAETCS U
BblgaeTcst cooblieHne 06 owmnbke: TP address range overlaps with pool: <pool-
name>.

Ecnu nepsbiii agpec ananasoHa 6osbLue BTOPOro, To KOMaHAa He BbIMOSHAETCS U BblaaeTcs
coobuyeHune ob owmnbke: $Bad IP range, <low-ip-address> - <high-ip-address>.

B nyn agpecoB MoryT 6biTb BblAeneHbl agpeca kak 13 sawuwiaemon wno3om (CSP VPN Gate)
nodceTH, Tak U agpeca, HenepecekalLMecs C 3aluLLaemMon NoaceTbto.

Mpun nogknioveHnn nonb3oBaTenen oHn dyayT nonyyaTts |IP-agpeca u3 aTtoro Habopa.
Ecnu koHeuHbIN agpec nyna He 3agaH — OyaeT co3gaH nyrn, COCTOALWMIN N3 0gHOro agpeca.

OanH co3gaHHbIn nyn agpecoB MOXHO caenatb obwum ans tex KPUNTOKapT, KOTOPblE HE MMEIOT
COBCTBEHHOrO Nyna u y KOTOPbIX YCTAHOBIEH dhNnar crypto map map-name client
configuration address {initiate|respond}.[Ins 3TOro HyXHO BBECTN KOMaHOYy

crypto isakmp client configuration address-pool local pool-name.

Ecnu obwuii nyn yxe 3agaH, To NocrneaHsas KOMaHaa He BbINOMHSAETCS U BblaaeTcs cooblueHne o6
owmnbke: 3 Remove current pool first.
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YaaneHuve
yp,aJ'II/ITb nyn MOXHO Uermimkom nmbo TonbKo OOMH OMana3oH aapecoB 13 nyna.
[nsa yoaneHusa Bcero nyna ncnonb3yeTcs KomaHaa:
no ip local pool poolname
yAaneHme Onana3oHa 13 nyra npon3BoanTca KOMaH,ElOVIZ
no ip local pool poolname low-ip-address [high-ip-address]

YpaneHve nocnegHero AgnanasoHa u3 nyrna 3KBMBaNeHTHO yAaneHuo Bcero nyna. Takast KomaHaa
MOXeT ObITb OTBEPrHyTa C OLIMBKON, eCnn Ha Nyn NPUCYTCTBYET CCbIfIKa U3 KOMaHAbl set pool
(pexum koHUrypupoBaHus crypto map). B atom cnyyae Bbigaetca coobueHune: % Cannot remove
the pool. It is used by: crypto map(s): "cmap 10", "cmap 20"; dynamic map(s): "dmap 10", "dmap 20"

OTnnyme gaHHOW KOMaHAbl OT nogo6Hon komaHagbl Cisco |10S:

e [JonyckaeTcs yaaneHue Bcero nyna, B Cisco 10S — HeTt

e oBefeHMWe Npu yganeHum guanasoHa nyna otnmdaetcs ot Cisco 10S, Tak kak Tam HeT
KOMaHAbl set pool.

MNpumep

Hwxe npuBeaeH npumep cosganud nyna IP-agpecoB ¢ MMeHeM 'localpool', cogepxaiiero 1024
IP-agpeca:

Router (config) #ip local pool localpool 10.1.1.0 10.1.4.255
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crypto isakmp client configuration address-pool local

KomaHga crypto isakmp client configuration address-pool local NpPUMEHSIETCA
Ona Ha3Ha4dyeHuA nyra agpecoB B Ka4ecTBe o6u1,ero nyna.

OTMEHUTb Ha3Ha4YeHHbIN O6LLMIA MY MOXHO C MOMOLLIbIO TOW e KOMaHAbl C NPedUKCOM no.

CuHTakcuc crypto isakmp client configuration address-pool local
pool-name

no crypto isakmp client configuration address-pool

local
pool-name ums obuero nyna IP-agpecos.
3Ha4yeHue No YMOnYaHUK 3HayeHve no yMon4yaHuio oTCyTCTBYyeT
Pexunmbl KoMaHAabl Global configuration

PekomeHaaLMM No UCNOJIb30BaHUK

lMocne co3gaHmsa nyna KomaHaon ip local pool, UCMOMAb3YNTE KOMaHAY crypto isakmp
client configuration address-pool local AnNg HasHaYeHUs cO3JaHHOrO nyna B Ka4yecTBe
obuero.

,D,J'Iﬂ NPUBA3KN TAKOro o6u.|,ero nyrna Ko BCEM KpUNTOKapTaM C UMEHEM map—name VICI'IOJ'Ib3yI7ITe
KOMaHAy crypto map map-name client configuration address
{initiate|respond}. [yn OygeT ABNATbLCSA 0OLWMM AN BCEX KPUMNTOKAPT C UMEHEM map-name,
32 UCKITIOYEHMEM TEX KapT, A8 KOTOPbIX NyNn 3a4aH ABHO KOMAHOON set pool name B peXume
KOH(MrypmMpoBaHMsa KOMaHabl crypto map map-name seg-num ipsec-isakmp.

[onyckaeTtcs 3afaBaTb HECYLLECTBYIOLWMI Ny afpecos, HO MPU KOHBEPTUPOBaHMM KOHAUrypaLmm
HeobxoaMMo, YTOGbI NPUCYTCTBOBANA CChIflka Ha CYLLEeCTBYHOLLUIA Nyn, B MPOTUBHOM Clyyae
KOHBEPTUPOBaHWE OCTAHOBUTCS C Bblgaven ownbkn: Address pool "<pool-name>" not
found. Conversion aborted.

,D,OﬂyCKaeTCFI yoanatb nyn agpecos, Ha KOTOprVI CCblnaeTcqa gaHHada KoMaHaa.

Ecnu 3agaH obwuid nyn ans Bcex KpUNTOKapT ¢ UMeHeM map-name, HO A1t OAHOM U3 3TUX
KpUNTOKapT 3adaHa kKoMaHaa set pool <none> , TO ONS 9TOW KPUMTOKAPTLI Nyn He
ncnonb3yeTcs..

MNpumep

Hwxe npuBeaeH npumep HasHayeHus obLero nyna agpecos "main" v NPUBHA3KKU €ro K
KpunTokapTam ¢ MeHeM "dmap" An4 UCMNoSb30oBaHNAa B pamkax npoTtokona IKE:

Router (config) #crypto isakmp client configuration address-pool local
main

Router (config) # crypto map dmap client configuration address initiate
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crypto map client configuration address

KomaHga crypto map client configuration address WCNOMb3yeTcsa AN NPUBA3KU
obLuero nyna agpecoB KO BCeM KpUnTokapTam € 3agaHHbIM MMEHEM, a Takke 3afjaeT cnocob
Bblaauu IP-agpeca naptHepy no npotokony IKECFG, paboTta ¢ koTopbiM 6yaeT NnponcxoanTb No
yKasaHHOW KpunTorpadunyeckom kapre.

OTMEeHUTb NPUBA3KY K 06LLEMY Nyry MOXHO C NMOMOLLbIO TOW e KOMaHbl C NpedmrKCoM no.

CuHTakcuc crypto map map-name client configuration address
{initiate|respond}
no crypto map map-name client configuration address
{initiate|respond}

map-name UMs KpunTorpadnyeckomn KapThbl.

initiate ©e3 3anpoca napTHepa wn3 6esonacHocTu BbigaeT IP-agpec n3 IKECFG
nyna napTHepy, Npu ero nonbiTke co3gatb IPsec SA ¢ ncnonb3oBaHuem
cBoero pearnbHoro IP.

respond no 3anpocy napTHepa w3 6e3onacHoCcTv BblgaeT napTHepy IP-agpec 13
IKECFG nyna.
3HayeHue No yMOonyaHuio Mo ymonuaHuio poytep He Bygetr pabotaTb NO JaHHOM

Kpuntorpadmyeckon kapte no npotokony IKECFG

PeXumbl KOMaHAbI Global configuration

PekomeHaaLMmM No UCNosib30BaHUK

KomaHga crypto map client configuration address WMCNONb3yeTcs ANs NPUBSA3KK
obwero nyna agpecos, HA3HA4YEHHOro KOMaHAOW crypto isakmp client configuration
address-pool local, KO BCEM KpUMTOKapTaM C MMEHEM map—-name.

B naHHom Bepcumn I'Ipop,yKTa onumn initiate U respond pa60Tar0T OJMNHAKOBO B TOM CMbICI1€, 4YTO
€eCnn 3agaHa koMaHaa

crypto map map-name client configuration address initiate
TO 3TO O3HA4aeT, 4YTo 3aJaHa U KoMaHaa
crypto map map-name client configuration address respond

1 HaobopoT.

MNpumep

Hwxe npuBeaeH npumep 3agaHus nyrna "main”, HasHa4yeHne ero B Ka4ecTBe OOLLEro U NpmBsi3ka ero
KO BCEM KpunTOKapTam ¢ uMeHem "card2":

Router (config) #ip local pool main 1.1.1.1 1.1.1.2

Router (config) #crypto isakmp client configuration address-pool local
main

Router (config) #crypto map card2 client configuration address initiate
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crypto dynamic-map client configuration address

KomaHga crypto dynamic-map client configuration address MWcCnonb3yetcs angd
Np1BS3KN 06LLLEro nyna aagpecoB KO BCEM KPUNTOKapTaMm C 3agaHHbIM UMEHEM, a Takke 3agaeT
cnocob Bbigayn IP-agpeca naptHepy no npotokony IKECFG, paboTa ¢ koTopbiM OyaeT
NPOUCXOAMWTb NO YKa3aHHOM KpunTorpagouyeckon.

OTMEeHUTb NPUBA3KY K 06LLEMY Nyry MOXHO C NMOMOLLbIO TOW e KOMaHAbl ¢ NPedUKCoM no.

CuHTakcuc crypto dynamic-map map-name client configuration address
{initiate|respond}
no crypto dynamic-map map-name client configuration
address {initiate|respond}

map-name MMS AMHaMMYECKOM KpunTorpadmyeckon KapTbl.

initiate ©e3 3anpoca napTHepa wn3 6esonacHocTu BbigaeT IP-agpec 13 IKECFG
nyna napTHepy, Npu ero nonbiTke co3gatb IPsec SA ¢ ncnonb3oBaHuem
cBoero pearnbHoro IP.

respond Mo 3anpocy napTHepa w3 6e3onacHocTv BolgaeT napTHepy IP-agpec 13
IKECFG nyna.
3HayeHue No yMOonyaHuio Mo ymonuaHuio poytep He BygeT paboTtatb MO AaHHOW

Kpuntorpadpmyeckon kapte no npotokony IKECFG.

PeXumbl KOMaHAbI Global configuration

PekomeHaaLMmM No UCNosib30BaHUK

KomaHga crypto dynamic-map client configuration address MCNonb3yeTcs Ans
Np1BSA3KN 06LLEero nyna agpecos, HAa3Ha4YeHHOro KOMaHAON crypto isakmp client
configuration address-pool local, KO BCEM KpUNTOKapTaM C UMEHEM map-name

B naHHom Bepcumn I'Ipop,yKTa onumn initiate U respond pa60Tar0T OJMNHAKOBO B TOM CMbICI1€, 4YTO
€eCnn 3agaHa koMaHaa

crypto dynamic-map map-name client configuration address initiate
TO 3TO O3HA4aeT, 4YTo 3aJaHa U KoMaHaa
crypto dynamic-map map-name client configuration address respond

1 HaobopoT.

OTnnyme gaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

OaHHas komaHga otcytcteyeT B Cisco 10S.

Mpumep

Hwxe npuBeneH npumep co3gaHus obuiero nyna "main”, HasHa4eHue ero B kayecTse o6LLero u
npuBsiaka ero Ko BCEM KpMnTokapTam ¢ umeHem "card2":

Router (config) #ip local pool main 1.1.1.1 1.1.1.2

Router (config) #crypto isakmp client configuration address-pool local
main

Router (config) #crypto dynamic-map card2 client configuration address
initiate
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KomaHabl co3gaHus v pegakTupoBaHus
KpunTorpaduyeckux Kapt

crypto map (global IPsec)

KomaHga crypto map MCRosb3yeTcs Ans CO30aHusl NN U3MEHEHMS 3anmcen KpunTorpadmyeckmnx
KapT. Takke C NOMOLLbIO KOMaHAbI Crypto map OCyLLEeCTBNAETCH NEPEXOA B PEXMM HACTPOKN
kpunTtorpaduyeckux kapt (Crypto map configuration).

Ans yoanenust 3anvucu unu Habopa 3anucen Kpuntorpacmyeckmx KapT UCMOMNb3YOTCS Te Xe
KOMaHbl, HO C NPedUKCOM no.

CuHTakcuc crypto map map-name seg-num ipsec-isakmp [dynamic
dynamic-map-set]

no crypto map map-name seg-num

map-name ums Habopa 3anucen KpuntTorpaduyeckon kapTbl. ATO UMS
np1cBanBaeTCs B MOMEHT CO34aHus Kpuntorpadnyeckon KkapTbl.

seg-num HOMep, NpycBanBaembli OTAENBHOW 3anvcy B Kpuntorpaduyeckon Kkapre.

ipsec-isakmp yKasblBaeT Ha TO, YTO ANs AaHHOW 3anucu npu co3gaHum IPsec SA byaet

Mcnonb30BaTbCA Npoueaypa cornacosaHmsa napametpos IKE. 370
KINOYEeBOE CrioBo 06513aTerbHO TOMBKO MPY CO34aHMM HOBOW KPUMTOKAPTHI,
npe peaakTUpPOBaHMK YXKE CYLLECTBYIOLLEN — MOXHO He yKa3biBaTb.

dynamic yKa3blBa€eT Ha TO, YTO AaHHasi 3an1cb CCbISIAETCS Ha YXXe CyLLeCTBYOLLNA
Habop AUHaMMYECKMX KpUnTorpadmyeckmx KapT, CoO34aHHbIX KOMaHO0M
crypto dynamic-map. [1pyM ucnonb3oBaHnM 3TOroO KIOYEBOro CrnoBa
OOCTYN K KOMaHAaM HaCcTpOWKKN KpunTorpaduyeckon kapTel bygeT
3anpelleH. HeobsasaTenbHbIi napameTp.

dynamic-map-set ums Habopa 3anucer QUHaMUYECKON KpunTorpaduieckon kapTbl, KOTOPbIV
ncnonb3yeTcs B kayecTse WwWabnoHa NnonMTukM 6e3onacHoCTw.
Mcnonb3yeTcsa TONbKO B CBA3KE C NapamMeTpoM dynamic.

PeXxumbl KOMaHAabI Global configuration. [OaHHas komaHOa ocyllecTBnseT
nepexoq B pexum crypto map configuration.

3HayeHue No YMOYaHUIO HeT npegyctaHOBRNEHHbIX KpUNTOrpachnyecknx kapT.

PekoMeHOaumm no MCnofib30BaHUIO

[aHHasa komaHaa ncnosfb3dyeTcd And co3gaHuA HOBOW KPUNTOKapTbl, HOBbIX 3anucen B HeWn unum
N3MEHEeHNA CyLeCTBYHOLWNX 3anucen.

3anvcun B kpunTorpamyeckux kaptax ycTaHaBnNmMBaloT napameTpbl IPsec SA onst nognexaliero
LWINOPOBAHUIO UMK ayTeHTUdnKaumm Tpaduka.

Ecnu TpebyeTcs cosgatb 6onee ogHom 3anucuK B Kpuntorpadruyeckon kapTe, To cnegyeT
yuuTbiBaTh, 4TO 06paboTka Tpadmka OyaeT NpomM3BOAMTECS B COOTBETCTBUEM C MpUopUTETaMm
3anucen. HammeHbLlimin Homep (Seq-num) 3anucu CoOOTBETCTBYET €€ HaMBbICLUEMY NMPUOPUTETY U
HaobOopOT — YEM BbilLE 3HAYEHNE HOMEPA 3anuCcu, TEM Hbke ee NnpuopuTeT. MakeThbl
obpabaTbiBaemoro Tpaduka cHavana 6ygyT cpaBHMBATBLCS C 3anMCAMU BbICLLETO MpuopuTeTa.

CSP VPN Gate Copyright © S-Terra CSP 2003 -2011 116



Cisco-like komaHAab!

KomaHga crypto map OCYLLUECTBSET Nepexos B PEXMM HACTPOMKM KpunTorpaguyeckon KapTbl
(Crypto map configuration). B aTom pexvme MoryT 6blTb HACTPOEHbI (OTpeaakTUPOBaHbI) Takme
napameTpbl, Kak NpuBs3Ka K 3anvucu Kpuntorpaduyeckon kapTel cnucka gocTtyna (access list),
napTHepa, ycTaHoBka onuun PFS, ycTaHOBKa BpeMeHMn Xn3Hu SA n ap. B pexume HacTponkn moryT
MCMonNb30BaTbCA crieayLmne KOMaHabl:

set pfs YKas3bIBaEeT, YTO Ha CTaguMmM cornacoBaHus napameTpos IPsec ana gaHHoun
3anucu Kpuntorpadmyeckon kapTbl JomkHa bbITh 3aTpeboBaHa onums
PFS.

set security-association lifetime ycTaHaBiMBaeT BPeMSA XN3HN SA ans

KOHKPETHbIX 3anucei Kpuntorpadnyeckoin kapTbl.

set transform-set YyKasbIBaeT, kakme Habopbl npeobpasoBaHun (transform set) moryt
MCNonb30BaTbCA C AAaHHOW 3anUChbio KpunTorpaduyeckon kapThbl.

set peer ykasbiBaeT IPsec napTHepa Ans 3anmcu Kpuntorpadunyeckon KapTbl.

set identity yCTaHaBnMBaeT CNNCKWN NOEHTUUKATOPOB, KOTOPbIE UCNOMb3YIOTCH

set pool ycTaHaBnMBaeT MMSA nyna kpuntorpadmyeckon KapThbl

match address OCyLLecTBRSEeT NPUBA3KY CIMCKa AOCTYyNa K 3anvcuy Kpuntorpaduyeckon
KapThbl.

reverse-route BkItovaeT mexaHmam Reverse Route Injection (RRI).

CO3EaHVIe CTaTU4YEeCKOMN KPUNTOKAPThI

Mpu co3gaHmm HOBOM crypto map (Takke kak B CiscOo) KroyeBoe CnoBo ipsec-isakmp
06sA3aTensHO AOMKHO NPUCYTCTBOBAaTb B KOMaHAe, NPy pegaKkTMPOBaHNMY yXe CyLLEeCTBYIOLLEN
KPpUNTOKapTbl AOMNYyCKaeTCA COKpalleHHada 3anmncb — 3TO Krno4yeBoe CJ1I0BO MOXXHO He yKa3blBaThb.

OrpaHu4yeHus

AHanornyHo Cisco CyLLeCTBYIOT OrpaHUYeHNst Ha MOAUMMKALMIO YXKE CYLLECTBYIOLUMX KPUNTOKapT
(ykasaHue c TeM e UMEHEM Y NOPSAKOBLIM HOMEPOM). 3anpeLleHbl CneayoLLme cuTyaumm:

e [OMbITKA 3aMeHbl CYLLECTBYIOLLIEN CTaTUYECKOW KPUNTOKapTbl HA AnHaMuyeckyto. Hanpumep:
crypto map cmap 1 ipsec-isakmp

crypto map cmap 1 ipsec-isakmp dynamic dmap !!! Owmbo4Has komaHaa !!!

® [IONbITKa 3aMeHbI CyLlJ,eCTByI-OIJJ,eVI ,D,VIHaMVI‘-IeCKOI?I KPUNTOKapTbl HA CTaTUY4ECKYH. Harlpl/lmep:
crypto map cmap 1 ipsec-isakmp dynamic dmap

crypto map cmap 1 ipsec-isakmp !!! OwmboO4YHaA komaHga !!!

e onbiTKa 3aMeHbl CCbINKM Ha Apyron dynamic-map-set B y)ke CyLLecTBYOLEen KpunTokapTe.
Hanpuwmep:

crypto map cmap 1 ipsec-isakmp dynamic dmap

crypto map cmap 1 ipsec-isakmp dynamic another-dmap !!! Ownbo4Has
KomaHpa !!!
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Bo Bcex ykasaHHbIX crnyyvasx BBeAeHHas KOMaHA4a UrHOPUPYETCSs U Ha KOHCOMb BblgaeTcs
coobueHune, aHanornyHoe Cisco: "Attempt to change dynamic map tag for existing crypto map is
ignored.”

PepaktupoBaHue

Ecnu 3a0aTb KOPPEKTHYIO KOMaHAy ANS yKe CyLLeCTBYOLWEeN KpUnTokapThl (T.€. HE NonajaroLLyto B
OAMH U3 YKa3aHHbIX paHee OLLINBOYHBIX cnyqaes), noeegeHune pasnnyaeTca ana pa3HbiX TUNOB
crypto map (noBegeHune aHanormyHo Cisco):

*  ON19 AMHaMUYECKON KPpMNTOKapTbl KOMaHA4a HMU4ero He genaet (I'IOCKOJ'Ibe coBnagaet C
BBEJEHHON paHee), O HaKO BOCMPUHNMAETCA KaK KOppeKTHadA

e [ONd CTaTUYECKOW KPUMTOKaPTbl MPOUCXOAUT BXOA B KOHUIYPaLMOHHbBIA PEXUM, B KOTOPOM
MOXHO NOMEHATb HACTPONKK crypto map (peer, ACL, transform-set n 1.4.).

YpaneHue
1. OcHOBHOW BapuaHT KOMaHabl yaaneHus OTAeNbHOW 3anucu B KpunTokapTe:

no crypto map map-name seg-num

,ﬂo6aBneHme OOMNONTHUTENbHbIX KNMKOYEeBbIX CIIOB HE AO0MNYCKaeTCA.

Ecnu ykasaHHOro B komaHge nmeHn Habopa 3anmcen KpuntokapTbl UK HOMepa 3anucu B
KpMNTOKapTe He CyLlecTByeT, TO BbigaeTcs coobleHne 06 owmnbke:
“Could not find crypto map entry <map-name> <seq-num>".

Ecnu ykasaHHasa B koMaHAe 3anuch SBNseTCA eAMHCTBEHHOW B Habope 3anuncen KpunTokapTbl
KpunToKapTa npuBsid3aHa Kk MHTepdency, To komaHaa He BbINOMHAETCS U BbliaaeTcst coobuieHne o6
oLImnGKe:

“ Crypto-map <map-name> is in use by interface(s): Fa<NUM>. Please remove the crypto map from
the above interface(s) first”.

2. KomaHga yganeHus Bcero Habopa sanuceit B KpuntokapTe (KpunTokapTbl):

no crypto map map-name

Ecnu ykasaHHasi B KOMaHe KpunTokapTa OTCYyTCTBYET, TO KOMaHAa He BbINOSIHAETCS U BblaaeTcs
coobLLeHne 06 olmnbke:
“Could not find crypto map <map-name>”

Ecnun YKa3aHHaaA B KOMaHAe KpUnTokapTa npmedAsaHa K MHTep(*)eVICy, TO KOMaHOa He BbINOJIHAETCA U
BblaaeTcst coobuieHune o6 owwmbke:

"Crypto-map <map-name> is in use by interface(s): Fa<NUM>. Please remove the crypto map from
the above interface(s) first”.

,D,OﬂyCKaeTCFI (XOTFl n HeO6ﬂ3aTeﬂbH0) nobaBneHne A0MONTHUTENbHBIX KITHOYEBLIX CIOB, HanpuMep:

no crypto map cmap 1 ipsec-isakmp

no crypto map cmap 1 ipsec-isakmp dynamic dmap !!! Tonbko ona guHamu4eckomn
crypto map !!!

KomaHga no c ykaszaHueM KIo4yeBoro crioBa dynamic (Kak B nocrneaHeM npuMepe) paéotaeT
TOMbLKO AN AUHaMM4Yeckoi crypto map. Ecnu Takyto komaHngy 3aaaTh Ana cTaTMYeckon crypto map,
KOMaH[a 3aBepLUUTCS C OLLUMOKOW 1 NPOUrHOPUpPYeTCS.
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OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

e CyllecTBYyeT crneumdudeckmii Noaxoa B crny4vae, ecnm B crypto map set NPUCYTCTBYET
HECKOJIbKO crypto maps, a BUX crypto-map-acls CyLLECTBYIOT NepeceyeHuns no
agpecam, nNpuyem B YacTu NpaBuI NPUCYTCTBYET permit, a B APYrux npasunax — deny.
MogpobHee norvka KOHBEPTUPOBAHUSA ANst 4AHHOW CMTyauuy onncaHa B JOKYMEHTe-
MpunoxeHuun B N.5 pasgena "OnucaHue obpaboTkm MHTepdercoB”.

e CyLIECTBYIOT OCODEHHOCTM NPW NCMONb30BaHUN Crypto map C HECKOMBbKMMU PEErS B Criyvae,
€crnn ucnonb3yeTcst ayTeHTudmkaumsa Ha preshared keys n ansi pasHbix peers ncnornb3yTes
pasHble KIoYn N/Mnm ncnonb3yeTcs cMelaHHas ayTeHTudukaums (Ha preshared keys n
cepTudukartax). 3T 0COOEHHOCTM OnNucaHbl B AoKyMeHTe [punoxeHun B n.8 pasgena
"OnuncaHne o6paboTkn nHTepdencos".

e He nogAaepxuBaeTcda TMN ipsec-manual U 3adaHne crypto map profile.

KomaHgpbl crypto isakmp profiles M crypto ipsec profiles B gaHHoOW Bepcuu MNpoaykra
He peanun3oBaHbl, TEM HE MEHEE, UMEETCSl BO3MOXHOCTb ChopMmMpoBaTh MHAPACTPYKTYPY paboThbl C
yaaneHHbIMW nonb3oBatenamu. Hanpumep, umeetcsa KomaHaa set identity, KOTopas
ycTaHaBnuBaeT identity nHMumaTopa v npu paboTte ¢ yaaneHHbIMU KNMEHTaMN NapamMeTpbl
LWnpoBaHna 1 BblaensiemMble TYHHENbHbIE agpeca MOryT onpeaensaTbcsa B 3aBUCMMOCTU OT DN
ceptudukata u FQDN knueHTa. OgHOM N3 koMaHg, OPMUPYIOLLUX MHAPACTPYKTYPY, ABNSETCS
KOoMaHda set pool, 3agatollasi nyn agapecos, U3 KoToporo byayT BbliaenaTbesa agpeca no IKECFG
AN MOBUNbHBIX NoNb3oBaTeNen.

Mpumep

Hwxe npuBegeH npumMep MCMNOnMb30BaHUA KOMaHabl crypto map:
Router (config) #crypto dynamic-map mydynamicmap 10
Router (config-crypto-map) #match address 103

Router (config-crypto-map) #set transform-set my t setl my t set2
my t set3

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) #match address 101

Router (config-crypto-map) #set transform-set my t setl

Router (config-crypto-map) #set peer 10.0.0.1

Router (config-crypto-map) #set peer 10.0.0.2

Router (config) #crypto map mymap 20 ipsec-isakmp

Router (config-crypto-map) #match address 102

Router (config-crypto-map) #set transform-set my t setl my t set2
Router (config-crypto-map) #set peer 10.0.0.3

Router (config) #crypto map mymap 30 ipsec-isakmp dynamic mydynamicmap
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match address (crypto map)

KomaHga match address WCNOMb3yeTcs AN CBA3bIBAHWMSA CTAHAAPTHOIO UK PacLUMPEHHOrO
cnuncka 4ocTyna ¢ 3anncbio kpuntorpaduyeckon kapTel. KomaHaa paboTaeTt B pexunM HacTPONKM
Kpuntorpadudeckux kapT (Crypto map configuration).

[na yoaneHus cBsi3av cnvcka A4OCTyna ¢ 3anucbio KpunTorpaduyeckon kapTbl UCMONb3yeTcs Ta e
KoMaHAa, Ho ¢ NpedUKCoM no.

CuHTakcuc match address [access-list-id | name]

no match address [access-list-id | name]

access-list-id MMS NN HOMEpP cnurucka gocTyna.

name UMS crmcka WungposaHHOro JocTyna.

Pexunmbl KoMaHAabl Crypto map configuration

3HayeHue N0 yMONYaHuio 3HadeHue No ymon4yaHuio oTcyTcTByeT

PekomeHaaLMM No UCNOJIb30BaHUK

[aHHas komMaHaa Ucnonb3yeTcs ANs BCeX 3anucen CTaTu4ecknx Kpuntorpaguyeckux kapT.

Wcnonb3aynTe 3Ty KOMaHAy A58 Ha3HaYeHus CTaHAapTHOro Mnu pacLUMPeHHOro Cnucka JocTyna
3anucum Kpuntorpaduyeckon kapTbl. [pegsapuTensHO cnegyeTt onpeaenvTb 3TOT CNMCOK JoCTyna ¢
MNOMOLLbIO KOMaH access-1ist UMM ip access-1list.

Cnncok gocTyna, HasHa4YeHHbIN 3aTo KoMaHaon, 6yaeT ncnone3oBaTbes IPsec ans onpegenexHus
Tpadmka, KOTOpbIV CNeayeT unu He criegyeT 3awuwaTs wudposaHneM. (Tpaduk, KOTopbIn
paspeLleH Cnnckom gocTyna, byaeT 3awuwarbes. Tpaduk, KOTOPbIA 3anpeLleH CNMCKOM 40CTyna,
He BygeT 3awmwaTbes.)

Mpu onpegeneHnn cnycka WMgpPoOBaHHOrO AOCTyNa, KOTOPbIA UCNONb3yeTca B KOMaH4e match
address, B KOMaHgax access—-list unn ip access-list napameTpbl source u destination
onpeaensaTcsa cneayowmm obpasoM: B Ka4ecTBe source UCnomnb3yTcsa agpeca Toro, koro byaet
3awmLLaTh AaHHBIN W03, a B kKavyecTBe destination- agpeca, KoTopble 3almiaeT napTHep no
COeVHEHMIO.

Takum 06pa3oM, Npu NpUBS3KE K KPUNTOKapTe CNNCOK LUMEPOBAHHOIO AOCTYMNa yKa3biBaeT
ncxogawmn Tpaduk (takke n B Cisco 10S).

MoMHUMTE, YTO CMMCOK LWNPPOBAHHOIO OCTYNa HE OTBEYaET 3a pa3peLleHme unu sanpet
nNpoxoxaeHusa Tpaduka Yyepes ceTeBon UHTepdenc. ATy PYHKLUMIO BbINOMHAET CUCOK AOCTYyNa.

Mpumep

Hwxe npuBeageH npumMep ¢ MUHMManbHbIMK TPEOOBaHMSAMN HACTPOWMKN NapameTpoB
Kpuntorpadguyeckomn kapTbl ¢ ucnonb3oBaHnem IKE ansa cosgaHusa SA.

Router (config) #crypto map mymap 10 ipsec-isakmp
Router (config-crypto-map) fmatch address 101
Router (config-crypto-map) #set transform-set my t setl

Router (config-crypto-map) #set peer 10.0.0.1

CSP VPN Gate Copyright © S-Terra CSP 2003 -2011 120



Cisco-like komaHAab!

set peer (crypto map)

KomaHOa set peer Mcrnonb3yeTcs AN ykasaHWs NapTHepa Mo 3alluieHHOMY CoeaVHEHNIO B
3anvcu kpuntorpaduyeckon kapTbl. [Ns yaaneHus napTHepa 13 3anucu Kpuntorpaguyeckoin KapTbl
MCMomb3yeTcs Ta e KOMaHZa, HO C MPedUKCOM no.

CuHTakcuc set peer ip-address

no set peer ip-address

ip-address IP-agpec napTHepa no 3alnLeHHOMY CoeANHEHWIO.
Pexxnmbl KOMaHAbI Crypto map configuration
3HavyeHue No yMOon4YaHuio 3Ha4eHne No yMon4aHuo OTCyTCTBYeT

PekomMeHAaLuu No UcnonbL30BaHUKD

HaHHasi KoMmaH4a ucnonb3yeTcs AN yKasdaHusi napTHepa no 3alyeHHOMY B3aMMOAENCTBIIO B
KpunTorpadguyeckom KkapTe.

Ota komaHaa TpebyeTcs Ans Bcex ctaTyeckux Kpuntorpaduyeckux kapT. [ns AuHamMmu4eckux kapT
9Ta koMaHaa He o6si3aTernbHa 1, B GOMbLUMHCTBE CMy4aeB, HE UCMONb3yeTcs (MOTOMY YTO B
OCHOBHOM MapTHEP HEWN3BECTEH).

MOXXHO Ha3Ha4YNTb HECKONBbKO MapTHEPOB NyTEM MOBTOPEHMUS BbINOMHEHNS KOMaHAbl. [lonbiTka
cosgatb SA bygeTt npeanpuHATa C NapTHeEpPOM, 3agaHHbIM nepBbIM. Ecnn nonbiTka He yaaeTtca ans
nepeoro naptHepa, IKE npobyeT obpatntbca K cnegyowemMy napTHepy M3 cnucka
KpunTorpadunyeckon kapThbl.

Mpumep

Hwxe npuBeaeH npumMep ¢ MUHMManbHbIMK TPEOOBaHMAMN HACTPONKMN NapameTpoB
Kpuntorpadguyeckom kapTbl ¢ ucnonb3oBaHnem IKE ansa cosgaHusa SA.

Router (config) #crypto map mymap 10 ipsec-isakmp
Router (config-crypto-map) #match address 101
Router (config-crypto-map) #set transform-set my t setl

Router (config-crypto-map) #set peer 10.0.0.1
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set pfs (crypto map)

KomaHpa set pfs ucnonb3yetcsa Ans yctaHoBku onuun PFS. Ncnonb3oBaHue JaHHOW OnLmm
No3BOrISieT NOBLICUTbL YPOBEHb 3aLUULLEHHOCTU Tpadmka — Npu cosgaHum kaxagoro IPsec SA
npon3BoaunTCs BbipaboTKa HOBbIX CECCUOHHbBIX Kntoven. [Ana cHatmsa onuun PFS ncnone3yercs Ta
e KoMaHaa, Ho ¢ NpedUKCoM no.

CuHTakcuc set pfs [vko | groupl | group2 | group5]

no set pfs

vko ucnoneayetcs anroputm VKO GOST R 34.10-2001 [RFC4357]
groupl ucnonb3yetcsa anroputm Ouddu-Xennmaxa, anvHa kntoya 768 out
group?2 ucnonb3yetcsa anroputm Audpcu-Xennmaxa, anvHa knoda 1024 6uta
group5 ucnonb3yeTtcs anroputm Ouddu-XennmaHa, anvHa knoda 1536 6ut
Pexu1mbl KoMaHAabl Crypto map configuration

3HayeHue No yMONn4yaHuio Mo ymonyaHuto onuus PFS oTknoyeHa.

PekomMeHaaLuu no UcnonbL30BaHUKO

B npouecce cornacoBaHusi napameTpoB SA 6yaet 3atpeboBaHo BkntoueHne onummn PFES. Ecnn npu
hopMMpOBaHUN 3anNnCK KPUNTOrpacnyecKon KapTbl anroputm He 6bin ykasaH, To byget
NpeanoXeHo Ucnonb3oBaTb group (3HaveHre no ymonyaHuio). Ecnm cosgaHne SA MHULUMMPOBAaHO
napTHepoM, a nokanbHas KoHdurypaumsa TpedyeT ncnonb3osanusa PFS, To, nnbo napTHep
npyvHUMaeT ycnosue ncnonb3oBaHusa PFES, nnbo SA He ByaeT yctaHoBneHa. Ecnu B nokansHon
KOHdoMrypauum ssBHO NpOnucaHo MCNonb3oBaHWe group2, aTy xe rpynny AOrKEeH NPUHATbL NapTHep B
npoLiecce cornacoBaHusa napameTpoB, uHave SA He ByaeT ycTaHosneHa.

WNcnonb3oBaHve PFS ycunueaeT ypoBeHb 3alLMTbl MOTOMY, YTO AaXe eCl OAWH U3 CECCUOHHbIX
Kntoyer OyoeT B3foMaH aTaKyloLel CTOPOHOM, TO TONbKO Ta YacTb AaHHbIX, KoTopasi Obina
3alwmngpoBaHa Ha 3TOM KIloue, MOXeT ObITb CKOMINpomeTupoBaHa. bes ncnons3osaHusa PFS
CKOMMpPOMETMPOBaHHBLIMU MOTYT OKa3aTbCsl BCe AaHHble, NepeaBaeMble B pamMkax co3faHHon SA.

Mpu ncnonb3oBaHuu PFS npu kaxgom co3gaHum HoBor SA B6yaeT NponsBoanTbLCSA HOBbIN OOMEH
kntoyamu. NogobHbI 06MeH NoTpebyeT AONOMHMTENBHBIX PECYPCOB MpoLieccopa.

|/|Cﬂ0ﬂb3yeMbIe anropmuTMbl reHepauunmn Knoyen YKa3blBakOTCA B cbaﬁne Cs_conv. ini.

Mpumep

Hwxe npuBeaeH npumep TpeboBaHus Ha ncrnonb3oBaHusa PFS ¢ rpynnon group2 ons 3aanncu Homep
10 kpunTorpadunyeckon kapThbl "mymap":

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) #set pfs group2
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set pool (crypto map)

KomaHpa set pool wucnonb3yetcsa Ansd NpyBA3KM co3gaHHoro nyna agpecos ans IKECFG k
AaHHoN KpunTorpadmyeckon kapte. [1nNa ycTpaHeHUs CBA3W Nyna agpecoB 1 KpunTtorpadnyeckon
KapTbl UICNONb3YeTCA Ta e KoMaH4a, HO ¢ NPedUKCOM no.

CuHTakcuc set pool name
no set pool

name ums nyna, us kotoporo 6yayT BblgaBaTtbes |P-agpeca anst napTHepoB B
OaHHOM KkpunTorpadunyeckon kapte. MimeeTcsa 3ape3epBupoBaHHOE CrOBO
<none> (B YrMoOBbIX CKOOKax) Af1s1 ykasaHusl, YTO K JaHHOW KpUnTokapTe He
npuesa3ax nyn. [JaHHbIA nyn gormkeH 6biTb 3agaH B pexxume Global
configuration mode.

Pexunmbl KoMaHAabl Crypto map configuration
3HayeHue No yMonyaHuio HeT 3Ha4eHus no ymonyaHuto

PekomeHaaLMmM No UCNosib30BaHUK

VMcnonb3oBaHue gaHHOW KOMaHAbl BO3MOXHO TONbKO Ans ipsec-isakmp 3anvcen B
Kpuntorpaduryeckmx kapTax.

KomaHga ykasbiBaeT nyn agpecoB ans IKECFG, 3agaHHbIn KOMaHAoW ip local pool.

Ecnu B KoHMrypaumm He co3gaH ykasaHHbIV Nyn agpecos, TO BblgaeTcs coobuieHne ob ownbke: $
Attempt to set unknown pool is ignored.

Ecnu B KpynToKapTe nyn He ykasaH sSIBHO KOMaHAOW set pool, HO B KOHGUrypaumm npucyTcTeyeT
KOMaHga crypto map map-name client configuration address

{initiate|respond}, KOTOpasd NpuBA3bIBAET BCE KPUNTOKAPTbl C UMEHEM map—name K Nyny C
MMEeHEeM pool-name, a TakXxe KOMaHIa crypto isakmp client configuration
address-pool local pool-name, 3agatoulasi rnobanbHyl0 NPUBA3KY KPUMTOKAPT K Nyny
umeHeMm pool-name n ykasbiBatowas obwmn nyn ana IKECFG, To 31oT nyn u 6yaeTt ncnonb3oBaThbes
B KpUNTOKaApTax ¢ MMeHeM map-name, KpoMe TeX KpUNTOKapT, B KOTOPbLIX Ny 3adaH ABHO.

Ecnu 3agaH nyn no ymonyaHuio, a B KpUNToOKapTe ykasaHa komaHaa set pool <none>, TO Nyn
agpecoB UrHopupyeTcsi.

YaaneHue

Ana ynaneHus cBa3v Mexay nynom agpecoB M KPUNTOKAPTOWM MCNOmb3yeTcs kKoMaHaa
no set pool.B03MOXHO yka3aTb B KOMaHAe AOMNOMHUTENbHbIE NapaMeTpbl.

3amevaHue:

Ecnu agpeca ang nyna BblgeneHsl U3 BHYTPEHHeN noaceTu, sawmiaemon wrosom (CSP VPN
Gate), To Npv BblAENEHUN NapTHEPaM aApecoB M3 Takoro nyna HeobxoaMMo nponucaTtb B Tabnuvue
MapLupyTusauum MmapLipyT Ha IP-agpeca u3 atoro nyna yepes uHTepgenc poytepa, a He yepes
BHeLWHUN nHtepdenc wni3sa (CSP VPN Gate) komaHaon ip route.

Ecnu agpeca nyna He nepecekalTcs ¢ agpecaMu BHYTPEHHEN NOACETH, 3alULLaeMon LLM30M
(CSP VPN Gate), To npu BblaeneHM1 agpecoB U3 Takoro nyna MapLupyT Ha agpeca 13 Takoro nyna
MO>XHO NponucaTb Yepes BHELLHUA MHTEPdENC LLNI03a, YCTaHOBIEHHOIO N0 YMOMYaHMIo.

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |I0S:

OaHHas komaHga otcyteteyeT B I0S y Cisco.
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Mpumep

lMpuBeneH npumep co3gaHns n NPUBA3KM Nyna agpecos "mypool” k 3anncu Homep 10
KpunTorpacuyeckom kapTbl "mymap":

Router (config) #ip local pool mypool 10.10.10.10 10.10.10.20
Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) #set pool mypool

MpyMep ncnonb3oBaHUs KOMaHAbl set pool <none>, KOFA4a KO BCEM KpUNToKkapTam C MMEHeM
cmap NpUBA3bIBAETCS NyN C UMEHEM pooll, HO K 10 3anUcK KpUNTOKapTbl cmap Ny HE NPUBA3aH:

Router (config) #crypto isakmp client configuration address-pool local
pooll

Router (config) #crypto map cmap client configuration address initiate
Router (config) #crypto map cmap 10 ipsec-isakmp

Router (config-crypto-map) #set pool <none>

[ns cnyvyas AMHamMu4eckown KpunTokapTbl:

Router (config) #crypto isakmp client configuration address-pool local
pool2

Router (config) #crypto dynamic-map dmap client configuration address
initiate

Router (config) #crypto map cmap 20 ipsec-isakmp dynamic dmap

Router (config-crypto-map) #set pool <none>
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set identity (crypto map)

KomaHgoa set identity wmcnonb3yeTcsl ANS ykasaHUs Cnvcka MaeHTMAUKaTopoBs, KOTopbi ByaeT
MCMonb30BaTbCA KOHKPETHOW 3anmcblo Kpuntorpadmnyeckon KapThbl. [1ns ycTpaHeHUs CBsI3M cnucka
naoeHTNMKaTOPOB 1 KpUNTOorpacpnyeckom KapTbl UCNOSNb3YETCs Ta e KoMaHda ¢ NpeduKCoM no.

CuHTakcuc set identity [name]
no set identity

name UM$ cnucka naeHTndukaTopos. [aHHbI CNNCOK MAEHTUUKATOPOB Obin
co3faH koMaHaon crypto identity B pexxume Global configuration.

Pexunmbl KomaHAabl Crypto map configuration
3HaYeHue No yMOoJT4YaHUuK HeT 3Ha4yeHuMsa No ymonyaHuo

PekomMeHaaLuu No UcnonbL30BaHUKO

Mcnonb3oBaHue gaHHOW KOMaHAbl BO3MOXHO TONbKO Ans ipsec-isakmp 3anvcen B
KpunTorpaduyeckmx kapTax.

Mpumep

Hwxe npuBeaeH npumep cosgaHus cnucka naeHtudukatopos "myident" n ncnons3osaHue 310ro
cnucka 3anucbio Homep 10 kpunTorpadumyeckon kapTel "mymap':

Router (config) #crypto identity myident
Router (config-crypto-identity) #dn c=ru, o=s-terra,cn=test

Router (config-crypto-identity) #fexit

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set identity myident
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set security-association lifetime (crypto map)

KomaHpa set security-association 1ifetime MCNONb3yeTcsa ANA N3MEHEHUS 3HAaYEHUS
rnobanbHOro BpeMeHu xu3Hn SA. [laHHasi KoMmaHaa naMmeHsieT rnobaneHoe BpeMmsi xu3Hu SA ons
KOHKPETHOW 3anucu kpuntorpaduyeckon kapTbl. [1ns BoccTaHOBNEHUS AencTBUSt rmobanbHOro
BPEMEHW XN3HM NPUMEHSAETCA Ta e KomaHaa ¢ npedukcoMm no.

CuHTakcuc set security-association lifetime {seconds seconds |
kilobytes kilobytes}

no set security-association lifetime {seconds |
kilobytes}

seconds seconds YcTtanaBnuBaeT Bpems genctena SA B cekyHaax. [lonycTuMble 3HaYeHUs
oT 1 no 4294967295.

kilobytes kilobytes YcTaHaBnuMBaeT Bpemsl AelcTBUst SA B 06beMax npoxoasilero Tpaguka
(B knobantax). [lonyctnmble 3Ha4yeHust oT 1 0o 4294967295.

Pexu1mbl KoMaHAabl Crypto map configuration
3HayeHue No ymonyaHuio Mmo6anbHoe Bpemsi XM3HU.

PekomeHaaLMmM No UCNosib30BaHUK

Wcnonb3oBaHne 4aHHON KOMaHbl BO3MOXHO B CTATUYECKUX U ONHAMUYECKUX KpUNTOrpadnuiecknx
KapTax.

Mpwv cornacoBaHun NapaMeTpoB SA BbIGOP BPEMEHU XKU3HWN ONpeaenseTcs U3 pacyeTa
MWHUMaIbHOIO 3HAYEHUs U3 NPeASIOKEHHbIX NapTHepaMu.

CyuiecTBytoT iBa NapamMeTpa, OrpaHnyYnBaoLLmME BPEMS XN3HN SA — BpeMs B CEKYHAAX U
KONMMYeCTBO NepefaHHoOn 1 NPUHATON MHopmaunn B kunobanTtax. OrpaHndeHune Bcerga byaet
AeNcTBOBaTb MO AOCTWXKEHMUM NIUMUTA NMOObLIM N3 3TUX NapamMeTpoB. Hanprmep, 3akoH4YMNOCh BpeMs
XW3HW, YCTAHOBIIEHHOE B CEKYHAAX, a OrpaHu4eHme no Tpaduky He BbINMOIHEHO M Ha NONoBuHY. B
3TOM criyyae b6yoeT AeCcTBOBaATb OrpaHUYeHne No BpeMeHN. ECnm 3akOHUMNOCh BPEMST XXMU3HU U SA
yXKe He CyLlecTByeT, TO HOBbI SA He YyCTaHOBMUTCS, ecnu He ByaeT Tpaduka.

Bonee kopoTkoe Bpems XuU3HM SA yMeHbLUaeT pUCK KoMnpomMeTaummu Tpaduka, Ho TpebyeT
BornbLuero NpoLEeccopHOro BpeMeHu.

OTcyTCTBYET BO3MOXHOCTb YCTAHOBUTL HEOrPaHUYEHHbIE 3HAYEHNs Tpaduka U BPEMEHN XU3HU SA,
Kak n y komaHp, 10S B Cisco.

[ns Toro, YTo6bl M3MEHUTbL BPEMS KM3HW B CEKYHAAX, UCNOSb3YyNTe KOMaHAY set security-
association lifetime seconds.

,D,J'Iﬂ TOro, YTOObl U3MEHUTb BpeMA XN3HN B KVIJ'I06al7ITaX, VICI'IOJ'Ib3yl7ITe KOMaHAy set security-
association lifetime kilobytes.

Bce coenaHHble n3MeHeHWs1 BpEMEHN XXN3HM SA BCTyNarT B CUIy Npu Bbixode 13 pexxmma global
configuration komangon exit . Npu aTOM NpoMcxoauT yaaneHue Bcex YCTaHOBIEHHbIX paHee
coeanHeHun (IPsec n ISAKMP SA).

OTnnyme gaHHOM KOMaHAbl OT nofo6Hon komaHabl Cisco I0S:

orpaHMYeHUst Mo TPadguKy U BPEMEHU XU3HU UMetoT BonbluniA AManasoH, 4eM y KoMaHabl Cisco:
120 - 86400 (sec), 2560 — 536870912 (kb).
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Mpumep

MprBeaeH NpuMep N3MEHEHNA BPEMEHU XU3HKN Ansa 3anucn Homep 10 kpunTorpadmnyeckon KapThl
"mymap":

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) #set security-association lifetime seconds
2700
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set transform-set (crypto map)

Ons ykazaHus Habopa npeobpa3oBaHWI, KOTOPbIN MOXET UCMOMb30BaThCs C 3anuChio B
KpunTorpacuyeckon kapte, UCNONb3yNTe KOMaHAY set transform-set B peXUME crypto map
configuration. [ng yaaneHus cBA3u 3anvcu Kpuntorpadmyeckon kapTbl CO BceMy Habopamu
npeobpa3oBaHUN UCMONb3YETCs Ta XXe KOMaHAa ¢ NpedUuKCoM no.

CuHTakcuc set transform-set transform-set-namel [transform-set-
name2..transform-set—-name7]

no set transform-set
transform-set-nameN Nma Habopa npeobpasoBaHuii.

[na 3anucum kpuntorpadmyeckon KapTbl MOXHO UCNONb30BaTb A0 6 HabopoB NpeobpasoBaHUN.

Pexxnmbl KOMaHAbl Crypto map configuration

3HayeHue No ymonyaHuto 3HayeHWe Mo yMOnYaHuio OTCYTCTBYET.

PekomMeHAaLuu No UcnonbL30BaHUKO

HaHHasa komaHOa obsi3aTenbHa Ans BCex 3anvcei CTaTuYecknx U UHaMmnyeckux
Kpuntorpaduyeckmx kapT.

Mcnonb3synTe aTy KOMaHA4y Ans yKasaHusa Kakne Habopbl npeobpasoBaHuin cnegyeT CBA3aTh C
3anucblo kpunTorpadmyeckon kapTel. Bce ykasaHHble Habopbl Npeobpa3oBaHM QOMKHbI
Mcnonb3oBaTb OAUH U TOT Xe PEXUM.

Onsa ipsec-isakmp 3anncu kpunTorpaduryeckon kapTbl MOXHO yKka3sbiBaTb 40 7 HAOOpoB
npeobpasoBaHun. Npun nepeuncneHnm Habopos npeobpasoBaHuii cnegyeT NOMHUTb, YTO
HanbonbLUNIA NPUOPUTET UMEET NEPBLIN HAbop Npeobpa3oBaHN.

MHuumaTop cosgaHus IPsec SA oTnpaBnsieT napTHEPY B YMCne Npoynx napameTpoB MU CIUCOK
HabopoB Npeobpa3oBaHuWiA, BLICTPOEHHBIA B COOTBETCTBUM C NpuoputeTamu. MNapTHep BbIbnpaeT 13
NPeAoXeHHOro CnMcka nNepebin Habop Npeobpa3oBaHUii, KOTOPbLIV COBMAAAET C OOHUM U3 €ro
cobcTBEHHOro cnucka Habopa npeobpasoBaHuii. Ecnu He HaigeHo coBnageHun B cnuckax Habopos
npeobpasoBaHUi nHMUMaTopa n naptHepa, To IPsec SA He GyaeT ycTaHOBreHa.

Ecnun Heobxooumo nsMeHuTb CNncok Habopos Npeobpa3oBaHnii, aCCOLUMNPOBAHHbLIX C 3aNUCbIo
Kpuntorpadunyeckon kapTbl, TO CrieAyeT NPOCTO 3aHOBO BbINOMHUTL KOMaHAyY set transform-set
C yKa3aHueM HOBOro cnucka. MIameHeHns BCTYNAT B CUITY NPY BbIXOAE M3 KOH(UrypaLmMOHHOro
pexvma KOMaHOoM exit.

MNpumep

B nprBegeHHOM HWXe NpumMepe nokasaHbl Wwarn no popMmnpoBaHmnio HabopoB Npeobpa3oBaHUl 1
Ha3Ha4yeHuto nx koHkpeTHou (10) 3anmncu kpunTorpadurdeckon kapTel "mymap":

Router (config) #crypto ipsec transform-set my t setl esp-des esp-sha-
hmac

Router (config) #crypto ipsec transform-set my t set2 ah-sha-hmac esp-des
esp-sha-hmac

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) #fmatch address 101

Router (config-crypto-map) #set transform-set my t setl my t set2
Router (config-crypto-map) #set peer 10.0.0.1

Router (config-crypto-map) #set peer 10.0.0.2
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reverse-route (crypto map)

KomaHga reverse-route BKNOYaET Ucnonb3oBaHne MexaHuama Reverse Route Injection (RRI).
Ansa oTkno4eHna ncnonb3oBaHnsa mexaHnama RRI Ha AaHHON KpunToKkapTe NPYMEHSIETCS Ta xe
KOMaHaa ¢ npeuKkcom no.

CuHTakcuc reverse-route

no reverse-route

Pexunmbl KoMaHAabl Crypto map configuration
3HayeHue No yMonyaHuio 3Ha4veHne no ymon4aHuo OTCyTCTBYeT.

PekomeHOaLMM No UCNOJIb30BaHUK

RRI (Reverse Route Injection) — 370 HOBbLIV MEXaHU3M CBA3N ynpaeneHus Tononornen VPN u
CUCTEMON MapLIpyTM3aLunn, NO3BONAOLWNA MapLIpyTaM K yaaneHHbIM 3alneHHbIM NOACETAM U
KnueHTam, aBTOMaTU4eCkun NpUHMMaThb y4acTue B Npouecce MapLipyTmu3aunm.

Cmbicn mexaHmama RRI cocTont B TOM, YTO nocre co3gaHus 3alulleHHoro coeanHenns IPsec SA,
B Tabnuuy MapLupyTmnsaumm wnio3a 6e3onacHocTy ¢ BKtoYeHHbIM RRI aBToMaTuyeckn BHOCUTCS
3anncb O MapLUpyTe K yaaneHHoW ceTn napTHepa uUnu KnneHTy. MNpu HapyLeHnn 3amLLeHHoro
coeanHeHus gobaBneHHbI MapLpyT 13 Tabnuubl WN3a yganseTcs.

MexaHnam RRI MOXeT MUCMonb3oBaThCs B CETAX BObLIOro pasmepa Ans obecrneyeHnst HageXHOCTU
— B CXeMax pe3epBuUpoBaHUsi ¢ 6anaHCUpPOBKO CETEBOW HarpysKu.

[ns onoBeLleHns coceaHMX CeTeBbIX YCTPOWCTB, CTOSILLMX 3a LUN030M 6e30nacHOCTU, O AOCTYMHbIX
€My XOCTax, CETSX, HOBbIX MapLUpyTax, COOTBETCTBYHLLMX N3MEeHeHUsIM B Tornonorumn VPN,
MCMONb3YTCA MPOTOKOMbI AUHAMUYECKON MapLLpyTu3aumm, Hanpumep, RIP. Takme npoTokonbl
MapLupyTU3auun1 peanuaoBaHbl B nakeTe nporpamm Quagga.

Bonee nogpobHoe onncaHne npMMmeHeHus mexaHuama RRI gaHo B gokyMeHTe «Vcnonb3oBaHmne
RRI» (RRI.pdf)

OTnnyme AaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

OTCYTCTBYKOT OONOJIHUTENIbHbIE NAapaMeTpbl.

MNpeaynpexaeHue: HeLOMYCTUMO BPYYHYIO U3MEHSATL UNW yAansaTb NpaBuna mapLipyTusaumm,
KOTOpble aBTOMaTUYeCKN (POPMUPYIOTCS MPU UCMONb30BaHUKM TexHonornm RRI.
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Cisco-like komaHAab!

crypto dynamic-map

KomaHga crypto dynamic-map MCNonb3yeTcst Ans co3aaHust Habopa AUHaAMUYECKUX
KpunTorpaduyeckmx kapTt. Takke aTa KOMaH4a UCNONb3yeTCs ANt BXOAA B PEXUM Crypto map
configuration.

Insa yopaneHus Habopa 3annucen unu ogHom 3anMcn AMHaMmM4eckon Kpuntorpadmuyeckom kapTbl
UCnonb3yeTcs Ta Xe komaHaa ¢ NpedUKCOM no.

CuHTakcuc crypto dynamic-map dynamic-map-name dynamic-seg-num

no crypto dynamic-map dynamic-map-name [dynamic-seq-
num]

dynamic-map-name ykasbiBaeT umsa Habopa 3anucen gMHaMUYecKon Kpuntorpaguyeckomn

KapThbl.

dynamic-seg-num yKasbiBaeT HOMep KOHKPETHOW 3anncu AMHaMUYEeCKON KpunTorpadunuyeckomn
KapTbl.

3HauyeHue No yMONYaHuio 3HaveHue No yMonyaHuio OTCyTCTBYeT.

Pexu1mbl KoMaHAabl Global configuration. [JaHHas koMaHga ocyuiecTenseT

nepexoq B pexum crypto map configuration.

PekomeHaaLMmM No UCNosib30BaHUK

Mcnonb3syinTe aTy KOMaHgy Ans co3aaHus WwWabrnoHoB NONUTUKN, KOTOPbIe MOTyT BbITb
MCMNomnb30BaHbl B NPOLIECCE COrnacoBaHns napameTpoB SA ¢ napTHEPOM, AaXe eCrin Bbl HE 3HaeTe
BCEX NapameTpoB KpunTorpadmyeckon kapTbl, TpebyeMbiX Anst B3anmMogencTans ¢ yaaneHHbIM
napTHepom (Takux, kak ero IP address). Hanpumep, ecnu Bbl He nmeeTe NonHown nHdopmMauumn 06o
Bcex IPsec napTHepax, ncrnonb3oBaHne AMHaMMYeckux Kpuntorpauyeckux KapT no3BonmT Bam
co3gatb SA ¢ nogobHbiM napTHepom. OgHako, npouecc co3aaHns SA He ByaeT HavaT 4o Tex nop,
noka ycneLlHo He 3aBepLlumTcs ayTeHTudukaums IKE.

B pexxume HacTponkn napameTpoB Kpuntorpadu4eckon KapTbl MOTyT MCNOMb30BaTLECA crieayloLume
KOMaHAbl (CUHTaKCUC 3TUX KOMaH coBrnagaeT C CUHTAKCUCOM TaKuX Xe KOMaHA Npu nepexoae B
PEeXMUM HaCTPOWKMN KpUnTorpadonuyeckon KapTbl KOMaHAOW crypto map):

set pfs — ycTaHasnueaet onuuio PFS
set security-association lifetime — ycTaHaBnuBaeT Bpems Xu3Hu IPsec SA.

set transform-set — CBS3bIBaeT 3anuCb KpuUnTorpadmyeckor kapTbl ¢ Habopamu
npeobpasoBaHuin

set pool — ycTaHaBnMBaeT Mys aApecoB ANs 3anucy Kpuntorpaduyeckoi KapThbl.
set identity — CBSI3bIBAET 3anucCb KpUNTOrpaduyeckol KapTbl CO CMIUCKOM UAEHTU(UKATOPOB

match address — CBSI3blBAET paCLUMPEHHBI CNIMCOK AOCTYMa C 3anucbio Kpuntorpaduyeckoin
KapTbl

exit — BbIXOA M3 KOH(UIYPALIMOHHOTO pexmma.
Ob6si3aTenbHON KOMaHZOWM B 3TOM CMNUCKe SIBMSIeTCA KoMaHAa set transform-set.

3anucu guHaMm4eckon KpunTorpadmnyeckomn KapTbl, NOAOOHO 3anUcsam cTaTUYeCcKmx
Kpuntorpadumyeckux KapT rpynnupytoTcs B Habopbl 3anucen (ceTol). Nocne Toro, kak ¢ MOMOLLLHO
KOMaHAbl crypto dynamic-map onpegerneH Habop 3anucein MHaMMYecKom Kpuntorpagouyeckomn
KapTbl (KOTOPbIA OOLIYHO COAEPXKUT TONBLKO OAHY 3arnuch), ero Heob6xo4MMo CBA3aTh C 3anuChio B

"poguTenbckon” KpunTorpadmyeckon kapTe. ATa onepauus NponM3BOANTCHA C MOMOLLLIO KOMaHAbI
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crypto map. 3atem aTta "poautenbckan” kpuntorpadudeckasi kapta AosmkHa ObiTb NpMBA3aHa K
UHTepdgency.

3anucu B "poautensckon” Kpuntorpadnyeckom kapTe, Cehinarolmnecs Ha AnHaMmnyeckue
Kpuntorpadumyeckme kapTbl JOKHbI UMETb 6ornee HU3KUIN NPUOPUTET, NO CPABHEHMIO C OCTaNbHbIMM
3anmcamu. ATo JoCTUraeTcs NpUcBanBaHWEM Takum 3anncaM HauBbICLLUMX HOMEPOB (YeM BbliLLe
HOMeEp 3arnucu, TEM HIDKE ee NPUOPUTET).

Mpumep

Hwxe npuBeaeH npumMep NCNomnb30BaHMs KOMaHdbl crypto dynamic-map. B aTom npumepe
3anucb ctaTnveckom kpuntorpaduyeckom kaptel "mymap 30" ccbinaeTcs Ha AMHaAMUYECKYHo
Kpuntorpadumdyeckyto KapTy

Router (config) #crypto dynamic-map mydynamicmap 10
Router (config-crypto-map) #match address 103

Router (config-crypto-map) #set transform-set my t setl my t set2
my t set3

Router (config) #crypto ipsec transform-set my t setl esp-3des esp-sha-
hmac

Router (config) #crypto ipsec transform-set my t set2 esp-md5-hmac
Router (config) #crypto map mymap 10 ipsec-isakmp
Router (config-crypto-map) #match address 101
Router (config-crypto-map) #set transform-set my t setl
Router (config-crypto-map) #set peer 10.0.0.1
Router (config-crypto-map) #set peer 10.0.0.2
Router (config) #crypto map mymap 20 ipsec-isakmp
Router (config-crypto-map) #match address 102
Router (config-crypto-map) #set transform-set my t setl my t set2
Router (config-crypto-map) #set peer 10.0.0.3

Router (config) #crypto map mymap 30 ipsec-isakmp dynamic mydynamicmap
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KomaHpbl HacTpouku ceteBbIX MHTEpPhencoB

interface

KomaHga interface NpUMeHSiETCS AN HACTPOWMKM CETEBbLIX MHTEP(ENCOB, OCYLLECTBISA BXO B
pexum interface configuration.

CuHTaKcuc interface type port/number

type TMn uHTepdelica. B gaHHon Bepcun MNpopgykTta nobon uHtepdeic,
Hanpumep, PPP nnu GigabitEthernet, npeacraesneH kak fastethernet

port Homep nopTa. B gaHHou Bepcun MNMpoaykta noaaepkmaeTcs Tonbko 0

number nopsaKoBbIN HOMEP MHTepdelca

3HayeHue Mo yMosi4yaHuo 3HayeHne No ymonyaHuo oTCyTCTBYeT

PeXUMBEl KOMaHIIEI Global configuration

PekomMeHAaLuu No UcnonbL30BaHUKO

Mpwn cTapTe cs_console 3a4nTbIBalOTCS CYLLECTBYIOLWMNE HACTPOWKM CETEBLIX MHTEPGENCOB,
3apernctpupoBsaHHbIx B 6a3e lNpoaykTra (Npy nomoLum komaHabl if mgr add), KOTOpble 3ameLlatoT
HaCTPOWNKMW, NPUCYTCTBYIOLLME B KOHUTypaLmm.

[daHHas KomaHga No3BonseT ynpaBnsTb HACTPOVKaAMU B pexrnme KOHOUTYPUPOBaHUSA TOSbKO
3aperncTpMpoBaHHbIX CeTeBblX MHTEPdENCoB. ViameHeHns, caenaHHble B 3TOM pexume, BCTynaroT B
AEeNCTBME HEMEANEHHO N COXPaHATCS B 3arpy304Hbix ckpyntax OC (4ns BOCCTaHOBNEHMS Npy
nepesarpyske OC).

Nma ceteBoro nHtepgenca B koHconu opmMmmpyeTes no wabnoHy “FastEthernet0/x" (rae x —
HeoTpuuaTenbHOe Y1CI0), HE3aBUCMMO OT pearbHOro Tuna uHTepdelica.

Ecnn He yka3aHO MHOe, TO BCe KOMaHbl B peXMMe KOHpUrypupoBaHus uHTepgenca cHavdana
BbINOSHAT AENCTBUS HaL TEKYLLMM COCTOSIHMEM MHTepdernca. Ecnu gencrene BbINOMHEHO
YCMNeLHOo, TO COCTOsSIHNE NHTEepdenca coxpaHsaeTcs B 3arpy3o4Hbix ckpuntax OC, 4tobbl ero
BOCCTaHOBMWTb Npu nepesarpyske cuctembl. COCTOSHME MHTEpdEenca CoXpaHsaeTcs LenmMKoM —
BKITIOYEH/BbIKMIOYEH, agpec nHTepdenca, MTU. Ecnn coctosiHue nHtepdenca MeHseTcs ¢
MOMOLLIbIO CTOPOHHUX YTURUT OC, TO MOryT BO3HMUKaTb NPOTUBOPEYUNS MeXY TEKYLUUM CTaTyCcoOM n
CTaTyCcoM, 3anMcaHHbIM B 3arpy304HbIX ckpuntax. [103TOMy peKOMeHAYeTCA USMEHATb COCTOAHUE
uHTepdenca ToNbLKO B KOHCOMM.

B pexunve KOHCbVIprVIDOBaHVIFI MHTepcbelhca MOTYT BbIMOJIHATLCA CrneayrLwne nogKkoMaHObl:

shutdown BKIMOYEHNE/BbIKNIOYEHNE UHTEpdEenca

ip address HacTpowka IP-agpeca u macku

ip access-group yKasaHue crnmcka ocTyna, KOTopbI AOMKEH OTCNEXUBaTbCA Ha JaHHOM
WHTepdence

crypto map yKasaHue KpunTokapTbl, MO KOTOPOM OyayT 3amiiaTbCsa NakeTsl,

npoxoasiune Yepes AaHHbIN UHTepdenc

crypto ipsec df-bit ycTaHoBKa 3HauyeHus DF-6uTa BO BHELUHEM 3arofioBKe nakeTa npu
NPOXOXOEeHUN Yepes JaHHbIA MHTepdelc

mtu ycTaHoBKa 3HayeHns MTU Ha uHTepdeiice
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Cisco-like komaHAab!

exit BbIXO U3 KOHPUIypaLMOHHOIO pexuma

description KOMaHJa urHopupyetcsa

crypto ipsec fragmentation after-encryption KOMaHga nrHopupyeTtcsi
crypto ipsec fragmentation before-encryption KOMaHJa urHopupyetcd
Mpumep

Hwxe npviBeaeH npumep BbINONHEHNA KOMaHAb! interface:

Router (config) #interface fastethernet 0/1
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shutdown (interface)

KomaHaa shutdown npuMeHAeTCs AN U3MeHeHUs agMUHUCTPaTUBHOIO cTaTyca uHtepdenca.
McnonbayeTcsa B pexunme interface configuration.

CuHTakcuc shutdown

no shutdown

3HayeHu1e N0 YMONYaHUio 3HayeHne no yMOnyaHuio OTCyTCTBYET
Pexunmbl KomaHAabl Interface configuration

PekomeHOaUMM No MCNOJIb30BaHUK

KomaHga shutdown ucnonb3yeTtcs Ans U3MeHeHNss agMUHUCTPaTUBHOIO cTaTyca
(BbIKITIOYEHUS/BKMIOYEHNS) HTEepdenca.

KomaHga nsmeHsieT agMMHUCTPATMBHbLIN CTaTyc MHTepderca HemeaneHHo nocne BBoaa KOMaHAabl,
KOTOPbIN COXpaHseTCs B 3arpy3o4Hbix ckpuntax OC.

[ns oTknoYeHusa nHTepdenca ncnonb3yeTca komaHaa shutdown. [py oTkMOYeHUN nHTepdenca
ocTanbHble HacTpoWku coxpaHsatoTea (IP-agpec n ap.).

Ecnu npu oTknioveHnn nponsonget owmnbka, To BbligaeTcs coobuieHne: Cannot disable the
interface.

Ecnun nHTepdeiic oTkmounncs, Ho CocTosiHMe MHTepderica He yaanocb COXpaHUTb, BbloaeTcst
coobuleHne: Interface was disabled, but the state of the interface was not
saved. The changes will be lost after reboot

Mo komaHae show running-config OTOOpaxaeTcs TeKyllee CUCTEMHOE COCTOSIHUE
uHTepdelca.

[na BknioyeHns uHTeperica ncnone3yeTcs Komanaa no shutdown, CTaTyCc MHTepdenca Takke
COXPaHsIeTCA B 3arpy304HbIX CKpUMTaXx.

Ecnu npu BknioveHnn npomsongeT owmbka, To BblgaeTcst cooblieHne: Cannot enable the
interface.

Ecnn nHTepdeinic Brknounncs, Ho cocTossiHUe MHTepderica He yaanock CoOXpaHuTb, BbiaaeTcs
coobuleHne: Interface was enabled, but the state of the interface was not
saved. The changes will be lost after reboot

KomaHapbl shutdown ¥ no shutdown UCMOSHAOTCA AaXe B TOM cllydae, ecnu pesynbtaT
MCMONTHEHUSA KOMaHbl Y)Ke COOTBETCTBYET TEKyLLEMY aAMUHUCTPaTUBHOMY CTaTycy MHTepdelica.
3OT0 caenaHo Ans Toro, YTo6bl U3bexaTb CUTYaumit, koraa TEKYLUA aAMUHUCTPATUBHBINA CTaTycC
MOXET He coBnagaTb CO CTaTycOM, 3anMcaHHbIM B 3arpy3o4Hbix ckpuntax OC. B atom cnyyae
BBeAeHHas KoMaHAa NPUHYAMTENbHO 3anuLLET YKasaHHbIA CTaTyC B CKPUMTHI.
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ip address (interface)

KomaHga ip address NpUMeHsieTCcs Anst HA3HAYEeHUs afpecoB U Mackn AaHHOMY UHTepdency.

CuHTakcuc ip address ip-address mask [secondary]

no ip address ip-address mask [secondary]

ip-addess nokanbHbIN IP-agpec

mask Macka nogceTtu

secondary nokasblBaeTcs AN BTOPOro v nocnenyroLmx agpecos.
3HayeHue No ymonyaHuio 3Ha4veHne no ymon4aHuo oTcyTcTByeT
Pexunmbl KoMaHAabl Interface configuration

PekomMeHAaLuu No UcnonbL30BaHUKD

KomaHga ip address BbIMONHAETCA HEMEANEHHO nocrne BBoAa, uameHeHus IP-agpeca
UHTEepdenca n Mackm COXpaHsaTCs B 3arpy3o4HbIx ckpuntax OC.

KomaHaa ip address GydeT BbINONHATLCA AaXe B TOM CIlyyae, €Cnu JaHHbI agpec yxe
NPUCYTCTBYET Ha MHTepdelice. ATO caenaHo Ans Toro, YTobbl 3bexaTb CUTyaLuio, Kor4a TEKYLLMIA
afpec Ha UHTepdeliice He coBnadaeT C aapecoM, NPONUCaHHbIM B 3arpy304HbIX CKpunTax. B atom
cryyae BBefeHHasa KoMaHaa NPUHYAMTENbHO 3anuLIeT yKasaHHbIA aapec B 3arpy304Hble CKpUnThbI.

Mpwn BbINOAHEHNN KOMaHAbl ip address aBTOMaTUYECKU BbiCTaBnsieTcs broadcast address B
3HayeHve ip-address | ~mask. Hanpumep, no komaHge:

ip address 192.168.10.10 255.255.255.0
aBTOMaTU4eckn BbicTaBnsieTcsa broadcast address 192.168.10.255.

Pasnuuatotcs primary U secondary IP-agpeca. B kayecTBe primary agpeca Bbibupaertca
nepBbIl MO CMUCKY adpec, oCTanbHbIE — B KAa4eCTBe secondary. Primary agpec MoXeT ObITb
TONbKO OOWH U 3afjaeTcs KOMaHOoMn:

ip address primary-ip primary-mask
MoeTopHOe 3aaaHue IP-agpeca 3amellaeT Npeablaylliee 3HayeHue:

® €eCJin CMeHa primary agpeca He yaanacb, TO BblAaeTcd coo6u.|,eH|/|e: Cannot set the
primary address

e eclnn apgpec OblN N3MEHEH, HO COCTOsIHME MHTepcbeVlca He yaanocCb COXpaHWTb, TO BblOaeTCA
cooblleHne: The primary address was set, but the state of the interface
was not saved. The changes will be lost after reboot

e ecnu B Ka4eCcTBe HOBOIO primary agpeca 3agatb CyLECTBYIOWNA secondary aapec, TO
cHavana bygeT yaaneH cylwecTBYLWUA secondary agpec, a 3ateM 6yaeT uamMeHeH
primary agpec. [pu aTol 4BOWHOM onepaLmn BO3MOXHbI CMEAYOLINE OLIMOKN:

e eClii He yaanocCb yaoanutb CyLLI,eCTByPOLLI,MVI secondary agpec, TO BblAaeTcA COO6LLI,eHI/IeZ
Cannot remove the address

e eCln He yaanoCb U3MEHUTb primary ajpec, TO BblaaeTcA coo6u.|,eH|/|e: Cannot set the
primary address

e €CNnv He yaanocb COXpaHUTb COCTOsIHME MHTepdelica, TO BbldaeTcsl coobLeHmne: The
primary address was set, but the state of the interface was not
saved. The changes will be lost after reboot

AppecoB secondary MOXET ObITb HECKONbKO. Secondary aApec 3agaeTca KOMaHAoM:
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ip address ip-address mask secondary

Anpec secondary MOXHO 3a[1aTh, €CNU 3a0aH primary agpec. B npoTMBHOM criydae, BbloaeTcs
coobuleHne 06 ownbke: Cannot add secondary without primary.

Henb3sa 3apaBaTh B kKayecTBe secondary TOT Xe agpec, YTo U primary. MHaye BbigaeTca
coobLleHne o6 owndbke: Secondary can't be same as primary

Henb3qa 3agatb IP-agpec 0.0.0.0. B aTom cny4yae BblgaeTcst coobuleHune: Not a valid host
address - 0.0.0.0. 3T0 orpaHuMdeHue NpPUBOAUT K TOMY, 4TO ecnu 3agaTts IP-agpec 0.0.0.0 (c
HEHyNeBOW MacKon) C NOMOLLBIO APYruxX cpedcTB (He B KOHCONW), TO OH ByaeT nokasaH No KoMaHAae
show running-config, HO yaanuTb 3TOT agpec B KOHCOMM HEBO3MOXHO, OH OyaeT oTBepraTbCs.
B Takon cutyaumm yoanutb Bce agpeca Ha untepdence (Bkntoyas n 0.0.0.0) MOXXHO C MOMOLLbHO
KOMaHabl no ip address.

Henb3sa 3agatb macky 0.0.0.0. B aTom cny4dae Bbigaetcs coobuieHne 06 owmnbke: Bad mask /0
for address <ip>

Ecnu nonbiTaTbCca 3agatb HEKOPPEKTHYIO Macky (Hanpumep, 255.0.255.0), To BbigaeTcs cooblueHne
Buaa: Bad mask OxFFOOFFO0O for address <ip>.

Ecnu He yganocbk gobaBnTtb Ha uHTEPMENC HOBLIN agpec, TO BbidaeTcsa coobueHne: Cannot add
the address

Ecnu HoBbIh agpec Obin gobaBneH, HO COCTOsIHNE MHTepdenca He yaanocb COXpaHUTb, TO
BblJaeTcs coolOlleHne:The address was added, but the state of the interface was
not saved. The changes will be lost after reboot

,D,OﬂyCKaeTCFI 3ajaBaTb NOJIHYHO KOMWUKO CyLLeCTBYKOLLEero agpeca, YTOObI npegoTeBpaTtuTb CUTyaunto
HecoBMageHNA TeKyLWero agpeca n agpeca B 3arpy3o4dHbiX CKpuntax OC. Takke MOXHo Ans
cyuwecTByloliero agpeca namMmeHnTb Macky:

e B Cryyae oMbk BblgaeTcs coodueHne: Cannot change the address

e ecnu napameTpbl MHTepdenca yaanocb U3MEHUTb, HO COCTOsIHNE MHTepderica He yganoch
COXpaHUTb, TO BblgaeTcda cooblleHne: The address was changed, but the state of
the interface was not saved. The changes will be lost after reboot.

YaaneHue
1. YpaneHue Bcex agpecoB C UHTepdenca OCyLLEeCTBNAETCA KOMaHOO0N:

no ip address

Mocne aTon komaHabl UHTEpPdec OyaeT BbikNtoveH. KomaHaa nokasbiBaeTcd No show running-
config. B OC Solaris Ha aTom nHTepdernce OyneT BbicTaBneH agpec 0.0.0. 0, KOTOPbIV He
nokasbiBaeTcsa No komaHae show running-config.

Ecnun He yoanochb yaanntb BCe agpeca C MHTep(*)eVIca, TO BblaaeTcsA coo6u.|.eHme: Cannot remove
all addresses

Ecnv He yaanock coxpaHuTb COCTOSAHUE MHTEepdenca nocne yaaneHus Bcex agpecos, TO BblAaeTcs
coobuleHne: A1l addresses were removed, but the state of the interface was
not saved. The changes will be lost after reboot

2. YpQaneHve KOHKPETHOro agpeca ¢ uHTepdenca ocyLecTBnseTcs KOMaHOom:
no ip address ip-address mask
no ip address ip-address mask secondary

Yp,aneHme primary agpeca no nocneacrsmamM aHarnorm4yHo komaHge:
no ip address

Mpy yoaneHun secondary agpeca, B KOMaHAE COBO secondary MOXHO W HE NucaThb.
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Coo06LieHusa npv yaaneHuu

Mpun nonbITKe yoanuTb HECYLLIECTBYOLWMIA afgpec BbigaeTcsa cooblieHme o6 owmnbke: Invalid
address.

Mpw ykasaHnM Macku, OTNMYaloLWEncs OT UCMNOoNb3yeMONn AN AaHHOro agpeca, BblgaeTcs
cooOLeHne ob owmnbke: Invalid address mask

He ponyckaeTcs yoansitb primary agpec, ecnv NPUCYTCTBYET XOTsl Bbl OAMH secondary.
Bbloaetcs coobuieHme 00 owmnbke: Must delete secondary before deleting primary

B komaHge yaaneHus primary agpeca He JonycKkaeTcs nMcaTb CNOBO secondary, B MPOTUBHOM
cny4yae, BblgaeTtcs coobuieHne o6 owmnbke: Secondary can't be same as primary.
Invalid address

Ecnu no kaknm-to npun4ynHam He yaanocChb yganntb agpec, BblAaeTCA COO6LLI,eHl/IeZ Cannot remove
the address

Ecnu ynaneHue BbINOMHWUMNOCH, HO COCTOSIHNE MHTEpPdENCca He yaanocb COXpaHUTb, BblaaeTcs
coobuleHne: The address was removed, but the state of the interface was not
saved. The changes will be lost after reboot.

MpocmoTp No komaHge show running-config

KomaHpa show running-config Bcerga nokasbiBaeT TEKyLLEE CUCTEMHOE COCTOSIHNE
uHTepdenca.

Ecnu agpec Ha nHTepdence n3aMeHeH kakuM-nnbo o6pa3oM NOMUMO KOHCOMW, TO MO KOMaHAe show
running-config 3T0 M3MeHeHue bygeT nokasaHo. OTcoga BO3MOXHA CUTYyaLmst, KOraa TeKyLUn
agpec nHTepdpelnca oTnmMyaeTcsa OT agpeca, NPONMCaHHOro B 3arpy3o4Hbix ckpuntax OC, n ato
OTNNYME HUKaK He nposiBrisieTcs B cisco-like KoHurypaumm:

e ecnu agMMHMCTPAaTOpP OCBEAOMIIEH O AaHHOW CUTyaLuun n eMy TpebyeTcsa COXpaHUTb TekyLume
agpeca B 3arpy304HbIX CKpUMTax, TO OH MOXET BONTU B PEXUM KOHPUIYPUPOBAHNS KOHCOMMU 1
MOBTOPHO MpONMCaTh Te Xe CaMble agpeca Ha CeTeBblX MHTepdencax. ITO NpuBeaeT K TOMY,
41O 9TW agpeca 6yayT nponucaHbl B 3arpy304Hble CKPUNThI

e A npegoTBpalleHna Takoun cuUTyaunnm pekomeHayeTca He CMellnBaTh BbiCTaBJ1€HUE
ajpecoB Ha ceTeBbIX I/IHTepd)eVlcaX C NOMOLLbK KOHCONK C apyruMmm cpeacresamm (HaﬂleMep,
koMaHgow ifconfig).

Ecnun Ha nHTepdeiice npucytcreyeT aapec 0.0.0.0/0 (HyneBon aapec ¢ HyrneBow Mackown)
HapAaay ¢ ApyrMMmun, To No kKoMmaHae show running-config OH HE Noka3biBaeTCs.

Ecnun Ha nHTepderice oTCyTCTBYIOT agpeca Unm nNpucyTcTByeT Tomnbko agpec 0.0.0.0/0, To no
KomaHae show running-config ANA AaHHOro MHTepderica nokasbiBaeTca KOMaHaa

no ip address.

OTnnyme AaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

e rocne KomMaHabl_no ip address_ﬂaHHblVl MHTep(*)eVIC BbIKIMKO4YaeTCA

e Henb3d 3agaTb_secondary ajpec, He 3ajaB nepeq 3TUMM primary agpec.
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ip access-group (interface)

KomaHpa ip access group NPUMEHSIETCS AMs NPUBS3KU CNMCKa AOCTYNa K MHTepdency, KoTopbln
OyaeT KOHTponupoBaTbCA Ha 3TOM MHTepderice. [laHHaa komaHaa UCNoMb3yeTCs B pexnme
interface configuration. [lns yaaneHus cnucka 4OCTyna UCMNOMb3yeTcs Ta e KoMaHaa ¢ NpedunkcomM
no.

CuHTakcuc ip access-group {access-list-number | access-1list-name} in
no ip access-group {access-list-number |access-list-name}
in

access-list-number HOMeEp CMMCKa AOCTYyMNa, KOTOPbIV ABNSETCS YMCIIOM U3 ananasoHa 1-199
mnun 1300-2699.

access-list-name MMS crvcka goctyna.

in CNWCOK JOCTyNa Ans BXoAsALWwero Tpaguka
3HayeHue Mo yMonyaHuo 3HayeHne No ymonyaHuo OTCyTCTBYeT
Pexu1mbl KoMaHAabl Interface configuration

PekomMeHAaLmuu no UcnonbL30BaHUKD

KomaHga ip access group NpUMEHSETCA ANS NPUBA3KM CNMcka AOCTyna K uHTepdency. Cnmcok
poctyna 6ygeT ncnonb3oBaTbCcsa Ana unbTpaumnmn Tpadurka Ha 4aHHOM MHTepdence.

B komaHge
ip access-group {access-list-number | access-list-name} in

CMMCOK AOCTyna yKa3biBaeT BXxogdawmmn Tpaduk. Mo aTomy cnncky goctyna npovM3BoavTCs
PunbTpaUmMs Kak NCXOASLEro Tak U BXOAsALLero Tpaduka Ha nHTepaderic.

3agaHve KomaHabl B BUAe
ip access-group {access-list-number | access-list-name} out
He OonycKaeTca.

Ecnwu ykasaH HecyLLeCTBYIOLMIA CMUCOK AOCTYMA, TO BCE NOCTYNatoLLMe NakeTsl HA MHTEpdENC
GyayT NponyLLEHBI.

OTnnyme AaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

e B Cisco I0S ncxogawmin ¢ poytepa Tpaduk He punbTpyetcs, B CSP VPN Gate ucxoaswmn
Tpaduk unbTpyeTcs

® Npu UCNonb3oBaHNM GUNbLTPYIOLMX CIMCKOB AoCTyna access-lists Ha crypto nHtepdencax,
BbIMOJSHAIOTCSA Cleayolme npasuna:

e B oTnnume ot |OS, Takme access-lists gBaxxabl He npoBepsitoTca. B CSP VPN Gate ACL
dunbTpaummn 1 WNdpPoBaHUS paccMaTpUBaOTCSt COBMECTHO, MPU KOHBEpPTALMM UX B
“Native-koHurypaumio” B HeWn Co30aeTcs eAuHbINA CNCOK NpaBui 06paboTkn nakeTos
(pass, encrypt/decrypt, drop), KOTOpbI NPUMEHSAETCS OAMH pa3

e (unbTpaumsa naketos, He nonagawwmx B Crypto ACL, paboTaeT ecTecTBEHHbIM 06pa3om
(kak 6ygTo crypto map He npunoxeHa K MHTepdency)

e (popmarbHO roBops, punbTpoBaTb Tpaduk, UAYLWNA BHYTPU TYHHENS, Ha crypto
nHTepdence Henb3s. Mpu noctpoeHnn LSP cumTaeTcs, 4to B crypto TyHHenb 6yayT
nonagatb NakeTbl, paspelleHHble 1 B crypto n puneTpytowiem access-lists. IPsec SA
CTPOATCA TakkKe C y4eTOM 3TOro nepeceyeHuns
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e BO BxoaHoM cunbTpytowiem ACL He TpebyeTtca siBHbIM obpasom paspeltate ESP, AH n
IKE. MimeeT cmbICn cpa3y paspeLuunTb TOT xe Tpaduk, koTopbin nepeuncneH B Crypto ACL.

He npencraBnseTt cnoxHocTen punbTpoBaTth TpaduK, BeilleAwnI U3 TYHHENSA Ha APYrom (He

KpunTo) uHTepdeiice. Hy)XHO TONMbKO NPaBUbHO y4nUTbIBaTb HanpasneHne ACL — “in”.

Mpumep
Hwxe npuBeaeH npumep HasHa4vyeHusa cnmncka goctyna 33 nHtepdency fastethernet:

Router (config) #interface fastethernet 0/1

Router (config-if) #ip access-group 33 in
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crypto map (interface)

KomaHpa crypto map NpUMeEHsieTCa Ans NPUBS3KM KpunTorpaduyeckon kapTbl K UHTEpdEncy.
HaHHasa komaHga ncnonb3yeTtcs B pexume interface configuration. [ns yoaneHus ceasm
Kpuntorpadunyeckon kapTbl C UHTEPENCoM UCnonb3yeTcs Ta e KomaHaa ¢ NpedUuKCoM no.

CuHTakcuc crypto map map-name

no crypto map [map-name]

map-name UM$ KpynTorpacguyeckon KapThbl.
3HavyeHue No yMonyaHuio 3Ha4eHne No yMon4yaHuio OTCyTCTBYeT
Pexxnmbl KOMaHAbl Interface configuration

PekomMeHaaLuu No UcnonbL30BaHUKO

VMcnonbayiTe 3Ty kKOMaHgy Ans HasHadYeHusa nHTepdency Kpuntorpadpmnyeckom kapTel, KoTopas
OyaeT ucnonb3oBaTtbCs ANA 3alWmThl Tpadmka. NHTepdericy MoXeT ObiTb Ha3HayYeHa TONbKO OfHa
Kpuntorpadudeckas kapta. Ecnu co3gaHo HECKONBbKO KpUMNTOrpadonyecknx KapT C O4HUM UMEHEM,
HO C pa3HbIMMK NOPSOKOBBIMM HOMEPaMM 3anmcen, TO OHM OyayT cuUMTaTbCs YacTsiMU OOHOM
Kpuntorpadumdeckon kapTbl. MepBbiMu ByayT NPUMEHATLCS 3anncy KpUNTorpadnyecKknx KapT,
UMEHOLLME BbICLLNIA NPUOPUTET (MMHMMarnbHOE 3HaYeHNe NOPSLKOBOro HOMepa).

Crypto ACL BeayT cebs Tak xe, kak B |OS:

e MOXHO yKkasblBaTb npasuna kak no IP-agpecy, Tak u no TCP/UDP- npoTtokony (6e3 3ameTHON
noTepu NPoM3BOAUTENBHOCTU). TakkKe MOXHO HasHa4yaTb Auanas3oH “range” NopToB, MOMHS
npu atom, 4to CSP VPN Gate 6yaeTt co3gaBaTb OTAeSNbHble SA ANs KaXaoro nopra

e Mpu UCMONb30BaHNM CTPOK € “deny” — COOTBETCTBYIOLME NakeTbl ByayT nponyckaTbest 6e3
LUNgpOBaHUS (Ha NpaBuna cosaaHns SA 3TW CTPOKU He BIMSIIOT).

MNpumep

Hwxe npuBegeH npumMep HasHavyeHusa Kpuntorpaduyeckor kapTel "mymap" nHtepdency
fastethernet:

Router (config) #interface fastethernet 0/1

Router (config-if) #crypto map mymap
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crypto ipsec df-bit (interface)

KomaHpa crypto ipsec df-bit ncnonb3dyercsa Ans yctaHoBku DF-6uTa BO BHELUHEM 3arofioBke
naketa nocne IPsec nHkancynsiuum B TYHHENbHOM peXxume. YCTaHOBKa pacnpocTpaHseTcs Ha oaunH
KOHKpeTHbIN MHTepderic. KomaHaa JoCTynHa B peXuMMe HacTpoviku uHTepdenca.

CuHTakcuc crypto ipsec df-bit {clear | set | copy}
no crypto ipsec df-bit

clear DF-6uT BHelwHero IP-3aronoBka OyaeT oumLleH 1 nakeT MoOXeT ObITb
dparmeHTUpoBaH nocne IPsec nHkancynsauum

set DF-6ut BHelwHero IP-3aronoBka 6yaeT yctaHoBneH, hparmeHTayus
nakeTta 3anpelleHa

copy DF-6uT BHelwHero IP-3aronoBka ycTaHaBNMBaeTCs B TO e 3HAYeHMe,
Kakoe ObINo y OpUrMHanbLHOro nakeTa.

3HayeH1e No YMOYaHUIO 3HauyeHne DF-6uta, ycTaHoBneHHoe B rrno6ansHoM
KOH(PUrypaLunoHHOM pexmme .

PeXumbl KOMaHAbI Interface configuration

PekomeHaaLMM No UCNosib30BaHUK

McnonbayiTe kOMaHay crypto ipsec df-bit B pexumme HacTpoWku nHtepdenca ang
ycTaHoBKM buta DF B nakeTax, NpoxoasaLwux Yepes AaHHbIA MHTepdelic.

OTa KoMaHaa aHHynMpyeT ycTaHoBkM DF-6uTa ansi 4aHHOro nHTepdenica, BbiNoSIHEHHbIE B
rno6anbHOM KOHUIypaLMOHHOM pexumMe.

Mpu BO3HMKHOBEHMM NpobremM ¢ nepegadert 6onbLINX NakeToB (Hanpumep, ecrim No Kakon-To
npuyYMHe He yaaeTcs 3acTaBuTb paboTatb mexaHuam Path MTU Discovery) MOXHO yCTaHOBUTb
napameTp clear Ha nHTepderice wnio3a CSP VPN Gate, ecnv pasmep nakeTa nocre
WHKancynauum npesblllaeT 3HadeHne MTU mapLupyTM3aTopoB Ha nyTu cnefoBaHus IPsec naketa.

KomaHpa no crypto ipsec df-bit OTMEHsSIET ycTaHOBMEHHOe 3HadeHne DF-6uTa gns
WHTepdpenca n HaumHaeT gencTeoBaTb 3HadeHne DF-6uTa, ycTaHOBMNEHHOE NO ymMmonyaHuio (B
rno6anbHOM KOHUrypaumoHHOM pexume 3HaveHne DF-6uTa ycTaHaBnmMBaeTca KOMaHAON crypto
ipsec df-bit).

MNpumep

Hwxe npuBeaeH npumep kak yctaHoBUTbL DF-6UT B 3aronoBke nNakeToB, NPOXOASALMNX Yepes
KOHKpeTHbIN MHTepdenc:

Router (config-if) #crypto ipsec df-bit set
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mtu (interface)

KomaHga mtu npumeHsieTca ons 3agaHud 3HadeHnss MTU Ha uHTepdpence - MakcMmanbHbIv
pasmep nakeTta, nepefaBaemMbii 6e3 pparmeHTauum Yyepes nHtepderic. KomaHga ncnonb3yeTcs B
pexume interface configuration. [1ns 3agaHunst 3Ha4eHMs N0 yMONYaHWIO UCNOMb3YETCs Ta Xe
KOoMaHga ¢ npedmKcoM no.

CuHTaKcuc mtu bytes
no mtu
bytes AnanasoH 3HadeHun 68 — 65535 6ant.
3Ha4yeHue No yYMoONYaHUK 1500
Pexnmbl KOMaHAbl Interface configuration

PekomMeHaaLumu no UcnonbL30BaHUKO

KomaHga mtu BbicTaBnseT 3HavyeHne MTU ans gaHHoro nHtepdpenca (MoxeT He coBnagaTh C ip
mtu).

KomaHza mtu BbINOMHSAETCS Nocrie BBoAa HEMeAEHHO M 3afaHHoe 3HaYeHne MTU coxpaHsieTcs B
3arpy3o4Hbix ckpuntax OC.

Ha KoHKpeTHOM ceTeBOM UHTepdence AONYyCTUM He BECb AuanasoH 3HadeHui 68 — 65535 6anT, a
TONbKO €ro KOHKpETHasi 4acTb (3aBMCUT OT UHTepdelica).

Mpu BbIxOAE 3a rpaHuULbl AManasoHa AoMYCTUMbIX 3HAYeHUIA BbidaeTcsl coobLieHne 06 oLwmnbke u
KOMaHZa UrHopumpyeTtcsi.

KomaHga mtu BbINOMHAETCA Jaxe B TOM crnyyae, ecnu gaHHoe 3HadeHne MTU yxe npucytcTeyeT
Ha MHTepderice. OTO caenaHo Ans Toro, YTobbl n3bexaTb CUTyauuto, Korga Tekyllee 3HadyeHve
MTU Ha nHTepdeice He coBnagaeT ¢ MTU, 3annucaHHbIM B 3arpy3o4dHbIX ckpuntax. B atom cnyvae
BBeZleHHas KoMaHaa NpUHYAMUTENbHO 3anuieT ykazaHHoe 3HadyeHne MTU B 3arpy3ouHble CKPUMThI.

KoMaHga no mtu aHanorMyHa komaHge: mtu 1500, ycTaHaBNMBAaET 3HAYEHME MO YMOSTYaHMIO.
B cnyyae ownGku BbigaeTcs coobleHune: Cannot set MTU.

Ecnun MTU 6bino BbICTaBJ1€eHO, HO COCTOAHNE MHTepcbeﬁca He yaanocCb COXpaHWUTb, BblAAaEeTCA
cooOLLieHue:
MTU was set, but the state of the interface was not saved

The changes will be lost after reboot
Mo KOMaHae show running-config 3Ha4yeHue no YMOIN4YaHUIO HE NOKa3biBaeTCA.

Mo komaHge show running-config BblJaeTcAa TEKyLLlee CUCTEMHOE 3Ha4YeHne, KoTopoe MOXKET
OTNnMYaTbCA OT 3Ha4YEeHUA, 3anMCaHHOIO B 3arpy304HbIX CKpuUnTax OC.

OTnnyme gaHHOM KOMaHAbl OT nogooHon komaHabl Cisco |10S:

e AnanasoH 3HadeHun MTU He 3aBMCUT OT TUNa UHTepdenca
® HWXHASA rpaHuua gruanasoHa MTU otnvyaeTtca ot gnanasoHa B Cisco 10S — 64

e 3HayeHWe No yMON4aHWI0 MOXEeT He CoBNagaTb CO 3HAYEHUSIMU MO YMOMYaHUIO,
ycTaHoBMNeHHbIMW Ans nHTepdencos B Cisco |0S, Tak kak Tam 3TO 3Ha4YeHue 3aBUCUT OT Tuna
nHtepdpenca. Coenagaet Tonbko Ans uHTepdercos Tuna Ethernet u Serial.
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crypto ipsec df-bit (global)

KomaHga crypto ipsec df-bit ucnonb3dyetcsa anst yctaHoBku DF-6uta gns 3aronoska
WHKancynsumm B TYHHENIbHOM peXuMe. YCTaHOBKa pacnpoCTpaHAeTCs Ha Bce nHTepdencsl wno3a
6e3onacHocTu. C npednKcom no KOMaHaa ycTaHaBnMBaeT 3HayeHne no ymonyaHuio. KomaHga
OOCTYMNHa B pexuMme rnobanbHOn HacTpOVKU KOHGUrypauuu.

CuHTakcuc crypto ipsec df-bit {clear | set | copy}
no crypto ipsec df-bit

clear DF-6uT BHelwHero IP-3aronoska ByaeT OYMLLEH U LLUIH03 MOXET
parmeHTUpoBaTb NakeT nocne IPsec nHkancynaumu

set DF-6uT BHelwHero IP-3aronoBka 6ygeT ycTaHoBMNeEH, hparmeHTauus
naketa OyaeT 3anpeLleHa

copy DF-6ut BHelwHero IP-3aronoBka ycTaHaBnMBaeTCH B TO e 3HaYeHue,
Kakoe ObINo Yy OpUrnMHaneHOro nakeTa.

3HayeHue No ymMmonyaHuo Mo ymonyaHuio ycTaHOBMNEHO 3Ha4YeHNEe copy.
Pexunmbl KoMaHAabl Global configuration

PekomMeHAaLuu No UcnonbL30BaHUKO

Mcnone3ynTte KOMaHay crypto ipsec df-bit B pexume rnobanbHOM HACTPOMKM
KOHGMrypawmm Ballero L3a B YacTy YyCTaHOBKM NnapameTtpa DF-6uT.

Mpu BO3HMKHOBEHMM NpobriemM ¢ nepegaden 6onbLIMX NAkeToB (Hanpumep, eCnm No Kakon-To
npuyvHe He yaaeTcs 3acTaBuUTb paboTaTb MexaHuam Path MTU Discovery) MOXHO yCTaHOBUTb
napameTp clear Ha wnto3e CSP VPN Gate, ecnu pasamep nakeTta nocne uHkancynsaumm npesbliaeT
3Ha4yeHne MTU uHTepdpelica Ha nyTu cnegoBaHus IPsec naketa.

MNpumep

Hwxe npuBeaeH npumep kak ounctuTb none DF bit B naketax, npoxoasimx yepes Bce
UHTepdEencsl:

Router (config) #crypto ipsec df-bit clear
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UrHopupyembie KomaHAbI

KomaHgbl, nepeymcneHHble B 3TOM pasgene, npn NpaBunbHOM CUHTaKcMce BBOAATCA 6e3 owmnbok,
HO UTHOPMPYIOTCA N HUKAK He BMNMSAIOT Ha paboTy KOHCONU (B TOM YMcne He oTobpaxakTcs no
komaHge show running-config).

YnpaBneHue XAuth n AAA:
crypto map <map-name> client authentication list <list-name>
crypto map <map-name> isakmp authorization list <list-name>
aaa authorization network <list-name> local
aaa authorization network default local
TekcTOBBbIE KOMMEHTapunm:
ACLs (standard n extended):
remark <remark>
no remark <remark>
Interface:

description <string>

YnpaBneHue Qo0S:
QoS preclassification (pexwum HacTpowku crypto map). Y Hac gaHHbIn pexum paboTaeT Bcerga:

gos pre-classify

KomaHgbl paboTbl ¢ KOHUrypauven:
write memory
KomaHAabl paboTbl € TEepMUHANOM:
terminal no editing
HacTtpowka CA-cepTucmkaTos:
enrollment mode ra
enrollment retry count <1-100>
enrollment retry period <1-60>
enrollment url <url>
serial-number [none]
ip-address none | <ip-address> | <interface>
password
auto-enroll
rsakeypair <key-label> [ <key-size> [<encryption-key-size>]]
fgdn none | <name>
YnpaBneHue naponsimu:
no service password-encryption

[MpumeyaHue: faHHasa KOMaHAa Bcerfa nokasbiBaeTcs no koMaHae show running-config (8 Cisco
IOS — noBegeHWe NO yMOMYaHMIO).
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KomaHgbl ynpaBneHus nepedparmeHTaumen, Kotopble nocbinaetr CSM:
MmobanbHas:
crypto ipsec fragmentation { after-encryption | before-encryption }

no crypto ipsec fragmentation

B pexxnmeHacTponikm nHtepdenca:
crypto ipsec fragmentation { after-encryption | before-encryption }

no crypto ipsec fragmentation
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