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JNlnueHsnoHHoe CornaweHue

S Oterra O NpaBe Nonb30BaHWUA NPOrPAMMHbLIM KOMMEKCOM
cCsp «KnueHTt 6e3onacHoctn CSP VPN Client»

npounssoacTea 3A0 «C-Teppa Cndclln»

© 2003 — 2013 3AO0 "C-Teppa Culcln". Bce npaBa 3almLLeHbI.

Hactoswee JlvueHanoHHoe CornaweHue onpegensieT YCroBUS WUCMOMb30BaHWUS 3aKOHHO MNpUOBPETEHHOro
nporpammHoro komnnekca «KnueHnt 6esonacHoct CSP VPN Client» (ganee — Wsgenusa) KoHeuyHbim
Monb3oBatenem (puanyeckum wunn OPUANYECKUM TNMLOM, YKa3aHHbIM B JlMUeH3nn Ha wncnonb3oBaHue
MpoaykTa, ABMAOLENCAS HEOTbEMIIEMOM 4YacTblo HacTosiero JlnueHanoHHoro CornaweHus). NpeameTtom
HacToswero JlnueHanoHHoro CornaweHns sBnseTcda Bo3mesgHas nepepada KoHevHomy [lonb3osatento
HEeWUCKNIOYMTENbHBIX HenepeaaBaeMblX NpaB Nonb3oBaHus Nsgenuem.

Mog W3genvem noHMMaeTCA KOMMMEKC MaTrepuanbHbiX OOBEKTOB (MPOrpaMMHbIX CpeacTB, HOCUTENEen
nHdopmaumm, Koda MporpaMMHbIX [1pOAYKTOB, OOKYMEHTaUuMM B MNevYaTHOW M 3NEKTPOHHOW dopmax),
BKMoYeHHbIX B Cneundukauunio Komnnekra N3genus.

U3Benue mMoxem UCMob308ambCsl MOJIbKO 8 Ka4ecmee repCcoHanbHo20 AeeHma 3awumel (ycmaHaenueamscsi
Ha repcoHarbHbIl KOMbMep Mnosib3og8amerisi) U He rnpedHa3Ha4yeHo Ofi1 UCob308aHUsi 8 Opyaux Uuesisx.
Ucnonb3osaHue M3denusi 8 npodyux cucmemax Uu/unu 8 UHbIX UESISaX 58rs1emcs HapyuleHuUeM Hacmosiuje20
JluyeH3uoHHo20 CoenauweHusl.

N3pgenue mMoOXeT BKOYaTb KOMMOHEHThI (MporpaMMHble CPeAacTBa, NHAPOPMALMOHHbIE HOCUTENW U Npo4vee) OT
TpeTbux noctaBluKoB. KoHeuyHbln [Monb3oBaTene nonydaeT npaBa Ha WUCMOMb30BAaHUE 3TUX KOMMOHEHT Ha
ocHoBe JlnueHsnn n JInuyeHsnoHHbix CornaweHnn 3TUX MOCTaBLUMKOB, KOTOPbIE SBNSAOTCA B COBOKYMHOCTU
HeoTbeMmneMon YacTbto HacTosiwero JinueHanonHoro CornatleHus.

N3penne B nomHom Komnnekte nepenaetcss KoHeyHomy [lonb3oBaTento Ha  yCroBUsSIX HACTOSILLEro
JlnueHsnoHHoro CornatueHus.

N3penve n ero KOMMNOHEHTLI ABMSOTCA WHTENNEKTyanbHOM CO6CTBEHHOCTLIO Mpom3BoanTens 1, Npyu HamMuum
TPETbUX MOCTABLUMKOB, WHTEMMEKTyanbHON COBGCTBEHHOCTLIO TPETbMX MOCTaBLUMKOB W 3alyuuiaoTcs
3akoHogaTenscTBoM Poccuiickon Pepepauum 06 aBTOPCKOM M UMYLLECTBEHHOM MpaBe Ha O00bekThl
WHTENNEKTyanbHoW cOGCTBEHHOCTM.

YcTtaHoBka M3genua nocne npegbsisneHus KoHeyHomy [Monb3oBatento Tekcta JlvueHanoHHoro CornaileHus
paccmaTpuBaeTca kak cornacue KoHeudHoro [lonb3oBatensa ¢ ycnoBusiMn JivueHsmoHHoro CornawleHvs u
BCTYMMEHNE €ro B 3aKOHHYIO CUIy, Mocrne Yero Hactosiwee JlnueHanoHHoe CornalleHne B COOTBETCTBUN CO CT.
433 K P® umeet cuny gorosopa mexay KoHeuHbiMm lNMonb3oBatenem u MNpoussogutenem Uspenuns (3A0 «C-
Teppa Culcllny).

I'IpM HalnM4ynMn KOMMOHEHT TpPEeTbUX NOCTaBLUMKOB np0M3BO/J,VITeJ'Ib ABNAETCA 3aKOHHbIM W MNOJIHOMOYHbLIM
npencraBuTeNneM TpPETbUX MOCTaBLUMKOB, €CIn 06paTHOG HEe OroBopeHoO B JInueHanoHHbIx CornaweHunsax
TPeTbUX NOCTaBLUMKOB UMM B AOPYrux LOOKYMEHTaX, perfnaMmeHTUpyrwmnx OTHOWEHUA MexXay KoHeYHbIM
Monb3oBaTtenem u TPpeTbMMUN NoCTaBLLMKaMN.

Bce KOMMOHEHTbI TPeTbMX MOCTABLUMKOB OOBEAUHSOTCS B nporpaMmmHbii [poaykT (Komnnekc) B npouecce
ycTaHoBku N3genus. KoHeuHbl Monb3oBaTenb MMEET NpaBo Ha KONUMpPOBaHWE, YCTAHOBKY M SKCNyaTauuio BCEX
KOMMOHEHT TPeTbMX MOCTaBLUMKOB, NOCTaBMEHHbIX B cocTaBe M3aenns Tonbko B cocTaBe paboT, CBA3aHHbIX C
akcnnyaTauven Magenus. KonvpoBaHue, pacnpocTpaHeHne, yCTaHoOBKa 1 aKCnnyaTaums oTAeNbHbIX KOMMOHEHT
ABMNAIOTCA HapyleHneM HacToswero JinueHanoHHoro CornalleHms 1 aBTOpcKMX npae kak [Npou3soguTens, Tak
N TPETbUX NOCTaBLUMKOB (ecnn obpaTHoe He OroBOpeHO B JInueH3nsx u JMueH3noHHbIX CornalleHuax TpeTbux
NOCTaBLLMKOB).

KoHeuHbI [Nonb3oBaTenb MOXET yCTaHaBNUBaTb M UCMONb30BaTh B paMkax Hactoswero JINLeH3MOHHOro
CornalueHust ToNbKo OAMH 3K3eMnnsp M3genust u He MMeeT npaBa yCcTaHaBnNuBaTb U UCMONb30oBaTh bonbluee
KOMNMYecTBO 3K3eMNNApoB M3genus.

KoHeuHbI [lonb3oBaTenb He UMeET npaBa pacnpocTpaHaTb M3genune B (hpopmax npefocTaBneHus Aoctyna
TPETbUM INMLaM K BOCMPOU3BEAEHMIO UM K BOCNPOU3BEAEHHbIM B Nt060 dhopmMe KOMMNOHeHTam M3genusa nytem
npogaxwu, npokarta, caadvm BHaem, NpeaocTaBreHnsi B3aMbl UM MHbIMU APYTMMU cnocobamm oTHyXOeHUs.

KoHeuHbIn Monb3oBaTenb He wMeeT npaBa AucaccembnupoBaTtb, AeKkoMnunupoBaTb (Npeobpa3oBbiBaTb
OWHapHbIA KOO B WCXOAHbIA TEKCT) NporpaMMbl M ApyrMe KOMMOHEHTbl W3genusi, BHOCUTb kakue-nmbo
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M3MeHeHUsi B GUHApPHBIN Ko NMporpaMm 1 coBepluaTb OTHOcUTENbHO M3genust apyrne OencTeusi, HapyliatoLme
Poccuiickve 1 mexayHapoaHble HOPpMbI Mo aBTOPCKOMY Mpasy UM UCMOMb30BaHMIO NPOrpaMMHbIX CPECTB.

Hactosiwee JlnueHsnoHHoe CornawleHne BCTynaeT B CUJTY C MOMEHTa YCTaHOBKM M3genust U OeCcTBYET Ha
NPOTSPKEHUN BCErO CPOKa Mcnonb3oBaHus Msgenus.

HeucnonHeHne TpeboBaHum HactodAwero JluuyeHsnoHHoro CornalleHns sBnsieTca HapylleHuem 3akoHa
Poccuiickon ®epepauun "O npaBoBOM OXpaHe NporpaMmm Anst SMEKTPOHHbIX BblYUCNUTENbHLIX MaluH 1 6a3s
OaHHbIX" M NpecneayeTcs No 3aKOHY.

Hactosuee JlnueHnsnonHoe Cornawwenne npegocraenseT KoHeuHomy Nonb3oBatento OrpaHnMyeHHble rapaHTuu,
cocTosiLMe B TOM, YTO

1. B cnyyae, ecnm B xoge akcnnyatauun Magenus KoHeuHbiM [Nonb3oBaTenem unu nobbiM TPETbUM FULIOM
Oyoetr oOHapyxeHa KputudHas T[lpobnema, [MpomsBogutens MWspgenua (3A0 «C-Teppa Cudcllny)
obecneynBaer:

a) nHcpopMmupoBaHMe JOCTYMNHbLIMU cnocobamu KoHeyHoro Monb3oBaTens o cyliectBoBaHUM KputrniHom
MpoGnembl 1 0 cnocoGax ee ycTpaHeHus!

©) 6ecnnaTHoe npegocTaBneHne obHOBNEHMI NporpaMmmHoro obecneyeHus Npoussoantens 3genus, B
KOTOpPbIX YyCTpaHeHbl KputnyHesle MNpobnemei.

Mpumeyanune 1. lapaHTuiiHoe ob6s3aTenbcTBO 1 6GasupyeTcs Ha cnegylowem onpegeneHnn: KputudHas
lMpobnema 3akntovaercd B TOM, 4TO M3genve, BcneacTeve OWMOKM B nporpaMMHOM obecnedyeHuun, He
BbIMOSTHAET OCHOBHble OYHKUMM 6E30MacHOCTU, a MMEHHO LMdpoBaHMe Tpadmka M KOHTPONb AO0CTyna, YTo
NpMBOAWT K HapyLleHuo 6esonacHocTu cetn KoHeyHoro lMonb3oBartens.

MNpumeyanHue 2. OGHOBNEHUS NPOrpaMMHOro obecrieyeHns B COOTBETCTBUM C FrapaHTUiiHbIM 00513aTeNbCTBOM
n.16 npegocTaensaoTca no 3anpocy KoHeuHoro Monb3oBatens v no mepe paspaboTku 0GHOBMEHWIA.

2. Ecnn KoHeuHbin Nonb3oBatenb obHapyxut B TedeHne 90 (oeBsiHOCTa) gHeM co gHA nocTtaBku MN3penusa
nedektbl B cocTaBe MHGOPMALMOHHBIX HOCUTENEN UMM HEKOMMMEKTHOCTb M3penusa, T0 MHOPMAaLMOHHbIE
HocuTenu OyayT 3ameHeHbl, a KoMnneKkTHocTb M3pgenust BocctaHoBneHa. Mo nctedeHun 90 gHen npeTeH3unu
KoHeuHoro [lonb3oBaTenss No HEKOMMJIEKTHOCTWM u3genus wu/vnu pedektam Hocutenenm mHGopMaumm
paccmaTpuBaTtbCs He OyayT.

HacTtoswee JlnueHsnoHHoe CornaweHne He COAepXMT HUKaKMX rapaHTuin MO nocTtaBke, PYHKLMOHAMNbHOCTU U
cooTtBeTcTBMIO WM3genus nwobbiM TexHudeckum TpeboBaHusIM, CTaHAapTam W YCroBusM. 3TW  BOMPOCHI
OTHOCATCA K 06nacTn NMUEH3NPoBaHWA AeATeNbHOCTU NocTasLvka, cepTudukaunm N3genmsa n ero KOMNOHeHT
B YCTAHOBMIEHHOM Nopsiake, AOroBOPOB O NOCTaBKe, TEXHNYECKOM COMPOBOXAEHUN Y TEXHUYECKOW NOAAEPXKKE U
pernameHTMpYIoTCA B paMKax OTAEeMNbHbIX JOKYMEHTOB.

Hactoswee JluueHsnoHHoe CornaweHne (B pamkax 3akoHopaTenbcTBa Poccuiickon degepaumm v ecnu
npoTMBHOE HE OroBOpPEeHO B BUAE OTAENIbHOIro AOMNOJIHUTEeNIbHOro cornawleHna ¢ KoHe4YHbIM |_|OJ'Ib3OBaTeJ'IeM) He
pernaMmeHTnpyeT BOMPOCbl TEXHUYECKUX, OpraHm3alMOHHbIX U MNPOYUX BO3MOXKHbIX r|p06neM, CBA3aHHbIX C
aKcnnyaTaumein WMsgenusa M BO3MOXHBIX MaTepuasnbHblX, (UHAHCOBBIX W NpodMx noTepb KoHeyHoro
Monb3oBaTtens B pe3ynbTaTe akcnnyaTaummn N3genus.

Cpok penctBusa HacTosiwero JlnueHsmoHHoro CornalleHns pacnpocTpaHseTcs Ha BeCb nepuog aKcnnyataumm
MN3penua KoHedHnbiM [Monb3oBaTenem. [eihictBue Hactosuwlero JlMueHanoHHoro CornalleHuss MoxeT ObiTb
npekpawieHo no peweHnto KoHeuyHoro [Monb3oBatens. B atom cnydae KoHeuHbln [lonb3oBaTens AorkeH
YHUYTOXUTb BCE MHAOPMALMOHHbIE HOCUTENW, codepxalime Kog U npoyve MHPOPMALNOHHbLIE KOMMOHEHTHI
Wsgenusa, Bknodas wHGoOpMaLMilO Ha BHYTpeHHUX Hocutensax Wspgenua. [pekpalleHve OelcTBus
JInueHanoHHoro CornaweHusa no wuHuuymatmee KoHeyHoro [lonb3oBaTens sBNsieTcss OAHOCTOPOHHEN
nobpoBonbHo akumen KoHeuvHoro lMonb3oBaTtens u He ABMSieTCs NpeamMeToM AN B3auMopacyeToB U ApYrux
XO3SIMCTBEHHbIX Onepauui.

MporpammHubin Mpoaykt CuctemHas bubnuoteka GNU libc saBnsetca ceBobogHo pacnpocTpaHsieMbim [Mpogyktom u

ucnonb3yeTtcst B coctaBe Magenus 6e3 kakux nnbo moavdmkaumin B cooTBeTCTBUM C nuueHaunen "The GNU General

Public License" (http://www.gnu.org/licenses/licenses.html).

MS-DOS, Windows, Windows 98/NT/2000/XP/Vista/7 <BnalTCA TOProBbIMW Mapkamu komnaHum Microsoft

Corporation 8 CLLUA u B apyrux ctpaHax.

Sun Solaris 1 Java aBnaOTCA TOProBeIMM Mapkamu komnanum Sun Microsystems, Inc B CLUA v B gpyrux cTpaHax.

Cisco, Cisco PIX Firewall, Cisco 10S Router, CiscoWorks, CiscoWorks VPN/Security Management Solution,
CiscoWorks Management Center for VPN Routers, CiscoWorks Management Center for PIX Firewall sasnsoTca
TOproBbIMU Mapkamu komnanum Cisco Systems B CLLUA u B Apyrux ctpaHax.
W3penne BkniovaeT B cebsA  nporpamMmHoe obecnedeHne, HanucaHHoe JOpukoMm Adrom  (Eric Young.
eay@cryptsoft.com)
Opyrue Ha3zBaHUA koMnaHun 1 NpoaykToB, YNoMAHYTbIE B HacTodweM JlvueHsnoHHom CornalleHnn 1 B coctaBe
WHPOPMALIMOHHBIX UCTOYHWNKOB 3aenuns MoryT SBNATLCH 3aperncTprupoBaHHbIMW TOProBbIMY MapkaMmm
COOTBETCTBYIOLLNX UM KOMMNAHWUA. YNOMUHaHWE HauMeHOoBaHui, [1poayKToOB, TOProBbiX MapoK TPeTbuX
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OpraHun3auui UCKMUYNTENBHO HEhOPMAsbHO M HE ABMSIETCS HU NOAAEPXKKOW, pekomeHaaumnen nnbo peknamon.
3A0 «C-Teppa Cn3cllny» He HeceT kakon-nMbo OTBETCTBEHHOCTM B OTHOLUEHUN pabBoTOCNOCOBHOCTU 1
ncnonb3oBaHus aTux MpoaykToB..

HaneuyataHo B Poccunckon ®enepauum

3akpbiToe AkunoHepHoe ObuiectBo «C-Teppa Cndcliny
124460, r. MockBa, 3eneHorpaa, npoes3g 4806, 4.6, atax 4-i
TenedoH: +7 (499) 940 9061

dakc: +7 (499) 940 9061

On.nouta: information@s-terra.com

http://www.s-terra.com
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1. Ha3HayeHue n pyHKUMM NnpoayKTa

MporpammHbIn  kKomnnekc «KnneHt ©GesonacHoctu CSP VPN Client. Bepcusi 3.1y,
GYHKUMOHMPYIOLWMIA  Ha annapaTHblX nnatopmax B apxutektype Intel x86 noa
ynpaBrieHnemM onepaumoHHbix cuctem Microsoft Windows XP (B Tom uncne Embedded),
Microsoft Windows Vista n Microsoft Windows 7 ycTtaHaBnuBaeTCsi Ha KOMMNbLIOTEP U
dYHKUNOHNPYET B MHTEPECAX OQHOMo NOMb3oBaTenNs.

MporpammHbIn Komnnekc (ganee lMNpogykt CSP VPN Client, Mpogykt, CSP VPN Client)
npegHasHaveH ans co3faHus 3alMLLEeHHbIX coeauHeHnin mexay knnentom VPN v apyrumum
B3aVMOAEWCTBYIOLMMU C HUM foBepeHHbiMK wno3amu VPN u/unun knveHtamm VPN, a
Takke MOXET BbIMOMHATb POSib MEXXCETEBOIO 3KpaHa.

Mpoaykt CSP VPN Client BeinonHsaeT cnegytowime yHKUUN:

e 3aWuTy Tpaduka Ha ypoBHE ayTeHTUdMKaLMW/LUNpOoBaHNS CETEBLIX NAKETOB MO
npotokonam IPsec AH n/unn IPsec ESP

e nakeTHY UNbTPaLMto TpadmKa C UCMoNb30BaHWEM MHGOPMaLUM B NONSX
3arosfioBKOB CETEBOr0, TPAHCMOPTHOIO U NPUKNaAHOro YPOBHEN

e ayTeHTUMKaUMIO Nonb3oBaTens U ayTeHTUdmMKaumio yana cetm
e  COOGbITUMHOE NPOTOKONMPOBaHNE

e peanu3aumio 3agaHHOM OUCUMNNMHBI B3aUMOAENCTBUA (ayTeHTUdMKaumio nunm
3awmTy Tpadumka) ANs KaXKgoro 3allmLLEeHHOro coeanHeHns, 4OCTyn B 3a4aHHOM
3aWMLLEHHOM PeXVMe TOMbKO AN 3aperncTpMpoBaHHbIX, B TOM Yucne 1 Ans
MOBUNBHBIX MAPTHEPOB MO B3aMMOAENCTBUIO

e  perynupyemMyto CTOMKOCTb 3aLuThbl Tpadumka.

CSP VPN Client ocywecTtenseT 3awmuTy Tpadmka npoTokonos cemenctea TCP/IP B
pamkax mexayHapoaHbix ctaHgapTtoB IKE/IPsec:

e Security Architecture for the Internet Protocol — RFC2401
e |P Authentication Header (AH) — RFC2402
e |P Encapsulating Security Payload (ESP) — RFC2406

e Internet Security Association and Key Management Protocol (ISAKMP) —
RFC2408

e The Internet Key Exchange (IKE) — RFC2409
e The Internet IP Security Domain of Interpretation for ISAKMP (DOI) — RFC2407.

Mpoaykt CSP VPN Client ucnonb3yeT B ka4ecTBe BHELLHEN KpunTorpaduyeckomn
OmbnuoTekn cpeacTBo kpuntorpaguydeckon awwmTsl MHpopmauyum (CK3U) "Kpunto-KOM
3.2", paspaboTtaHHoe koMnaHuen "CurHan-KOM".

CK3W "Kpunto-KOM 3.2" peanusyeT poccuiickme kpuntorpaduyeckne anroputMmbl:
e [OCT 28147-89 — wudpoBaHue/paclumdpoBaHme gaHHbIX
e [OCTP 34.11-94 — anropnTm X3LINpOBaHUS

e [OCT P 34.10-2001 — chopmMupoBaHmE 1 NPOBEPKY INEKTPOHHO-LIMEPOBOW
noanucu (3LIM)

e VKO TOCT P 34.10-2001 — noaaepXKy cxeMbl OTKPbITOrO pacnpeaerneHus
kntoven Ouddun-XennmaHa B cootBetctBumn ¢ RFC4357

L] reHepauuio CﬂyLIaIZHbIX yucern.
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CSP VPN Client aBnsieTcs npogyKToM Afisi KOpnopaTUBHOIO UCMOSIb30BaHNS B TOM
CMbICIie, YTO NONUTUKY 6e30MacHOCTM U HAaCTPONKK pexmumoB atoro MpoaykTa
OCYLLECTBASET CUCTEMHBIN agMUHUCTPaTOP UNU agMuHUcTpaTop 6e3onacHocTH
npeanpuaTus.

Mpoaykt CSP VPN Client gnst Bcex MHTepdencoB 3agaeT O4MHAKOBYHO NOJTUTUKY
BesonacHocTw.
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2. TpeboBaHuA Ha 6a30BbIe NNaTgOPMbI
U COBMECTUMOCTb

Mpoaykt CSP VPN Client BeinyweH ana cnegyowmx 6a3oBbix nnatgopm:
e MS Windows 7 (32-bit) Russian Edition
e MS Windows Vista (32-bit) Business SP2 Russian Edition

e MS Windows XP Professional SP3 Russian Edition (B Tom uncrnie Embedded).

MpoaykT coBmecTum ¢ Kpuntorpadpuyeckummn nnarmHamm "Kpunto-KOM 3.2",
paspaboTaHHbIMK KomnaHuen "CurHan-KOM".

B vactu peanusauumn npotokonos IPsec/IKE 1 nx pacumpeHunii MNMpogykT COBMECTUM C
Cisco I0S v.12.4.

B yactn yganeHHoro MoHuTopuHra u cbopa ctatuctukm ynpasneHus [NpogykT COBMECTUM C
CiscoWorks Monitoring Center for Performance 2.0.2, Bxogawwum B coctaB CiscoWorks
VMS 2.3.

Mpoaykt coBmecTnm ¢ eToken PRO32k, eToken PRO64k, eToken NG-FLASH, eToken
NG-OTP, eToken PRO (Java) nponsBoacTtea komnaHmm Aladdin.
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3.  ATpubyTbl ayTeHTU(MKaLUMn

TexHonorus IPsec oGecneynBaeT ayTeHTUMMKALMIO, LUMPOBAHNE U LEMOCTHOCTb AaHHbIX
Ha ypoBHe nepeaaBaembix |P-nakeTos.

[na peanunsaumm aTnx pyHKLMI TexHonoruu IPsec Heobxoauma gONONHUTENbHASA
MHdOpMaLUs, KoTopada nocTtasnseTcs npotokonom IKE: kno4eBon maTepuan u
cornacoBaHHasi NonMTUKa 3awmnTol.

[na ayteHTudUKaLMm B3auMOL4eNCTBYOLWMX CTOPOH npoTokony IKE Heobxoauma
HekoTopas ayTeHTUdUKaLMOHHasa nHopmaums.

Takol ayTeHTUMKaLMOHHON NHGOPMaLMeENn MOXET ObITh:
e MpeaycTaHOBMEHHbIN (pa3gensemblin) kntod (Preshared Key)

e cepTtudukar ctangapta X.509.

MmetoTca HekoTopble orpaHnyeHns npu paboTe ¢ paclumpeHmsammn ceptudmkarta
(Extensions), koTopble MOMEeYeHbI Kak KpUTUYHbIE. B Tabnuue npveBeaeH cnucok
pacLumpeHun ceptudmkaTta, KoTopble OyayT pacno3HaBaTbcs U obpabaTbiBaTbCs
MpoaykTom, ecnn y HUX yCcTaHoBIEH NpusHak kputnyHoctn TRUE. Ecnn B cepTtudmkare
OyayT npucyTCTBOBATL ApYyrMe pacluMpeHus, He ykasaHHble B Tabnvue u 3agaHHble Kak
KPUTUYHbIE, TO Takon cepTudukaT He MoxeT BbiTb ucnonb3osaH. Ecnu xe paclwimpeHve
OTCYyTCTBYeT B Tabnuue, HO ABMSETCSH HEKPUTUYHBIM, TO OHO UTHOPUPYETCS, U cepTudurkaTt
NCNonb3yeTcs.

Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key Identifier 2.5.29.35

OnwncaHunsa 3HaveHnn 1 nonHeln cnmcok Certificate Extensions MoxHO nocMoTpeTh B
pokymeHTe RFC 5280 (http://tools.ietf.org/html/rfc5280#section-4.2).

CSP VPN Client
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4.  Tlpouecc noaroToBKU
NnepCcoHanbHOro UHCTANNALUOHHOIO
naketa nonb3oBartens

Mpoaykt CSP VPN Client paccunTaH 4ns npMMeHeHUs1 BHYTPU KOPNOpPaTUBHbIX CETEN.
Monaraem, YTO B TaKMX CETAX MNOSb3oBaTelNb HE UMEET NPaBO Ha M3MEHEHMWE MONUTUKM
©e3onacHocTu kopnopaTtusHom ceTu. Moatomy, npoaykt CSP VPN Client paspaboTaH
Taknum ob6pasom, YTO agMUMHUCTpaTop B6e3onacHOCTU KOpnopaTUBHOW ceTu hopmupyeT
nepcoHanM3oBaHHbIA MHCTaNNAUMOHHBIN NakeT ANS KaX4oro nonb3osarens. [1pun aTom oH
NPON3BOAMT HAaCTPOWKM OIS MONb30BaTESS, KOTOPbIE COrMacyTCsi C €ro AOIMKHOCTHBIMM
0653aHHOCTAMM.

[1ns noaroTokM MHCTaNNSUMOHHOMO NakeTa nonb3oBartens aAMUHUCTPATopPy HeobxoaMmo
MMETb NpeayCTaHOBJIEHHbIE KITH4N nn6o CepTVI(*)I/IKaTbI OTKPbITbIX KNtoYen nosnb3oBatens u
JTOKalibHYy NMNOJINTUKY GesonacHocTy, npeanncaHHyro ana gaHHOro nosib3oBarternd.

Mpu ncnonb3oBaHMM NpeaycTaHoBEHHbIX (pasgendemblx) kntoven (Preshared Keys)
NOAroToBKa NepCoHarnbHOro NHCTanNMALMOHHOMO NakeTa Nonb30BaTeNs OCyLeCcTBNAETCS
NOMHOCTBIO agMUHNCTPATOPOM.

I'IpM ncnosib3oBaHn CepTVId)VIKaTOB OTKPbITbIX KSloMen NoAroToBka UHCTaNNSAUMOHHOMO
nakeTa nonb3oBaTena oCyLecTBndeTcAa nNo OAHOMY U3 ABYX CLEeHapues.

CeKpeTHbIl KN4 Nonb30BaTernsl, COOTBETCTBYIOLLMIA OTKPLITOMY KoYy cepTudukaTa,
MOXET HaxoOuTbCs B KOHTeNHepe (CTaHZapTHbIN cnocob) nubo B oTAensHOM danne.
KoHTenHep cooepXuT criyXebHyto 1 KrodeByo MHPOPMaLMIO, 1 SIBNSIETCA KaTariorom
dannoo cuctembl. KoHTelHep 1 daiin ¢ cekpeTHbIM KITF04YOM MOTYT ObITb pa3melleHbl Ha
XKeCTKOM ancke nnbo Ha BHELLHEM KIOYEBOM HOCUTENE — OUCKETE, 3NIEKTPOHHOM KIltoye
eToken u gp.

CLl,eHapI/II/I OTNN4aroTCAd TeM, KTO CO3aaeT KIio4YeBYIO Napy AnA J1okalibHOro cemechKaTa
noJsib30BaTeENA U Ha KakoM KIto4eBOM HOCUTENEe pa3MeLlleH KOHTeI7IHep n cbaﬁn C
CEKpPETHbIM KITFO4YOM NOoJib30BaTENA, BO3IMOXHa U HET NpoBepKa COOTBETCTBUA
cemechKaTa nonb3oBaTesnia N CEKPETHOro Krko4a, KonmpyeTcda Unm Het KOHTeIZHep C
CEKPETHbIM KIMKO4YOM BO BpeMdA MHCTaNNAUMM Ha KOMNboTepe nosib3oBaTtend.

CSP VPN Client
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41. TlepBbln cueHapuu

Bce gencteusa no cos3gaHumio Kno4eBon napbl, GOpMUPOBaHMIO 3anpoca 1 Co3aaHnto
cepTudukaTta nonb3oBaTens npomseoaarcsa agmuHucTpatopom CA. Tpu 3TOM KOHTERHEp U
ann ¢ cekpeTHbIM KMOYOM pa3MeLLaoTCa Ha BHELLIHEM KITOYEBOM HOCUTENE, Hanpumep
anckeTte. B aToM cueHapum BO3MOXHO BKIMIOYMUTb KOHTENHEP U CEKPETHBIN KIHoY B
WHCTanNnAUNOHHbIV dhans, npyn aTom OyaeT npoBeAeHa NpoBepKa COOTBETCTBMS
cepTudukaTta nonb3oBaTeNs N CEKPETHOrO Koya BO BpeMs CO30aHUSA MHCTaNmMALMOHHOro
danna. A npu yctaHoBke CSP VPN Client Ha komnbloTepe nonb3oBaTeNsd MOXHO
CKONUPOBAaTb KOHTENHEP U dhain C CEKPETHBIM KIMOYOM C AUCKETbI Ha APYron KrnoveBomn
HOCUTENb.

Jenctena agMuHucTpaTopa no 3ToMy CLEHapuio crneayoLme:

e aaMuHucTpaTtop BesonacHoCcTu nonyvaet oT agMuHucTpatopa CA nokanbHbIv
cepTudmKaT NoNb3oBaTeNs U KOPHEBOWN cepTudUKaT YAOCTOBEPSIOLLENO LIeHTpa
(Trusted CA Certificate), akcnopTupoBaHHbie B hainbl. EMy nepepaetcs
KOHTENHEP C CEKPETHBLIM KIHOYOM MO0 KOHTEWHEP U ddaiin C CEKPETHLIM KIHOYOM
Ha guckete

e agmuHucTpaTop 6e3onacHOCTV onpeaenseT Ans nonb3oBaTens IoKanbHY
nonuTuKy 6e3onacHOCTH, NokanbHbIe HACTPONKK, ONPeaensieT BKYaTb nNu
KOHTeWHep n hann ¢ CEKPETHbLIM KIMHYOM B MHCTaNMALUUOHHbIV dhawnn, NpoBoauTb
UInN HET NPOBEPKY, KONMUPOBATb UMW HET KOHTEMHEP U dhalin C CEKPETHBIM KIOYOoM,
co3gaBaTb HOBbIN UK ucnonb3oBaThb cyecTByowmnin RNG koHTenHep ans
AaTtdvka cnyvanHblX YNCEeN 1 CO34aeT MHCTaNNAUMOHHBIN bann ang
nonb3oBaTtens

®  MOArOTOBMEHHLIN MHCTANMNSAUMOHHBIV hann coaepXUT UCMNONHAEMbI Kog
npoaykta CSP VPN Client, nepcoHanbHble HACTPOWNKK, NOKamnbHY MNOSNTUKY
BesonacHocTn, nokanbHbIN cepTudmkaT nonb3osartens n CA ceptudumkar.
AgmuHucTpatop 6e3onacHoOCTM nepeaaeT norb30BaTeNio NOArOTOBMNEHHbIN
WHCTanNMAUWOHHBIN NakeT, COCTOAWMUN NMBo u3 MHCTannAunoHHoro danna,
KOHTeWHepa 1 darina ¢ CeKpeTHbIM KNIYoM nonb3oBaTens (Mpu HecTaH4apTHOM
crnocobe) Ha BHELUHEM KIH4eBOM HOCUTenNe, Hanpumep guckeTe, NnMbo oaunH
WHCTannAauNoOHHbIV dhawnn.

Monb3oBaTenb, NONy4YMB UHCTANMALMOHHBIV NakeT, NPOU3BOAUT YCTaHOBKY npoaykra CSP
VPN Client Ha cBoem KomnblOTEPE.
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4.2.

BTopou cueHapum

CosgaHue knodeBon napbl U POPMUPOBaHME 3anpoca Ha floKanbHbIN cepTudukaT
nonb3oBaTens NPou3BOASATCS aAMUHUCTPATOpPOM 6e30NacHOCTU UK NoJib3oBaTeNeM Ha
KoMnbloTepe nonb3oBartens. [1pn 3ToM KOHTENHEP U dhalnn C CEKPETHBLIM KIHO4YOM
pasMeLLaloTCs Ha XXeCTKOM AMCKe Ha KoMnbloTepe nonb3oBaTens. B aTom cueHapum
HEBO3MOXXHa NpoBepKa COOTBETCTBUA cepTudmKaTa Nofb3oBaTeNs U CEKPETHOrO KIo4a,
KOMNmMpoBaHMe KOHTENHepa C XXeCTKOro Ancka He NponM3BOAUTCS.

Hencteus aaMUHNCTPAaTOopa no 3TOMYy CUueHapuio cnegyrouie:

agMunHUCTpaTop 6e3o0nacHOCTU UK NoNb3oBaTesb Ha KOMMbIOTEPE NOJIb30BaTENS
co3aaerT Kni4veByo napy 1 hopMupyeT 3anpoc Ha NoKanbHbIN cepTudgukaT
nons3oBatens. Co3gaHHbIA 3anpoc NocbiNaeTcs Ha cepBep yaoCTOBEPSOLLEro
LeHTpa ceptudmkatoB. [1py 3TOM KOHTENHEP U (halin C CeKPETHbIM KITHOYOM
nonb3oBaTens pasMeLLaroTCs Ha XXECTKOM OMUCKe

agmuHnctpaTop CA Ha cepBepe yOoCTOBEPSIHOLLErO LEeHTpa MO Nofy4YeHHOMY
3anpocy co3faeT fnokarnbHbI cepTUduKaT Nonb3oBaTens u 3KCNOPTUPYET €ro B
dann. KopHeBol cepTudmkat yaoctoBepsioLlero ueHTtpa (Trusted CA Certificate)
Takke akcnopTupyetca B pann. AamuHucTpatop 6esonacHocTu nonyvaet oba atu
cepTudukaTta ot agMmmHuctpatopa CA

agMuHucTpaTtop 6e3onacHOCTN Ha cBoeM paboyem mecTe onpegenseTt ang
nonb3oBaTens fiokanbHy NONUTUKY 6e30nacHOCTU, NoKanbHble HACTPOWKM,
onpegensieT cosgaBaTb HOBLIN NN UCNoNb3oBaTh cyllecTByoWwmin RNG
KOHTENHep ANs AaTyMKa CriydyarHblX YUCEN MU Co34aeT MHCTaNMALMOHHbLIA dhann
[Ons nonb3oBaTtens

NOArOTOBMEHHbIA MHCTANMSLMOHHBIA han coaep>KUT UCNONHAEMbI Kog
npoaykta CSP VPN Client, nepcoHanbHble HaCTPOWMKK, NOKanNbHYK NOAUTUKY
BesonacHocTn, nokanbHbIN cepTudukaT nonb3osartens n CA ceptudukar.
AgmuHucTpatop 6e3onacHoOCTM nepeaaeT norb30BaTeNio NOArOTOBMEHHbIN
WHCTanNMAUWOHHbIN NakeT, COCTOSILLUIN U3 OOQHOr0 MHCTaNMSLMOHHOro ¢hanna.

Monb3oBatenb, NONYy4YMB MHCTANSALUMOHHBINA NakeT, NPOM3BOAUT YCTaHOBKY npogykta CSP
VPN Client Ha cBoem KomnbloTEPE.
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5.  [eHepauus Kn4YeBOU Napbl 1
co3faHue 3anpoca Ha cepTudmkar
nonb3oBaTens

Mo BTOpOMY CLiEHapWIO NOJSIb30BaTENb HA CBOEM KOMIMbIOTEPE MOXET CaM co3faTtb
KMoYeBylo napy 1 cchopMmUpoBaTh 3amnpoc Ha cepTudmkaT nonb3osartens. Onviem
AeicTBuS nonb3oBaTens.

War 1: ycraHoBUTE nporpaMmmMHbin npoaykt "Admin-PKI" komnaHum Signal-COM.
YcTaHoBKa 3TOro npoaykra onvcaHa B pasgene "YcraHoska "Admin-PKI".

War 2: 3anyctute Admin —PKI (lTycx - TIporpammer —Admin-PKI (trial)- Admin-
PKI (trial)).B meHo ®opmupoBaHue Bbibepute NyHKT 'eHepaums Kno4ven:

:"In Admin-PKI {(EepcyA ANA TECTHPOEaHWA) - |EI|£|
afn | PoprvpoEaHke  HacTpodkk  MpocmoTp sypHana  ?

EHEpALMA KNHYER
Janpoc cepTHHKATA

T 4

PucyHok 1

CSP VPN Client
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LWar 3: B none Katanor kno4eBoro Hocutensi 3agante KOHTeIZHep B Bnae Katanora Ha
XEeCTKOM ONCKe.

PeM{vM reHepayyy CEKpETHOMND KNHoua (Bepcua A x|

IV Kmouw & popmare CKIM [KPMITO-KOM 3.2 =l

ANFOpUTE FEHEDALMH EMYe

[rocT P 34.10-2001 | Lnna kosa (Gurl [ 256

— KanueEok HoouTENE

K.aTanor KnioYeEoro HOCHTENS;

IE:\useeranivanuﬂ j EI CeRpETHEIN Koy

P 3010 CEKPETHOMD KAKYA;

* [epBUYHAA rEHEQALMA CEKPETHOMD KKYa
" CreHa TEKUYLWErD CEKPETHOMD KAKYa

k. I OTreHa Cnpaek.a

PucyHok 2

Lar 4: ecnv cekpeTHbIN KoY Nonb3oBaTens HYXHO pa3MeCcTUTb He B KOHTENHepe, a B
oTaensHoMm panne, TO B OKHe Pexunm reHepaumm CeKpeTHOro Kroya HaKMuTe KHOMKY
CekpeTHbIl KNty 1 B okHe Palin CEKPETHOro KMnya yKaxnTe uMs danna ¢ cekpeTHbIM
Krnoyom, n Haxmute OK:

Maiin CEKPETHOID KNH4a %]

K.aranor KnioYeEoro HooHTENA

IE:"-.userchntHivanw

P alin CEKPETHOMD K4S

| =]

PucyHok 3

LWar 5: Ha Bonpoc 0 3ajaHUKM HOBOroO KaTtarnora (KoHTelHepa) oTBeTbTe Yes:

admin-PKE T

3aAaHOro KaTanora
Clusericontlivanoy

HE CYLECTEYET!

Co38aTE?

PucyHok 4
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LWar 6: BecTu 3anpalwmBaeMble NnapameTpbl Ans cepTudukata nonb3oBaTens u B none
dann 3anpoca ykasaTb UMs harina, B KOTOpbIN ByAeT 3anucaH 3anpoc Ha cepTudukar, 1
HaxaTb OK. [puMeyaHue: ecnu npu co3gaHum 3anpoca Ha cepTudukaTt npu 3anonHeHum

nonewn ceptndurkaTa NCNoNb3yTCH pycckne 6yksbl, HEOH6X0AMMO, YTOBLI OHU BbINK

BBeaeHbl B popmate UTF-8.

MapameTpsl 3anpoca ceptydukara (Bepoya A

¥ Eniouw & eopraate CE3M

il

— K.aTanor KaYeEara HOCUTENA & KAKYO 407 DoptWpoEaHMA 3anpoca —
- ~u .
IE:"-.user'\.u:u:unt"wanu:uv vI Iil CerpETHRIA KNy |

— P ain zanpoca

II::"'.user"'.cnntHivannv"-.request. pEm

=]

— Tun zanpoca
{* CardonognucaHHEIA

£ (oanHEaHHEIR ARUTHRM Ky

K.aTanor KNioYeEoro HOCHTENA © KAKHOk 404 NognHci Sanpoca

I.-’-\.:"-. j EI [CERpETHEIMN KTHY |

[T Cepmudurar kmya 00 Nognuck Sanpoca

=]

K.ooMpoEka cHMEONCE B sanpoce © 0 AMGS] f+ UTF3

— JanpalMEBastbIe NAPAtET PR CEPTHEMEATS

CTpaHa |H|_| [ RU gna Focoue |

Mouck.... |

OénacTe/Paiiod |

[Mopog/Cena IM':'S':':'W

[ praH1zaunua IS -Temra

MNoopazaeneHWE I.je-.,a.3|

Hon#HocTE

MonHoe WA |lvanoy

E-mail aapec Iivanav@s-terra.carr]

k. I OTrEHa

Cnpaeka

PucyHok 5

Lar 7: B OKHe OT4YeTa O BbINOMHEHHbIX onepaumsx Haxmute OK:

@ Mpoue avpa reHepawkH Knioder CH3 1M zanpoca yonewHo sagepeHa |

K.aTanor KnHYeEora HOCHTENA:
Cihusericontiivanoy

AN sanpoca Ha cepTHRMKaT:
Cusericontivanosy request. pem

EFn 3anNpoca Heobx0AMMD NEPEAATE Ha CEpTHbMESLMHD,

PaboTa C HOBbIM CEKpETHEIM KNHIH0M ﬁ';.-'.ﬂ.ET BOSMO¥HA TONEED NoCne nony4YeHMAa EEDTHEI:IHKEITEI.

PucyHok 6
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LLar 8: B okHe Ha Bonpoc 0 coxpaHeHuu B Bydepe obmeHa 3anpoca Ha cepTudukat
Haxmute Yes:

admin-pki =

@ CoxpaHKTE B Ayibep ofMeHa 3anpoc Ha cepTHdHKaT?

Yes Mo |

PucyHok 7

LWar 9: Ha Bonpoc o nepegadye 3anpoca Ha cepTudukaT B Yaoctosepsitowmi LieHTp no E-
mail HaxxmuTe No:

adminpk1 X

MepeaaTe SEMNPOC HA CEpTHDMKAT B ¥ A0CTOBEpAHILWHA LIEHTp
no E-mail?

Yes Mo |

PucyHok 8

LWar 10: Ha Bonpoc 0 nepefaye 3anpoca Ha ceptudukat B YaoctoBepstowmin LieHTp
yepes Web-unHtepderic Ygoctosepstowero LieHTpa HaxmuTe No:

adminpk1 X

MepeAaTk 3aNpoc Ha CEPTHOMKAT B ¥ A0CTOBEDAHIWLMA LIEHTR
uepes Web-wHTepdefc ¥ gocToEepAtowern LieHTpa?

Yes Mo |

PucyHok 9

War 11: Ha Bonpoc o0 pacnevaTtke 3anpoca Ha ceptudukaT HaxmuTe No:

Admin-PKI_________ X

@ Facne4aTaTh Zanpoc Ha CEPTHMIEET?

Yes Mo |

PucyHok 10

Mocne atoro Admin-PKI MOXHO 3akpbIThb.

KoHTerHep ¢ knoyeBon MHopmMaumen n CEKPETHLIM KIMoYOM pa3MeLLeH B YKa3aHHOM
Bamu katanore. A 3anpoc Ha cepTuduKkaT — B ykazaHHOM channe. B gaHHOM npumepe:

e KaTanor KoHTenHepa — C:\user\cont\ivanov

e (hann 3anpoca Ha cepTudmKkaT nonb3oBaTens —
C:\user\cont\ivanov\request.pem.
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6. Otcbinka 3anpoca Ha cepTudukar

Co3paHHbIN 3anpoc Ha cepTMduKaT HYKHO OTocnaTh B YaoctoBepstowmin LieHTp,
umetowmnin CA ceptudumkat, co3gaHHbIN C UCMONb3oBaHMEM Kpuntonposanaepa Signal-
COM CSP.

War 1: sanyctute Microsoft Internet Explorer n B none gns esoga URL ¢ npedukcom
http:// ykaxute IP-agpec Yooctosepstowlero LieHTpa n yTmnuty certsrv, Hanpumep,
http://10.0.32.33/certsrv.

Lar 2: B nosiBvBLIEMCS OKHe YaocToBepstollero LleHTpa BbiGepute 3agady —Request a
certificate (PucyHok 11):

2 Microsoft Certificate Services - Microsoft Internet Explorer O] x|
J File Edit ‘Miew Faworites Tools  Help ﬁ
J EBack + = - (D il | ‘Qisearch [ Favorites ¢ Histary ||%, =h

| Address @ hktp: 10,0, 34, 33 cerbsryf x| @eo | |Links »

Microsoft Cedificate Services - S-Terra TSP CA

Welcome

Lse this Web site to request a centificate for your Web browser, e-mail
client, or other program. By using a certificate, you can verify your identity
to people you communicate with owver the Wyeb, sign and encrypt
messages, and, depending upon the type of certificate you request,
perform other secunty tasks.

You can also use this YWeb site to download a certificate authority (CA)
cerificate, certificate chain, or certificate revocation list (CRL), or to wiew
the status of a pending reguest.

For more information about Certificate Services, see Cerificate Services
Documentation.

Select atask:
Feqguest a certificate

Wiew the status of a pending certificate request
Download a CA certificate, cerdificate chain, or CRL

w |

& I_ I_ /@ Internet

PucyHok 11
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War 3: Boibepute advanced certificate request (PucyHok 12):

43 Microsoft Certificate Services - Microsoft Internet Explorer -0l x|

J File Edit Wiew Favorites Tools Help ﬁ

J ‘s Back - = - @ it | aﬁearch (3] Favarites @Histury ||%v =

J.ﬁ.ddress @ hkkp: /f10.0.34, 33 certsrv/certrqus. asp j E'{}GD JLinks »

Microsoft Cedificate Services - S-Terra CSP CA

Request a Certificate

Select the certificate type:
Weh Browser Certificate
E-Mail Protection Certificate

iJr, submit an advanced cerificate request.

a

€] || |4 mternet

PucyHok 12

Lar 4: BbibepuTe BTOpOe NpeanoxeHne Submit a certificate request by
using a base 64-encoded CMC or PKCS #10 file, or submit a renewal
request by using a base-64-encoded PKCS #7 file (PucyHok 13):

3 Microsoft Certificate Services - Microsoft Internet Explorer =10 x|
J File Edit ‘Miew Favorites Tools  Help ﬁ
J Back ~ = - () i | ‘Qhsearch (G Favorites ¢ @History | 2 S

J.ﬁ.ddress IE hkp: (10,0, 34, 33/ certsevcertrgad, asp j orao JLinks »

Microsoft Cedificate Services - S-Terra CSFP CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request.
Click one of the following options to

Create and submit a request to this CA.

Submit a cerificate request by using a base-Bd-encoded CMC or

PRCS #10 file, or submit a renewal request by using a base-g4-
encoded PKCS #7 file.

a2

€] || |4 mternet

PucyHok 13

CSP VPN Client
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War 5: ckonupynte n3 danna 3anpoc Ha cepTudukar, BCTaBbTe ero B norne Saved

Request U HaXmMuTe Submit (PucyHok 14):

3 Microsoft Certificate Services - Microsoft Internet Explorer

J File Edit Yiew Favorites Tools  Help

J R Back - = - @ it | aﬁearch [3] Favorites @Histnry ||%v =

J.ﬁ.ddress @ http:/r10.0.34. 33/ certsry foertrgxt, asp

j .f'{)GD

Microsoft Certificate Services -- 5-Terra CS5P A&

Submit a Certificate Request or Renewal Request

Saved Request:

To submit a saved request to the CA, paste a base-64-encoded CMC or
FH.CS #10 certificate request or FKCS #7 renewal request generated by
an external source (such as aVWeb server) in the Saved Request box.

4| |

Browse for a file to insert.

Additional Attributes:

(CMWC or PrvlloIgZ
PECS#0or  |-———- ENDL CERTIFICATE REQUEST--
FKCS & |

4VhINEF zuGh M5t BF 8 OXF xvAN 1 dxVVE qyC T yHva/ 7|
Base-bd-encoded |z+Mz2 303 SEUr61 AAANA4GCisGAOOEr VEEAWIFAANT
certificate request |S2n03LEQS aWWgwl A7 gRGDaTeJrwl IB IO 1XuT9sg

=
Attributes: -
4 L L |
submit =
[
| & l_ l_ /@ Internet 5
PucyHok 14
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LWar 6: YooctoBepsiowun LieHTp nsgan ceptudukat nonb3oBaTerns no nony4yeHHomy
3anpocy. Beibepute cdopmat dhanna ceptudmkata n Haxmmte Download certificate
(PucyHok 15) :

2 Microsoft Certificate Services - Microsoft Internet Explorer O] x|

J File Edit ‘Miew Fawvorites Tools  Help ﬁ

J EBack + = - () il | ‘Qisearch (G| Favorites ¢ BHistary |%v =h

J.ﬁ.ddress @ http: f110.0,34 33/ certsryfcertfnsh, asp j oriEn JLinks =

Microsoft Cetificate Services -- 5-Terra CSP CA

Certificate Issued

The certificate you requested was issued to you.

T DER encoded or & Base 64 encodead

o] Dowinload certificate
| Dowinload certificate chain

|

&) Done I_I_lﬂ Internet

PucyHok 15

Lar 7: yctaHoBUTE nepekrodaTens B NofoxeHue Save this file to diskwu
HaxkmuTe OK (PucyHok 16):

File Download x|

'ou have chosen to download a file from this location.

certnew.cer from 10.0.34.33

What would pau like to do with thiz file?

" Open thiz file from its curent location
& Save thiz file to dizk

¥ | iliways ash before apening this tupe of file

k. I Cancel kMare Infa

PucyHok 16

CSP VPN Client
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LWar 8: BBeanTe nms goanna, B KOTOpbI ByaeT 3anucaH cepTudmkaT nonb3oBaTens un
HaxmuTe Save (PuUcyHok 17):

saveas 20|
Save in: Iﬁ iwaroy j = I'fF '
Dkﬂys

by Documents

File narme: Iivannv.ced hd | Save
[

Cancel |
F

A

Save az type: I Security Certificate

PucyHok 17

B pesynbTarte BbINOMHEHHbIX AENCTBUI cepTMduMKaT NONb30BaTENA 3KCNOPTUPOBaH B
(havin, KOTOPbIA HY>KHO NepeaaTb aAMUHUCTPATOPY AN NOArOTOBKM UHCTaNMSALUOHHOIO
nakeTa nonb3osartens. CekpeTHbIN KoY cepTudurkaTa nonb3osaTtens pasmeLleH B
KOHTEeWHepe Ha XeCTKOM QUCKe KOMMbloTepa Nonb3oBaTtens (B 4aHHOM npumepe—
C:\user\cont\ivanov).
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1. [MoaroroBka K uHcTannsauum CSP
VPN Client

Mpoaykt CSP VPN Client paboTaeT nog ynpaBneHnem onepaunoHHbIX CUCTEM:
e MS Windows 7 (32-bit) Russian Edition

e MS Windows Vista (32-bit) Business SP2 Russian Edition

e MS Windows XP Professional SP3 Russian Edition (8 Tom yncne Embedded).

B OC Windows XP Embedded nmetotcsa HekoTopble ocobeHHocTH B nogrotoeke OC,
KoTopble criegyeT ydyecTb neped nHctannaumen CSP VPN Client, onucaHHble B pasgene
«Mogrotoka OC Windows XP Embedded k nHctannauum CSP VPN Client».

B OC Windows 7 x32 nepeg nHctannsaumen CSP VPN Client nepeseaunte cnyxoy
«Mopgynu kntoyen IPsec anst obmeHa kntovyamu B VIHTepHeTe 1 npotokona IP ¢ npoBepkon
NOANMHHOCTMY (BHYTpeHHee Ha3BaHue — IKEEXT) B cocTosHme «OTkmtoveH» (MaHenb
ynpaenenusi-Cuctema n 6e3onacHocTb-AgMUHUCTPUpOBaHne-Cnyxobl).

CSP VPN Client
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7.1. ToarotoBka OC Windows XP Embedded k
WHCTaNNALUU

lMpennonaraeTcs, YTO UCNOMb3YeTCA HEKOTOPbLIN TUNUYHBIN BapuaHT yctaHoBku Windows
XP Embedded ana ¢oopmmnpoBaHus pabotocnocobHON KNMEHTCKOM cpenbl, B KOTOPOW
3anyckalTcsa u paboTtatoT 6onblmHCTBO nNporpamm ans Windows XP. B atom BapuaHTte
0ba3aTensHO OOMKHbI MPUCYTCTBOBAThL ceTeBble kKoMMNoHeHThI, Windows Installer, GUI n
T.M.

Hanee B Tabnuue nepeuncneHbl Heobxoammble kKomnoHeHTbl OC, koTopble MOryT
OTCYTCTBOBaTb B TUNMYHOM BapuaHTe yctaHoBkm Windows XP Embedded. >KenatenksHo,
4YTOObl AaHHbIE KOMMOHEHTHI Obinn gobaBneHsbl npu cbopke obpasa OC.

Tabnuua 1
Heo0xoanMbIii KOMIIOHEHT DLL nnst 00X0AHOT0 perenus
Performance Data Helper pdh.dll, odbcbcp.dll
Quality of Service Traffic Control traffic.dll

Ecnu gaHHble KoMMoHeHTbI He Obinn AobasneHsbl, To nocne nHctannauun CSP VPN Client
ucnonb3ynte DLL gnst o6xoaHoro pelwwenus. [aHHble DLL Bo3bmute 13 Ton e Bepcun OC
XP Embedded nn6o u3 cravgaptHon OC Windows XP Professional (kaTanor
C:\WINDOWS\System32) n ckonupynte ykasaHHole DLL B katanor Npogykra.
BbinonHMTe KonMpoBaHWe BPY4YHYO MOCNe TOro, kKak MHCTannATop co3aacT kaTtanor
MpoaykTta. 370 XenaTesnbHO caenaTtb 40 3anycka cepBuca vpnsve. Ecnu daiinbl He
OyayT ckonMpoBaHbl A0 MOMbITKW CTapTa cepBuca, OyaeT BblgaHo coobueHne 06
owmnbke 1920 ("Service 'CSP VPN Service' (vpnsvc) failed to start.
Verify that you have sufficient privileges to start system
services."). Ckonupynte Tpedyemble DLL n HaxxmuTe kHonky Retry.

BHumaHue! Nepeq konuposaHnem ybeamTecs, YTO ykasaHHble dannbl
OENCTBUTENbHO OTCYTCTBYHOT B KaTanore C: WINDOWS\System32.

B HeKkoTopbIX cucTeMax BO BPEMSI MHCTaNMSALMN MOTYT NOABMAATLCA COODLLEHNSI O HEXBATKE
cBOOOAHOro MecTa Ha gucke, HECMOTPS Ha TO, YTO Ha CUCTEMHOM Aucke cBoboaHoro
MecTa 40CTaTo4yHO. dTa CUTyaums MOXeT ObITb Bbi3BaHa TeM, 4YTo kaTanor % TEMP%
(%TMP%) ykasblBaeT Ha MarneHbkuii RAM-Auck.

Insa obxona aton npobnembi:
e co3falniTe BPpEeMEHHbIN KaTanor Ha CUCTEMHOM aucke (Hanpumep, C: \TEMP)

e nepeonpegenute nepemMeHHble okpyxeHnsa TEMP 1 TMP, yka3aB B HUX MOJIHbIN
nyTb K JA@HHOMY KaTanory:

e  HaXMuTe MpaBoOMr KHOMKOW Ha "My Computer"”, ganee Properties ->
Advanced -> Environment Variables; B pa3gene "User variables
for Administrator" nomeHsanTe 3Ha4yeHus TEMP n TMP.

Mocne 3aBepLlueHna nHeTannaumum BepHnte gaHHble nepeMeHHble B UICXOOQHOEe 3Ha4YeHune, a
TaKkKe yganumrte BpeMeHHbIVI Kartanor.

[na maccoBbix YCTAHOBOK MOXXHO HanmcaTtb CKpUNT Ui nnum BAT-cba|7|n, BbIMONHSAIOLLNIA
BbllLenepevyncrieHHble DEencTBuS.
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8. UHcTannsauua CSP VPN Client

YcTaHoBKa npoayKTa OCyLeCTBIIAE€TCA 3alnyCKOM UHCTaJNTALMOHHOIo c*)a|7|na,
noaroToBJs1IEHHOIo U nepeadaHHoOro aaMMHNUCTPaTopoMm ©e3onacHOCTU NoMb3oBaTESIo.

MHcTannauusa gormkHa npon3BoanUTbCA Nosrb3oBaTtenieM, MMeLWMM npaBsa
agMUHUCTpPaTopa.

Ecnu koHTelrHep 1 dhann ¢ CekpeTHbIM KITOYOM MoNnb30BaTens HaXOAsaTCs Ha gUCKeTe, TOo
anckeTta gomkHa OblTb BCTaBneHa B ANCKOBOA.

Mocne 3anycka danna ans ycraHoBkn CSP VPN Client MHCTannsuma nponcxoguT B 0AHOM
13 3 peXnmMoB, KOTOpbLIA ObiN BbIOpaH agMMHUCTPaTOPOM NpW MOArOTOBKE
WMHCTaNnAUMoHHoro danna:

® pEeXMM basic — OCHOBHOWN pPeXMUM, HEMHTEPAKTUBHAsI YCTaHOBKA C 3anpoCOoM Ha
WHCTaNNsIuuo, BapnaHT No yMon4aHuto

. pexmmMm normal — MHTEpPaKTUBHasA yCTaHOBKa

e pEeXUM silent — HEMHTEpaKTNBHasA ycTaHoBKa 6e3 3anpocoB.

Bce npotokonupyemble cobbitus npu nHctannaumm CSP VPN Client 6yayT 3anvceiBaTtbCcs
B hain, KOTopbIN 3agan agMUHUCTPATOP NPU CO34aHMN MHCTaNMALMOHHOIO nakeTa
nonb3oBaTtens.

Mpn BO3HMKHOBEHMM OLINBOK BO BpEMSI MHCTaNNsLMm unu paboTsl MNpoaykta ycTpaHute nx
W NonbITanTecb NOBTOPHO NpoBecTu MHcTannsumio MNpoagykra. MNpu noasneHumn cboes BO
Bpems paboThbl [NMpoaykTa nepesarpy3nte KOMMNbIOTEP, HO ECIK Nepesarpyska He yCTpaHsaeT
npobnemy — obpaTtuTeck B CNy0y Nogaepxkv No agpecy support@s-terra.com.

Mpu nHctannaumm CSP VPN Client nponcxogut OTKMoYeHMe cTaHAapTHOro cepeuca,
cBsazaHHoro ¢ IPsec u IKE n nepesog ero B coctoaHne Manual. B Windows XP — 370
Cnyxba IPSEC, BHyTpeHHee Ha3BaHue koTopou PolicyAgent. B Windows Vista/Windows 7
—ato Cnyxba «Mogynu kntoyen IPsec ans obmeHa kntovamu B VIHTepHeTe 1 npotokona IP
C MPOBEPKON NOASIMHHOCTUY (BHYTpPEHHee Ha3BaHue — IKEEXT).

B Windows Vista/Windows 7 npou3sogntca HacTpomka wrtaTHoro FireWall cepsuca
(Bpangmayap Windows). Npu yctaHoske CSP VPN Client B Windows FireWall
pobaBnsieTca HOBOE NPaBuUIo:

e MpaBuno Ans BXOAALUMX MNOAKIOYEHNN

e umsa — CSP VPN Service — UDP allowed (predefined)

e  MpaBwmo BKIOYEHO

e [eNCcTBMe — pa3peLwnTb NoAKMNYeHe

e npotokon — UDP (Bce nopThl)

e porpamma — NosHbIN MNyTb K yCTAHOBIIEHHOMY dhainy vpnsvc.exe
e CNyXObl — NPUMEHATLTONBKO K Cryxbam

e rnpodunun — Bce npodunn

L] OocCTalibHble NapamMeTpbl — N0 YMOJTHaHUIO.

OTW HACTPOMKM MOXHO MOCMOTPETHL creaytowmm obpasom: MNMaHenb ynpaeneHns —
AamuHucTpupoBaHue — Bpangmayap Windows B pexxume noBbILLEHHOW 6Ge3onacHOCTH —
MpaBuna gns BXoOAWMX NOAKIHOYEHUN.
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8.1. Pexum basic

B OC Windows Vista/Windows 7 npu yctaHoBke CSP VPN Client BblgaeTcst OKHO
(PvcyHok 18). Heobxognmo paspelunTb 3anyck MHCTannsatopa — BblbepuTe npeanoxeHue
PaspemwmnTs.

x

i

@ HeonozHaHHaA NPOrpaMMa XOYeT NoNy4YHThE OOCTYN K 3TOMY KOMNLIOTEpRY

He sanyckaliTe 5Ty NparpaMMy, 8cnid Bel HE 3HEETE, OTKYAS OHE MW HAKOM A0S He
WCMoNE30BanM ee,

@ normal_dient. exe
MsnaTenb HewssecTEH

=% OrTmena
A HE 3HaHD, OTKYAA E3ANGCE 5Ta NPOrPEMMa M 334EM OHE HYHHE,

=» Paspeumtb

A noBepAKD 5TOM NporpaMMe. A 3HaK, OTKYAS 0Ha, WAk oBnansko onbIToM e
WCMONE30BaHMA.

bt | CeeneHuA

KoHTpone y4eTHe samkcel (UAC) NoMOraeT NpeaoTEPaTHTE HECAHKLMOHMPOBaHHEIE
MZMEHEHMA HE KOMMEHOTEDE,

PucyHok 18

3atem BblgaeTcs 3anpoc Ha nHctannsumio CSP VPN Client (B OC Windows XP 310 okHO
NnosiBRsSieTCS NepPBbLIM):

CSP ¥PN Client Setup x|

\i:) Z5P WPM Client (3.1,9869 sc) installation is ready ta beqgin, Da you wish ko conkinue?

Aa I HeT |

PucyHok 19

Mocne HaxaTusa KHOoMku a NPOUCXOANT yCTaHOBKa npoAyKra:

CSP ¥PN Client Setup

[

PucyHok 20

CSP VPN Client
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MNosiBNsieTCcs OKHO C MHONKATOPOM npouecca nHctannaunm:

& CSP ¥PN Client (sc) Setup

Updating System
The features you zelected are currently being installed.

Time remaining: & seconds

Wize Installation Wizard®

Cancel

PucyHok 21

Ecnu B npouecce uHctannsumm nponcxogut cosdgaHne RNG koHTenHepa, TO nosiBuTCs
OKHO, B KOTOPOM MPOCAT BBECTU KaKyt-TO HavarnbHy0 MHOpMaLUo s gaTymka
cny4varHbIX Yncen (BBECTU CUMBOIIbI, KOTOPbIE BLIBOASATCHA Ha 3KpaH, U HaxaTtb Enter):

¢ | Random Mumber Generation

116
2-16
316
416
L6
616
Step= 7716

PucyHok 22

Ecnu ncnonesyetca cywecteyowmii RNG KOHTENHEp unu nponcxoguTt ero KonnpoBaHue,

70 okHo Random Number Generation He nosBnsieTcs.
Ecnu co3paeTtcsa HoBbIt RNG KOHTENHEP UM NPpOUCXOANT ero KonnpoBaHue, a nepeq

WHCTaNNsiunen yxxe CyLLECTBYET KOHTENHEP C YKa3aHHbIM MMEHEM, TO OH OyaeT 3ameLleH

HOBbIM KOHTENHepoM (6e3 4ONOMHUTENBHbIX 3anpoCcoB).

CSP VPN Client
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Mpu nHctannaumm B OC Windows Vista/Windows 7 nosiBnsetcsa okHo (PucyHok 23) ¢
3anpoCcoM Ha YCTaHOBKY ApanBepoB. BeibepuTe npeanoxeHne — Bce pabBHO
YCTAHOBUTbL BTOT IpawnBep.

x

@ He yoanock npoBepuTL K3OATENA 3THX [ paiBepos

<% He yCTaHaBNHBaThb 3TOT ApadBep
MpoeepbTe Bel-y3EN MEroTOBMTENA 000PYAOBAHWA Ha HaNM4KMe 0OHOBNEHHBIX
NPEHEEPOE ANA 3TOMD YCTPONCTES,

<» Bce paBHO YCTAaHOBATE 3TOT OpadBep
YCTaHaENMBANTE TONLKO TE APaHBEDEl, KOTOPKIE NONYYEHbl C BED-Y3Na 1K
KOMMEKT-AMCKE W3roToBuTenA obopyaoBaHIMA. HeNOANMCEHHEIE APaHEEDE! M3
APYTHX MCTOYHKUKOE MOMYT OKE3EThCA BPELOHOCHEIMIA MPOrPaMMENMA,

- | MokazaTte noapobHocTI

PucyHok 23

Ecnu nactannaums npomcxoant B OC Windows XP u peakuus cuctembl Windows Ha
YCTaHOBKY HEMOANUCAHHLIX ApaviBepOB NOCTaBreHa B nonoxeHue lpenynpexnars (Iyck
— Hacrpowmka - IlaHesp yhnparBJjieHus - CucrTeMa — CBOMCTBA CUCTEMH-
Obopynoeaure — I[OANUCHBAaHME IpaliBepoB — llpemynpexnars), TO BO3MOXHO
nosieneHne okHa (PucyHok 24) ona noaTsepxaeHus yctaHoBkun Ha uHtepdenc VPN Filter.
Takmx OKOH MOXET NOSIBUTLCA HECKONbKO. [Ns NpOAOImKeHNs npoLecca MHCTannsaumm
HaXMWTe KHOMKY Bce paBHO NPOLOJIXUTEH B KXKAOM U3 3TUX OKOH:

YCTaHOBKa 000pY ROBaHWA

L] E MNporparraHoe oOECAEYEHME, YCTAHAENHESEMOE 005;
L
YWPM Filker Miniport

HE TECTHPOBANOCE H3 COBMECTHMOCTE © Windows =P, [
MNogpofHes o Takokd TECTHDOESHMM. |

YcTaHoBKa 3TOro NporpaMmMHoro oGecneYeHua MOXKeT
HAapYwHTE patoTy cHcTemul. Microsoft pexomennyer
NPEKPATHTE YCTAHOBKY M OOPATHMTLCA K NOCTABUWMEY
NpoOrpaMMHOro ofiecneyeHys Sa BEPCHER, Npowenwen
NPOBEPKY HA COBMECTHMOCTh.

Bce paEHO Npoaons#iTe | | [Npek paTTE YoTaHOEKY I

PucyHok 24

ﬂﬂﬂ OTKIMHYEeHNA BO3MOXHOCTU NOABITIEHNA TaKOoro okHa B OI'IepaLI,I/IOHHOI7I cucreme
Windows XP BonguTe B OKHO IlapamMeTphl MONNMCHBAHUA OpareBepa: Iyck —
Hacrpomka — IlaHenb ynpaBJeHusa - CucrtemMa — CBOMCTBa CUCTEMBI-
ObopynosaHMe — IloOnMcCHBaHME Opaleepos, NOCTaBbTE Nepeknio4vaTenb B
nonoXxeHue IponyckaTb U HAXXMUTE OK.
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Mpu nHctannsumm B OC Windows XP Embedded, npu yctaHoBke ApanBepoB He
nokasbiBaeTcs npeaynpexaeHue ob yctaHoBKe HenoAnncaHHbIX ApanBepoB (BHe
3aBMCUMOCTM OT COOTBETCTBYIOLLIEN CUCTEMHOW HACTPOMKN).
Mpy nonbITke YyCTaHOBKM Apansepa vpndrvr, cucteMa MOXeT He HanTu hannbl vpndrvr.sys,
netvpn_m.inf, koTopble n3HayanbHO pacnonaratoTca B gnpektopun NpoaykTta, n BbiaaTb
OKHO C 3arpOoCOM Ha yKasaHue nyTu K OAHOMY 13 3TUX hannos:

The file '<uma damna>' on VPN Filter Disk is needed.

Type the path where the file is located, and then click OK.

Copy files from:...

Ykaxute gupekroputo MNpoaykta no KHOMNke Browse. . .

Mo okoH4yaHun yctaHoBkn CSP VPN Client Beigaetcsa okHo (PucyHok 36) ¢
npeaynpexgeHmem o HeobxoaMMOCTH nepesarpyskn onepaunoHHON CUCTEMBI.
MpumeyaHwme: ecnv Npu nHcTannsummn 6yaet obHapyxeHa 6a3a foKanbHbIX HACTPOEK,
OCTaBLUAACA OT NpeablayLlen yCTaHOBKU NPoayKTa, TO MO YMOMYaHMIO MPOUCXoauT
obHoBneHne 6a3bl NokanbHbIX HACTPOEK KPOME TEX, KOTOPbIE OTCYTCTBYIOT NP HOBOWN
WHCTannAauun. B HEKOTOPBIX CUTyaLMsIX 3TO MOXET NPUBECTU K HEpaboTOCNOCOBHOCTY MK
HEeKOppPEeKTHOM paboTe NpoayKTa.

8.2. Pexum normal

ToT pexum aBnaeTca AmanoroBbiM pexxmMmMom.

B OC Windows Vista/Windows 7 npu yctaHoBke CSP VPN Client BblgaeTcsi OkHO
(PvcyHok 18). Heobxoamnmo paspeLunTb 3anyck MHeTannatopa — Bolibepute npeanoxeHue
PaspeumTs.

MosiBnsieTcs cTapTOBOE OKHO BM3apaa C npurnawieHnemM K nHetannsauum (PucyHok 25):

i CSP ¥PN Client {sc) Setup _ 10l x|

Welcome to the CSP VPN Client
(sc) Installation Wizard

V.

It iz strongly recommended that you exit all Windows programs
before running thiz zetup program.

Click Cancel to guit the setup program, then cloze any programs
youl have running. Click West to continue the installation.

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

[Inauthorized reproduction or diztibution of thiz program, or any
portion of it, may result in severe civil and ciminal penalties, and
will be progecuted to the mawimum extent poszible under law.

YWerzion: 3.1.9869 o

< Back | Mext > I Cancel

PucyHok 25

Mocne HaxaTus KHOMKN Next OyAeT OTKPbITO OKHO BM3apAa C TEKCTOM JIMLEH3MOHHOTO
CornaweHus. YcTaHOBKa nepekntoyaTens B nofioxeHne "I accept the license
agreement" gernaeT KHONKY Next OOCTYNHOW:

CSP VPN Client
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fii CSP ¥PH Client {sc) Setup (=] 4

License Agreement

You muzt agree with the icense agreement below to proceed.

Hactomee Jlenressuossos CoMmaniesite Oy egellaeT FoIOEHT HOIIOES 0 AR -
maxoEHEo mpuobperermoro mpogyrra CEP VPN (ganee - Hepemes) Komerrrma

1 0ItEs 0F aTemen [ IEITe CERM HITM FOPEAETe CERE TEAT0nD). [T emdeTon HacTo ATIETO
JIrOTeHRMOHEOTD O OTIANIEHICT AEIAETCA EOTMEes HAT Tepegada [ oiks o ATk
HEFCEIFO ST HE I He Tl £ AE A8 MBI [T 4 TTOTES OF akreT Hegement.

[Tog Hegemerd MOMEIASTCA KOMITIRES MATENHATRHED 00F ¢XTOE (TP 0T Al EET: 3, TR
HATFFIEEL, AMIIAP ATHEDE CREFCTE, HOCHTened M o MATEEL KOAa If OTR AMIEBL

TIf O ETOE, AOKYMEHTAIE B IIEWATHOF H SIeET) OHHOH fopnday) BRI HEED B
Crerprdemareeo Koramerra Hageamo.

Hzmeme 102eT BIIEOTATE KOLMITOHEETE] (ITD 0T AMMEETS H ATIIApaTHEL: CpefcTEa,

B OPMATTHOHHEIS HOCHTEIE M I 0tle ) OT T eTRIE II0 CTABIMECE. K oHeHETH

I1 COIE7 OF ATEIE [IOITYHAET TIf 4F A Ha MCIIOIES 0 AHIe 3TIC KOLITOHEHT Ha 0CHOEE

Jrarerseot o JTTe HEHOMMED O OTTIAINTE FEGT TR 110 CTAFNIRMECE, KOTOREIE ARIACTCA B ;I

| accept the license agreement
{* | do not accept the license agreement

Wize Installation ‘Wizard®

Reszet < Back [ et » Cancel

PucyHok 26

[ns ykazaHus nanku, B KOTOpyto ByaeT yCcTaHOBMNEH NPOAYKT, HaXaTb KHOMKY Browse U
caenatb Bblbop:

{i& CSP ¥PN Client (sc) Setup o ] 59

Destination Folder

Select a folder where the application will be installed.

The Wize Installation “Wizard will inztall the files for C5P YPH Client (=] in the following
folder.

Taoinstall inka a different falder, click the Browse buttan, and select anather folder.
Y'ou can chooge not ta install CSP PR Client (2] by clicking Cancel to exit the YWize
Inztallation wWizard.

" D estination Faolder

C:AProgram FileshCSP WPH Client!, Browse |

wize Installation Wizard®

< Back | Mest = I Cancel

PucyHok 27
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Ecnv npu cosganHum nHctannsaumnoHHoro davna Hactpokn RNG koHTenHepa He Obinu
BKIMIOYEHbI B UHCTaNMSALMOHHbIA dhais, TO NOSABUTCA OKHO BBOAA MHbopMaLun o
pasmelteHn RNG koHTenHepa, KOTOpbI COAEPXKNUT MHULMANMU3ALVNOHHbIE AaHHble NS
Aatdvka cnyvamnHbelx yncen (PucyHok 28). Onsa 3agaHusa pasmelteHns RNG koHTenHepa
HY>KHO YCTaHOBUTb NepeknoyaTenb B OOHO U3 TPeX NOMOXEHWN:

Create new RNG container — 0yaet co3gaH HOBbIi RNG KOHTelHep Ha aTane
nHcTannauum npogykra CSP VPN Client. B none RNG container HYXHO yka3aTb
MONHbIV NYTb K HOBOMY CO34aBaeMOMY KOHTENHEPY, €CNu YKa3aHHOro katanora He
cyllecTByeT, TO OH BygeT co3aaH.

Use existing container - OygeT ncnonb3oBaTtbcs cyuecTeytowmnn RNG
KOHTenHep. HyXHO yka3aTb NomHbIn NyTh K cywecTeyoeMy RNG koHTelHepy B
none RNG container. [aTyuk cnydyanHbiX Yucen npu Kaxaom UCrorb3oBaHuUm
3TOro KOHTenHepa ByaeT 3aunTbiBaTh U3 HEro MHopmMaunio u MmoanduumnposaTb
ero.

Copy RNG container - Bo BpeMs nHctannsaumm CSP VPN Client 6yget
KONMpoBaTbCHA COAEPXKUMOE OOHOrO KOHTeNHepa B Apyron. B none Source RNG
container HYXHO yka3aTb MOMHbIN NyTb K cywecTteyoweMy RNG koHTenHepy u
KOHTENHepy, B KOTOPbIN OH ByAeT ckonnpoBaH B none RNG container. Ecnn
KaTanora Aris HOBOrO KOHTENHepa He cylecTByeT, To oH 6yaet co3aaH. ACH
OyaeT ncnonb3oBaTb MHOPMaLMAD, KOTopas Obina 3anncaHa B KOHTeWHepe.

Ecnu co3paetcs HoBbIi RNG KOHTENHEP M NPOMCXOANT ero KoNMpoBaHue, a nepen
WHCTanNmnAunen yxxe CyLeCcTByeT KOHTEMHEP C yKa3aHHbIM MMEHEM, TO OH OyaeT 3amelleH
HOBbIM KOHTENHEepPOM (6e3 4ONOMHUTENbHBIX 3anpoCcoB).

B none RNG container moxeT ucnonb3oBatbcs nogctaHoBka %INSTALLDIR%)\ , koTopas

O3HayvaeT KaTarnor, B KOTopbI byaeT ycTtaHoBMNeH NpoaykT (no ymonyaHuio — CSP VPN
Client ), Hanpumep, %INSTALLDIR%\rng_cont.

il CSP ¥PN Client {sc) Setup

Random Humber Generator {(RHG) container

Enter the RMG conatiner infarmation

Wize Installation Wizard®

For the container on file spstem uze FULL path to the container directon.
Far the container an el oken use "etokenh”' prefis.
Far the container on Touch Memon uze Vibuttan:s" prefis.

¥ Create new RNG containe:

" Use existing container
" Copy BMG container

Source AMG container:

BMHG container;

IE:'&F‘ngram FilezhCSP VPN Clienthrno_container

¢ Back | Mest = I Cancel

PucyHok 28

CSP VPN Client
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Ecnu npu cosgaHnm nHCTannaumMoHHoro darna permctpaumoHHble AaHHble JInueH3nmn Ha
npoaykt CSP VPN Client He 6binu BKMOYEHbI B UHCTANNALUNOHHBIN chain, TO NOSBUTCH
OKHO ANns BBOAA AaHHbIX JIMLEH3MM Ha NPOAYKT:

i CSP ¥PH Client {sc) Setup

License Registration

Product Code; CLIEMT

Customer Code:; I

Licenze Mumber: I

License Code: I

Wize Installation ‘Wizard®

¢ Back | Mest » I Cancel

PucyHok 29

CTaH}J,apTHOG OKHO BM3apaa coo0LlaeT 0 FOTOBHOCTU K MHCTaNMSIUMK. [ns Havana
MHCTaNNAuMn Haxatb Next:

i CSP ¥PH Client {sc) Setup

Ready to Install the Application

Click Mest to begin installation.

Click the Back button to reenter the inztallation information or click Cancel to exit
the wizard.

Wize Installation ‘Wizard®

Cancel |

PucyHok 30
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[anee nosiBngeTcst OKHO C MHOWMKaTOpPOM npouecca nHctTannauunu:

{i& CSP ¥PN Client (sc) Setup

Updating System
The features pou zelected are curently being installed.

Initializing. .

Wize Installation Wizard®

Cancel

PucyHok 31

Ecnu npoucxoaunt cosgaHme RNG koHTenHepa, TO B CrieayoLeM OKHe NPOCAT BBECTU
KaKyto-TO HayarnbHyl0 HpopmMaumio Ana gaTyvka criydanHblx Yucen (BBECTU CUMBOSbI,
KOTOpble BbIBOAATCHA Ha 3KpaH, u HaxaTb Enter). Takum obpasom, hopmupyetcs

YHUKanbHOE Y1CIOo ANg AaTynka cnydarHbIX Yncerl, KOTopoe NpakTUYeckn HEBO3MOXHO

nogobparhb:

¢ | Random Mumber Generation

PucyHok 32
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Ecnun ncnonbayeTtca cywectytowmn RNG KOHTENHEP UM NPOUCXOANT €ro KOnMpoBaHue,
TO okHo Random Number Generation He nosiBnsieTcs.

Ecnu cosgaetcs HoBbIi RNG KOHTENHEP M MPOMCXOANT €ro KONMpoBaHue, a nepeg,
WHCTanmnsuuen yxxe cyecTByeT KOHTEMHED C YKa3aHHbIM UMEHeM, TO OH OyaeT 3amelleH
HOBbIM KOHTENHEpPOM (6e3 4ONOMHUTENBHbBIX 3anNpoCcoB).

HanbHenwee noseaeHne nHctannaropa 3asucut ot OC 1 ycTaHOBMEHHON NonNb3oBaTenem
onuuu MloanucHBaHue apalkBepos, ONUCAHHOW B pa3gene "Pexum basic".

Mocne 3aBepLueHMsa npouenypbl MHCTannAuun Haxatb Finish:

Mo okoH4yaHum yctaHoBkm CSP VPN Client BeigaeTcs okHo (PrcyHok 36) 0 He06XxoanmocTu
nepesarpyskv onepaunuoHHON CUCTEMBI.

8.3. Pexum silent

B OC Windows Vista/Windows 7 npu yctaHoBke CSP VPN Client BbigaeTcs okHO
(PvcyHok 18). Heobxognmo paspelunTb 3anyck MHeTannsatopa — BblbepuTe npeanoxeHue
PaspeumnTs.

B pexwume silent nponcxogut yctaHoska CSP VPN Client 6e3 3anpocoB, Ho moryT

nosiBNATLCA NMMBO CUCTEMHbIE ANANOroBble OKHa, NGO HEKOTOpPbIE MHTEPAKTMBHbIE
KOMMNOHEHTbI, OTHOCALLNECA K Kpuntonoacucrteme.

CSP ¥PN Client Setup

PucyHok 33

Ecnu npoucxoant cozpgaHme RNG koHTenHepa, TO B CeAyoLEeM OKHE HY>XHO BBECTU
HavanbHY MHOPMALMIO ANA AaTyMKa CryYanHbIX YMcen (BBECTU CUMBOJSIbI, KOTOPbIE
BbIBOAATCS Ha 3KpaH, u HaxxaTb Enter).

e | Random Mumber Generation

PucyHok 34

Ecnu ncnonbayeTtcs cywectsytownin RNG KoHTeNHep UM NpoucXoanT ero KonvpoBsaHue,
T0 okHo Random Number Generation He nosiBnsieTcs.

Ecnun co3gaetcs HoBbIi RNG KOHTENHEp nnmn NnpomMcxoaouT ero KonnupoBaHue, a nepeg,
WHCTannsauuen yxe cyecTByeT KOHTENHEP C yKadaHHbIM UMEHeM, TO OH ByaeT 3ameLleH
HOBbIM KOHTENHepoM (6e3 4ONOMHUTENBHbIX 3anpoCcoB).

CSP VPN Client
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Mpwn nHctannsuymm B OC Windows Vista/Windows 7 nossutcs okHo (PrucyHok 23) ¢
3anpoCcoM Ha YCTaHOBKY ApanBepoB. BeibepuTe npeanoxeHne — Bce pabBHO
YCTAHOBUTbL B3TOT IpawnBep.

Ecnu nHctannsumsa nponcxogmt B OC Windows XP un peakuus cuctembl Windows Ha
YCTaHOBKY HenoanncaHHbIX ﬂ,paVIBGPOB NnocTaBrieHa B NOJIOXeHne lpenynpexnaTb
(lycxk — Hacrpo¥ka - IlaHesb ynpareJjieHus - Cucrema — CBOMCTBA CUCTEMBI—
Obopynoeaure — I[OANUCHBaHME IpalBepoB — lIpemynpexnaTs), TO BO3MOXHO
nosisneHue coobueHns PucyHok 24. [Ing npooormkeHms npouecca UHCTanNnsauum HaxxMmmuTe
KHOMKY Bce paBHO NOPOIOJIXMUTH HA KaXXOOM U3 3TUX COOGLLI,GHVIVI.

Mo okoHuyaHun yctaHoBkm CSP VPN Client nponcxoguT nepesarpyska onepaunuoHHom
cuctembl 6e3 npegynpexaeHun.

MpumeyvaHue: ecnu Npu MHcTanAuMKM 6yaet obHapyeHa 6a3a NnokanbHbIX HAaCTPOEK,
OCTaBLUAACA OT NpeablayLle YyCTaHOBKW NPOoAyKTa, TO N0 YMOMYaHuio Npoucxoaut
o6HoBEHNe 6a3bl IoKasnbHbIX HACTPOEK KPOME TEX, KOTOPbIE OTCYTCTBYIOT NPY HOBOWA
MHCTannsauum. B HEKOTOPbLIX CUTYaLMSIX 3TO MOXET NPUBECTU K HEPABOTOCMOCOBHOCTU N
HeKoppeKTHOW paboTe npoaykTa.

B cnyyae BO3HMKHOBEHWS OWIMBOK U NpepbIBaHUSA MHCTaNNALMN HUKaKkme coobLLeHns Ha
3KpaH He BbIBOAATCHA. OTW COOBLLEHNS MOXHO nocmoTpeTb nporpammon OC Windows
«MpocMoTp COBLITUIA» UMK, €CnK NPU NOATOTOBKE MHCTaNNSALMOHHOIO NakeTa
AgmuHucTpaTopom bbina ykazaHa onuus NpoToKONMpoBaHMs cobblTUA NPU MHCTanNAUUK B
dhavin, To coobLLEeHNs MOXXHO NOCMOTPETb B 3adaHHOM dawnne.

CSP VPN Client
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8.4. KonupoBaHue KOHTeWHepa npw
WHCTaNNAUuK

Ecnuv npu noarotoBke MHCTaNNALMOHHOIO hanna ¢ ucnonb3oBaHnem cepTudukaTon Obina
ykasaHa onuusi —cs (B cny4ae co3aHusi MHCTanmMsLMOHHOro nakeTa npu NoMoLM yTUnuThbl
make inst.exe) Unu 3agaHo KOMUPOBAHUE KOHTEWHepa C CeKPETHbLIM KIMOYOM
(MHCTaNNAUMOHHBIN NakeT co3gaBarcs nNpy nomowm rpadmyeckoro nHtepdenca), To npu
nHcTtannauum CSP VPN Client 6ygeT nponcxogmTb KONMPOBaHME KOHTENHepa C
CEKPETHBIM KITHO4OM.

Ecnn Ha MOMEHT MHCTanNAUMmM He cyuiecTsoBarso KOHTeVIHepa C TEM Xe MMEeHEM, B
KOTOprIZ nponcxoguT KonmnposaHune, n KonnposaHue KOHTeVIHepa npowsno 6e3 ownbok, To
HUKaKUX AOMOSTHUTENbHBLIX COOBLLEHNI U 3anpocoB MnoJib3oBaTesio HE BblAaeTCA.

B cnyuae, ecnu KOHTelHEp, B KOTOPbIV MPOUCXOANT KONUMPOBAHUE YXXe CYLLIECTBYET, TO
BblAaeTCsl OKHO crneayoLlero smaa:

i:‘,!‘l, Installer Information EI

Error 25077, Could not copy certificate container. Container with
thiz name already exists.
g
Do wou want ko remove exigting container and copy the container
fram the installation package?
[Fresz "Mao” o keep existing container and to proceed without
container copy]

LCancel |

PucyHok 35

Ecnun HaxxaTb "Yes", TO cyLLuecTBYIOLWMIN KOHTEHep OyaeT yaaneH v npoueaypa
KonupoBaHusa bygeT npogorkeHa.

Ecnn HaxaTb "NO", cyLeCTBYIOLNIN KOHTENHEP OCTaHeTCs, a npoueaypa KonupoBaHus
OyneTt oTMeHeHa.

Ecnu HaxaTb "Cancel", To uHcTannauusa knueHTta 6ygeTt npepeaHa.

Ecnu nponcxoaut konvposaHue B hannoByto CUCTEMY, TO HeoCcTaloWwue QUPEKTOPUN NyTH
K co3gaBaeMoMy KOHTENHepy (onumsi —uc) Nnpu KONUpoBaHun GyayT co3faHbl (eCcnn ecTb
Takasi BO3MOXHOCTb).

Ecnu cekpeTHbIN KoY pacnonoXxeH BHYTPW KOHTENHepa (No cTaHgapTHOMY NyTu), TO OH
OyaeTt ckonuposaH 6e3 oNOoMHUTENbHbIX YCUINIA.

Ecnu 3agaHbl onummn —kfs n —kf, To nponcxoguTt KoNMpPOBaHME CEKPETHOrO Krtova 13 darna,
3agaHHoro B onuuu —kfs, B dpann, 3agaHHbIn B onuuun —kf. HegocTatowmne gnpekropun nytn
K cosgaBaeMoMy daviny (onumsa —kf) npu konvpoBaHum OyayT co3faHbl (ecnu ecTb Takas
BO3MOXHOCTb). [poncxoaut npoctoe KonMpoBaHue danna, Nno3ToMy 3T OMUMK HEMb3s
NCnonb30BaThb AN KONUMPOBAHUA CEKPETHOrO Kro4a, PacnofioKEHHOro Ha TOKEHE.

I'Ipumeqal-wle: €CIIN UHCTanNAUMn NPoONCXoauT B pexnme silent, U HA KOMNbOTEPE
nonb3oBaTernd yxe CywecTtByeT KOHTeI7IHep C YKa3aHHbIM UMEeHeM, B KOTOprIZ npouncxogunT
KonnpoBaHue, TO MHCTannAaAuuAa npepbiBaeTcd 6e3 Bblaa4un Ha 9KpaH Kaknx-nmobo 3anpocos
noJib30BaTenio.
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8.5. [lepe3sarpy3ka onepaLMOHHON CUCTEMbI

Mocne yctaHoBkn CSP VPN Client B pexxumax basic n normal oTkpbiBaeTcsi OKHO,
coobuatoLlee o He06X0AMMOCTU Nepe3arpy3ky onepaLoHHON CUCTEMBI:

i'e!:l‘ Installer Information EI

ol muzt restart paur gustem far the configuration changes made
to C5P WP Client [zc] to take effect. Click Y'es to restart now or
Mo if you plan to manually restart later.

Yes Mo |

PucyHok 36

Mocne HaxaTus KHonku Yes NpoMcxoauT nepesarpyska onepauymoHHON CUCTEMBI, a
HaxkaTue kHomnkn No 3akpbliBaeT OKHO 6e3 nepesarpysku.

CSP VPN Client
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8.6.

Hwxe npuBeaeHbl TEKCTbI coobueHun o6 owmbkax, KOTOpble MOryT BO3HUKATb Npu

mHctannaumm CSP VPN Client.

CoobLeHusa 06 owmnbdKax

Tabnuua 2
TeKkcT coobLieHus MpumeyaHue
25001 | License check failed. HenpaeunbHas nuueHsuns
RNG container initialization failed. He ypanock cosgate RNG koHTenHep.
{Reason: <reason>.} Installation {MpwnyuHa: <reason>} UHctannaums
aborted. RNG container path: <path> npepsaHa. [1yTb K RNG koHTelHepy:
<path>
rae <reason> MoOXeT ObITb OAHUM N3
cnepyowux (3geckb 1 ganee anga apyrmx | Nepesoa OCHOBHLIX <reason>:
COOBLLeHMIA, CBASAHHBIX C HenpaeunbHbIA CUHTAKCUC MYTU K
KoHTerHepamu Ans CurHankOM): KOHTEHEepy (MOXHO UCMONL30BaThH
Bad path syntax (use only FULL Tonbko MONMHbIN nyTb).
pathname). HenpasunbHbIi NyTb (BEPOSATHO
Wrong path (possibly wrong drive MCMosib30BaHO OLWMOOYHOE UMS ancKa
letter or network drive is used). WA NCNOSb30BaH CETEBOM AUCK).
Possibly token error or bad path BeposiTHO owwmbka TokeHa unu
25006 syntax. HenpaBUIbHbIA NYTb K KOHTENHEPY.
<Win_err_message> — CUCTEMHOE
cooOLueHne o6 oimnbke,
Hanpumep"Access is denied","The
system cannot find the drive
specified","The media is write
protected”,"There is not enough
space on the disk" n 1.n.
System error: <win_err_code> —
YMCIOBOW KOO CUCTEMHOW OLLINOKM,
AN KOTOPOW He yaanochb
nogobpaTb COBECHOIO ONUCaHuUs.
B oTgenbHbIx cnydasx Reason moxeT
OTCYTCTBOBATb.
Existing RNG initial value not found or He HangeH koppekTHbln RNG KOHTenHep.
invalid. {Reason: <reason>.} Installation | NHcTannauusa npepeaHa. Nyt kK RNG
25007 | aborted. KOHTenHepy: <path>
RNG container path: <path>
roe <path> — nytb kK RNG-KoHTelnHepy.
Copy RNG container failed. {Reason: He ypanocb ckonvpoBate RNG
<reason>.} Installation aborted. Source | koHTenHep. {[1pnunHa: <reason>}
25008 | RNG container path: <src>. Destination | WHcTannsauma npepsana. MyTb K
RNG container path: <dst>. ncxogHomy RNG koHTenHepy: <src>. [yTb
k HoBoMy RNG koHTelnHepy: <dst>.
Copy certificate container failed. He yaanocb ckonupoBaTtb cepTUUKaTHbLIN
{Reason: <reason>.} Installation koHTenHep. {[pnunHa: <reason>}
25009 | aborted. Source container path: <src>. WMHcTannsaums npepsana. MyTb K
Destination container path: <dst>. NCXOOHOMY KOHTeWHepy: <src>. MNyTb Kk
HOBOMY KOHTeNHepy: <dst>.
Copy secret key file failed. Installation He ypanocsk ckonupoBaTth dann
25010 aborted. CEKpPETHOro Kro4a.
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TekcT coobLieHunA

MpumeyaHue

25011

Could not copy certificate container.
Container with this name already exists.
Do you want to remove existing
container and copy the container from
the installation package?

(Press"No" to keep existing container
and to proceed without container copy)

Henb3a ckonnpoBaTtb cepTUdUKATHBIN
KOHTEWHEP, MOCKONbKY KOHTEMHEP C Taknum
MMEHEeM yXe eCcTb. XOTUTe N Bbl yaanutb
CYLLIECTBYIOLLMIA KOHTEHEDP U CKONMMPOBaTb
KOHTENHEep U3 NHCTaNNAUMOHHOro nakeTa?
(Haxxmute"No" anga toro, 4Tobbl COXpaHUTb
CYLLIECTBYIOLLMIA KOHTEHEDP U NPOAOIKUTD
6e3 KonMpoBaHus)

25017

Product "<Product_name version>" was
detected.

You should uninstall it first before the
installation.

Bbin obHapyxeH npoaykT "<Product_name
version>".

Bam Heobxoaumo cHavana
OenHCcTannmpoBaThb ero.

You must have Administrator privileges

Bam Heobxogumbl aOMUHNCTPAaTOpPCKne
npusunermm

This product needs Windows 2000 or
higher

Ons npoaykta Heobxoguma Windows 2000
NInn Bbille

25019

The "<dlIl_path>" was wrongly marked
as the previous GINA DLL. The system
GINA DLL will be used instead.

[Windows XP]

dann <dll_path> 6611 oWMB0YHO NOMEYEH,
kak npegpiaywaa GINA DLL. byget
mcnonb3oBaHa cuctemHasa GINA DLL.

25020

The previous GINA DLL "<dIl_path>"
was not found. The system GINA DLL
will be used instead.

[Windows XP]

Mpeabiaywasn GINA DLL <dll_path> He
HangeHa. byget ncnonb3oBaHa
cuctemHas GINA DLL.

25021

Driver "<driver_name>" installation
failed. Product installation aborted.

He yganock yctaHoOBUTL Apansep
<driver_name>. MIHCTannaumsa npoaykra
npepeaHa.

25022

Product "<Product_name version>" was
advertised.

You should uninstall it first before the
installation.

Ons npoaykta <Product_name version>
Oblna BbINONHEHA onepauus o6bsBNeHns
none3oarensm (advertisement).

Bbl OMKHBI AEUHCTanIMpoBaTh ero 4o
VHCTanmauuu.

25025

Windows Firewall setup failed.

[Windows Vista]

He yoanocb HacTpoutb Windows Firewall.

25026

You must have Administrator privileges.

Bam Heobxogumbl agMUHNCTPAaToOpCKue
npusunermm

25027

Invalid RNG initialization method.

HenpaBunbHO 3agaH TMN UHULMann3aumm
OCHY (napameTp
RNG_CONTAINER_CHOICE).
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9. Peructpauusa nonb3oBartens

Mpu NOAroTOBKE UHCTANMSALMOHHOIO NakeTa MOXHO ObINIO YCTaHOBUTL MHTEPAKTUBHbIN UK
HEWHTEPaKTUBHbIN PEXMM JlormHa B [pogykT.

OC Windows XP

B OC Windows XP nocne nepesarpysku OC npu MHTEpPaKTUBHOM pexume (CM. pasgen
«/IHTEepaKTMBHbIN pPexxmnm NnornHa B MpoayKT») NOSBRASETCS OKHO forvHa B MNpogykT
(PvicyHok 41). 3TO OKHO NOSIBNSAETCS TOMbKO nocne nHuumanusauum VPN cepsuca (cwm.
pasgen «Bpems nHnumanunsaumm VPN cepBuca»). OkHo normHa B OC Windows XP
nosiBNsieTCs TONbKO MOcre perncrpaunm nonb3osatens B [pogykTe Unu otTkase oT Hee.
Mpu HEMHTEPAKTMBHOM peXUMe rormHa B MpoaykT unm nepekrnoyeHnmn Ha Hero (CM.
pasgen «HenHTepakTVBHbLIN PEXUM NornHa B MpoayKTy).

OC Windows Vista/Windows 7

B OC Windows Vista/Windows 7 nocne nepe3sarpy3ku OC npu UHTEPaKTUBHOM peXnme
FIOrMHa Ha 3KpaH BbIBOAATCS MKOHKW ANS BblOOpa Nonb3oBaTensl, MKoHKa, oTobpaxatoLuas
Tekywmn ctatyc Npogykta CSP VPN Client n okHo noruHa B Mpoaykt (PucyHok 37).

[Mpy HEMHTEPAKTMBHOM pexunme noruHa B MNpoayKT Unm nepeknioyeHnmn Ha Hero (CM.
pasgen «HenHTepaKkTUBHbLIV PEXUM NornHa B MpoayKT»).

B OC Windows Vista/Windows 7 npouecchl BXoda B CUCTEMY U BXOAA B NPOAYKT
He3aBUCUMbI Apyr oT Apyra. MoxHo cHavana 3aperMctpypoBatbes B [1pogykTe, a noTom
Bovitn B OC mnun HaobopoT.

% CSP YPN Client v.3.1 - Login

Fleaze bype pour password and click OF..

Paszword: I

Cancel | EhangeF"asswnrd...l

client_test AjMUHWCTpaTop

e

"; Windows Vista Business

PucyHok 37
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B okHe BbibOpa nonb3oBaTens (PucyHok 37) MKOHKa, OTOOpaXatoLlasa TEKYLLNA cTaTyc
MpoaykTa, MOXeT ObITb CMELLEHA B HY)XHOM HanpasfieHUn, eCriv ee NosioXkeHne HeyaobHo
(cm. pasgen «/3meHeHMe NONOXEHUA UKOHKM TEKYLLIEro cTaTyca Mpoaykray)

B Windows Vista/Windows 7 okHO noruHa B [pogyKkT aBToMaTu4ecky NosiBsieTcsi B
WHTEPaKTUBHOM peXnMe, Korga HeobxoamMMo BeibpaTh nonb3oBaTtens ang sxoga B OC:

. nocne 3arpy3km CUCTeMbl;
o npwn BbiIXoge nonb3oBaTtesid N3 CUCTEMbI;

o npu cMeHe nonb3oBaTtend.

OkHo norvHa B NpoaykT 6yaeT BbIBOOUTBLCA TOMbKO Npu 3anyweHHoM VPN cepsuce. Ecnu
K MOMeHTY BbiBoga okHa OC Windows ewe He 3anycTtuna VPN cepsuc, To NpoaykT 6yget
xaatb 30 cekyHA (Bpems no ymondanuo). Ecnn VPN cepBuc He ByaeT 3anyLieH n yepes
30 cekyHA, TO NosiBUTCS coobLLEHNE C NpeanoXeHneM NOBTOPUTL NPOLIECC NOrMHa
(PvcyHok 38). YTobbl aHHOE OKHO He NOSIBNANOCh — YBENUYbTE BPEMS MHULManM3aunm
cepsuca (cMm. pasgen «Bpewms nHuumnanusauum VPN-cepBucay).

Warning [#3m]

l . Login cannot be done because the VPN-service has not started.

MoeTop l ’ OTmena

PucyHok 38

lMocne ycnelwHow perncrpaummn NonbL30BaTens NKoHka ctatyca [poaykra nusMeHuT ceomn
Bug (PucyHok 39) (cm. rmaBy «OTobpaxeHue TekyLero craryca lMpoaykrar).

PucyHok 39

Mocne Bxoda nonb3oBatens B OC nkoHka ctatyca Mpoaykra 6yaeT pasmelleHa B naHenu
3agad.

Ecnn oTkasaTbCda OT NOrMHa, To NOTOM BOWTU B [1pOAYKT MOXHO:

e HaXaB Ha MKOHKy cTaTyca [1pogykTa B OkHe Bbibopa nonb3oBaTtensi U BblopaB
npeanoxexHune Login (PucyHok 40)

e nubo nocne Bxoga B OC, HaxaB Ha MKOHKy cTaTtyca [poaykTa B naHenu 3agad
(cMm. paspgen «Login/Logouty.

PucyHok 40
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9.1. UHTepakTUBHLIV pexum noruHa B lMpoaykr

Mpy MHTepaKTUBHOM pexnme forvHa B MpoayKT nocre nepesarpysky onepauyoHHoii
CMCTeMbl OTKPbIBAETCS OKHO AJ1s1 BBOAA M U3MEHEHUS Maposis nonb3osaTtens (PUcyHok 41).
Mo ymonyaHuio naporb ABMAETCA NyCTbIM.

f4lCsP ¥PN Client v.3.1 - Login X|

Pleaze type vour pazsword and click OF.

Seterra

cC s p Passwurd:l
k. I Cancel | Change Pazswaord...
PucyHok 41

Mpun HaxxaTum Ha kHonky Change Password oTKpoeTcs OKHO, B KOTOPOM MOXHO U3MEHUTb
napornbe Nonb3oBaTens:

Change Password x|

2ld Passwiord; I |

Mew Password; I

Canfirrn Mew Passward: I

| Ik I Cancel

PucyHok 42

[ns cMeHbl napons He06Xxo0AMMO BBECTU CTapbIvi NApOsb U HOBbIN C NOATBEPXAEHUEM
NpaBurnbHOCTM HOBOrO Napons. Ecnv ctapbin napons BBOAUTCH TPWXAbl HEMPAaBUILHO, TO
Kaxkgas nocriegytowlas nonbiTka BBOAA nNapons OyaeT npepbiBaTbCs Nay3on Ha
MONMUHYTBI.

Mpw ycnewHom ayTeHTUdMKaLum nonb3oBaTens B NPOAYKT 3arpyaeTcs nokasnbHas
nonuTuka 6e3onacHoCTu, 3aJaHHas Ans AaHHOro Nonb3oBaTesnsl agMUHUCTPATOPOM U
Haxogswascs B 6ase Mpoaykra.

CneuunanbHasa nonutuka 6esonacHoctu Log-off policy, kotopas 3agaetcs
aAMUHNCTPATOpPOM NpU NOAroToBKe MHCTANNALMOHHOIO NakeTa, 3arpy>Kaetcqd B
criegyoLwux cnyyasx:

e [0 Tex nop, Noka nornb3oBaTesib He BBEN CBOW Naporib

e  puv BBOAE HEBEPHOroO Naporns Tpu pasa

e puv OoTKase oT pernctpaummu (login), ecnun HaxaTb kHonky Cancel
e  [pu BbIXoA4e Nonb3oBaTensi U3 CUCTEMbI

e puv CMeHe nonb3oBaTens.
Monutnka Log-off policy areHT paboTtaeT no ogHOMY 13 ABYX NpaBun:

e npaBuno Drop All — yAanaTb fo6on Tpadumk, NpUXogaLmn Ha KOMMbTEP
nonb3oBaTtens

e npaBuno Default Driver Policy (DDP) — NonuTuKa gpaviesepa no
YMOJT4aHUIO, MOXET NpUHMMaTb OAHO N3 OABYX 3HAYEHWUN:
o npaBuno Passall — nponyckaTb BCe NaKeTbl. 3HaveHne no ymon4yaHuo

e paBuno PassDHCP — nNpornyckaTb NakeTbl TOMNbKO no npoTtokony DHCP.
Tpaduk DHCP nponyckaetca ans Hactpouku TCP/IP cteka no npoTokony
DHCP.
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Monutuka Default Driver Policy (DDP), koTopasi onpegensieTcs agqMUHUCTPaTopomM,
3arpyxaeTcs B criefyloLmx cny4vasx:

e npwu owmnbBoYHOM 3arpy3ke koHdurypauum — o ctapta VPN cepsuca

e npu octaHoBke VPN cepsuca.

9.2. HeuHTepaKTUBHbLIN PEXMM NIOrUHA B
MpoAaykT

Mpu HEMHTEPaKTMBHOM pexunme noruHa B MpoayKkT aBToMaTU4eckn Npons3BoanTCS NonbiTka
forMHa ¢ NycTbiM Naponem (B ka4ecTB Napons ncnonb3yeTcs nycras crpoka). Mpu
yCMELLUHOM NIOrMHEe OKHO ¢ 3anpocomM napons (PucyHok 41) He nossnsaeTcs. [pu
HeycnewHoM noruHe MNpoaykT BegeT cebs kak Npyu MHTepakTMBHOM fornHe — byaeT
BblJAaHO OKHO 3arnpoca naponsi.

Mpwn yctaHoeneHHom Mpogykte CSP VPN Client MOXXHO M3MEHUTb MHTEPAKTUBHbBIA PEXUM
NOrMHa Ha HEMHTEepPaKTUBHbIN. BKroYeHne HEMHTEPAKTUBHOMO peXxnma OCyLLecTBNsSeTCs
yCTaHOBKOW 3HauyeHus, otnmyHoro ot 0, nepemeHHon B peectpe NonlnteractivelLogin:

HKEY LOCL MACHINE\SOFTWARE\VPN Agent\NonInteractiveLogin.
Mpw 3Ha4YeHun 0 ByaeT BKIHOYEH MHTEPAKTUBHBIN PEXUM (3HaYeHMe N0 YMOMYaHMIO).

9.3. Bpemsa numymanusaumm VPN cepBuca

B OC Windows mMoxHo 3agaTb Bpemsi nHnumnanusaumm VPN cepBuca B peecTpe npu
NOMOLLM NepeMeHHON MaxServiceStartTimeout:

HKEY LOCL MACHINE\SOFTWARE\VPN Agent\MaxServiceStartTimeout

OTa nepeMeHHasi 3aaeT BpeMsi B CEKyHAax oxuaaHus 3anycka VPN cepsuca. Ecnu aTa
nepeMeHHasl He 3agaHa, To NPUHMMaETCs 3Ha4YeHue No ymon4yaHuio, pasHoe 30 cekyHaaMm.
MakcmmanbHoe 3HavyeHue, KoTopoe MOXHO 3aaatb — 600 cekyHa. MNpu 3agaHmm GonbLuero
3Ha4yeHus — ycTaHaBnmBaeTcs 3HadveHne B 600 cekyHA.

9.4. HeuHTepakTUBHLIN pexum noruHa B OC

[ns aBTomaTnyeckoro Bxoga nonb3osatens B cuctemy MS Windows (He nosiBNnSeTcs OKHO
Log On to Windows) BbinonHuTe HacTpoviku, onucaHHsle ans OC Windows XP no agpecy:

http://support.microsoft.com/?kbid=315231

OTn HacTporiku ABnsatoTca aktyansHbiMu M ans OC Windows Vista/Windows 7.
Onuwem HacTponku Tpex nepeMeHHbIX B Pegakrope peectpa:

(] HaXMuTe [lyck - BrnoJIHMTL, BBEAUTE regedit, HAXXMUTE OK

e B peecTpe BOWAMUTE B KoY

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\
Winlogon

L] nocrne ABONHOMO Knuka Ha nepemeHHoﬁ DefaultUserName, B OTKpbIBLLEMCA
OKHe B Nosie 3HaueHue BBEAUTE NMSA Nonb3oBatens u Haxmute OK

e  [BOWHbIM KINNKOM Ha NepemMeHHon Defaul tPassword B OKHE I3meHeHMe
CTPOKOBOTI'O IapamMeTpa BBeAUTe Naposib NOJib30OBATENA, eClin 3Ta
nepemMmeHHad OTCyTCTBYeT, TO cospanTe ee:

e BOKHe PenakTop PeecTpa BOWOUTE B MEHIO IIpaska, BblbepuTe
npeanoxeHme Coznare — CTPOKOBHIM IapaMeTp
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e Hane4yatamTe UMs nepeMeHHon — DefaultPassword M HaXMmuTe Enter

e [BOWHbLIM KITMKOM Ha 9TOW NepeMeHHON OTKPONTE OKHO, B KOTOPOM BBEOUTE
napornb

e  [BOWHOM KIIMK Ha nepemeHHoﬁ AutoAdminLogon OTKPOET OKHO, B KOTOPOM B
none 3HaueHue BBEAUTE 3HaAYeHMe 1 U HaXXMuTe OK, ecnu ata nepemMmeHHasa
OTCYTCTBYET, TO cosfavite ee

e Buingute n3 Pepaktopa peectpa

e Haxmute Iyck - Ilepesarpyska - OK.
lMocne aToro Bxoa nonb3oBartens B cuctemMy 6yaeT ocyLLeCcTBNATLCS aBTOMaTUYECKU.

3ameyvyaHue

Bpewms 3arpysku OC Windows XP ¢ npogyktom CSP VPN Client 3aBUCUT OT HECKOJbKMX
(haKToOpoB, B TOM YuCre:

e annapatHow nnatdopmbl (CPU, o6bema namsatu, gucka)
®  KOnM4yecTBa M KayecTBa YCTaHOBIIEHHOIO NPOrpaMMHOro obecneveHns
® cTeneHun bparMeHTaLum XXeCcTKoro aucka

®  KONM4ecTBa HaKOMMEHHOro "MHOPMaLMOHHOIo Mycopa" B peecTpe.

YcTaHoBneHHbIM Ha komnbloTep CSP VPN Client no3sonsiet co3gaBath 3allMLeHHOe
coeavHeHune o noruHa none3oartens B OC Windows XP, HO ansa aToro nons3oBarterb
OOIMKEH NPONTU OOMNOMHUTENbBHYO ayTeHTUdKnKaumo (OKHO permctpauumn B NpoayKT) nepeq
nornHom B OC.

CepBuc ayTeHTUdOUKaLUKN OOXKMOAETCA 3anycka BCcex nosfib3oBaTeNbCKNX CEPBUCOB U
3anycka CSP VPN Client. [1na gaBHO aKcnnyaTupyroLLMNCcsa CUCTEMBI, F4E YCTaHOBIEHO
MHOIO NPUMNOXEHUA, BPEMS 3arpy3ku CEpBUCOB 3HAYUTENBHO Bo3pacTaeT. Ha
KOMMblOTEPax ¢ HebonbLWMM 06 bEMOM NaMATV NPOLLECC 3arpy3ku CEPBUCOB eLle
yBerMyYnBaeTCs, NOCKOSbKY CUCTEME HEe XBaTaeT NamATU U OHa Ha4YMHaeT BbIrpyxaTb
TOMBKO YTO 3arpyXeHHble NPUNoXeHns B swap dann Ha Anck.

OxunpaHve nosBneHns JONONHUTENBHOIO OKHA ayTeHTUMUKaLUN MOXET pacLieHMBaTLCH
nonb3oBaTenem Kak 3anyck KoHkpeTHoro npunoxeHua CSP VPN Client, a He 3anyck Bcex
npunoxeHun OC. MNonb3oBaTento kaxeTcsd, 4To 3arpy3ka OC CTaHOBUTCH 3HAYUTENBHO
Aonblue, XoTs 06beKTUBHbIE 3aMepbl C CEKYHAOMEPOM AoKasblBaloT obpaTHoe.

YTt06bl n3bexxaTb ONMCAHHOW BbILLE CUTYaLMN PEKOMEHAYETCS BbINOMHUTL HEKOTOPLIE
JencTBUst:

e yOoanuTb HEUCMONb3yEMbIE MPUIOXKEHMS, 3anycKaloLLMecsl B MpoLecce 3arpy3ku
Windows

e  BbINOMHMTL YNCTKY U AedparMeHTaunto peecTpa

L] BbIMOJTHUTb p,ecbparmeHTau,mo XXEeCTKOro gucka.
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10. OTobpaxeHue TekyLwero cratyca
npoAaykKTa

TekyLmi cTaTyc NpoaykTa oTobpaxaeT MKOHKA, pacnonoXeHHasa B NaHenu 3agad.
Ecnu nonb3oBatens He ayTeHTUdMUMpoBancs, To UKOHKa MMeeT Buz;:

PucyHok 43

Monb3oBartenb ayTeHTVI(bI/ILI,I/IDOBaJ'ICFl, HO NPOAYKT HE MMeeT HXU OOHOro 3alnueHHOro

coeanHEHNA — MKOHKa NpUHUMaeT BUA.:
—
| Ié_’

PucyHok 44

Koraoa nosiensietcsa xotst 6bl OAHO 3alUULLIEHHOe COeAUHEHUNE, HO TPpadUK Mo 3TUM
COeaMHEHMSIM OTCYTCTBYET, TO Ha MKOHKE U3MEHSIETCS LBET "COoeanHeHMs" ¢ ceporo Ha

3ereHbll:
;umg—l
i

PucyHok 45

Ecnu npoaykT umeeT xoTs 6bl 0QHO 3aLUULLEHHOE COeAMHEHNE U obpabaTbiBaeT Tpaguk
no 3TUM CoeaNHEHMSIM, TO HA UKOHKE M3MeHsieTcs LBeT "MOHMUTOpa" ¢ CMHEro Ha
OVpHO30BbLIN:

-
:g
95
|

PucyHok 46

Mpu HaBeaeHNN MbILLKW Ha UKOHKY BCMMblBaeT MHopMaLms o konmyectse "xmBbIx" SA
(CyLLleCTBYIOLLMX HA MOMEHT HaBeAEHMS MbILLKM Ha MKOHKY) U KonnyecTee GanT
06paboTaHHOro Tpadmka Mo BCEM CYLLECTBOBABLUMM U CyLLIECTBYOLLMM SA C MOMEHTa
3arpysku onepawlyoHHON CUCTEMBI.

IPSec connections: O
Processed bytes: 13104

%

PucyHok 47

CSP VPN Client Copyright © S-Terra CSP 2003 - 2013 45



CSP VPN Client 3.1. PykoBoACTBO Nonb3oBatens

10.1. U3meHeHUe NONOXKEHUSI UKOHKU TEKYLLEro
ctatyca poaykra

B okHe BbiGopa nonb3oBatens (PUCYHOK 37) NOMOXEHNE UKOHKM, OTOGpakatoLwen TeKyLLni
ctatyc NpoaykTa, ecrnm oHO HeyA0BHO, MOXXHO U3MEHUTb C NMOMOLLbI0 NEPEMEHHOV B
peecTpe:

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authen
tication\PLAP Providers\{7026F7B9-3C2E-4b80-A62E-
69645BFF1190}\Position

3HayeHneM nepemMeHHoN Position ABNsieTCs cTpoka hopmara:
<int x>,<int y>

roe
int_x — uenoe 4umcno, 3agawulee cmelleHne MKOHKU no I'OpVI30HTaJ'IbHOl7I ocu,
KOTOpO€ MOXEeT NpnHnMMmaTb 3Ha4YeHUA:

0 — NoNoXXeHNe UKOHKM 3a4aeTcsl aBTOMaTUYECKM C Y4ETOM pasHbIX
napameTpoB

NOSTOXNT.3HAY. — MOSIOXKEHMNE MKOHKN OTCYMTHLIBAETCS OTHOCUTESIbHO JIEBON
CTOPOHbI 3KpaHa

oTpULAaT.3HaY. — MNONOXEHNE UKOHKM OTCYMTLIBAETCA OTHOCUTESNBHO MNPaBoW
CTOPOHbI 3KpaHa
int_y — uenoe 4ucno, 3ajawliee CMeLleHUe WKOHKM MO BepTUKarbHOW ocw,
KOTOPOE MOXEeT NPUHMMATh 3HAYEHNN:

0 — NONoXeHne UKOHKM 3a0aeTcs aBTOMaTUYECKM C Yy4EeTOM pasHbIX
napamMeTpoB

MOMOXWUT. 3HAY. — NONOXKEHNE UKOHKN OTCYUTBLIBAETCA OTHOCUTENBHO BEPXHE
CTOPOHbI 3KpaHa

oTpuuart. 3Hay. — NoJiIoXXeHNe NKOHKN OTCHUTbIBAETCA OTHOCUTEJIbHO HWXKHEN
CTOPOHbI 3KpaHa.
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10.2. Login/Logout

I'IpM HaXXaTun Ha UKOHKY npaBon KHOMKOW MbILLN OTKpPbIBAE€TCA MEHIO criegyroulero smaa:

Logaouk
Show 5A Information...

about, .,

I
PucyHok 48

B 3aBMCMMOCTM OT COCTOSIHUSI CUCTEMbI (GYTeHTVICbVILI,VIpOBaJ'ICﬂ noJjib3oBaTesib Un HeT)
6y,qu nokasaHo npegnoxeHume Login UnNu Logout.

Mpu BbIGOPE NpeanoxeHus Login nosiBUTcs okHo BBoAa napons (PucyHok 41) ans
ayTeHTUdMKaLUM NonNb3oBaTens u U3MEHeHUa napons.

Mpu BbIGOPE NpeanoxeHnsa Logout BbIMNOMHUTCA creayoLlee:
e  OyoyT YHMUTOXEHBI BCE cyLlecTByowme SA ¢ AaHHbIM KITMEHTOM

e 3arpysutcd cneuuwansHag nonutuka Log-off policy

L] npegnoxeHne Logout M3MEHUTCA Ha Login.

10.3. SA Information

Mpu BbIBOpe NpeanoxeHns Show SA Information — NOABUTCH OKHO MOHWUTOPA
co3gaHHbIX SA Buga:

3 ¥PN SA Monitor =10l x|

—5AKRP Sh
M | 1D | Local [P Addr... | Local p... | Fartner P A | Fart... | St | Sent I:u_l,ltesl R eceiw

1 | W

—IPSec 54
M I 1D | Local IP Addresses | Local port | Fartrer IP .ﬁ.ddressesl Fartrner port I Protocol

1| | |
Update timeout [zec]: 100 ﬁ Refresh |

PucyHok 49

roe:

CSP VPN Client

Copyright © S-Terra CSP 2003 - 2013

47



CSP VPN Client 3.1. PykoBoACTBO Nonb3oBatens

ISAKMP SA — cnucok ISAKMP SA. BeiBogsTcs cneaytoLlne nons:
e N — NopsaKoBbIN HOMep B Tabnuue
e 1D — YHUKamnbHbI HOMeP SA
e Tocal IP Addresses — JIOKalbHble agpeca
e TLocal port —nokaneHbin IKE nopt
e Partner IP Addresses — MapTHEpckue agpeca
e Partner port —napTHepckun IKE nopt

e State — cocTosiHMe SA:
e incomplete — HEAOCTPOEHHbLIN

e ready — pabouunn

e configuration — M3MEHSAEMbIN

e deletion — ygansembii

e unknown — HEM3BECTHOE COCTOSHME (HE OOMMKHO BbIBOAMTCS)
e Sent bytes — KONMMYECTBO OTOCMAHHbLIX OaNT

e Received bytes — KONMYECTBO NOMYyYEHHLIX BanT

IPsec SA — cnucok IPsec SA ¢ nonamu:
e N — NopsaKoBbIA HOMep B Tabnuue
e ID — YHUKasnbHbI HOMEP SA
e Tocal IP Addresses — JiOKalbHble agpeca
e Local port — noKanbHble nopThl
e Partner IP Addresses — nmapTHEpCckuMe agpeca
e Partner port — napTHEPCKUEe NopTbl
e Protocol — ceTeBble NPOTOKOMbI

e Action — TUn AENCTBUS:

e AH
e ESP
e AH+ESP

e Type — TUM COEANHEHUSA:
e transport — TPaHCMNOPTHbLIN PEXUM

e tunnel - TYHHENbHbIN PEXUM
e nat-t-transport - TpPaHCMNOPTHbIA pexuMm Yyepe3d NAT
e nat-t-tunnel - TYHHenbHbIN pexum Yyepe3 NAT

e Sent bytes — KONMMYECTBO OTOCIAHHbIX 6anT

e Received bytes — KONMYECTBO NOMyYEHHbIX GanT

Update timeout (sec) — BpeMs, Yepes KoTopoe 6yayT 06GHOBNATLCA AaHHble B Tabnuvue o
co3aaHHbix SA. [lInana3oH 3HavyeHun 1..9999, HayanbHoOe 3HaveHue — 2.

Mpu BbIGOPE NpeanoXeHnsa About B MEHIO BbIBOAUTCA MHGOPMAaLUS O Bepcumn npoaykTa:
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About CSP ¥PN Client

5P VPN Client

Ik

S 'terra Version 3.1.9869 sc

C 5
P Copyright §C) 2003-2009 5-Terra CSP

PucyHok 50
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11. HOewuHctannaumsa CSP VPN Client

OenHctannaunsa CSP VPN Client npoussoanTtcs ctaHaapTHbIMU cpeacTBamMm
onepauuoHHoON cuctembl — Bbid3oBoMm moaynsa Add/Remove Programs n BbiI6opom 13 cnucka
ctpokn CSP VPN Client.

Mpu pgemHctannsaumm CSP VPN Client nponcxoguT BkMoYeHWe CTaHAAPTHOrO cepsuca,
cBasaHHoro ¢ IPsec u IKE. B Windows XP — ato Cnyx6a IPSEC, B Windows
Vista/Windows 7 — ato Cnyx6a «Mogynu kntoyen IPsec ana obmeHa knoyamm B
WHTepHeTe n npoTokona IP ¢ npoBepkon NOaMHHOCTUY.

B Windows Vista/Windows 7 npu gemHctannsumm CSP VPN Client BblgaeTcsi okHO
(PvcyHok 51) Heobxoaumo paspelunTb 3anyck AeuHcTannsaTopa.

x

@

He zanycaiTe STy MPOrpamMMy, ECiW Bel HE 3HIETE, OTKYAA OH3 MM HUKOr 43 He
MMENL30EaNH ee.

@ MzpaTens HeMIBeCTEH

= OTMeHa
A He 3HEKD, OTKYAA B3ANACE 3Ta NPOrPaEMME KM 33HEN OHE HYHHE.

NporpaMMa Xo4eT NoMy4YHT b OOCTYN K 3STOMY KOMNLITERY

= PaspewmTb

A poBepaAD 3TOWM NporpaMMe, A 3HaK, oTKYOa oHa, MK 0DNaa&n onbimoM e
WMoNE30BaHUA.

~ | CeeneHuA

KaHTpone yYeTHEIX 3amucel (UAC) noMoraseT NpeaoTEPaTHTE HECAHKLMOHWPOBaHHEIE
M3MEHEHIMA HA KOMMEHOTEPE,

PucyHok 51
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12. BoccTtaHoBneHue CSP VPN Client

Bo BHewTaTHbIX cUTyaumsix — cbow B paboTe npoAdykTa, 3aBMCaHWe NpoAaykTa v ap.
nepesarpysute LSP koHdurypauuio komangom Isp_reload (ecnmn 3To BO3MOXKHO) Unu
nepesanyctuTte komnbtoTep. Ecnv dyHKLMKM NpogyKTa He BOCCTAHOBUIUCH, TO
nepeyctaHosute CSP VPN Client.
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13. Cneuunanu3npoBaHHble KOMaHAbI

MporpamMHble yTUnUThI, BXoasiwme B cocTaB npogykta CSP VPN Client:
cert show
cert import
cert check
client login

client logout

pwd change
key show
lsp show
lsp reload
log show
dp show

sa show

klogview

B onepaumoHHon cucteme Microsoft® Windows BbINOMHEHUE 3TUX KOMaHL MOXHO
Npon3BOaUTb N3 KOMAHOHOW CTPOKM.

[nsa 3anycka yTUnnTbl U3 KOMaHOHOW CTPOKU NeperianTe B Nanky, B KOTOPON HaxoauTcs
ytunuta: C:\Programs Files\CSP VPN Client.
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13.1. cert_show

KomaHpa cert show npegHasHaveHa Anst (pocMoTpa cepTUUKaTOB U CMIMCKOB
0T03BaHHbIX cepTudukato (CRL), nexawmx B dpavine nnm 6ase MNpogykra.

CuHTakcmue

cert_show [-f C FILE [-p C FILE PWD]] [-i OBJ INDEXI]..

[-1 OBJ INDEXN] [-expired remote]

-f C FILE nyTb K hanny ¢ ceptucmkatamu.

-p C_FILE PWD naponb K ganny ¢ ceptucdukatamu. HeobazatenbHbl

napameTp. Mcnonb3yeTcsa Tonbko Ana gocTyna K davnam,
3alUULLIEHHBIM NaponemM.

-i OBJ_INDEXN MHOEKC cepTudukaTa B danne unum 6ase MNMpoaykra. Ecnu npu
HanMcaHWy KOMaHAbl yKa3aH nyTb K danny, To nHaekc byaget
3agaBaTb HOMEP UCKOMOro cepTudmkaTa B dhanne. Haekc
3agaeTcs B BUAE LIenoro AecsaTu4Horo yncna. B kavectse
MHOEeKca Henb3s ykasbiBathb O.

-expired remote nokasaTb BCe CepTUdUKaTblI NapTHEPOB, CPOK AEWCTBUS
KOTOpbIX UcTek. CepTudukatol, He BCTYNUBLUNE B CUMY, He
rMoKa3sblBaloTCS.

3HayeHne N0 YMONYaHUKW  3HAYEHME MO YMOSYaHUO OTCYTCTBYET

PekomeHAaLMM No UCNONb30BaHUKO

Mcnonb3yinTe gaHHyo KomMaHgy Ansi 03HAaKOMIEHUsI co cnnckom ceptudmkatoB n CRL,
pa3melleHHbIX B pavine nnm 6ase MNpoagykTa. bes ykasaHusa danna n ungekca
cepTudukaTta 6yget nokasaH BeCb HyYMepOBaHHbIN cnncok ceptudmkaTos n CRL,
nexaumx B 6ase NMpoaykra.
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13.2. cert_import

KomaHga cert_import npegHa3sHadeHa ons permctpaumm ceptudunkaToB NapTHEPOB U
npomexyTtouHbix CA cepTudmkaToB B 0ase Mpoaykra.

CuHTakcuc
cert_import -f C FILE [-p C FILE PWD] [-i OBJ INDEXI]..
[-1i OBJ_ INDEXN]

-f C FILE nyTb K hanny c ceptucmkatamm

-p C_FILE PWD napornb K cpanny ¢ ceptudunkatamm. HeobsizatenbHbI
napameTp. Vcnonb3yeTcsa Tonbko Ana gocTyna K dannam,
3aLLUMLLEHHBIM MaponemM.

-i OBJ_INDEXN MHAEKC cepTudumkaTa B channe. Npu nmnopTe ogHOro
cepTudmkarta ns anna, cogepxawiero oanH ceptmudukar,
OaHHbIA NapaMeTp MOXHO He ykasblBaTb, OH OyaeT paBeH 1.
Wupekc 3apgaeTtcs B BuAe Lenoro ecatmyHoro yucna. B
KayecTBe MHAeKca Hemnb3s ykasbiBaTb 0.

3HayeHue no yMOn4yaHuwo 3Ha4deHue no ymosi4HaHuto OTCYyTCTBYET.

PekomeHzaLMM N0 NCNONb30BaHUKO

Wcnonb3yinTe gaHHyto komaHay Ansd umnopTta ceptudmkaToB napTHepoB B 6a3y lNpoaykTta
(ceptudpmkat naptHepa MoxeT 6biTb nonyyeH 1 npotokony IKE). Mpu umnopTe Heckonbknx
06bEKTOB 13 0AHOrO (havna Mcnonb3ynTe nocrnegoBaTenbHOe onncaHve napameTpoB
UMMOPTUPYEMbIX OO BEKTOB.
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13.3. cert _check

KomaHga cert check npegHasHaveHa Ans NPOBEPKM CepTUdUKaTOB, pasMeLLeHHbIX B
0ase lNpoaykra.

Cunrakcmne cert check [-i OBJ INDEXN]

-i OBJ_INDEXN nHAekc cepTudumkaTa B 6ase NpoaykTa, KOTOpbIA cneayeT
npoBepuTb. Heobs3aTenbHbIN NapameTp.

3HayeHue No yMONYaHUK  3HAYEHUE MO YMOJ1HaHUIO OTCYTCTBYET

PekomeHAaLMM N0 UCNONb30BaHUIO

MpoBepstoTcs cepTudukaThl, Haxogswmecs B 6ase Npoaykra. bes ykasaHus napameTpa
—1 npoBepsitoTCs Bce cepTudmkatsl n3 6asbl Mpoaykra.

YTunurta BelBOAUT COCTOSIHUE cepTudmkata "Active" unm "Inactive" . B cnyvae, ecnn
cepTndmKaT MMeeT COCTosiHNE "Inactive", TO BbIBOAMTCS KpaTKkoe onmcaHue NpuymHbl
HEeaKTUBHOCTHU:

e Certificate is invalid — HeBepHbIM opMmaT cepTudmkaTa

e Certificate is expired —CpOK OeWCTBUSA cepTudmkata UCTEK UNu eLle He
HacTynun

e Certificate is not valid yet — Bpems UCMOMb30BaHMA cepTudurkaTa He
HacTynuro

e Certificate is revoked — cepTudukat oTo3BaH

e Certificate can not be verified - cepTudukart He ygaeTcs NpOBEPUTD:
e B 6a3se oTcyTcTBYET cepTudmkaT(bl) 418 MOCTPOEHMS LENOYKn cepTndmkaTon
C KOPPEKTHBbIM KOHeYHbIM CA cepTudurkaToM, KOTOPOMY Mbl JOBEPSEM

e B 6a3e HeT Heobxoammoro CRL ans npoBepku OQHOMo U3 cepTUdUKaToB
Lenoykun, nogobHasi cuTyaumns MoXeT BO3HUKHYTb MPU BKMOYEHUW NPOBEPKU
CRLs (3arpyxeHa DDP vnu B 3arpy>KeHHOW KOHUrypauum ssBHO 3aaHo
CRLHandlingMode = ENABLE)

e Private key container is not accessible — HeT 4OCTYyna K KOHTENHepPY
C CEKPETHbLIM KI1H0O4OM

e Private key is not accessible —HeT JOCTyna K CEKPETHOMY KIlto4y

e Private key is not accessible — CEKPETHbIN KITOY HE NOAXOOMT K
cepTudukaty

e Tt is certificate request — AaHHbI OOBEKT ABNAETCA CePTUDUKATHLIM
3anpocom.
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13.4. client_login

Komanga client login 3anyckaeTcs aBTOMaTUYecKu npu formHe nonb3osartens B
cuctemy n npeacrtaenseT cobon GUI-npunoxeHune (PUcyHok 41), B KOTOPOM HY>XHO BBECTU
napornb Ans ayTeHTudurKaunm nons3oBaTens.

OTa KomaHAa 3anyckaeTcs 1 npu Belbope npeanoxeHus Login B MeHio (PucyHok 48),
KOTOPOE NOSIBNSECH Ha MKOHKE B NMaHenu 3agad npu paboTarowem cepsuce nocne Toro,
Kak Ob1r10 BeiOpaHo npeanoxeHune Logout.

MoxeT ObITb CNosfb30oBaHa U ANs UISMEHEHUS napona nonb3oBaTtena.

CuHTakcuc client_login
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13.5. client_logout

KomaHpa client_logout npeaHasHaveHa Ansi 3aBepLUeHUs ceccum nonb3osatend. Mpu aTom
npounsBoamnTCs 3arpyska nonutukn Log-off Policy.

OTa koMaHaa 3anyckaeTcs npu Bblibope npegnoxeHmsa Logout B meHto (PucyHok 48),
KOTOPOE NOSIBNSAECS Ha MKOHKE B NaHenu 3agad npu paboTarowem cepsuce nocrne Toro,
Kak 6b1no BbIbpaHo npeanoxeHune Login. BoaMoxeH 3anyck KoMaHabl BPYYHYHO.

Cunrakcune client logout

Mpumep

Hwxe npuBeaeH npumep 3anycka Bpy4YHyo KOMaHdbl client logout:
client logout

Logout OK
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13.6. pwd_change

KomaHnga pwd_change npegHasHayeHa ons usmeHeHns napons none3osarens. 3Ta
KOMaHAa 3anycKaeTcsl aBTOMaTUYECKN NPU HaXaTumn KHOMKN Change Password. . .B OKHE
norvHa nonb3oBatens (PucyHok 41) n BbI30OBOM OkHa Change Password (PUCyHOK 42)
ANd BBOAA CTApOro 1 HOBOToO Napornsi. ATy KOMaHAy MOXHO 3anyckaTb U BPYYHYIHO.

CuHrakcmue pwd_change [old user PWD new user PWD]
old user PWD cTapbli Naposb
new_user PWD HOBbIN Naponb

Ecnu He 3agaTh cTapblil 1 HOBbLIW Naposib, TO B UHTEPAKTUBHOM PEXMME OHM ByayT
3anpoLlueHsbl. [1py BBOOE CUMBOMOB NX NeYaTb HA KOHCOSb He Npou3sBoanTcs. HoBbI
napornb OygeT 3anpoLleH ABaxabl BO n3bexaHne owmoKu.

Mpumep
Hwxe npuBeaeH npumep M3MEHEeHUs Naporns nonb3oBaTens:

pwd change “old pwd” “new pwd”

New password is set successfully

pwd change

Enter old password:
Enter new password:
Re-enter new password:

New password is set successfully
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13.7. key_show

KomaHaa key show npeaHasHayeHa Ans NpocmMoTpa npeaonpeaeneHHbIX Koyew,
3aperncTpMpoBaHHbIX B MPOAYKTE.

CuHTakcuc key_show
HaHHas koMaH4a He MeeT apryMEHTOB U KIoYen.

3HayeHue No yMonyaHuw 3HauveHue no YMOJ1HaHUIO OTCYTCTBYET.

PekomeHAaLMM No NCNosib30BaHUKO

Mcnonb3yinTe gaHHY0 KOMaHay Anst 03HAKOMIIEHUS CO CMUCKOM npeaonpeaeneHHbIX
KnioYven, XxpaHsawmxca B 6ase gaHHbIX NpoayKTa.

Mpwu BbINOMHEHUN 3TOW KOMaHAbl 6yAyT BLIBOAMTLCA CrieAyloLme AaHHbIe:
e KOMMYecTBO NpenonpeaeneHHbIX Knoyen

e [N KaXKOOro Kroya:
e VMg KNtoYa

e Teno kntooya B neyaTtHoM Buge. Ecnu Teno knoya coaepunTt HenevartHble
CMMBOIbI, TO NPU BbIBOAE B NEYaTHOM BUAE OHW 3aMEHSATCA Ha ' . '
(cmBon TOYKa).

e Teslo Knw4a B heX-I'Ipe,D,CTaBJ'IeHI/II/I.

Mpumep:

Found #1 keys.

-———Key----

Name : keyl

Content testkeyl..

Content (hex): 746573746B6579310D0A
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13.8. Isp_show

KomaHga 1sp show npegHasHayeHa Anst MPOCMOTPa MOKanbHOWM NONUTWKM 6e30nacHoCTy
nonb3oBatens (LSP).

Cunrakcmne 1lsp_show
NaHHas KomMaHga He UMeeT apryMeHTOB U KIoYel.

3HayeHue No yMONYaHUK 3HaueHune no YMOJIHaHUKO OTCYTCTBYET.

PekomeHZaLMmM No UCNONbL30BaHUID

Ecnu 3arpyxeHa koHduUrypawms nonb3oBartens, To N0 JaHHOW KOMaHae oHa u byaet
BbiBeJeHa..

Mpy NpocMoTpe KoHUrypawmo MOXHO COXpaHUTb B dhanne, Hanpuvep
current lsp.txt KOMaHoMn:

lsp show > current lsp.txt

Monutnky DDP 310N KOMaHAOoW NOCMOTPETb HENb3S.
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13.9. Isp_reload

KomaHpa Isp_reload npegHasHayeHa ansa nepesarpysku LSP koHdurypauuum.

Cunrakcuc 1lsp reload

3HayeHue No yMonyaHuw 3HauveHue no YMOJ1HaHUIO OTCYTCTBYET.

PekomeHAaLMM N0 UCNONb30BaHUKO

Wcnonb3yiite komaHay 1sp reload B CMEAYOLMX CyYasX:

e  eCnu NPoU3OLLNN KaKne-TO UBMEHEHUSI B CepTUdMKaTax, UISMEHEHUS y MapTHepa,
y wro3a 6e3onacHocTy 1 ap.

e 54 yCTpaHeHnA BCeX YCTAaHOBJIEHHbIX COeaUHEHUN C napTtHepamu

. BO BHELWUTATHbIX CUTyauuax — 3aBMCaHme npoaykra n ap.

Mpumep
Hwxe npuBeaeH npumep 3arpy3kn LSP koHdurypauumn ns 6asbl lNMpoaykra:
lsp_reload

LSP is reloaded successfully.
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13.10. log_show

Komanaa 1og show nNpeaHasHayeHa Afs NPOCMOTPa HAaCTPONKK YPOBHS
NMPOTOKONIMPOBaHMS COObLITHIA.

Cunrakcmne log_show
NaHHas KoMaHza He UMeeT apryMeHTOB U KIoYen.

3HayeHue no ymonyaumio 3HayeHue Mo yMOMYaHUK OTCYTCTBYET.

PekomeHZaLMmM No UCNONbL30BaHUID

[laHHas koMaHZa BbIBOAWT TEKYLLMIA YPOBEHb MPOTOKONUMPOBAHUSI COBBITUIA:

Log severity level: (3) err
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13.11. dp_show

KomaHp,a dp_show npegHa3Ha4vyeHa and npocMoTpa yCTaHOBJ1IE€HHbIX HACTPOEK NOJINTUKKN
Default Driver Policy.

Default Driver Policy — nonuTuka GesonacHoCTK, 3arpykaemas npu ctapTe
NpoAyKTa A0 3arpy3ku KOHpUrypauum nonb3oBaTers, Ui e npu oTrpyske
nonb3oBaTenbCKoN KoHUrypaumm. BoamoxkHble 3HaYeHNs:

e npassall - nponyckaTb BeCb TpaduK

e passdhcp - nponyckatb Tonbko DHCP nakeThbl
Cunrakcmne dp_show
[aHHasi KoMmaHga He MeeT apryMeHTOB U KITH4en.

3HaueHue Mo ymonyaHmiw  3HayeHWe No YMOMYaHUIo OTCYTCTBYET.

PekoMeHAaUMMnNo UCNosib30BaHMIO
[aHHasa KomaH4a BbIBOAUT YCTAHOBMEHHOE 3HavyeHue nonutnku DDP, Hanpumep:
Default Driver Policy : passall
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13.12. sa_show

KomaHga sa show npegHasHaveHa Ana npocMoTtpa nHdopmaumm 06o scex IPsec SA,
ISAKMP SA 1 ux coctosiHum n o konmyectee IKE obmeHoB.

CuHTakcuc sa_show [-isakmp|-ipsec] [-i CONN1 ID] [-1 CONNn_1ID]
[-detail]

-isakmp BbIBOAUTCSA MHpopmaumto 06 ISAKMP coeguHeHnsx

-ipsec BbIBOOUTCSA MHpopMaumio 06 IPsec coegmMHeHusx

-i CONNnID BbIBOANTCA MHGOPMaLUSA O COEAUHEHUMN C YKa3aHHbIM
naeHTnmkaTopom

-detail BbIBOANTCA AeTanbHas nHpopmaums o coegmHeHnsX

KomaHga sa_show (6e3 ykasaHusi onumm) No3BonsieT NPOCMOTPETh AENCTBYOLNE B
JaHHbIN MOMeHT IPsec SA.

3HayeHue No yMon4yaHuw 3HayeHWe No yMON4YaHWIo OTCYTCTBYET.

PekomeHzaLMM N0 UCNONb30BaHUKO

sa_show

B naHHom komaHae 6e3 ykasaHus onuun —detail BbIBOAUTCA KpaTkast MHpopmauusa 060
BCEX COEAMHEHUSAX, HaNnpUMep:

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Remote Addr,Port)-(Local Addr,Port) State Sent Rcvd
12 (10.0.10.16,500)-(10.0.10.99,500) active 1560 656

2 3 (10.0.10.18,500)-(10.0.10.99,500) active 1560 656

IPsec connections:

Num Conn-id (Remote Addr, Port)-(Local Addr,Port) Protocol Action
Type Sent Rcvd

1 6 (192.168.15.16,*)-(10.0.10.99,*) * AH+ESP tunn 600 1120
2 8 (192.168.15.18,*)-(10.0.10.99,*) * ESP tunn 1600 3140

B BblBOAE NpUCYTCTBYET crieaytoLias uHopmaums:
ISAKMP sessions — KONMMYECTBO He3aBepLUeHHbIX IKE-0OMeHOoB:

o ni initiated — B KadyecTBe MHULMaTOpa
e nr responded — B Ka4yecTBe OTBETYMKA.

ISAKMP connections — MHdopmauusa 06o Bcex ISAKMP SA u gnsa kaxgoro
COeauNHeHus::

e Num — NopsakoBbI HoMep ISAKMP coeanHeHus
e Conn-id — yHuKanbHbIn naeHtudgukatop ISAKMP coegmHeHns

e Remote Addr, Port —agpec v NopT napTHepa, ecnu nopt noboi - *
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e Local Addr, Port — NoKanbHbI agpec u nopT, ecnv nopT ftobon - *
e State — cocTosiHMe SA:

e incomplete — HeOOCTPOEHHOE COeaANHEHME

e active — aKTMBHOE COeAVHEHME

e configuration — gna gaHHoro SA NpoBOAUTCA OONONHUTENBHAA HACTPOWKa
(IKECFG, XAuth, etc.)

e deleted — SA He ucnonb3yeTcs, NOArOTOBMNEH K yAaneHuo
e unknown — CTaTyC COEANHEHNSI HEN3BECTEH
e Sent — KONMMYECTBO NepefaHHon nHdpopmaumm (B 6arTax)
e Rcvd — KOMMYeCcTBO NpuHATON nHdopmaumm (B banTtax)
IPsec connections — MHpopmaums 060 Bcex IPsec SA 1 ans Kaxanoro coeguHeHus:
e Num — nopsakoBbIn HoMep IPsec coeanHeHus
e Conn-id — YHUKanbHbIN naeHTudukatop IPsec coeamHeHus
e Remote Addr, Port —agpec v nopT napTHepa, ecrniv nopt nobon — *
e Local Addr, Port — nokanbHbl agpec n nopt, ecnv nopt nobon — *
e Protocol — CeTeBOW NPOTOKOJ, €CNM NPOTOKON ntobon — *
e Action—pgencreue — {AH+ESP|AH|ESP}
o Type —TuUN
e tunn — TYHHENbHbIA PEXUM
e trans — TPaAHCMNOPTHbLIN PEXUM
e nat-t-tunn — TYHHENbHbIN peXxum Yyeped NAT
e nat-t-trans — TPaAHCNOPTHbIN pexum Yyepe3 NAT
e Sent — KONUYECTBO NepefaHHon uHdopmauum (B 6antax)

e Rcvd — KONUMYECTBO NPUHATON UHOopmauum (B 6antax)

sa_show -ipsec -i 8
[aHHasa komaHaa BbIBOAMT MHGOPMaUMIO O cCoegMHEHUN C 3aaHHbIMU CBOMCTBaMU.

IPsec connections:

Num Conn-id (Remote Addr,Port)-(Local Addr,Port) Protocol Action
Type Sent Rcvd

18 (192.168.15.18,*)-(10.0.10.99,*) * ESP tunn 1600 3140

sa_show -detail
KomaHnpga c onuuen detail BbIBOOMT NOMHYO MHpOpMaLmio 060 BCEX COEOUHEHMUSIX.
ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connection id: 2
cookies: 613E427395946DFE.DE99B25554306A75
local peer (addr/port): 10.0.10.99/500
remote peer (addr/port): 10.0.10.16/500
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local identity (IPV4 ADDR): 10.0.10.99
remote identity (IPV4 ADDR): 10.0.10.16
IKERule name: ike rule without ikecfg
auth: preshared key

mode: main

sa:

transform: gost2814789cp-cbc gostr341194cp

Oakley group: 5

sa limits: key lifetime (gqm/k/sec): -/200/28800

sa timing: remaining key lifetime (gm/k/sec): -/198/26622
status: active

IPsec connection id: 6

local ident (addr/prot/port): 10.0.10.99/0/0
remote ident (addr/prot/port): 192.168.15.16/0/0

#pkts sent/rcvd: 32/6777

#send/recv errors: 2/0

local crypto endpt.: 10.0.10.99, remote crypto endpt.:

10.0.10.16

connection status: {initiated locally, }

remote identity (IPV4 ADDR): 10.0.10.16
IPsecAction name: IPsec_action 01
FilteringRule name: filter rule 00 00
PFS: none

inbound esp sa:
spi: 0x94857A70(2491775600)
transform: esp-gost2814789cp-cbc esp-gostr341194cp-hmac
in use settings ={Tunnel, }
sa limits: key lifetime (k/sec): 4608000/3600
sa timing: remaining key lifetime (k/sec): 4607998/1426

inbound ah sa:
spi: 0x6CD88232(1826128434)
transform: ah-gostr341194cp-hmac
in use settings ={Tunnel, }
sa limiting: key lifetime (k/sec): 4608000/3600
sa timing: remaining key lifetime (k/sec): 4607999/1426

outbound esp sa:
spi: OxF40CDEEO (4094484192)
transform: esp-gost2814789cp-cbc esp-gostr341194cp-hmac
in use settings ={Tunnel, }
sa limits: key lifetime (k/sec): 4608000/3600
sa timing: remaining key lifetime (k/sec): 4607999/1426
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outbound ah sa:
spi: OxFBES599CD (4226128333)
transform: ah-gostr341194cp-hmac
in use settings ={Tunnel, }
sa limiting: key lifetime (k/sec): 4608000/3600
sa timing: remaining key lifetime (k/sec): 4607998/1426

B BblBOAE NpMCYTCTBYET crieayoLias uHpopmaums:
ISAKMP sessions — KONIMYECTBO He3aBepLUEHHbIX IKE-0OMeHOB:

e ni initiated - B KayecTBe nHuumnatTopa
e nr responded — B Ka4yecTBe OTBETYUKA.
ISAKMP connection — B BblBOAe 6ygeT npucyTcTBOBaTh:
e none IKECFG address, ecnu 6bin nonyyeH IKECFG agpec:

ISAKMP connection id: 1
cookies: F86F80B571D2240F.A0455C78E9DEGGC
local peer (addr/port): 10.0.10.193/500
remote peer (addr/port): 10.0.10.178/500
IKECFG address: 192.168.15.193

e none Status MOXeT NpuHUMaThL crneayolime 3HadyeHns:
e incomplete — HEOOCTPOEHHOE coeANHEHME
e active — aKTUBHOE coeduHEeHne

e configuration —gns gaHHoro SA NpoBOAMTCS OOMNOJNIHUTENbHAs
HacTpoMka (IKECFG, XAuth, etc.)

e deleted — SA He ncnonb3yeTcs, NOArOTOBMNEH K yAaneHuo
e unknown — CcTaTyCc COeANHEHUS HEN3BECTEH
IPsec connection:
e none connection status MOXET NPMHUMaTb 3Ha4YEHUsA
e initiated locally — NOKamnbHbIA XOCT BbICTYNaeT UHNLNATOPOM
e initiated remotely — NOKasnbHbIA XOCT BbICTYNaeT OTBETYMKOM
e rekeyed — Npou3BeAeHO JOCPOYHOE Nepeco3faHne coeanHeHus

. no rekeying — JOCpOYHOE Nepeco3gaHne coeguHEHUd B KadecTBe
MHMuUmnaTopa sanpewieHo

e qore in use settings MOXET NPUHMMATb 3HAYEHUS:
e Tunnel — TYHHEIbHbIA PEXUM
e Transport — TPaHCMNOPTHbIA PeXum
e Tunnel NAT-T — TYHHEembHbIN pexum vyepesd NAT

e Transport-NAT-T — TPaHCMNOPTHbLIN pexum yepes NAT
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13.13. klogview

Ytunuta klogview npegHasHadeHa aAng npocmoTpa coobLleHun, BbldaBaeMbIX CUCTEMOM
npoTokonupoBaHus IPsec-gpariesepa.

CuHTakcuc klogview [-1tT] [-p ts precision][-m event mask]
[-f event mask]

-1 oXxuaaTtb coobLLeHNs u3 sgpa u BbIBOAUTb UX MO Mepe NOCTYMNIeHus.
OT1a onumsa NpMHUMAaETCs NO-yMOYaHuIo, ecrnv He 3afaHa onuus —m.

-t neyartaTb AaTy U Bpemsi BbiBOgA cO0OLLeHMA

-T neyaTaTb OTHOCUTENBHOE BPEMS, Korga npounsoLwsio cobbitue. Bpems

BbIBOAMTCS B CEKYHOAX OTHOCUTENbHO NPeablayLLEro cobbIThs,
NoKa3aHHOro AaHHbLIM 3K3EMMMSAPOM YyTUNuUTLI. Hanpumep, 3HavyeHne
10.353245 — ato 10 cekyHa u 353245 mukpocekyHa. MakcumanbHas
TOYHOCTb — HAHOCEKYH/bl, HO peanbHas NOrpeLlHOCTb 3aBUCUT OT
annapaTHOW nnadopMbl U ONepaLNOHHON CUCTEMbI. 3HAYEHME,
BblJaBaeMoe C NepsbIM coobLLeHneM, oTobpaxaeT abCcontoTHoe
3Ha4YeHNe 4YacoB, KOTOPOE UCMONb3YeTCs ANS BblYMCIEHMS
OTHOCUTENbLHOrO BpeMeHWU. AGCOSMOTHOE 3HaYeHne — 3To NGO BpeMsi
CO cTapTa cucTeMbl, TGO BPeMSI OTHOCUTENbHO KakoW-To AaTbl,
NMPUHATONM B AHHOW CUCTEME 3a TOYKY OTCcYeTa.

-p ts_precision KONMMYEeCTBO 3HAKOB AOMew CekyHA, UCMOoMnb3yeMbliX Npu nevaTu
OTHOCUTENBbHOro BpemMeHn cobbitus (-T).

-f event mask 3agaTtb unbTp COBLITMI ANA AaHHOIO dK3eMnnsapa yTUnuThl.
Bo3amoxHble cobbiTusA onncaHbl B Tabnumue.

-m event mask 3agaTtb (unbTp cobbLITMI NO-yMon4YaHuoo. 3agaHHoe 3HaYeHve

MCNonb3yeTcsl, eCrnn He ykasaHa onuus —f .
-h BbIBECTU KpaTKyH MHpopMaLmMio 06 NCMONb30BaHUN YTUNUTI.

B HacToALWMIN MOMEHT YyTUNMTA MOXET BbIBOAMTb HA KOHCOSb COOBLLIEHMS, OTHOCALLMECS K
OLHOW UIM HECKONbKMM rpynnam cobbitun. CobbiTMSA, NO KOTOPLIM BbIBOAATCS COOOLLEHMS,
CrpynnupoBaHbl cnegyowmm obpasom:

Tabnuua 3

Mpynna

co6bITUM Kon OnucaHue

YHnYTOXEHME NakeTa. BeiIBOAUTCA HENOCpeaCTBEHHO nepes
YHUYTOXEHMEM Kakoro-nubo naketa. CoobLieHne cogepxut
KPaTKUM TEKCT, NOACHAIOLLMIA NPUYUHY YHUUTOXEHNS U

drop 2 WHpopmaumo n3 IP-3aronoska nakeTta. B HekoTopbIx criyyasx
IP-3aronoBok MOXeT ObITb MCMOPYEH K MOMEHTY BbIBOAA
coo0bLeHuns, Toraa B COOBLLEHNM [ONYCKATCA HyNEBbIE U
nodble apyrve criyydarviHble agpeca.

Mponyck nakeTa. BoiBoaUTCA HenocpeacTBEHHO nepes
OTChINIKOWN Kakoro-nnbo naketa. CoobLieHne coaepXxnT

pass 1 N A
KpaTKWI TEKCT, MOSACHAOLWNA AENCTBUS, KOTOPble Bbinu
npovsseneHbl Haf NakeToMm.
HekoTopble BHyTpeHHMe cobbiTud, npomcxoasiime ¢ IPsec -
sa minor 8 KoHTekcToM. CoobLieHuns cogepxaTt Homep KoHTekcTa (ID),
— KOTOPbIN MOXHO YBUAETb N3 COOBLLEHUS O 3arpyske
KOHTEKCTa.
sa_major 4 Baaumopgencteus mexay IPsec-gpanBepoM 1 NpUnoxXeHuemMm,

KacaroLmecs U3SMEHEHNS COCTOAHNSA |Psec-KOHTEKCTOB.
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lpynna
pynna Koa OnucaHue
cobbITui
CoobueHus cogepxxaT Homep KoHTekcTa (ID), koTopbii
MO>XHO YBUAETb U3 COODLLEHNS O 3arpy3Ke KOHTEKCTA.
CoobLweHuns BbIBOOATCA Nepes NomnbITKON NPUMEHEHNS K
sa_trace 16 - A pea P
nakety IPsec-KOHTeKcTa.
Owwnbkun, cBA3aHHbIE C HeyCneLwHbIM NpuMeHeHeM IPsec-
sa_errors 32
KOHTEKCTa K nakery.
filt trace 64 BbiBOAMTCA MMSA 1M MHAEKC Npasuna hunbTpaLmm, ecnm Takoe
— Ons nakeTa HangeHo.

HyxHbIn Habop cobbITuin (event mask) MOXHO ykasaTb ABYMs criocobamu:

e  CNoOXeHueM KOAOoB rpynn cobbiTum (CM. B Tabnuue)

Mpumep:

klogview —-f 0x43

nJinm

klogview —-f 67

e MepeyuncrieHnem HasBaHui rpynn cobbITWIN Yepes 3anaTyto, 6e3 npobenos Mexay
3ansATol 1 HasBaHMEM TPYNMbl

Mpumep:

klogview —-f drop,pass,filt trace

3HauyeHue no ymonyaHuw  3HayeHMe NO YMOMYaHWI0 OTCYTCTBYET.

PekomeHAaLMmM No UCNoNb30BaHUID

Vcnonb3ynTte AaHHy0 KOMaHgy A58 NpocMOoTpa CoOBLEHMI, BbigaBaeMbIX CUCTEMOM
NPOTOKONMPOBAaHWS.

CoobuieHus, BbIBOAUMbIE YTUITUTON

Coo6LeHuns, BbIBOAUMbIE YTUNNTON, POPMUPYIOTCH HA OCHOBE AaHHbIX, NPUCHINIaeMbIX U3
IPsec-gpanBepa. CTpykTypa 6onblUMHCTBaA COOOLLEHUI onpeaensieTcst CTpokon dhopmara,
nony4yaemon u3 IPsec-gparisepa.

CneuuanbHble COOGLLEHUS, BbIBOAUMBIE YTUMUTOIA:

*** N messages lost *** BbIBOOUTCA, €Clnn yTUnnTa He ycnesaet

no format string

<error:

obpabaTbiBaTb coobLieHmst u N coobLueHurn
NnopeTsiHbl.

B COOBLLEHNN OTCYTCTBYET CTPOKa chopmaTa’.

B BEIBOIOVMOM COOOLEHUN HEeCOOTBETCTBNE CTPOKU cbopmaTa

napamMeTpam COOBLLEHMS”.

MpuBeaem cnmMcok coobLLeHnn, KOTopble BbIBOAATCS CUCTEMOW NpOoToKoNupoBaHus IPsec-
Apansepa Ans pasHbiX rpynn cCoobITUN.

! 370 He sIBNAETCA HOPMarLHOW cUTyaLmen, npockba coobLaTh pa3paboTynkam O NOAOBHbIX MPOSBIEHNSX.
% 3T0 He ABNSETCA HOPMAIbHOI CUTYaLMeit, IPock6a coobLLaTh Pas3paBoTyMkaM O NOAOGHBIX MPOSBMEHUSIX.
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13.13.1.  CobbIiTua rpynnbi pass u drop

CoobLeHunsa ona aTor rpynnbl BbIBOAATCS HEMNOCPEACTBEHHO Nepes YHUUTOXEHNEM UMK
OTNpaBKoOW NakeTa.

dopmart coobLeHus (B nopsigke crieoBaHus):
e  BXOOSALLUUNA UMK BbIXOOALWMNNA NakeT
e |P-agpec ncroyHuka
®  MOPT UCTOYHMKA
e |P-agpec nonyyatens
e OpT nonyyartens
e Homep IP-npoTtokona
e JlOrMYECKOe UMSA MHTepdenca Unm Koa nHTepdgeica, ecrnm UMsa HEM3BeCTHO
e genctBume "passed" unm "dropped"

. CTPOKa, onucbiBarwowasa NpuHnNHY YHUHTOXEHNUA UMK OTNPaBKK NakeTa.

Mo BO3MOXXHOCTM BbIBOAUTCS AOMNOMHUTENbHAs UHOpMaums, Hanpumep, MMs npasuna
dunbTpaumm n nageHTndukatop SA.

[IpyMepEl COOBWEHMM TPYNIH pass
MakeT obpaboTaH no npasuny dunbTpauum ¢ AeNCTBneM PASS :

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, 1if eth0O, passed:
filter flt abc: filtered

MakeT 6bIn 06paboTaH No IPsec-NpaBuny:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, 1if eth0O, passed:
filter flt cba: decapsulated

out packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, passed:
packet encapsulated

OTKpbITbI NAKeT ObIN NPOMyLLEH No NpaBusy ¢ AeUcTBUEM IPsec+PASS:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, passed:
filter flt cba: IPsec rule, but the packet was not
decapsulated

MakeT GbiN NponyLLEeH B OTKPLITOM BUAE NO NpaBuny ¢ 4EUCTBMEM IPsec+PASS:

out packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, passed:
filter flt abc: bundle not found

IIpuMepsl coobmweHuy rpynns drop
Coob6LeHuns, cBA3aHHbIE C HEKOPPEKTHLIMU AAHHBLIMW 3arofloBKOB NakeTa:
IP-3aronoBok MCnopyeH:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
corrupted headers

TCP/UDP 3arofnoBOK UCMOPYEH:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
corrupted protocol headers

Cnepytowee coobuieHre aHanornyHo "corrupted protocol headers”, BbiBogutcst nocne
cbopku (peacceMmbnvpoBaHust) IP-nakeTa:
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in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth(0, dropped:
can't update selector

McnopyeHHble 3aronoBku nocre packpbitus IPsec, 310 MOXeT OblTb Takke CBSI3aHO C
MCMNOSb30BaHNEM HEBEPHOTO Krtoya Ansi pacluMdpoBKM NPy OTCYTCTBMU NPOBEPKN
LLEeMNOCTHOCTHU:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, 1if eth0, dropped:
SA 33: can't prase packet headers after decapsulation

WcnopyeH ESP nnu AH 3aronoBok:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, 1if eth0, dropped:
unable to fetch SPI

MoxeT BbIBOAMTLCS NPU BHYTPEHHMX ownGKax paboTbl KNMEHTCKOM cTopoHbl IKECfg:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, 1if eth0, dropped:
filter flt aaa: firewall procedure's result

MNpeBbILLEHO OrpaHnyeHre No KONMYecTBY BMOXeHWI IPsec, packpbiBaeMblX Ha O4HOM
XocTe (gonyckaeTtcs He 6onee 16 BNOXEHWN):

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, 1if eth(0, dropped:
too many nested encapsulations

[MakeT yHUUTOXEH B COOTBETCTBUN C RefuseTCPPeerInit, BbICTaBMIEHHOM B NpaBune
dunbTpaummn:;
in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0O, dropped:
filter flt aaa: incoming TCP connections restricted

Coob6LweHunsa o0 nognagaHuy nakeTa nog npaswmo ¢ Agenctemem DROP:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0O, dropped:
filter flt aaa: packet hit a "DROP" rule

out packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
filter flt aaa: filtered

MakeT GbIN 3aKpbIT ¢ NOMoLLBIO IPsec, Ho NoanagaeT Nofd NpaBuno PASS :

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
filter flt aaa: decapsulated packet hit a "PASS" rule

OTKpbITbI NAKeT nognagaeT nog npasuno punbTpauum ¢ IPsec-gencremem:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
filter flt aaa: IPsec rule, but the packet was not
decapsulated

MpaBuno c gencremem IPsec+DROP, U COOTBETCTBYHOLWMIA SA bundle He Bbin co3aaH:

out packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
filter flt aaa: bundle not found

Owwnbkn IPsec:
in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
SA 33: decapsulation error 5: integrity verification failed

out packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
SA 33: encapsulation error 4: sequence number wrapped
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BoamoxHbl crieqytoLlne owmnbku

Kon HasBaHue OnucaHue npobnembl
1 replay packet detected OOHapy>xeH NOBTOPHbIN NakeT
2 call to crypto subsystem failed owmnbka KpUNTO-NoACUCTEMbI
3 last sequence number nocnegHun Homep nakeTa
4 sequence number wrapped nepenosiHeHne CHETYMKa NaKeToB
5 integrity verification failed npoBepKa LIeNIOCTHOCTM He npoLusa
NCMOPYEHHBbIN MPOTOKOMbHbIN
6 corrupted protocol headers P P
3arosioBoK
. MCMOPYEHHbIN NPOTOKOSTbHbIN
7 corrupted headers after decapsulation P P
3arofioBOK Mocre gekancynsaumm
8 memory allocation failed HEBO3MOXXHO BblAeNUTb NaMATb
9 IP ttl expired cyeTymk IP ttl ncrek
10 buffer is too small® 6ychep CMLLKOM MaJT
11 can't parse IP options HEeBO3MOXHO pasobpatb onuum IP
12 padding check failed owmbKa B 3anonHuTene
13 incorrect SA parameters (from HenpaBunbHble NapameTpbl SA
pmod_init_sa) *
. XM MHKancynsaumm (TyHHeNbHbIN
14 encapsulation mode (tunnel/transport) SHM TDAHCMO TyHbIIl;Il) He( y
doesn't match the SA P P
cooTBeTcTBYyeT SA
T npesBbILLEeHO orpaHn4eHne Ha
15 traffic limit exceeded”® P P
Konun4yectso obpaboTtaHHoro Tpaduka

lMpomexyToyHoe cocTosiHne npu IPsec-rekeying (npouecc rekeying (CMeHa Knio4eBoro
MaTepuana) He ycrnen 3aBepLUUTLCS BOBPEMS):

out packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
filter flt aaa: bundle is unusable

OrpaHuyeHune Ha 0bpaboTKy TpaH3mTHoro Tpaduka (Server, Client):

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
decapsulated packet is not local (not a security gateway)

OrpaHunyeHune Ha 06paboTKy TpaH3UTHOro Tpadmka Nnpu BNoxeHHoM IPsec:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if ethO0, dropped:
decapsulated ipsec packet is not local (not a security
gateway)

Ouepeab nakeToB, oxuaarLas cosgaHms IPsec SA bundle nepenonHeHa:

out packet 2.3.4.5:12->3.4.3.3:14, proto 6, if ethO, dropped:
filter flt aaa: waiting for a bundle: queue overflow

® 370 sBNSETCH BHYTPeHHen owmnbkon, npocbba coobliaTtb paspaboTymkam.
* 370 ABNSIETCS BHYTPEHHEN OLLMGKOI, Npockba coobLiaTh pa3paboTumkam.
°SA yaanuTcsi, U MOTOM [OSDKHA MPOM30ITU CMEHa KITIoYe.
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Cnepytowee coobLleHe roBopuT O CANULLKOM BObLLIOM KONMYECTBE NakeToB Ha
0bpaboTky ogHum SA (6onee 40). Ckopee Bcero, 3To 03HayaeT HEONTUMArbHbIE
HaCTPOWKM NpoayKTa C TOYKU 3peHus npomnssoamTensHocTu. MNpocbba obpalatbes K
pa3paboTunkam;

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, 1if eth0, dropped:
SA 33: queue overflow

BHyTpeHHMe owmnbku, o KoTopbix Npocbba coobLiatb pa3pabdoTyunkam:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, 1if eth0, dropped:
ip data is not 4-byte aligned

Ipyrue coobLueHus:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, 1if eth0, dropped:
no matching filtering rule

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
SA 33: decapsulated packet's IP header doesn't match the SA

out packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
out of memory

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, dropped:
SA not found

13.13.2. CobbiTua rpynnel filt_trace

Coo06LLeHMst 3TON rpynnbl NO3BONSAOT ONPeAenUTb, Kakoe NpaBuio punbTpaumm
ncnonb3ayeTtcs Ans o6paboTku nakeTa. AT coobLLeHMs He coaepkaT MHopMaLmio o
camoM nakeTe. Takyo MHopMaLMio MOXXHO MOSYYUTb U3 KOHTEKCTa COOBLLEHMS
(Hanpumep, 13 crneayoLWmMx COOBLWEHWIA rpyNnbl pass u drop).

MpymMep coobLLeHNs:
found filtering rule 102 (filter tcp)

13.13.3. CoObITna rpynnbl sa_minor, sa_major

Coo06LLeHns 3TON rpynmnbl MO3BOMAOT KOHTPONMPOBATL MPOLECCHI CO3AaHUA, YHUHTOXEHNS
1 3aMeHbl IPsec-koHTekcToB. CoobLLEeHMA O 3arpy3ke KOHTEKCTOB cofepXXaT AeTarlbHyto
WHpopmaLmio 0 napameTpax KOHTEKCTa, BkMtoyaa IP-napameTpsl (agpeca, nopthl), SPI,
pexumsl 1 ap.

Ecnu coobweHne cogepxut IP-napameTpbl (Selector), To OHY BbIBOASATCS B Cneayowem
nopsigke:

e roKarnbHbIN agpec/aManasoH aapecos
e  rloKarbHbIA NopT
e yJdaneHHbI agpec/ananasoH agpecos
e yaaneHHbl nopT

e |P- npoTokon.

Moa nokanbHbIM agpecom NOHMMAETCHA agpec NCTOYHMKA (Source) s UCXoasaLmx
nakeToB.
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Nlpumepn coofmenmii I'pynmsl sa_major
MpeBbIeHO orpaHudeHne SA no Tpaduky:
SA 55 expired

Mopa HaumHaTbk rekeying SA (npongeH 6apbep no Tpaduky):
requesting rekeying for SA 33

SA Hurge He MCNonNb3yrTCA U OOJIKHbI ObITb yoareHsbl:
requesting to remove SA: 44,45

CoobueHuns o 3arpyske HoBbIX SA:

loaded SA: id 12; flags 0x1l; ipsec flags: 0x18; selector:
5.4.3.2->2.3.4.5; type: 51; SPI: Oxabababba

Cnepytowee coobLleHne roBoput o 3aMmeHe IPsec SA 6e3 npepbiBaHMs 06paboTku
Tpacduka:
loaded replacement for SA 55: id 12; flags 0x0; ipsec
flags: 0x38; selector: 3.4.5.1->2.3.4.0-2.3.4.255, proto
17; type: 50; SPI: 0x3b7f44e0

Pacwudposka type:

51 - AH
50 - ESP

PaclumndpoBka HeKOTOprX6 outos flags:
Ox1 - BxomammmM

PacwundpoBka 6UTOB ipsec flags:
0x1 — TYHHEJIbHBEI PEeXUM

0x2 - cbpacweeBaTb DF-bit

0x4 - ycraHaBauMBaTh DF-bit

0x8 — BkJIIOUEeHa 3ammMTa OT replay-aTak

0x10 - BKJIOUEeHa NPOBEepKa LEJIOCTHOCTU

0x20 - BxJIOYEHO WUOPOBaHUE

0x40 - wmcnosbyeTcs UDP-encapsulation (NAT traversal)

Barpy3ka cBa3ky SA (SA bundle) :

loaded bundle: filter: 298 (ipsec filter); selector:
3.4.5.1:98->3.4.5.2:99, proto 17; SA ids: 4, 5

CoobueHune o 3arpyske SA bundle, He cogepxallee cnucka SA, o3Ha4aeT OLWUOKY
co3faHusa SA bundle npunoxeHnem (4EMOHOM).

3anpoc SA bundle (ob6vuHO mOna ero obpaboTku Tpebyercs IKE-oOmMmeH) :

bundle request: filter: 59; selector: 5.4.3.2:1->1.2.3.4:5,
proto 17

SA 3abnoknpoBaH (MPeBbILLEHO OrpaHMYeHne No BpemeHn/Tpaduky), oxungaeTcs
3aBepLUeHne npoLecca rekeying:

disabled SA 33

YpnaneHue SA:
removed SA 33

6 OcTtanbHble 3Ha4YeHnd (bJ'IaFOB He npeagHa3Ha4veHbl AnAa nHrepnpetTaunmn norib3oBaTesidaMn.
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YpaaneHue paHee 3abnokmpoBaHHOro SA:
removed dead SA 33

Opyrue coobuieHuns:
application request to enable SA 33 processed

first packet will trigger rekeying of SA 33

COO6|JJ,6HVIFI, BO3HUKatoLWmne npun OLIJl/I60'~-IHOM/CTpaHHOM7 noBegeHnn npoaykra:

can't add bundle: filter id 299 not found

can't add bundle: SA id 33 not found

can't add bundle: SA id 33 is unusable

can't load SA: unable to unpack

can't load replacement for SA 33: SA not found

can't load replacement for SA 33: can't unpack

can't load replacement for SA 33: race condition - SA is dead

can't remove SA 33: sa not found

can't disable SA 33: sa not found

can't enable SA 33: sa not found

rekey trigger: can't find SA 33
IlpyMeps COOBWEHWI I'PYIIIH sa_minorgz
destroyed SA 12
replacing SA 12 with SA 13
can't enable sa 13: it's already enabled
enabled sa 14, but didn't activate it
enabled sa 15

13.13.4. CoObITna rpynnsl sa_trace

CoobLeHuns rpynnbl sa_trace NO3BOMAT yBUAETb DAKT NPUMEHeHNs |Psec-KOHTEKCTOB
K nakeTy. [ng ncxodswmx nakeToB — 9TO MHKaNCYNAUMS, ANs BXOAAWMNX — AeKanCynsauus.
CoobweHuns cogepxaTt ngeHtudukaTop SA, KOTOpbIV BbIBOAUTCA Mpu 3arpyske SA
(mOMmKHbI BbITh BKIOYEHbI COOBLLIEHMS rpynMbl sa_major). VIHdopMaumsa o nakete
BbIBOAWTCS B TOM K€ NopsKe, YTO U Ans coobLleHui rpynnbl pass u drop.
Mpumepbl coobLeHni:
decapsulating with SA 10: 1.2.3.4:5->5.4.3.2:1, proto 6, if
iprb0
encapsulating with SA 10: 5.4.3.2:1->1.2.3.4:5, proto 6, if
iprb0

13.13.5. CobbITua rpynnbi sa_error

Coo6LeHNs 3TOW rpynnbl BbIBOAST AOMNOSNHUTENbHYIO MHGpOPMAaLMIO O crieundnyeckmx
owwmbkax IPsec.

" Mpocbba coobLuaTth paspaboTumkam 0 BOSHUKHOBEHWUW OAHOM N3 NEPEUNCTIEHHBIX OLLMGOK.

8 CoobLeHns gaHHOro pasaena npegHasHa4eHbl And BHYTPEeHHEro Mcnojib3oBaHuA. PaCUJVI(prBKa
nonb3oBaTendaM NpoayKTa He NpeaocTaBlidAeTCA.
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B 4aHHbI MOMEHT €CTb TONbKO OOHO COObLLIEHNE — O AETEKTUPOBAHUN replay-aTaku.
BbiBOAMTCSA COCTOsIHME OKHa, HOMep nakeTa (sequence number).

Mpumep coobLeHus:

replay packet detected: SA 10 last sequence number 92, window
Ox1, packet sequence number 4.
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13.14. CooOlLueHns 06 owmbkax

Hwxe npuBeaeHbl TeKCTbI coobLeHun 06 owmbkax, KOTopble MOrYT BO3HUKaTb Npu paboTe
C NPOrpamMMHbIMU YTUITUTaMW.

Ecnu B TekcTe nonyyeHHoro coobueHns npucytcteyeT dpasa ” Internal error:”, To
obpalantech B cnyxby nogaepku No agpecy support@s-terra.com.

Ytunuta sa_show

TekcT coobLeHus OnucaHue npobnembl

Internal error. Kog ownbku. BHyTpeHHss olumnbka.

SA info is not found. Error: ACCESS

DENIED. Monb3oBaTtenb He ayTeHTMULMPOBAancA.

Ytunuta key_show

TekcT coobLeHus OnucaHue npobnembl
Unable to obtain keys from DB.Error: He ypanock nonyuutb Preshared Key 13
ACCESS DENIED. 6asbl.

Ytunura Isp_show

TekcT coobLeHus OnucaHve npobnemsbl

Failed to retrieve policy from product data
base.Error: ACCESS DENIED. Owwnbka npy NOBTOpHOM 3arpy3ke LSP.

Other operations are cancelled due to error

Ytunura log_show

TekcT coobLeHus OnucaHve npobnemsbl

Failed to get severity level.Error: ACCESS | Owwubka npy nony4eHun ypoBHs
DENIED. NPOTOKONUPOBAaHWSA COBBITUN.
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Ytunuta cert_check

TekcT coobLieHunA

OnucaHue npobnembl

Internal error. Unable to obtain certs from
DB

No certificates found.

HeygayHas nonbiTka Nony4nTb
cepTudmkaTel U3 6asbl NpoayKTa.

Ytunuta dp_show

TekcT coobLeHus

OnucaHue npobnembl

Error %d: VPN demon is not started

MpoGnema co cTapToM AeMoHa

Error %d: Default driver policy is not read
from db

Owmwnbka npu yteHmm Default Driver Policy
13 6a3bl npoaykTa

Error %d: Log-off policy is not read from db

Owwbka npu nonyyeHmmn Log-off policy

<OnucaHus onepaumn>. Error: ACCESS
DENIED.

Monb3oBaTesnb He ayTeHTUdULMpoBarscs.

Failed to get default driver policy.Error:
ACCESS DENIED.

Owwnbka npu 3arpyske DDP.

Ytunuta pwd_change

TekcT coobLeHus

OnucaHue npobnembl

Error %d: VPN demon is not started

MpoGnema co cTapToM AeMoHa

Error %d: Old password is wrong

HeBepHbI cTapbln Naposib

Error %d: New password is not set

Owwnbka npu ycTaHOBKE napons

Ytunura client_logout

TekcT coobLeHus

OnucaHue npobnembl

Error %d: VPN demon is not started

MpoGnema co cTapToM AeMoHa

Error %d: Log-out fail

HeynayHbin logout
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14. TpoTokonupoBaHue coOLITUN

HacTtpolika Syslog-knmeHTa npor3BoanTCS agMUHUCTPATOPOM NPy NOArOTOBKE
WHCTanmMsLUMOHHOrO nakeTa nonb3oBaTens. AoMUHUCTpaTop onpeaensieT |IP-agpec xocTa,
Ha KOTopbI ByayT nocbinaTbCA COOBLLEHMS O CODLITUSIX, YPOBEHb BaXKHOCTU COOBLLEHNI,
MCTOYHUK COOOLLIEHUI.

14.1. Nony4yeHue nora B Windows

Ina nonyyeHus nora B Windows mMoxHo ncnone3oBatb npoaykt Kiwi Syslog Daemon
(http://www.kiwisyslog.com), Tri Action Syslog Daemon u ap.

14.2. CnuUCOK NpOTOKONUPYEMbIX COOLITUN

Kaxxgomy npoTokonupyemomy cobbiTUi0 MpucBamMBaeTcs (PMKCUPOBAHHBIN MAEHTUDUKATOP
(MSG ID) n cooTBeTCTBYHOLUNI EMY YPOBEHb BaXXHOCTU (Severity) ans npoTtokona Syslog:

EMERG, ALERT, CRIT, ERR, WARNING, NOTICE, INFO, DEBUG.

BblgaBaeMble coo6LLEHNST U ONUCaHUE COBbITUIA NO 3TUM COOBLLIEHMAM NPeacTaBNEeHb B
Tabnunyax 3-7.

Coobumenuss ypoBHst ERROR

Tabnuua 4
YpoBeHb .
OnucaHue cobbITUs P Pasgen LabnoHbI coobuweHunn
Ba)XXHOCTH
JlokanbHbIN cepTudukat Searching local certificate failed. Reason: %s°.
1 ERR CERT .
HenpuroaeH Subject: %s Issuer: %s SN: %s
Local certificate '%{1}s" is invalid: private key
%{2}s%{3}s'%{4}s" is inaccessible
roe:
%{1}s — 3Ha4yeHne nonga Subject
CereTHbII;I KoY JToKarnbHOro cemecpMKaTa
2 nokaneHoro ceptudukarta ERR CERT %{2}s — «», ecnu Krtod 6bIn 3aJaH SBHO,
HeJoCTyneH MHa4e «at container
%{3}s — «», ecnu knto4 Obin 3a4aH ABHO,
MHaye « »
%{4}s — nyTb K knto4y, ecnv oH Obin 3agaH
SIBHO, MHa4e MMs1 KOHTelHepa
Local certificate '%{1}s' is invalid: container
'%{4}s' is inaccessible
KoHTelnHep kno4a roe:
3 nokaneHoro ceptudukara ERR CERT %q{1}s — 3Ha4eHue nons Subject
HeJoCTyneH nokanbHoro cepTudukaTa
%{4}s — nyTb K KNtO4y, ecrnu oH 6bin 3agaH
SIBHO, MHa4e MMs1 KOHTelHepa

° revoked | expired | not verified
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YpoBeHb

OnucaHue co6bITUA Paspen LLla6noHbI coo6weHnn
Ba)XXHOCTH
Local certificate '%{1}s' is invalid: private key
%{2}s%{3}s'%{4}s' is inconsistent with the
certificate
3 roe:
CekpeTHbIN KiTtoy He %{1}s — 3Ha4eHune nonsa Subject
cooTBeTCTByeT rnokaneHoro cepTndukara
4 nokaneHomy cepTudukaTy. ERR CERT . 5
3T0 BO3MOMHO TOMBKO %0{2}s — «», €Cnu Kritod 6bin 3aAaH ABHO,
%{3}s — «», ecnu knto4 BbiN 3a4aH SBHO,
MHaye « »
%{4}s — nyTb K KNto4y, ecnu oH 6bin 3agaH
SIBHO, MHa4e MMS KOHTelHepa
HeycneluHas nonbiTka Connection request FAILED, Reason: %s'°, ip:
5 | ycTaHOBUTb coeanHeHMe B ERR POLICY %s, protocol: %s™, IKERule: "%s", IPsecAction:
KauecTBe MHULMATOPa "%s", FilteringRule: “%s”*?, Stopped at: %s"®
OGHapyxeHbl There is a bad Isp object in product db: '%{1}s',
6 HEKOPPEKTHbIE AaHHbIe B ERR POLICY %{1}s — ums1 HeKoppeKTHoro hanna
6ase aaHHbIX, CBA3AHHbIE onucaHusi obbekTa B 6ase JaHHbIX
cLSP
There are at least two active configurations in
product db: '%{1}s' and '%{2}s'
Obrapyxena Gonee eu %{1}s — umsa nepsoro hanna onucaHns
7 OfHa akTmBHas LSP B ERR POLICY P .
obbekTa B 6a3e aaHHbIX C akTuBHOM LSP
0ase gaHHbIX u
%{2}s — umsa BTOpOro gparnna onncaHus
obbekTa B 6a3e gaHHbIX ¢ akTuBHOW LSP
Invalid route to %{1}s%{2}d through %({3}s
%{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oauHo4vHoro IP unun noaceTun
%{3}s — gw nnu interface
8 Owunbka B 3anmcu ERR SYSTEM 0 8)s-g
MapLUpyTU3aLmMm %o{4}s — agpec gateway-s1 Unvm nmsi

WHTepdenca

%{5}s — “, metric”, ecnu ykasaHa MeTpuKa B
LSP

%{6}s — 3Ha4YeHnEe METPUKK

%({7}s — onucaHune owmnbku: inconsistency,
invalid gateway (matches local address)

1% Session timeout | Invalid packet | No proposal chosen | Invalid ID | Authentication failed | Process blocked by
Local Policy (nonbiTka ycTaHOBUTL coeguHeHne bnokupyeTtcs u3-3a nepesarpy3ku LSP) | Internal error

1 ISAKMP nun6o IPsec

2 Ecnu Ha MOMeHT BbIBOOA cO00LWeHNs ceeaeHms o npasunax ISAKMP, IPsecl nnbo o gunbTpe OTCYTCTBYIOT,

TO COOTBETCTBYKOLIME CBeAeHNA He BbIBOOATCA

13 [ononHutenbHble cBEAEHUS 006 onepauun, Ha KOTOpOVI npepearncs npouecc yCtaHoBJ1IeHNA coeanHeHunsa
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OnucaHue cobbITUA

YpoBeHb
Ba)XXHOCTH

Pasgen

LLlabnoHbI cooOLeHnn

Owwnbka npu gobaeneHnn
3anucu B Tabnuuy
MapLupyTu3aLmm

ERR

SYSTEM

Failed to add routing: %{1}s%{2}d through
%{3}s %{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oanHo4vHoro IP nnun noaceTtn
%({3}s — gw unu interface
%({4}s — agpec gateway-a nnv ums
nMHTepdenca

%{5}s — “, metric”, ecnu ykasaHa MeTpuKa B
LSP

%({6}s — 3HauyeHne meTpuKn
%{7}s — onncaHmne ownbKuK: inconsistency,
invalid gateway (matches local address)

Ha ypoBHe ERROR napameTp %{7}s moxeT
NPYHMMAaTL CrieayoLlme 3HadeHus: system
error, unknown network interface, internal error.

Ha yposHe WARNING napameTp %{7}s moxeTt

NPUMHUMAaTbL cnegyoLwime 3HadeHus: already
exists.

10

Owunbka npu yganeHuu
3anuncu us Tabnuupl
MapLupyTu3aumm

ERR

SYSTEM

Failed to delete routing: %{1}s%{2}d through
%{3}s %{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oanHo4vHoro IP unun noaceTtun
%{3}s — gw unu interface
%({4}s — agpec gateway-a nnv ums
UHTEepdenca
%{5}s — “, metric”, ecnn ykazaHa MeTpuKa B
LSP
%{6}s — 3HayeHne meTpukn
%({7}s — onucaHue owmnbku: inconsistency,
invalid gateway (matches local address)
Ha yposBHe ERROR napameTtp %{7}s moxeT

NPUHUMATbL creyoLme 3HadeHus: system
error, internal error.

Ha yposHe WARNING napameTp %{7}s moxeT
npuHMMaTh crnegylowme 3HadveHus: not found.

Coobumennst ypoBHss WARNING

Tabnuua 5

OnucaHue coobITUA

YpoBeHb
BaXXHOCTU

Pasgen

LLla6noHbI cooOLeHun

B dpaine x509conv.ini
ykasaHa
HenopaepXnBaemas
KOAMpoBKa

WARNING

CERT

Unsupported encoding "%{1}s" has been
specified in x509conv.ini, "%{2}s" will be used
%{1}s — HenogaepxuBaemas KoaNpPOBKa

%{2}s — kognpoBka, koTopas bygeT
ncnosb3oBaHa Asi COOTBETCTBYHIOLLErO
ASN.1-Tvna

B danne x509conv.ini
yKasaH Hen3BeCTHbIN
napameTp

WARNING

CERT

Unexpected parameter "%{1}s" has been
specified in xX509conv.ini, ignored

%{1}s — umsa Hen3BeCcTHOro NnapamMmeTpa
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YpoBeHb

Paspen LLlabnoHbI cooOLeHnn
Ba)XHOCTU

OnucaHue cobbITUA

Certificate with subject "%{1}s" has
incompatible attribute value encoding.
Probably, the connection won't be established.
WARNING CERT Please, configure x509conv.ini according to
actual attribute encoding.

%({1}s — cTpokoBOE NpeacTaBneHne nons
Subject cepTudukarta

Owunbka npu
nepekoaMpoBKe nonewn
Issuer nnn Subject
ceptudmkata B UTF-8

LDAP zanpoc {1}
4 3aKOHYMIICA HeyOayen. WARNING LDAP
MpuunnHa: {2}

LDAP request failed. Reason: %{2}s"*. Query"*:
"Oo{1}s",

Incoming connection request FAILED, Reason:
%s™®, ip: %s, protocol: %s*’, IKERule: "%s",

IPsSecAction: "%s"'®, FilteringRule: “%s”**,
Stopped at: %s?*°

HeyCFIeLLIHaﬂ nonbITKa
5 YCTaHOBUTb cOeguHEeHne B WARNING POLICY
Ka4vyecTBe OTBEeTHUMKa

DefaultCryptoContextsPerlPSecSA in
"agent.ini" is not valid (must be from 1 to 128),

3HadeHve napaveTpa %{1}d will be used instead.
6 DefaultCryptoContextsPerl | WARNING POLICY %{1}d — 3HaueHMe, KoTopoe GyaeT
0 - 3

PSecSA 3agaHo HeBepHO
MCNomnb30BaHO Ansi napameTpa
DefaultCryptoContextsPerlPSecSA

B npasune IKERule WARNING: IKERule '%{2}s', line %{3}d: in
3a4aHO HECKOJTbKO Aggressive Mode initiator will use %{1}s only.
TPaHCcopMOB ¢ %{1}s — Ha3BaHWe BbIBPAHHOW rPynMbl, MO
pasnuyHbLIMK rpynnamu. koTopow ByaeT pabotaTb AreHT B KauecTse
Ecnm B kavecTae nHuumaTopa B Aggressive Mode.

uHuumnartopa AreHT byget
ucnonb3oBaTb Aggressive
Mode, To B 3TOM crny4ae
6yayT BbICHINATLCSA TOMLKO %{3}d — cTpoka, Ha KOTopoM
TpaHcdOpPMbI C TaKoW e pacnonaraetca IKERule.
rpynnon kak y nepeoro
TpaHcdopma B npaBune.

WARNING POLICY %{2}s — ums IKERule, ansa kotoporo
BblBeJeHa 3Ta ANarHoCTuka

4 Create request failed — He ynanocb cpopmmnpoBaTb KOPPEKTHLIN 3anpoc
Failed to parse message — Owunbka pasdopa coobuieHns LDAP

Timeout

LDAP server is not responding — LDAP cepsep HegocTyneH

Request canceled — 3anpoc npepBaH (HanpvMep npu BbIrpy3ke KOHurypauum)
Unknown — lNpuynHa HenasecTHa

'® 3peck 1 panee Query nokasbiBaeTtcs B Buge URL. [No Bo3amoxHocTK nuweTcs agpec LDAP-cepsepa (kak
npaBuno Bo Bcex crnyyasx, kpome “LDAP request ignored...”). JaHHbIi Query moxeT otnnyatbes oT URL,
ykasaHHoro B coobweHunm o popmupoBanHum LDAP-3anpoca (cnyyan “CRL by URL”), ecnv ucxogHeii URL He
coaepxan agpeca LDAP-cepsepa.

'® Session timeout | Limit of %u responded sessions achieved | Invalid packet | No proposal chosen | No rule
chosen | Invalid ID | Authentication failed | Internal error

" ISAKMP nn6o IPsec

'8 Ecnu Ha MOMEHT BblBOAA COOBLLEHNS npasuno ISAKMP, nu6o IPsec He BbIOpaHO, TO CBEAEHUSI O HEM He
BbIBOAATCS

' Ecnu Ha MOMeHT BbIBOJA cO00LWeHNs ceeageHmns o npasunax ISAKMP, IPsec nn6o o gunbTpe OTCYTCTBYHOT,
TO COOTBETCTBYHOLLME CBEOEHUSA HE BbIBOOATCSA

20 [ononHutenbHble cBEAEHUS 006 onepauun, Ha KOTOpOVI npepearncs npouecc yCtaHoBJ1IeHNA coeanHeHunsa
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Coobuennst ypoBuss NOTICE

Tabnuua 6
OnucaHue cobbiTus DECECE Pasgen LLabnoHbI coobueHnmn
Ba)XXHOCTH
1 Pesynbtat LDAP sanpoca NOTICE L.DAP II._DAP Eequest result: NOT FOUND. Query:
{1} — o6bekTbI He HaviaeHbl %{1}s".
PesynbTat LDAP 3anpoca L0 .
2 | {1} = Haitnero {2} NOTICE LDAP LDAP Irf‘aquest"result. %{2}s object(s) found.
Query: "%{1}s".
06bEKTOB
MpucsoeH IP-agpec u3
3 | ynanéuHoro IKE-CFG NOTICE POLICY VPN ip-address %s obtained, Partner: %s:%d**
nyna
MapTHépPY NnpucBoeH IP- VPN ip-address %s assigned to external host
NOTICE POLICY
4 agpec u3 IKE-CFG nyna Partner: %s:%d**
MpeBbILWEHO orpaHnyeHne
Ha KONMMYecTBO
UHULMMpPOBaHHbIX IKE-
ceccun. ihmummpoBaHHasi o
[ISAKMP]: Exchange pended. Limit of %u
NOTICE POLICY L ) !
S COGCNA OTNOoXKeHa 10 initiated sessions achieved. Partner: %s:%d*®
3aBepLueHns nobom
aKTUBHON
MHULMMpoBaHHou IKE-
ceccun.
MpeBbILWEHO OrpaHnyeHmne
Ha Konuyectso IKE-
CEeCcCUn, NHULMMNPOBAHHbIX [ISAKMP]: Exchange cancelled. Limit of %u
6 napTtHepamu. 3anpoc oT NOTICE POLICY responded sessions achieved. Partner:
napTHepa UrHopupyeTcs, %s:%d**
HOBas ceccus He
cosgaeTcs.
7 CrapT cepsuca NOTICE SYSTEM Service started, version %s
8 OcTaHoBKa cepBuca NOTICE SYSTEM Service stopped
g | focryn Monesosarens NOTICE SYSTEM | User logged in
AreHTy
10 | OTKniouenme foctyna NOTICE SYSTEM | User logged out
lMonb3oBaTtens K AreHTy
L ip:port
22 ip:port

23 ip:port. MNopT NnapTHéEpPa MOXET yKa3blBaTbCsl HYNEBbIM B CIy4Yasx, KOraa OH eLlé He onpegerneH. 3to
BO3MOXHO, Nockorbky ISAKMP o6MeH Ha MOMEHT BbiBOAA COODLLEHNS eLLEé He HayaT, a Apyrne NCTOYHUKN
dakTuyeckon MHpopmauum o NnapTHEpPe MoryT BbiTb He4OCTYMNHLI. [MOpT NapTHepa B Takux criyyasix
onpegensietca nocne Bo3obHoBneHnst ISAKMP obmeHa.

24 ip:port
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Coobuennst ypoBHss INFO

Tabnuua 7

YpoBeHb
Ba)XXHOCTH

OnucaHue cobbITUA Paspen LLlabnoHbI cooOLeHnn

Connection established, %u.%u.%u.%u[-
%u.%u.%u.%u][:%u]<->%u.%u.%u.%ul-
%u.%u.%u.%u][:%u][, proto %ul], FilteringRule:
“%s”, IPsecAction: “%s”

roe:

KBadpaTHble ckobkKn 0603HavatoT, YTo
AaHHas 4YacTb COOOLEHNA MOXeT
OTCyTCTBOBaATb

nepBbI apryMeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” — IP-agpec unu
AvanasoH IP-agpecoB 1 nopT, KOTopble
3awwmuwarTcs AreHTom

BTOPON apryMmeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” —IP-agpec nnu
AvanasoH IP-agpecoB 1 nopT, KOTopble
3almuaTca NnapTHeEpPOM

[, proto %u] — 3awmwaembii NPOTOKON

FilteringRule: “%s” — dvnbTp, Ha KOTOpPLIN
3arpyeHa cosfiaHHas uenoyka IPsec SA-
eB

IPsecAction: “%s” — npaBurno IPsecAction
Mo KOTOPOMY CO3Aarocb coeanHeHne

1 YcTaHOBMEHO coeiHeHne INFO POLICY

MonyyeH ISAKMP-nakeT Inbound IKE packet dropbped, Reason: Access
2 OT NapTHepa, C KOTOpbIM INFO POLICY denied, Partner: %s:%d”
3anpeLleH IKE—TpachK25

2 MapTHep (MaeHTUdULMPYETCA NO Nape ip:port) MOXET ObITb MOMELLEH B «4EPHBLIA CMIUCOKY», ECNN C HAM HET HU
ofHoro ISAKMP coeavHeHus, 1 3a onpefeneHHbI NPOMEXYTOK BPEMEHN OH HEYCMNELLHO MblTancs ycTtaHoBUTb
ISAKMP coefuHeHue goctatoqHo 6onbluoe konuyecTso pas. [pu nonydeHun HoBoro IKE-nakeTa oT Takoro
napTHepa nobasi obpaboTka IKE-nakeToB MTHOPMPYETCS, NO3TOMY HEBO3MOXXHO ONpeaennTb HaMepeHue
napTHepa: 3TO MOXET ObITb HOBas nonbiTka ycTaHoBneHus ISAKMP coeanHeHnsi, NPOAOIMKEHNE CTapbIX
NonbITOK, MHGPOPMaLMOHHOE coobLLeHMe, MO0 NPOCTO NakeT HenpaBunbHoro opmata. ObMeH ¢ Taknm
NnapTHEPOM pa3peLLaeTCsi CMyCTsl YCTAHOBIEHHbIV MPOMEXYTOK BPEMEHU, NMMBO NPY MHULUNPOBAHWK
COeMHEHMNS CO CTOPOHbI JTOKanbHOro yCTPOMCTBA.

26 ip:port
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OnucaHue cobbITUA

YpoBeHb

Pasgen
Ba)XXHOCTU

LLlabnoHbI cooOLeHnn

3 3akpbITie coeanHeHus!

Con

roe:

INFO POLICY

nection closed, %u.%u.%u.%ul-

%u.%u.%u.%u][:%u]<->%u.%u.%u.%ul-
%u.%u.%u.%u][:%u][, proto %ul], bytes
sent/received: %d / %d, Reason: %s

KBagpaTHble CKOOKM 0603Ha4aloT, YTo
JaHHas YacTb COOOLLEHNSI MOXET
OTCYTCTBOBaTb

nepBbI apryMeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” — IP-agpec unu
AvanasoH IP-agpecoB v NopT, KoTopble
sawmatoTes AreHTom

BTOPOW aprymeHT Braa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” —IP-agpec nnm
AvanasoH IP-agpecoB v NopT, KoTopble
3aMLLATCA NapTHEPOM

[, proto %u] — 3awmwaembii NPOTOKON

bytes sent/received: %d / %d — konn4yecTBO
6anT, KOTOpPbIN OblNM OTOCNAHbL! U NPUHATBI
noz 3allUuTON 3TOro COeaMHEHUS

Reason: %s — npuynHa yoaneHus
CcoeHeHs1, BO3MOXHbI crneaytoLine
BapuaHTbl:

Loading new configuration — coegmHeHune
YHUYTOXEHO MO MPUYMHE 3arpy3kn HOBOW
KOHdpUrypaumm

Delete payload received — oT napTHepa
npvLLIen 3anpoc Ha yaaneHue aToro
coenHeHns

Time expired — UCTEK NIUMUT AENCTBUSA
COeANHEHMS MO BPEMEHMU

Traffic expired — nctek nUMnUT gencTems
coefMHeHMs Mo TpaduKy

Dead peer detected — napTHep npu3HaH
«MepTBbIM»

Initial contact — coeguHeHne yaaneHo npu
nony4yeHum Hotudpukauum INITIAL-
CONTACT

Cannot start DPD (no ISAKMP SA) — HeT
BO3MOXHOCTU uHUUMnpoBaTtb DPD,
napTHep NpuaHaeTcst «KMepPTBbIM» U
coeguHeHWe C HUM yaanseTtcs

Replaced with new one — coeguHeHne
yaansieTcs B CBS3U C TEM, YTO NMOCTPOEHO
HoBOE

SA bundle destroyed — BO3HUKaET B criyyae
MCNonb30BaHUSA BroXeHHoro IPsec, koraa
yaansetcda ogHa 13 uenoyek IPsec SAs,
YTO MPMBOAUT K YHUUTOXEHMIO BCEW CBA3KU
LLeNoYeK.

IPsec-coegmnHeHue He
YCTaHOBUIOCH U3-3a
NpPeBbILLEHNS KONMYECTBA,
paspeLleHHOro NMueH3nen

INFO POLICY

Unable to establish connection: resources
exceeded
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YpoBeHb .
OnucaHue cobbITUA p Paspen LLlabnoHbI cooOLeHnn
Ba)XXHOCTU
MHOPMALIMS O ALIEH3MM Product licence: product code: %s, customer
P INFO SYSTEM code: %s, license number: %n, license code:
npoaykra %s

Coobumenuss ypoeBHs1 DEBUG

Tabnuua 8

OnucaHue coobITUA

YpoBeHb
Ba)XXHOCTHU

Paspen

LLla6noHbI coobLweHun

He HangeH cepTtudumkat
napTHépa

DEBUG

CERT

Searching peer certificate failed. Reason: not
found. Search template: %s

HaingeH HenpurogHbl
cepTudukat napTHépa

DEBUG

CERT

Searching peer certificate failed. Reason: %s?’.
Subject: %s Issuer: %s SN: %s

BbibpaH cepTtudumkar
napTHépa

DEBUG

CERT

Use peer certificate: Subject: %s Issuer: %s
SN: %s

Cdopmumpoean LDAP
3anpoc {1}

DEBUG

LDAP

LDAP request: "%{1}s**".

lae %{1}s — 3anpoc B 0gHOM M3 crneayLwmnx
BWOOB:
“CRL by DN: <Printable_DN>" — 3anpoc
CRL npowussogutcsa no DN.
“Certificate by DN: <Printable_ DN>" —
3anpoc cepTudukaTa Npon3BoanTcs B
Buae DN.
“CRL by URL.: <url>” — 3anpoc CRL no URL
(6epetcs n3 CDP).

LDAP 3anpoc {1}
NPOVUrHOPUPOBAH: He
3apgaH LDAP cepsep

DEBUG

LDAP

LDAP request ignored: there is no LDAP server
available. Query: "%{1}s".

3anpoc Ha co3gaHue
coenHeHuns

DEBUG

POLICY

Connection request, packet:
%u.%u.%u.%ul:%u]->
%u.%u.%u.%u[:%u][, proto %ul], FilteringRule:
“%SH
roe:
KBagpaTHble ckobkM 0603Ha4aloT, 4To
OaHHas 4acTb COOOLLEHNST MOXET
OTCYTCTBOBATb
nepBbI aprymMeHT Buaa
“%u.%u.%u.%u[:%u]” — IP-agpec
NCTOYHUKA M NMOPT, €Clnin OH yKa3aH B
nakete

BTOPOW apryMeHT Buaa
“%u.%u.%u.%u[:%u]” - IP-agpec
NMPUeMHMKa 1 NOPT, €CNN OH yKa3aH B
nakete

[,proto %u] — Homep npoTokona, ecnu
yKa3aH B nakeTte, MHa4ye He nuiieTcq

FilteringRule “%s” — Ha3BaHue unbTpa,
Nof KOTOpbIM nonan naket

?" revoked | expired | not verified

8 Bo BCex coobueHusix LDAP 3anpoc onucbiBaeTtcs B Buae URL. B HacTosiLee BpeMsi ecnu ncnonb3ayoTtest |1P-
agpec v nopt, 3agaHHble B LSP, oHn B URL He ykasbiBatoTcs.
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OnucaHue cobbITUA

YpoBeHb
Ba)XXHOCTH

Pasgen

LLlabnoHbI cooOLeHnn

Owwnbka MHMUUMpPOBaHMS
cOo3[aHns coeANHEHUs

DEBUG

POLICY

Failed to initiate connection request processing,
packet: %u.%u.%u.%u[:%u]-
>%u.%u.%u.%u[:%u][, proto %ul]
roe:

KBagpaTHble ckobku 060o3HavaloT, 4YTo

AaHHas YacTb CoobLLEHMS MOXET
OTCYTCTBOBATb

nepBbli apryMeHT BMaa
“%u.%u.%u.%u[:%u]” — IP-agpec
WCTOYHMKA 1 NOPT, ECMM OH YKa3aH B
nakete

BTOPOM apryMeHT Buaa
“%u.%u.%u.%u[:%u]” - IP-agpec
NpUYeMHUKa 1 MOPT, ECMNY OH yKa3aH B
nakete

[,proto %u] — Homep npoTokona, ecnu
YKa3aH B NnakeTte, MHa4ye He nulleTca

CospaHue ISAKMP SA

DEBUG

POLICY

ISAKMP connection [%u] established, Partner:
%s:%d%, Identity: %s, IKERule: “%s”

Ypanenue ISAKMP SA

DEBUG

POLICY

ISAKMP connection [%u] closed, Partner:
%s:9%d>°, Identity: %s, bytes sent/received: %d
/ %d, Exchanges passed: %d

10

OOGHapyxeHue ycTpoincTBa
NAT

DEBUG

POLICY

NAT detected on ...*! side, Partner: %s:%d*

11

Proposals BbicnaHbl
napTHEpY

DEBUG

POLICY

(Phase I): %
Sending IKE proposals. Rule “%s”: Auth: %s
Transform #1: Hash: %s, Cipher: %s, Group:
%s, Life Time: %s, Life Traffic: %
Transform #2: ..

(Phase 11):**
Sending IPSec proposals. Rule “%s”:
Encapsulation mode: %s, Group: %s
Proposal #1.:
Protocol AH:
Transform #1: Integrity: %s, Life Time: %s,
Life Traffic: %s
Transform #2: ..........
Protocol ESP:
Transform #1: Integrity: %s, Cipher: %s,
Life Time: %s, Life Traffic: %s
Transform #2:
Proposal #2:

29 ip:port
% ip:port
* local | remote
s ip:port
% Ecrnu oTaenbHbIe CTPYKTYPbI, MBO aTpuBYThl OTCYTCTBYIOT, TO OHU HE NPOTOKONMUPYIOTCS
** Ecnun oTaenbHble CTPYKTYpbI, TG0 aTpuByThl OTCYTCTBYIOT, TO OHW HE NPOTOKONMPYIOTCS
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OnucaHue cobbiTus DECECHE Pasgen LabnoHbI coobuweHnn
Ba)XXHOCTH
(Phase I): %
IKE proposals received.
Transform #1: Auth: %s, Hash: %s, Cipher:
%s, Group: %s, Life Time: %s, Life Traffic: %
Transform #2:
(Phase I1):%*
IPSec proposals received. Encapsulation
. mode: %s, Group: %s
12 MapTHEP Npucnan Habop DEBUG POLICY Proposal #1:
proposals Protocol AH:
Transform #1: Integrity: %s, Life Time: %s,
Life Traffic: %s
Transform #2
Protocol ESP:
Transform #1: Integrity: %s, Cipher: %s,
Life Time: %s, Life Traffic: %s
Transform #2:
Proposal #2
MpoBepka proposal Ans Check proposal #%u, Protocol %s>’, Transform
13 npasuna PEBUG POLICY #%u for Rule “%s”. Result: %s®, attribute: %s*
(Phase I): 40
ISAKMP proposal selected. Auth: %s, Hash:
%s, Cipher: %s, Group: %s, Life Time: %s, Life
Traffic: %s
14 BbibpaH proposal DEBUG POLICY m
(Phase II):
IPSec proposal selected. Mode: %s*, Group:
%s, AH Integrity: %s, ESP Integrity: %s,
Cipher: %s, Life Time: %s, Life Traffic: %s
Using preshared key "%{1}s" for partner
%{2}s:%{3}d,
roe:
15 | BeibpaH Preshared kntou DEBUG POLICY %{1}s — NoeHTndmkatop BbIGPaAHHOMO
Knto4a, ykasaHHbl B LSP
%{2}s:%{3}d - IP-agpec n nopT napTHepa
no IKE-obmeHy
Preshared key "%{1}s" not found,
16 HepocTyneH BbiGpaHHbIN DEBUG POLICY roe:
Preshared ko4 %{1}s — NoeHTndmnKaTop BLIGPAHHOMO
Knto4a, ykasaHHbl B LSP

*® Ecnmn oTaenbHble CTPYKTYpBI, TG0 aTpuByThl OTCYTCTBYIOT, TO OHW HE NPOTOKONMPYIOTCS

% Ecrnu oTaenbHbIe CTPYKTYPbI, MBO aTpuBYThl OTCYTCTBYIOT, TO OHU HE MPOTOKONMUPYIOTCS

3" ISAKMP | AH | ESP

% Not matched | OK

% Authentication method | Hash | Cipher | Oakley group | Integrity | mode — Tonbko Ans He coBnasBLUMX proposals
0 Ecnn oTaenbHble CTPYKTYPLI, MG aTpUbyThl OTCYTCTBYIOT, TO OHU HE MPOTOKONMPYIOTCS

*1 Ecnu oTaenbHble CTPYKTYpbI, NGO aTpuByThl OTCYTCTBYIOT, TO OHU HE MPOTOKONMUPYIOTCS

42 Transport | Tunnel
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OnucaHue co6bITUA ;’agf:::_; Paspen LLla6noHbI coo6weHnn
MpucnaHHbIN
naeHTudmrkaTop napTHepa
no IKE-06MmeHy He WARNING: Unable to proceed IKE remote ID
NOAOLLEN HY MOA OAHO for partner %{2}s:%{3}d. Using ip-address from
IKE packet instead,
17 | Mpasuno ISAKMP. DEBUG POLICY P
MpeanpuHnmaeTcs roe:
nonbiTka %{2}s:%{3}d - IP-agpec v nopT napTHepa
naeHTumumnpoBaTb no IKE-06meHy
naptHepa no ero IP-
agpecy.
Unable to choose authentication rule for partner
He ynanocb nogobpatb %{2}s:%{3}d,
1g | MPaBuno ayreHTUQUKALMM | o POLICY | rge:
ANsi JaHHOro napTHepa no
IKE-06MeHy %{2}s:9%{3}d - IP-agpec n nopT napTHepa
no IKE-obmeHy
Nudopmauus 06 S Lo
19 MCF(I*(;ﬂpryeuMOM nokanbHOM DEBUG POLICY [I_SAKMP]: Sending identity "%s" to partner
IKE-Identity <ip:port>
Nudopmauusa o6 IKE- Ol -
20 Ideclftiti)/ nlr;lmcnaHHuM DEBUG POLICY [ISAKMPY: Identity "%s" is received from
napTHe;ﬁ)OM partner <ip:port>
WHdopmaumsa o 45
coobweHun (IKE- [ISAKMP]: Notification [%s™] has been
21 Notification), npucnaHHbIM PEBUG POLICY received for Exchange <%u**>: %s*
napTHepom
[ISAKMP]: Connection request FAILED. %s
roe:
%Ss — gononHuTenbHas 4OCTynHas
" posa 7 IKE MH(OopMaLMs O HECOCTOSIBLUEMCS OOMEHE:
HULMMPOBAaHHbIN - .
22 | oBmeH 3aBepwmncs ¢ DEBUG POLICY MpUYMHa aBapuitHOro 3aBepLueHus “°
oLINBKON (cm. Tabnuua 9)
CTeK BbIMOJIHSAEMbIX Onepauuii
(cm.Tabnuua 10)
cBeOeHus 0 napTHepe:
<ip:port>, IKE-Identity *’

3 CornacHo cnvcky n. 3.14.1 B RFC 2408 n n. 4.6.3 B RFC 2407.

** Homep-naeHtudukatop IKE-o6meHa.

*> Peakuusi AreHTa Ha npucnaHHoe coobLueHve: Ignore | Ignore unprotected Notification | Cancel target
connection | Correct TTL for target connection | Start IPsec traffic | Target connection is already disabled | Peer
is alive | Wrong sequence: Ignore | Peer is interested in my liveness: send acknowledgement | Clear all old
connections

*® Ecrn k MOMEHTY 3aBepLUeHns napTHepaMm yaanocb AOroBOpUTLCH O NPUMEHEHUM MeToda ayTeHTUdMUKauum
Ha Preshared-kntouax, u B cnicke onepauumi npucytcteyeT «Unable to decode packet», To, Hapsigy ¢ oLwmnbkon
cobcTBeHHO pacwndpoBaHus, nubo IKE-naketa, HenpaBubHO CHOPMUPOBAHHOIO NAPTHEPOM, NPUYUHON
OTKasa B COEAMHEHUN MOXET ObITb NPUMEHEHVEe HENPaBUITbHOrO Kto4a.

T IKE Identity yka3biBaeTCs TONMbKO B Cry4Yasix, korga B npegernax gaHHoro IKE-obmeHa Takas nHdopmaums
[ocTynHa.
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OnucaHue co6bITUA MECESHE Paspen LLla6noHbI coo6weHnn
Ba)XXHOCTH
[ISAKMP]: Incoming connection FAILED. %s
roe:
%S — gononHuTenbHas 4OCTynHas
IKE-06MeH, MHdOopMaLNs O HECOCToSABLUEMCS OOMEHE:
23 WHULMNPOBAHHbI DEBUG POLICY npyvyYnHa aBapuUNHOro 3aBepLUeHUs 8
napTHepoM, 3aBepLUmnmca C (cm. Tabnuua 9)
owmbKoit CTeK BbIMOJIHAEMbIX OnepaLuii
(cm.Tabnuua 10)
CcBeOeHMs O napTHepe:
<ip:port>, IKE-Identity*
Connection to %{1}s:%{2}d conflicts with
. connection to %{3}s:%{4}d, conflicting address
lMepeceyeHne coeguHeHun .0
no agpecam OT pasHbIX range: %{5}s
24 NapTHEPOB Ha OAHOM DEBUG POLICY %{1}s:°/£>{2}d — IP-agpec 1 nopT napTHepa,
bunbTpe KOTOpbIN BNOKMpYyeT coeanHeHME K
napTHepy %{3}s:%{4}d B agpecHom
npocTtpaHcTBe %{5}s
14.21.  Cnucok ownbok npotokona ISAKMP
(cM. nyuxkTE 22 m 23 Tabauna 8)
Tabnuvua 9
3anucb 06 owwnbke B CTPOKe
OnucaHue owmnbku
cooOLeHus
1 He ynanock cdopmupoBaTh noanuch Unable to Form Signature

Unexpected Notification type: need

OT napTHepa npuLno coobLieHne HeBEPHOro Tuna
CONNECTED

2 BMecCTO oxungaemoro cooberns CONNECTED
(cBMpeTenbCTBYOLWEro O rOTOBHOCTU IPsec-
COoeauHeHUs Ha CTOpOHe napTHepa)

Unexpected payload found (payload

Mony4yeH komnoHeHT IKE-nakeTa Tnna 130, ! ]
type - 130, possibly NAT Discovery)

3 COOTBETCTBYIOLLMI KOMMOHEHTY ANs OOHapyXeHus
ycTponctea NAT, 4TO HE COOTBETCTBYET NPOTOKONY
obMeHa ans gaHHoro aTana

OT napTHepa npuLLna KoMaHaa AononHNUTENIbHON Unexpected configuration message
HacTponku ISAKMP-coeamHenus (XAuth, IKE-CFG, u type

T.M.), HE COOTBETCTBYIOLLAs NPOTOKONy obMeHa ans
[laHHOro aTana

*® Ecnmn k MOMEHTY 3aBepLUeHUs napTHepam yaanochb AOroBOPUTLCS O NPUMEHEHUM MeTOAa ayTeHTUguKaLmm
Ha Preshared-kntoyax, n B cnucke onepauumi npucytcreyeT «Unable to decode packet», To, Hapsay ¢ owmnbkon
cobcTBEHHO paclindpoBaHus, nnbo IKE-nakeTta, HenpaBuIibHO cPOPMUPOBAHHOIO NapTHEPOM, MPUYNHOM
OoTKasa B COeMHEHUN MOXET ObITb MPMMEHEHME HEMPABUITLHOIO KITtoua.

9 IKE Identity ykasbiBaeTCs TONbLKO B Cry4Yasix, korga B npegenax gaHHoro IKE-obmeHa Takas nHgopmaums
JocTynHa.
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OnucaHue oWKnbKn

3anucb 06 ownbke B CTPOKe
coobueHus

HOTepFIHbI BHYTpPEeHHMEe AaHHble OT npeablayLliero

Previous packet missed

5
nakeTa
6 MoTepsaHbl AaHHbLIE (OPMUPYEMOro nakeTa OUT packet missed
7 MoTepsH SA-KOMMOHEHT NpeabIayLero nakerta Missing SA payload
8 HeBo3moxHO BbIGpaThb cueHapuit IKE-obmeHa ans Unknown IKE-scenario for chosen
BbIGPAHHOIO TUNa ayTeHTUdMKaLUK Authentification method
9 He o6HapyxeH nokanbHbIl cepTudmKaT Local Certificate is not present
10 He obHapyxeH cepTudmKaT napTHepa Remote Certificate is not present
12 HeT gocTtyna k nyGnuyHomy krtody cepTudukarta Cert Public Key is inaccessible
13 He HangeH oavH U3 HeoBGXOAVMMbIX KOMMOHEHTOB Can't find proposal
nakerta
14 MoTepsiHbl AaHHbIE C KMoYeBoW UHopMaLmen Encryption container missed
MapTHep BepHyn HenpaBuIibHYO Bad IDcr returned
15 naeHTUdrKaUmMoHHy0 nHdopmMaumio oteetynka IKE-
obmeHa npwu cozgaHum IPsec-coeamHeHns
16 MoTepsHbl AaHHbIE BXOAALLEro nakeTa IN packet missed
MapTHep BepHyn HenpaBuIibHYO Bad IDci returned
17 MOEHTUPUKALMOHHYIO MHOPMaLMIO MHULMaTopa
IKE-06meHa npu co3gaHum IPsec-coeguHeHus
MapTHep npucnan IKE-nakeT ¢ HenpaBuIibHON Invalid packet (invalid structure).
18 CTPYKTYpORn, Nnbo nakeT He yaanochb NpaBuITbHO
paclimdgpoBaTb.
14.2.2.  CnnCOK BbINONHAEMbIX AeUCTBUW MO NPOTOKONY
(cM. nyuxTH 22 m 23 Tabiauua 8)
Tabnuua 10
OnucaHue gecTBuUA UHdopmaumsa B cTpoke coobLieHus
1 LLndpoeaHne cchpopmmpoBaHHoro IKE-naketa nepen Coding packet

oTnpaBKoK NapTHepy
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OnucaHue gecTBus

UHdopmauumsa B cTpoke coobLLeHus

PacwudposaHue IKE-nakeTa, npucnaHHoro

Decoding packet

2
napTHepom

3 MpoBepka NPeanoXeHNIn, Ha KOTOPbIE COrMacuncs Check replied SA
napTHep

4 Mposepka cepTudUKaTa, NPUCIaHHOro NapTHEPOM Check for Remote Certificate

5 3anpoc nokanbHoro cepTudukaTa Check for Local Certificate

6 MpoBepka NaeHTUPUKALIMOHHON MHAOPMaLIMK, Check incom IDs
MpMCaHHON NapTHEPOM

7 Mcnonb3oBaHne B Ka4ecTBe MOEHTUMUKALIMOHHON Check IDs as IP-addresses
nHdopmaumm naptHepa ero |IP-agpeca

8 MpoBepka NCMnonb3yemMoro anropuTMa X3LWupoBaHust Check for Hash method

9 CvHTaKcu4eckuin pasbop nakeTa, NpucrnaHHoro Make payload set for received packet
napTHEPOM Ha OTAeNbHbIE KOMMOHEHTHI (payloads)

10 MpoBepka Bcex KOMMOHEHTOB MPUCIIaHHOro NnakeTa Check received payloads
MpoBepka GopMUPYEMOro NakeTa Ha Hanmumne Check for added payloads
KOMIMOHEHTOB nepeq OTNpPaBKoi NapTHepY.

11 Mcnonb3ayeTcsa TOMbLKO Npu Co3aaHumM NakeTos
Informational o6meHoB 4YTOGbI YyOOCTOBEPUTBLCS, YTO
nHdopmaumsa He Bbina oTnpaeneHa ¢ Apyrum
NakeToM.

12 dopmupoBaHme noanucu Encrypt Signature
BbiGop npasuna IKE CornacHo TekyLLeit Choose Rule for Partner's identity

13 KOHGMrypaumm no UAeHTUUKaLMOHHON
NMHpopmaunm napTHepa

14 CosnaHue KnoYeBbIx nap Tekyllei IKE-ceccum Generate Keys

15 dopmMUpoBaHm1e Ko4eBoro matepumana Generate SKEYIDs
BbiGop nonutrki 6€30MacHOCTU COrMacHo TeKyLLen Compare policy

16 KOHQMrypaumm Ha OCHOBaHWUMN NMPEeanoXeHNn OT
napTHepa

17 dopmunposaHme SPI Set SPI
MpoBepka 1 NPUHSATAE NapameTpos Accept Transform

18

yCTaHaBIMBaeMoro coejuHeHus, Ha KoTopblie
cornacunca napTtHep
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OnucaHue gecTBus

UHdopmauumsa B cTpoke coobLLeHus

BbluncneHve xalwa ans oGHapyXeHUsi yCTpoWcTBa

Calculate NAT Discovery payload

19
NAT
20 BbluncneHve obLuero knoya Calculate Shared Key
21 BbluncneHne HULManmM3aLMoHHOro BeKTopa Calculate InitVector
22 Onpepenexre MeToaa ayTeHTUdMKaLmm Detect Authentification Method
23 MpoBepka JokarnbHOro cepTudmkaTa Ans metoaa Authentification uses Certificates:
ayTEeHTUDUKALWUM C UCMONb30BaHNEM CePTUPUKATOB Check for Local Certificates
24 NpeanoXeHHOro NapTHEPOM, Ha COOTBETCTBUE
TekyLien nonutuke 6e3onacHoCcTn
25 BbiGop MeToza ayTeHTUdMKaLMK Choose Authentification Method
26 MpoBepka BbIGpaHHON KOMBUHALMKU NapaMeTpoB Get Proposal
yCTaHaBMNMBaeMOro coeanHeHus
27 3agaHue BbIBpaHHOro anroputTma Wudpauun ans Get Algorithm
yCTaHaBNMBAEMOro CoeanNHEHNs!
3anpoc BO3MOXHbIX NapaMeTpoB yCTaHaBIMBAEMOro Get Local Policy
28 COEAMHEHNS COrMacHO TeKyLLei KoHdUrypaumm ans
X COrnacoBaHus C NapTHepPOM
o9 MpoBepka Ha HanMune B NPeanoXeHnn napTHepa Get DH group for QM
napameTtpa, yctaHasnusatowero MODP-rpynny
30 BbiGop 1cnonb3yemoi naeHTUgUKaLmMoHHoM Get ID from Local Policy
UHdOPMaLIMK AN OTNPaBKU napTHepy
BbiGop UCNonb3yemoi MaeHTU(UKALIMOHHOM Get IDii from Local Policy
31 VHGOpPMaLIMK AN OTMPaBKU NapTHePY Npuv co3naHum
ISAKMP-coenHeHnst B Ka4eCTBe nHUumaTopa
BbiGop 1cnonb3yemoi naeHTUgUKaLmMoHHoM Get IDir from Local Policy
32 VHGOpPMaLMK AN OTMPaBKU NapTHepY Npu cosaaHum
ISAKMP-coeguHeHus B Ka4ecTBe OTBETUMKA
BbiGOp UCMONb3yeMoi MOEHTU(UKALIMOHHOM Get IDci from Local Policy
33 UHOPMaLMK AN OTNPaBKU NapTHepPY Npu co3aaHum
IPsec-coeanHeHusa B kayecTtBe nHuyuartopa IKE-
obmeHa
BbiGoOp UCNONb3yeMoi MOeHTU(UKALIMOHHOM Get IDcr from Local Policy
34 UHdOPMaLIMK AN OTNPaBKU NapTHepPY Npu co3aaHum

IPsec-coeanHeHuns B kadecTBe oTBeTYMKa IKE-
obmeHa
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OnucaHue gecTBus

UHdopmauumsa B cTpoke coobLLeHus

WHnuynanmsauma knoveBon nHpopmaumm ans

Initialize Encryption Container for QM

35

dopmmnpoBaHna IPsec-coegmHeHns
36 dopmupoBaHmue roToBoro |Psec-coegnHeHus Create contexts

PacnosHaBaH1e MeTofa AOMONHNATENbHOM Determine IKE configuration method
37 HacTpoikn ISAKMP-coeaunHeHust (XAuth, IKE-CFG, u

T.N.)

PacnosHaBaHvie koMaHzbl AOMOMHUTENbHOV Determine ike-cfg message type
38 HacTpoiikn ISAKMP-coeaunHeHus (XAuth, IKE-CFG, n

T.N.)

PacnakoBka napaMeTpoB MPUCIaHHOro 3anpoca Ha Analyse attributes and fill user dialog
39 [OMNOSHATENLHYIO ayTeHTUdMKaumo (XAuth) n fields

(opMMpPOBaHME COOTBETCTBYIOLLETO rpaduueckoro

nonb30BaTesbCKoro ananora
40 3anyck rparyeckoro nonb3oBaTenbCKoro avanora Start dialog for user extended

[OMNOSHUTENBHON ayTeHTuduKkaumm (XAuth). authentication

50
41 MpoBepka Hanuuusa komnoHeHTa IKE-nakeTta Check payload %s
51
42 MpoBepka CTPYKTypbl koMnoHeHTa IKE-nakeTa Analyse payload structure %s
52
43 dopmuposaHue KomnoHeHTa IKE-nakeTa Form payload %s
. 53

a4 3anonHeHne 6rnoka AaHHbIX YKasaHHOro KOMMOHEHTA Fill payload %s

IKE-naketa

54
45 MpoBsepka coaepXunmMoro KomnoHeHTa IKE-nakeTa Check %s
55

46 BbluncrieHne Xalua — COAepXUMOro yKasaHHOro Calculate %s

KOMIMOHEHTa
47 BbINOMHEHWE CLEHapHst MHULMALMY [Informational Exchange, Initiator,

nHdopmaLmoHHoro obmena IKE cornacHo RFC 2409 Packet 1]
48 BbinonHeHuwe cueHapus 06paboTky nakeTa [Informational Exchange, Responder,

UHdopMaLMoHHoro obmeHa IKE cornacHo RFC 2409 Packet 1]
49 BbinonHeHue wara cueHapusi opMmpoBaHuns 1-ro [Main Mode, Initiator, Packet 1]

naketa IKE Main Mode cornacHo RFC 2409

*® HasBaHu1e KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
*! HasBaHue komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
°2 Ha3BaHu1e KOMMOHEHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
*% Ha3BaHue KOMMOHEHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
** HasBaHue komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
*® HaaBaHu1e KOMMOHEHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

CSP VPN Client

Copyright © S-Terra CSP 2003 - 2013

94




CSP VPN Client 3.1. PykoBoACTBO Nonb3oBatens

OnucaHue gecTBus

UHdopmauumsa B cTpoke coobLLeHus

BbinonHeHue wara cueHapust o6paboTku 1-ro nakeTa

[Main Mode, Responder, Packets 1,2]

50 IKE Main Mode cornacHo RFC 2409 u

(hopMMpOBaHME OTBETHOrO NakeTa
51 BbinonHeHMe Wwara cueHapus Havana obpaboTku 2- [Main Mode, Initiator, Packets 2,3]

ro naketa IKE Main Mode cornacHo RFC 2409

BbinonHeHue wWwara cueHapus NPoaoIHKEHUs [Main Mode, Initiator, Packets 2,3, Pre-
52 obpaboTku 2-ro naketa IKE Main Mode anst Shared Key]

ayTeHTuumkaumm Ha obLumx knoyax cornacHo RFC

2409 n hopmmnpoBaHne OTBETHOrO nakeTa

BbinonHeHue Wwara cueHapus NPoaoIHKEHUs [Main Mode, Initiator, Packets 2,3,
53 obpaboTku 2-ro naketa IKE Main Mode anst Signature]

ayTeHTUmKaunm Ha cepTucmkatax cornacHo RFC

2409 n hopmmpoBaHMe OTBETHOIO NakeTa

BobinonHeHue wara cueHapusi 06paboTku 3-ro nakeTa [Main Mode, Responder, Packets 3,4,
54 IKE Main Mode ans ayTeHTUdmMKaLmm Ha obLmx Pre-Shared Key]

kntovax cornacHo RFC 2409 1 oopmupoBaHme

OTBETHOrO nakeTta

BbinonHeHue wara cueHapus o6paboTkn 3-ro naketa [Main Mode, Responder, Packets 3,4,
55 IKE Main Mode ans ayTeHTUdMKaLmm Ha Signature]

ceptudmkatax cornacHo RFC 2409 u

hopMMpOBaHMEe OTBETHOrO NakeTa

BbinonHeHue wara cueHapus o6paboTkn 4-ro naketa [Main Mode, Initiator, Packets 4,5, Pre-
56 IKE Main Mode ans ayTeHTUdMKaLmmM Ha obLmx Shared Key]

kntoyax cornacHo RFC 2409 un doopmmnpoBaHue

OTBETHOrO Mnaketa

BoinonHeHue wara cueHapusi 06paboTku 4-ro nakeTa [Main Mode, Initiator, Packets 4,5,
57 IKE Main Mode ans ayTeHTUdMKaLmn Ha Signature]

ceptudmkaTtax cornacHo RFC 2409 u

hopMMpOBaHME OTBETHOrO NakeTa

BbinonHeHue wara cueHapus o6paboTkn 5-ro naketa [Main Mode, Responder, Packets 5,6,
58 IKE Main Mode ans ayTeHTUdMKaLmm Ha obLmx Pre-Shared Key]

kntoyax cornacHo RFC 2409 n oopmupoBaHme

OTBETHOrO nakeTta

BbinonHeHue wara cueHapus o6paboTkn 5-ro naketa [Main Mode, Responder, Packets 5,6,
59 IKE Main Mode ans ayteHTUduKaLmm Ha Signature]

ceptudukatax cornacHo RFC 2409 u

bopMMpOBaHMEe OTBETHOrO NakeTa

BbiNonHeHwe Lara cueHapusi o6paboTku 6-ro naketa [Main Mode, Initiator, Packet 6, Pre-
60 IKE Main Mode ans ayTeHTUdMKaLmmM Ha obLmx Shared Key]

kntoyax cornacHo RFC 2409

BbINomnHeHwe Luara clieHapusi 06paboTku 6-ro nakeTa [Main Mode, Initiator, Packet 6,
61 IKE Main Mode ans ayteHTuduKaLmum Ha Signature]

ceptugukatax cornacHo RFC 2409
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OnucaHue gecTBus

UHdopmauumsa B cTpoke coobLLeHus

BbinonHeHuve wara cueHapua Ha4vana

[Aggressive Mode, Initiator, Packet 1]

62 copmuposaHus 1-ro naketa IKE Aggressive Mode

Mode cornacHo RFC 2409

BbINONHEHMe Luara cLueHapusi IPOAOITKEHNS [Aggressive Mode, Initiator, Packet 1,
63 dopmupoBaHusa 1-ro naketa IKE Aggressive Mode Pre-Shared Key]

AN ayTeHTUUKALMM Ha OBLLMX KoYax CornacHo

RFC 2409

BbINONHEHMeE Luara cLeHapus IPOAOITKEHNS [Aggressive Mode, Initiator, Packet 1,
64 chopmupoBaHus 1-ro naketa IKE Aggressive Mode Signature]

ansa ayteHTudmkaumm Ha ceptTudukaTax cornacHo

RFC 2409
65 BbinonHeHue wWwara cueHapus Hayana o6paboTku 2- [Aggressive Mode, Responder,

ro naketa IKE Aggressive Mode cornacHo RFC 2409 Packets 1,2]

BbinonHeHue wwara cLeHapus NPOA0IHKEHUs [Aggressive Mode, Responder,
66 obpaboTku 1-ro naketa IKE Aggressive Mode anst Packets 1,2, Pre-Shared Key]

ayTeHTudumkaumm Ha obLumx knoyax cornacHo RFC

2409 n chopmmpoBaHne OTBETHOroO nakeTa

BbinonHeHue Wwara cueHapus NPOAOIHKEHUS [Aggressive M(?de, Responder,
67 06paboTku 1-ro naketa IKE Aggressive Mode ans Packets 1,2, Signature]

ayTeHTudumkaumm Ha ceptudmkatax cornacHo RFC

2409 n chopmmpoBaHne OTBETHOroO nakeTa

BbinonHeHue wara cueHapus o6paboTkn 2-ro nakerta [Aggressive Mode, Initiator, Packets
68 IKE Aggressive Mode Ans ayTeHTUdMKaLMM Ha 2,3, Pre-Shared Key]

obuwux kntovax cornacHo RFC 2409 n

(hopMMpPOBaHME OTBETHOIO NakeTa

BbinonHeHue wara cueHapusi 06paboTku 2-ro nakeTa [Aggressive Mode, Initiator, Packets
69 IKE Aggressive Mode ansi ayteHTMdmKkaumum Ha 2,3, Signature]

ceptudmkaTtax cornacHo RFC 2409 u

(hopMMpPOBaHME OTBETHOIO NakeTa

BbinonHeHue wara cueHapus o6paboTkn 3-ro nakerta [Aggressive Mode, Responder, Packet
70 IKE Aggressive Mode gns ayTeHTUdmKauum Ha 3, Pre-Shared Key]

ob6wwx kntovax cornacHo RFC 2409

BbinonHeHue wara cueHapus o6paboTkn 3-ro nakerta [Aggressive Mode, Responder, Packet
71 IKE Aggressive Mode ans ayTeHTMduKaLmum Ha 3, Signature]

ceptudumkatax cornacHo RFC 2409
79 BbINonHeHwe Lara cleHapus hopMUpoBaHnsa 1-ro [New Group Mode, Initiator, Packet 1]

naketa IKE New Group Mode cornacHo RFC 2409

BbinonHeHue wara cueHapus o6paboTtkn 1-ro naketa [New Group Mode, Responder,
73 IKE New Group Mode cornacHo RFC 2409 u Packets 1,2]

CbOpMMpOBaH ne OTBETHOIro nakeTa
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OnucaHue gecTBus

UHdopmauumsa B cTpoke coobLLeHus

BbinonHeHue wara cueHapusi 06paboTku 2-ro nakeTa

[New Group Mode, Initiator, Packet 2]

74
IKE New Group Mode cornacHo RFC 2409
75 BbINomnHeHwe Lwara clieHapus hopMUpoBaHs 1-ro [Transaction Exchange, Initiator,
nakeTa cnyxe6Horo obmeHa IKE Packet 1]
BbinonHeHue wara cueHapus o6paboTtkn 1-ro nakerta [Transaction Exchange, Responder,
76 cnyxebHoro obmeHa IKE n hopmuposaHue Packets 1,2]
OTBETHOro naketa
77 BbinonHeHue wara cueHapus o6paboTku 2-ro naketa [Transaction Exchange, Initiator,
cnyxe6Horo o6meHa IKE Packet 2]
78 BbinonHeHue wara cueHapus opMmMpoBaHuns 1-ro [Quick Mode, Initiator, Packet 1]
naketa IKE Quick Mode cornacHo RFC 2409
BobinonHeHue wara cueHapust 06paboTku 1-ro nakeTa [Quick Mode, Responder, Packets 1,2]
79 IKE Quick Mode cornacHo RFC 2409 u
(hopMMpOBaHME OTBETHOIO NakeTa
BbinonHeHue wara cueHapus o6paboTkn 2-ro nakerta [Quick Mode, Initiator, Packets 2,3]
80 IKE Quick Mode cornacHo RFC 2409 u
(opMMPOBaHME OTBETHOIO NakeTa
BbinonHeHue wara cueHapus o6paboTkn 3-ro nakerta [Quick Mode, Responder, Packet 3,(4)]
81 IKE Quick Mode cornacHo RFC 2409 un
bopMMpOBaHME OTBETHOrO nakeTa (Npu Noaaepxke
napTHepom Commit Bit)
BobinonHeHue wara cueHapust 06paboTku 4-ro nakeTa [Quick Mode, Initiator, Packet 4]
82 IKE Quick Mode (npv nogaepxke napTHEPOM
Commit Bit)
83 BbluMCreHMe KIoYeBoro matepmana [Make SKEYID]
84 Bbi6op ISAKMP nn6o IPsec npasuna [Choose Rule]
85 MpoBepka npucnaHHoro atpubyTa — KOMMOHEHTa [Check Attr]
naketa IKE
86 MpoBepka npucnaHHoro cepTudmrKkaTa — KOMMNOHEHTa [Check Cert]
naketa IKE
87 MpoBepka NPUCNAHHOTIO X3llia — KOMMOHEHTa nakeTa [Check HASH]
IKE
88 MpoBepka NpUcNaHHOro naeHTUgMKaTopa — [Check D]
KoMnoHeHTa naketa IKE
89 MpoBepka NPUCNAHHOTO KMoYa — KOMMOHEHTa nakeTta [Check KE]

IKE
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OnucaHue gecTBus

UHdopmauumsa B cTpoke coobLLeHus

lMNpoBepka npucnaHHoro NAT-geTekTopa —

[Check NAT-D]

90
KOoMroHeHTa naketa IKE

91 Mposepka npucnanHHoro NAT Original Address — [Check NAT-OA]
KOMnoHeHTa nakeTta IKE

92 Mposepka npucnaHHoro Nonce — KOMMOHEHTa [Check Nonce]
naketa IKE

93 MpoBepka NPUCNaHHOro COOBLLEHUS — KOMMOHEHTA [Check Notif]
naketa IKE

94 MpoBepka NpucnaHHOro 3anpoca Ha cepTudmkar — [Check REQ]
KOoMMoHeHTa naketa IKE

95 MpoBepka NpUcnaHHbIX NPEeANoXKeHU Ha co3aaHne [Check SA]
coenHeHus — KoMMnoHeHTa naketa IKE

96 MpoBepka NpUCNaHHOM NOANMUCK — KOMMOHEHTA [Check SIG]
naketa IKE

97 MpoBepka BeHAOP-naeHTUdMKATOPa — KOMMOHEHTA [Check VID]
naketa IKE

98 dopmuposaHue atpmubyta — KOMNoHeHTa nakeTa IKE [Form Attr]

99 dopmMupoBaHne cepTudukaTa — KOMMNOHEHTa nakeTta [Form Cert]
IKE

100 dopmupoBaHue xalla — KOMNoHeHTa nakeTa IKE [Form HASH]

101 dopmurpoBaHne naeHTUdUKaTopa — KOMMNOHeHTa [Form ID]
naketa IKE

102 dopMUpoBaHue Kroya — KOMMoHeHTa naketa IKE [Form KE]

103 dopmuposaHne NAT-geTekTopa — KOMMOHEHTa [Form NAT-D]
naketa IKE

104 dopmuposaHue NAT Original Address — KOMMNoHeHTa [Form NAT-OA]
naketa IKE

105 dopmupoBaHue Nonce — kKOMMoHeHTa nakeTa IKE [Form Nonce]

106 dopmupoBaHUe 3anpoca Ha cepTudukar — [Form CertReq]
KOMMoHeHTa naketa IKE

107 dopMUpOBaHME NOAMUCK — KOMMOHEHTa nakeTa IKE [Form SIG]
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OnucaHue gecTBus

UHdopmauumsa B cTpoke coobLLeHus

108

dopmupoBaHue BeHOOP-MAEHTUDMKaTOpa —
KoMnoHeHTa nakeTa IKE

[Form VendorID]

109

lMpoBepka Ha Hanu4une ycTponctea NAT

[NAT existence check]
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14.3. Owunbku kpunTorpachnyeckon noacMcTeMb!

Cnmncok coobueHunn o6 owmbkax Kpuntorpadmnyeckon nogcucteMsl, paboTtatoLlen B sape
OC, npu KOTOPbIX NOMb30BaTEND PEKOMEHAYETCS BbINOMHUTL Kakue-nubo aencTems,
npueeaeHbl B Tabnuua 11. Mpu Bcex ocTanbHbIX cO00LeHnax — obpallantech B CNyxoy
NoAdEPXKKN — support@s-terra.com.

Tabnuua 11

TekcT wWabnoHa coobLieHus

PekomeHayeMble Nonb3oBaTenio AeNCTBUA,
KpaTKkoe onucaHue

CP_Conf_K2U_PushPluginConf: Plugin is
not properly loaded

Ecnun ectb npoGriembl ¢ 3arpyskoit LSP unu npoxoxaeHvem
Tpaduka, 0b6paTuTbes B CNyxGy noaaepxKu.

2 |CP_ReOpen: bad check handle

Ecnun ecTb npoGremMbl ¢ NpoxoxaeHnem Tpadmka,
nepeycTaHoBWTb IPsec coeanHeHne, 06paTuTbCs B Cryx0y
noaaepKKu.

3 |CP_Transform: bad handle 0x%x

Ecnu ecTb NpoGremMbl ¢ NpoxoxaeHnem Tpadmka,
nepeycTaHoBWTb IPsec coeanHeHne, 06paTUTbCs B Cryx0y
noaaepKKu.

4 |CP_Open: can't find alg %s

YpanuTb hann nMueHsnmn Kpunto-nposargepa u BBECTU ee
3aHoBO. B cnyyae noBTOopeHus owmnbkm - obpatutbCs B
cnyx0y nogaepxku.

5 | Skipping unused algorithm [%s]

He owwnbka, MOXHO UrHOPMPOBaTb.

6 |forced close: %u contexts

He owwnbka, MOXXHO UrHopupoBaTb.

7 |drvesp:_info()=OK

He owwnbka, MOXXHO UrHopupoBaTb.

8 |drvcsp: loglevel=0x1, logformat=0x39

He owwnbka, MOXHO UrHOPUPOBaTb.

9 |drvcsp: serial=<...>

He owwnbka, MOXHO UrHOPUPOBATb.
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15.  MOHUTOpPUHT

MonuTopuHr CSP VPN Client ocywiectBnsaeTtcs no npotokony oomeHa SNMPv1 nnm
SNMPv2c.

Hactporika SNMP-areHTa npou3BegeHa agMMHUCTPATOPOM MpU NOAroTOBKE
WHCTaNMsLMOHHOIO NakeTa Angd nosfib3oBartens.

SNMP-meHeoxep MeeT BO3MOXHOCTb TOMbKO 3anpalumBaTh cogepxumoe 6asbl AaHHbIX
areHta. SNMP-meHempkep MHULMUPYET 3anpoc Ha 3HAYEHUS OOHOW UMM HECKOMbKNX
nepemeHHbIX, koTopbl nocbinaetr SNMP-areHTy. SNMP-areHT, 0TBeYas Ha 3anpoc,
BO3BpaLlLlaeT 3Ha4YeHMs1 OOHOWN UM HECKOMBbKNX NepeMeHHbIX. [pyrne Tunbl CoobLeHnn
MeXay MeHeI>KepoM U areHTOM He MoAAepXuBatTCs.

B kavectBe SNMP-meHeaxepa MoryT 6biTb CNOMb30BaHbI:

e nporpammHbIn npoaykT CiscoWorks VPN Monitor, KOTOpbIN BXOOUT B COCTaB
komnnekra Ciscoworks VMS 2.2.

e OecnnatHas ytunuta NET-SNMP (http://www.net-snmp.org/), KoTOpas
agnseTcd npoctenwnm SNMP-meHemxepom. Mpu pabote ¢ SNMP-areHTOM
HY>XHO yKa3sbiBaTb Bepcuto SNMP —v 1 unu — v 2c.

15.1. Bblgaya cTaTUCTUKK

basa gaHHbIx MIB, nogaepxusaemas SNMP-areHTOM, pa3sgeneHa Ha rpynnol. B
npuBeAeHHON HXe Tabnunue nepedncrieHbl NepeMeHHble U3 CTaH4apTHOWM rpynnbl
system, rmobanbHomn ctatuctukm IKE u IPsec, koTopble MoryT 6bITb 3anpoweHsl SNMP-
MeHeKepPOoM.

MpumeyaHue 1: Npu NpMHyamMTensHoMm nepesanycke cepsuca IKE-ctatuctuka
cbpacbiBaeTcs M HAYMHAET cuMTaThCs Co cTapTa AreHTa. IPsSec-ctaTucTmka cumTaeTcs co
cTapTa KoMnbloTepa v Npu NpUHyaANTENLHOM nepesanycke cepsBuca He cobpacbiBaeTcs.

MpumeyaHme 2: B IKE-cTaTuCTUKE NpY nogcyeTe Tpadmka yunTblBaeTCs TOMbKO
konmdectBo 6anT B ISAKMP-nakeTe. Y Cisco xe B IKE-cTaTUCTVKe y4MTbIBAKOTCS AAHHbIE
n3 IP-3aronoeka, UDP-3aronoBka n Ethernet-aaronoska nakera.

Tabnuua 12
H OID -
aspaHue (naeHTMdmkar | VN . 3HayeHMe nepeMeHHoI MIB
nepeMeHHoM op 0bLekTa) nepeMeHHOM

CrtaTucTuKka no ctaHgapTHou rpynne System n cneunduUyHbIM KOHCTAaHTHbLIM 3HAYE€HUSIM

sysDescr 1.3.6.1.2.1.1.1. | DisplayString TekcToBOE onucaHne ceTeBoro RFC1213-
0 obbekTa. MIB
Crtpoka Buga "CSP VPN Gate
3.1.<build>"
sysObjectID 1.3.6.1.2.1.1.2. | OID WaoeHTudukaTop dupmbi- RFC1213-
0 npoussoauTens (BHyTpU nogaepesa MIB
1.3.6.1.4.1):

1.3.6.1.4.1.9.1.467(cisco2611XM 13
CISCO-PRODUCTS-MIB)
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OID
Hassatue . (vpeHTUMKaT e . 3HavyeHue nepeMeHHOM MIB
nepemMeHHOM op 06bekTa) nepemMeHHoOM
sysUpTime 1.3.6.1.2.1.1.3. | TimeTicks The time (in hundredths of a second) RFC1213-
0 since the network management portion | MIB
of the system was last re-initialized.
Bpemsi B COTbIX A0MSIX CEKYHAObI C
MOMEHTa nocneaHen 3arpysku
cucTembl
sysContact 1.3.6.1.2.1.1.4. | DisplayString MMs KOHTaKTHOW NepCcoHbl 1 cnocob RFC1213-
0 KOHTaKTa MIB
sysName 1.3.6.1.2.1.1.5. | DisplayString MNonHoe umsa nomeHa RFC1213-
0 <hostname>.<domain-name> MIB
sysLocation 1.3.6.1.2.1.1.6. | DisplayString dusnyeckoe mecrtononoxeHue areHta | RFC1213-
0 MIB
sysServices 1.3.6.1.2.1.1.7. | int32 3HauyeHune, KOTOpPoe xapakTepusyeT RFC1213-
0 CcepBUCHI, NpeaocTaBngdeMble Y3noMm. MIB
370 3HayeHne ecTb CymmMa HOMEpPOB
ypoBHen mogenu OSI B 3aBUCUMOTU OT
TOro, Kakme CepBUCHI
noagepxusatotcs: 0x01 (dpusmyeckmn),
0x02 (kaHanbHbIN), 0x04 (ceTeBow),
0x08 (Touka-Touka), 0x40
(npuknagHown). Hanpumep, ecrin
nopaepxusaetcs |IP ypoBeHb
(MapLpyTm3aums) n TPaHCNOPTHBIN
YypOBEHb (TOYKa-TOYKa), TO 3Ha4YeHne
sysServices ectb cymma 4 n 8.
78 (c2611XM)
chassisType 1.3.6.1.4.1.9.3. | int32 335 (c2611XM) OLD-
6.1.0 CISCO-
CHASSIS-
MIB
cipSecMibLevel | 1.3.6.1.4.1.9.9. | int32 The level of the IPsec MIB CISCO-
171.1.1.1.0 1 IPSEC-
FLOW-
MONITOR-
MIB
snmpSetSerialN | 1.3.6.1.6.3.1.1. | int32 <An advisory lock used to allow SNMPv2-
o] 6.1.0 several cooperating SNMPv2 entities, MIB

all acting in a manager role, to
coordinate their use of the SNMPv2 set
operation.

McnonbayeTcs kak 3HavyeHune, kotTopoe
orpaHunuymBaeT ceepxy Cisco-specific
3HayeHus. PakTnyeckn aensaeTcs
HedopmanbHbIM 0603HaYeHEM KOHLA
MIB-a. CnyxuT ans npeaoTspaLleHuns
BO3MOXHbIX KOMNNN3nI nNpu oTpaboTke
GET-NEXT onepauui.

0
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OID
AREEAE . (wnnenTndumkar U2 - 3HayeHue nepeMeHHoOMn MIB
nepemMeHHOMN op 06bekTa) nepemMeHHOMN
ciscolmageStrin | 1.3.6.1.4.1.9.9. | DisplayString <The string of this entry.> (onncaxHve CISCO-
g 25.1.1.1.2.<i> Tabnuubl — <A table provides content IMAGE-MIB
information describing the executing
10S image.>).
BblgatoTca gaHHble O areHTa:
1: "CW_BEGIN$-csp-vpn$"
2: "CW_IMAGE$C2600-CSP-VPNS$"
3: "CW_FAMILY$C2600%"
4:"CW_FEATURES$IP|FIREWALL 2
PLUS 3DES$"
5: "CW_VERSION$12.2(13)T5, $"
6: "CW_MEDIASRAMS"
7:"CW_SYSDESCR$CSP VPN
{Gate|Server|Client}
<major>.<minor>.<build>$""
8: "CW_MAGICS$3$"
9: "CW_END$-csp-vpn$"
Fmo6anbHas IKE-cTtatuctuka
cikeGlobalActiv | 1.3.6.1.4.1.9.9. | uint32 <The number of currently active IPsec | CISCO-
eTunnels 171.1.2.1.1.0 Phase-1 IKE Tunnels> IPSEC-
Bce cyuiecTtBylowme Ha gaHHbIN FLOW-
MOMEHT aKkTuBHble ISAKMP SA. mIOBNITOR_
cikeGlobalPrevi | 1.3.6.1.4.1.9.9. | uint32 <The total number of previously active | CISCO-
ousTunnels 171.1.2.1.2.0 IPsec Phase-1 IKE Tunnels> IPSEC-
KonnuecTso ISAKMP SA ¢ MomeHTa FLOW-
MONITOR-
cTapTta AreHTa, KoTophble 6binu MIB
CO3[aHbl, HO YXXE He sIBNATCA
aKTMBHbIMUW, NMMOO yaaneHsbl.
cikeGloballnOct | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets received CISCO-
ets 171.1.2.1.3.0 by all currently and previously active IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
o MONITOR-
KonunyecTtso 6anT, NpuHATBLIX B
. MIB
TedeHue Bcex IKE-ceccui ¢ MOMeHTa
cTapTa AreHTa
cikeGloballnPkt | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets received | CISCO-
S 171.1.2.1.4.0 by all currently and previously active IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
Konuuectso ISAKMP-nakeToB, M%NITOR_

NPUHATLIX B TeyeHne Bcex IKE-ceccun
C MOMeHTa cTtapTa AreHTa

CSP VPN Client

Copyright © S-Terra CSP 2003 - 2013

103




CSP VPN Client 3.1. PykoBoACTBO Nonb3oBatens

OID
AREEAE . (wnnenTndumkar U2 - 3HayeHue nepeMeHHoOMn MIB
nepemMeHHOWM op 06bekTa) nepemMeHHoOWM
cikeGloballnDro | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets which CISCO-
pPkts 171.1.2.1.5.0 were dropped during receive IPSEC-
processing by all currently and FLOW-
previously active IPsec Phase-1 IKE MONITOR-
Tunnels> MIB
Konnyecteo ISAKMP-nakeTos,
OTBEPrHyThiX B TevyeHue Bcex IKE-
ceccumn ¢ MomeHTa ctapTa AreHTa
cikeGloballnP2 | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
Exchgs 171.1.2.1.7.0 exchanges received by all currently IPSEC-
and previously active IPsec Phase-1 FLOW-
IKE Tunnels> MONITOR-
Konun4yectBo ycnewwHbix Quick Modes B MIB
KayecTBe pecrnoHaepa.
cikeGloballnP2 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
Exchglnvalids 171.1.2.1.8.0 exchanges which were received and IPSEC-
found to be invalid by all currently and FLOW-
previously active IPsec Phase-1 IKE MONITOR-
Tunnels> MIB
O6uee konuyectBo IKE-ceccuin no
co3aanuto IPsec coeanHeHnn,
VMHULMMPOBAHHbIX NapTHEpPaMK, He
COCTOSIBLUMXCS MO NPUYMHE OLLNBKM
obwmeHa.
cikeGloballnP2 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
ExchgRejects 171.1.2.1.9.0 exchanges which were received and IPSEC-
rejected by all currently and previously | FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
OO6wee konnuectBo IKE-ceccuii no MIB
co3gaHuio IPsec coegmnHeHnn,
WHULMMPOBAHHbIX NapTHEpPaMM,
KOTOpble He COCTOSININCH NO NPUYMHE
paccorfnacoBaHusi NONUTUK
6esonacHocTu.
cikeGlobalOutO | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets sent by all | CISCO-
ctets 171.1.2.1.11.0 currently and previously active and IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
o MONITOR-
KonnyecTBo 6aiiT, BbiCraHHLIX B MIB
TeyeHue Bcex IKE-ceccuin ¢ MOMeEHTa
cTapTa AreHTa
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets sent by CISCO-
kts 171.1.2.1.12.0 all currently and previously active and IPSEC-
IPsec Phase-1 Tunnels> FLOW-
KonnuecTso ISAKMP-nakeTos, M%NITOR_

BbICNaHHbIX B TeyeHune Bcex IKE-
ceccui ¢ MomeHTa ctapTa AreHTa
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OID
AREEAE . (wnnenTndumkar U - 3HayeHue nepeMeHHoOMn MIB
nepemMeHHOMN op 06bekTa) nepemMeHHoOWM
cikeGlobalOutDr | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets which CISCO-
opPkts 171.1.2.1.13.0 were dropped during send processing IPSEC-
by all currently and previously active FLOW-
IPsec Phase-1 IKE Tunnels> MONITOR-
Konnyecteo ISAKMP-nakeToB B MIB
TeuyeHune Bcex IKE-ceccuin ¢ MOMEHTa
ctapTta AreHTta, KoTopble Obinu roToBbl
K OTCbIJIKE, HO MO KaKUM-TO MpU4MHaM
He 6bInnM oTocnaHbl
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchgs 171.1.2.1.15.0 exchanges which were sent by all IPSEC-
currently and previously active IPsec FLOW-
Phase-1 IKE Tunnels> MONITOR-
Konnyectso ycnewHbix Quick Modes B MIB
KayecTBe nHuumaTtopa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchglnvalids 171.1.2.1.16.0 exchanges which were sent and found | IPSEC-
to be invalid by all currently and FLOW-
previously active IPsec Phase-1 MONITOR-
Tunnels> MIB
Ob6Lee KONMYECTBO MHULUUPOBAHHbBIX
IKE-ceccuit no cosganuto IPsec
COEeANHEHMWIN, HE COCTOSBLUUXCS MO
npuynHe ownbkn obmeHa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2ExchgRejects 171.1.2.1.17.0 exchanges which were sent and IPSEC-
rejected by all currently and previously | FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
MIB
O6Lee KONMYECTBO MHULUUPOBAHHbIX
IKE-ceccui no cosgaHuto IPsec
coegMHEeHW, He COCTOSBLUMXCA MO
npuyMHe paccornacoBaHns NoAnUTUK
6esonacHocTu.
cikeGloballnitTu | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 CISCO-
nnels 171.1.2.1.19.0 IKE Tunnels which were locally IPSEC-
initiated> FLOW-
KonunuecTso cosaaHHbix ISAKMP SA B ml%NITOR_
KayecTBe uHuumartopa (T.e. no
WHULMaTNBE NOKanbHON CTOPOHbI).
cikeGloballnitTu | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 CISCO-
nnelFails 171.1.2.1.20.0 IKE Tunnels which were locally IPSEC-
initiated and failed to activate> FLOW-
. MONITOR-
KonnyecTBo MHULMMPOBAHHLIX CECCU MIB

no co3ganuto ISAKMP SA,
3aBepLUMBLLMXCA HeyaaYven

CSP VPN Client

Copyright © S-Terra CSP 2003 - 2013

105




CSP VPN Client 3.1. PykoBoACTBO Nonb3oBatens

QID
[ EEEENTID - (wnnenTndumkar Tun . 3HavyeHMe nepemMeHHOM MIB
nepemMeHHOM op 06bekTa) nepemMeHHoOM
cikeGlobalResp | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 CISCO-
TunnelFails 171.1.2.1.21.0 IKE Tunnels which were remotely IPSEC-
initiated and failed to activate> FLOW-
. MONITOR-
KonnyecTBo ceccuin no co3gaHunto MIB
ISAKMP SA, "HMLUMMPOBAHHbLIX
napTHEpamMu, KOTOpble 3aBEPLUNITUCH
Heygayemn
cikeGlobalAuthF | 1.3.6.1.4.1.9.9. | uint32 <The total number of authentications CISCO-
ails 171.1.2.1.23.0 which ended in failure by all current IPSEC-
and previous IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
. MIB
KonuyecTBo HeyaauHbIX ceccuii no
cosgaHuto ISAKMP SA, B KOTOpbIX He
npoLuna ayTeHTudunkauns
cikeGlobalDecry | 1.3.6.1.4.1.9.9. | uint32 <The total number of decryptions CISCO-
ptFails 171.1.2.1.24.0 which ended in failure by all current IPSEC-
and previous IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
O6Lee konuyecTBo IKE-ceccuin, He MiB
COCTOSIBLUMXCS1 MO NMpUYnHE ownbKm
paclmncpoBaHns nakeTa.
cikeGlobalHash | 1.3.6.1.4.1.9.9. | uint32 <The total number of hash validations CISCO-
ValidFails 171.1.2.1.25.0 which ended in failure by all current IPSEC-
and previous IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
. MIB
KonuuecTtBo HeyaauyHbIX onepauun no
NpoBepKe 3HaYEHUsT XALU-PYHKLUN BO
Bcex IKE ceccusix
cikeGlobalNoSa | 1.3.6.1.4.1.9.9. | uint32 <The total number of non-existent CISCO-
Fails 171.1.2.1.26.0 Security Association in failures which IPSEC-
occurred during processing of all FLOW-
current and previous IPsec Phase-1 MONITOR-
IKE Tunnels> MIB
O6uee konuyecTBo IKE-ceccun, He
COCTOSIBLUMXCS MO MPUYNHE OTCYTCTBUS
ISAKMP coegunHeHus.
Fmob6anbHan IPsec-cTaTucTuKa
cipSecGlobalAct | 1.3.6.1.4.1.9.9. | uint32 <The total number of currently active CISCO-
iveTunnels 171.1.3.1.1.0 IPsec Phase-2 Tunnels> IPSEC-
FLOW-
KOJ‘IM‘-IevCTBO cywecTsylolwmMx Ha MONITOR-
JaHHbIN MOMEHT IPsec coeuHeHUA. MIB
cipSecGlobalPr | 1.3.6.1.4.1.9.9. | uint32 <The total number of previously active | CISCO-
eviousTunnels 171.1.3.1.2.0 IPsec Phase-2 Tunnels> IPSEC-
FLOW-
KonuyecTtBo IPsec SA ¢ MmomeHTa
MONITOR-
ctapTta AreHTta, KoTopble Obinn MIB

CO3[aHbl, HO yXe He ABNAKTCA
aKTMBHbIMMW, NMNMBO yOaneHsol.
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OID
AREEAE . (wnnenTndumkar U2 - 3HayeHue nepeMeHHoOMn MIB
nepemMeHHOWM op 06bekTa) nepemMeHHoOWM
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets received CISCO-
Octets 171.1.3.1.3.0 by all current and previous IPsec IPSEC-
Phase-2 Tunnels. FLOW-
This value is accumulated BEFORE MONITOR-
determining whether or not the packet | MIB
should be decompressed. See also
cipSecGloballnOctWraps for the
number of times this counter has
wrapped>
KonnuectBo 6anT, NpUHATLIX Nog
3awuTon Bcex IPsec SA ¢ momeHTa
cTapTta AreHTa
cipSecGlobalin | 1.3.6.1.4.1.9.9. | uint32 <The number of times the global octets | CISCO-
OctWraps 171.1.3.1.5.0 received counter IPSEC-
(cipSecGloballinOctets) has wrapped> | FLOW-
. MONITOR-
KpnmquTBo nepenorHeHN cHeTYMKa MIB
cipSecGloballnOctets.
cipSecGloballn 1.3.6.1.4.1.9.9. | uint32 <The total number of packets received | CISCO-
Pkts 171.1.3.1.9.0 by all current and previous IPsec IPSEC-
Phase-2 Tunnels> FLOW-
MONITOR-
KonnyecTBo nakeToB, MPUHSITBLIX NO4, MIB
3awuTon Bcex IPsec SA ¢ momeHTa
crtapTta AreHTta
cipSecGloballn 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped | CISCO-
Drops 171.1.3.1.10.0 during receive processing by all current | IPSEC-
and previous IPsec Phase-2 Tunnels. FLOW-
This count does NOT include packets MONITOR-
dropped due to Anti-Replay MIB
processing>
OObLee KONMYECTBO BCEX BXOOALLMX
NakeToB, OTBEPrHYTbIX floKanbHbIM
YCTPOWCTBOM, Npu 3agenCcTBOBaHNN
IPsec coeanHenus (Kpome
npourHopupoBaHHbIX Nno Anti-Replay).
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped | CISCO-
ReplayDrops 171.1.3.1.11.0 during receive processing due to Anti- | IPSEC-
Replay processing by all current and FLOW-
previous IPsec Phase-2 Tunnels> MONITOR-
MIB
OObLee KONMYECTBO BCEX BXOOALLMX
NakeToB, OTBEPIHYTLIX FIOKanbHbIM
YCTPONCTBOM NOCPEACTBOM
mMexaHuama Anti-Replay, npu
3a4encTBOBaHUN
IPsec coeanHeHus.
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
AuthFails 171.1.3.1.13.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
MIB

O6LLee KONMMYECTBO BCEX HEYAAYHbIX
BXOOALWMX ayTeHTUdmKauun no IPsec
coeauHEeHUsM.
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QID
L . (naeHTUdpMKaT e . 3HavyeHue nepeMeHHOM MIB
nepemMeHHOMN op 06bekTa) nepemMeHHoOMn
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
Decrypts 171.1.3.1.14.0 decryption's performed by all current IPSEC-
and previous IPsec Phase-2 Tunnels> | FLOW-
MONITOR-
T_o )Ke camoe 3Ha4veHue, 4YTo n MIB
cipSecGloballnPkts.
O6Lee KoNMYecTBO BXOOALWLMX
NnakeToB, KOTOpPble Oblnu
pacmncpoBaHbl Bcemu IPsec
COeUHEHNAMMN.
cipSecGlobalin | 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
DecryptFails 171.1.3.1.15.0 decryption's which ended in failure by IPSEC-
all current and previous IPsec Phase-2 | FLOW-
Tunnels> MONITOR-
MIB
O6uee KONMYECTBO BXOOALLMX
nakeToB, KOTOpbIe Oblnun HeyaadHo
pacwmndpoBaHbl IPsec coegMHeHnsMu.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets sent by all | CISCO-
tOctets 171.1.3.1.16.0 current and pre-vious IPsec Phase-2 IPSEC-
Tunnels. This value is accumulated FLOW-
AFTER determining whether or not the | MONITOR-
packet should be compressed. See MIB
also cipSecGlobalOutOctWraps for the
number of times this counter has
wrapped>
KonuyectBo 6anT, oToCcnaHHbIX Noa,
3awmTon Bcex IPsec SA ¢ MoMeHTa
cTapTa AreHTa
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The number of times the global octets | CISCO-
tOctWraps 171.1.3.1.18.0 sent counter (cipSecGlobalOutOctets) IPSEC-
has wrapped> FLOW-
KonnyecTBO nepenosniHeHNn cyeTymnka MONITOR-
cipSecGlobalOutOctets. MIB
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets sent by CISCO-
tPkts 171.1.3.1.22.0 all current and previous IPsec Phase-2 | IPSEC-
Tunnels> FLOW-
MONITOR-
KonnyecTtBo nakeToB, OTOCNAHHbIX NOA,
- MIB
3awmnTon Bcex IPsec SA ¢ MmoMeHTa
cTapTa AreHTa
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped | CISCO-
tDrops 171.1.3.1.23.0 during send processing by all current IPSEC-
and previous IPsec Phase-2 Tunnels> | FLOW-
MONITOR-
O6bLLee KONMYECTBO BCEX NCXOOSALLNX MIB

NnakeToB, OTBEPrHYTbIX FIOKaNbHbIM
YCTPOWCTBOM, NpuU 3a4enCcTBOBaHNN
IPsec coegnHeHust.
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OID
AREEAE . (wnnenTndumkar U2 - 3HayeHue nepeMeHHoOMn MIB
nepemMeHHOWM op 06bekTa) nepemMeHHoOWM
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tAuthFails 171.1.3.1.25.0 authentication's which ended in failure | IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
MIB
O6LLee KONMMYECTBO BCEX HEYAAYHbIX
nexogsawmx ayteHtmdukaumi no IPsec
coegnHEHNAM.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tEncrypts 171.1.3.1.26.0 encryption's performed by all current IPSEC-
and previous IPsec Phase-2 Tunnels> | FLOW-
MONITOR-
T_o>1<e camMoe 3Ha4eHue, YTo U MIB
cipSecGlobalOutPkts.
O6Lee KonNMYecTBO UCXOOALLMX
nakeToB, KOTopble Bblnn
3awwmndpoBaHbl Bcemu IPsec
coeNHEHUNAMMN.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tEncryptFails 171.1.3.1.27.0 encryption's which ended in failure by IPSEC-
all current and previous IPsec Phase-2 | FLOW-
Tunnels> MONITOR-
MIB
OObLee KONNMYECTBO UCXOAALLNX
NnakeToB, KOTOpbIe Oblnn HeyaadHo
3awmncpoBaHbl IPsec coegmMHeHnaMu.
cipSecGlobalNo | 1.3.6.1.4.1.9.9. | uint32 <The total number of non-existent CISCO-
SaFails 171.1.3.1.29.0 Security Assocication in failures which | IPSEC-
occurred during processing of all FLOW-
current and previous IPsec Phase-2 MONITOR-
Tunnels> MIB
OO6wee konnyecTso 06MEHOB, He
COCTOABLLUNXCA NO NPpUYNHE OTCYTCTBUA
|IPsec coeguHeHus.
Interfaces-ctaTtucTuka
ifPhysAddress 1.3.6.1.2.1.2.2. | Octet string <The interface's address at the RFC1213-
1.6.<ifIndex> protocol layer immediately “below' the MIB

network layer in the protocol stack.
For interfaces which do not have such
an address (e.g., a serial line), this
object should contain an octet string of
zero length.>

MAC-agpec gaHHoOro uHTepdgenca.

WHpekec ons gaHHoro 3HayeHus
6epeTca ns ipAdEntlfindex.<ip>
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HasBaHue
nepemMeHHOM

OID
(vpeHTUUMKaT
op o6bekTa)

Tun
nepemMeHHoOM

3HayeHue nepeMeHHoOMn

MIB

ifIndex

1.3.6.1.2.1.2.2.1.
1.<iflndex>

int32

<A unique value for each interface. Its
value ranges between 1 and the value
of ifNumber. The value for each
interface must remain constant at least
from one re-initialization of the entity's
network management system to the
next re-initialization>

ifiIndex — unnexc unrepdeiica, 3HaueHne
nexut B quanasone ot 1 go ifNumber
(ifNumber - gucino cereBbIx HHTEPQENUCOB)

RFC1213-
MIB

|IP-cTaTncTHKa

ipAdEntAddr

1.3.6.1.2.1.4.20
1.1.<ip>

IpAddress

<The IP address to which this entry's
addressing information pertains.>

CobcTtBeHHO cam <ip> (coBnagaeT ¢
WHLEKCOM 3Ha4eHus)

IP-MIB

ipAdEntNetMas
k

1.3.6.1.2.1.4.20
1.3.<ip>

IpAddress

<The subnet mask associated with the
IP address of this entry. The value of
the mask is an IP address with all the
network bits set to 1 and all the hosts
bits set to 0.>

Macka agpeca.

IP-MIB

ipAdEntIfindex

1.3.6.1.2.1.4.20
1.2.<ip>

int32

<The index value which uniquely
identifies the interface to which this
entry is applicable. The interface
identified by a particular value of this
index is the same interface as
identified by the same value of RFC
1573's ifindex.>

MHaekcom nepemeHHon sensetcs |P-
agpec ycTponcTtea. 3HayeHnem —
WHOEKC UHTepdelica (B Tabnuue
ifTable), koTOpbIN COAEPXUT AaHHbIN
agpec.

IP-MIB

CPU, Memory - ctatucTuka

cpmCPUTotal5s
ec

1.3.6.1.4.1.9.9.
109.1.1.1.1.3.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 5 second period. This object
obsoletes the busyPer object from the
OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotal5secRev which has the
changed range of value (0..100).>

3arpyska npoueccopa 3a nocrnegHue 5
CeKyHA.

CISCO-
PROCESS-
MIB
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HasBaHue
nepemMeHHOM

OID
(vpeHTUUMKaT
op o6bekTa)

Tvn
nepemMeHHoOM

3HayeHue nepeMeHHoOMn

MIB

cpmCPUTotal5s
ecRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.6.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 5 second period. This object
deprecates the object
cpmCPUTotal5sec and increases the
value range to (0..100). This object is
deprecated by
cpmCPUTotalMonlnterval>

3arpyska npoueccopa 3a nocnegHue 5
cekyHa. OTnuyaeTcs oT
cpmCPUTotal5sec gonyctmbimm
npegenamu.

CISCO-
PROCESS-
MIB

cpmCPUTotall
min

1.3.6.1.4.1.9.9.
109.1.1.1.1.4.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
obsoletes the avgBusy1l object from
the OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotallminRev which has the
changed range of value (0..100).>

3arpyska npoueccopa 3a NocrnegHow
MUHyTy. OTnnyaetcs ot
cpmCPUTotallminRev gonyctumbiMn
npegenamm.

CISCO-
PROCESS-
MIB

cpmCPUTotall
minRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.7.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
deprecates the object
cpmCPUTotallmin and increases the
value range to (0..100).>

3arpyska npoueccopa 3a nocrieHo
MUHYTY. OTnnyaetcs ot
cpmCPUTotallmin gonycTumbimMu
npegenamu.

CISCO-
PROCESS-
MIB

cpmCPUTotal5
min

1.3.6.1.4.1.9.9.
109.1.1.1.1.5.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the avgBusy5 object from
the OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotal5minRev which has the
changed range of value (0..100).>

CpepaHsas 3arpyska npoteccopa 3a
nocnegHue 5 MuHyT (B NnpoueHTax).

CISCO-
PROCESS-
MIB

cpmCPUTotal5
minRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.8.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the object
cpmCPUTotal5min and increases the
value range to (0..100).>

3arpyska npoueccopa 3a nocriegHue 5
MUHyYT. OTnnyaeTcs ot
cpmCPUTotal5min gonyctumbivu
npegenamu.

CISCO-
PROCESS-
MIB
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OID
AREEAE . (wnnenTndumkar U2 - 3HayeHue nepeMeHHoOMn MIB
nepemMeHHOWM op 06bekTa) nepemMeHHoOWM
ciscoMemoryPo | 1.3.6.1.4.1.9.9. | uint32 <Indicates the number of bytes from CISCO-
olUsed 48.1.1.1.5.1 the memory pool that are currently in MEMORY-
use by applications on the managed POOL-MIB
device.>
PaccmaTtpuBaeTcs kak Tabnvua uns
OfHOro anemeHTa (C uHgeKkcom 1),
KoTopas 3agaet obLiee KonmMyecTBo
NCNonb3yemMon n3nyeckon namsTu.
ciscoMemoryPo | 1.3.6.1.4.1.9.9. | uint32 <Indicates the number of bytes from CISCO-
olFree 48.1.1.1.6.1 the memory pool that are currently MEMORY-
unused on the managed device. POOL-MIB

Note that the sum of
ciscoMemoryPoolUsed and
ciscoMemoryPoolFree is the total
amount of memory in the pool>

O6uee konnyecTBo cBOO6OAHOM
dusnyeckon namaTun.
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15.2. Tpan-coobueHus

SNMP-areHT nocbifnaeT Tpan-coodLeHns 0 BO3HUKLWNX cobbiTuax SNMP-meHeoxepy.

[na aToro B KOH(UrypaLmoHHom dhanne agMmmHucTpaTop 3agaet IP-agpec v nopT, Ha
KOTOpbIN oTcbinatTca coobuieHns SNMP-meHeaxepy, nageHtudukarop u IP-agpec
oTnpasuTens Tpan-coobuieHus, Bepcmtio SNMP, B KOTOpOW CO34at0TCA Tpamn-CcoobLLEeHNs.

B npuBeneHHon HUxe Tabnuvue nepevmcneHbl peanm3oBaHHbIe Tpanbl U NepeMEHHbIE,
KoTopsble BbicbinatoTca SNMP-meHexepy, 1 onvcaHue Tpana.

Tabnuua 13
SNMPv1
HasBaHue Enterprise and Cnucok 3HaYEeHME NepeMEHHOI MIB
Tpana Specific Type; nepemMeHHbIX P
SNMPv2 OID
cikeSysFailure | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
71.2 — agpec local peer | processing for an IPsec Phase-1 IKE IPSEC-
Tunnel experiences an internal or FLOW-
3 cikePeerRemoteAd system capacity error.> MONITOR
dr — agpec remote MiB
136141991 | Peer CvrHanunsaumns 0 BHyTpeHHen ownbke
7'1 2 O 3 R 0O6a 3HayeHus — Mnu ncyepnaHnm pecypcos npu
o TabnUYHblE. obpabotke IKE.
cikeCertCrlFai | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
lure 71.2 cikePeerRemoteAd | Processing for an IPsec Phase-1 IKE IPSEC-
dr Tunnel experiences a Certificate or a FLOW-
4 Certificate Revoke List (CRL) related MONITOR
error.> -MIB
Owwnbka, cBA3aHHasi ¢ cepTudmkatamm
%.13.266121.1.9.9.1 i CRL.
cikeProtocolF | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
ailure 71.2 cikePeerRemoteAd | Processing for an IPsec Phase-1 IKE IPSEC-
dr Tunnel experiences a protocol related FLOW-
5 error.> MONITOR
Owunbka, cBazaHHas ¢ obpaboTkom -MIB
npotokona IKE:
%'13'266154'1'9'9'1 Authentication error (B cutyauusx,
e He nonajarLwmnx nog
cikeCertCrlFailure)
BlackLog
cikeNoSa 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This natification is generated when the | CISCO-
71.2 cikePeerRemoteAd | Processing for an IPsec Phase-1 IKE IPSEC-
6 dr Tunnel experiences a non-existent FLOW-
1361419091 security association error.> MONITOR
71206 o Mpuxon IKE-nakeToB Ha -MIB
HecywecTBylowmmn SA (Invalid cookie).
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SNMPv1
HasBaHue Enterprise and Cnucok 3 -
e . HayeHune nepeMeHHOU MIB
Tpana Specific Type; nepemMeHHbIX
SNMPv2 OID
cipSecSetUpF | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
ailure 71.2 cikePeerRemoteAd | Setup for an IPsec Phase-2 Tunnel IPSEC-
dr fails.> FLOW-
10 Mo TeM Unn MHbIM NPUYMHaM He MONITOR
yaanocb co3gaTthb IPsec SA (npu -MIB
1.3.6.1.4.1.9.9.1 cylecTytowem IKE SA)
71.2.0.10 '
[MpumeyaHue: 3TOT Tpan oTChbinaeTcs
TOMBKO MPUW NOSABMEHUMN OLINOKN BO
Bpems nposeaeHns IKE-ceccum n tem
napTHEPOM, Ha KOTOPOM Chny4mnnach
owwmbka. Ecnu cosgaHne coeguHeHus
npekpaLleHo no ApyrMMm NpuYnHam —
OCTaHOBKa cepBuca, nepesarpyska LSP,
delete payload, nony4yeHue
HOTMdMKaUMM O TOM, YTO NapTHep Mo
CBOEW MHMLMaTUBE NPeKpaTun
co3faHue coeanHeHus, timeout n gp., T0
rniokanbHoOe yCTPOMCTBO Tpan He
oTcbinaeT. B aTom coctout otnnyune
Hawero areHTa oT 10S, rge Tpansl
OTChINATCA ¢ 060MX NAapTHEPOB Npw
ntobown HeycneLwHon ceccunn no
co3gaHuto IPsec coeguHeHus.
cipSecTunnel | 1.3.6.1.4.1.9.9.1 | cipSecTunLifeTime | <This notification is generated when an CISCO-
Start 71.7 cipSecTunLifeSize | IPsec Phase-2 Tunnel becomes active.> | IPSEC-
7 FLOW-
1.3.6.1.4.1.9.9.1 | Ta6nm4HbIE YcnewHoe co3gaHne TyHHens. %?IIS\HTOR
71.2.0.7 3HaYeHus.
cipSecTunnel | 1.3.6.1.4.1.9.9.1 | cipSecTunActiveTi | <This notification is generated when an CISCO-
Stop 71.8 me IPsec Phase-2 Tunnel becomes IPSEC-
8 Ta6nuuxoe inactive.> FLOW-
3HadeHne MONITOR
136.1.4.1.99.1 YHUYTOXEHME CO3AaHHOro TYHHENs (no -MiB
71.2.0.8 pasHbIM MpUYMHaMm).
cipsTooMany | 1.3.6.1.4.1.9.10. | cipsMaxSAs — <This trap is generated when a new SA | CISCO-
SAs 62.2 MakcuMarbHoe is attempted to be setup while the IPSEC-
konunyecTBo IPsec number of currently active SAs equals MIB
7 SAs. Ecnu He the maximum configurable. The
cyllecTsyeT variables are: cipsMaxSAs>
npeaena — 0. OTka3 oT co3aaHusi SA no nNpuynHe
1.3.6.1.4.1.9.10. [OCTUIHYTOrO MaKCUMMarbHOro
62.2.0.7 KonuuecTsa SA, yKasaHHOrO B
nuueHsnn. B nepemeHHon
nponucbIBaeTcst MakcumarbHoe
KONM4YeCTBO SA 13 JNIMLIEH3UN.
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SNMPv1
HasBaHue Enterprise and Cnucok -
e . 3HayeHue nepemMeHHOMn MIB
Tpana Specific Type; nepemMeHHbIX
SNMPv2 OID
ciscoConfigM | 1.3.6.1.4.1.9.9.4 | ccmHistoryEventCo | <Natification of a configuration CISCO-
anEvent 3.2 mmandSource = { management event as recorded in CONFIG-
commandLine(l), ccmHistoryEventTable.> MAN-MIB
1 snmp(2) } Bcerga
ccmHistoryEventCo | ccmHistoryEventCommandSource=1
nfigSource = { .
136.14.1.9.94 | grase(1), Heckonbko BapnaHTOB:
3.20.1 commandSource(2) 1 Tpw BbI30OBE Isp_mgr show nnn
, running(3), cs_console show run:
startup(4), local(5), ccmHistoryEventConfigSource=2
networkTftp(6), ccmHistoryEventConfigDestination=
networkRcp(7) } 2
MpumeYaHue: aHanorM4Ho peakuum
ccmHistoryEventCo | Cisco Ha komaHay show run
nfigDestination = {
erase(1), . )
commandSource(2) 2 [lpwu ycnewHon nporpy3ske LSP:
, running(3), ccmHistoryEventConfigSource=2
startup(4), local(5), ccmHistoryEventConfigDestination=
networkTftp(6), 3
networkRcp(7) } [pUMeYaHu1e: aHanorMyYHo peakLmm
Cisco Ha komaHay configure terminal.
TabnunyHbie [nsa craptoBou 3arpy3kun LSP Hago
3HaveHus. MHpgekc | sapatk ccmHistoryEventConfigSource =
— uenoe 4ucno, 4
HauMHaroLeecs ¢
eauHMLbI.
MHKpeMeHTMpyeTCS 3 [pwu otrpy3ke LSP (no pasHbim
NPW KaXAOM npuyYnHam):
nochbIfnke Tpana ccmHistoryEventConfigSource=1
JaHHoro Tuna. ccmHistoryEventConfigDestination=
3
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16. [lpunoxeHue

16.1. YctaHoBka "Admin-PKI"

[nsi reHepauny knNOYEeBOW Napbl Ans cepTndurkata n GopMmMpoBaHus 3anpoca Ha
cepTudmKaTt nonb3oBaTensa ycTaHoBUTE NporpaMmHbIiA npoaykt "Admin-PKI".

[ns BbINONHEHUS UHCTANNSALMM He0bX0AMMO:
e onepauunoHHasi cuctema MS Windows 9X/ME/XP/NT/2000/2003.
e MporpammHbIi NpoaykT Signal-COM "Admin-PKI"

e onucaHue "Admin-PKI" MOXHO NOCMOTPETHL MO agpecy:
http://www.signal-com.ru/ru/prod/pki/admin pki/

L] OeMO0-BepCuio 3TOro npoaykra MOXXHO 3anpoCuUTb No aapecy:
http://www.signal-com.ru/ru/demo/admin-pki/index.php

Banyctute nHctannaumio us danna AdminPKi(trial).exe n cnegynte MHCTPyKUMAM
WHCTannaTopa:

<2, Admin-PKI (trial) x|

Jo6po noxanoeare 6 nporpamMmy ycradosku “Admin-PEI [tnal]™.
JlanHan nporpamma ycradoedt Admin-PEI [trial] Ha Bam

KOMNBIOTEP.

HacToArensHo pekomMeHOYer NEpe SaNYCKOM STOM
Nparpakdidel SaKpbMe Boe Windows-NpUnoskeHHA.

Hasravme "OTmeHa"’, yTofel BEIETH M3 NpOrpardtdsl YCT aHOBKL
W Z3KPEME BCe patoTaHwMe NpunokeHHA. Hakmure “Hanee”,
yTofkl NPOLOTHMTE ERINDAHEHHE NPOFp&kdtdl YCTAHOEK M,

MPEOYNPEAJEHME: 3Ta nporpatdtda Sali|ileHa Sak oHok
0f SETOPGKOR NPAEE M MEKAYHAPOAHEIRM COFNSLUEHHARM,

HeaeTopME0EAHHOE KOMMPOESHWE M DACNPOCT PEHEHME AaHHOH
NPOrpatdtbl MK MG0H 88 Y3CTH ABNASTCA HAPYLWEHHER
zakoHa Pocouiickoll P enepauid 0 npagoEali oxpaHe
NPOrp&tdtd LNA BEIMMCAMTE MEHBL FEWWH 14 G335 0aHHBR" 1
NpEECASAYETSHA MO FaKaHY,

OtreHa |

PucyHok 52

B cnegyowmnx okHax HaxknmanTe kHonky [danee:
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2, Admin-PKI (trial)

MNanka aAnA YCTAHOBKH NPOrpammbl

MNporpararaa Admin-FEl [tnal] Gyoet yoeTaHoeneHa B Nanky, YkasaHHYD HAHE.
T nA yCcTaHOBEKM B APYrYl Nanky Hasmume ' Beidpare’’ 1 YkasHTE HYAHYD nanky.

Bel mMoteTe oTka3aTECA OT YcTaHoekK Admin-PE [trial]. onA BeEona Hasrdadre "OTreHa"

" Manka 4.1A YCTAHOEK M

C:%Program Filez Signal-ComAdmin-PEl [trial] Brigpare |

¢Hazan

OtreHa

PucyHok 53

2 Admin-PKI (trial)

Bwmbepure rpynny MeHenxepa nporpamm

Beequme 1A rpynnel MeHensepa Nporpatded, KUa Bbl #enasTe 4o5aEuTE MKOHEY
Adrir-PEl [tial]:

Admin-PEI [trial]

Ancessanes
Administrative Toolz
Signal-COk CSP
Startup

<Hazan

OTreHa |

PucyHok 54
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<2 admin-PKI (trial) x|

HauaTb ycTaHoOBKY @

MNporpararaa Admin-PE [tnal) rotoga k yoraHoeke.

Hasravme "Hanee" gnAa Havana ycradoekd, nvoo "Hazag'' 4na MsteHEHHA YoT aHOBDHHE!Y
NapateTpos.

OtreHa |

PucyHok 55

WHcTannaums 3aBeplueHa, Haxmmute 3aBepLunThb.

2 Admin-PKI (trial) x|

Mporpararaa Adrmin-PEI [trial] yocnewHo yeTaHoEneHa.

Ina BEIXOAa US NPOrpardrdel YCT SHOEKM HAHPAMTE
" JaBepludTe".

¥ 3anucTTe Nporpamey Nocae 3aEEpLUWEHHA YCTAHOBKM

[ITtdEHa |

SIGNAL-COM

¢Haszan

PucyHok 56
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