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C-Teppa KI 4.1

Knuenr ynpasnexus 2

1. Mpopykt C-Teppa K 4.1

1.1 HasHaueHue npoaykTa

«[MporpammHbIii npoayktT C-Teppa K. Bepcus 4.1» npegHasHayeH Ans LEHTPanv3oBaHHOMO yaareHHoro
ynpaBreHust Bcet NIMHUM NPOAYKTOB, MPOU3BOAUMBIX kKoMMNaHuen «C-Teppa Cudcluny», a UMeHHO:

«lMporpammHoro komnnekca CSP VPN Server. Bepcus 3.1/3.11»
«lMporpammHoro komnnekca CSP VPN Client/S-Terra Client. Bepcua 3.1/3.11/4.1»
«lMporpammHoro komnnekca CSP VPN Gate/S-Terra Gate. Bepcns 3.1/3.11/4.1»,

YCTAQHOBIIEHHbIX HA  KOHEYHbIX YCTpPOWCTBax, OaHkomaTax, nnaTexHblx TepmuHanax, C3H
(cneumnanunsmpoBaHHOM 3arpy3odyHoM Hocutene) «ClMAC-USB-01» v ap.

B paHHom gokymeHTe onucaHo ynpasneHue npogyktom CSP VPN Gate 3.11, yctaHoBneHHbIM Ha C3H
«ClMNAacC-UsB-01», koTopbin Aanee 6yaem HasbiBaTb CIMAC (cpega nocTpoeHus 4OBEPEHHOTO CeaHca) unu
cnac «NOCT», unu ynpaensemoe yctporncteo. CIMAC «MOCT» - cpega NnocTpoeHus 0BEPEHHOrO
ceaHca Ong yganeHHoro 4ocTyna K 3alimiiaembiM pecypcam KopnopaTtusHou ceTu. HacTtponka u
ynpaenenue CIOC «MOCT» ocyuwiecTensieTcs ¢ ucnonb3oBaHnem npogykta C-Teppa KI1.

Moapo6Ho cam npoaykt CIMNAC «MOCT» onucan B AokymeHTax «lporpammHbIn komnnekc «Lnto3
6esonacHoctn CSP VPN Gate. Bepcusa 3.11». CINAC «NMOCT». PykoBoACcTBO agMUHUCTpaTopa 1
«[lMporpammHbIn komnnekc «LUno3 6esonacHocTn CSP VPN Gate. Bepcua 3.11». CIMAC «MNOCT».
PykoBoacTBo nonb3oBartens.

Mpogykt C-Teppa KI1 4.1 cocTouT u3 AByx YacTen:

o Cepeep ynpaesneHuss — cepBepHas 4acTb NPOAYKTa, yCTAaHABMNMBAETCA Ha BblOENEHHbIV KOMNbIOTEP
W npeaHasHadeHa ans ynpaenenus npoueccom obHoeneHus npogykta CSP VPN Gate u ero
HaCTPOEeK, MHCTaNMMPOBaHHOM Ha yrnpaBrseMoM YyCTPONCTBeE.

e Knuenm ynpaesieHust — KNMeHTCKas YacTb NPOAYKTa, ycTaHaBNMBAETCS Ha yrnpaBnsemMoe
YCTPOWCTBO C MHCTannupoBaHHbIM npoayktom CSP VPN Gate n npegHasHaveHa ans ero
yrpaBneHuns.

O6wwas cxema ucnonb3oBaHus npoaykTa C-Teppa K 4.1 ¢ CNAC «MOCT»

CSP VPN Gate
Knuenr ynpasnenmnn 1 —
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Cepsep
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CSP VPN Gate

£ “%
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OTKpbITLIA TPaUK (] . ;__J CNAC - Cpeaa noCTPOEHUA AOBEPEHHOro CeaHca
—_— A IP
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CepBep ynpaBneHusi yCTaHaBMMBAETCSA Ha BblOENEHHbIN KOMMLIOTEP, Pa3MELLEHHbIN B MOKarbHOW ceTw,
3awmuiaemont win3om 6esonacHoctu. Ha CepBepe ynpaBneHus co3galoTcst HacTpouviku KnveHTa
ynpasneHna Ana KaxXgoro ynpaBndaemMoro yCTpOI7ICTBa M camMu OOHOBNEHUS.

Ouctpnbytue Knunenta ynpasneHus pasmeweH Ha CMOC «MOCT», npyu nonydeHun Hactpoek KnueHt
yrpaBneHns yCcTaHaBNMBaeTCs Ha ynpaBnsieMoe YyCTPOUCTBO.

Bce obmeHbl mexay CepBepom ynpaBneHust u KnveHTom ynpaBneHus OCYLLECTBASOTCSA NO NPOTOKONYy
FTP n UDP (nepepatoTca HoTudmMKkauumn). OTOT TpaduK AOIMKEH NepefaBaTtbesi NO 3awmeHHomy IPsec-
COEONHEHMIO.

MHnumaTopom ceTeBoro B3anMoaencTena mexay KnueHtom ynpasneHusi u CepBepom ynpasreHust Bceraa
BbicTynaeT KnueHT ynpaBneHus. B cnyyae BpemeHHOW noTepu coedvHeHusi Ha KnueHTe ynpaBneHus
npeaycMoTpeHa BO3MOXHOCTb “Aokaykn” gaHHbIX ¢ CepBepa ynpaBneHus.

1.2  Bo3moxHoctu npoaykta C-Teppa KI
Ha CMNAcC «MNOCT» ¢ yctaHoBneHHbIM npogyktom CSP VPN Gate, Kpuntollpo CSP u KnneHtom
ynpaBneHust MoryT 6biTb OGHOBMEHbI crieayoLine AaHHbIe:

e JokanbHas nonuTuka 6esonacHocTy, NpeanucaHHas 4aHHOMY YCTPOUCTBY (B TEKCTOBOM BUAE UK B
BuAe cisco-like koHurypaumm)

e onuTUKa gpavieepa no ymonyanuo npogykra CSP VPN Gate
e HacTponku gpaveepa npogykta CSP VPN Gate

e nokanbHble cepTudumkaTbl npoaykta CSP VPN Gate, CA-cepTudukat, cepTudnkaTtbl NapTHEPOB,
CMUCOK OTO3BaHHbIX CEPTUAUNKATOB

e KOHTeWHepbl C KItoYamn cepTudmrkaTon
e MeToA ayTeHTUdMKauumM napTHEPOB
® HACTPOWMKWN CETEBLIX MHTEPENCOB
e HaCTPOWKM CETEBbIX MapLUPYTOB
e HACTPOWKM NPOTOKONMpPOBaHWUs cobbiTui npoaykta CSP VPN Gate
e nuvueH3ua Ha npoaykt CSP VPN Gate n Kpuntollpo CSP
e KnueHT ynpaBneHus
e HacTponku KnueHTta ynpasneHus.
Ha Cepeepe ynpaeneHusi UMeloTCH BO3MOXHOCTHU:
e CO34aHMsA OBHOBMEHUI ANst U3BMEHEHUS HAaCTPOEK yNpaBnsieMbIX YCTPOWCTB

® BbIlMOJIHEHNA IPYNNOBbIX onepau,w7|, HanpumMmep, ogHoBpeMeEHHOE co3gaHune obOHOBNEeHU ans
HECKOJTbKNX yCTpOVICTB

e 1CMOSb30BaHUS WabnoHoB npoeKTa npu co3gaHnm oBGHoBNEeHUn ans yCTpOIZCTB.

Ha Cepeepe ynpaesieHusi Be4eTCA MOHUTOPUHT COCTOSIHUS U HACTPOEK BCEX YNpaBnsieMbIX YCTPOWCTB,
npepocTaBnsiemblx KnueHmamu ynpaesieHusi, a UMEHHO:

e [JaTa n Bpems NnocrnegHero ycnewwHoro coeanHeHmns kaxaoro yctporictesa ¢ Cepsepom ynpasneHus
e |P-agpeca yCcTpOINCTB, C KOTOPbIX ObINO OCYLECTBNEHO NocneaHee ycnewHoe CoeMHeHne

e Bepcus KnueHTa ynpaBneHus

e Bepcua CSP VPN Gate

e JokanbHas nonuTuka 6esonacHoctu npogykta CSP VPN Gate (B TEKCTOBOM BMAE UMK B BUAE CISCO-
like koHGUrypauun)

e HacTponku apaneepa npogykta CSP VPN Gate

e rokanbHble cepTudmkaTbl Nnpoaykta CSP VPN Gate, cnucku oTo3BaHHbIX cepTudumkaTto, CA
cepTuukatbl, cepTudukaTbl NapTHEPOB
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® MMeHa KOHTEWHEPOB C KNioYamu cepTudrKaToB (ECNM HET BO3MOXHOCTU cbopa uHdopmaumm o060
BCEX KOHTeMHepax, gonyckaeTca cbop MHopmaumm ToMnbKo O KOHTENHEpax, Co3AaHHbIX C
ncnonb3oBaHveM KnveHTta ynpasneHus)

e Onuxaviwee BpeMsi U faTa UCTEYEHMS CpoKa AEeNCTBUSE OOHOIo U3 cepTndurkaToB, pasMeLleHHbIX B
6a3e npoaykta CSP VPN Gate Ha Kagom yCTpOnCTBe

e 3anpockl Ha NokanbHble cepTudmrkaTsbl
e VMeHa npefonpeaeneHHbIx kntoden npogykta CSP VPN Gate
® HACTPOWNKM CeTeBbIX MHTEPhENCoB
e HaCTPOWKM CETEBbIX MapLUPYTOB
e HACTPOWKM NpoToKonmnpoBaHusa cobbiTuii npogykta CSP VPN Gate
e XypHan peructpauumn cobbitun npoaykta CSP VPN Gate n KnveHTa ynpaBneHus
e uHpopmaums o nuueHauax npogykros CSP VPN Gate n Kpuntollpo CSP
e CTaTUCTUYECKUE AaHHble O paboTe CUCTEMbI YNPaBISAEMOro yCTPOMCTBA.
Ha Cepeepe ynpaesieHuss B JaHHOW BEPCUUN peann3oBaHbl HOBblE BO3MOXHOCTMU:

® 1CMOMb30BaHWEe OKOH MacTepa Af1s CO34aHNsA HECIOXHOW NonuTukn 6esonacHocTu npogykra CSP
VPN Gate gnsa ynpaBnsemoro ycTpomncraa

e BKJOYEHME B CUCTEMY YNpaBrieHus yxxe paboTtatouiero yctporctea ¢ CSP VPN Agent/S-Terra Agent
e ynpasnenune yctponcteom CIAC «MOCT»

e CO37aHue KINOHOB KnneHTa anga yctponctea ¢ CSP VPN Gate, oTnnyaloLwmxcs nokansHbIMK
cepTudmkatamu, NMLEH3NAMM U T.4.

® UN3MEeHeHue HacTpoek rotoBoro npoekrta ans CSP VPN Gate — ytunuta vpnmaker
e aBTOMAaTM3aLUMs NpoLecca ynpasreHns YyCTponcTsamu - ytunura upmagr
¢ ucnonb3oBaHue FOCT-cepTndukaToB Ans NOANUCHLIBaHWUS OBHOBNEHUN

e cosgaHue 3arpy3oyvHoro USB Flash Hocutens, koTopbii MOXHO MCMOMb30BaTh A4S BOCCTAHOBMEHUS
MO CSP VPN Gate/S-Terra Gate unu namenenus sepcum NO CSP VPN Gate/S-Terra Gate.

1.3  Xapaktepuctuka npogykrta C-Teppa KIl

Ha CepBepe ynpaBneHus kaxabii KnueHT ynpaBneHWs WMeeT YHUKanbHbI uaeHTudukatop, a
co3fgaBaemble OBHOBNEHMS MMEHT MOPSAKOBble HOMepa. YHWMKanbHbI UOeHTUdUKATOP U NOPSAKOBbLIV
HOMep BXOAAT B COCTaB [AaHHblX, 3arpyxaembix ¢ CepBepa ynpasneHus. [lonyyeHHble AaHHble
ucnonb3ytotca KrnveHToMm ynpaBneHus TOMbKo B TOM Criyyae, ecrnv cofepXaT BepHbIn naeHTndukaTop
KnveHTa ynpaBneHus n ecnn Homep obHoBneHns 6onblue nocrneaHero yCTaHOBNEHHOro OGHOBEHUS.

HponykT olecnedynmBaeT 3aIMUTY OT 3JOYMBILNLICHHHMKA, NBITAIMIEroCcs: ¢ MOMOIIBI0 MeXaHM3Ma
O0OHOBJICHHSl 3allyCTHTh Ha KoMnblOTepe ¢ Kiamentom ymnpabienus “gyskepoaHoe” I1O. 3ammra
ocymectBiasgercss Ha ocHoBe JLII, mo3Boasiiomeli ocymiecTBUTh ayTeHTH(GHUKANUIO U NMPOBEPHThH
LHEJOCTHOCTh IepecbliaeMbIX JaHHBIX 0T CepBepa ynpabiaenuss k Kumenty ynpasienus.
Ipeanonaraercss, 4To 3J0YMBINLJICHHMK He HMMeeT [JOCTYNAa K YNPABJICHHI0 KOMIBLITEPOM ¢
CepBepoM ynpapJ/ieHHs] H A0CTYNa K yIpaBJeHHI0 ycTpoiicTBamu ¢ KiiMeHTaMu ynpaBJ/ieHus.

HencTButensHo, Nnepea TeM Kak NpefocTaBuTb AaHHble Ans ckadmBaHus KnneHtam ynpasneHusi, Cepsep
ynpaeneHusi OpMUPYET SNEKTPOHHO-LUMPOBYID NOAMUCL ANs 3TUX AaHHbIX C  WUCMOSIb30BaHNEM
cekpeTHoro krnwoya paboyero ceptudmkata CepBepa ynpasneHusi. A KnueHT ynpaBneHuss nepeg
MCMNONb30BaHMEM MOSyYeHHbIX AaHHbIX ¢ CepBepa ynpaBneHWs MPOBEPSIET 3EKTPOHHO-LMMPOBYHO
NOAMNMCb, UCNOMb3ys OTKPbITbIN KMoy paboyero ceptudmkata CepBepa ynpaBneHust.

Pa6ounin ceptndmkaT CepBepa ynpasneHus pacnpocTpaHseTcs cpean KnveHToB ynpaeneHus B coctase
ckaumBaeMblX AaHHbIX. [MoanuHHOCTb pabodyero cepTudmkata CepBepa ynpasneHusi NpoBepsieTcs Ha
OCHOBE MOCTPOEHNA Lenodku ceptudukatos ao CA ceptudukata Cepeepa ynpasneHust. CA cepTudmkaTt
CepBepa ynpaBneHus ycTaHaBNUBaeTCA Ha Kaxabli KnneHT ynpaBneHust BO BpeMsl NepBON UHCTaNNsauum
KnveHTa ynpaeneHus Ha yCTpPOMCTBO.

Copyright © S-Terra CSP 2003 -2015 5



C-Teppa KI 4.1

Mepesbinyck paboyero ceptucpmkata CepBepa ynpasrneHus NpoM3BOAUTCH NO Mepe HeobXxoaAMMOCTU Ha
CepBepe ynpasneHus. Bpemsa xu3Hn paboyero ceptudukarta, cpegu npoyero, 3aBUCUT M OT obbema
noanncbiIBaeMblX OaHHbIX, TO €CTb OT KonuyecTBa obcnyxuBaembix KnNMeHTOB ynpaBreHus M 4acToTbl
obHoBneHun. PekomeHayemoe BpeMsi xu3Hu paboyero ceptudumkara - ot 1 mecqaua go 1 roga.

B komnnekT noctasku npoaykta C-Teppa Kl Bxoaat katanoru n dannsl:

setup.exe
setup.ini

updater server.cab
updater server.msi
upweb.war
version.txt

LINUXDEBIANG

LINUXRHELS5

OTHERS

SOLARIS

WINDOWS
4 [ns ynpaBneHus wnto3om 6esonacHoctn CSP VPN Gate Ha yCcTpOMCTBE YKe OOMKEH ObiTb
H—t‘ nHcTannuposaH npogykt CSP VPN Gate Bepcuu He Huxe 3.1.

ole
%‘ CepBep ynpaBneHusi nomumo rpacuyeckoro nHTepdenca nmeet NHTepdenc ynpasneHns
Note Ha OCHOBE KOMaHLHOW CTPOKM.
8 Lnto3 6e3onacHoctn CSP VPN Gate Bepcum 3.11, 4.1 noctaBnseTcsi C MHCTanNIMpoOBaHHbIM
o KnueHTom ynpaBneHus, KOTOpbIN criegyeT MHMuuannsmpoBaTb.
Mote
% Mepen ucnonb3oBaHMeM NpoaykToB koMnaHum «C-Teppa Cudcllu» n CK3U «Kpuntollpo
i CSP 3.6(R2)» B pexume KC1/KC2/KC3, nayuute gokymeHt «lpaBuna nonb3oBaHUsA»,

Note BXOASALUMIA B KOMMNIEKT NMOCTaBKM.
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Cxema cTeHaa

B panbHeriwem onncaHnm JoKymMeHTa npyuBeaeHbl npuMepsbl Ans cteHaa (PucyHok 2), B KOTOPbIA BKITHOYEH
winto3 6e3onacHoOCTM ¢ ycTaHoBMNEeHHbIM npoayktom CSP VPN Gate (LeHTpanbHbIN W3), 3allmLatoLLnii
noaceTb ¢ Cepeepom ynpaeneHusi 1 RDP-cepeepom. B cteHge npucytcteyeT komnbtoTep (IP-agpec
10.0.232.24/16) ¢ HegoBepeHHbIM pabounm mectom nonb3doBatens (HPMI). ns noctpoeHus
JoBepeHHoro ceaHca cas3m ¢ RDP-cepsepom ncnonbayetca CIMNAC «MOCT», KoTopbI BCTaBNsETCA B
USB-nopTt yctponcTtea ¢ HPMI1. MNepeoHayvanbHasa HacTporika CINAC «MOCT» ocyuwiecTensieTcs
nokaneHo, a gansHenwme obHOBNEHNS HAaCTPOeK ByAyT OCYLLECTBAATECA yaaneHHO LeHTpann3oBaHHO C
CepBepa ynpaBneHus. Bsaumogericteue mexagy CracC «MOCT» n Cepepom ynpaBneHus
OCyLLEeCTBMAETCH No 3alnLLeHHOMY kaHany IPsec, noCTpoeHHOMY [0 LeHTparnbHOro wiio3a. B kavectse
RDP-cepBepa ncnonb3yetcs komnbioTep ¢ OC Windows XP 1 paspelueHHbIM yaaneHHbIM JOCTYNOM K
3TOMY KOMMbIOTEPY.

Fastethernetd/
50.0.10.110M16

Fastethernetd/0 50.0.10.111/16

10.0.232.25

10.0.232.24

Cepeep
ynpaBneHws

|8 BT

CnAcC «NOCT» ypmn

S-Terra Gate RDP cepeep

LeHTpaneHbIA
Wwn3

50.0.10.112118

PucyHok 2
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2. CueHapum ynpaBneHus

MoxHO BblAeNUTL ABa NocrneaoBaTeNbHbIX CLeHapus obHoBMNeHUst HacTpoek npoaykta CSP VPN Gate Ha
ynpasnsiemom yctporictee (CMNAC «MOCT»).

MepBbIV cueHapui (Mpy NepBOM 00paLLEHUN K YNPaBIIIEMOMY YCTPONCTBY):

nogrotoBka ckpuntoB Ha CepBepe ynpaBneHus Ans uHcTannauum KnueHTta ynpaBnenus m
HacTpovku ycTaHoBneHHoro npogykta CSP VPN Gate, goctaBka M JfokanbHbIM 3anyck Ha
ynpaBrsieMoM YCTPOWCTBE.

BTopou cueHapui (Bce nocneayoLLe B3anmMogencTaung ¢ ynpasnseMbliM YCTPONCTBOM):

co3fgaHue obHoBneHun Ha CepBepe ynpaBneHus U nepefada Ha ynpaBnsiemoe YCTPOWCTBO MO
3awuuieHHomy IPsec coeanHEeHMIO.

Hanee no mexkcmy ynpaensiembie ycmpolicmea 6ydem Ha3bleamb KilueHMamMu, Ha KOmopbIX
ycmaHoesneH npodykm CSP VPN Gate u KnueHm ynpaeneHus.

o3 6e3onacHocmu CSP VPN Gate/S-Terra Gate, 3awuwarowuii nodcems ¢ Cepeepom
ynpaersneHusi, 6ydem Ha3bleamb UeHMpanbHbIM WITFO30M.

Hwxe onucaHbl ABa cueHapusi no Lwaram.

2.1

2.2

CueHapuit nepBoro 06HOBNEHUA

LWar 1:

LWar 2:

LWar 3:

LWar 4:

LWar 5:

YctaHoBute CepBep yrnpaBreHUsa Ha BblAENEHHbIN KOMMbIOTEP C ycTaHoBneHHon OC
Windows Server 2003/2008/2008R2/2012 n HacTponTe ero kak onucaHo B pasgene
«YcTaHoBka 1 HacTporika CepBepa ynpaBneHus».

Ha CepBepe ynpaBneHns NoArotoBbTe CKPUMThI M1t HACTPOWKM LIEHTPanbHOro LW03a,
JocTaBbTe WX M 3anycTute nokanbHO (cm. pasgen «HacTtponka u ynpasneHue
LeHTpanbHbIM LUIO30M»).

Ona ynpaensemoro yctpovictea CIAC «MOCT» cosgainTte nokanbHbIn cepTtudmkat
(koHTenHep ¢ cekpeTHbIM Kntovom 3anuwnte Ha CIMNAC «MOCT»), HacTponTe NOMUTUKY
6Ge3onacHoCTW, NoAroToBbTE CKPUMTbI AN MHcTannauun KnveHTa ynpaBneHus u
nHnumnanmnsaumm CSP VPN Gate. Ckpuntbl 3anuwmnte Ha CMNAC «MNOCT» (cMm.pasgen
«Hactporika n ynpasneHue CINAC «MOCT»).

Mopgkmounte CMAOC «MOCT» K KOMNbOTEPY MOMb30BATENs, BbLIMNOMHUTE C HEro
3arpy3ky OC, B agMWHUCTPATMBHOM peXMMe MpoBEAUTE MHULMANM3aLMI0 N TECTOBYHO
nposepky (cm. pasgen «NHnumnanmsauma CMNAOC «MNOCT»).

Mepepante nonb3oBatento nogrotosneHHbin CMOAC «MOCT», ¢ koToporo OH
OCyLLeCTBNAET 3arpysky 1 B pexumMe nosnb3oBatensa nonydaet goctyn kK RDP, Web nnu
OpYyrum cepBepam 3allMLLaeMOro CerMeHTa KoprnopaTuBHOM CETMU.

CueHapun nocneayowmnx 06HOBNEHUN

War 1:

LWar 2:

Ha CepBepe ynpaBnexHus cdopmupyinte obHoBneHne ans CMAOC «MNOCT». B
3afjaHHOe Bpemsi aBToMaTu4yecku OyaeT co3gaH nakeT OOHOBNEHWs, KOTOPbIN cpasy
OyOeT OOCTyneH Ans ckavymMBaHus.

Monb3oBaTtenb, nNeperas B agMUHUCTPATUBHbIA pexum pabdotbl CMOC «MOCTy,
npepoctaBnseT KnueHTy ynpaBneHusi BO3MOXHOCTb MPOBEPKU Hanuunsi OOCTYMHbIX
Ons Hero obHoBneHun n 3arpyskn nx ¢ Cepeepa ynpasneHusi. MoxHO 3agatb nogpsig
HeCKoNnbko OOHOBMEHWI C yKa3aHWEM BPEMEHU CO34aHUs KaxOdoro, U oHu OyayT
NPMMEHEHbI B TOM NOpsiaKe, B KOTOPOM Obinuv co3aaHbl.

Copyright © S-Terra CSP 2003 -2015 8
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3. YcraHoBka u HacTpouka Cepsepa ynpaBneHus

3.1 Wucrannauua CepBepa ynpaBneHus

WucTtannsaumsa CepsBepa ynpaBneHus ocyLLEeCcTBMAETCA Ha BblAeNeHHOM KOMMbIOTEPE C YCTaHOBNEHHOMW
OC:

— Windows Server 2003 SP2 Edition (32-bit)

— Windows Server 2008 SP1 Edition (32-bit,64-bit)
— Windows Server 2008R2 SP1 Edition (64-bit)

— Windows Server 2012 Edition (64-bit).

1. YcraHouTe cHavana CK3U «Kpuntollpo CSP CSP 3.6/3.6R2/3.6R4», ecnu nnaHupyetcs
ynpaBnsaTb YCTPOMCTBaMM C ycTaHoBrneHHbIM npogyktom CSP VPN Gate (cp) 3.1/3.11,
ucnonbaytowmm CK3U «Kpuntollpo CSP 3.6/3.6R2», unu onsg nposepkm 06HOBNEHWI
nnaHupyetcs ucnone3osatb [OCT-cepTudmkaThl, v anga reHepauum cnyyanHblx Ymucen,
MCMNonb3yeMblX NPU CO34aHMK KINIOYEBLIX Nap Ha ynpasnseMbiX YCTPONCTBaXx.

2. [Ong vHctannaummn Cepsepa ynpasneHus 3anyctuTe ann setup.exe M3 coctaBa ANCTpubyTuBa.
[MosBMTCA OKHO C 3aNpOCOM Ha YyCTaHOBKY HEOBXOAMMbIX KOMMOHEHT, HAXMUTE KHOMKY YCTaHOBUTb
(PvcyHok 3).

Eynauusmm npoaykTa C-Teppa KI ll

B npougcce YCTaHOEKH NpoAyKTa C-Teppa KM 6y 4vT YcTaHOBNEHE! CNE Ay HILLME
KOMIOHEHTE:

@ Microsoft Visual C++ 2005 Redistributable Package
@ Microsoft Visual C++ 2010 Redistributable Package
e FileZilla Server

@ PostgreSQL Server

e Java JRE

e Apache Tomcat Server

@ S-Terra KP UPServer

OTHEHA |

PucyHok 3

3. BbinonHsietcs cbop nHgpopmauumn ans Microsoft Visual C++ 1 nogrotoBka K MHCTannsumnm
(PvcyHok 4).

Microsoft ¥isual C++ 2008 Redistributable - =

| Noswanyicra, nogmwaure, noka Windows Hactpout Microsoft
I‘ﬁ‘-‘ Yisual C++ 2008 Redistibutable - »86 9.0.30729..

CHop HEOSRaoM0E MHPORRALHH. .

ENENNENNANNEENEENEENEEE

PucyHok 4
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4. YcraHoska Microsoft Visual C++ Redistributable Package BbinonHsieTca 6e3 BMmelwaTenscTea
agmuHuctpaTopa (PucyHok 5).

Es Microsoft Yisual C++ 2010 =86 Redistributable Setup ]

Installation Progress
Please, wait while the Microsoft Visual C4++ 2010 x86 Redistributable is being w
installed.

File security wverification:

All Files were werified successfully,

Installation progress:

Installing Microsoft Wisual C++ 2010 Redistributable

Zanicel |

PucyHok 5

5. [HOanee uHctannupyetca npoaykT FileZilla Server (PucyHok 6). MNpumuTe ycnosus NUUEH3NOHHOIo
cornawleHuns — Haxxmute KHonky | Agree.

[Z Filezilla Server beta 0.9.40 Setup o ] oA |

License Agreement
Please review the license terms before installing FileZila Server beta 0.9.40, .

Press Page Down ko see the rest of the agreement.

GMU GENERAL PIUBLIC LICEMSE 3
Version 2, June 1991

Copyright () 1989, 1991 Free Software Foundation, Inc,

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and diskribuke verbatim copies
aof this license document, buk changing it is not allowed,

Preamble

_The licenses for mast software are designed to take away your :I

If wou accepk the kerms of the agreement, click I Agree ko continue. You must accept the
agreement to install FileZilla Server beta 0,9.40,

Mullsaft Install Swstenm v, 46-lnicade

I dgree I Cancel

PucyHok 6
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6. B cnepytouwem okHe (PucyHok 7) npegnaraetcs BbibpaTe KOMNOHEHTbI 45151 UHCTaNMAUmu.
OcTtaBbTe HaCTPOMKMN MO YMOMYAHMIO U HAXXMUTE KHOMKY Next.

[Z Filezilla Server beta 0.9.40 Setup o ] oA |

Chooze Components
Choose which Features of FileZilla Server beta 0.9.40 you want to install, .

Check the components yvou want to install and uncheck the components yvou don't wank to
install. Click Mext to continue,

Select the type of install;

Or, select the optional FileZila Server (Service) E;ssi:i::lnitm;ur e
;_IDST;ﬁnents you wish to Administration inkerface T & cgmpnnent o
|:| Source Code see ihs description,
Start Menu Shaortouts
Deskkop Icon

Space required: 3, 7MB

Mullsaft Install Swstenm v, 46-lnicade

< Back I Mexk = I Cancel

PucyHok 7

7. YxaxwuTe nanky, B kotopyto 6yaet yctaHoBneH npoaykT FileZilla Server (PucyHok 8).

= Filezilla Server beta 0.9.40 Setup o ] |

Choose Install Location
Choose the folder in which to install FileZilla Server beta 0.9.40, .

Setup will install FileZilla Server beta 0,940 in the Following Folder, Ta install in a different
folder, click Browse and select another folder, Click Mext bo conkinue,

Destination Folder

Browse,.. |

Space required: 3. 7ME
Space available: 10.9GE

rullsaft Install System w2, 46-Unicade

< Back I Mext = I Zancel

PucyHok 8
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8. B okHe BbIGOpa HacTpoek Ans 3anycka cepsuca npoaykra FileZilla Server octaBbTe 3Ha4YeHUs no
ymMorn4daHuio u Haxxmute kHonky Next (PucyHok 9).

F= Filezilla Server beta 0.9.40 Setup =10 x|
Startup settings
Select startup behaviour for FileZilla Server .E

Please choose how FileZilla Server should be started:

nstall as service, started with ‘Windaws (defaulk)

Please choose the port, the admin interface of Filezila Server should lisken on (1-65535):

I 14147

Iw start Server after sekup completes

rullsaft Install System w2, 46-Unicade

< Back I Mexk I Zancel

PucyHok 9

9. B oKkHe ¢ HacTpoWkaMu cTapTa KOHconu ynpasneHus npoayktom FileZilla Server octaBbTe
3Ha4YeHMs No ymMonyaHuo n Haxmute kHonky Install (PucyHok 10), nocrne 4ero 3anyctuTcsi npouecc

YCTaHOBKM.

F= Filezilla Server beta 0.9.41 Setup o [m] S
Startup settings
Select startup behaviour For FileZilla Server .E

Please choose how the server interface should be started:

[™ sStart Interface after setup completes

rdullsaft Install Svstem w2, 46

< Back I Inskall I Zancel

PucyHok 10
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10. Mo 3aBeplieHmnio npouecca yctaHoBku FileZilla Server HaxmuTe kHonky Close (PucyHok 11).

= Filezilla Server beta 0.9.40 Setup B ] 5 |

Inztallation Complete —
Setup was completed successHully, 7‘
Completed

Extract: FileZilla Server Interface exe -

Create folder: C:Documents and Settingsiall UsersiStart MenuiProgramstFileZilla Ser...
Create shorkcut: CDocuments and Settingsiall UsersiStart MenoiProgramstFileZilla ...
Create shortcut: CHDocuments and Settingsiall Users\Start Menu\Programs\FileZilla ...
Create shortcut: CHDocuments and Settingsiall UsersiSkart MenuiProgramsiFileZilla ...
Create shortcut: CHDocuments and Settingsiall UsersiSkart MenuiProgramsiFileZilla ...
Create shortcut: CHDocuments and Settingsiall Users\DesktopiFileZila Server Interf...
Execute; "C:\Program Files\FileZilla ServeriFieZilla Server exe” ladminport 14147
Execute; "C:\Program Files\FileZilla ServeriFileZilla Server Interface. exe” fadminpart 1
Installing Service. ..

Execute: "C:\Program Files\FileZilla ServeriFieZilla Server exe” finstall auto

Completed

rullsaft Install System w2, 46-Unicade

= Back

Zancel |

PucyHok 11

11. Janee yctaHaBnuBaeTcs KOMNoHeHT PostgreSQL Server, HaxmuTe kHonky Next> (PucyHok 12).
T 1ol x]

Setup - PostgresQL

Welcome bo the PostareSoL Setup Wizard,

PostgreSQL

QL Company

= Back | Mest» i Cancel

PucyHok 12
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12. 3apaniTe kaTanor yctaHoBKu npoaykta PostgreSQL Server, MOXHO OCTaBUTb MO YMOMYaHMUIO UNu
ykasatb apyron (PucyHok 13).

Setup

Installation Directory g

C\Program Files\PostgresoLia. 2| Far

PucyHok 13

13. 3apaiiTte kaTanor UHcTannsummn gannos 6a3sbl gaHHbIX (PucyHok 14).

Setup =10 =]

Data Directory g

\Program Files\PostgrescLig, 2\ data| Far

PucyHok 14
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14. [anee nosiBUTCSA OKHO C 3anNpocoM Nnapons cynepnonb3oBaTtens ans pabotbl ¢ 6a30n AaHHbIX
(PucyHok 15). No ymonyaHuio 3agaH naponb 1234567890. O3TOT napornb HEe A0IMKEH UBMEHATLCA
agMUHMCTPaTOPOM B MpoLecce MHCTanmAaUnm, Tak Kak 3TO He NO3BONUT MOAEPHU3MpoBaTs 6asy
OaHHbIX HYXHbIM 06pa3om B npouecce MHcTannaumu. Ecnm ectb NOTpeBbHOCTb M3MEHUTL 3TOT
naponb, agMUHUCTPaTOP MOXET 3TO cAenaTtb Nocrne 3aBepLleHns UHCTannauumn, USMeHB Naposb
B camon 6a3e aaHHbIX U B KOHGurypaumoHHom danne Cepsepa ynpasneHus (4tobel Cepsep
ynpaBneHuss Mol B3aumoencTeoBaTh ¢ 6a3ow gaHHON).

[ =
Password ! ﬁ
| e

Flease provide a password for the database superuser {postgres),

Password I..........|

Rebvpe password I LITYTYTYTY]

BitRock Installer

< Back MNext = Cancel

PucyHok 15

15. [anee nosiBATCSA OKHO C yKa3aHueM nopTta - 5432, no koTopomMy ByaeT NpoMcxoanTb obpalleHne K
6a3e gaHHbIX (PucyHok 16). PekomeHayeTcst OCTaBUTb 3TO 3HaYeHue, B NPOTUBHOM Criyyae

npuaeTca BHOCUTb HOBOE 3HaYeHne B KOHUrypaunoHHein panin Cepeepa ynpasneHus. Haxmure
KHOmMKy Next.

FETEE ST=I
Port .r@

Please select the port number the server should lisken on,

Port | 5432

BitRock Installer

< Back MNext = Cancel

PucyHok 16
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16. B okHe 3aiaHus A3blka XpaHeHUst AaHHbIX (PUCYHOK 17) OCTaBbTe 3HauYeHUe Mo YMOMYaHULo.

Setup =10 =]

Advanced Options g

[Default locale] |

PucyHok 17

17. Oanee HayHeTcsa uHctannauusa PostgreSQL (PucyHok 18).

Setup =10 =]

Ready to Install g

PucyHok 18

Copyright © S-Terra CSP 2003 -2015
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18. llo okoH4YaHuu nHcTannauum PostgreSQL HaxmuTe kHonky Finish (PucyHok 19).

CETE L=

Completing the PostgreSQL Setup Wizard

Setup has Finished installing PostgreSOL on wour compuker,

PostgreSQL

Packaged by:

Enterprise R’

Th QL Company

= Back | Finish Cancel

PucyHok 19

19. Hanee yctaHaenueaetcd Java JRE (PucyHok 20). Haxxmute kHonky Install.

Java Setup - Welcome |

OoORACLE

Welcome to Java

Java provides safe and secure access to the world of amazing Jawa content,
From business solutions to helpful utilities and entertainment, Jawva makes
wour internet experience come ta life.

Mate: Mo personal infarmation is gathered as part of our install process.
Click here for more information onwhat we do collect.

Click Install to acceptthe license agreement and install Java now.

[~ Change destination foldes Care] Istall >

PucyHok 20

Copyright © S-Terra CSP 2003 -2015
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20. WHcTannsaumsa saHnmaeT HekoTopoe Bpems (PucyHok 21).

Java Setup - Progress

OoORACLE

Statuz:  Inztalling Java

3 Billion Devices Run Java

ORACLE’

PucyHok 21

21. lMo okoH4YaHun nHcTannsaumm Java JRE HaxxmuTe kHonky Close (PucyHok 22).

Java Setup - Complete |

QORACLE

s/ You have successfully installed Java

YWhen Java updates are availahle, vouwill be prampted to download and
install. We recommend wou always do 50 to ensure your system has the
latest performance and security improvements.

See the instruchions if wou want to change this behawvior.

PucyHok 22

Copyright © S-Terra CSP 2003 -2015
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22. YcrtaHaBnuBaeTtcsa koMmnoHeHTa Apache Tomcat Server, Haxmute kHonky Next (PucyHok 23).

Bl Apache Tomcat Setup =10 =]

Welcome to the Apache Tomcat
Setup Wizard

This wizard will guide wou through the installation of Apache
Tomcat,

Itis recammended that vou close all ather applications
before starting Setup, This will make it possible to update
relevant system files without having ko rebaoat vour
computer,

S|

(=]
| ™
Q
o
£
W
]
o
1]
§
£
=1
-
l-‘

Click Mext to continue,

http

o
e

Apache Tomcat 7

Cancel |

PucyHok 23

23. Cornacutecb C NMULEH3NOHHbIM cornalleHnem, Haxxas kHonky | Agree (PucyHok 24).

EH Apache Tomcat Setup o ] |

License Agreement )
Please review the license terms before installing Apache Tomcat,

Press Page Down to see the rest of the agreement,

=
Apache License

Version 2,0, January 2004
httpe /ey, apache. orgflicenses]

TERMS AND COMDITIONS FOR USE, REPRODUCTION, AMD DISTRIEUTION
1, Definitions,

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document. LI

If wou accept the terms of the agreement, dick I Agree ko continue, You must accept the
agreement to inskall Apache Tomcat,

Mdullsaft Install System w2, 46

< Back I I Agree I Cancel

PucyHok 24
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24. Bbl6paHHbIe KOMMOHEHTbI And MHCTannaunm no ymon4aHmio MOXXHO OCTaBUTb N HaXaTb Next

(PucyHok 25).

E Apache Tomcat Setup

Choose Components

Choose which Features of Apache Tomcat you wank ko install,

=101

Check the components you want ta install and uncheck the components you don't want to

inskall. Click Mext ko continue.

Select the bvpe of install:

oOr, select the optional
components you wish bo
inskall:

Tomcat

Skart Menu Ikems
Docurnentation

—Description
Position your mouse
aver & companent ta
see ks description,

Manager
; |:| Host Manager

----- [T] Examples

Space required; 10,ZMB

rdullsaft Install System w2, 46

< Back I Mext = I Cancel

PucyHok 25

25. OcHoBHble NapameTpbl paboTbl NpoayKTa ocTaBbTe No ymondaHuio (PucyHok 26).

E& Apache Tomcat Setup: Configuration Dptions o ] |

Tomcat basic configuration,

|5005
|auan
|8009

Windows Service Mame I Tomcat?

Server Shutdown Port
HTTP/1.1 Connectar Port

AJPf1 .3 Connectaor Pork

Create shorkcuts For all users r

Tomcat Administrator Login Uset Marne I

{optional)
Passwiord I
Roles I manager-gui
fdullsaft Install System w2, 46
< Back I Mext = I Cancel
PucyHok 26

Copyright © S-Terra CSP 2003 -2015



C-Teppa KI 4.1

26. YkaxuTe nanky, B KOTopyto 6bin nHctannuposaH Java SE, MOXXHO OCTaBWTb MyTb MO YMOMYaHUo U
HaxaTb kHonky Next (PucyHok 27).

EH Apache Tomcat Setup: Java Yirtual Machine path select =10 x|
Java Virtual Machine ) .
Jawva Wirtual Machine path selection.

Please select the path of a Java 3E 6.0 or later JRE installed on wour syskem,

I CHiProgram Files)Javaljre? |

rdullsaft Install System w2, 46

< Back I Mext = I Cancel

PucyHok 27

27. Ons vHcTannsumm GuHapHblx kogos Apache Tomcat Server nanky MOXHO OCTaBUTb MO
ymon4yanuio n HaxaTb Install (PucyHok 28).

EH Apache Tomcat Setup o ] |
Choose Install Location ) -
Choose the Folder in which to install Apache Tomcat,

Setup will install Apache Tomcat in the Following Folder, Toinstall in & different Folder, click
Browse and select another Folder. Click Install o skart the installation.

Destination Folder

_:\Program Files\Apache Software Foundation' Tomeat 7.0 Browse, .. |

Space required; 10.ZMB
Space available; 10.5GE

rdullsaft Install System w2, 46

< Back I Install I Cancel

PucyHok 28
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28. HauHeTcsa npouecc uHctannsauyum (PucyHok 29).

Bl Apache Tomcat Setup =100

Installing )
Please wait while Apache Tamcat is being installed.

Create shorkcut: CiiDocuments and SettingsiadministratortStart Menu|ProgramsiApache Tom

-

rdullsaft Install System w2, 46

= Back [k = Zancel

PucyHok 29

29. o OKOHYaHMM MHCTaNMALMM HaXXMUTE KHOMKY Finish, npeaBaputensHO OTMEHUB 3anyck cepBuca
Apache v nokasa nHgopmaummn o NpoaykTe, ecnu HyxHo (PucyHok 30).

EH Apache Tomcat Setup N o]
Completing the Apache Tomcat B
Setup Wizard

Apache Tormcat has been installed on vour computer,

Click, Finish to close this wizard,

[=.]
™
o
L]
=
[%]
]
=N
-]
8
E
3
-~
.‘H

¥ show Readme

http

o
e

Apache Tomcat 7

< Back I Finish I Zancel

PucyHok 30
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30. Ecnwu 3anyck cepuca Apache He Bbin1 OTMEHEH, TO MPOUCXOAMUT ero 3anyck (PucyHok 31).

Apache Commons Daemon Service Manager 5[

Service Manager is attempting to start the Following service ...
'ﬁl‘ Apache Tomeat 7.0 Tomcat?

Cance

PucyHok 31

31. lMosiBnsieTcHa OKHO C agpecom JIMUEeH3NOHHOIo cornalleHnda n orpaHM4YeHnAMn K NnpuMeHeHuto.

JT=TE

File Edit Format Wiew Help

Licensed to the apache software Foundation CASF) under one or mare
contributor Ticense agreements. See the MOTICE file distributed with
this work for additional dnformation regarding copyright ownership.

The asF T1icenses this file to vou under the apache License, version 2.0
(the "License"l; you mag not use this file except in compliance with
the License. ¥ou may obtain a copy of the License at

http: fwew. apache, org/1icenses /LICENSE-2. 0

Unless reguired by applicable law or agreed to fin writing, software
distributed under the License is distributed on an "As IS" BASIS,
WITHOUT WARRAMTIES OR CONDITIOMS OF ANY KIMD, either express or implied.
see the License for the specific language governing permissions and
Timitations under the License.

$Id: RELEASE-MOTES 1189163 2011-10-26 12:19:262 kkolinko $

Apache Tomcat wersion 7.0.30
Release hotes

w Dependenc¥ Changes
¥ oAPI stability
¥ INI Based applications
* Bundled APIs

w waeh application reloading and static fields in shared T1ibraries
* Tomcat on Linux

* Enabling SSI and CGI Support

¥ Sacurity manager URLs

w S¥m1ink1nﬁ static resources

* vwiewing the Tomcat Change Log

¥ Cryptographic software notice

* when all else fails

PucyHok 32
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32. Hauyunaetcs uHctannsuma Cepsepa ynpasneHus (PucyHok 33). Haxmute kHorky Next.

i 5-Terra KP Setup o ] |

Welcome to the S-Terra KP

7 Installation Wizard

It iz strongly recommended that you exit all Windows programs
befare wnnitig thiz setup program.

Click Cancel ta quit the setup program, then close any programs
wou have running. Click Mest o continue the ingtallation,

WARMIMG: This program iz protected by copyright law and
international treaties.

Unautharized reproduction ar distribution of this program, or any

portion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the maximnurn extent pozzible under law.

Yerzion: 4.1.13543

Canicel

< Back

PucyHok 33

33. Karanor, B koTOpbIl ycTaHaBnuBaeTca CepBep yrnpaBreHus, MOXHO OCTaBUTb MO YMOYaHUIO U
HaxaTb Next (PucyHok 34).

iiél- 5-Terra KP Setup

Destination Folder

Select a folder where the application will be installed.

The wize Inztallation Wizard will ingtall the filez for 5-Tena KP in the following folder.
To install into a different folder, click the Browse button, and select another folder.

You can choose not o install S-Terra KP by clicking Cancel to exit the ‘Wise Installation
Wizard.

C:\Program FileghS-Tera\5-Tera KPY Browse |

" Destination Folder

Wize Installation ‘wizard®

< Back

Cahicel |

PucyHok 34
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34. Mocne yctaHoBkK CepBepa ynpasneHns 1 3anycka cepauca, KoTopblid MOXET ObITb

NPOrpaMmMHON 4acTu, BblGAETCS OKHO 06 OKOHYaHMU YCTAHOBKW, HAXMUTE B HEM KHOMKY Finish.
s

npoAOIIKUTENBbHBIM NopAAKa ABYX MUHYT, TaK Kak NpoBepAeTCca LernmoCTHOCTb cbaﬁnos

5-Terra KP Setup

=01
S-Terra KP has been
successfiully installed.

Click the Finigh button to exit this installation.

¥ Fun PN UPServer console

< Back | Finish I

Caticel

PucyHok 35

3.2  Hacrtpowka mexaHu3ma naeHTucukauum U ayteHTuhUKauum B
CepBep ynpaBneHus

[ns HacTponkn MexaHuama naeHTudukaumm n ayteHTudunkauum ana goctyna k Cepsepy ynpasneHus
BbINOMHUTE criefyloLee:
1.

3anycTtute koHconb CepBepa ynpasneHus - VPN UPServer Console (Tyck-TIporpaMmer—S -
Terra-S-Terra KP-VPN UPServer Console).
2.

B koHconun Bbibepute meHo Tools n npeanoxexne User editor... (PucyHok 36).
o8 VPN UPServer console

Fie Groups Clents | Tools Help
Clignts |Settings| VP data maker...

WP data converter..,
List of groups

UFHash creater. ..
| e Dfficel

Statistic OB editor., .

3.

PucyHok 36

MosiButcs okHo UPServer login ans BBoga napons nonb3oBaTtens ¢ MMeHeM «superusery. Ans
3TOro nonb3oBaTens npeaycTaHoBneH nycToun napons. Haxmure kHonky OK (PucyHok 37).

UPServer login

Login

x|
I SLperuser

Passwiord I |

o |

OTMEHA

PucyHok 37
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4. B okHe UPServer user list Ha3Ha4ybTe HEMYCTOWN NapOsib NONb30BATENO0 «SUPErUSEr», HaXKaB KHOMKY
kHonky Edit... (PucyHok 38).

UPServer user lisk

Type | Mame | Edit...

i

sUperuser

add. ..

Remowve

d

| R I OTHEHS

PucyHok 38

5. B okHe UPServer user Beeaute naponb asaxabl n Haxmute OK (PucyHok 39).

UPserver user lisk

i |
=1H|

Lagin I sUpEerUser |

F |

I seckestoboksokbok

Passwiord

0 a dekkekekeckehdok
Confirmatian I

(0],% I OTHEHS |

(5] I OTMEHE

PucyHok 39

6. Tonbko Nonb3oBaTenb C MOEHTUMMKATOPOM «SUPErUSEer» 1 3HaloLLMii ero Naposib MOXeT B
JarnbHellweM HasHavyaTb agMMHUCTpaTopa, MMetoLLero npaso aoctyna k Cepeepy ynpasneHusl.

7. [ns HasHayeHUa agMuHUCTpaTopa HaxmuTe kHornky Add... (PucyHok 40).

UPServer user lisk

Type | raame | Edt...
= SLpErser

!

Remove |

0], OTHEHS

PucyHok 40
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8. HasHaubTe nmsa 1 napons agMuHUCTpaTopy 1 HaxxmuTe kHornky OK asaxabl (PucyHok 41).

UPServer user lisk
|

S
Login I admin01 |
Password I secksiokdokookkok = |

] . sekerkkdekskokeok
Confirmation I

O I OTHEHE |

O I OTMEHS |

PucyHok 41
9. BakponTte koHconb Cepepa ynpaeneHus - VPN UPServer Console.

10. B panbHenwem npwu 3anycke koHconu Cepsepa ynpasnenns (IIyck-Iporpamve—S-Terra—-S-
Terra KP-VPN UPServer Console) bygert nossnatbcsa okHo UPServer login gns BBoaa

VMeHM ¥ Naporns agMUHUCTpaTopa ansa goctyna k Cepsepy ynpaeneHnus (PucyHok 42).

x

Login I |

Passwiord I

o I OTMEHS Change...

PucyHok 42

11. B 3TOM e OKHe Ha3HaYeHHbI aAMUHUCTPATOP MOXET U3MEHUTL CBOW Naponb, HaXaB KHOMKY
Change... (PucyHok 43).

EUPSEI‘?EI‘ login |

Lagin I admin01
e I skckesksbokokkokok
(014 I CTMEHA Change...
PucyHok 43

12. TMocne HaxaTtns kHorku OK npu ycnewHom BBOAE AaHHbIX 3anycTuTcs koHconb Cepeepa
ynpasneHus - VPN UPServer Console (PucyHok 44).

13. TMocne Tpex obLmMX HeycneLHbIX MNOMNbITOK BBOAA MAEHTUdMKATOpa U Napons agMuHucTparTopa,
OKHO KoHconu CepBepa ynpaBneHust He OTKPOETCS, a MOSBUTCS COOOLLEHME O TPeX HeyCrneLlHbIX
nonbITKax BBOAA AaHHbIX U 3aKPbITUN CUCTEMBI.

14. Ecnv agMMHUCTPATOP C MMEHEM «SUPEruser» He HasHauuT eLle ogHOro agMUHUCTpaTopa, Kpome
cebs, anga goctyna k CepBepy ynpaBneHus, To npu 3anycke koHconn Cepaepa yrnpaBneHus OKHO
UPServer login nosienatecs He bygerT.
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3.3

Hactpoika CepBepa ynpaBneHus

Hactpoiika n ynpasneHvne CepsepoM yrnpasieHns NpoM3BOAUTCS NPU NOMOLLM CreLmansHOro
npunoxeHunss UPServer Console (Tyck-MporpamMmei-S-Terra-S-Terra KP-VPN UPServer
Console) (PucyHok 44).

FR YPN UPServer console 2

Ele Groups Clients Tools Help

Clients .Semmsl
List of groups List of clients
Al dients Cient 10 | Condition | Active uy| Appled ug|  Administs| Fire time by certificate| ~ Last activetime | Last active ip
[l Worked 1109 active 0 6025 enabled  16/11§2011 21:52:25  05/05/2011 15:51:45  192.168.91.5
#-10,0,10.100 [{1110 active 0 6214 enabled  16/11/2011 21:52:25  05/05/2011 17:29:2¢  192.168,91.2
= waiting 1 343 enabled 25
soivers |l 1102 active 0 14810 enabled  16/11/2011 21:52:25  27{06/2011 14:42:25  192.168.91.1
ool | 11195 active 0 19933 enabled  16/11/2011 21:52:25  27/06{2011 14:42:3¢  192.168.91.6
L b anos [l 10 active 0 23164 enabled  16/11j2011 21:52:25  27/06{2011 14:43:00  192.168.91.2
(:10.0.10. 1103 updatng 1 25909 enabled  16/11/2011 21:52:25  27/06/2011 14:43:00  192.168.91.5
(#-10.0.10.3 1104 active 0 26051 enabled  16/11/2011 21:52:25  27/06/2011 14:43:00  192.168.91.7
(+10.0.10.104 {1106 active 0 23567 enabled  16/11/2011 21:52:25  27/06{2011 14:43:00  192.168.91.8
& 10.0.10.1 1108 updatng 1 24236 enabled  16/11/2011 21:52:25  27/06{2011 14:43:00 192.168.91.3
gatest active 0 27476 ensbled  16/11/2011 21:52:25  27/06/2011 14:43:00  10.0,10.91
l Al Updatabie [ Unsuccessful |
Find | Next I Prev | Refresh
Refresh timeout 10 sec
[Selected: 1 Displayed; 11 al: 973
PucyHok 44

Co3pgaHve 1 yganeHue y4eTHbIX 3anucem KIMEHTOB yrpaBnseMblX YCTPOWUCTB, CO34aHne Anst HUX
KnueHToB ynpaBneHnusi, 06HOBNeHWI BeINoMHAITCS Bo Bknaake Clients Cepeepa ynpaBneHus,
uHTEepdenc kotopown onncaH B rnaese «OnucaHne nHtepderica Cepsepa ynpasneHusi». Bo Bknagke

Clients oTpaxaetcs

nHdpopMaumsl 060 Bcex ynpaBnsieMblX YCTPoMCTBax.

HauanbHas HacTpolika CepBepa ynpaBreHusi npoussoanTcs Bo Bknagke Settings.

Mpu nepsom 3anycke npunoxeHua VPN UPServer Console BbiIBOAUTCS npeaynpexaeHue o
HeobxooMMOCTM 3afaTh HACTPOVikK NpoaykTa Cepeep ynpaesnernusi (PUcyHok 45).

Mpeaynpes.aeHHe

N

Mepea Ha4wanom paboTel c YRR UPServer Bam Heobxogumo;

1. CozpaTte CA-CEpTHHMEAT
2. CozaaTe Work-cepTrdurar

3. ¥Ka3aTk CETEELIE 3AQECA CRDEEDE IIIEHI:IBJ'IEHI'1F|J EOTOpEIE A0CTYNHE! KNHEHT 3M

X

PucyHok 45
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Haxmunte kHonky OK, oTkpoeTcsa okHO HacTpoek npoaykta Cepsep ynpasneHus (PucyHok 46). Bo Bknagke
Settings BBeauTe AaHHble nNuueH3uu, co3ganTte CA-ceptudumkat n pabounii ceptudukat (work certificate)
Cepsepa ynpaBneHusi, a Takke 3aganTe ceTeBble agpeca CepBepa ynpaBneHus.

P YPN UPServer console

File Groups Clients Tools Help

Clients |
—License
Product | UFDATER1D
Murnber I 1 Setb

— A certificate

Public ket algorithm IGOST_341EIEII j

Crganization O= ITest organization

Qrganization Lnit Q= I Tesk arganization unit View. ..
Common Mame M= I IUPServer CA certificate <GUID: Create
LiFetirme 120 months List

—Work certificate

Organization D= I Test organization

Crganization Unit Oll= I Test organizakion unit W o
Common Marme CH= I UPServer work certificate <GUID: Renew

Lifetime: I 12 months Irnpott. ..

—Defaulk server addresses

a0.0.10.111

Fead

Save

Pl ekl Ll

PucyHok 46

3.3.1 Bsoa nuueH3un

[nga BBoga nuueH3nm Ha npoaykt Cepeep ynpaBneHust HaxxmmTe KHomnky Set...(PucyHok 46) .
B nosiBuBLLemMcs okHe Set license (PucyHok 47):
B none Product BeiGepuTe TN NpoaykTa U3 BbiNadatoLLero cnmucka:
UPDATER10 — npoaykT OyaeT paboTtaTtb ¢ konuyectsoM KnueHToB ynpasneHus He 6onee 10
UPDATER100 — npoAaykT 6ygeT paboTatb ¢ konuvectBoM KnneHToB ynpasneHns He 6onee 100

UPDATER500 — npoAaykT 6yp,eT pa60TaTb C HeorpaHun4yeHHbIM KOJIN4eCTBOM KnneHTtoB
ynpasneHnda

B none Customer code ykaxxute Ha3BaHWe opraHu3aummn, KOTOPOW BblgaHa NULEH3NS
B none License number BBeAUTE HOMEP NULEH3NN

B none License code BBeauUTe Ko NULEH3UN.
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Bce 3TK gaHHbIe MOXHO B3ATb C GnaHka nuueH3nm, NocTaBnsaemMon BMeECTe C NPOAYKTOM.

Ecnu nuueHsusa 6bina nonyyeHa B Buae danna, To Haxkmute kHonky Load from file... v gaHHble anga
3anonHeHns nonen 6yoyT B3ATbl M3 aTOro danna.

Ecnu nuueH3unsa Ha NpoayKT He BBeAeHa, TO NpoaykT byaeT pabotath ¢ nATbIO KnneHtamm oGHOBNEHNS U

He GonbLue.
Setlicense x|
Product ILIPDF'.TERIEI j Load fram File. .., |

Customer code I DEMO

License number I 1

License code I AL AFCIFSE7S0EAA
2K I Cancel
PucyHok 47

3.3.2 Cospanue CA ceptuchmkara

Cospatb CA cepTtudpmkat n pabouni ceptudukat Cepsepa ynpasneHus
% MO>HO C NOMOLLbI0 AoBepeHHoro YL, a noTom nmnopTnpoBsath Mx Ha
Note Cepsep ynpaBneHus. CyuiectByet ogHO orpaHuydeHue: none CN Takoro

cepTmdukaTta AOMKHO HaYMHATLCA C 3ape3epBUPOBaHHON CTPOKM

CN=UPServer CA certificate.

MoxHo BbinonHWTL co3aaHne CA ceptudukaTa npsimo Ha CepBepe ynpasneHus. Onuiwem aTy npoueaypy.

1. B rpynne CA certificate (PucyHok 46) HaxxmuTe kHonky Create n 3anonHuTe nons B okHe Create
new CA certificate, Hanpumep, cnegyowmmm 3HadeHnammn (PucyHok 48):

Create new CA certificate 5'

Public key algorithm |cosT 341001 |

Organization 0= I Tesk arganization

Crrganization nik 0ll= I Tesk organization unit

Commmon Mame Chl= I PServer Ca certificate <GUID =

Lifetime 120 months

Cancel |

PucyHok 48
roe

Public key algorithm — anroputm reHepauum oTKpbITOro kntoya CA ceptudumkara n LM,
OOCTYMHbI ABa anroputma:

RSA (AnvHa oTKpbITOro Kntova — 2048 6ur)
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GOST _ 341001 (roCcT P 34.10-2001) - AnuHa OTKpbITOro kntya — 512 6ut, ans

ncnonb3oBaHuga aToro anroputma Ha Cepsepe ynpaBneHust JormkeH 6biTb ycTaHoBneH CK3U
«KpunTtollpo CSP 3.6(R2)»

Organization — Ha3BaHMe opraHu3aLmu

Organization Unit — Ha3BaHWe oTAena B opraHu3aumm

Common Name — ums Bnagensua ceptudukara, 3anofHIeTcs asToMaTuyecku
Lifetime — cpok oencTBusi ceptTudukaTa B mecsuax.

2. Tlocne atoro HaxmuTe KHonky Create, 6yanet BbiaaHo MpegynpexaeHue (PucyHok 49), HaxmuTe
OK.

Mpeaynpexs aeHHe ll

' BrvaeT cozaaH CA-cepTHdgikat. Mocne AyHowmHe EBINYCKH CA-CepTHHMKATOE NOTPEDYET AOCTABKM HOEOMD CEPTMEMKATA Ha BCE BEINYLWEHHEIE
. KNHEHTE,

MpoADN#HTE?

« |

PucyHok 49

3. B npouecce cozaaHusa CA cepTudmkaTa MOXET ObITb BblJaHO OKHO C 3arMpOCOM HOCUTENS Ans
pa3MelLeHsl KOHTeiHepa ¢ cekpeTHbIM KitovoM. BeibepuTe PeecTp 1 Haxmunte OK.

KpunTolpo CSP x|

0:09:01
|23 BCTIEETE YHCTEIA KAKYEEDH HOCHTENE
3 I=: "BafF00ET -fh5a- 71 Fi-f3be-9e3263d6ac97".

— CEEAEHWA

HeTpoicTea: B oTaBneHHEIR HOCUTER:

CocToaHHe:

I-IIH"'I(' [ml-dmlal l"'l j
()% I OTrEHA LCeegeHWA <<

PucyHok 50

4. Ecnu Ha cepBepe He ycTaHoBMeH annapatHbii JCY, Hanpumep, MAK «Cobonb» unu Akkopa-
AMM3, (4To obsizaTenbHo Ans pexuma KC2 «Kpuntollpo CSP»), To nosiBNsieTCs OKHO A5s

Ovonorudeckon nHmymanuaauumn JCYH — noHaxumanTe KnaBuwM UM NnepemeLlanTe ykasatenb
MbILLW.
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KpunTolpo CSP X|

00941

BEHonorvdeckHi A3ATHHE EJ'I':."‘-IEIﬁHbIX HHCEN

HawHmMaiTe KNaeHLWH Mk I'IEFIEMELLLEIﬁTE YEazaTene
MEILUH HA4 3THM OKHOM 40 TEX Nop, NoOkKa KNHY He E':."JJ.ET
Co344aH..,

Ir'-.lcune

1]
OTHEHS |

PucyHok 51

5. BeeguTe naponb Ha KOHTeWHep c cekpeTHbIM Kntovom CA ceptudmkata n nogreepamnTe ero.

KpunTolpo CSP x|

0:02:55
L ) FCTAHOBMTE NAPONk HA C03AAE3EMEIA KOHTERHED
GE=d  "s3fF00bl-fhSa-717F-Fabec-9e3263dAace7"

{* YCTAHOBMTE HOERIA 0aponks EM

HoBEIF Naponk: Iunuuu

Moa TEEps# AEHHE: | sessssnens

CTMEHA | MoapofHes == |

PucyHok 52

6. CA cepTudukat cosgaH 1 XpaHUTCs B CepTUGPMKATHOM XpaHUIMLLE OnepaLyoHHOR CUCTEMBI,

HaxmuTe OK.
MiudopManMa x|

‘EJ) CA-CEpTHRMEAT YCNEWHD 003 A3H

PucyHok 53
%‘ PekomenayeTtcs CA cepTudmkaTt 1 CeKpeTHbIN KoY K HEMY COXPaHUTb Ha
. Opyrom KomnbeloTepe Ana npeforepatlieHns notepu CA-ceptudukata npum
Note nornoMke KOMMbloTepa, Ha KOTOpOM ycTaHoBneH CepBep yrnpaBneHus.

MoxHo co3gaTb aBa CA ceptudukata (PucyHok 54), Hanpumep, OAMH C UCMOMNb30BaHNEM anropMTMa
RSA, a gpyrown - anroputma GOST gns reHepaumm OTKpbITOro kntova. Ecnu y ceptudimkaTta ckopo nctevet
CpOK [eNCTBUA, MOXHO 3apaHee co3faTb HOBbI CA cepTudukat. Beibop 13 cnucka akryanbHOro ans
paboTbl cepTMduKaTa OCyLLECTBNSETCSA ero BblaeneHmemM u Haxxatnem kHonku Set default. B pesynetate
HanpoTKB 3TOro cepTudmkaTa B ctonbue Active nosiButcs 3sesgoyka (*).
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List of CA certificates x|

Ackive | Subject | Issuer | Serial Mumber | WiEt, ., |

CM=UPServer ... CMN=UPServer ... 7548452 C023FEA,...
# Ch=UPServer ... Ch=LUPServer ... ED 66 B4 28 14 EACC 9., Set default

Create, .,
Impart. ..

Remove

(] 4 I Zancel

it

PucyHok 54

3.3.3 CospgaHue pabouero ceptuchmkara
1. B rpynne Work certificate (PucyHok 46) 3anonHute nons pado4dero (rnokaneHoro) ceptudumkara

Cepaepa ynpaBneHus 1 HaxxmuTe kHonky Create. NMepea cosgaHnem 6yget BblgaHo
MpepynpexaeHue (PucyHok 55):

MNpeaynpex aeHHe El
"j ByaeT cozaaH Work-cepThdimeaT,
[

Mpoaon#HTE?
OK | :

PucyHok 55

2. Ecnu nonst 3anonHeHbl BepHO — HaxxmuTe kHonky OK. Bo3amoxxeH 3anpoc KnoyeBoro HocuTens ans
pasmeLLeHns KOHTEHepa C CekpeTHbIM krtoyom paboyero ceptudmkata (PucyHok 56). Beibepute

PeecTp.
KpunTtollpo CSP 5'
0:08:24
(2} BcraesTe YMCTEIA KMOYEEON HOCUTENE

GE=4 "01ec000a-d2ed-3b58-80e5-262fe21 2ab1 1"

— CesneHMA
Herpolictea: B cTaEneHHEIN HOCHTEE:
IE F
CocToAHME;
Feectp

=4 _

nlJi“-b’ﬁﬂ-ﬁﬂ ll,‘l j
| k. I OTreHa CeegeHWA <<

PucyHok 56
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3. Ecnwu Ha cepBepe He ycTaHoBneH annapatHbin CY, Hanpumep, NMAK «Cobonb» unu Akkopa-
AMUIS3, (4To obgasatenbHo anga pexuma KC2 «Kpuntollpo CSP»), To nosBnaeTcs OKHO Ans
Buonoruyeckon nHmymanuaauumn JCYH — noHaxumanTe KnasuM Unu nepemMellanTe ykasatenb

MbILLI.
KpunTolpo CSP x|

00941

BHonorHYeckmi A3THHE l:.l'l':.-"-laﬁHblx HHCEN

Ha¥HMaRiTe KNagHWwH 1K HEFIEMELIJ.EIﬁTE YE33aTeENE
MEILWH H3 4 3THM OKHOM A0 TEX Nop, NoOKa KoY He ﬁ'y'ﬂ.ET
CoOz3A04H. ..

INnne

[T1]

OTHEHS |

PucyHok 57

4. BeauTe Naporb Ha KOHTENHEP C CEKPEeTHbIM Kto4oM paboyero cepTudukata 1 noaTeepanTe ero.

KpunTolpo CSP x|

0una:24
[ 2) 9 YLTAHOEMTE Napofk HA COSAAB3EMEIR KOHTERHED
GE=d "01cc000a-d2es-3b58-55e5-282fe2 1 aab11",
=
{* YCTaHOBMTE HOBBIA Oaponk EM

HoERIA Naponk: Iunuu-

MoATEEpH AEHHE ! I (TITTTIYYT)

CTMEHS | MoapofHE: == |

PucyHok 58

5. BseguTe naponb Ha KOHTENHEP C CeKPeTHbIM KNntovom cooTBeTcTBytowero CA ceptudumkara.

KpunTolpo CSP x|
Q0907
(#)—w BEeAWTE Napone 4NA KOHTEAHERE
t|:’: "63fF700b1-FbSa-71 7F-F3bc-9e 326 3dGace "

EM

Maponk: I [T YYTTTIY]

[T ZanomHMTE Napone
omena_|

PucyHok 59
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6. CepBepy ynpaBneHus Heobxoanmo coobLUTL Naponb Ha KOHTeNHep paboyero cepTudukaTta,
€CInn OH He NycTon, BBeAs B nosne Key container password. /Imsi 1 naponb Ha KOHTenHep 6yayT
MCnonb3oBaHbl NPy NoAnMcaHny 06HOBEeHU Ans knNneHTos (PucyHok 60).

Certificate description x|

Field | Walue |

Versian 3

Serial nurnber 51090 1A 91 EZ 63 D3

Signature algorithm  @23T_R_3410_3411 {Crypto-Pro)

Issuer CH=UPServer CA certificate 3racd?81-300d-44ef-3399-,.,

Walid From Tue Feb 14 16:24:47 2012

Walid ko Thu Feb 14 16:24:47 2013

Subject Ch=UPServer work, certificate 59fd3efe-bed9-4d4e-ae3, .,

Public key GOST R 341001(512)

Alk-subject =honez

Hash MDS 49 2C 2C 08 A3 99 4E 10 CC 91 24 04 F& CD 7R 60

Hash SHal 19F2 9F 64 4649 13 7C 44 20 DO EF 94 74 AF 94 05 FO. .,
Key containet name I YII,REGISTR\'HI,'I,D1EE|:||:||:|EI-E|2E8'3b58'85&5'282f&21EIEItI].1

EES B L 2]

Save as... | (9] 4 I Cancel

PucyHok 60

Key container password I

7. TMocne ycnelwHoro co3aaHns ceptudgukata OygeT BbidaHo NoaTBepXkaeHue, HaxxmuTe kHonky OK

(PvcyHok 61).
x|

Ll
\lj) Wiork-cepTHDMIKAT YCNEWHD Co548H

PucyHok 61

Mocne atoro kHonka Create B rpynne Work certificate namenntca Ha Renew (PucyHok 46).

Mo nucTeueHUto cpoka AencTeuA paboyero cepTudukaTa nepecosnanTe ero, Haxae KHonky Renew.

3.3.4 3apanue appecoB CepBepa ynpaBneHus

1. B rpynne Default server addresses (PucyHok 46) 3aganTe cnncok ceTeBbix agpecoB Cepepa
yrnpasreHus, KoTopble AOCTYMNHbI C yNpasnsaeMbiX YCTPOUCTB, crneays npyv 3Tom crneayoLmm
npasunam:

¢ KaXabl agpec JOIMKeH pacnonaratbCs Ha OTAEeNbHOM CTPOKe, NepeBo CTPOKU
OCYLLIECTBMSIETCS HaXxaTnem knaesvwu Enter nnu Ctrl-Enter

+ ceTeBoOW agpec npeacrtaensieT cobon IP-agpec unu DNS-ums, koTopoe byneT
TpaHcnupoBaTtbces B IP-agpec Ha ycTpoincTBe B MOMEHT CO3aiaHus coemHeHus ¢ Cepsepom
yrpaBneHus.
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2. Tocne 3agaHnA agpecoB 06A3aTeNIbHO HAXXMUTE KHOMKY Save, NnosiBUTCA npenynpexaeHme
(PvcyHok 62).

3. Ecnu agpeca BBegeHbl BepHO, To HaxmMuTe kHorky OK, npu aTom nponcxoauT NpoBepka
BBEAEHHbIX JaHHbIX U TONbKO MOCHe 3TOro BO BCE CO3aaBaeMble CKpunThl Anst KnveHTtos
ynpaBreHusi No yMonyaHuio GyaeT BHOCUTLCA CNncok aapecoB CepBepa ynpaBreHus.

Mpeaynpex:neHqe ﬂ
'i By AET COXPAHEH CMMCOK, CETEERIY SADECOE CEQEEDa OEHOENEHMA.

MpoaonxHTe?

Ik |

PucyHok 62

Ha paHHOM 3Tane kaTeropuMyeckm He pekoMeHAyeTcs 3agaBaTb agpeca, He
a Y npuHaanexawuve Cepsepy ynpaBneHuns. Agpeca, He npuHagnexaiime
Note Cepsepy ynpaBneHusi, MOryT BbiTb yka3aHbl TOMLKO Npu npoueaype
nepesoda KnNneHToB Ha apyron Cepsep ynpasneHus. MHCTpyKuns no
nepeBoay KnMeHToB Ha apyrov Cepsep ynpasneHus byaeT BblgaBaTbCs No
3anpocy nonb3oBaTens Npu NOABAEHUN Takon NoTpebHOCTW.

Hanee nepengute Bo Bknagky Clients, cosgante y4eTHyH 3anmMcb Ang ueHTpanbHoro wo3a CSP VPN
Gate.
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4. HacTtpoWka u ynpaBneHue LeHTPanbHbIM LWH30M

lMepen TeM kak HaCTPOUTb LieHTParbHbIN LLUM03, HY)KHO CO34aThb NoKanbHbIN cepTudmkat ans
LleHTpanbHoro wro3a. A nepen co3gaHneM Knio4eBon napbl AMsi NOKanNbHOro ceptudukarta B pexmve
KC1/KC2/KC3 CK3U «Kpuntollpo CSP» nsyumte gokymeHT «[l1paBuna nonb3oBaHnsi», BXOOALWNIA B
KOMIMIEKT NOCTaBKMW.

,uaﬂee ONnncaHo Kak nony4ynTb KNo4YeByro napy 1 JTIOKarnbHbIN CepTVI(bVIKaT Ona UeHTpalibHOro wik3a u
Crnac «MNoCTy».

4.1

Co3gaHue nokanbHOro cepTudmkara

Ha Cepsepe ynpasneHus B CK3U «Kpuntollpo CSP» nHcrannupynte cunteiBatens «Bce

cumTbIBaTENM CMapT-KapT» (PucyHok 63).

Kpuntollpo CSP
HOononHUTEREHD l ANropUTMBI I besonacHoCTe I Winlogon
Ofwme OfopyaosaHie Cepevc

&

§ CuMTEIBaTENM |

=

¥CTaHOBNEHEl CNed YHIWME CHMTHIBATENM:

-0
1| e
| CUMTBIBATENM CMAPT-KapT

éﬁce CEEMHEIE AWMCKM
T

AaBaEHTE. ., W A anHTE: CBOWNCTEa

x|

|
|
x|

o]

OTMeHE

PucyHok 63

[na cosgaHua kKNYEBOW Napbl U 3anpoca Ha cepTumkaT MOXHO MCNONb30BaTh CPeacTBa,

Hanpumep, Microsoft Windows CA. Ha CepBepe ynpaeneHus 3anyctute Microsoft Internet
Explorer, B None Address ykaxuTte agpec YgoctoBepstouwero LleHtpa (YL) u ytunuty certsrv

(Certificate Service), nanpumep, http://10.10.10.10/certsrv.

Ha CepBepe ynpaBneHns MOXHO HacTpOUTbL CBOM YocToBepsoLwmi LieHTp ang uenen
TecTupoBaHus (CM. AOKYMeHT «[porpammHbIn komnnekc CSP VPN Gate. NMpunoxeHune», pasgen
«HacTtpovika YooctoBepsitowero LieHTpay). Janee 6yaem Bectv onucanue ans YL, Ha Cepeepe

ynpasneHusa.
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3. B nosBuBLUEMCS OKHE BbicBeumBaeTca umsa YL BeibepuTte npeanoxenne Request a
certificate (PucyHok 64) .

/§ Microsoft Certificate Services - Microsoft Internet Explorer i =101xl

File Edit \iew Fawvorites Tools Help | 1','

@ Back = ) - Iﬂ @'I :‘J | ) search <7 Favaorites 42 | (= g =

Address |i&] http:/127.0.0.1fcertsrv Rl = |Links =
-

Microsoft Certificate Sery

Welcome

LUse this Web site to request a cerificate foryour Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you communicate with

ower the Web, sign and encrypt messages, and, depending upon the type of certificate you
request, perform other security tasks.

You can also use this VWeb site to download a certificate authority (CA) certificate, certificate
chain, or certificate revocation list {CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select atask:
Request a certificate
WViews the status of 8 pending certificate request
Dovnload a CA cerificate. certificate chain, or CEL

N

|&] pone l_ I_ ’_ ’_ l_ & Trusted sites
PucyHok 64

4. [anee Bbibepute hOopMy pacLUMPEHHOro 3anpoca — npeafnioxeHune “advanced certificate

request”.
“}Microsoft Certificate Services - Microsoft Internet Explorer i ]
File Edit Wiew Faworites Tools  Help | -:,'
aBack T gd T Iﬂ E‘] :‘_. | ):3 Search :‘1" Favarites &4 | [~ & =]
Address I@ http:/f127.0.0.1 certsry foertrqus, asp j e] |Links »
r

Microsoft Cerificate Semvices - S-Terra CA&

Home

Request a Certificate

Select the cerificate type:
Wieb Browser Certificate
E-tail FProtection Certificate

=
4

Or, submit an advanced certificate request.

i€l l_ l_ l_ I_ l_ | @ Trusted sies

PucyHok 65

Copyright © S-Terra CSP 2003 -2015 38



C-Teppa KI 4.1

5. [Ons nonyyenunsa doopMbl BbIOepUTe NpeasnioxkeHne “Create and submit a request to this

CA".

Microsoft Certificate Services -- S-Terra CA

Advanced Certificate Request

The policy of the CA determines the types of cerificates you can request. Click one of the
following options to;

Create and submit a request to this CA.
Submit a certificate requeast by using a base-64-encoded CWMC or PKCS #10 file, or
submit a renewal request by using a base-64-encoded PKCS #7 file.

[&] I_l_l_l_l_lﬂ Trusted sites
PucyHok 66

s L

3anonHute opmy paclumpeHHoro 3anpoca (PucyHok 67). Jagum HeKoTopble NOSICHeHWs! AN ee
3anonHeHus:

e B pasgene ldentifying Information (MHdopmauus o Bnagensue CeptudukaTa) BHecUTe
JaHHble 0 BnagenbLe ceptudumkara. Bo Bcex nonsx aToro pasgena paspeluaercs
NCMNonb30BaTh HE TOMBKO MAaTUHCKME, HO 1 pycckue Oyksbl, kKpome nons Country/Region, oHo
Bcerga coaepXxut 3HavyeHme RU.

e B pasgene Type of Certificate Needed (Tun Tpebyemoro ceptucmkara) us BeinagaroLLero
cnucka BblbepuTe npeanoxenune IPSec Certificate

e B pasgene Key Options (Onuun co3gaHus kntoyei) BoibuparoTcs onuun ansi co3gaHns
KNOYeBOW Napbl 1 pa3MeLLeHns CEKPeTHOro KnYa. PekomeHayeTcsa caenaTb crefyowmin
BbIGOP:

+ [loctaBbTe nepeknoyartens B nonoxexHne Create new key set (CO3D,aTb YCTaHOBKM O5A
HOBOIO CEKPETHOro KJ'IIO‘-Ia)

¢ CSP (Tun KpuntonpoBawngepa) — 13 BbinagatoLlero cnucka Bbibepute Crypto-Pro GOST
R 34.10-2001 Cryptographic Service provider

+ Key Usage (Mcnonb3oBaHue knio4vern) — 4ns Belbopa Tuna Kroya nocraBbTe
nepeknoyartens B nonoxeHne Both (ans nognucu n odbmeHa)

+ Key Size (Paamep kntoya) — paamep kntoya. Npu Bbibope anroputma GOST R 34.10-2001
OnvHa Kntodva Bceraga 512

+ [lanee MOXHO NocTaBUTb nepekn4vaTesnb B NOJ10XXeHne:

e Automatic key container name - umMsi KOHTEMHEpa C CEKPETHbIM KIntovoMm byaeT
3aaBaTbCs aBTOMaTUYECKN

e User specified key container name — B 3ToOM crny4ae UMsi KOHTeHepa HaJo 3aJaTb
B none Container Name

+ Mark keys as exportable — noctaBbTe hnaxok, 4ToObl MOXHO ObINTIO CKONMPOBaTb
KOHTeI7IHep C CEKPETHbIM KITHO4YOM

+ Store certificate in the local computer certificate store — noctaBbTe 3TOT iAok
e B pasgene Additional Options (JononHuTenbHbIEe ONumMK):

¢ request Format - CMC

+ Hash Algorithm — BeiGpate GOST R 34.11-94

Mo aTomy obpasuy 3anonHnTe opmy 3anpoca U HaXxXM1Te KHONKy Submit.
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Microsoft Certificate Services -- 5-Terra CA Home

Advanced Certificate Request

Identifying Information:

Mame: |gateEI
E-Mail: |

Campany: |S-Terra CSP

Departrment: IDeueInpment

City: IMDSEDW
State: |

Country/Region: IRU

Type of Certificate Needed:
IIF'SE:: Cerificate j

Key Options:

% Create new key set ¢ Use existing key set
CaP: |Cr3,fpt|:|-F'r|:| GOST R 34.10-2001 Cryptographic Service Provider j
Key Usage: © Exchange 1 Signature @ Both
Key Size: |512 3;;:13 Ceomman key sizes; 512 )

" Automatic key container name * Uszer specified key container name

Container Mame: |gateEI

¥ Mark keys as expartable
I Export keys to file

W Store certificate in the local computer certificate store
Stores the certificate in the local computer store
instead of in the wser's certificate store. Does not
install the root CA's certificate. You must be an
administrator to generate or use a key in the local
machine store.

Additional Options:
Request Format: & CWMC  © PRKCS10
Hash Algorithm: |[GOSTR 34.11-94 =]

l&] I_ I_ I_ I_ I_ @ Trusted sites

PucyHok 67
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6. Ha cneayouwem npegynpexaeHnm HaxxMmMTe KHoMKy Yes.

Potential Scripting Yiolation |

'j This Web site is requesting a new certificate on wour behalf. You should allow only brusted 'Web sites to request a certificate For wou,
L3

Do yaou wank to reguest a certificate now?
Yes | Mo I

PucyHok 68

7. BcrtaBbTe USB-hnew n ykaxute knoyeBon Hocutenb (PucyHok 69).

Kpvntollpo CSP il

0:08:02
(20— BCTaBETE YMCTEIA KKYEEOH HOCHTENE
| =S

~ CeaaeHuA
HerpoRcTea: B cTasneHHEIR HOCUTEE:
HE ~| |esrEE3D4
PeecTp

CocToAHME:

Huckosog E

k. I CTraeHa CeeneHuA <<

PucyHok 69

8. Ecnu Ha cepBepe He ycTaHoBreH annapaTHein CY, Hanpumep, NMAK «Cobonb» nnu Akkopa-
AMA3, (uTo obsasaTenbHo Ansa pexuma KC2 «Kpuntollpo CSP»), To NnosaBnsieTcs OKHO Ans
Ouonorunyeckon nHmunanusaummn JCY — noHaxumanTe KnaBuwn Unn nepemMeLlanTe ykasaTenb

MbILLN.
Kpvntollpo CSP ﬂ

(THN=H
BHONOrMYECkMA AATHHE CHyHaRHER YHCER

HasHMaRTe KNABHLWM MK I'IEI:IEMELLI.aﬁTE YEASATEND
MEILH H34, 3THM OKHOM 40 TEX Nop, NoK3a KNHY He EY,B,ET
COzA8H. ..

|.ﬁ.lt +]

[(NENRERENRENRNNRNNRNRNNRNNNNNNNNND
OTHEHA |

PucyHok 70
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9. B okHe 3anpoca naponsi Ha KOHTeNHep Nonsi OCTaBbTE NYCTbIMU, YTOObI €r0 MOXHO ObINIO OTKPbITh
npwv cosgaHum ceptudunkaTa (PucyHok 71).

KpunTollpo CSP 5'

0:09:36
?: Y¥CTaHOBMTE Napofk Ha CO5A4aEaemMEIR KoHTERHEp "gatel”,
2=

| =

% YCTAHOBMTE HOBEIR Oaponk EM

HoERIH Naponk: I |

MoATEER#AEHHE! I

DTHMEHA | MoapofHe:s == |

PucyHok 71

10. Ecnu YpgocTtoBepstowmi LieHTp HacTpoeH Ha aBTOMaTUYECKUIA BbIMYCK CepTUrKaToB npu
nony4yeHnn 3anpoca, TO NOSABMSETCS OKHO C NPeASIOKEHNEM NOMNYYnUTb (MIHCTanMpoBaTh)
ceptudukart (PucyHok 72). B atom cnyyae BeibepuTe npeanoxerue Install this certificate.

Microsoft Cerdificate Services

Certificate Issued

The certificate you requested was issued to you.

Install this certificate
=
&

€] l_ l_ l_ l_ l_ /@ Trusted sites

PucyHok 72

11. B pesynbtaTe cepTudmkat 6yaeT 3anucaH B TOT e KoHTelHep Ha USB-dneLw, 4To 1 knoyesas
napa, Hanpumep, gateO.

—~

Microsoft Cerificate ices S-Terra CA Home

Certificate Installed

Your new certificate has been successiully installed.

2] Done I_ I_ ’_ l_ I_ @ Trusted sites 4

PucyHok 73
Faolders X || Mame - | Size | Type | Dake Modified | P.ttribLiI
3 wrpub A (2120110525 - mi File: Folder 5j26/2011 12:00 AM —
I ;_') CRMSFPR_EN (D) [ Certificates File Folder 3rz2zlzniz 635 PM
| < Remowable Disk () || D Gate File Folder 5i31/2010 5:29 PM
B - - | | DR File: Folder 3i22/2012 6:59 PM =
“ | KN | M.
PucyHok 74
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12. JkcnopTupymnTe NnokanbHbIN cepTudurkaT U3 KOHTEeNHepa B daiin, Tak Kak oH byaet Heobxoaum Ha
CepBepe ynpaBneHus Npu HacTporke LeHTpaneHoro wo3a. [Anga atoro B «Kpuntollpo CSP» BO
Bkragke CepBuc HaxxmuTe KHomky MNpocMoTpeTb cepTudnkaTel B KOHTEMHEPE.

KpunTollpo CSP 5'

AOnNoNHKTENEHD I ANropHTHE! I BezonacHoOCTE I Winlogon I
QAW HE | CAopY A0EAHHE CepEHC

~KOHTERHER aKPEITOrD KARHaE
3TH MacTEpa NO3E0NART NPOTECTHPOEATE, CKOMHPOBATE MK
WAANMTE KOHTERHED SaKPEITOMD KAHIYE C HOCHTENA,

MpoTECTHROEATE. . . CEONHPOEATE. .. | ¥AAMMTE. ..

T CEPTHMEATEI B KOHTEAHEPE 3aKpRITOrD KNHIYa
3TOT MACTER NOSEONAET MNPOCMOTPETE CEPTHMKATEI, HAX0AAWMHECA
B KOHTEHHEPE 3aKPEITOrD KAKHE, M YCTAHOEMTE M B XPaHHIHLLE
CEPTHHIKATOE,

~ NMHYHEIA CepTHDHEAT

ITOT MACTEQ NOSBONAET CEAZATE CEPTHEMEAT Mz dakina ¢
KOHTEAHEPOM 3SKPBITOMD KAKIYAE, YCTAHOEHE 3TOT CERTHRMEAT B
HPEHHIHLLE,

¥CTAHOBMTE OHYHEIM CEpTHRHEST. .. |

—MaponH 3aKpeITEE KAHHeR

3TH MACTERA NOSEONAHIT MEMEHEHKMTE NAponK (MIAH-KoARD) 3aKpeITE
KNHIHER MM ¥ AANHTE SAN0MHEHHEIE PEHEES NAPOIH,

MEMEHMTE Naponk. .. | W AANMTE SEMN0MHEHHEIE DAP0AH, .. |
Ok | Cancel | Apply |
PucyHok 75

13. [Janee HaxmuTe kHonky Mo ceptudukaty (PucyHok 76).

CepTvdHKaTEl B KOHTEHHEDE 3AKPLITOrD KAHYa %]

KOoHTEeHHED 3aKpLITOro KNo4a
BEEAHTE MM YESKHTE KOHTERHED 3aKPLITOrD KNK4a ANA NPOCMOTPa g

CEPTHDMKATOE B 3TOM KOHTEHHEDE

MA KAHIYEE0rD KOHTERHEDA:

Ofzop.

BEEAEHHOE HMA 33A5ET KNHYEE0R KOHTERHER:
. MNonezosaTena
O EamMnerTepa

BriGeprTe CSP ANA NOMCKAE KAKYEER KOHTEHHEDDE:!

Crypta-Pro GOST R 34,10-2001 Cryprographic Service Provider j
= Back | [dEnk = | Cancel
PucyHok 76
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14. Bblbepute ceptucukat gateO n Haxkmute kHonky View Certificate.

select Certificate 7] ]

BrIGEpHTE CERTHRMKAT M3 XPAHHAMLLA "MMHHEIE" TEKYLWErD NONEI0EATENA MK
NOKaNEHOrD KOMNEHTERS,

Issued to | Issued by | Intended P.., | Friendly name | Expiration ﬂ
Elupserve... UPServer C... Server Auk... Mone Ziz0iz013
Eldemo die... S-TerraDe... IP security ... Mone qizziz011
Eldemo ser... S-TerraDe... IP security ... Maone qizzizo11
gatetl S-Tetra CA IP security ... Mone 312212013
Elupserve... UPServer C... Server Auk... Mane 214/2013
Elupserve... UPServer C... Server Aut... Mane 3l6f2013
el e, A T Tewvw= M TN —mm ik Blmm e [aTirleTir b |
1| *

Ok Zancel | i Miew Certificak

PucyHok 77

15. B cnepytowem okHe HaxxmuTe kHonky Copy to File....

Certificate d |

General  Details ICertiFicatiDn Path I

Shiotas I:i.ﬁ.llb j
Field | Yalue -
E'-.-'ersil:un W3
[Fserial number 17 36 72 53 00 00 00 00 00 0c
[Flsignature algorithm FOCT P 34.11/34. 10-2001
Elssuer S-Terra C4 e
E'u'alid Fram Thursday, March 22, 2012 6:4..,
[F]valid to Friday, March 22, 2013 6:59:2. ..
ESubject gatel, Development, 5-Terra ...
S rublic key FOCT P 34.10-2001 (S12Bis) |

Edit Properties. .. |
PucyHok 78
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16. SKCNopTMpyITe TONbKO OAMH CePTUMUKAT, KIOYM HE HYXKHBbI.

Certificate Export Wizard ||

Export Private Key
ou can choose to export the private key with the certificate.

Private kews are password protected, If wou want to export the private key with the
certificate, wou must tvpe a password on a laker page.

Do wou wank ko expart Ehe private key with the certificate?
" Yes, export the private key

¥ Mo, do not export the private key

Cancel |

PucyHok 79

17. YxaxuTe nms davina gnsa nokansHoro ceptudumkata Ha USB-crnew, Hanpumep, B katanore

C:\Certificates.

Certificate Export Wizard ||

File to Export
Specify the name of the file wou want to expork

File name:

E:\Certificates\gatel_|ocal.cer Browse. .. |

= Back

Cancel |

PucyHok 80
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18. Takxe akcnopTupynte B dpann CA ceptudpukat YL (cm. gokymeHT NpunoxeHue).

Taknm obpasom, Ha USB-hneLu 3anncaH KOHTENHep € krnoyeBon napon u B katanore Certificates
nokaneHbI 1 CA cepTudukaTbl Ang LeHTpansHoro wno3a (PucyHok 81).
=10 %]

File Edit ‘“ew Favorites Tools Help -.1.’

aBack = ? | /':" Search ([ Folders | 'u\b F x l’ | '

Address |<= £, j G0

Folders X || Mame ~ | Size | Type | Date Modified | Attrib, =

|~ Removable Disk (E:) -] | Certificates File Folder 32212012 6135 FM -
= B oate0.000 | File Folder 3}22/2012 £:59 PM -

4 | 3 1| i By

PucyHok 81

4.2 Co3zgaHue y4eTHOM 3anNuCK KNUEHTa ANA LEHTPaNbHOro Wk3a

1. 3anyctute npunoxenne UPServer Console (lTyck-Tporpamvei-S-Terra-S-Terra KP-VPN

UPServer Console).
Bo Bknagke Clients B meHo Group Bbibepute npeanoxeHune Create (PucyHok 84).

2.
P YPN UPServer console

File | Groups Clients Tools  Help

Clie
Rename...
Li  Remove List of dients
£ [Moye up ~ Clignk I
Mose dowin
PucyHok 82

3. BHecwTe uMms rpynnbi.
Create new group x|

Patent group narme I

Eroup name I Officel

(0] 4 I Cancel

PucyHok 83

Copyright © S-Terra CSP 2003 -2015



C-Teppa KI 4.1

4,

5.

6.

B KOHTEKCTHOM MEHI0 Bbl66pI/ITe npegnoxeHne Create.

@H‘PN UPServer console

File Groups cClients Tools Help
Clients |Settings|

List of groups  List of clients

All clients ~ Clignt 1D | condi
i Officez

S, ..
Broperties. ..

pdate. ..
Functions 4
ek packades. ..
Enable

Disatle

Zlear

Remove

PucyHok 84

MosiBuBLLEECA OKHO (PncyHOK 85) co3gaHusa HOBOro KNMEHTa MMeET crneaytoLine nonsi:

Client ID — yHMKanbHbIN MOEHTUMUKATOP KIMEHTA, MOXET COCTOSATb M3 NIOObLIX CMMBOJIOB, 3a
UCKIIOYEHMEM CreyoLmX: <MPAMOW CNELW>, <OBPATHbIA CNELI>, <ABOETOYME>,
<3BE3[0YKA>, <CMMBOJT BOMPOCA>,<ABOWNHbIE KABbIYK/> <3HAK MEHbBLIE>,
<3HAK BOIJbLUE>, <BEPTUKANIbHAA YEPTA>, <TABYNAUUA>. WpeHTudukatop He
JOJDKeH HauymHaTtbcst unn 3akaH4dmBaTbes cumBonamm <[POBEJ1> unun <TOYKA>, un He
aormkeH ObiTb paBeH “NUL” unum “CON” unum “PRN” unun “AUX” unun “COMx” nnn “LPTX”, rae
xe[1..9]

Product package — umsa dpanna ¢ Hactponkamu npogykta CSP VPN Gate, co3gaHHOro ¢
nomoupbto okHa VPN data maker, Bbl3biBaeMoro kHonkon E

KHonka E — Bbi3biBaeT okHo VPN data maker (PucyHok 86) Anga 3agaHus NOnuTUKKU
©e3onacHocTu n HacTtpoek npoaykta CSP VPN Gate.

Device password — B JaHHOW BepCUn Momne He UCnorb3yeTcs

UPAgent settings — umsa daina ¢ HacTponkamu KnueHta ynpasneHus, no yMOn4yaHuio UMs
darina yxxe 3agaHo (cMm. rmasy «HacTtporikn KnneHTa ynpaBneHus»).

Create new client x|

Client ID | gatel

Produck package I

Device passward I

UPAgent settings I CDocuments and SetkingstAll Users\spplication D ... |

K | Cancel |

PucyHok 85

B none Client ID BBeguTe ngeHtndurkaTop KnmeHTa, Hanpumep, gate0.
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7.

8.

T?PN data maker - 0] %X
343

File Mode
WP product Crypho provider ICI":.-'I:ItDF'rD j
L5P |CertiFicates I Keys I Setkings I License I Interfaces I RME container I Soffware I

[™ LSP farmat is cisco-like

Mone UPAgent settings octaBbTe 0e3 M3MEHEHU, B HEM yKa3aH hain ¢ HacTponkamu KnneHTta
ynpasneHusa.

B none Product package Haxmute kHonky E, nosiButcs okHo VPN data maker (PucyHok 86).

L

il

Load From File. .. | Check |

Run Wizard.. . | (04 I Cancel |

10.

PucyHok 86

B okHe VPN data maker Bbibepute npoaykt S-Terra Gate 4.1/CSP VPN Gate 3.11/3.1 n
kpuntonpoBangepa CryptoPro (PucyHok 86).

[danee HyxHO 3agaTb NONMTUKY Be3onacHOCTW ANs Wio3a U gpyrue HacTpomnkn. CrnoxHyo
NOMUTUKY MOXHO 3aaaTb Bo Bknagke LSP (PrucyHok 86) B TekCTOBOM Buae nnuv B Buae cisco-like
KOHdpurypauum, unm 3arpysmTb 13 cdanna, npeaBaputensHO co3aaB ero. A ocTarnbHble HACTPOWKK
BBECTU B APYr1x BKIagkax.

[nsi co3gaHnsa HECNOXHOWM MONMTUKN MOXHO MCNOMNb30BaTb OKHA MacTepa, NoKaxeM, Kak 3To
caenatb. HaxmuTe kHonky Run Wizard B okHe VPN data maker, nosaButca okHO s Belbopa
MeToda ayTeHTUrkaumm B3aMmoaencTByoLwmnx cTopoH (PucyHok 87). MHTepdeic sToro okHa
onucaH B pa3gene «3agaHune NonuTUKU 1 HAaCTPOEK C UCMoNb30BaHMeM MacTepay. [na nonyyeHus
cepTnULUPOBAHHOIO peLleHns Ans ayTeHTMduKaumm CTOPOH UCMonb3ynTe_cepTudukaThbl
OTKPbITbIX KMOYeW, a NpeaonpeaerneHHble KoYy - TOMbKO AN Luenen TeCTUPoBaHus.

EWizard - make vpn configuration (1,3} ﬂ

Ha nepeow ware Bam HeobxoAMMO BRIDPaTE THN aY TEHTHHESLHH,
A0CTyNHE 4B METOAS 3% TEHTHIEHICALHH Ha CEPTHMKATaX M Ha NpEAonpeAEnEHHE:
KNH4ax, 3a48HTE NAPAMETPEl OAHOMD M3 METOADE H HA¥MHMTE KHOMKY Mext,

{* Lse certificate ™ Use preshared key

i certificate File: I Ch=5-Terra CA J

Device cettificate File: I C=RL,L=Moscow,0=5-Terra C5F, OU=Development, Ch=gs ., |

Device containet narme: I\\-\HDIM-':'-GE".HDIMP-GE".". passward: I****|

Key bype: [utodetert |

Device idenkity bype: IDistinguishedNamej value: I C=RLU,L=Moscaw,0=5

Load. .. | Save... | = Bach | Mext = I Cancel

PucyHok 87
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11. BblbepuTe ayTeHTUDMKALMIO C UCNONB30BaHNEM CEPTUDUKATOB:

B none CA certificate file oTpaxaetca none Subject kopHeBoro cepTudukaTa
YpoctoBepstowero LieHtpa (Trusted CA Certificate). [Jns 3Toro B KOHLE NOMAS HAXMUTE KHOMKY
[...], B oTKpbIBLLEMCSA OKHE BbIbepuTe dann ¢ CA cepTudumkatom. ObszaTensHbIN NapameTp.

B none Device certificate file oTpaxaeTca none Subject nokanbHoro cepTudukaTa
ynpaBnsiemoro ycTporcTtsa. [1na 3Toro B KOHUE MO HaXMUTE KHOMKY [...], B OTKPbIBLUEMCS OKHE
BblOepuTe haiin ¢ nokanbHbiM ceptTudmnkatom. Obsa3aTenbHbIA NapameTp.

B none Device container name otobpaxaeTcs MECTOMONOXEHNE U UMSI KITKOYEBOrO KOHTENHepa
Ha LeHTparnbHOM LUM3e, B KOTOpbIN OH ByaeT ckonupoBaH ¢ USB-dnew npu nHuynanunsauum
CSP VPN Gate.

B none Device container password ykaxuTe naporb K KOHTENHEPY Ha LEeHTPansHOM LUM03e.

B none Key type yctaHoBuTe 3HadeHue Autodetect — Tun kniova BygeT onpenensatbcs
aBTOMaTUYECKN Npy NepBoM obpaLllleHnMn K KOHTEHepY CekpeTHoro knoda. Onpegenenve tuna
KMoYa OCHOBaHO Ha MpOBEpKEe COOTBETCTBMSA OTKPbLITOrO Krya NoKarbHOro ceptudukaTa u
CEKPETHOrO KItoda B KOHTeHepe. 3HayeHne No YMOM4aHuio.

B none Device identity type ykaxute Tmn ngeHtudgukaumMoHHon nHopmarmm, nepecoiniaeMon
napTHepy Npu co3gaHnu 3alULLIEHHOrO coeauHeHmns. Ykaxnte 3HaveHue Distinguished Name —
B KayecTBe uaeHTudmkaTopa napTHepy OyAeT BbiCbiNaTtbCs 3HaveHWe Subject M3 nokanbHOro
cepTudumkaTta ynpasnseMoro yCTponcTea, nokasbiBaemoe B none Device identity value, ecnu oHo
3agaHo B cepTudumkare.

B none Device identity value nokasbiBaeTca 3HaveHue nons Subject n3 nokanbHOro
ceptudukarta. Haxmurte kHonky Next.

12. B cneaytolwem okHe 3agaiiTe npaBuno dunbTpauum, no KOTOPOMY LieHTpasibHbIN W3 6yaeTt

nponyckatb Tpadvk OT ynpasnsiembix yCTporUcTB kK CepBepy ynpasneHns n obpatHo. [pu atom

Tpaduk Mexay yrnpasnsemMbiMU YCTPONCTBAMM U LEHTParbHbIM LUMO30M OOIDKEH ObITh
3awmLLeHHbIM. [ina co3gaHusa npasuna Haxmute kHonky Add (PucyHok 88).

ﬂWizard - make vpn configuration (2,3} x|
Ha 3TomM ware BamM HeobxoAMMD 3343TE NPSEMNa 0ApaBoTEKM CETEEOrD TRadMka,
AnbaeeTe Heobx0AMMBIE NpaEKNa 0APaA0TKK CETEBOrD TPaHKa W HAMMATE KHONKY Mexk,
Rule lisk:
Interface | Local IP Partner IP Services fckion |
Ay any Ay Ay Pass
Up |
e |
Edit... | Remonve |
Load... Save, ., < Back | Mexk = | Cancel |

PucyHok 88
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x

Metwork interface alias I FastEthernet0f0
—Local IP Addresses —Partner IP Addresses
. Ay * Custom [0 Ay ™ Cusktam
IP Address | Subriet Mask, | IP Address | Subnet Mask, |
50.0.0.0 255,255.0.0
add... | Edit... | Remove | add.,. | Edit, .. | Hemoye |
—Services and Protocaols —&ckion
{= Ay " Custam
Marme | Ports | || auth object: I Preshared key: key( |
Local 1D I Local IP address
Partner ID: | Accept any ID
Tunnel IP Addresses of IPsec partner:
[~ Use random IP Address order
|
Du:uwnl
add.., | Edit. .. | Remone |
ddh | Edit,.. | Remave | Advanced settings |

™ Log packet matches

(0] 4 I Cancel |

PucyHok 89

13. CosgaBaemoe NpaBuo NPUBSXKUTE K MHTepency W3a ¢ NOrmyeckuM MMeHeM
FastEthernet0/0, KOTOPbIA CMOTPUT BO BHELLHIOW ceTb (PucyHok 2). B obnactu Local IP
Addresses (PucyHok 89) ykaxute agpec 3awmwaemon nogcetn - 50.0.0.0/16, B aTy noaceTb
CMOTPUT MHTEpPENC Wn3a ¢ MUMeHeM ethl. LLN3 gomkeH B3anmogencTBoBaTh C NHOObIMU
napTHepamu, NoaToMy B obnactu Partner IP Addresses noctaBbTe nepeknioyatenb B NOMOXeHWe
Any. B obnactu Action - nepekntoyartens B nonoxeHne Protect using IPsec, He yka3biBas agpec
IPsec napTHepa (agpec nobon).

14. Mocne HaxaTus kHonku OK nosiButcs npeaynpexgexue (PucyHok 90) o Tom, 4To He ykasaH IP-
agpec IPsec napTHepa, ¢ KOTOpbIM LieHTpanbHbIi W3 6ygeTt co3gasath IPsec-coeguHerne. B
3TOM cnyyae w3 byget paboTaTb TONbKO B KAYECTBE OTBETUYMKA. HaxkmuTe KHOMKy Yes.

waming i

'j If IPSec partner IF Address is not specified then device will work as responder only,
L

Continue?

PucyHok 90
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15. YBenuybTe npuoputeT cos3gaHHoro npasuna (PrcyHok 91), Haxas kHorky Up.

EWizard - make vpn configuration {2 /3) El

Ha 3ToM ware Bav HeoBxoamMo 384aTE NPaEMNG 00palboTkH ceTesoro Tpadkka,
AobaeeTe HeobxoaHMEIE NpaEkna obpaboTkK ceTeEoro TpadHEa M HAXMHTE KHOMEY Mext,

Rule list:
Inkerface | Local IP | Part. .. | = | Ackion |
Ay any Ay Ay Pass

FastEthernetDf0 5000.0.0016  Any ity Up |

add. .. | Edit. .. | R emoyve |

Load... Save, ., < Back | Mexk = I Cancel |

PucyHok 91

@Wizard - make vpn configuration {23} 5[

Ha aTom ware Baw HeofxoArMo 384aTk NpasHna oipafoTkk ceTEEOrn Tpadikka,
AobaeeTe HeODXoAMMEIE NpaBkna 0BpaloTkK CETeEOrD TRAPHES H HAXMHTE KHONEY Mext,

Rule lisk:

Inkerface | Local IP | Part. .. | SEf.., | Ackion |
FastErhernetdf0  50.0.0.0016 Tunnel() Preshared ...

Any Any Ay Ay Pass

add. .. | Edit... | Reemoyve |

Load... Save... « Back | Mexk = | Zancel |

PucyHok 92

16. Haxmwute kHonky Next.

17. BBeguTte gaHHble NUUEH3UN Ha npoaykT S-Terra Gate/CSP VPN Gate n cepuinHbii Homep
nuueHsnn Ha npogykT kpuntonpoanaepa (Kpuntollpo CSP 3.6) (PucyHok 93). 3T aaHHble
MO>HO B35iTb C OMaHKa NM3eH3MK, BXOASLLEro B KOMMMAEKT nocTaBkn. Ecnu Ha wnio3e nuueH3ns Ha
Kpuntolpo CSP 3.6 yxe 3agaHa u He TpebyeTcsi ee 3ameHa, To none Serial number octaBbTe

nycTbIM.
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EWizard - make ¥pn configuration {3/3) El

Ha atom ware Bav Heobxo AMMO 334aTE NMUEHZMK ANA paboTel YPR-yCTpoACTEA.
JafaiTe NapaMeTphl TMUEHZHA H HAXKMHTE KHOMEY Finish,

—\PM product license

Product: |zaTE 1000 =
Cuskomer code: I DEMO
License number: I 1
License code: | E91544244B5474C2
Load fram file... | Check License

—Crypto provider license

Serial nurmber: I DLEEX-70000-00MUN-S6FY-0ZF 3K

Load... | Save. .. | < Back | Finish I Cancel

PucyHok 93

18. CoxpaHuTe BBefeHHble AaHHble B OKHax MacTepa, HaxkaB kKHomnky Save...(PucyHok 93), 1 ykaxute
umsa darina-npoekTa B No6om cozaaHHOM Bamu kaTanore (PucyHok 94).

save 2 x|
Save in: IﬁF’rDiects j = ﬁ -.-

File name: |:|-E||.E=|: j Save I
j Cancel |

Save as lype: I Project file [*.dsc)

PucyHok 94

B okHe macTepa HaxmuTe kHonky Finish (PucyHok 93). Bce BBeAeHHble AaHHble OyayT oTpaXeHbl BO BKINagKax
npoekTa (

19. PwucyHok 95
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19. ), 3a ucknoyeHnem Bkragku Interfaces.

-5
File  Mode
WPM produck IS-Terra Gake 4.1 j Crypko provider ICI",."DtDF'rD j
L5p |CertiFicates I Keys | Settings I License I Inkerfaces I RMG conkainer | Software I
™ LSP Format is cisco-like
-

GlobalParameters §
CRLHandlingMode = BEST_EFFORT
Title = "This LSP was automatically generated by 5-Terra KP (cp) at 2013.07.19 18:23:07"
Version = L5P_4_0

i

LDAPSettings |
DropiZonnectTimeout =5
HoldConneck Timeouk = &0
ResponseTimeouk = 200

]

SMPPollSettings |
LocallPaddress = 127.0.0.1
Part = 161
ReadCommunity = "public”

)]

CertDescription partner_cert_dsc_01(

IKEParameters
BlacklogRelaxTime = 120
BlacklogSessionsiax = 16
BlacklagSessionsiin =0
BlacklogSilentSessions = 4
DefaultPort = 500
InitiatorSessionsMax = 30
ResponderSessionsMax = 20
RetryTimeBase = 1
RetryTirmeMax = 30
SendRetries =5
SessionTimeMax = 60

]
AuthMethodPreshared auth_method_010
SharedIkESecret = "kewD"

)]

IKETransform ike_trF_011
Cipheralg *= "G2814789CPRO1-K256-CRC-65534"
Groupll *= YKo _1E

< |

Load from File. .. | %mck |

il

PucyHok 95
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20. TepenguTte BO BKNaaky Interfaces n 3agante COOTBETCTBME MEXAY NOrMYECKUMN U DU3NYECKMUN
nMeHammn nHTepdercon wno3a 6esonacHocTu. [ng nonyyeHnsa MMeH nHTepdencoB NCNONbL3ynTe:

yTUnuTy /opt/VPNagent/bin/if mgr show —ana CSP VPN Gate 3.1/3.11
yTUNnUTYy /opt/VPNagent/bin/if show - ana S-Terra Gate 4.1.

Bo Bknagke Interfaces ycraHoute cpnaxok Network interface aliases, Haxmute kHonky Add n B
okHe Network interface alias BBeguTe nornyeckoe n pusmyeckoe nms nHtepdencos (PMcyHok 96).

EHPN data maker o [m]
File Mode
WP produck IS-TErra Gake 4.1 j Crypto provider ICryptnPro j
LSP I Certificatesl Keys I Sethings I License  Interfaces |RNG container I Snftwarel
Yirtual device address I o. o .0 .0
[ Metwork inkerface descriptions
Marne Descripkion fdadife .. |

add, ..

Rermove

Lo

did

Network interface alias x|

| FastEthernetiy 1

Load, .

Logical name
d SEVE, .

Phessical name

Extended roukin I sthi

Destination fdodify . |
Ok I Cancel |
Add... |
Remaove |
¥ Hebwork interface aliases
Logical name | Pheesical name Modify. .. |
default *
FastEthernato/o stho Add. ..
FastEtherneti)1 ethil
Remove |
[ Driver settings
‘tariahle | Walue fadify .. |
Add,
Rermove |
Run Wizard. .. oK | Cancel |

Note

PucyHok 96

Appeca ceTeBbIX MHTEPGENCOB LLUM03a, 3aaHHble Yepes cisco-like KoHconb,
urHopupytotcsi Cepepom ynpaeneHus. [Ins KoppekTHOro 3agaHns agpecos

pekomMeHyeTCsl NoNnb3oBaTbCs MO0 CpeacTBamMU OnepaumMoHHON CUCTEMBI, MO0 BKNagKoM
Interfaces CepBepa ynpaBneHus.
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21. [Ons 3agaHus nHtepdgencam wn3a agpecoB yctaHoBuTe dnaxok Network interface description
1, BOCMNOMb30BaBLUNCL kHOMNKOM Add, Ha3HaybTe MHTepdericam ¢ PU3n4eckMMn MMeHamm agpeca
(PvcyHok 97).

ﬁmdata maker 10| x|
File  Mode
WPM product IS—Terra Gate 4.1 j Crypto provider ICryptoPro j

Lsp I Certificates I Keys I Settings I License Interfaces |RNG coniainerl Soﬁwarel

irbual device address I

¥ Network interface descriptions

Name | Description | Modify... |
ethd Addresses: {10.0,232.25/24}
Add... |
Remave |
Network interface description x|
Up |
Interface name IEﬂ'l1
oW |
WCIEES Tnterface IP Address x| Load |
Address mdd...
IP address I ¢ . 0 . w10 Save... |
EmayE |
Extended routing Subnet mask I 255 .25 . 0 . Dl
— Edit, =
Destination _l | fMadify... |

OK I Cancel |

Add...
Interface MTO I
Remoyve |
W Network interfar Ok | Cancel |
LOgIE' name T Ty SICar T T Modiﬁv. o |
default =
FastEthernetd ethd Add...
FastEthernetd/1 ethi
Remawve
™ Driver settings
Variable | Value T [

o

Remoyve

Il |

Run Wizard... oK | Cancel |

PucyHok 97

22. Bo Bknagke Interfaces Haxmute kHonky OK, NosiBUTCS OKHO C HAaCcTpOMKaMn HOBOTO KITMEHTA
(PucyHok 98), onatb Haxxmute kHonky OK.

Create new client x|

client ID | gatel

Product package I Ci\Docurments and Settingsiall Users)applicat

]

Device password I

UP&gent settings I C\Documents and Settingsiall Users\Application O .. |

oK | Cancel |

PucyHok 98
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23. Ha CepBepe ynpasneHus B Tabnvue KNMeHTOB NOSABUICA HOBbIV KnueHT — gateO. MNepeseanTte ero
B aKTUBHOE COCTOsIHME, BbIOpaB B KOHTEKCTHOM MeHI0 npeanoxerHue Enable (PucyHok 99).

HH‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  Lisk of clients

~ i_lienk ID | Condition | Ackive upd, . | #pplied u. .. | Administrative ... | Fire kime ... | Lask

Show...
Properties. ..
Creake...
Update...
Functions k
Get packages...
Db |
Disatle
Zlear

Femowve

PucyHok 99

4.3 MoprotoBka ckpuntoB ana KnueHta ynpasneHus u S-Terra Gate/CSP
VPN Gate

1. [Onsa yctaHoBku KnueHTta ynpaBneHus, auctpnbytne KOTOPOro pasMeLLeH Ha LUM3e B kaTanore
/packages, n 0bHoBneHnst HacTpoek CSP VPN Gate cnegyet nogrotoBuTb ABa ckpunta. B
Tabnuue ansa knueHTa gateO Bbibepute npeanoxeHne Get packages B KOHTEKCTHOM MEHHO
(PucyHok 100).

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  List of clients

Al clients ~ lient I0 | Condition | Active upd. ., | Applied u, ., | Administrative ... | Fire time ... |
i Cifice

waiting

Show. ..
Properties. ..
Create, ..

Update. ..
Funckions 4

Get packages. ..
Enable

Disable

Zlear;

Remove

PucyHok 100
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2. B oTkpbiBLIEMCS OKHE yKakuTe KaTtanor Ha USB-dnew ana coxpaHeHus ckpuntos (PucyHok 101).

Select Folder For initilaze distributives of gated client

=] “* Remavable Disk (E:) -]
EI HMoaenH yrpos
) 20110525 - mi J

2 Certificates

O B

) gateid.onn
2 GIG amimataor -
=M L e
4 | ]
Folder: I Distr

Make Mew Folder | (a4 I Cancel |

4

PucyHok 101

B ykasaHHbIV kaTanor 6yayT coxpaHeHbl asa canna (PucyHok 102), (PucyHok 103):
e setup upagent.sh — CKpUNT, cogepXalumin faHHble Ana KnneHta ynpasneHns
e setup product.sh — CKpUNT, cogepxalumin AaHHble Ans npodykra CSP VPN Gate.
x|

L
" | J MHHMUMANHZAUMOHHEIE AHCTPHEY THERI ANA KNMEHTAa gatel YChelwHo coxpaHeHel B AMperTopki B4 Diskr

PucyHok 102

=10l x|
File Edit ‘iew Favorites Tools  Help -.1.’
@ Back = ) - 1}' | ;:" Search | [~ Folders | & 3 X ) | (-

Address I@ E:\Diskr j Go
Folders X || Mame =~ | Size | Type | I

2 :I setup_product.sh 13KB SHFile

=) gated. 000 - setup_upagent.sh 2KBE SHFile ]

£l | _>I_I « | o

PucyHok 103

4.4 [locTaBKa M 3anyCK CKpUNTOB

YcTtaHoBKa CO34aHHbIX CKpMNTOB Ha LEeHTpalibHOM LU03e OCYLLUECTBNAETCA B criegylollemM nopsanke -
CHavana CKpunT setup upagent.sh, a 3aTeM - setup product.sh. Takon nopsgok o6ycnosneH TEem,

4TO AN YCMELIHOTO BbINOMHEHNS ckpunTa setup product.sh, HeO6XOAWM YCTaHOBMEHHbIA KnueHT
ynpasreHus.
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[MpumeYaHue: ecnm Ha LieHTparnbHOM LUS3e U Ha yNpaBisieMOM YCTPOWUCTBE YCTaHOBIEH NPOAYKT S-
Terra Gate/CSP VPN Gate knacca 3awutbl KC3, To ycTaHOBKa CO3aHHbIX CKPUNTOB setup upagent.sh
M setup product.sh OCyWeCTBSAETCA C UCNOSIb30BaHNEM OPYroro CKpunta — run_setup.sh
(cm.n.4).

Mpumeyanue: npoaykt S-Terra Gate/CSP VPN Gate Bepcun 4.1, 3.11 noctaBnsieTcsi Ha yCTPOMCTBE B
WHCTannMpoBaHHOM COCTOSiHUM BMecTe ¢ KnneHToM ynpaeneHus, TpebyeTca MHMUnanmManmpoBaTtb TOMbKO
KnueHTa ynpasneHus.

Ecnu Ha ycTpoiicTBe yxe paboTtaet npoaykt CSP VPN Gate u He npegnonaraetcs usmeHeHve ero
NOMNUTUKM 6e30NacHOCTU, TO MHULMANU3MpynTe (MHCTannmMpynTe) Tonbko KnveHta ynpasneHus.

YcTaHoBKa co34aHHbIX CKPUMTOB OCYLLIECTBSAETCA NOKanbHO, Tak kKak KnueHT ynpaBneHus Ha 3ToM
YCTPOMCTBE €eLle He UHULManM3npoBaH (MHCTannmMpoBaH). MoaToMy ocTaBbTe CKPUMThLI Ha LUST3
6e30MacHOCTM MO 3acnyXUBaOLLEMY AOBEPUS KaHany CBSA3W 1 3anyCTUTE NOKasibHO.

3. [Ina pocTaBKy MOXHO UCMOSb30BaTh:
¢ pacnpocTpaHsiemyto 6ecnnaTHo yTUNNUTY pscp . exe U3 NakeTa Putty
+ nmbo TepMuMHanbHy0 nporpammy, Hanpumep, Putty Configuration
¢ nmbo USB-cnew
¢ 1nubo FTP-cepsep (FileZilla Server) Ha CepBepe ynpaBrneHus.

a) MNpw “cnonb3oBaHWM YTUNUTLI pscp . exe Ha CepBepe ynpaBreHus BbINOMHUTE KOMaHObI,
npenBapuTenbHO CO3M4aB KaTtanor /tmp Ha LWo3e:

pscp setup upagent.sh root@50.0.10.110:/tmp

pscp setup product.sh root@50.0.10.110:/tmp

Hdanee nepengnte K NyHKTY 2.

6) Mpu ncnonb3oBaHMM TepMUHaNbLHOW NporpaMMmebl, Hanpumep, Putty Configuration, ykaxute
agpec uHTepderica wn3a ethl - 50.0.10.110 (PucyHok 104).

2% PuTTY Configuration x|
Category:
= Session B asic options fior vour PuT T session
Logging — Specify your connection by hozst name or 1P address
=1~ Terminal Hozt Mame [or IP addresz] Part
~Keyboard [s0.010.110 [22
- bel Frotocal:
s C Raw  C Tehst C Rlogn & SSH
~Appearance | pad, save or delete a stored session
Behavin.ur Saved Seszions
- Tranzlation
- Selection
- Colowrs Default Settings Load |

[=- Connectian
- Prowy —_—
- Telnet Delete

- Rlogin
= S.SH

Save

Cloze window on exit;
 Always O Mever O Only on clean exit

Abaut | Open I Cancel

PucyHok 104
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Ha wno3e cosgante katanor, Hanpumep, /tmp. CkonupyihTe Kaxabii ckpunT B Bydep,
npeaBapuTenbHO OTKPbIB ero, Hanpumep, B Wordpad, Tak Kak OHM SIBNSAIOTCA TEKCTOBbIMU
dannamu. lNocne oTKpbITUS TEPMUHAITBHON CECCUM CO LUSHO30M 3aanTe KOMaHay:

cat > /tmp/setup upagent.sh

Mocne HaxaTtusa Enter BCTaBbTe CKOMMPOBaHHLIN ckpunT U Haxxmute Ctrl-D (PucyHok 105).

]
yu)

sh $FILE_NAME

PucyHok 105

AHanorn4yHsIM o6pa3om AOCTaBbTE Ha LUMI0O3 BTOPOW CKPUNT setup product. sh.
4. WameHuTe npaBa AOCTYNa K CKpUMTaM, BbINOMHMB NOKANbHO Ha LM03e KOMaHabI:

[root@cspgate ~]# chmod +x /tmp/setup upagent.sh
[root@cspgate ~]# chmod +x /tmp/setup product.sh
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5.

3anycTuTe nokanbHO CKpUNTbI Ha BbliNoNHeHWe (AN knacca sawmTbl KC1 n KC2):

[root@cspgate ~]# /tmp/setup upagent.sh

warning: /packages/VPNUPAgent/libidn-0.6.5-1.1.1386.rpm: Header V3
DSA signature: NOKEY, key ID 8562897

Info: libidn is installed successfully

Info: Link /var/log/upagent to /tmp is created successfully
Info: VPNUPAgent is installed successfully

Adding new rndm:

Nick name: cpsd

Name device: CPSD RNG

Level: 1

Succeeded, code:0x0

File decompression...

cacert.cer
reg.txt
settings.txt

o o o DEME
Starting VPN UPAgent watchdog daemon.done.

Initialization is successful

Mpn 3anycke ckpunta setup upagent.sh BbINOHAETCA NPOBEPKa - YCTAHOBIEH N NPOAYKT
VPNUPAgent (KnueHT ynpaBneHusi). Ecnnm OH elle He yCTaHOBMEH, TO YyCTaHaBMBaKTCS
HeobxoouMmble OUCTPMOYTMBBI W HacTpavBaeTcs cpeda yHKumoHupoBaHua. B npouecce
YCTaHOBKU ANCTPUOYTUBOB BO3MOXHbI MUHTEPAKTUBHbIE 3aNPOChl Ha NOATBEPXXAEHNE OEACTBUN.

Ecnn KnueHT ynpaBneHust He ycTaHOBMEH, TO Ha MOCTaBNEHHOM LiNto3e OygeT HenmycTown
katanor /packages/VPNUPAgent ¢ guctpmbytmesom npoagykta VPNUPAgent. Ecnv KnneHT
ynpaBrieHnsl YCTaHOBIEH, TO KaTanor /packages oTcyTcTBYeT. Ecnu KnueHT ynpasneHus
He yCTaHOBMNEH W KaTtarnor nycToW, TO Ha ycTaHoBreHHoM CepBepe ynpaBsrieHus nMmeetcs
apxmB vpnupagent . tar, KOTOPbIA pa3MeLLeH:

nia OC Debian/Linux6 (64-bit)

C:\Program Files\S-Terra\S-Terra KP\upagent\LINUXDEBIANG6\amd64\
vpnupagent.tar

mia OC Debian/Linux6 (32-bit)

C:\Program Files\S-Terra\S-Terra KP\upagent\LINUXDEBIANG6\1686\
vpnupagent.tar

nnsa OC Red Hat Enterprise Linux 5

C:\Program Files\S-Terra\S-Terra
KP\upagent\LINUXRHEL5\1486\vpnupagent.tar

oja OC Solaris 10

C:\Program Files\S-Terra\S-Terra KP\
UPServer\upagent\SOLARIS\1386\vpnupagent.tar

I'Iepe,u, 3arnyckomMm CKpUMTOB CaMOCTOATESIbHO A0CTaBbTe apXMB vpnupagent.tar Ha LUMNO3,
npegBapuTesibHO Cco3aaB Ha LWK3€e KaTaror:

mkdir /packages
,D,J'Iﬂ OOCTaBKu apxmBa MCI'IOJ'Ib3yIZTe, HanpuMmep, yTunnTy pscp .exe U3 naketa PUtty:

pscp vpnupagent.tar root@50.0.10.110:/packages
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W Ha wnto3e BbINOMHUTE KOMaHAbI:

cd /packages
tar xvf vpnupagent.tar

3anycTute BTOPOW CKpUNT:
[root@cspgate ~]# /tmp/setup product.sh
6. [Ons npogykTta S-Terra Gate/CSP VPN Gate knacca 3awmtbl KC3 3anyctute nokanbHO CKpUNTbI
Ha BbINOMNIHEHME criegyloLmMmMm o6pasom:
[root@cspgate ~]#/opt/UPAgent/bin/run setup.sh /tmp/setup upagent.sh
[root@cspgate ~]#/opt/UPAgent/bin/run setup.sh /tmp/setup product.sh
7. Tlpu ycnewHoOM BbINOMHEHWUM CKPUMNTOB YCTAHOBUTCA coenHeHue ¢ CepBepoM ynpasneHusa ans

NPOBEPKN BO3MOXHOCTU CKaunBaHus 06HOBNeHn. CoCTosiHMe KMeHTa M3MeHuTCs ¢ waiting Ha
updating, a 3aTem Ha active. B active KnMeHT rotoB Kk cka4mBaHuio obHoBneHun (PucyHok 106).

@H‘PN UPServer console
File Groups Clients Tools Help

Clierts | Settings |

List of groups Lisk of clients

~cli,.. | condtion | actv..| ap.. | adwini.. | Fretim..| vLast.. | Lastacti.. |
enabled : .. 25f03f,,, 50,0,10.110

.ﬁ.!l clients
i

atel] ackive

PucyHok 106

Ha atom HaCTpOVIKa LEeHTpalribHOro wso3a 3akoH4YeHa.
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5. Hactpownka n ynpasnenue CIMAC «[MOCT»

Ons nactponkm CINAC “MOCT» HyxHO ycTaHOBUTL NpoaykT SPDS Editor.

5.1  YcrtaHoBka SPDS Editor

1. Ha CepBepe ynpaenenusa yctaHoBute npogykt SPDS Editor, anctpnbytns koTOporo pasmeLleH Ha
cante KomnaHum no agpecy http://s-terra.com/documents/R311/SPDSEditor/SPDSEditor.rar.

2. W3 3arpyxxeHHoro apxvsa 3anyctute gann SPDSEditor\setup.exe N B NOABMSIOLNXCA OKHaX
HaxkumamTe kHomky Next.

i SPDS —ox|

Welcome to the SPDS Editor
Installation Wizard

Ve

It is strongly recommended that you exit all
YWindows programs before running this setup prog..

Click Cancel to quit the setup program, then close
any programs you hawve running. Click Mextto con...

WARMIMG: This program is protected by copyright
lzw and international treaties.

Lnauthorized reproduction or distribution of this
program, ar any porion of it, may resultin severe
civil and criminal penalties, and will be prosecuted
to the maximum extent possible under law.

“Yersion: 4.0.12501

< Back [ext > Cancel |

PucyHok 107
ii? SPDS =l 9

Destination Folder

Select a folder where the application will be installed.

The Wise Installation Wizard will install the files for SFDS Editar in the
tollowing folder.
T install into a diffterent folder, click the Browse button, and select an...

“'ou can choose notto install SFDS Editor by clicking Cancel to exit the
Wise Installation WWizard.

Destination Foldear
{C:\ngram Filegh\S-TerraysSPODS Editor, Browse |

Wise Installation W ..
< Back Mt > Cancel

PucyHok 108
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i'® SPDS
Ready to Install the Application
Click Mext to begin installation.

Click the Back buttion to reenter the installation information ar click
Cancel to exitthe wizard.

Wlise Installation W...
< Back [<emnt » Cancel |

PucyHok 109

o] x|
SPDS Editor has been
successfully installed.
Click the Finish button to exit this installation.
< Back Finish Cancel

PucyHok 110

Ecnu nossutca npegynpexaeHune 25001 o HeobxoammocTn yctaHoBku gpaneepa CCID, 1o u3
katanora SPDSEditor\Additional AMcTpubyTnBa 3anyctTmTe OAMH N3 pa3MeLLeHHbIX B HEM
dannos.
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5.2

1.

Co3pgaHue Kno4eBoMn napbl u 3anpoca Ha ceptudukat CrAC
«MNOCT»

3anycTtute yctaHoBneHHbIn SPDS Editor — Iyck-TMporpamMmer-S-Terra-SPDS Editor-SPDS
Editor (PucyHok 111).

N C-Teppa Pepaktop CNAC —|0] x|

@ain  Oedcrers  PIN-kogel  Cnpaeka

MoaknoYeHHbIE YCTPORCTES!

CuMTBIBaTEN | CepuitHeid Homep | Pasmep AWcka | AocTyn OBHOBMTE CNMCOK YCTPORCTE

Yorpoictea CNAC oTCyTCTEYHOT

CITEREITE CECEHHI .

SEREEITE CRECHHD

lMameHmTe PIN nonesosatend
AAHHBIE, .,

MzmerHme PIN menssosatend.. .

MameHnTE PIN aaMHHHCTRATOEE,

[IEMEHMTE, TREHCREETHEF PIN. ..

EoccmaHeemTe PIN-EI 0@ Y HEmHaHMHD .

PucyHok 111

MeHto feticmeusi n PIN-ko0bI 1y6nvpyoTca KHOMKamu Ha npaBol naHenu okHa C-Teppa
Pepaktop CNAC. EanHCcTBEHHOE OTNNYME — €CNN HE BbIAENEHO HUKAKOro YCTPOMCTBA, TO OCTYMHO
nencrtene — 3aKkpbimb ece ceccuu.

KHonku okHa C-Teppa Pepaktop CIMAC vmetoT cnegyolme sHavyeHus:

KHonka OBHOBUTbL CMMCOK YCTPOMCTB — OGHOBMSIET CMUCOK AOCTYMHbIX YCTPOWCTB B CNUCKE
YCTPOWCTB.

KHonka OTKpbITb Ceccuto... - OTKpbIBaeT Pasfaen AaHHbIX BbIBpaHHOro yCTPoWCTBa Ha 3anuchb.
KHonka 3akpbITb ceccuto... - 3akpbiBaeT Pasgen AaHHbIX BblbpaHHOro yCTpoWcTBa OT 3anucu.

KHonka M3meHutb PIN nonb3oBaTens gaHHbIX... - no3BonsgeT uaMeHutb PIN nonb3oBaTtens
Pasgena paHHbIX BbiOpaHHoOro yctponctea. 3T1oT PIN HeobxoguMm nonb3oBaTento Ans
OTKpbITMSA Pasgena gaHHbIX Ha 3anuchb.

KHonka WameHutb PIN nonb3oBaTtens... - no3sonsetr wuameHutb PIN nonb3oBaTens
BblOpaHHoro yctporictea. A1oT PIN Heobxooum nonb3oBaTento AN ayTeHTudmkaumm npu
3arpyske C YyCTPOMCTBa Unu Ans oTKpblTuA Pasgena gaHHbIX Ha 3anuch.

KHonka WN3menuTb PIN agmuHucTpatopa... - nossonseTr usMmeHutb PIN agmuHucTpartopa
BblbpaHHOro yctpowctBa. OT1oT PIN Heobxogum agmuHucTtpatopy Ans wusmeHeHus PIN
yctponctea (PIN nonb3oBatens, PIN nonb3oBatens gaHHbIX, TpacnopTHbIR).

KHonka W3mMeHuTb TpaHcnopTHein PIN... - nossonseTr u3MeHuTb TpaHcnopTHbIn PIN
BblbpaHHOro ycrtpowctBa. OToT PIN Heobxogum Ans BO3MOXHOCTUM  HU3KOYPOBHEBbLIX
onepauuin Ha yCTPONCTBOM.

KHonka BocctaHoBuTb  PIN-bl MO YMOMYaHWKO... - OTMEHSeT  YCTaHOBMNEHHbIe
agMmuHuctpatopom 3HadeHus PIN (PIN nonb3osatens, PIN nonb3oBaTtens padHbix, PIN
agMVHUCTpaTopa) 1 Bo3BpallaeT UM 3aBOACKME 3HAYEHMS.
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6.

7

N C-Teppa Pepaktop CNAC - o] x|

Paidn  JeldcTerA  PIM-kDAL  Chpaeka

MoAKMHOYEHHEIE YCTPORCTEE:

3aBoAcKMe 3HaYeHUs:
PIN nonb3oBaTens gaHHbIX - 12345678
PIN nonb3oBaTtens - 12345678
PIN agmuHucTpaTopa — 12345678
TpaHcnopTtHbIn PIN — cnyvanHoe yncro.
Bctasbte CMNAC «MOCT» B USB-pasbem Cepaepa yrnpaBneHus.
Pacno3HaHHoe ycTponcTBo nosisutcs B okHe C-Teppa Pegaktop CINAC.

M3meHuTe 3aBofckoe 3HavyeHne PIN nonb3oBatend AaHHbIX, HaxaB KHonky M3amennts PIN
nonb3oBatens gaHHbiX (PucyHok 112).

Haxmnte kHonky « OTKpbITb CECCUIO» ANst OTKpbITUS Paszgena gaHHbIX Ha 3anucb (PyucyHok 113).
B okHe ABTopu3saumna seegute PIN nonb3oBaTens gaHHbIx n Haxxmnte OK.

Yctpowictso CIMAC «MOCT» rotoBo ansi 3anvcu (PucyHok 114).

CYMTBIBETEND | CepHiHEIA HoMep Pasmep aucka | focTyn OBHOBWTE CMCOK YCTPORCTE

S-Terra CSP Specialized Bootable Storage 0 478107B602018BFD YTeHue

OTKPEITE CECCHID...

HzmeneHwe PIN nonb3oeaTena gz

PIN agMuMHWCTpaTOPa: SAKPEITE CECCHHD

MzmennTe PIM nonszo0eaTens

Hoeeii PIMN: CnomHocTE PIM: DEHHBIX, ..

Hwzkan
WameHuTe PIN nonb3oBaTens. ..

MoaTteepxaeHue PIN:

[t

WMzmeHnTe PIM agMMHMCTpaTopa. ..

oK I OTMeHa M3MEHMTE TPEHCMOPTHEI PIN. ..

BoccTaHoeuTs PIMN-6I No yMONYEHWID. ..

JR(=IF]

Dain JekcTerA  PIN-kogel  COpaeka

MoAKMHOYEHHEIE YCTPOMCTES:

PucyHok 112

CYMTBIEATENE | CEepHIAHENIA HoMED | Pasmep aucka | focTyn | OBHOBUTE CIMCOK YCTPORCTE
S-Terra CSP Spedialized Bootable Storage 0 478107B602018BFD YTEHNE

OTKPEITE CECCHID. ..

haroprauns T

JAREEITE CECCHHT
PIM nonbsosaTens: g

[t

OK I OTMEHa

WzmeHuTe PIN nonbsosaTens
AEHHEIX. ..

WsmerHuTe PIN nonesoBaTens. ..

W3meHuTe PIN aaMMHMCTRETOPA. ..

M3MEHMTE TPaHMopTHEIA PIM. ..

BoccTaHoEuTe PIN-5I o yYMOMYEHKID,., .

PucyHok 113
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[N Cc-Teppa Penaxrop CNAC =0l x|

@aiin  [delctenAa  PIN-kogsl  Cnpaeka

MoAKMHOYEHHBIE YCTPOICTEE:

CYHTLIBATEND | CepHiiHEIR HoMED Pazmep aAucka | focTyn OBHOBWTE CMCOK YCTPOIACTE

S-Terra CSP Spedalized Bootable Storage 0 4781078602018BFD Yrenwe Banucs

DTEERITE CECEHHD ..

3EKPLITE CECCHKD

WsmeHuTe PIN nonb3osaTens
O&HHBIX. ..

W3menuTe PIM nonbsosaTens...

WzmeHuTs PIN agMUHKMCTpaTopa. ..

M3MEHMTE TPaHMOPTHBIA PIM. ..

BoccTaHosuTe PIM-0I mo yMonYaHuo. ..

PucyHok 114

8. [anee cnegyeT co3gaTb KOYEBYO Napy M 3anpoc Ha nokanbHbii ceptudmkat CrOC «MOCTy.
Kak 6bino onucaHo paHee, MOXHO ncnone3oBatb cpeactea Microsoft Windows CA. Ha Cepsepe
yrnpaBneHus 3anyctnte Microsoft Internet Explorer, Bnone Address ykaxute agpec YL|
W yTUNNTY certsrv (Certificate Service).

9. Cneayite pekoMeHaaumsaM, Kak Gblno onMcaHo paHee AN LeHTpanbHoro wosa. A gopmy
pacLUMpeHHOro 3anpoca 3anonHuTe Mo creayowemMy obpasuy:

B pasgene Identifying Information (MHdopmauma o Bnapenbue CepTudukata) BHecuTe
JaHHble 0 Briagensue ceptudmkarta. Bo Bcex nonsix aToro pasgena paspeLlaeTcs MCrnosnb30oBaThb
He TONbKO NaTUHCKUE, HO U pycckue BykBbl, kpoMe nonga Country/Region, OHO Bceraa COAepXuT
3Ha4veHve RU.

e B pasgene Type of Certificate Needed (Tun Tpebyemoro ceptudmkarta) U3 BoinagatoLlero
cnvcka BblbepuTe npeanoxenune IPSec Certificate

e B pasgene Key Options (Onuuu co3ganusa kntoyen) BbiIbnparoTcst onuumn ons co3gaHus
KNOYeBOW Napbl 1 pa3MeLLeHns CEKPEeTHOro Krnva. PekomeHayeTcs caenath cnegyowmia
BbIGOP:

+ [loctaBbTe nepekniovaTenb B nonoxeHue Create new key set (CosgaTb yCTaHOBKM ANs
HOBOrO CEKpeTHOro KIoya)

¢ CSP (Tun KpuntonpoBangepa) — 13 BbinagatoLlero cnucka Bbibepute Crypto-Pro GOST
R 34.10-2001 Cryptographic Service provider

+ Key Usage (Micnonb3oBaHue knio4ven) — 4ns Belbopa Tuna Kroya nocrtaBbTe
nepeknoyartens B nonoxeHne Both (ans nognucu n obmenHa)

+ Key Size (Pa3mep kntoya) — pasmep kntova. MNpu Beibope anroputma GOST R 34.10-2001
OnvHa Kntova Bcerga 512

4 TNOCTaBbTe MNnepekKkntoyaTesib B NofoXeHne Automatic key container name, 4ToObl UMS
KOHTeI7IHepa C CEKPETHbIM KITIO4YOM 3aaBarioCb aBTOMaTU4eCKN

+ Mark keys as exportable — noctaBbTe hnaxok, 4ToObl MOXXHO ObINTO CKONMPOBaTb
KOHTeI7IHep C CEKPETHbIM KIMHO4OoM

e B pasgene Additional Options (JononHuTenbHbIe ONumMK):
¢ request Format - CMC
+ Hash Algorithm — BeiGpate GOST R 34.11-94
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Mo aTomy obpasuy 3anonHuTe opmy 3anpoca u HaXxXmMuTe KHOMNKy Submit.

Microsoft Cerificate Semvices -

Home

Advanced Certificate Request

Identifying Information:

Mame: Ispdsm
E-hail: |

Company: IS-Terra CEP
Departrment: ITesting

City: |h-'1|:|scnw
State: I

Country/Hegion: IRU

Type of Certificate Needed:
|IF'Sen: Cerificate j

Key Options:

& Create new key set  © Use existing key set
C5F: |Cryptu—F’rn GOST R 34.10-2001 Cryptographic Service Pravider j
Key Usage: © Exchange  Signature & Baoth
Key Size: |512 h:“;:::g (eommon key sizes: 512

& Automatic key container name " User specified key container name

W ihark keys as exportable
™ Export keys to file

" Enable strang private key protection

™ Store certificate in the local computer certificate stare
Stores the certificate In the Jocal computer store
instead of in the users certificate store. Does not
install the root CA's certificate. You must be an

administrator to generate or use a key in the Jocal
machine store. -

Additional Options:

Reguest Format: & CWMC € PRICS10

Hash Algorithm: [GOST R 34.11-94 =]
Oty Lsed to sign request.

PucyHok 115
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10. Ha cnepyowem npegynpexxaeHnmn HaxkmmuTe KHOMnKy Yes.

Potential Scripting Yiolation |

E This Web site is requesting a new certificate on your behalf, You should allow only brusted YWeb sites to request a certificate For wou,
L

Do wou wank bo request a certificate now?
Yes | Mo I

PucyHok 116

11. B cneayoLwem OkHe yKaxuTe KnoveBon Hocutenb, cootseTcTayrowmin CMNAC «MNOCT» n Haxmute

OK.
KpunTollpo CS5P il

:09:02
(2)—m BcrasbTe YMCTBIN KAKMEEON HOCHTENE
ZE=4 "99abef3b-8F30-4565-8fd-deay 40e1 doay,

— CeegeHuA
YerpodicTea: B cTaBneHHEIM HOCHTEE:
AucRosmAF 4 IEdE.-'—‘-.MEE_marsh-user

CocToAHHE:

] I OTrieHa LCeegeHMA <<

PucyHok 117

12. Ecnun ncnone3yetcs 6uonorunyeckmin JCYH, To HaXXnmManTe KnaBuLIKM UM NepemMeLlanTe ykasaTernb
MbILLK, €Cny Ucnonb3yeTcsa annapaTHbin reHepatop ACY - 370 OKHO He NosABnAETCS.

KpunTollpo CSP ﬂ
00955
BHONOMMHECKHA AATHHE CyHaRHER: HHCen

Y

HasHMaRTe KNABHLWM MK I'IEI:IEMELLI.aﬁTE YEASATEND
MEILH H34, 3THM OKHOM 40 TEX Nop, NoK3a KNHY He EY,B,ET
COzA8H. ..

|.ﬁ.lt +]

[(NENRERENRENRNNRNNRNRNNRNNNNNNNNND
OTHEHA |

PucyHok 118
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13. B okHe 3anpoca naporisi Monsi OcTaBbTe NYCTbIMU, YTOObI MOXHO ObINIO CKONUMPOBAThL KOHTENHEP
npv nHMumanusaumm yctpowncrasa ClacC.

Kpvntollpo CSP El

0:09:28
2= YCTAHOEMTE NAPONE HA CO5AAE63EMEIR KOHTERHED
GBS "6c245234-626a-41b5-3688-23F0zad3asas",
e
{* YCTAHOEMTE HOBBIA DaponkE EM

HoBeH naponk: I

Mo ATEERH AEHHE: |

OTMEHS | MoapofHes == |

PucyHok 119

14. Ecnwn Ha YpocTtoBepsitowem LieHTpe cepTudmkatbl BbinycKkaloTcA aBTOMaTtU4eCckn npuy nonyvyeHnm
3anpoca, TO NOSIBNSAETCA OKHO C MpeasioxXeHmem yCTaHOBUTb cepTudmkaT. B aTom cnydae
BblbepuTe npegnoxeHne Install this certificate.

/= Microsoft Certificate Services - Windows Internet Explorer =10 x|
) . wal [+ -
@:. - |g, http.,l',l'lEI.D.232.ID,I'certsrwj S| ]| X Iﬂ AHagkC ye
= . - = ¥
o Favorites @& Microsoft, Certificate Services | | S B - 0 = - Page~ Safety + Tools - -

Y

Microsoft Certificate Services — S-Terra CA

Certificate Issued

The cerificate you requested was issued to you.

®4 |nstall this certificate

=
Dane [ [ T [ [ e mternet lva = | H100% ~

PucyHok 120

B pesynbTtaTe ceptudumkar 6yaet 3anucan Ha yctponctee CIMOC «MOCT» B TOT e KOHTENHEP,
YTO M KNoyeBas napa.

15. OkcnopTupymnTe NnokanbHbIn cepTudukaT n3 KoHTenHepa B pain Ha CepBep ynpaBneHus, oH
OyneT Heobxoamm npwu HacTporike ycTporctea CIMAC «MOCT».

16. Takxe akcnopTupynte n CA ceptudukat B dpanin.
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5.3

Co3panue HacTpoek ana CMAC «MOCT»

Ha yctponictee CIAC «NMOCT» yctaHoBneHa OC u npoayktel CSP VPN Gate, Kpuntollpo CSP.
CospgaHune ckpunToB Ans Huumanusauun CSP VPN Gate, co3gaHus nonutukm 6e3onacHOCTM U HAacTpoek

ocyuwecTtensieTcss Ha CepBepe yrnpaBneHus.

1.

Ha Cepsepe ynpasneHus 3anyctute koHconb UPServer Console (Tyck-Tiporpamve—S-Terra-—
S-Terra KP-VPN UPServer Console). Bo Bknagke Clients B KOHTEKCTHOM MeHO (MpaBast
KHOMKa MbIwK) BeiGepuTe npegnoxerHve Create anst co3gaHnsa y4eTHOW 3anvcy KnneHTa ang
yctponctea CINAC «MOCT» (PucyHok 121).

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

Lisk of groups List of clients

All clignts i, | Condition
8 Cifficel

Show...
Propetties. ..

pdate. ..

PucyHok 121

B okHe co3gaHusa HoBoro knueHTta B none Client ID ykaxuTe ngeHtndukatop knventa ana Crac
«MOCT», Hanpumep, spds01 U HaxmuTe E.

Create new client x|
Client 10 | spds01

Product package I E | |

Device passward I

UPAgert settings I CDocuments and Settingsiall UserstApplication O L., |

(04 I Cancel |

PucyHok 122
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3.

TT?PN data maker = 0] =
P

File Mode
WPM product | W Gate 3,11 on token Crypko provider ICrvptl:lF‘rD j
L5P |CertiFicates I Keys I Setkings I License I Interfaces I RMG container I Soffware I

[ LSP format is cisco-like

B okHe VPN data maker Bbibepute npoaykt CSP VPN Gate 3.11 on token u kpunTonpoBangepa
CryptoPro. Haxxmute kHonky Run Wizard, 4tobbl Mcnonb3oBaTb OKHa MacTepa.

=

o

Load From File. .. | Check. |

4.

Run Wizard. .. | ok I Cancel |

PucyHok 123

B nepBom okHe macTepa (PucyHok 124) BbibepuTe MeTOA ayTeHTUUKALMMU CTOPOH C
Mcnosnb3oBaHMEM CepPTUdVKaTOB:

B none CA certificate file HaxmuTe kHonky [...], B OTKpbIBLLEMCS OkHe Bblbepute cpann ¢ CA
cepTudmkatoM. Obsa3aTenbHbI NapameTp.

B none Device certificate file HaxmuTe KHOMNKY [...], B OTKpbIBLLEMCS OKHe BblbepuTe dann ¢
nokaneHbiM cepTudmkatom gna CracC. ObasatensHbIn napameTp.

B none Device container name oTto0OpaxaeTcsi MECTOMOMIOKEHME W UMSA  KIHOYEBOrO
KOHTEeNHepa, ¢ KoTopbiM OH ByaeT ckonupoBaH Ha CIOC Bo Bpems mHuyunanusauum CSP VPN
Gate.

B none Device container password ykaxute naporib yXe Ha CKOMUPOBaHHLIN KOHTEWHEpP npu
WHULManusaumn.

B nonme Key type yctaHoBuTe 3HadeHwe Autodetect — Tun knioya OygeT onpenensatbcs
aBTOMaTUYeCKM MpW NepBOM 0BpaLLieHNM K KOHTEHepPY CEKPETHOrOo Krova.

B none Device identity type ykaxuTte TMn ngeHtTudukaumMoHHoOW uHdopmaunm, nepecbiniaemomn
napTHepy npu co3gaHuu 3aliULLIEHHOro coenHeHus. Ykaxunte 3HayeHune Distinguished Name —
B kayecTBe uaeHTudmkaTopa napTHepy OyAeT BbiCbiNatbCcs 3HavYeHWe Subject M3 nokanbHOro
cepTucdukaTta ynpaBnseMoro yCTponcTea, nokasbiBaemoe B norne Device identity value, ecnu
OHO 3ajaHo B cepTudukare.

B none Device identity value nokasbiBaeTcsa 3HayeHwe nons Subject 3 nokanbHoOro
ceptudukata. Haxxmurte kHonky Next.
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EWizard - make ¥pn configuration (1,4} il

Ha nepeom ware Bam HeobxoAMHMD HACTPOHTE NapaMETPEl % TEHTHIPHEALNH,
AOCTYNHEl ABE METOAS 3% TEHTHRMKALMM HE CERTHHMKATAX M HA NPEADNPE AENEHHEIX
KNHUax, 338aATe TREAYEMEIE NAPaMETREl M HAMMHTE KHOMKY Mext,

— Trusted certificates

Subijeck | Issuer | Serial mumber | Add
CN=5-Terra Dem... CN=5-TerraDe.., 2537907052 ...

Wiew

Remoyve

ie

—Local certificates

Subject Issuer | Serial nu. . . | Conkainer name | Add
CoRLL=Mosca. .. Gl BFE B T HDIMAGE HDIM A, .

[adify

i

Remove

—Preshared keys

Mame | Walue | Hezx value | Aidd

[adify

Remaye

i

Load... Save... = Back | Mexk = I Cancel |

PucyHok 124

Mpu 3agaHnM NokaneHOro cepTnduKaTa yKaxmTe MM KOHTENHEPA C CEKPETHBIM KIOYOM, C
KOTOpbIM OH 3anucaH Ha ycTtporicta CIMAC «MOCT», a Takke naponb Ha KOHTENHEP.

Certificate description x|
Field | Walue |
Wersion 3
Serial number 67 B4 G4 40 00 00 00 00 00 05
Signature algorithm  GOST_R_341001_3411 (Crypta-Pro)

Issuer CN=5-Terra Demo Ca

Yalid From Mon Jan 24 14:00:10 2011

Yalid ko Tue Jan 24 14:10:10 2012

Subject C=RU,L=Moscow,2=5-Terra C3P,0U=0evelopment, CM...

Public key GOST R 341001(512)

Alt-subject <Mone=

Hash MDS C4 1D 89 ESGA GG SR 0SEGED 7Y FOS3IBO AL 2B

Hash SHAL 1B 45 B0 E4 F1 D6 BF 94 84 20 24 99 AS 40 65 04 D1 44,
Key conkainer nanme I 11\ HDIMAGE | HDIMAGE! | vpno01
Key container passward I bkt

I I Cancel

PucyHok 125
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Bo BTOpom okHe macTepa (PucyHok 126) 3apaite npaBunio, no KOTOpoMy ByaeT nponyckaTbCs
Tpaduk ot CIMAC «MOCT» k CepBepy ynpaBneHusa n gpyrum pecypcam B 3aliuLliaemMon NnoaceTu.
Tpadmk mexay CMNAC «MOCT» u ueHTpanbHbIM LWAK30M A0MKEH 3alLmLaThCs N0 NPOTOKONY
IPsec, ons atoro Haxmute kHorky Add.

EWizard - make ¥pn configuration (274} ﬂ
Ha aTomM ware BaM Heobx0AMMD 334aTE NpaeHna obpaboTkK ceTeEoro TpadHka,
A0B3ELTE HEOBXOAHMEIE NPAEMNa 0OPAA0TEH CETEEOrD TRAGHKE M HAKMHMTE KHOMKY Mexk,
Wirtual device address: I o .o .o .0
Rule lisk:
Interface | Local IF | Partner IP Services Ackion |
Ay Ay Ay Arry Pass
[
[ |
Edit... | Rernoye: |
Load... | Save. .. | < Back | Mext = | Cancel |

PucyHok 126

x

Metwork interface alias I

—Local IF Addresses —Partner IP Addresses
& any " Any
" Cuskarn ¥ Custom
IP Address | Subnet Mask:. | IP Address | Subniek Mask. |
50.0.0.0 255,255.0.0
fdd, . | Edit, .. | Remu:uvel add. .. Edit... | Remu:uvel
—Services and Prokocals —Ackion
i any i~ Pass
™ Cuskam " Drap
Marme I Parks I {* Prokect using IPSec
Tunnel IP Addresses af IPSec partner:
[ Use random IP Address order
10,0.232.25 U |
Du:uwnl
¥ [ | Edit, .. | Remu:uvel Edit... | Remu:uvel
(] 4 | Zancel |

PucyHok 127
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6.

7.

B okHe Add Rule (PucyHok 127) ykaxnTte cneaytoLlee:

L4

L4

B obnactu Local IP Addresses noctaBbTe nepeknovaTenb B MONoXeHne Any.

B obnactu Partner IP Addresses nocrtaBbTe nepekntovaTtens B nonoxeHne Custom un
yKaxuTe agpec Bcen nogcetn Cepeepa ynpasneHusi, Hanpumep, 50.0.0.0/16.

B obnactu Action — ykaxunTte |IPsec-napTHepa, C KOTOpbIM ByaeT NOCTPOEHO 3aLLMLLEHHOE
coeavHeHuve. B Hawem cnyyae — 310 agpec uHtepdenca wniosa 10.0.232.25, sawmwatowlero
noacetb ¢ CepBepom ynpaBneHus.

HaxmuTe kHonky OK.

YBenuubTe NpyopuTeT CO34aHHOro Npaswumna, ucnonb3ys kHonky Up.

EWizard - make ¥pn configuration {2/4) ﬂ

Ha 3Tom ware Bam Heobx0 MMD 3343TE NpaEkna obpatoTEM CETEEOrD Tpadkia,
AobaeeTe HeabxoAMMEIE NPAEMNa 0BpaBoTEK CETeEOra TRahHKa H HaMMHTE KHOMKY Hexk,

Wirtual device address: I r .0 .0 .1

Rule list:

Interface | Local IP | Partner IP Services | Ackion
S0,0.0.0/16 Ay Tunnel(10

Ay Ay Ay Ay Pass

Lo |

1] ]

add. .. | Edit... | Remove |

Load... | Save... < Back || Mexk = I Zancel |

PucyHok 128

B none Virtual device address ykaxute BUpTyanbHbIA agpec, C KOTopbiM 6yayT NpnxoanTb
naketbl oT CIMAC «MNOCT» B 3awmwaemyto nogcete ¢ CepBepoM ynpasneHns u gpyrumu
3awmiiaemMbiMun pecypcamu, Hanpumep, 1.0.0.1. Haxmute kHonky Next.

B TpeTbem okHe macTepa (PucyHok 129) ykaxuTe HacTponku Lenesoro MO, ycTaHOBNEHHOrO Ha
CrAC «MOCT», n ceTeBble HACTPONKN.

+ B none Software type BbibepuTe knmeHTa - Web-client, RDP-client, Other, B kadyecTBe

koToporo byget BbicTynate CIMAC «MOCT».

B none Software server address ykaxute agpec 3almaemMoro cepBepa, kK KoTopomy
ocyuwiectnsietcst yaaneHHoin goctyn ¢ CMNAC «MOCT». 3to moxeT ObITb 0anH IP-agpec
(IPv4) nnbo cnvcok agpecoB, pasgeneHHbix Toukon ¢ 3anaTton. [ns yenesoro MO Firefox —
ykasbiBaeTca nonHeli URL-agpec.

B none Software user name BBeAWTE NMsI NOMNb30BATENS, KOTOPLIN ByaeT MMeTb 4OCTYN K
yaaneHHomy cepsepy. o ymonuyaHuto ans RDP-knneHTa Ha3HavyeH nonb3oBaTenb C UMEHEM
‘'user'.

B none Software options ykasbiBaOTCS AOMONHUTENbHbIE HACTPOWMKM ONSA KAXXA0ro LeNeBoro
MO. OAna RDP-knueHTa No yMon4YaHuto 3adaHbl crieayroLimne HacTPOVKK:

-k en-us -D -g <pasmep skpaHa> -a 16 -z -r disk:disk=/disk -r scard
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roe
-k en-us — packnagka knasuaTypbl
-D — ybpaTb Aekopaumio OkHa

-g <pasMmep skpaHa> - OTOBpaxaembii pasmep oOkHa. Pasvep BbluKcnseTcs
aBTOMaTU4YECKM B 3aBMCUMOCTM OT paspelleHus 3KpaHa 3a BbIYETOM MecTa nog
ynpasnsowyto naHens CMAC

-a 16 —nanuTtpa 16 useToB
-z — CXaTue NpoToKona npu nepenaye

-r disk:disk=/disk — AOCTyn C yaareHHOro KomMnblTeEpa K NlokanbHOMYy Ancky /disk Kak K
ceteBomy ycTpomnctBy \\tsclient\disk

-r scard —[OOCTYN C yAaneHHOro KoMrbloTepa Ha KapTpuaep NokanbHOro KOMMboTepa.

OTn HacTpouikm moryT 6biTb nepeonpegeneHbl. MOXHO ykasaTb M HaCTPOWKUM C APYrMMu
onumsiMu, OHM He 6yayT wuHTepnpetuposaHbl.CMNAOC wn uenesbim 1O, a nepepaHbl B
HeM3MeHHOM Buae.

Ecnu CIMAC «MNOCT» BeicTynaeT B kadectBe RDP-knveHTa, TO NOCTaBbTe NepeknoyaTtens B
37O nonoxeHue n ykaxuTte agpec RDP-cepsepa, Hanpumep, 50.0.10.112 (B Town e noaceTw,
yto n CepBep ynpasBneHus). [nsa uenen TtectMpoBaHust B kavectBe RDP-cepBepa moxet
BbICTYNaTb XOCT C ycTaHoBneHHon OC Windows XP 1 yCTaHOBMEHHOW HaCTPOWKOW Ans
obuwero poctyna (Cuctema-YganeHHble ceaHcbl-PaspelwmvTb yganeHHbIn JOCTyn K 3TOMYy
KOMMNbIOTEPY).

¢ CeTeBble HAaCTPOWKN MOXHO NOArOTOBUTL 3apaHee, 3anvicas B dhainbl, U yka3aTb KaTanor B
none Folder of network profiles. B kayectBe npnmepa noaroToBreHbl Npodannsl ¢
CETEBbLIMU HAaCTPOWKaMU, KOTOpPblE MOXHO BblIOpaTh 13 Katanora: C: \Documents and
Settings\All Users\Application Data\UPServer\NetworkManager\Sample of
profiles.

CeTeBble HACTPOWKM coeguHeHMs MOXHO OydeT 3agaTb no3xe B OkHe Edit connection Bo
Bknagke Interfaces. Ecnu ceteBble HAacTPOMKM HE YyKasbiBaTb, TO MOSb30BaTENO CaMOMy
NpuaeTCcA BbINOMHATb UX.

Haxmute kHonky Next.

ﬁ\'ﬁzard - make vpn configuration {34} 5[

Ha atoM ware Bam HeobxoAMMD 38,43TE HACTPOMKK NONES0BATENBCKOND NPHNDXEHKA,
FaAaHTE NapaMeTpel WENEEOr D NPHAO¥EHHA H CETEERIE HACTROMKH H HA%MHTE KHOMKY
Mexk,

—ser target software

Software type |ROP client =]
Software server address I a00.10.112
Software user name I guest

Software options I |

—MNetwork profiles

Folder of netwark profiles I |

Load. .. Save, .. | < Back | Mext = I Zancel |

PucyHok 129
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10. B cnepytolem okHe yKaxuTe NuueH3noHHble gaHHble Ha npoaykt CSP VPN Gate n CK3U

«KpunTtollpo CSP 3.6» (PucyHok 130).

ﬁ\#izard - make ¥pn configuration {4,4})

Ha 31om ware Bam HeobxoAMMO 388aTE NHUEHSHK AnA paboTel YPR-vCTpoRcTES,
3aAaHTE NapaMeTpel MMLEHZMA H Ha¥MHTE KHoMKY Finish,

—WPM product license

Product: |5aTEL000 =l
Customer code: I kest
License number: I 1
License code: | CO0EZCES4ERCEED S
Load from File... | Check License
—Crypto provider license
Serial nurmber: I 12345-12345-125345-12345-12345

Load... | Save... | < Back | Finish I Zancel

PucyHok 130

11. [danee HaxmuTe KHOMKY Save Ans coxpaHeHus gaHHbIX npoekTta (PucyHok 131).

Savein: IE} Projects j & ch{ T

21|

certs

diskr

EI gatel.dsc
serverll,dsc

File name: Ispds[l'l dsc j
Save as ype: I Project file [* dsc] j

PucyHok 131

12. 3ateM HaxmuTte KHOMKy Finish.

Save I
Cancel |

M
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13. B okHe VPN data maker nepengute Bo Bknagky Interfaces. B pasgene Extended routing
nponucannce MapLUpyThl B pe3yrnbTaTe 3anofiHeHnsa okoH Mactepa. B pasgene Network interface
descriptions MOXHO yCTaHOBUTbL (PNIAXKOK U 3aaTb CETEBbIE HACTPOWNKN COEANHEHWUIA, ECIU OHU He
ObInn 3agaHbl paHee ¢ Mcnonb3oBaHuem npodarnos. [ns 3agaHusa HacTpoek B AaHHOM pasgene
HaxxmuTe kHonky Add -. nosiButcs okHo Edit connection (PucyHok 133).

=10l x|
Fil=  Mode
WP produck | CSP WP Gate 3.11 ontoken Y| Crypto provider |CryptoPro |
L5P I Cerkificates | kews I Settings | License Interfaces |RNG conkainer I Software |
Wirtual device address I 1 .o .0 1

Iv Metwork interface descriptions

_I\&m Descripkion Mt .

d

CL

A dddR0aS

&

Hemayve

Cror
Load...
Save..,

Extended routing

Destination | Gateway Modify, ..
50.0.0.0016 virtual device address
0.0.0.000 default gateway Add...

Remove

:

Run Wizard... O | Cancel |

PucyHok 132
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14. OkHo Edit connection onucaHo B aHanorM4Hom pasgene rnaebl «OnucaHue nHtepdeinca
CepBepa ynpaBneHusi». Hanpumep, Ans NPOBOAHOrO COEAMHEHNS ANS NOMYyYeHUs AUHAMUYECKOro
agpeca nHTepderica no npotokony DHCP, B koTopeii 6yaet BctaBneH CIMNAC «MOCT»,
yCTaHOBUWTE CriegyroLime HacTponkm n Haxmute kHonky OK (PucyHok 133):

Edit connection x|

Conneckion bype: IWired
Connection I0: I DHCP connection|
Method: I,.:\,_,tD

DHCF client ID; |

Interface addresses
Address | Mask | Gakeway | Add

Remowve

Edit

LR [

DM servers: I

Search domains: I

MTL: | 0

MaC address: I

[¥ futoconnect

Connection check: In.;.ne

=
[

Speed kest: In.;.ne

O I Zancel |

PucyHok 133

Mpu Ha3HayeHun cTtaTnyeckoro agpeca uHtepdency CracC «MOCT», Hanpumep, ANa Hawero
CcTeHaa, yCTaHOBMUTE crieaytoLime HacTporku n Haxmute OK.
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x
Conneckion bype: I'-.-'v'ireu:l j
Conneckion I I conn S0
Method: IManuaI j
DHCP dlient ID: |

Inkerface addresses
Address | Mask. | Gateway | .ﬁ.—ddl
10.0.232.24 16 10,0.232.25 ﬂl
T
DMS servers: I
Search domains: I
MTL: | 0
MAC address: I
¥ Aukoconnect
Connection check: Ingne j
Speed test; Ingne j

o]

Cancel |

PucyHok 134

15. OnaTb HaxmuTe kHomky OK.

@H‘PN data maker

File Mode

WPN product  |CSP VPN Gake 3,11 ontoken Y| Crypto provider |Cryptopro

LSP I Certificates | Keys I Setbings | License Inkerfaces |RNG u:u:untainerl Software I

Yirtual device address I 1 .o .0 .1

W Metwork inkerface descriptions

Mame Description

-ethernet

conn S0

Extended rouking

Destination | Gakteway
50.0.0.0/16 wirtual device address
0.0.0.040 default gateway

Run Wizard. ..

K

=8|

Modify. ..

d

fdd...

Remove

foif, ..

I

fdd...

!

Remove

| Zancel |

PucyHok 135
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16. B okHe co3gaHus HOBOrO KnneHTa Takke Haxxmute kHonky OK (PucyHok 136).

Create new client x|

Clignt 10 | spds0l

Product package I CDocurnents and Settingstall UsershApplicat

o

Device passwaord I

UPAgent settings I C:\Documents and Settingsiall UserstApplication D L. |

(0] 4 | Cancel |

PucyHok 136

17. Ha CepBepe ynpaBneHusi BbiAenMTe CTPOKY C HOBbIM KITMEHTOM M B KOHTEKCTHOM MEHI0 Bbibepute
npegnoxeHne Enable, yTo6bl akTMBUpoBaTh knveHTa (PucyHok 137).

@H‘PN UPServer console =

File Groups Clients Tools Help
Clients |Settings| |

List of groups List of clients

Al cients ~ch.. | condition | activ..| ap.. | Adwini.. | Firetim.. | Last..| Lastacti.. |

gatel  achive 0 0 nabled 2/03/20... 2503, 50.0.10.110 O
spds0l  mew 0

Show...
Properties. ..
Create. ..

Update. ..
Functions k
Get packages. ..

Ceae |

Disatble
Zlear
Remove
PucyHok 137
%‘ Ha Bcex ycTpoiicTBax, Yepes kotopble byaeT npoxoautb Tpaduk ot CMAC «MOCT»,

Note [OmKeH ObITb NponucaH obpaTHbin MapwpyT o agpeca 1.0.0.1.

18. Ha ueHTpanbHOM LWo3e B Tabnuuy mMapLipyTusauum BHECUTE MapLUpyT A4fis JOCTyna Ha agpec
1.0.0.1:

route add -host 1.0.0.1 gw 10.0.232.25
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5.4

1.

packages (PucyHok 138).

EH'PN UPServer console

File Groups Clents Tools Help
Clients | settings |

Lisk of groups List of clients

Al clients ~chi.. | condtion | aActv..| ap. |

Adrini... | Firetim... | Last ... | Lastacti...

[ Ciffice 1 gakel ackive 0 o
zpds01 :

=0 enablec

| Show...

Create,..
Update...
Functions

Get packag

enabled 22103120...

Properties...

25003). .,

PucyHok 138

2.
CKpUNTBI.

Browse For Folder

Select Faolder For initilaze distributives of spds_01 client

2%

|53 Program Files
El [[3) Projects
[ certs
=l 155 diskr
li'l gatel
I3 server
I5) servernl
(] <=0 1

— e

r

]

=l

Folder: I Mew Folder

| Make Mew Folder I QK |

Cancel |

4

PucyHok 139

WMudroprayma

MoarotoBka ckpuntoB Ana Knuenta ynpasnenus n CSP VPN Gate

[ns ycraHoBku KnuenTa ynpaBneHusi, auctpubytune kotoporo pasmetleH Ha CIMNAC «MNOCT» B
katanore /packages, n nimumanusaumm CSP VPN Gate cneayet noarotoButh ABa ckpunTa. B
Tabnuue BbigenuTe knneHTta spds01 1 B KOHTEKCTHOM MeHI0 BbibepuTe npeanoxeHune Get

B oTkpbiBLIEMCS OKHe ykakuTe katanor Ha CepBepe ynpasrieHusi, B KOTOPbIA ByayT COXpaHeHbl

x|

\ld) FHHLHANHZ AUHOHHEIE AMCTRHEYTHER! ANA KNHeHTa spds_01 YonelHo coxpaHedel B AMpek TopKi CPrajects)distrlspds01

PucyHok 140

Copyright © S-Terra CSP 2003 -2015

81



C-Teppa KI 4.1

3. [a drarina 6yayT coxpaHeHbl B ykasaHHbIN kaTanor (PucyHok 141):
setup_ product.sh — CKpUNT AN nHnunanusauum npogykra CSP VPN Gate

setup_upagent.sh — CKpUNT, cogepxaliuin gaHHble ana Knuedta ynpasneHus.

% C:'Projects'distrspds01 =10 x|

File Edit ‘iew Favorites Tools  Help -.1.'
@ Back = ) - 1}' | ,}f" Search | [~ Falders | > | [~

Address I@ CH\ProjectsidistrspdsOl j Go

Falders || Mame = | Size | Type | Date

[# 155 serveril setupjraduct.sh 13KBE SHFile 3rg)

- setup_upagent.sh 2KB SHFie 316/

< [ L« | >

PucyHok 141

4. CospaHHble dannbl ckonupyinTe Ha CMNAOC «MOCT» B kaTanor customization (PUcyHok 142).

Mo>kHo Gbino cpasy cpa3sy coxpaHuTb ckpunTbl Ha CMAC «MOCT» (npw 3anycke 3T CKPUNTBI
GyayT yoaneHbl U3 kaTanora customization) .

_lo/x
‘G .+ MARSH-USER (J:) » customization - \El |r|.3||.;h @
@ann  Mpaoia  Bwg Cepouc Cnpacia
YnopAgourTe + 1= Bugsl + 0 3anuck Ha ONTHYECKMi OWcK (7]
Mankm w Mma =~ |v| [ata MaMeHeHWA |v| Tun |v| Pazmep |v|
. obsolete 15.03.2012 21:34  @ain 0 KB
e CEEMHBIA guck (H:) ;I

setup_error.t.old 15.03.2012 21:54  @ain "OLD" 2 KB

o Cremhbiil anck (L) setup_log.txt 16.03.2012 21:22  TekcToBsiil A0KY... 1 KB

= MARSH-USER (1:)
. Customization
, diaginfo B
= CEEMHBIA gucK (K:)
e CEEMHBIA guck (L:) —
s My Web Sites on MSH LI

PucyHok 142
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5.

N C-Teppa Pepaktop CIAC =|0l x|

®ain  Jefctens  PIN-kogel  Cnpaexa

MoaKnoYeHHBIE YCTPORCTEE:

BakponTte ceccuto ¢ CMNAC «MOCT», HaxaB kHonkKy «3akpbITb ceccuio» B Pegakrope CIr14C.

CuMTHIBATEND | CEpHIAHBIR HOMED Pasmep avcka | focTyn OBHOBMTE CMCOK YCTPORCTE

S-Terra CSP Spedalized Bootable Storage 0 47810786020188FD YrenueZanuo

UTHER Tk CECCHHT, |

SaKpbITE CRCoM

WzmenTs PIN nonezosaTtena
AaHHBIX. ..

WsmeHuTe PIN nonssoeaTens. ..

WzmeruTe PIN agMuHmucTpatopa...

W3MEHWTE TPaHMOPTHBIA PIN. ..

BoccranoBuTs PIN-bI no yMondaHui. ..

6.

N,

Note

5.5

PucyHok 143

BakponTe npunoxeHue n BbiHbTe CIMOC «MOCT» n3 USB-pazbema CepBepa ynpaneHus.

Ona CNAOC «MNOCT» agMUHUCTpATOP AOSMKEH NOATOTOBUTL M MOSOXUTb HA HEFO KOHTENHEP
C KNnto4eBOW Napon 1 aga ckpunTa.

Wauymanuzaumsa CMAC «MOCT»

Oanee CMNAOC «MOCT» cnegyeT uHMumManu3anpoBatb. 3Ta npoueaypa SOSMKHa OCyLeCTBAATHCS
agMUHUCTPaTOPOM, TaK Kak AaHHblE MHMLMANM3aunm XpaHaTCa Ha YCTPOMCTBE B He3aLLMLEHHOM BUAE.

1.

BcraebTe CIMAOC «MOCT» B USB-pa3bem koMnbOTEPA, KOTOPLIN OyAeT 3arpyxaTbCsl C 3TOro
yCTpOHUCTBA.

BkntounTe komnbioTep, BonauTe B nporpammy BIOS u BbINONHUTE HACTPOVKY ANS 3arpysku
komnbtoTepa ¢ CIMNAC «MOCT» (cm.pokymeHT «CIMAC «MOCT». PykoBOACTBO NOMNb30BaTENSY,
pasgen «Hactpovika BIOS») — BbiGepuTe nepBbiM, HanpumMep, npeanoxeHne S-Terra Boot
Partition.

Mpw 3arpy3ke ¢ CMOC «MOCT» nosiBATCA criegyowme NpeasiokeHns:

Loading ..
CepuriHer HOMep ycTporcTBa CIIOC-USB: 1234567890123456

BeemmuTe PIN moJib30BaTEJIA:
XXXXXXXX <Enter>

Beegute PIN nonb3oBatens. [Npu BBoae HesepHoro PIN npegocTaensetca elle 4 nonbiTkK Angd
BBOJA, NOCre 4Yero yCcTponcTBO OyaeT 3abnokupoBaHo annapaTHbiMU cpeacTBamu. Pasbnoknposka
BbIMOSTHSAETCH TONbKO aAMUHUCTPATOPOM.

3arem ocyulecTBnaeTcsa npoBepka uenoctHoctn dannos Ha CIMAC «MOCT».
[IpoBepKa LEJOCTHOCTM 0anjoB:

Mossnsietca 3actaska ClMNAOC «MOCT».
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Seterra

\- 4 7'/
CPEQNA NOCTPOEHUA ROBEPEHHOIO CEAHCA

PucyHok 144

7. [anee nosiBnsieTcs okHo Choose application (PucyHok 145) unm (PucyHok 146) anga Bbibopa
pexuma paboTbl. Mpeanaraetcs BolbpaTh Pexmm knveHTa nnv AOQMUHUCTPaTUBHbIA pexum. MNpwu

nepBoM 3anycke Bblbepute AOMUHUCTPATUBHBLIN PEXMM.

— Choose application Ehl=1E1
EHGEOP PeEMMAa PAGOTH

[®))]
= 333

AIMMUHHUCTEATHEHRHHNHN e EHM

PucyHok 145

] Choose application =111
Enéop pre®iMa pat oTH

(@]
aaa

i Firefox

PucyHok 146

8. Tlocne atoro npoaykt CSP VPN Gate OygeT nHnumannanpoBaH, a KnueHTt ynpaeneHus
yctaHoBneH Ha ClAC «MOCT». BeinonHsieTcst npoBepka yHKUMOHMPOBaHUS - KnneHT
yrnpaBrneHust yctaHaBnmMeaeT coeguHeHne ¢ CepBepom ynpaBneHus 1 NPOBEPSIET Hannyne 4ns

Hero oGHOBNEHUN.
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9.

E?PN UPServer console

File @Groups Clients Tools Help

Clients | Settings |

List of groups List of clients

Mony4rB Hynesoe obHoBMNeHNe, KNMEHT ynpaBneHus 3arpykaeT ero U COCTOsIHUE KnneHTa spds01
Ha CepBepe ynpaBfieHNsi MEHSIETCS Ha active, OH FOTOB AJ1st NPUHATUSI OGHOBEHMWIA.

“Cli, . | Cunditiu:unl .ﬁ.c...l | ad... | Firetimel:u...l Lastac...l Lastactive...l Gru:uupl
gateld active 1] 0 enabled 22j03j2013 ... OQNLINE 50,0.10.110 Officel

spds0l  active 0 0 enabled 2 3. Officel

PucyHok 147

10. Mocne pa6oTtbl CIMAC «MOCT» B agMMHUCTPAaTUBHOM PEXMME KOMMbIOTEP BCErAa BbIKMoYaeTcs U

CIAC «MOCT» roToB Ang akcnnyaTauun Nofb3oBaTenem.

3amevyaHune

Mpu nepsom 3anycke CMNAC «MNOCT» moxHo BbibpaTth pexum Knuenta RDP, HO B 9TOM cny4dae cpasy
ycTaHaBnmBaeTcs coeguHeHne ¢ RDP-cepsepom. KnneHT ynpaBneHns He ycTaHaBnuBaeT CoeanHEeHne ¢
CepBepom ynpasneHus, He nony4aeT OT Hero Hynesoe obHoBNeHne 1 yyeTHas 3anuck Ha Cepaepe
ynpasnenus ana gadHoro CIMAC «MOCT» octaetcsa B cocTosHMM waiting.

5.6

Akcnnyatauma CMNAC «MNOCT» nonb3oBaTenem

AamuHucTpatop nepegaet yctponctso CMAOC «MOCT» nonb3oBaTtento, KOTOPbIA BCTABMSIET €r0 B
TepMUHanbHOe YCTPONCTBO UMW CBOW KOMMbIOTEP, KOTOPLIA HAacTpoeH Ang 3arpysku ¢ Crac
«MOCT».

Mpu 3arpy3ke ¢ CMNAC «MNOCT» nosBaTcsa cnegyoLme npeanoxeHus:

Loading ..

CepuMHel HOMep ycTpoMcTBa CIIOC-USB: 1234567890123456
Beenure PIN nosip30BaTEIA:

XXXXXXXX <Enter>

Beeaute PIN nonssosatens. MNpu BBoae HesepHoro PIN npepoctasnseTcs ewe 4 nonbIiTku A
BBOAA, NOCre Yero ycTponcTeo byaeT 3abnokuposaHo annapaTHbIMU cpeacTBamu. PasbnokvmpoBska
BbINOSHAETCH TOMNBbKO aAMUHUCTPATOPOM.

3arem ocyulecTBnaeTca npoBepka uenoctHoctn dannos Ha CIMNAC «MOCT».
[IpoBepKa LEJIOCTHOCTHU (QaMJoB:

Mocne 3arpysku nosiensieTca 6onbliasa 3actaeka (PucyHok 144), a 3ateM npefgnaraeTcs BolopaTb
pexum paboTbl. Beibepute Pexum knueHTa, Hanpumep, Knvent RDP.

D Choose application =a'=
BHGEoPp PeEHMMa PaEoTH

ﬁ @]
== 353

Eawme ut RDP

PucyHok 148
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6. [anee ocyLlecTBNseTCA 3alUULLEHHbIN AOCTYN K yaaneHHOMY CepBepy B COOTBETCTBUU C
3a[jaHHbIMW HaCcTpoVikamMu, Anst Hawero cteHaa - ato RDP-cepsep. [Ansa ayteHTndpmkauum Ha RDP-
cepBepe BBegMTE UMS U Napornb Nonb3oBaTens.

7. B cooTBeTCcTBMM C pernameHToM Ansa paboTebl faHHOro nonb3oBartens Ha RDP-cepsepe OyayT
OOCTYMHbI COOTBETCTBYOLLME Nanku n npunoxerus (PucyHok 149).

PucyHok 149

8. Takum obpasom, nonb3oBaTenb NnonyyaeT yaaneHHoe 3allyiieHHoe paboyee MecTo, MOAKIOYMB
CnAac «MOCT» k ntobomy HegoOBEPEHHOMY KOMMbIOTEPY, HACTPOEHHOMY Ha 3arpy3ky C Hero.

5.6.1 OtobpaxeHue Tekywero cratyca CMAC «MNOCT»

Tekywun ctatyc CMNAC «MOCT» oTobpaaeT UKOHKA, pacrnonoXeHHas B NaHeNW 3agad cnpasa.

Ecnu nonb3oBatens ayteHTnduumposancs, Ho CMAOC «MOCT» He nmeeT 3aLULLEHHOTO
COeaMHEHNS — MKOHKa NPUHUMAaET BUA;:

PucyHok 150

Ecnu nonb3oBatens ayteHTuduumposancs n CMNAC «MNOCT» nvmeeT 3awuLLeHHOE COeQUHEHNE, TO
Ha MKOHKEe U3MEeHSAeTCS UBeT "MoHMTOopa" C CMHEro Ha 61pro30BbIN.

PucyHok 151

Mpu HaBegeHMN Kypcopa MbILWK Ha UKOHKY BennbiBaeT nHopmauus o ctatyce CIOC «MOCT».
CneBa pacnonoxeHa UKOHKa ceTeBoro coeguHeHus. [Npun HaBegeHUN Ha Hee Kypcopa MblLLv
BCM/bIBaET MHOPMaLMS O CyLLECTBYOLLEM CETEBOM COEOUHEHUN.

Wired network connection
‘conn 50’ active

VPN Status

O
&%} 09:41

PucyHok 152
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I'Ipvl OTCYTCTBUU CETEBOIo COeAMHEHUA NKOHKHN an06peTar0T BUa.

Er———
’@_{g} 09:41

PucyHok 153

HaxaTne npaBow KHOMKW MbILWM HA MKOHKE CETEBOrO COEAUHEHUS BbI3bIBAET MEHIO AN UBMEHEHMS
CETEBOro COeAMHEHNS!, MOMYYEHMs1 MHAOPMAaLMK O COeAMHEHM uUnn BbiIbope ceTu.

[+] cetw

@) Ceenetna o coeguHeHmm

@ M3MeHWTE coeqUHEHKA. ..

W D nporpaMmme

6&@ 22:40

PucyHok 154

5.6.2 3aBepuweHue padotbl ¢ CMIAC «MOCT»

1. o okoHyaHum paboTsl ¢ CMOC «MOCT» B NEBOM HWKHEM Yriy 3KpaHa HaBeauTe Mblllib Ha
WKOHKY C 3KpaHOM Aucnnes.

2. B Bbinagatowem meHio BeibepuTe nNpeanoxeHve «3aBeplueHne paboTbi».

% HacTpoika guennes
ﬂ JaeepleHne paboTel

PucyHok 155

3. TlMosiBnsieTcst OKHO C 3anpocom NOATBEPKAEHUs Ha 3aBeplleHune paboTel ¢ CMNAC. Mpu
oTpuuaTtensHom oteeTte paboTty ¢ CIMAC «MOCT» MOXHO NpoaomknTb. [Npn yTBEPANTENBHOM
oTBeTe 3aluileHHoe coemHeHne ¢ RDP-cepBepoM 3akpbliBaeTCsl, KOMNbIOTEDP BbIKMOYAETCA.

4. Tocne atoro BbiHbTE CIMAC «MNOCT» 13 USB-paszbema KomnbloTepa.

5.6.3 MMonyyeHune o6GHOBRNEHUN

MonyyeHue obHoBneHun anga CrAC «MOCT» ¢ CepBepa ynpaBneHus OCyLLEeCTBNSAETCS TOMNbKO B
AIMWHNCTPATUBHOM pPEXUME.

1. 3asepwwute paboTty B Pexnme knueHTa.

2. Barpysute komnbtotep ¢ CIMAC «NOCT» 1 nepengnte B ADMUHUCTPATUBHBIA PEXNM.
3. KnwueHT ynpaBneHus ckayaet obHOBNEHME, MPUMEHNUT €10 1 BbIKIIOYMT KOMMbIOTEP.
4

CHoga 3arpysute komnbtoTep ¢ CIMAC «MOCT» u nepengnte B Pexxume knveHTa ans
NpoaoImKeHNs paboTbl.
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6. WHdhopmaumsa o knueHTe Ha CepBepe ynpaBneHus

1. TocmoTpeTtb napameTpbl VPN-npoaykta, KnneHta ynpaBneHusi Ha ynpaBnsemMom yCTpOUCTBe
nocne nposegeHHoOro 06HOBNEHUSA MOXHO Ha CepBepe ynpasreHns ¢ NOMOLLLIO NPEANOXEHNS
Show meHio Clients (MM KOHTEKCTHOrO MEHI0).

E?PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  Lisk of clients

~ Clignt ID | Cu:unditiu:unl AC... | .ﬁ.ppli...l .ﬁ.dminist...l Fire tim...l Lasta...l Last activ. .. | Gruup|

gated ackive 0 0 enabled Z1f05120,,. CMLINE 50,0.10.110  Officel
5 enabled 211n5120,,,  OMLINE Cffice1

Properties. ..
Create. ..

Update, ..
Functions b

Get packages. ..

PucyHok 156

2. B pesynbtaTte 6ygeT BblAaHO OKHO C pa3HbiMu Bknagkamu (PucyHok 157), B KOTOpPbIX OTpaxeHa
nHdopmaums o NpoBeAeHHbIX 0BHOBMNEHMAX, HacTponkax KnneHTa ynpaBneHus, AencTByoLWwen B
OAHHbIN MOMEHT NONUTUKE 6e30NacHOCTU Ha KMMEHTE, UCNONb3yeMbIX cepTudnkaTtax, od
uHTepdencax knueHTa, Tabnuue mapLpyTmsaumm u T.0.

3. Bo Bknagke UPLog Begetcs nor cobbiTuii N0 0GHOBMEHNIO KNUEHTA.

@Elient information: spds01 - 10O x|
Client ID | spds01
Date of information I Tue May 22 23:45:49 2012 Refresh |
VPN updater I VPN UPAgent 4.1. 14503
WP product I 5P WPM TGate (cp) 3.11.10330

UPLog | UPSettings I WPM log I L5P I Certificates | Kevs I License I Interfaces | Containers | Software I

Update number: 0 ;I
pdate description: <empby =

Tue May 22 19:23:58 2012 NOTICE UPClient skate is put in lock_data

Tue May 22 19:24:00 2012 NOTICE UPClient state is put in gek_data

Tue May 22 19:24:09 2012 INFO YPM UPAgent update hash (SHALY: e6193cd20F3da7 1 2Fb094 7 8e6458aF 5
Tue May 22 19:24:10 2012 NOTICE UPClient state is put in check_data_sign

Tue May 22 19:24:10 2012 NOTICE UPClient skate is put in extract_data

Tue May 22 19:24:10 2012 NOTICE UPClient skate is put in check_data

Tue May 22 19:24:10 2012 WARNING Update num is 0, but current update is O

Tue May 22 19:24:11 2012 NOTICE UPClient skate is put in ask_user

Tue May 22 19:24:11 2012 NOTICE UPClient state is put in backup_data

Tue May 22 19:24:11 2012 NOTICE UPClient state is put in set_update

Tue May 22 19:24:11 2012 NOTICE UPClient skate is put in check_update

Tue May 22 19:24:17 2012 NOTICE UPClient state is put in send_ok_repark

PucyHok 157
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4. Bo Bknagke UPSettings (PucyHok 158) oTpaxeHbl HacTponku KnueHta ynpaenenusa. OnncanHvne
3TUX HAaCTPOEK AaHo B rnaee «HacTpowkn KnneHTta ynpaBneHus».

ﬂ[lient information: spds01

=101 x|

Client 1D | spis01

Diate of infarmation I Tue May 22 23:45:49 2012

Refresh |

WP updater I VPN UPAgent 4. 1.14503

YPM product I 5P YPMN TGate (cp) 3,11, 10330

LPLog

| YPM log I L3P I Certificates I feys I License I Interfaces | Containers | Software

[Lag]
FileMaxSize=5120

[Update]
CheckingPetiod=6&0

[FTPServer]
SpeedLimit=0
MaxTryCount=3
TrvPeriod=120
MaxTrafficTimeout=180
Address0=50.0,10.111

[Info]
MaxVPMLogSize=16

UPServer CA certificates:

| MIIDPgY KoZIhvchAQoColIDL2CCAysCAQE xADGL BokghkiGowOBEwGgggT

PucyHok 158

5. Bo Bknagke VPN log oTpaxaeTcs NpoTOKONMpoBaHUe cobbITUIA, CBA3aHHbIX ¢ paboTon VPN-
npoaykra CSP VPN Gate, n HacTponku syslog-knueHra.

ﬁtlient information: spdsol

=10l x|

Client 10 | spdsi1

Date of information I Tue May 22 23:45:49 2012

Refresh |

YPM updater I VPN UPAgent 4.1.14503

WPM produck I 5P WPN Taate (cp) 3.11.10330

UPLog | UPSettings | e

I Certificates I fEys I License | Interfaces | Containers | Software

YPM lag setkings:

May 22 22:45:27 cspgake wpnswvo:
May 22 23:45:27 cspgate wpnswve:
May 22 25:45:45 cspgate wpnswe:
May 22 23:45:44 cspgake wpnswo:
May 22 23:45:46 cspgate wpnswvo:
May 22 25:45:45 cspgate wpnswi:
May 22 23:45:48 cspgake wpnswo:

Security policy loaded, Mame: "This LSP was automatically generated by =
Service started, version 3.1,10330

Security policy loaded, Mame: “This LSP was automatically generated by =
Connection request FAILED, ip: 10.0.232.25, Protocol: [SAKMP, IKERUle:
Security policy loaded, Mame: "This LSP was automatically generated by =
[I5AKMP]: Connection [2] established, Partmer: 10.0.232.25:500, Identik
Connection established, 1.0.0,1<-=50,0,0,0-50,0,255,255, FiteringRule

Log severity level; (6 info
Enable=1
Destination=127,0.0.1
Facility=log_local?

| »

L |

PucyHok 159
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6. Bknapgka LSP nokasbiBaeT 3arpyXeHHyl nonutuky 6€3onacHOCTU Ha ynpaBnsiemMoM yCTPOWUCTBE B
BMAe TEKCTOBOro harna u B Buae cisko-like koHpurypaumm, a Takke NOAUTUKY NO YMOMYaHWIO
(PvicyHok 160).

ﬁtlient information: spds01 ;Iglﬂ
Cliert: ID | snds0L
Date of information I Tue May 22 23:45:49 2012 Refresh |
WPM updaker I VPN UPAgent 4. 1.14503
WPM produck I CSP WPMN Tizate (cp) 3.11.10330

UPLog | UPSettings I WP log Cettificates I Keys I License I Interfaces | Containers | Software I

Local security policy: Cisco like policy:
GlobalParameters - enable password csp ;l
Title = "This LSP was automatically genet end

Yersion = "3.1"
CRLHandlingiMode = BEST_EFFORT

)]
LOAPSettings
ResponseTimeaut = 200
HoldConneckTimeouk = &0
DropZonnecktTimeouk = 5
)]
IdentitvEntry auth_identity_01¢
Distinguishedhame *= CertDescription(
Subject *= COMPLETE,"C=R1LI

)
CertDescription local_cert_dsc_011
Issuer ¥= COMPLETE, "CM=5-Terra CA"
Subject *= COMPLETE,"C=RU, O=5-Terr
Serialumber = "3318466A00000000001

« | o |l L

Extended settings:

L]

| Default driver policy : passall

PucyHok 160

7. Bknagka Keys nokasbiBaeT TOMbKO MMEHa NpeaonpeneneHHbixX KnYen, He BbligaBasi MX 3Ha4YEeHUN.
Mpu pabote ¢ CMAC «MOCT» Kno4Yn He UCTONb3YIOTCA.

@Elient information: spds01 - 10| x|
Client ID | spodsi
Date of informakion I Tue May 22 2314549 2012 Refresh |
YPM updater I VPN UPAgent 4. 1. 14503
YPM produck I Z5P WPM Tizate (cp) 3,11, 10330

UPLog | UP3ettings I YPM log I L3P I Certificates | License | Intetfaces | Containers SDFtwarEI

Mo kews Found, ;I

< En

PucyHok 161
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8. Bkrnagka Certificates nokasbiBaeT Bce 3apermctpmpoBaHHbie B npogykte CSP VPN Gate
CepTI/ICbVIKaTbI N ux cratyc.

Etlient information: spds01 -0l x|
Cliert: ID | spds01
Date af information I Tue May 22 23:45:49 2012 Refresh |
YPM updaker I VPN UPAgent 4. 1, 14503
YPM produck I CSP YPM Tizate (cp) 3.11.10330

UUPLog | UPSettings | WPM log I L3P | Keys I License I Interfaces | Containers | Software |

States:

1 State: Active C=RU,0=3-Tetra C3P,Cl=test, Ch=spds01 ;l
2 State: Acktive CMN=5-Terra CA
3 State: Active C=RU,0=5-Terra,lU=test, CN=gatel

Descriptions:

1 Status: local -~
Subject: C=RU,2=5-Terra C5P, OlU=test, Chl=spds01
Issuer: CN=3-Terra Ch&
Valid Fram; Maon May 21 17:39:39 2012
Valid to:  Tue May 21 17:49:39 2013
Wersion: 3
Serial number: 33 15 46 64 00 00 00 00 00 1C
Signature algorithm: GOST_R_341001_3411 (Crypto-Pra)
Public key: GOST R 341001(512)
Hash MDS: ZE 16 48 98 44 FA 20 23 0E 43 20 03 5C 66 1E 4F
Hash SHAL: A1 63 OE 41 76 39 44 B2 DF 63 DD D3 9F 51 AS 3948 56 D1 59
DP[0]: URI=http:/fwinZ003upserverfiCertEnrallf3-Terra%20C A, crl, URI=File: /1) \win20031UPServer| W CertEn
CRLI[O]: CN=5-Terra CA
Private key container name: ), \HDIMAGE \HDIMAGE! \wprspds01’
2 Status: krusted
Subject: CN=5-Terra CA LI

PucyHok 162

9. Bo Bknagke License oTpaxeHa nHdopmaums o JinueHsum Ha npoaykt CSP VPN Gate u
Kpuntollpo CSP.

ﬁ[lient information: spds01 ;lglil |
Client 10 | spds01
Dake Df inFDrmatiDn I Tue MEI':." 22 23:45:49 2012 REFrESh |
WPM updater I VPN UPAgent 4. 1.14503
Y praduck | 5P YPM Tiate fepl 3,11, 10330

Ackive license; ﬂ
CuskomerCode=test

ProductCode=&EATEL0OO

LicenseMumber=1

Licenseiode =55k s s i

CryptoPro license:
The bype of the license: DRY

PucyHok 163
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10. Bknapgka Interfaces cogepxuT nHcpopmaumo 000 Bcex ceTeBbLIX MHTepdhericax ynpaBnsiemMmoro
yCTPOWCTBa, Tabnuuy mapLlipytmusaumm, a pasgen Driver settings nokasbiBaeT HacTpouiku IPsec-

Apaviesepa.

Etlient information: spds01

=10l %]

Client 10 | spds01

Date of information I Tue May 22 23:45:49 2012

Refresh |

WPM updater I VPN UPAgent 4.1. 14503

VP product I TSP VPN TGate (cp) 3.11,10330

UPLog | UPSettings I VP log | LSP I Certificates I Kers I License Conkainers

Metwark inkerface setkings:

Logical netwark interface nekifo:

Pheysical name: etho

State: P
Indes: z
MTL: 1500

MAC addr:  00:0F:B0:91:67:D2
1P addr: 10.0.232.24 mask 255,255.0.0 brd 10.0.255.255

Uncontrolled physical interfaces:

Phrysical name: wland

Skate: P
Index: 3
MTL: 1500

MAC addr:  00:11:F5:78:BE:02
Wirtual device address:

1P addr: 1.0.0.1 mask 255,255,255,255 brd 0.0.0.0
KN

Driver settings:

pO_psize 100
pg_tos_mask 255
pg_do_jdle 0
pg_busy_interval 20000
pg_drop_low _pri 0
pa_drop_thres a0

PucyHok 164
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11. Bknagka Containers nokasbiBaeT CO3[aHHble Ha yNpaBrisieMOM YCTPOWUCTBE 3anpochbl Ha
CepTI/Id)I/IKaTbI, ncnonb3yemMble N Hencnosnb3yemble KOHTeIZHepr C KIto4eBbIMU NapamMu.

=10l x|

ﬁtlient information: spds01

Client 1D | spds01

I Tue May 22 23:45:49 2012

Refresh |

Date of information

WP updater I VPM UPAgent 4.1, 14503

YPH produck I 5P VPN TiEake {cp) 3.11.10330

JPLog LIF‘Settingsl 0= Iu:ugl LSF I Certificates I kKevs I License I Inkerfaces

container name; 11 \HDIMAGEYHDIMAGE | vprispds01
is used: TRLUE

PucyHok 165

12. Bknagka Software nokasbiBaeT AaHHble, BBEAEHHbIE aAMUHUCTPATOPOM Ans AocTyna K
yaarneHHomy cepBsepy.

=10 x|

ﬁ[lient information: spds01

Client IO | spds01

Dake of information I Tue May 22 25314549 2012

Refresh |

WP updater I VPM UPAgent 4. 1. 14503

WPM produck ICSF‘ YPH TEate (cp) 3.11.10330

UPLog | UPSettings | wPMlog | LSP | Certificates | Keys

TARGET=rdp

SERVER=50.0.10.112

USER=

OPTIONS=
MANUAL_CONNECTION_ALLOWED=YES

K3

PucyHok 166
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7. CueHapui HeygadyHoOro o6HOBNEHUA KNUEHTA

1. [Onsa npoBepku Heyaa4yHOro obHOBMNEHMS KNMEHTa yKaxnte HeBepHbIn agpec CepBepa ynpaBneHust
B HacTpovikax KnueHTa ynpasneHus. [Ing atoro Bo Bkrage Settings nameHute, Hanpumep, agpec
50.0.10.111 Ha agpec 50.0.10.112 n HaxxmuTe KHoMKy Save (PucyHok 167).

File Groups

Clients  Tools Help

Clients ~Settings |

ﬂ?PN UPServer console

—License

Pratlud: [UPDATERID

Mumber I 1 ——
—ICA certificate

Public key algarithm IGOST_341EIDI j

Lifetinne

Organization Lnik

Camrnon Mame

rganization O= I Test arganization

Orgarnization Unit Q= I Test organization unik Yiew, ..

Comman Mame = I UPServer Ch certificate <GUID= Create

Lifekime 1200 months List. ..
—Work certificate

Jrganization Q= I Test organization

Oll= I Tesk organizakion unit

CN= I UPServer work certificate <GUID >

I 12 months

View, .,
Renew

Imnpark. ..

—Defaulk server addresses

50,010,112

Read

Pl ekl Ll

Save

2. B okHe MpepynpexpeHue HaxmuTe kHomnky OK (PucyHok 168).

PucyHok 167

MpeaynpesaeH e

"j By AET COXpaHEH CAMCOK CETEERIX 3APECOE CEPEEpa DAHOENEHHA,

MNpoaonxHTe?

K, |

|

PucyHok 168
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3. CospainTte HoBoe OGHOBNEHME AN CYLLECTBYOLWEro kKnneHTa. Nepengute Ha Bknagky Clients u
Bblbepute onepauuio Update...

@H‘PN UPServer console

File Groups Clients Tools Help
Clignts |Settings|

List of groups  Lisk of clients

Al clients ~Clent 10 | Condition | ac... | apphi..| Administ... | Firetim... | Lasta..| Lastactiv... | Group |
IR || gaten active ) 0 enabled 21/05/20... OMLINE  50.0.10.110  Officel
i enabled i Z.,, 1,00, tice]
Show...
Properties, ..
Create, .,

Functions k

Get packages...
Enatle

Disable

Clear

Remove

PucyHok 169

4. B oTkpbiBlLEMCS OKHe Update client (PucyHok 170) 3agante daiin HacTpoek KnueHTa
ynpaBrneHusl, B KOTOPOM y>ke 3anncaH HeBepHbi agpec CepBepa ynpaeneHus. PacnonoxeHune
danna 3aBUCUT OT ONepaLmMOHHON CUCTEMBbI:

“C:\ProgramData\UPServer\csettings.txt” (HaumHas c OC Vista) wu

“C:\Documents and Settings\All Users\Application Data\UPServer\csettings.txt”.

Update client X|

Client ID | spdsil

Creation time | 5/23/2012 j | 3111148 FM =l

Product packane I E | |

¥ Do not send binary code of produck package

PAgent Folder I

UP&gent settings I C:Documents and Settingsiall Userstapplication Datk:

Extended data I

[ Send current UPServer Ca certificates ko client

PucyHok 170
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5. TMocne HaxaTtus kHonkn OK KoNM4ecTBO aKTUBHbIX OOHOBMNEHUI YBENMYNTCA Ha eOuHNLY, U Yepes
HEeKOTOpoe BPeMsi COCTOsIHME M3MEHUTCA C active Ha waiting.

E?PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  List of clients

- Client I | Cu:unditinnl Ac.., | .ﬁ.ppli...l .ﬁ.dminist...l Fire tim...l Lasta...l Last activ, .. | Gru:uup|

gatel active 1] enabled Z21/05/20,., OMNLIME 50.0.10.110  Officel
waiking 0 21105/ Z3iosfz,,.  1.0.0,1 Cfficel

=

PucyHok 171

6. Mone Toro, kak KnueHT ynpaBneHusi obHapyXuT 06HOBNEHUE, COCTOSIHWE M3MEHWUTCS € waiting Ha
updating.

ﬂ?PN UPServer console

File Groups cClients Tools Help
Clients |Settings|

List of groups  List of clients

Al clients ~ Clienk I0 I Cu:nnu:litiu:nnl ac... I .ﬁ.ppli...l .ﬁ.dminist...l Fire tim...I Lasta...l Last activ. .. I Group |
gated active 1] 1] enabled 21/05120,,, OQMLINE 50.0,10.110  Officel

spils] updating I 21/05/z0,,,  CONLINE 1.0.0.1 Office1

PucyHok 172

7. Tlo ucteyeHum HEKOTOPOrO BPEMEHM (E€CNM HACTPOWKU MO YMOMYAHUIO HE MEHSAMNNCB, TO NPUMEPHO
yepes3 6 MUHYT) cocTosiHWE u3meHnTca ¢ updating Ha failed (PucyHok 173) .

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

Lisk of groups  Lisk of clients

All clients ~ (lient ID| Cu:unditinnl .ﬁ.c...l .ﬁ.ppli...l .ﬁ.dminist...l Fire tim...l Lasta...l Last activ...l GroLp
8 Cffice gatel active 1] enabled Z21/05/20,., OMNLIME 50.0.10.110  Officel

=

spds1 0 enabled 21/05120,.,  OMNLIME 1,0.0.1 OfFicel

PucyHok 173
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8. CocrtosHue failed o3HavaeT, YTo KnneHT ynpaBneHnsi otBepr 0OHOBIEHNE N BEPHYIICS K CTapon
KoHurypaumm. NMpuynHel HENPUATUS OGHOBNEHNST MOXKHO MNOCMOTPETb, OTKPbIB OKHO MHGOpMaL MK
0 KnneHTte (Show B KOHTEKCTHOM MeHto — (PucyHok 174)), n Bo Bknagke UPLog - nor onepaumm
o6HoBrneHns (PucyHok 175).

E?PN UPServer console

File Groups Clienks Tools Help
Clients Igettingsl

List of groups  List of clients

Al clients ~ient 10 | condtion | &c.. | epoi.. | Adwirist.. | Firetim., | Lasta.. | Lastactiv... | Group
g8 CFfice1 gatel ackive ] o enabled 21/05/20,,, CNLIME 50,0,10,110  Officet
:. 210512 ONLINE ~ 1,0.0,1 Office

Properties. ..

PucyHok 174

Etlient information: spds01 - 10| x|
Client 1D | spds0O1
Date of information | Wed May 23 19:52:30 2012 Refresh |
YPM updater I VPN UPAgent 4. 1. 14503
YPM product I 5P WPM TiGake (cp) 3.11,10330

LPLog ILIF‘Settingsl VPR In:ngl LSF I Cettificates I Kews I License I Inkerfaces | Conkainers | Software

Wed May 23 19:52:28 2012 ERR R=ERR Oukput of command: ooon Tt e
Weed May 23 19:52:28 2012 ERR. R=ERR BEGIMN

Wed May 23 19:52:28 2012 ERR.  R=ERR % Total % Received % xferd Average Speed Time
Wed May 23 19:52:258 2012 ERR R=ERR Dload Upload Total Spemt  Lefk Sp
Wed May 23 19:52:25 2012 ERR R=ERR OO0 0 0 00 0 0 O-i--i--=j=-im---ie-i--
Wed May 23 19:52:28 2012 ERR.  R=ERR EMC

Weed May 23 19:52:28 2012 ERR. Error: Cannok connect to server (settings file fopk/UP&gent/updates /000
Wed May 23 19:52:28 2012 ERR END

Wed May 23 19:52:29 2012 NOTICE UPClient skake is put in restaore

Wed May 23 19:52:29 2012 NOTICE UPClient skake is put in send_bad_report

-

« | o

PucyHok 175
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9. [Ins OTMeHbl Heyaa4YHOro oGHOBNEHUST AN AAHHOIO KNMEHTa B KOHTEKCTHOM MeHH0 BbibepuTte
npeanoxenune Clear (PucyHok 176).

E?PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  List of clients

Al clients ~Client I | Condition | &c... | appli.. | aAdwinist... | Fire tim... | Lasta.. | Lastactiv... | Group |
/i 1 qgatel active ] 0 enabled 21/05§20... OMNLINE 50.0.10.110  Officel

Show. ..
Properties. ..
Creake, .,

Update. ..
Functions 4
Get packages, ..
Emable

PucyHok 176

10. Bblgaetcsi npegynpexaeHve ¢ npocbbov noaTBepanTb yaaneHue BCexX He NPUMEHEHHbIX
obHoeneHun. Haxxmnte kHonky OK (PucyHok 177).

Mpeaynpes: s eHde 5[

' Bce AaHHBIE O HE NPHMEHEHHEL: OAHOBNEHHAX KIHEHTa:
W spds01
By AYT Y AaNEHE!,

MpoAon#HTE?

8]4 |

PucyHok 177

11. MNocne 3TOro KONMYeCcTBO akTUBHBIX OOHOBMNEHWUI CTAaHET paBHbLIM HYITIO U Yepe3 HEKOTOPOE BpeMS
cocTosiHme uamenutcs c failed Ha active (PucyHok 178) . B 3TOM COCTOSIHUM KIMEHT roToB Ang
nocregyLwmx 0OHOBMEHUNA.

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups  List of clients

Al clients “ (lignk ID | Condition | AC... | Appli .. | Adrminist. .., | Fire Eimn. .. | Last a.., Last ackiv. .. | Sroup
R Cffice1 qgakeld ackive 1] 1] enabled 21/05/20,,, ONLIMNE 50.0,10,110  Officel
spds0l arl 0 0 enabled ‘ Iz, 1.0.01 Officel

PucyHok 178

12. He 3abyabTe n3ameHuTb agpec CepBepa ynpaBreHus BO Bknagke Settings Ha npaBuiibHOE
3Ha4eHue.
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8. CueHapuu oOHOBNEHMA cepTU(IUKATOB Ha YCTPOUCTBAX

CueHapuii nepexofa Ha HOBbIW NOKanbHbIA cepTUdMKAT Ha YyNpaBnsgemMoM YyCTPONCTBE OCYLLLECTBMSETCS B
HECKOINbKO 3Tanos:

1. Ha CepBepe ynpasrneHus Ans KnneHTa nogrotoBbte OOHOBMNEHME, KOTOPOE BKMOYaeT B cebsi
CrnyyanHyo nocrnegoBaTeNbHOCTb YMCEN, UMS KOHTENHEpa A1 KMHYeBOW Napbl U Naposb Ha 3TOT
KOHTENHEp

2. KnueHT ynpaBneHusi ckayaeT NOAroToBliEHHOe 0GHOBIIEHUE U HA YNpaBisieMoM ycTpoiicTee GyaeT
co3faHa KntoyeBas napa 1 3anpoc Ha cepTudukaTt

3. Ha CepBepe ynpaBreHnsi NOsIBUTCA HOBasd MHPOpPMaLUUS O KINMEHTE - cO34aH KOHTENHeEp C
KrnoYeBON Napow 1 3anpoc Ha ceptudmkat. Ckonupyite 3anpoc ¢ CepBepa ynpaBneHus u
oTnpaBbTe B YoocToBepsiowmn LieHTp, a 3aTemM nonyyute nokanbHbI cepTudmkaTt ans KnmeHTa

4. Ha Cepsepe ynpaBreHusi NoaroToBbTe 0GHOBMEHNE, BKITHOYalOLLEe HOBbIV NOKarbHbIN
ceptudukat, CA cepTndmkaTt n NOAKOPPEKTMPOBAHHYIO MONUTKKY 6e3onacHOCTM Ans AaHHOMo
KnueHTa, ecrnv HeobxoamMmo

5. KnueHT ynpaBneHus ckadyaeT HoBOe OOHOBMNEHNE U NMPUMEHUT €ro.

B naHHOM CcueHapuun Bce OencTens No o6HOBEHMIO CepTI/I(*)I/IKaTOB Ha yCTpOVICTBaX OCyLleCTBNAKTCA
yoaneHHo.

8.1  CoszpaHue o6HOBNEHMA ¢ NapameTpaMu Kno4YeBou napbl U 3anpoca
Ha cepTudukar

1. Ha CepBepe ynpaBneHusi cpasy Ans OBYX YCTPOWCTB co3aanTe 0OHOBMNEHMS - co3aHue KIoYeBon
napbl 1 3anpoca Ha cepTudmkaTt Ha 3Tux ycTporcTeax. NosTomy Bbigenute B Tabnmue CTpoKU C
KnueHTamu 1 BbibepuTe NpegnoxeHne Functions — Key pairs — Generate (PucyHok 179).

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List af groups List of clients

.ﬁ.!l clients | Cu:unditiu:unl F'.l:...l

|:::|FFi|:E=1

Show.
Properties. ..
Create, ..
Update. ..

Functions
Get packages. .. Log k Remove. ..
Enable
Disable
Zlear

Remove

PucyHok 179
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B oTkpbiBLEMcS okHe (PurcyHok 180) 3anonHuTe TOMbKO ABa Nons — 3agante naposb Ha
KOHTEeWHep 1 ero NOATBEPXKAEHWE, B KOTOPLIV ByAeT pasmelleHa knoyeBas napa Ans fokanbHoro
cepTudukara.

Make key pair x|

lient 10 | gatel, spds0l

Creation time | (282012 j | 813113 PM =

Container narne I

ontainer password I Hhokkk

Confirm password I N

Certificate subject I CM=Certificate of client “UPAgentID%:
(04 I Cancel

PucyHok 180

OkHo Make key pair nmeet cnegytoLime nons:

+ Creation time — Bpems, korga Cepsep ynpasneHus caenaet OCTYMNHbIM A58 KMeHTa
obBHOBMNEHNe, cogepxallee HeobxoanMble AaHHbIE AN CO3AaHNA KIMHOYeBOW napbl 1 3anpoca
Ha cepTudmkar

+ Container name — UMs KOHTelHepa Ha YCTPOICTBE, B KOTOPLI ByAeT 3anucaHa Krovesas
napa. Ecnu aTo none He 3agaHo, To UMs KOHTeliHepa GyaeT nono6paHo aBToMaTUYECKU

+ Container password — naponb ang 3awuTbl KOHTeNHepa. Ecnu 310 Nnone He 3agaHo, TO
naponb Ans KoHTevHepa BygeT cyntaTbCs NycTbiM

¢ Confirm password — none a4ns NoBTOPHOro BBoAa napons. [lofmkeH coBnagaTb CO
3HaveHueMm Container password

+ Certificate subject — cTpoka, ucnonb3yemas B kadectse nons Subject npu cosgaHum
3anpoca Ha cepTudukaTt. B aToN CTpoke MOXHO UCMOMNb30BaTbh MakpoChl, Takue Kak
%UPAgentiD%, %UPAgentGroup% v T.n, kOTopble 6yayT 3aMeHeHbl Ha UX 3Ha4YeHus (CMUCOK
MaKpOCOB, KOTOPble MOXHO MCMOSb30BaTb, COBMNagaeT C NnepemMeHHbIMU, NepeaBaemMbIMU B
canin cook.bat npu ero 3anycke).

Mpun HaxxaTum kHonkmn OK npeanaraeTcs BbINOMHUTL «Buonornyeckyo» nHnguanusaumio JCH —
NMOHaXXMManTe KraBuLLIM Uy nepemellanTe ykasaTtens Moiwn (PucyHok 181). Ecnn Ha CepBepe
yrnpaBneHus ycTaHoBneH annapatHbii JCY, To gaHHOe OKHO He BbIBOAMTCS.

KpunTollpo CSP ﬂ

0:09:08
BHOAOrMUECKHA AATHHE CAYHaMHEL: YHCER

HamMMaHTE KNABHLM K I'IE-'DE-'MELIJ.EIHTE-‘ YKasaTenb
MBI H34 3THM OKHOM A0 TEX Nop, NoKa KNHY He 5';.".|'J.ET
CoOzA3aH...

INu:une|

[TT11]
OTHMEHS |

PucyHok 181
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4. Tlocne atoro B Tabnuue NosiBATCA HOBblE OBHOBIEHNS C NapameTpamMu KNoYeBbIX nap 1
KOHTEWHEepOoB AN AaHHbIX KIMeHTOB (PucyHok 182). KonuyecTBo akTMBHbLIX 06HOBNEHMIN (cTonbey,

Active updates) yBenuuutcs Ha eguHuly. Ha pucyHke BUaHO, 4To KnNneHT ynpasneHus ¢
LleHTpanbHOro LWo3a ckadan obHOBMNEHME U NMPUMEHNI €r0 — KONMYECTBO NPUMEHEHHbIX

0OHOBNEHUI YBENNYMITOCE HA €OUHNLLY.

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups List of clients

Al clients ACIi...l Cu:unditiu:unl .ﬁ.c...l | Ad... | Firetimel:u...l Lastac...l Last ackive, ..
W Ciffice 1 i 0.0.10.110

Group

PucyHok 182

5. Ha Cngc «MNOCT» ans nonyyeHns obHoBneHus nepengnte B ADMUHNCTPATUBHBIN PEXUM.

6. Yepes HekoTopoe Bpemsi o6HoBreHne Ha CMOC «MOCT» GyaeT npMMEHeHO, YTO OTPa3nTCs B
Tabnuue Ha Cepsepe ynpasneHus (PucyHok 183).

@H‘PN UPServer console

File Groups cClients Tools Help
Clients |Settings|

List af groups List of clients

i, | Cu:unditiu:unl .ﬁ.ctiveupdatesl .ﬁ.ppliedupdatesl ad.., | Fire time I:|| Last au:...l Last active

gatel ackive 0 1 enabled  22/03/2013 ... OMNLINE 20.0.10.110
2 3 g 1.0.0.1

spds0l  active 0 enabled

PucyHok 183

8.2  Co3pgaHue Ha KNueHTe KNKYeBOMW Napbl U 3anpoca Ha cepTudmkar

B pesynbTaTe 0OHOBMNEHUI HA KaXX4OM YCTPONCTBE ByaeT co3faH KOHTEMHep C KIToYeBOW Napon 1 3anpoc
Ha NnoKarbHbIN cepTudmMKaT, KOTOPbIE MOXHO yBMAETb Ha CepBepe ynpaBneHus.

1. [ns BblgeneHHoro KnMeHTa B KOHTEKCTHOM MeHIo Bbibepute npeanoxeHne Show.

@H‘PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

List of groups List of clients

.ﬁ.!l clients ~li,,, | Zondition | Active updates | Applied updatesl Ad. .. | Fire time b. .. |
- || gaten ackive 1] 1 enabled  22/03/2013 ...
zods01  ackive 0 22032013 ..
| show... |
Properties, ..
Create, .,
Update. ..

PucyHok 184
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Tr'_r'l:lienl: information: spds01 - |O] =
343

Clignt 10

Diake aof information I Thu Mar 29 15:03:21 2012 Refresh |

YPM updater

YPH produck

IUPLog LIF‘Settingsl YRR In:ngl L5P I Certificates I Keys I License I Inkterfaces Containers |Sn:|Ftware I

I spds01

I VPN UPAgent 4.1.14503

|c5p VPN TGate (cp) 3.11.10330

container name: i, \HDIMAGEYHDIMAGE vpndf 737 c49 ;I
is used: FALSE

password id: CF4047C3-88C5-4954-B362-35F 1 C6AFD4DE

u:ertiFiu:ate sub'ect Cr'-.l Certificate af client spds01

container name: |\ \HDIMAGEYHDIMAGE |\ wpn0100
is used: TRLE

PucyHok 185

2. Bo Bknagke Containers gnsa BblAeneHHOro KNnMeHTa nosisuniack 3anmcb 0 Co3gaHHOM KOHTeVIHepeZ

¢

¢

container name — nms co3gaHHoro KoHtenHepa Ha CrNAacC «MOCT»

is used: FALSE — npusHak Toro, 4to KOHTENHep eLle He ncnonesyetcq npogykrom CSP VPN
Gate

password id — yHMKanbHbIN nAEHTUMMKATOP Napons K KOHTEWHepy

certificate subject — cTpoka, koTopas ucnonb3oBanacb B ka4ecTse nonsa Subject npu
co3faHuu 3anpoca Ha ceptudukar

Terno 3anpoca Ha cepTudmkar.
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8.3  CospaHue ceptudukara

1. Ckonupynte n3 Bknagku Containers sanpoc Ha cepTudukaT u nepegavite ero B YL, ucnonb3sys,
Hanpumep, cpeacTtea Microsoft Windows CA, kak 6bino onucaHo paHee (PucyHok 64). Beibepute
oTnpaeky 3anpoca B opmaTte PKCS#7 nnn PKCS#10 1 BcTaBbTe B Hero 3anpoc (PucyHok 186).

/3 Microsoft Certificate Services - Microsoft Internet Explorer I [
File Edit ‘Wiew Faworites Tools  Help | -f
i Back ~ J - [x] (2] ~ | ' Search - - Favorites 42 | - s =

Address @http:,l',l'lE?.El.El.l,fcertsrv,l'certrqxt.asp j Go | Links **

Microsoft Cerificate Servi - S-Terra CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CTWC or PKCS #10
certificate request or PKCS #7 renewal request generated by an external source (such as a
Wyeb server) in the Saved Request box.

Saved Request:

Base-B4-encoded |MIIEGTCEYQIBAD AnMS U InTDVOODExxDZXI0aWZp
cetificate request |e3Bke 2 AXMGMYHAYGKoUDAYITHE IGEyqF AWICIWEG

(CMC ar Z1x+thNif72/dse7MEnt4IbxOTzf5x2mIEL 39Kk

PKCS #10 or J7r EVHrboEVA L fwio Eulwgh | A0BgkahkiGowlE

PKLCS #: fwQEAwIEaDATBngHSUEDDAKngngEFBQgCAji;|
4| | b

Browse for a file to ingert.

PucyHok 186

2. Co3spgaHHbIV NokanbHbIA cepTudmkaT onsa spds01 coxpaHute Ha CepBepe ynpaeneHus, Bbiopas
Download certificate (PucyHok 187).

Microsoft Certificate Services -- 5-Terra CA Home

Certificate Issued

The certificate you requested was issued 1o yol.

& DER encoded or ¢ Base B4 encoded

Download certificate
—==d Downlogad certificate chain

PucyHok 187

3. BbInonHuTe onucaHHble onepaunn Takke Anga knueHTa gate0 u cosganTe Ang Hero HoBbIN
nokarnbHbI cepTudukaT, coxpaHmnB ero Ha CepBepe ynpaBreHus.
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8.4

1. Ha CepBepe ynpaBneHus BblAenUTe 04HOMO KINMEHTa N B KOHTEKCTHOM MEHLO BblbepuTe
npeanoxenne Update (PucyHok 188).

E?PN UPServer console

File Groups Clients Tools Help

Co3pnaHue 0OHOBNEHUS C HOBbIM CepTUMKaToM

Clients I Settings |

List of groups Lisk of clients

~cli.., | condtion| a&.. | a..

| ad...

| Firetimeh...l Last ac...

all clients

I (e 1

gakel

spdsi1

ackive

ackive 1] 1

Show...

CINLIME
29/03/20,.,

Properties. ..
Create, .,
Update. ..
Functions

PucyHok 188

2. B otkpbiBwemcs okHe Update client HaxxmuTe kHonky E.

Update client x|

Client 10 | gatel

Creation time | 3129/2012 j | 7121113 PM —

Product packane I
¥ Do net send binary code of product package

UPAgent Folder I

LPAgent settings I

El/E1|E

Extended data I

[ Send current UPServer CA certificates ko client

(0] 4 | Cance|

PucyHok 189

Copyright © S-Terra CSP 2003 -2015 104



C-Teppa KI 4.1

3. Bongute Bo Bknagky Certificates, ykaxute HoBbIi CA cepTudmKaT, ecrnm OH U3MEHUIICS, U
nobaBbTe HOBbIN NOKanbHbIN cepTuduKaT Ans LeHTPanbHOro LWo3a.

=EY

File Mode

YPM product IS-TEH’E Gate 4.1 j Crypho provider ICr}.-'ptl:lF'rl:l j

L5P Certificates |Keys I Setkings I License I Inkerfaces I RMG container I Software I

Trusted C4 certificates

d

Subiject | Issuer | Setial Mumber | LTI
CH=5-Terra Ca CH=5-Terra Ca SOFeSF 39 AC B0 4.,

add. ..

Remove

Local certificates

L

Subiject | Issuer | Setial Mumber | Conkainer name Madify. ..

C=RIJ,L=Mascam, ... CN=S-TerraCh 173672 A9 ... \\.\HDIMAGE\HDIMAGE, wproo1
CM=Cerkificate of cli,,, CN=5-TerraCh 17 6E 244D ... 11 HDIMAGEIHDIMAGE! \wpndF731efa

Add. ..

Remove

i

PucyHok 190

4. Crapblii NoKarnbHbIA cepTuduKaT yaanure.

i ¥PN data maker - 0] x|
File Mode
YPM produck IS-TEH’EI aake 4.1 j Crypho provider ICr";.-'ptDF‘r'l:l j

LSP Certificates |KE‘;.-'S I Setkings I License I Inkerfaces I RME conkainer I Software I

Trusted CA certificates

d

Subject | Issuer | Serial Mumber | =TT
CH=5-Terra Ca CH=5-Terra Ca SOFeSF 39 AC B0 4.,

Add. ..

Hemove

Local certificates

f I

Subiject | Issuer | Setial Mumber | Conkainer name Madify. ..
ChN=5-TerraCé 17 BE 24 40 .., 4, HOIMAGE \HDIMAGE | \vpr4f731ef9

CMN=Cerkificate af cli, ..

Add. ..

Remove

PucyHok 191
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5. Bo Bknagke LSP cnegyeT BHeCTM n3MeHeHus B CTpyKTypbl CertDescription local_cert_dsc_01 u
IdentityEntry, CBA3aHHbIE C OKanbHbIM cepTudmkatom. BHecute HoBoe 3HaveHue nons
Subject, ecnun oHO M3MEHMIOCB, U HOBLI CEPUINHBIA HOMep cepTudmkaTta (PucyHok 192).

Crtpyktypa CertDescription local cert dsc 01 onucbiBaet

nona JnokanbHOro

ceptTucdmkata M TOMbKO MpU Hanuyuu Takoro ceptudukata B 0ase npoaykra, 6yayr
CTPOMTBCHA 3alUMLLEHHblIE COEAMHEHMs C MapTHepamu, 3adaHHble [OaHHOW MNONUTUKON
6esonacHocTn. B cTpykType IdentityEntry 3agaeTcs 3HadeHue uaeHTudukaTopa,

KOTOpOE AOIMKHO ObITh NepedaHo napTHepy. Haxmute kHonky OK.

@\I‘PN data maker

Filz= Mode
YRR produck IS-TErra Gake 4.1 j Cryplo provider ICI":."DtDPI’I:I j
L5P |CertiFicates | Keys | Setkings I License I Interfaces I RMG conkainer | Software I

[ LSF Format is cisco-like

=101 x|

GlobalParameters |
Title = "This LSP was automatically generated by S-Terra KP (cp) ak 2012.03.23 12:28:37"
Wersion ="4,1"
CRLHandlingMode = EEST_EFFORT

i

LDAPSEttings |
ResponseTimeout = 200
HoldConnectTimeout = &0
DropZonnectTirmeout =5

=5-Terra i_5P, OU=Development, CN=gatel"

opment, Chl=gatel"

Terra CSP, Cl=Dey

Il
CertDescription partner_cert_dsc_01{

]

AuthMethodaSTSign auth_method_01¢
Localll = auth_identity_01
LocalCredential = local_cert_dsc_01
RemaoteCredential = partner_cert_dsc_01
SendrequestMode = AUTO
SendCertMode = AT

IKEParameters
DefaultPort = 500
SendRetries = 5
RetryTimeBase = 1
RetryTimeMax = 30
SACreationTimeMax = 60
InitiakorSessionsMax = 30

|»

i

|«
Load From File. .. | Check |
Run \Wizard. .. | O I Cancel |

PucyHok 192

3ameyaHue: Ecnu Bbigenutb B Tabnue y4eTHble 3anvcu cpady obenx yCTPOMUCTB Y NMPUMEHUTL K HUM
onepauuto Update, To oTpegaktupoBaTb LSP ons kaxxgoro yctpoincTea He OyaeT Bo3aMoXxHocTH, LSP ans
Bcex OyaeT ogHa v Ta xe. B uensax TectupoBaHus 06GHOBMNEHWS cepTUdUKATOR 45151 BOMbLLIOro KonnyecTea
YCTPOWCTB, B LSP MOXHO y6paTb 3aBUCUMOCTb OT KOHKPETHOro cepTudurkaTa - 6yaeT ucnonb3oBaTbCs
none Subject TOro cepTugukaTa, KOTOPbIN NEXUT B Base NpoaykTa, HO B 3TOM cny4ae 6e30nacHoOCTb
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J0CTyna K yaaneHHbIM cepBepaM 6yaeT cHukeHa. [1ns 3Toro BMECTO ABYX CTPYKTYp Hago BHECTM
CrieaytoLLyio OOHY CTPYKTYpPY:

IdentityEntry auth identity 01 (
DistinguishedName *= USER SPECIFIC_ DATA
)

6. dann c gaHHbIMK Ans ooHoBneHus ceptudukatoB B npoaykte CSP VPN Gate cosgaH, Haxmute

OK.
x

Client 10 | gateD

Creation time | 31292012 j | 7:21:13 FM —

Product: package I CDacuments and Settingsiall Users)dpplicatior

¥ Do not send binary code of product package

UPAgent Folder I

LPAgent settings I

Extended data I

[ Send current UPServer CA certificates ko client

(] 4 | Cancel

PucyHok 193

7. OB6HoBRNeHVe NOAroTOBMEHO Ans ckaynBaHus. [locne obHoBNEeHUs cepTumKaToB Ha LEeHTpansHOM
Lwino3e yvyeTHas 3anuck byaet umeTs Bug (PucyHok 194).

@ ¥PN UPServer console

File Groups Clients Tools Help
Clients |Settings|

Lisk of groups List of clients

ACIi...l Cu:unditiu:unl .ﬁ.l .ﬁ.l ad, .. | Firetimel:u...l Lastac...l Lastactive...l Gru:uupl

gatel ackive I enabled 290032013 ... OMNLINE Officel
spds0l  active 1] 1 enabled Z2Zj03J2013 ... 29/03/z20... 1.0.0.1 Officel

PucyHok 194
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8. BbibpaB B KOHTEKCTHOM MEHI0 onepaumio Show, MOXXHO NPOKOHTPONUPOBATb, YTO HOBbIE
cepTudukatbl 3apeructpupoBaHbl B npoaykte CSP VPN Gate u ncnone3sytoTtcd, npocmatpuBas
Bknagkm Certificates (PucyHok 195) u Containers (PucyHok 196).

ﬁtlient information: gated O] x|
Client, ID | gated
Dake of informakion I Mon Apr 2 16:15:54 2012 Fefresh |
YPM updater I VPM UPAgent 4.1, 14503
YPM product ICSF‘ WP TGate (cpd 3,11, 10330

JPLog LIF‘Settingsl 0= Iu:ugl LSF | kKevs I License I Interfaces | Containers | Software I

Skakes:

1 Skate: Active CN=5-Terra CA ;I
Z Skate; Ackive CH=Certificate of client gated
3 Skate: Inactive C=RU,CN=5-Terra

It is certificate requesk,

PucyHok 195

Etlient information: gated -10| x|
clignit ID | gaten
Date of inFarmation I Mon Apr 2 16:18:54 2012 Refresh |
WPM updater I VPN UPAgent 4. 1. 14503
WP product ICSF‘ YRR Tizate (cp) 3.11.10330

LPLog | UPSettings I YPH log I LSP I Certificates I kKeys I License I Interfaces

container name: ). \HOIMAGE\HDIMAGE) | wpn4f 731 M2 -
iz used: TRLE

password id: FD67EAIS-FI3C-4360-EFFD-7BCE93266342

certificate subject: CH=Certificate of client gated

----- BEGIN CERTIFICATE REQUEST-----
MIIBGDCByAIBADAMMSOwIgYDVOQDE Kk DZ Y I0aWEpY 2F0ZSEvZiBibaIbndg

ZZFOZT A zheBgY ghOMCARMWEgYHKaUDAGLADYHKoUDAGIEAQNDA AR ADK y

PPCOFKZy 1 FrDAjSxuax SRIEW FBs JF kR YwzZm-+IIR 4rDE 1 SRM3E 1 HLMKEL D

wII9kr 7-+85h 194rHahd A7 AgAZMDOECSqGSIEIDOEIDERMC WD Y DVROPAOH]

PucyHok 196

9. TlogrotoBbTe OOHOBIEHUE C HOBLIM FIOKalbHbIM CepTVI(bVIKaTOM anga KnneHTta spds01 no
aHanormM4yHomy cueHapwuio.

10. Ha atom npouenypa oGHOBNEHMs cepTUdMKATOB 3aBepLUeHa.
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9. Tlpynnosble onepauuun Ha CepBepe ynpaBneHus

B T86]'IVILLe Ha CepBepe ynpasneHna MOXHO BblAeJIUTb HECKOJIbKO KIMUMEHTOB N NPUMEHUTb K HUM
onepauun meHto Clients, 3a ucknioyeHvem Create n Get package (PucyHok 197).

@H‘PN UPServer console =

File Groups Clienks Tools Help
Clignts |Settings|

List of groups List of clients

Al clients ~cli... | condtion | ac..| .| ad.. | Fretmeb... | Lastac.. | Lastactive...| arc
.o gated  active 0 0  enabled 22/03(2013... ONLINE 50.0.10.110  OFfic_
e Sl By ey e, o pres =

Properties. ..
Create, .,

Update. ..
Functions g

Get packages. ..
Emable

Disable

Zlear

Remove
) -
1| | |

PucyHok 197

Kaxabli KNMEeHT Ha CepBepe ynpasJieHUA Co3gaeTCA OTAENIbHO U O5A KaXXA40ro KrnneHTa CKpUnTbl Ans
WHCTaNnAuunm n nHngmnanmsaumm co3garTca oTAaesbHO.

OcTtanbHble onepauny MoryT NpUMeHATbCA K nobon BblaeneHHon rpynne KrimMeHTOB.

Moapo6Ho onepaunn meHto Clients onucanbl B pasgene «MeHto Clientsy» rnaebl «OnucaHue nHtepdeinca
CepBepa ynpaBneHus».

Mpu BbIOOPE onepaumn Update Ans HECKONbKUX KIMEHTOB OyayT co3faHbl OAMHAKOBbIE 0OHOBMEHMS.
lMocne npuMeHeHns 3Tx OBHOBNEHUI KNMEeHTbl ByayT UMeTb, Hanpumep, OOUHAKOBYHO NMOMUTUKY
BesonacHoOCTW, OAVNHAKOBLIN CNUCOK NPeAonpeaeneHHbIX KIoYen 1 nokanbHblx cepTudurkartos. Ecnv B
6a3e npoayKTa NexuT CANCOK MNoKarnbHbIX CEPTURMKATOB, KITMEHT HE CMOXET C0o34aTb COeaANHEHNE C
napTHepoOM, Tak Kak bygeT ncnonbL30BaTbCHA NepBbIv cepTudumkaTt cnucka. Ytobbl n3bexarb Takmx
npobnem ¢ nokanbHbIMK cepTuduKkaTamm, UCNONb3ynNTe WaboH NpoekKTa, NPy KOTOPOM NPOUCXOANT
oTOOp nokarnbHOro cepTudukaTa U3 cnmncka As Ka4oro knueHTta npu obHoeneHumn. Takon otbop
nokanbHOro ceptudukaTa BO3MOXEH TOMIbKO NPWY HaNn4ymMu Ha ynpasnseMoM YCTPONCTBE 3anpoca Ha
foKanbHbI cepTUdUKaT, KOTOPLIN 1 OyAeT UCNonb3oBaThCA AN MOUCKa HY>KHOro cepTudmkaTa n3 cnucka.

91 Co3paHue wabnoHa npoekTa

1. He Bbigenssa B Tabnvue KIMEHTOB, B MeHI0 Tools BbibepuTe npeanoxenune VPN data maker
(PvicyHok 198).

ﬁVPN UPServer console

File Groups Clients IIOOIS Help

Clients | settings |

List of groups List of clients

PucyHok 198
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2. B oTkpbiBweMcs okHe VPN data maker 3anonHute Heobxoammble BKNagku (Mnm mcnonb3ynte Run
Wizard) gns Hactponkn npogykta CSP VPN Gate (PucyHok 199).

T?PN data maker - |0 =
343

File Maode

YR product [ R R = Crypho provider ICryptDPrD j

L5P |Certificates I keys I Settings I License I Interfaces I RMGE container I Software I

[ LSP Format is cisco-like

1l

Load Fram File. ..

Check, |

Fun wWizard. .. | Zancel |

PucyHok 199

3. Bo Bknaake Cerificates MoXHO 3agaTtb CNMCOK NOKanbHbIX CePTUUKATOB, AN KOTOPLIX 6binn
CO3/1aHbl 3anNpocCkl Ha KIMEHTaXx, CNUCOK CEPTUEMKATOB NapTHEPOB, CMIUCOK YAaneHHbIX
ceptucukatos (CRL).

_(O] x|

File Mode

VPN produck | CSP YPN Gate 3.11 ontoken ¥|  Crypta pravider |CryptoPro

LSP Kews I Setkings I License I Interfaces I RMG conkainer | Software I

Trusted CA certificates

Subject | Issuer | Serial Mumber | MIEW. ..

A

CM=5-Terra C& i_M=5-Terra C& 59 F6 5F 39 AC 60 42 5047 03 446, .,

&dd. .

Remove

Local certificates

I

Subiject | [ssuer | Setial Mumber | Conkainet name Madify ..

Z=RU,l=Moscow, CN=5-TerraC& 13FD1BZ3000... *
Z=RU,l=Moscow, CN=5-TerraCh 6l10E3BO1O000.,., *
Z=RU,l=Moscow, CN=5-TerraCs 1CeDCE4B0OO00.., *
=R, l=Moscaw, CMN=3-TerraChA 17 6EZ244D000.., *

&dd. ..

Remove

Femote certificates

[ L

Subject | Issuer | Serial Mumber LTI
CM=Certificate of client,,, CN=5-Terra CA 6l CZCIECOOO00M,.,
Add. ..
Remave |
CRLs
Issuer | Effective date | Mext update =TT |
Add. .. |
Remaoye |
PucyHok 200
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Mpun 3agaHuK nokanbeHbIX cepTudmkaToB nosienaeTcs okHo Certificate description (PucyHok 201),
B KOTOPOM HaZo yka3aTb MMsi KOHTEHepa M Naporib K HEMY Ha ynpaBrsieMoM yCTponcTBe. B aTmx
OBYX NOMSIX MOXHO yKa3aTb 3HA4YeHMe «*», KOTopoe npu npMMeHeHun obHoBneHnsa GyaeT 3aMeHeHo
Ha AeNCTBUTENbHOE 3HAYEHME.

Use this container name and this password as default — npu yctaHoBke 3TOro conaxka u npm
yKasaHuu B Nonsax «*», Ans rpynnosou onepauun nobasneHns ceptudmnkaTtoB 3TO OKHO GyaeT
NosIBNSATLCH TONbKO OAMH pas.

Lertificate description x|

Field | Yalue |
Version 3

Serial number 17EE 244000000000 Q0 11

Signature algorithm GOST_R_341001_3411 (Crypko-Pro)

Issuer CN=5-Terra Ca

Yalid From Thu Mar 29 18:00:59 2012

Walid ko Fri Mar 29 181059 2013

Subject Ch=Certificate of client gatel

Public key GOST B 341001(512)

alk-subject <Monex

Hash MDS 43 A2 D3 EE 4582 30 09 2D 1E 93 E4 73 AB SF 52

Hash SHAL FEICEE FFICDO93 16 1B AD C3 06 6B 24 90 81 22B...

key container name ﬁ

kKey container passwiord I *

™ Use this container name and this password as default

| Ik I Zancel

PucyHok 201

4. 3anonHuB HeobXxoAMMble BKNaku, nepenante B pexxum wabnoHa npoekTa, Bbibpas B MeHto Mode
npeanoxenune Enable template mode (PucyHok 202).

ﬁh‘PN data maker _{O] x|

File | Mode

Enable template mode
YPh T celert template data, .. token ¥ Crypto provider I":r\-”:'t':'ljrD j

LSP I Certificates I Keys I Setkings I License | Interfaces I RIMG container  Software |

—ser karget sofftware

Software bype IRDF‘ client j

Software server address I 50.0.10.112]

Software user name I

Software options I

—ser privieges

W allovs manual network connections

Run Wizard. .. | ok I Cancel

PucyHok 202
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5. Barem B MeHo Mode BbibepuTe npeanoxeHune Select template data (310 npegnoxeHue
[OCTYIMHO TOMbKO B pexume wabnoHa npoekta) (PucyHok 203) .

il
Filz | Mode

v Enable template mode

YRR Crypta provider ICr'ﬂ:utnF’ru:u j

L5P I Certificates I Keys I Setkings I License | Interfaces | RMG container : -

—ser barget software

Softhware bype IRDP client j

Saftware server address IEE'-E'-W-112

Sofbware User mame I

Sofbware options I

Lser privileges

I¥ | llovs manual network conmections

Run Wizard. .. | 0k I Cancel

PucyHok 203

6. [MosiBunock okHo Update data types co CnMCKoM AaHHbIX, KOTOpble MOryT BXOANUTb B LUAbMnoH
npoekta (PvucyHok 204). NomeTbTe hnaxkom gaHHble, KoTopble OyayT BxoauTb B WwabnoH. Mpu
NpYMeHeHNM 0OHOBMEHMS, CO34aHHOIO C UCMOb30BaHNEM LIABOMNOHA, TONMBLKO BXOASLLINE B HETO
OaHHble OyayT M3MEHSITLCA Ha KIUeHTe.

x
v L3P
¥ Trusted certificates
¥ Local certificates
V' Remote certificates

[ cRLs

[ Preshared keys

V¥ Log settings!

S oo e

[~ DDP settings
(8] 4 I Canicel

PucyHok 204

CocrtaB okHa Update data types:

LSP — npu ycTaHoBKe chriaxkka NokanbHas nonutnka 6e3onacHoCTu, ykasaHHas Bo Bknagke LSP,
OyaeT BXxoauTb B cOCcTaB LWabnoHa npoekTa

Copyright © S-Terra CSP 2003 -2015 112



C-Teppa KI 4.1

7.

save (x|

Trusted certificates — npu yctaHoBke cnaxka Bce goBepeHHble CA-cepTudmKaThl, ykazaHHble
BO Bknagke Certificates, 0yayT BxoguTb B WAGMOH NpoekTa

Local certificates — npu ycTaHoBKe (onaxkka BCe rloKarnbHble cepTudUKaTbl, yKasaHHble BO
Bknagke Cerificates B pasgene Local certificates, 6yayT Bxoantb B WIAbMOH NpoekTa

Remote certificate — npu yctaHoBke cnaxka Bce cepTudmkaTbl NApTHEPOB, yKasaHHble BO
Bknagke Cerificates B pasgene Remote certificates, 6yayT BxoauTb B WAOMOH NpoekTa

CRLs — npu ycTaHoOBKe hriakka BCe CMMCKM OTO3BaHHbIX CEPTUDMKATOB, YKa3aHHbIE BO BKNaake
Cerificates B pasgene CRLs, 6yayT BxoauTb B WABGOH NpoekTa

Preshared keys — npu yctaHoBke dhnaxkka Bce npefonpefeneHHble Kio4vu, yKasaHHble BO
Bknagke Keys, 6yoyT BXoauTb B COCTaB LWabnoHa npoekTa

Log settings — npn ycTaHoBKe (hnaxka HacCTPOWKU MPOTOKOMNMPOBAHWS, YKa3aHHbIEe BO BKNaake
Settings, 6yayT BxoauTb B WabnoH npoekTa

DDP settings - npu yctaHoBke chnaxka nonutuka DDP, ykazaHHasi Bo Bknagke Settings, byget
BXOOUTb B LWABMOH NpoekTa.

BbibpaB aaHHble, koTopble 6yayT BXOAWTL B WabnoH, Haxxmute kHonky OK.

3anonHuB paHee BKNagku Ans BbIOpaHHbIX AaHHbIX, COXpaHUTE CcO34aHHbIV WabnoH B dawn,
nucnonb3ysa npeanoxeHue Save as meHiwo File (PucyHok 205), (PucyHok 206).

E?PN data maker

File Mode
Load...

2 a5

SP WPM Gate 3,11 on koken

LSP |Certificates I Keys I Settings I License I ]

[ | LSP Format is cisco-like

PucyHok 205

*

Savejn | () SPDSOT -] @ =k E3-

File narne: Ispds_templatel j Save I
Save as type: I‘JF’N product data file [ wpdt) j Cancel |

PucyHok 206
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9.2

Wcnonb3oBaHue WwabnoHa npoekTa

LLlabnoH npoeKTa yﬂ,06H0 ncnoJsib3oBaThb Npu co3gaHunn 0o0HOBNEHUS cpasy Aand HECKOJIbKUX KITMEHTOB.

1.

EHPN UPServer console

[ns aToro Bblaenute B Tabnuue HECKONBbKO KMMEHTOB, B KOHTEKCTHOM MEHI0 BbiGepuTe
npeanoxenne Update (PucyHok 207).

File Groups Clients Tools Help

Clients I SEttings |

List of groups List of clients

All clients "Cli...l Cu:nnditiu:nnl F\c...l | ad... | Firetimeb...l Lastac...l Lastactive...l Group
gatel ackive 0 1] enabled 22/03/2013 ... OMNLINE 50.0.10.110 Office1

Properties...
Create. .,

Update. ..
Functions 3
Get packages. ..
Enable

Disable

Zlear

Remowve

2.

Update clients x|

PucyHok 207

B oTkpbiBeMcs okHe Update clients B none Product package Haxmute kHoMky [...] n B

CTaHOapTHOM OKHe OTKpbITUS darna ykaxuTe ann ¢ wabnoHoMm npoekTa, Hanpuvep,
spds_template.vpdt (PucyHok 208).

Client ID I spds01, spdsD2

Creation time | 3f28i2012 j | 4:50:41 PM =

Product package I H

v Do not send binary code of product package

|IPAgent Folder I |

Lock in: [ 5 SPDS01 x| = ®ck E-
Extend

[ Zen

File name: Ispds_template.vpdt j Open I
Files of tppe: I\-‘F‘N product data fle [“vpd: " vpdt: ©exe) j Cancel |

[~ Dpen as read-only

2
Pocen 2|

PucyHok 208
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Ecnu B wabnoH BXoAnT CNMCOK NoKanbHbIX CEPTUMUKATOB, TO NPy NPUMEHeHUn obHOBNEHUSA AN
KaXkgoro knveHTa 6yaeTt oTéupaTtbest nokanbHbIN cepTUdmnKaT U3 cnucka ¢ UCNonb3oBaHMeEM
NPOBEPKN COOTBETCTBUA MMEIOLLIErOCH Y HEro 3anpoca Ha cepTudukaTt 1 OTKPbITOro Krtoya B
cepTudukate. Takas nposepka OyaeT BbINONHATLCA TONBKO NpY UCMOMNb30BaHWKM WwabnoHa. MNpu
OTCYTCTBMM Ha KNMEHTE 3anpoca Ha ero fnokanbHbIN cepTudurkaT Takas NnpoBepka He BbINOMHAeTCs
W NOKanbHbIV CEPTUMUKAT Ha KIMEHTE He OOHOBMAETCA.
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10. CueHapun co3panua knoHoB CSP VPN Gate

[aHHbIN cLueHapuin onucbiBaeT co3aaHne 6a30BOro NpoekTa, BKNIYaoLwero HacTporiku npoaykra CSP
VPN Gate, nuueH3uun, ceptudukaTbl, KOHTENHEP C KMOYEBOW Napon, a Ha ero OCHOBe Co3aHne KroHa
©a30BOro NpoekTa, OTNMYaloLLEerocs nokanbHbIM CEPTUIUKATOM, NULLEH3UAMMU, KOHTENHEpOM 1 IP-
agpecamu.

10.1 Co3paHue 6a30BOro npoekTa

1. 3apagvm HacTpowkm (koHdurypauuto) npogykta CSP VPN Gate ans 6a3oBoro npoekra
gate base.pvd, KOTOpbIN ByAeT MCNONb30BaTbLCA AN KNoHNposaHus. B meHto Tools BbiGepute
npeanoxenne VPN data maker (PucyHok 209).

E?PN UPServer console

File Groups Clients | Tools Help

VPR data maker. ..
YPM data comverter.. .

Clients | Settings |

List of groups Lisk of clients

.ﬁ.!lclients ’\Cli...l Cu:unditiu:unl .ﬁ.l .ﬁ.l ad. .. | Firetimel:u...l Lastac...l Last ackive. ..

g Cffice 1 gakel ackive 0 2 enabled 2900372013 ... OMLIME 50.0,10.110
iepds0l  ackive ] 1 enabled  ZZi03fz013 .., 290320, 1.0.0.1

PucyHok 209

2. Bbibepute npoaykt CSP VPN Gate on token n CryptoPro, HaxxmuTte kHonky Run Wizard.

_ioix
Filz  Mode
YEM product e R R ] taken Crypho provider ICr*;.-'ptl:lF'rl:l j
LSP |Certificates I Keys I Setkings I License I Inkerfaces I RMG container I Software I
[ LSP Format is cisco-like
[—
Fur ‘Wizard... Cancel

PucyHok 210
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B cnepytoiem okHe ykaxuTte CA 1 nokanbHbIA cepTuduKaT, KOTOpbIA Yy Bac €CTb UNu co3gante
HOBbIN C nonem Subject, Hanpumep, spds_base.

EWizard - make ¥pn configuration {1/4) il

Ha nepeon ware Bam HE00x04MM0 BEISDATE THA 3% TEHTHDMIALMH,
AocTyAHEl ABa METOAA aY¥TEHTHHMEEWHK Ha CepTHRMKaTax H Ha NpeAonpeAeneHHE
KNto4ax, 3a43MTE NApSMETDRl OAHOMD M3 METOADE H HAMMMTE KHOMKY Mext,

¥ |se certificate i~ Use preshared key
& certificate File: I CM=5-Terra CA |
Device cerkificate File: I CMN=spds_hase |

Device containet name: I WAHDIMAGEVHDIMAGEY, | password: I okikotek

Key bype: | Autodetect =l

Device identity bype: IDistinguishedNamej walue: I CH=spds_base

Load... | Save, ., | < Bach: | Mext = I Cancel

PucyHok 211

Cospaiite npasunno gna 3awunTbl Tpacbvu(a Mexay ynpasideMbiM YCTpOVICTBOM N UeHTpalibHbIM
LLUJSTHO30M.

ﬁWizard - make ¥pn configuration {2/4) ﬂ

Ha aTom ware Bam Heofxo Ko 384T Npaskna obpaboTkH ceTesora Tpadkka,
AobaeeTe HEOOXOAMMEIE NPAEMNa 0OpaBoTEKM CETEEOrD TRAhHKa H HEMMHTE KHOMKY Mext.

Wirtual device address: I 1 L o 1
Rule list:
Interface | Local IP | Partner IP Services | Ackion

Ay Ay Ay Ay Pass

Lo |

1] ]

add... | Edit... | Reemoyve |

Load. .. | Save... = Back || Mext = I Zancel |

PucyHok 212
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YkaxuTe B Kakom kadecTBe GyaeT BbICTynaThb ynpasnsiemMoe YyCTPOWCTBO M aapec cepeepa Ans
yOaneHHoro Joctyna.

EWizard - make vpn configuration {3/4) il

Ha aToM ware Bay HeobxoAMMD 33 08TE HACTROMKH NONE30EATENBCKOrD NPMADMEHHA.
33AaHTE NAPAMET PRl LENEEOrD NPHAOHEHHA M CETEERIE HACTROAKK M HAMMHTE KHOMKY
Mezxk,

—ser target software

Software bype IRDF‘ client j

Software server address I =0.0.10.112

Software user name I

Software opkions I

—Mebwork profiles

Faolder of nebwork profiles I |

Load... Save, ., | + Back | Mext = I Cancel |

PucyHok 213

BeeauTte gaHHble nuueHsnin Ha CSP VPN Gate n Kpuntollpo, Haxmute kHonky Finish.

EWizard - make ¥pn configuration {4/4) il

Ha 37om ware Bam HeoOx0 AMMD 384aTE NHUWEHSHK AnA paboTel YPH-yCcTpoMcTES,
3aAaHTE NapaMeTpel MHUEHIMHA H Ha%MHTE KHoNKY Finish,

—W%PM product license

Product: |caTEI000 ~
Custormet code: I DEMO
License number : I 1
Licenise code: | E9154A744B5474D2
Load Fram file... | Check License

—Crvpto provider license

Sietial nurmber: I 12345-12345-12345-12345- 1 2345

Load... | Save. ., | < Back | Finish I Cancel

PucyHok 214
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7. Takum obpasom, Bce BbICTaBMNEHHbIE HACTPOWKM OTPaKeHbl BO BKMaakax. [ns Toro, 4tobbl B
6a30BOM MNPoeKTe KOHUrypaLms He 3aBucena oT Nnosei NokanbHoro ceptTudukarta, Bo BKnagke

LSP cneaytowme cTpykTypbl (PucyHok 215):

IdentityEntry auth identity 01 (

DistinguishedName *= CertDescription (
Subject *= COMPLETE, "CN=spds_base"
)

)

CertDescription local cert dsc 01 (

Issuer *= COMPLETE, "CN=S-Terra CA"
Subject *= COMPLETE, "CN=spds base"
SerialNumber = "202172E7000000000012"

)

CertDescription partner cert dsc 01 (

)

AuthMethodGOSTSign auth method 01 (
LocallID = auth identity 01
LocalCredential = local cert dsc 01
RemoteCredential = partner cert dsc 01
SendRequestMode = AUTO
SendCertMode = AUTO

)
ﬁ\l‘PN data maker

=101 %
File Mode
YRR produck ICSF‘ WPM Gake 3,11 on koken j Crypko provider ICrvptu:uF'ru:u j
L5P |CertiFicates | Keys | Setkings | License | Inkerfaces | RS container | Software |
[ LSP Format is cisco-like
LDAPSettings ;I

ResponseTimeout = 200
HoldConnect Timeout = 60
DroplonnectTimeouk =5

LETE,
COMPLETE

Il

IKEParameters |
DefaultPort = 500
SendRetries =5

PucyHok 215

3aMeHNUTE Ha CTPOKWU:

IdentityEntry auth identity 01 (
DistinguishedName *= USER SPECIFIC_DATA

)

CertDescription partner cert dsc 01 (

)

Copyright © S-Terra CSP 2003 -2015

119



C-Teppa KI 4.1

AuthMethodGOSTSign auth method 01 (
LocalID = auth identity 01
RemoteCredential =
SendRequestMode = AUTO
SendCertMode = AUTO

)

partner cert dsc 01

B aTom cnyyae nto6oit nokanbHbIi cepTudmkaT, nexalumnin B 6ase npogykra, 6ygeT Ucnonb3oBaH
Aans ayteHTudunkaummn. Heobxoammo, 4ToGbl B 6a3e Gbln TONbKO OAMH NOKasbHbIN cepTudmkar.

8. [Hanee Bo Bknagke Interfaces MOXHO 3afaTb ceTeBblE HACTPOWKN COeaNHEHWI, ecnin OHKn ByayT
oauHaKoBLIMU Yy KNOHOB. BocnonbayiiTeck okHoM Edit connection, kak 6bino onncaHo paHee,

Hanpumep (PucyHok 216). HaxxmuTe kHonky OK.

Edit connection

X

Conneckion type: IWired

L

Conneckion ID; I DHCF cu:unnection|

Mekhod: I.ﬁ.utu

L«

DHCP client I0: |

Interface addresses

Address | Mask | Gakewany |

Sdd
Remoye

Edit

i

DMS servers: I

Search domains: I

MTL: | 0

M&Z address: I

¥ Aukoconneck

Conneckion check: InDnE

Speed test: In.;.ne

PucyHok 216
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T?PN data maker = |0O0) %
353

File  Mode
WP product |CSP WPN Gate 3.11 ontoken ¥ | Crypo provider |CryptoPro |
LaP I Certificates I Keyws I Settings I License ~ Interfaces |RNG cantainer I Soffware I
Yirtual device address I 1 .0 .0 1

W Metwork inkerface descriptions

Mame Description Modify. ..
DHCP connectian a02-3-ethernet

f

Add. ..

Rermaove

Exctended routing

e e

Destination | Gakteway Modify. ..
50.0.0.0/16 virkual device address
0.0.0.0/0 default gateway Add
Remave
Run Wizard. .. QI | Cancel |
PucyHok 217

9. [Mony4yeH 6a3oBbIvi NpoekT (PucyHok 217), coxpaHuTe ero Ha CepBepe ynpaBreHus, BoiopaB
npeanoxeHne Save as B MmeHio File.

@H‘PN data maker

File Mode
Load. .. |

5P VPN Gate 3.1 ontoken ¥ |

Lsp |CertiFicates I Keys I Setkings I License I

[ L5F Format is cisco-like

GlobalParameters |
Title = "This L3P was aukomatically ger

PucyHok 218

10. CoxpaHnute B katanore Clone nog umeHeM, Hanpumep, spds_base.vpd.

save 2| x|
Save jr: I@Elune j o] c¥ E-

s

File name: Ispds_base] j Save I
Saveastype:  |VPN product data file [".vpd) ! Cancel |

PucyHok 219
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10.2 TllogroTtoBKa mMaTepuanoB Ans KNOHOB

[Hanee cnenyeT NOAroToBUTL MaTepuan Assi co3aaHns KNoHoB 6a30BOro NpoekTa — Af1st Kaxaoro
ynpaensiemoro yctponctea CMAC «MOCT» co3gaamm nokanbHbI cepTudumkaT, nonuTmuky 6esonacHocTu
(LSP), dhannbl ¢ nuueHsnsimm Ha CSP VPN Gate n Kpuntollpo CSP. BbinonHum aTo.

1. Tony4nte yTMnnUTy cryptcp BMECTe C NUUEH3nen Ang TeCTUPOBaHNS C canTa KOMMaHum
KPUMTO-IMPO no agpecy http://www.cryptopro.ru/products/other/cryptcp. Pasmectute ee B
katanore Kpuntollpo Ha CepBepe ynpaBneHus 1 3aperucTpupymTe nuLeH3unio:

C:\Program Files\Crypto Pro\CSP\cryptcp -sn XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
2. TMopgkntoumte k Cepsepy ynpasneHus CIMAC «MOCT».
3. Banyctute C-Teppa Pepaktop CIAC, oTkponTe ceccuto, paspeLumnB 3anmcb Ha yCTPONCTBO.

4. YsHante nma CMNOC «MNOCT», Ha koTopbl ByAyT 3anuMcbiBaTbCS NOATOTOBMEHHbIE CKPUMTLI U
KOHTeWHep, BbIMNOMHNB KOMaHAy:

“C:\Program Files\Crypto Pro\CSP\csptest.exe” -enum -provtype gost2001 -info -
type PP _ENUMREADERS

B pesynbTaTte 6yayT BbliAaHbl UMEHA OOCTYMHBLIX CYUTLIBATENEN, HANpUMep:

0x0102 REGISTRY ?aano?
0x0102 FATI12 E Inckopon G
0x0102 FAT1Z A InckoBom A

5. CospaviTe KMnYeBY Napy, 3anpoc Ha NoKanbHbIA cepTudmkaT knueHTa, Hanpumep, spds03, u
otnpaebTe ero B YL|. Ecnn YLl HacTpoeH Ha aBToMaTu4eckoe nsgaHme ceptudukaToB npu
nony4YyeHnn 3anpocoB, TO CO3AaHHbIN cepTudnkaT ByaeT yCTaHOBMEH B KOHTENHED C KIHOYEBON
napon Ha CMAC «MOCT», Hanpumep, FAT12 G\spds03. NS BbINOMHEHUS BCEX 3TUX AeNCTBUI
3anycTuTe KomaHay:

"C:\Program Files\Crypto Pro\CSP\cryptcp.exe" -creatcert -dn "CN=spds03" -both
—km -cont "\\.\FAT12 G\spds03" -exprt -CA "http://50.0.10.111/certsrv" -dm

Mpn cosgaHun crnyvalHbIX MOCMedoBaTeNlbHOCTEN MOXHO u3bexaTb WMHTEPaKTUBHbIX
3anpocoB, €cnv 3apaHee creHepuTb uMx € ucnonb3oBaHuem [1AK «Akkopa-AMO3» wnu
3AneKTpoHHOro 3amka «Cobonby, a 3atem B Kpuntollpo CSP Hactpoutb CYH Ha «UcxogHbin
matepuany.

Mpu 3agaHum komaHabl B OC Windows naponb B Hew 3agaTb HEBO3MOXHO — OyaeT
3anpalumBaTbest MHTepakTuBHO (PucyHok 220). O6a3aTenbHO 3aganTe NycTon Naposb.

;HDHHTDHDDESP jﬂ

0:09:23
?j ¥CTaHOBMTE NApone HA COZAAB3EMEIN KOHTEHHER "spds03",
¥

=

{* YCTaHOEMTE HOERIF Naponk EM

HoERIH Naponk: I

MoATEEDH AEHHE: |

QTMEHA | MogpofiHee =3 |

PucyHok 220

YTUnuTy cryptcp MOXHO ucnonb3oBatb B OC Unix, KoTopas BXOAMT B COCTaB MakeTa
Kpuntollpo. MNpu co3gaHum KoyeBor napbl U KOHTENMHEPA MOXHO u3bexaTb MHTEPaAKTUBHOTO
3afjlaHusa napons:

Copyright © S-Terra CSP 2003 -2015 122


http://www.cryptopro.ru/products/other/cryptcp

C-Teppa KI 4.1

/opt/cprocsp/bin/ia32/cryptcp —-creatcert —-dn "CN=spds03" -both -km -cont
'"\\.\FLASH\spds03' -exprt -pin "" -CA "http://50.0.10.111/certsrv" -dm -enable-
install-root

6. Ha CepBepe ynpaBneHus B katanor C: \Clone CKOMMPYWTE CO3[aHHbIN NOKanbHbIA cepTudmkat
B kognposke DER n3 koHTenHepa B hanin C: \Clone\spds03.cer:

"C:\Program Files\Crypto Pro\CSP\cryptcp.exe" -CSPcert -cont \\.\FAT12 G\spds03
-df C:\Clone\spds03.cer -der

7. Cospante dpaiin C:\Clone\st spds03.lic c nMueHsmen Ha npoaykt CSP VPN Gate,
Hanpuwmep::
[license]
CustomerCode=test
ProductCode=GATE1000
LicenseNumber=1
LicenseCode=01234567890ABCDEF

8. Cospante danin C:\Clone\cp spds03.1lic ¢ nuueHsnen Ha npoaykt Kpuntollpo CSP,
Hanpuwmep:

LicenseSerialNumber=12345-12345-12345-12345-12345

9. CospanTe dain C:\Clone\rv_spds03.txt c onucaHnem supTyanbHoro agpeca ClAC
«MOCT» u poyTuHra, Hanpumep:

VirtualDeviceAddress=1.1.0.1

[ExtendedDeviceRoutes]
Route 0=0.0.0.0/16 DGA
Route 1=50.0.0.0/16 VDA

roe
DGA — default gateway address
VDA — virtual device address

AHanornyHele gaHHble Anst 6a3oBOro NpoekTa MOXHO MOCMOTPETbL BO BKNagke Interfaces
(PvcyHok 217).

10.3 Co3paHue npoeKTa-KnoHa

1. Cosgaiite chann HoBoro npoekTa C: \Clone\spds03.pvd Ha OCHOBE 6A30BOro NPOEkKTa,
BbINOSTHMB KOMaHAY:

"C:\Program Files\S-Terra\S-Terra KP\vpnmaker.exe" replace -fi

C:\Clone\spds base.vpd -fo C:\Clone\spds03.vpd -lic C:\Clone\st spds03.lic -
cryptolic C:\Clone\cp spds03.lic -cert C:\Clone\spds03.cer -certkey
\\.\HDIMAGE\HDIMAGE\\vpnspds03 -certkeypwd 12345 -ifdesc C:\Clone\rv_spds03.txt

roe
\\.\HDIMAGE\HDIMAGE\\vpnspds03 — MMSA KOHTEMHEpa Ha >XECTKOM OUCKe B 3alMLLEHHOW
obnacTu, B KOTOpbI ByaeT ckonupoBaH kKoHTelHep spds03.

KoHtenHep Ha ClMNAOC «MNOCT» 6ygeTr HangeH no
nokansHomy cepTudukary.

certkeypwd - Maporib Ha HOBbIN CKOMUPOBaHHbLIN KOHTENHEP.

2. Cospaiite Ha CepBepe ynpaBneHus y4eTHYI0 3annck KnueHTa spds03 Ans HOBOro NpoekTa, a
noToM nepeseauTe ero B coctosHne Enable, BbINOMHMB KOMaHbI:
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"C:\Program Files\S-Terra\S-Terra KP\upmgr.exe" create -i spds03 -p
C:\Clone\spds03.vpd

"C:\Program Files\S-Terra\S-Terra KP\upmgr.exe" enable -1 spds03

3. CospawnTte gBa ckpunta ans HacTtporiku CSP VPN Gate n nHctannsauumn Knuenta ynpaeneHus Ha
ynpaBnsieMoM ycTponcTBe, coxpaHm ux Ha CIMAC «MNOCT» B katanore customization:

"C:\Program Files\S-Terra\S-Terra KP\upmgr.exe" get -i spds03 -d
G:\customization

B katanore customization OyayT cOXxpaHeHbl ABa CKpuUMTa:
setup product.sh — CKpUNT, cogepxaLiuin AaHHble ana HacTponku npoaykta CSP VPN Gate

setup_upagent.sh — CKpWUNT, codepXawuih [OaHHble ANns uHcTannsauuM npogykta VPN
UPAgent.

Takum obpasom, Ha CIMAC «NMOCT» 3anucaHbl ABa CKpUNTa N KOHTEWHEP C KMNoYeBOW Napon.
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11. YnpaBneHue ¢ UCNONb30BaHMEM KOMaHAHON CTPOKU — yTUNUTA
upmgr

Komanap! yruiautel Upmgr.exe

KomaHda show

KomaHda show eblieodum uHgopmayuro o KiiueHme, aHano2u4Hyro mabnuye KnueHmoe
upmgr show [-i1 CLIENT ID [-s SECTION NAME] ]

CLIENT ID YHUKanbHbIA UAEHTUUKATOP KITMEHTa, MOXET COCTONATb M3 NoObIX CMMBOMOB, 3a
- UCKMoveHnem criegyowmx: \?/:”>*<|, He JOMKEH HAYMHATLCHA UNN 3aKaHYMBaTbLCA
cvmBonamm npoben, Tabynauusa unu Touka, u He JormxkeH obiTb paseH “NUL” nnu “CON” nnu
“PRN” unmn “AUX” unum “COMX” nnn “LPTX”, roe x [1..9];

Ecnu He ykasbiBaTh Kntod —1  BbIBOAMTCS KpaTkas MHdopMaLms 060 BCex KnneHTax
Mpwn yka3aHuu kntoda —1  BLIBOAUTCA pacluMpeHHas uHopMaums Ans ykasaHHOTo KrneHTa.

SECTION NAME UMSA CeKUuM faHHbIX o knneHTe. Hampumep, ”---VPN PRODUCT ---7, 7---LSP---", ”’---
- LICENSE---" u 1.1

lMpumep

upmgr show

client0l active 0 3 enabled unknown 14/05/2012 00:21:38 40.0.0.101 none

KomaHOa create

KomaHOa create noseonsiem cozdamb HO8020 KiiueHma Ha Cepeepe ynpaesieHust
upmgr create —-i CLIENT ID -p PRODUCT PKG [-g CLIENT GROUP] [-s AGENT SETTINGS]
[-dev_pwd DEVICE PWD]

PRODUCT PKG nms danna (3gecb 1 ganee nvs anna BKIOYaeT NOMHbIA MYTb K HEMY), coaepXaLlero
- HacTporikn VPN npoaykTa, KOTopbii 6bin co34aH C NOMOLLbH OKHA KOHCOMMW YrNpaBreHuns
VPN data maker, nnu nvsi panna guctpmbyTtmnea npoaykta CSP VPN Agent/S-Terra Agent,
KOTOpbI ObiN co3gaH ¢ nomoLubio npogykta CSP VPN Agent AdminTool

CLIENT GROUP UMSI TPYNnbl, K KOTOPOW NpuHaanexuT knneHT (popmat SUBL/SUB2/NAME);
AGENT PKG KaTanor, B KOTOPOM pa3mMeLleH AncTpmbytus KnneHTta ynpaBneHus (ykasbiBaeTcsi, €Cru

nomnyyeHa HoBas Bepcusa KnveHTa ynpaeneHus oT pa3paboTynka, TeKyLlas Bepcus
pa3mMelleHa B kaTanore upagent)

AGENT SETTINGS VMs dhaina, conepxallero Hactporku Knvuenra ynpaeneHus
DEVICE PWD B JAHHOW BEPCUU HE NCMONb3yeTCs

TMpumep co3gaHvsA HOBOTO KINMeHTa ¢ naeHTudmkatopom “client02”, ¢ umeHem guctpmbyTtmea npogykra CSP
VPN Server “e:\share\test pkg.exe”

upmgr create -i client02 -p e:\share\test pkg.exe
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KomaHda remove

Komarnda remove noseosisiem ydanums KsiueHma u3 mabnuybi knueHmoe Ha Cepeepe
ynpaeJsieHusi

upmgr remove -i CLIENT ID

lMpumep ypaneHus knueHTa ¢ nageHtTudukatopom * client02”:

upmgr remove —-i client02

KomaHroa get

Komarda get no3eonsiem nosiydums UHUYUanu3ayuoHHble ¢alinbl Ons ynpaensieMo20
ycmpolicmea e yka3aHHbIU Kkamasio2

upmgr get -i CLIENT ID -d PRODUCT DIR [-s UPAGENT SETTINGS] [-ask user mode
ASK USER MODE] [-check mode CHECK MODE] [-notify client port

NOTIFY CLIENT PORT]

PRODUCT DIR KaTanor, B KOTopbIi 6yQyT coxpaHeHbl AucTpmbyTrBbl ansa KnvueHTa ynpaeneHus
UPAGENT SETTINGS dainn ¢ HacTponkamu KnueHma yrnpasnieHusl.

Ecnu oH He yka3aH 6yaeT ncnonb3oBaTbCA KOHUIypaLMOHHbIN hain no ymonyaHuio
(C:\Documents and Settings\All Users\Application Data\UPServer\csettings.txt)

ASK USER MODE pPeXxunm 3anpoca noaTeepXaeHna y nonb3oBaTtenia 0 Havane obHoBMEHMS,
- - yCTaHaBJ’II/IBElEMbIVI B nakete KnueHta ynpasneHud, MOXeT NpUHUMaTb 3Ha4YeHUA:

auto — nogTBepXXAeHWe 3anpalumBaeTcs, ecnm yctaHoBneH CSP VPN Client
(3HayeHue no ymonyaHuio)

never — noagreepxgeHne HUKorga He 3anpalumBaeTca
always — noaTeepXxaeHune 3anpalimBaeTcd Bcerga.

Ecnu sHayeHve gpyroe, To OHO TpaKTyeTcs Kak auto.

CHECK MODE PEeXUM NpoBepKX UCMOMHSAEMbIX MoAynew, noanucaHHbix LI, npu nonyyeHum
- OGHOBIIEHUS, MOXKET MPUHUMATb 3HAYEHUS:

<nycTas CTpoka> - UCMOJHAeMble MOy HEe MPOBEPSIHOTCS
none — MUCMNOJIHSIEMbIE MOAYM HE MPOBEPSIIOTCA

full — npoBepsOTCA NpUcnaHHble B 0GHOBNEHUM paclUMpeHHble OGHOBMNEHMS U
BGuHapHble Koabl HOBoro KnveHTa ynpasneHus

Ecnu 3HayeHne OTCYTCTBYET, TO OHO NpMpaBHMUBAETCA K 3Ha4YeHnt0 none

NOTIFY CLIENT POR ceTeBoOW NopT, KoTopbii KnueHm yrnpaeneHusi OyaeT ncnonb3oBatb Ang ooMeHa

T - - coobuweHnamm ¢ Cepsepom yripasneHusi. Ecnvn oH He yka3aH, To OyaeT ncnonb3oBaTbcs
nopT, ykasaHHbIA B KOHUrypaumoHHom davne Knuenma ynpasieHus (N0 yMONMYaHWIo
nopt 43011);

TMpumep nony4eHus aucTpnbyTUBOB AN KNNeHTa ¢ ugeHTndukatopom “client(02”, € 3anucbio UX B KaTanor
“e:\share\#init\client02”, KnueHTy ynpaBneHns HMKorga He 3anpaluveaTb NOATBEPXKAEHNE O Havane
o6HoBREeHUs 1 Bcerga nposepsATb Ha ALM nprucnaHHble 0GHOBRNEHUS:

upmgr.exe get -i client02 -d e:\share\#init\client02 -ask user mode never -
check mode full
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KomaHOa update

Komanda update noszeosissem cozdamb o6HoeneHue Ha Cepeepe ynpaeseHusl Oisi KiiueHma

upmgr update -i CLIENT ID [-p[d] PRODUCT PKG] [-a AGENT PKG] [-s
AGENT_SETTINGS] [-sca (UPCACERTS_FILEI*)] [—-e EXTENDED_DATA] [-date
CREATION_DATE] [-time CREATION_TIME]

PRODUCT PKG umsa darna (3gecb 1 ganee uvs danna BKIOYaET NOMHbIA NYTb K HEMY), COAepKaLlero

HacTpovikn VPN npoaykTa, KOTopbi 661 CO34aH C MOMOLLbI0 OKHa KOHCOMU ynpaBneHns
VPN data maker, nnu nva dpanna guctpmbytmnea npogykra CSP VPN Agent/S-Terra
Agent, KoTopbi 66N co3gaH ¢ nomolbio npogykra CSP VPN Agent AdminTool

Ecnn BmecTo kntova —p ykasaTb kntod —pd, To KnueHTy ynpaenenust 6yoyt
nepecbinaTbCs TONbKO AaHHble, 6e3 BuHapHbIx kogos npoaykta CSP VPN Agent.

AGENT PKG KaTarnor, B KOTOPOM pa3mMeLlleH AUCTpmbyTMB KnueHTta ynpasneHust (ykasolBaeTcsl, ecim
- nonyyeHa Hoeas Bepcusi KnveHTa ynpaeneHust ot pa3paboTtumka, TekyLias Bepcus
pa3mMelleHa B kaTanore upagent)

AGENT SETTINGS ums cparnna, cogepxawlero HacTponku KnueHta ynpasneHus

UPCACERTS FILE|* ums darna B popmate PKCS#7 (.p7b) co cnmuckom CA cepTtudmkatoB Cepsepa
- ynpaBreHusi, KOTopble NepeaarnTcs KNMEHTY B cocTaBe obHoBneHusi. Ecnu nepenaetcs
oauH CA cepTudmkat, To dpann MoxeT ObITb € paclumpeHnem . cer. Ecnu HyxHoO
nepenatb Becb akTyanbHbIl cnncok CA cepTudmkatoB CepBepa ynpaBneHus, To
cnepnyeT ykasaTb «*»

EXTENDED DATA KaTarnor, B KOTOPOM pacnosioXXeHbl paclUlMpeHHble AaHHble N CKPUNTbI o6HOBNEHUSA

CREATION DATE (,Jl_)OpMaTZ dd/mm/yy, hh:mm

AaTa v Bpewms, korga Cepsep ynpasneHus cdhopmupyeT nakeT oOHOBMeHWs 1 caenaeT
€ro AOoCTYMHbIM Ans ckaunBaHusa KnmeHTom ynpaeneHus. Ecnv ykazaHHoe BpeMs yxe
npoLuso, To nakeT obHoBNeHns 6yaeT chopMUpPOBaH W OTKPLIT ANS CKauMBaHWUsA cpasy
nocre cosfaHus obHOBMeHWS (ecnn NapameTpbl He yKa3aHbl, TO MCMOSb3YTCS TeKyLuas
aarta v Bpems).

CREATION TIME

TMpumep co3paHva Ans knveHTa ¢ uaeHtTudukatopom “client02” obHoBneHwsa aaHHbIX npogykta CSP VPN
Agent, HaxogsLwmxcs B AMCTpubyTUBE aTOro Npoaykta “e:\share\test pkg.exe”:

upmgr update -i client02 -p e:\share\test pkg.exe

KomaHOa retry

KomanOa retry noseonsiem cHamb ¢ 06HOeJIeHUs Mpu3Hak HeyGa4Ho20 06HOeJIeHUs, meM caMmbiM
yKa3bleasi cucmeme, 4mo 3mo ob6HoesieHue O0/KHO 6bimb npuMeHeHo KnueHmom ynpaeneHust
ewe pa3s

upmgr retry -i CLIENT ID

lMpumep cHATUA Npu3Haka Hey4ayHoro o6HOBNEHMS AN1a KNMeHTa ¢ naeHtudmkartopom “00000002”:
upmgr retry —-i 0000002

KomaHOa clear

KomaHOa clear no3eosissem ommMmeHUMb 8ce HeripuMeHeHHbIe U He3asepuWweHHbIe 06HoeJ1eHuUs1 Ons
KniueHma

upmgr clear -i CLIENT ID [-force]

dnar Ana komaHawl clear, No3BoNAOLWNIA NPOU3BECTU OTYUCTKY BCEX HEMPUMEHEHHBIX U
He3aBepLUeHHbIX 0BHOBMNEHUI, HE B3Mpas Ha UX cTaTyc.

force

lMpumep ynaneHuns Bcex HENMPUMEHHbIX OOHOBMNEHWI ANs KNeHTa ¢ ngeHTudukatopom “00000002”7:
upmgr clear -i 0000002 -force
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KomaHOda disable

Komarda disable 6nokupyem ece cemeebie o06MeHbI Cepeepa ynpaesieHusi ¢ KIIUeHMmom

upmgr disable -i CLIENT ID

lMpumep 3anpeTta BCeEX CETEBbIX OOMEHOB C KIMMEHTOM C naeHTndukatopom “client02”:
upmgr disable -i client02

KomaHOa enable

Komarda enable paspewaem Cepeepy ynpaesieHusi cemeeble 06MeHbI C KITUeHMoM

upmgr enable -i CLIENT ID

lMpumep pa3spelleHns ceTeBbix 06MeHOB CepBepy yrnpaBneHus ¢ KNMEHTOM C uaeHTudumkatopom “client02”:

upmgr enable -i client02

KomaHOa set_group

KomaHOa clear uameHsiem 2pynny y 3a0aHHbIX KITUeHmMoe
upmgr set group -g CLIENT GROUP {-i CLIENT ID|-go OLD CLIENT GROUP}

CLIENT GROUP UMS rpynnbl, K KOTOPOW NpUHAANEXuT knueHT (popmat SUBL/SUB2/NAME)

OLD CLIENT GROUP UMSs Tpynnbl, KOTopas AomkHa ObiTb 3ameHeHa Ha CLIENT_GROUP (dopmar
— - PARENTO/PARENTIL[/NAME][*]);

lMpumep BkNo4eHWs knneHTa “client02” B rpynny "Moscow/Office01”:
upmgr.exe set group -g Moscow/Office0l -1 client02

KomaHOa set_prop

KomaHOa set_prop dobaesissem onucaHue ceolicme y 3a0aHHO20 KJIUeHma

upmgr set prop -i CLIENT ID [-dev_pwd DEVICE PWD] [-client desc CLIENT DESC]
[-ex var file FILE]

DEVICE PWD 3apesepBupoBaHo Ans GyayLwmx Bepcui

CLIENT DESC Npon3BOfbHas CTPOKa ANs onMcaHusa KnueHTa, BHocMMas B none Description

FILE nms panna, B KOTOPOM YKa3aHbl CTPOKM C MePEMEHHBIMU N UX 3HAYEHUSIMMU,

OnuCbIBaOLLIME CBOWCTBA KIMEHTa, KOTopble nepefaroTcs ckpunTy cook.bat npu ero
3anycke B NpoLecce NOArOTOBKM paclUMpeHHoro 06HoBeHUs. dopmat CTPOoKu:
76XﬁMMHinepeMeHHOI\/JI=3HaquM67HepeMeHHOI\/JI

lMpumep pobaeneHus B onucaxue client01 cBoicTBa «MoxeT paboTaTb C TOKEHOM» co 3HavyeHnem «eToken NG-
FLASH».

upmgr.exe set prop —-i client02 -client desc “B omHOoM ceTm c client01l” -
ex var file “C:\Program Files\S-Terra\S-Terra KP\prop client02.txt”

B dhaiine prop_client02.txt 3anucana cTpoka — «MoxeT paboTaTtb ¢ TokeHoM= eToken NG-FLASH»

KomaHda show_cert

KomaHOa show_cert 3anyckaem cmaHdapmHyro GU| npoz2pamMmy onepayuoHHoLl cucmembl Orist
omo6paxeHust paboyezo cepmudpukama Cepeepa ynpaeseHusi

upmgr show cert
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IMpumep nokasa paboyero ceptudukara Cepepa ynpaBneHus:
upmgr show cert

KomaHOa renew_cert

KomaHda renew_cert 3anyckaem nepeebinyck paboyezo cepmughukama Cepeepa ynpaesieHusi
(Hayasio cpoka delicmeusi cepmudgpukama - 3a eHb 00 mekyuieli dambl, 8PeMs1 XU3HU
cepmudgpukama - 1 mecsiy)

upmgr renew cert [-expired only]

pabounii cepTudmkat CepBepa ynpaBreHusi Nepecos3naeTcs, eCrin 'y Hero UCTeK CPoK

-expired only -
- OencTBus

IMpumep nepecosnannsa paboyero ceptudukata Cepsepa ynpaBrneHWs TOMbKO B TOM Criydae, eCriv 'y Hero MCTek Cpok
pencteus. KomaHaa pabotaet Tonbko Ansg RSA-ceptudukaTos, Tak kak nepesbinyck FTOCT-cepTudukatos Tpebyet
WHTEPaKTMBHOrO y4acTus agMuHucTpaTtopa.:

upmgr renew cert -expired only

KomanOda check_files

KomaHOda check_files 3anyckaem

upmgr check files

check files npoBepka LienocTHocTK dhainos Cepeepa yrnpasneHus

Komanga backup

Komanda backup 3anyckaem npouecc coxpaHeHusi aHHbIx 0 KnnueHmax ynpaeneHusi u
Hacmpolikax Cepeepa ynpaesieHusi e ¢halinl. B npoyecce coxpaHeHuUs1 apxusupyromcsi 0aHHble
Cepesepa ynpaeJsieHusi, KpooMe KOHmMeliHepoa ¢ cekpemHbIMU KiroYyamu cepmughukamoe Cepeepa
ynpaeseHusi u cmamucmu4eckol uHgopmayuu o Knuenmax ynpaeneHusi, xpaHumoli e 6a3se
OaHHbLIX cmamucmuku.

upmgr backup -f BACKUP_ FILE NAME

BACKUP FILE NAME umsa danna ans coxpaHeHus AaHHbIx 0 KnneHtax ynpasneHus n HacTtponkax Cepsepa
- - ynpasneHus.

lMpumep coxpaHeHUs faHHbIX O KIMEHTaX yrnpasneHns u HacTporikax CepBepa ynpasneHus:
upmgr.exe backup —f c:\backupOl.bin

KomaHpa restore

KomaHOa restore 3anyckaem npouyecc eoccmaHoesieHusi 0aHHbIx o KnueHmax ynpaeneHusi u
Hacmpolikax Cepeepa ynpaesieHusi u3 ¢hatisia. B npoyecce 6ydym eoccmaHoesieHbl 0aHHbIe
Cepeepa ynpaeJsieHusi, KooMe KOHmMelHepoe8 C CeKpemHbIMU KilroYamu cepmugukamoe Cepeepa
ynpaeJseHusi U cmamucmu4eckol uHghopmayuu o Knuenmax ynpaeneHusi, xpaHumoli e 6a3e
OaHHbLIX cmamucmuku

upmgr restore -f BACKUP_ FILE NAME

BACKUP FILE NAME nums cpanna ¢ gaHHeiMu o KnueHTax ynpaeneHusi u Hactponkax Cepsepa ynpasneHus.

TMpumep BoccTaHoBneHWs AaHHbIX CepBepa ynpasnenus n3 danna C:\backup01.bin:

upmgr.exe restore —f c:\backupOl.bin

Mpw ycnewHoM 3aBepLUEHUI KOMaHabl — Ko Bo3BpaTta paBeH 0, a Npy HeyCrneLwHoM - oTnndeH ot 0.
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12. 3meHeHue rotoBoro npoekTa ¢ gaHHbiMu VPN areHTa -
ytunuta vpnmaker

,D,J'Iﬂ BHECEHUSI NBMEHEHWNI B rOTOBbIN MPOEKT MOXHO MUCNONb30BaTh YTUINUTY vpnmaker, PacrofioXXeHHY0
B KaTanore npogykra — C: \Program Files\S-Terra\S-Terra KP.

HasHadeHne — u3aMeHeHne AaHHbIX B FOTOBbIX NPOEKTaX, CO3AaHHbIX ¢ noMoLlbo UPserver, unv cosgaHue
HOBbIX MPOEKTOB-LLIAGTOHOB.

MpeanonaraeTtcs, 4to yTunuTa 6yaeTt Mcnonb3oBaThCs AN co30aHNA 60MbLIOrO KONMYeCcTBa NOXOXMX
NPOEKTOB ANS KMMEHTOB, HE3HAYUTENbHO OTNNYAKOLIMXCS APYr OT Apyra (Hanpumep, NokanbHbIM
cepTMdUKaToM 1 HOMEPOM MNULIEH3UM areHTa).

I'Iapamepr| YTUNAUTDL:
vpnmaker replace -fi IN FILE -fo OUT FILE [-lsp LSP _TXT FILE|-clp CISCO-

LIKE POLICY] [-keyname KEY NAMEON -keybody KEY FILEON] [-lic LIC FILE ] [-
cryptolic CRYPTO LIC FILE ] [-cert CERT FILE [-certpwd PWD] [-certnum NUM]
[-certkey KEY CONT [-certkeypwd KEY PWD]] [-trust] ] [-ifdesc IF FILE ] [-
ifaliases IF FILE] [-targetsoft TARGETSOFT FILE]

vpnmaker make template -fo OUT FILE [-cert LOCAL_CERT_FILEOI] [-cert
LOCAL CERT FILEON] [-cp CP_VENDOR]

You can enter many keys and many certificates.

B pexunve pa6OTbI replace HEKOTOpble CTapble AaHHble NPOEeKTa 3aMEeHATCA HOBbIMU.

MapameTpbl pexnma replace:

—fi IN FILE MONHbIA NYTb K (haiiny ¢ NPOEKTOM, KOTOPbI HAaAo U3MEHNTL. Paclumperue . exe nnm
- .vpd

—fo OUT FILE MOMHbIV NYTb K haiinly ¢ USMeHeHHbIM NpoekTom. Paclumperue . exe unu . vpd

~1sp LSP TXT FILE MOMHBIV NYTb K TEKCTOBOMY chalny € fokanbHOW NoNuT1kon 6esonacHocTw.

OTa onuusa He MOXeT NPUMEHATLCA OAHOBPEMEHHO ¢ onunen —clp. Ctapble
nonuTuku 6esonacHocTtn LSP u cisco-like u3 npoekra yaanstotcsa. Hosasi LSP
coxpaHsieTcsl B 6ase JaHHbIX NpoeKTa.

NOMHbIN NYTb K TEKCTOBOMY dhanny c cisco-like nonutmkon 6esonacHocTu.

-clp
CISCO_LIKE POLICY OTa onuusa He MOXeT NPUMEHATLCA OOHOBPEMEHHO ¢ onumen —1sp. Onuusa
JonycTnMa TonbKo Ans Wwiito3oB 6e3onacHocT. CTapble nonutuku 6esonacHocTu
LSP u cisco-like n3 npoekrta yganstotca. Ctapble HacTpowku nora (cpannol
“log_set.dsc”,”syslog.ini”, ”syslog 3 1.ini”,
"syslog 4 0.ini”)ypanswoTca. Hosas cisco-like nonuTuka coxpaHseTcs B 6ase
AaHHbIX NpoeKTa.
~keyname KEY NAME ums kntoya. MNMocne nmeHn o06s13aTenbHO A0MKHA crefoBaTth onums -keybody
-keybody KEY FILE NOMHLIN NYTb K hbanny ¢ Tenom Knoya.
-1lic LIC FILE NOMHBLIN NYTb K TEKCTOBOMY (haliny ¢ NuueH3nen Ha NnpoaykT. MNpumep danna:
- [license]
CustomerCode=bank
ProductCode=GATE100
LicenseNumber=1
LicenseCode=6E7AAAECBBB478B8
—cryptolic MOMHBIN NYTb K TEKCTOBOMY (hariny ¢ nuueH3anen kpuntonposanaepa. lNMpumep danna:
CRYPTO _LIC FILE LicenseSerialNumber=1282349167838947
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—cert CERT FILE

—certpwd PWD

—-certnum NUM

-certkey KEY CONT

-certkeypwd KEY PWD

—trust

-ifdesc IF FILE

-ifaliases IF FILE

-targetsoft
TARGETSOFT FILE

NONHbIN NyTb K doanny ¢ cepTndukatom (pacumpenune .cer, .p7b, .pfx).[Ona
3TOro cepTndukaTa MOXHO yka3aTb AOMOSNTHUTENbHbIE NapamMeTpbi:

naponb, KOTOPbIM 3aLuuLLeH hann ¢ cepTudUKaToMm.

NnopsiAKOBbIV HOMeEpP cepTudukata (Hy>KeH, ecnv dann cooepxuT
HECKONbKO CepTUUKATOB).

MMS KOHTEHepa C CeKpeTHbIM KITHOYOM cepTudurkaTa (cam KOHTENHep
— Y KNueHTa).

naposb, 3aWuLaloL i KNio4YeBOn KOHTENHED.

3TOT chnar AormkeH BbicTaBnATbes y CA-cepTUdMKaTOB, KOTOPLIM Mbl
fAoBepsieM.

MOMHBIV NYTb K TEKCTOBOMY dpalny C onncaHnem BUpTyarnbHOro agpeca v poyTuHra.
MapameTp MoxeT 6biTe Tonbko Anst CSP VPN Gate on token (CMNAOC «MOCT»).
Mpumep anna:

VirtualDeviceAddress=23.24.24.24

[ExtendedDeviceRoutes]

Route 0=10.0.2.0/24 192.168.5.1
Route 1=23.45.55.0/24 1.2.3.4
Route 2=24.0.0.0/16 DGA

Route 3=25.0.0.0/16 VDA

DGA - default gateway address
VDA - virtual device address

!Description ethO

[IF ethO]

STATE=UP

Address_ 0=40.0.0.17/24
MTU=1400

!Description ethl

[IF ethl]

STATE=UP

Address 0=192.168.1.1/24
MTU=1400

MOMHbIN NYTb K TEKCTOBOMY (halny ¢ onnucaHmem anuacos nHtepdencos. MNprmep
anna:

FastEthernetl/0 = ethl

FastEthernetl/1 eth2,eth3

default = %

Mo aTon nHpopmaumm gopmmpyetca pain ifaliases.cf (ans npoaykrTos
Bepcun 4.X) unu nHdopmMauusi coxpaHsieTcs B 6ase npoaykra (ans sepcun 3.X). Ecnu
He onpepeneH anvac default, oH aBToMaTuyeckn aobaensercs B Buae

default = *

NOMHbIN NYTb K TEKCTOBOMY ¢haliny C onnucaHMeM Tuna u napameTpoB LENeBoro
nporpaMMHoro obecneyeHus Ha ynpaBnsemMom ycTponctse. [NapameTp npumMeHsieTcs
Tonbko ans CSP VPN Gate on token. MNpumep danna:

TARGET=rdp

SERVER=192.168.15.1:5444

USER=guest

OPTIONS=

MepemeHHas TARGET MoOXeT cogepxaTb cnegyowme 3Ha4eHus:

web — ueneBoe MO gns yganeHHOro AocTyna K 3almaeMbiM pecypcam B
kayectBe Web-knueHTta
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rdp — uenesoe MO ans yaganeHHoro gocTyna K 3alluiiaemMblM pecypcam B
kayectBe RDP-knneHTa

other — gpyroe uenesoe [10.

MepemeHHasa OPTIONS cogepxut napameTpsbl [10, ycTaHOBNEHHOrO Ha
yrnpaBrsieMoM YCTPOWCTB

MapameTpsbl pexnma make_template

B pexume paboTbl make template CO3AAETCS HOBbIN NPOEKT-LWAGIIOH, B KOTOPOM €CTb TONbKO
cepTudmkaTbl. OHU UCMONb3YIOTCA BO BHYTPEHHUX TECTaX.

—-fo OUT FILE NOMHbIN NYTb K hanny ¢ HOBbIM NPOeKTOM. Paclumpenune .exe nnm .vpd.

—cert NOMHbIN NyTb K hanny ¢ cepTudrKaTom

LOCAL CERT FILE

—-cp CPVENDOR kpuntonposangep (CP vnu SC unu ST)
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13. Hactponku Cepsepa ynpaBneHus

AamuHucTtpatop CepBepa ynpaBneHns MoxeT 3a4aTbh HEKOTOPbIe HAaCcTPOKKku B hanne:

C:\Documents and Settings\All Users\Application Data\UPServer\ssettings.txt

C:\ProgramData\UPServer\ssettings.txt.

=

File Edit Format Wiew Help

[UPSRV] |
workThreadCount=2

CoMotCreateworkCert=Ffalse

MaxCountofstorableupdates=3

CoMotcleardo]ldrPasswords=Talse

Mot ifysServerPort=43010

[cTientInfo]
|MaxVPNLDgSi2e=256
MaxFTPLOQS1ze=51200
FTPLoOgReadPeriod=1

[Motifications]
MaxMoactiveTime=1
MaxMoonTineTime=2
MinCertificateFireTime=30

[LIF'CNS]| |-
NeedCheckProductFiles=false -
KN M

PucyHok 221

B cpaiine ssettings.txt HACTPOWKU pacnpedeneHbl Mexay cekumsamm — Log, UPSRV, FTPServer,
ClientInfo, Notifications, UPCNS. OnucaHue nepemMeHHbIX B KaXaon cekumn npeacraBneHo
HKe. Heckonbko HacTpoek 3afaeTca B peectpe HKEY LOCAL MACHINE\SOFTWARE\UPServer.

ALMUHUCTPATOP MOXET YNpaBnaTb CNeayLMMM HacTPOMKaMu.

Cekuusna

OnucaHue

Log

®naz eknroyeHus syslog npomokonupoegaHusi
MepemeHHasa SyslogEnable
3HayeHune: true - BKIOYEHO NPOTOKONUPOBaHNe
false - BbIKMOYEHO (3Ha4YeHne no ymonyaHuio — false).

Adpec Syslog-cepeepa
MepemeHHas SyslogSrvAddr
3HaueHue: nbol KoppekTHbIN IP-agpec (3HaveHne no ymonyaxuto — 127.0.0.1)

Adpec ucmoyHuka coobujeHul
MepemeHHas SyslogFacility
3HayeHue: cTpoka (3HadYeHne no ymonyaHuio — log local7’)

Pa3mep ¢halina npomokosiupoeaHusi cobbimuli

lMepemeHHan FileMaxSize

3HaueHune: oT 10 kunobanT (3HaveHue no ymonyanuto - 10200 knunobaiT, ecnm cTpoka
OTCYTCTBYET UMW HEKOPPEKTHA).

Wmsa channa npotokonupoBarus: C: \Documents and Settings\All
Users\Application Data\UPServer\upserver.log.

Mpu pocTwXKeHnn 3aAaHHOro 3Ha4YeHUs AaHHbIE KONUPYHOTCS B dhain
upserver.log.bak, adann upserver.log oumwaetcs. NMpumep anna c
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CcoO0LEHNAMN.
UPSRV Konuyecmeo pabo4yux HUMOK e cepeuce nod20moeKu o6HoeneHul
MepemeHHas WorkThreadCount
3HaueHune: gecATuyHoe Ymcno oT 1 go 10 (3HayeHre no ymonyaHuto 2). PekomeHgyemoe
3HayeHUe - KONMYECTBO NPOLECCOPOB Ha KoMMbioTepe + 1.
®raz2 omkI0YeHUs1 asmomMamu4ecko20 nepeco3daHusi paboyezo
cepmudhukama
MepemeHHaa DoNotCreateWorkCert
3HaveHune: false — OTKNIOYEHO aBTOMATUYECKOE NepecosfaHue (3HaveHne no
YMOMYaHuio)
true — BKIOYEHO aBTOMaTMYeCKoe nepecosgaHne
MakcumanbHoe Konu4yecmeo XpaHuUMbIX NMPUMeHeHHbIX 06Hoe1eHull Ons
Kaxxdoeo kiueHma
MepemeHHaa MaxCountOfStorableUpdates
3HadeHune: gecatunyHoe Ymcrno ot 0 go 4294967295, sHayeHne 0 — o6HOBNEHUs He
yaansaoTcs (3HadeHne no ymonyaxuto 0).
®naz ydaneHusi cmapbix napoJsiell K KIUeHMCKUM K/1lo4eebIM KOHMeliHepam
MepemeHHas DoNotClearOldPasswords
3HaueHune: false — ygansioTcst aBTOMaTUYECKM CTapble Naponu (3HayeHue no
YMOMYaHuio)
true — He yaansiTcst aBToMaTUYecku ctapble naponu
UDP nopm, komopsblit ucnosib3yemcsi 0nsi obMeHa Homughukayusimu ¢
Knuenmamu ynpaeneHusi
HoTndwmkaunm ncnonb3ytotcs Ans otcnexmBaHns KnneHToB ynpaBneHus, HaxXo4aLwmxcs Ha
CB$13U, 1 OMOBELLEHNS NX O CYLLECTBOBAHUM NOArOTOBMNEHHBLIX OOHOBNEHUNA.
[MepemeHHas NotifyServerPort
3HaueHue: gecATuyHoe Ymcno ot 0 Ao 65535 (3HadeHune no ymonyanuio 43010),
3HayeHue 0 oTknNoYaeT MexaHnam obmeHa HOTUMKALMAMMN.
FTPServer Cemeeoll adpec 05151 e3aumodelicmeausi ¢ cepsucom npodykma FileZilla
Server
MepemeHHaa Address
3HaueHune: nokanbHbIV IP-agpec cepBepa FileZilla Server (3HayeHue no ymonyaHuio
127.0.0.1).
Cemeeoli nopm 0snst e3aumodelicmeusi ¢ cepeucom npodykma FileZilla
Server
lMepemeHHasn Port
3HaueHue: nopt cepsuca FileZilla Server (3HaveHve no ymonyaHuo 14147).
lNMaponb dns e3aumodelicmeus ¢ cepgucom npodykma FileZilla Server
MepemeHHasa Password
3HaueHune: cTpoka, npeacTasnstowas n3 cebst napones cepsuca FileZilla Server (3HaveHne
No YMON4YaHuio <mmycras CTpokKa>).
ClientInfo MakcumanbHbIl pa3mep 102 coobujeHul \VPN-npodykma, xpaHsiuyuxcsi Ossi

kaxxdoz2o Knuenma ynpaeneHusi
MepemeHHasa MaxVPNLogSize
3HaueHue: gecatnyHoe Yncno ot 1 ao 102400 knnobawT (3Ha4eHne no ymonyanuio 256).

MakcumanbHbIl pa3mep no2 coobujeHuli FTP-cepeepa

lMepemeHHaa MaxFTPLogSize

3HauyeHue: pecatudHoe uncno ot 1024 pno 921600 kunobanT (3Ha4eHne No yMonyaHuto
51200).
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lMepuod aHanu3a coobujeHuli FTP-cepeepa
MepemeHHaa FTPLogReadPeriod
3HaueHue: uenoe ynicno ot 1 4o 60 MUHYT (3HaYeHne No ymonyaHuio 5).

Notifications MakcumanbHoe epemMsi HeakKmugHOCMU K/iueHma
MepemeHHas MaxNoActiveTime
3Ha4veHune: gecatunyHoe ymcrno ot 0 oo 4294967295 yacos, 3HavyeHne 0 — oTkNoYaeT
OTCrneXvBaHue MakCMManbHOro BPEMEHN HEAKTUBHOCTU KITMEHTOB (3HaveHne
no yMon4yaHuio 24).

MakcumanbHoe 8peMsI HeakKmueHOCMuU KiiueHma ons Npu3HaHus eeo
Haxoaﬂu(UMCﬂ He Ha cesa3u

MepemeHHas MaxNoOnlineTime

3HayeHune: gecaTnyHoe Yncno ot 1 Ao 60 MUHYT (3HaYeHne NO yMONYaHuio 2).

MuHumanbHoe epemsi neped oKOHYaHUeM cpoka delicmeusi cepmughukama
ynpaeJsisieMo20 ycmpolicmea

MepemeHHaa MinCertificateFireTime
3HaueHune: fecATuyHoe Ymcno ot 0 go 4294967295 cyTok,

3HavyeHue 0 — OTKMYaeT OTCNEXMBaHNE MUHMMANbHOTO BPEMEHY nepes
OKOHYaHMeM cpoka AeNCTBUSA CepTMdMKaTOB ynpaBnsemMblX yCTPONCTB
(3HayeHune no ymonyaxuio 30).

Mpu HacTynneHnn 3TOro BpeMeHn AaTta OKOHYaHWs Cpoka AencTBuSA cepTudukata
BblJeneHa KpacHbiM LBeToM B Tabnuue knmeHToB Cepeepa ynpasneHus.

UPCNS ®nae npoesepku yenocmHocmu ¢halinnoe npodykma rnpu cmapme
npunoxeHuss VPN UPServer console

lMepemMeHHas NeedCheckProductFiles
3HauyeHne: true — BbINOMNHAETCH npoBepka LUenoCTHOCTU NpU KaXXaoM CTapTe NPpUnoXeHuna
false— npoBepkKa LesiIoCTHOCTU He BbINMOJIHAETCA (SHQqEHMe no yMOﬂ‘-IaHVI}O)

UPCNS Wizard Bpewms xu3Hu ISAKMP SA e cekyHOax Osis1 3adaHusi 8 HacmpolukKax
ynpaensieMbIX ycmpolicme npu ucrosib308aHuUU OKOH Macmepa

MNepemenHaa IKE LifetimeSec
3HadveHue: gecatmyHoe umcno ot 0 oo 2147483647 cekyHn,

3HayeHue 0 o3HayvaeT, YTO AaHHas NepemMeHHas B KOHUrypauum (HacTpokax)
ynpaBnsieMoro yCTpoMCTBa He 3agaeTcs (MCnosb3yeTcsl 3Ha4YeHme no
ymon4yaHuto, 3agaHHoe B LSP gns gaHHoro npoagykta CSP VPN Gate)

3HayeHue no ymonyanuto - 28800 (ucnonb3yeTcs, koraa B davine
ssettings.txt OTCYTCTBYeT CTPOKa C JAaHHOW NepeMeHHON).

Bpewmsi xu3Hu ISAKMP SA e kunobalimax (konuyecmeo o6pabomaHHO20
mpacdpuka) Onsi 3a0aHusi 8 HacmpolKax ynpaesseMbiX ycmpolcme npu
ucnosib308aHUU OKOH Macmepa

MNepemeHHana IKE LifetimeKB
3HadeHune: gecatunyHoe yucno ot 0 go 2147483647 kunobanT

3HayveHune 0 03HavaeT, YTO AaHHas NepeMeHHasi B KoHpurypauum (HacTpomkax)
ynpaBnsieMoro yCTpOMNCTBa He 3afaeTcs

3HayeHune no ymonyanuwo — 0.

Konuyecmeo IPsec SA, co3daHHbIx 8 pamkax oOHo20 ISAKMP SA, dns
3adaHusi 8 Hacmpolikax ynpaessieMbix ycmpolicme npu ucnosib3o8aHuuU
OKOH Macmepa

MNepemeHHana IKE LifetimeKeys
3HaveHune: pgecatnyHoe Ymcno ot 0 no 2147483647

3HaveHve 0 03HaYaeT, YTO AaHHas NepemMeHHast B HaCTPOMKax yrnpasrisiemMoro
YCTPOWCTBA He 3agaeTcs

3HayeHmne No ymonyaHuio - 0.

Bpewmsi xu3Hu IPsec SA e cekyHOax Onis1 3a0aHusi 8 HacmpoliKax

Copyright © S-Terra CSP 2003 -2015 135



C-Teppa KI 4.1

ynpaesnsieMbIx ycmpolicme fnpu ucrnosib308aHuUU OKOH Mmacmepa
MNepemeHHaa IPSEC LifetimeSec
3HadveHue: gecatmyHoe vmcno ot 0 oo 2147483647 cekyHp

3HaveHue 0 03HayaeT, YTo AaHHas NepemMeHHast B HacTporKax yrnpasnsieMoro
YCTPOWCTBa He 3agaeTcs

3HayeHune no ymonyaHuio - 3600.

Bpewmsi xu3Hu IPsec SA e kunobalimax (konudyecmeo o6pabomaHHO20
mpacgpuka) Onsi 3adaHusi 8 Hacmpolikax ynpaesnsieMbix ycmpolicme npu
ucrnosib308aHUU OKOH Macmepa

MNepemenHas IPSEC LifetimeKB
3HadeHune: gecatuyHoe ymcrno ot 0 go 2147483647 kunobant

3HaveHue 0 03HayaeT, YTo AaHHas NepemMeHHast B HacTporKax yrnpasnsieMoro
YCTPOWCTBa He 3agaeTcs

3HayeHune no ymonyaHuio - 4608000.

HaumeHoeaHue 2pynnbi Onsi ebipabomku K/1l04e8020 Mamepuarna ons IPsec
SA, ebicbiiaeMoe napmdepy 07151 coasniacoeaHusi, Npu 3adaHuu HacmpoekK
ynpaesnsieMbIx ycmpolicme e OKHax macmepa

MNepemenHas IPSEC Group
3HaueHune: NONE - npu corracoBaHuu HOBOWM SA HOBbI 0O6MeH no anropuTtmy Ouddum-

Xennmana nnin VKO ans BelpaboTkn 06LLero CeCCMOHHOTO Kioya He
BbinonHseTcs. Knioyesow maTepunan 3aMmcTeyeTcs 13 nepson dasbl IKE.

VKO_ 1B — npu cornacosaHnm HoBoW SA BbINOMHAETCSA HOBbIA OBMEH KrtoyamMu
no anroputMmy VKO FOCT P 34.10-2001 B pamkax IPsec (3Ha4yeHue no
YMOMYaHuio)

MODP_ 768 — npu cornacosaHnm HOBON SA BbINOMHAETCSA HOBbIN OB6MeH

kntodamm no anroputmy Ouddpum-Xennmara B pamkax IPsec (768-6uToBhbii
BapuaHT anroputma Ouddum-Xennmana)

MODP_ 1024 - 1024-6utoBbIn BapuaHT anroputma duddu-Xennmaxa
MODP_ 1536 — 1536-61TOBbIV BapuaHT anroputma Juddu-Xennvaxa.

Pexxum o6pabomku criuckoe omo3eaHHbIx cepmudgukamos (CRL) dns
3adaHus1 8 Hacmpolikax ynpaeJssieMbix ycmpolcme fpu ucrnosib3o8aHuu
OKOH Macmepa

MNepemeHHasa EXSET CRLHandlingMode
3HaueHne: DISABLE — npu nposepke cepTudmkata CRL He obpabaTtbiBaeTcs

OPTIONAL — CRL ncnonb3yeTcs TONbKO B Cy4vae, eCnu oH bbin
npegycTaHoBreH unu nonyyeH (n obpabotaH) B npouecce IKE obmeHa n
ABNseTCs AENCTBYIOLWNM

BEST EFFORT — CRL ucrnonb3yetcs npu nposepke ceptudukaTa TomnbKo B
TOM Crny4ae, eCrv OH ABNAeTCa AeNCTBYOWNM. DTOT PEXUM OTNnyaeTcs oT
pexnma OPTIONAL Tem, 4to CRL MOXeT ObITb NOMy4YeH NOCPeACTBOM
npotokona LDAP (ecrnv oH HacTpoeH) (3Ha4YeHME NO YMOSTYaHUIO)

ENABLE — ans ycnewHown npoBepku ceptudmkaTta obpabaTeiBaetcs CRL.

HKEY_LOCAL_MACH INE\
SOFTWARE\UPServer

Pexxum pabomsbi co30asaembix Knuenmoe ynpaeneHus

MNepemeHHas ClientMode

3HaveHne: windowless — 6E€30KOHHLIN pexrmM paboTel KnveHTta ynpaeneHus (3HadeHne
no yMON4aHuio)

<nycTas CTpoKa> — OKOHHbI pexum paboTbl KnneHTa ynpaenexus (ans
OTNnajku 1 TeECTMPOBaHUS).

3anpoc nodmeepxOeHus y NonbL30eamerisi 0 Ha4asie 06HOBeHUsl,
ycmaHaenueaemblili 8 nakeme KnueHma ynpaesneHusi

lMepemeHHas ClientUserAskMode
3HaveHune: auto — HeobGXxoaAMMOCTb 3anpoca onpeaensieTcs Ha ocHoe Tuna VPN-

npoaykra (ecnu ycraHoneH npoaykt CSP VPN Client - noatsepxaeHve
3anpalumBaeTcs) (3Ha4YeHue No YMONYaHuio)
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never — NoATBEPXAEHWE HUKOrA4aA He 3anpallnMBaeTcd, He CMOTPA Ha Tun
VPN-npogykra
always — noATBepXaeHWe 3anpalumBaeTcd Bcerga, He cMoTps Ha Tvn VPN-

npoaykra.

Ecnu 3HayeHune gpyroe, To OHO TpaKTyeTcs Kak auto.

Mpoeepka ucnonHsaembix modyseli Npu Nosy4eHuUU o6HoOesIeHUsT

MepemeHHas ClientUpdateCheckMode

3HaueHue: <mycTasa cTpoka> — WCMOSHSEeMble MOAYNU He NPOBEPSIOTCS

none — UCNOJTHAEeMbIe MOoayInn He NpoBepATCA

full — npoBepsOTCA NpUCnaHHble B 0GHOBNEHUN pacLuMpeHHble 06HOBNEHNS
1 BuHapHble kogbl HoBoro KnneHTta ynpasneHus

Ecnu 3HaueHune OTCYTCTBYET, TO OHO NpMpaBHNBAETCA K 3HA4YEHNIO none.

Ecnu 3HayeHune gpyroe, To oHO npupaBHmBaeTca k full.

UcnonHsemble moaynu nognuceisatotca 3L, Ana koTopon cnonb3yeTcst CEKPETHLIN KoY
cepTtudmkara, usgaHHoro komnaHuen C-Teppa. [NpoBepka rapaHTUPyeT, YTO UCTIONHSEMbIE
mMoaynu 6biny co3aaHbl C UCMONb30BaHMEM CKPUMTOB, CO3AaHHbIX KomnaHuen C-Teppa.
Ecnn agMuHucTpaTtop ynpasnseMbiX YCTPONCTB MCMOMNb3yeT CBOW CKPUMThI, TO TaKyto
MpPoBepKy criegyeT OTKMYNTb

Fri Feb 10 23:18:
C:\Documents and
23:18:
23:18:
233183

Fri
Fri
Fri
127
Fri
log

C:\Documents and

Mpumep canna NpoTOKONNMPOBaHUS:

Feb
Feb
Feb

-0:0,

Feb

10
10
10
1

10

_local?
Fri Feb 10

23:18:

235183

Fri Feb 10 23:

Fri

1000

Fri
Fri
Fri
Fri
Fri
Fri
Fri
min
Fri

opened

Feb

Feb
Feb
Feb
Feb
Feb
Feb
Feb

Feb

10

10
10
10
10
10
10
10

10

233

23:
23:
23:
238
23:
23:
23:

23:

18
18

18
18
18

18:

18
18

18:

18:
(any:43010)

Fri Feb 10 23:18

Fri Feb 10 23:19:
C:\Documents and

Fri
Fri
Fri

127.

Fri
log

Feb
Feb
Feb
0.0.
Feb

10
10
10
1

10

_local?
Fri Feb 10

hours

23:
23:
23:
23:

23:

19:
19:
19:

19:
19:

C:\Documents and
Fri Feb 10 23:19:

44 2012 INFO upsrv 00001744
Settings\All Users\Application
44 2012 INFO upsrv 00001744
44 2012 INFO upsrv 00001744
44 2012 INFO upsrv 00001744
44 2012 INFO upsrv 00001744
53 2012 INFO upsrv 00001744
Settings\All Users\Application
:53 2012 INFO upsrv 00001744
:53 2012 INFO upsrv 00001744
:53 2012 INFO upsrv 00001744
:53 2012 INFO upsrv 00001744
:53 2012 INFO upsrv 00001744
53 2012 INFO upsrv 00001744
:53 2012 INFO upsrv 00001744
:53 2012 INFO upsrv 00001744
53 2012 INFO upsrv 00001744
53 2012 INFO upsrv 00001744
:53 2012 NOTICE wupsrv 00001744
21 2012 INFO upcns 00000aec
Settings\All Users\Application
21 2012 INFO upcns 00000aec
21 2012 INFO upcns 00000aec
21 2012 INFO upcns 00000aec
21 2012 INFO upcns 00000aec
21 2012 INFO upcns 00000aec
Settings\All Users\Application
21 2012 INFO upcns 00000aec

Log file name:
Data\UPServer\upserver.log

Log setting FileMaxSize: 5120
Log setting SyslogEnable: false
Log setting SyslogSrvAddr:

Log setting SyslogFacility:

Settings is read from file
Data\UPServer\upserver.log

UPSRV:WorkThreadCount: 2
UPSRV:MaxCountOfStorableUpdates:

UPSRV:DoNotCreateWorkCert: false
UPSRV:DoNotClearOldPasswords: false
UPSRV:NotifyServerPort: 43010
ClientInfo:MaxVPNLogSize: 256 KB
ClientInfo:MaxFTPLogSize: 51200 KB
ClientInfo:FTPLogReadPeriod: 5 min
Notifications:MaxNoOnlineTime: 1

00002150 Server notify socket is

Module 4.0.12437 is started

Log file name:
Data\UPServer\upserver.log

Log setting FileMaxSize: 5120
Log setting SyslogEnable: false
Log setting SyslogSrvAddr:

Log setting SyslogFacility:
Settings is read from file

Data\UPServer\upserver.log
Notifications:MaxNoActiveTime: 24
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Fri Feb 10 23:19:21 2012 INFO upcns 00000aec
Notifications:MinCertificateFireTime: 30 days

Fri Feb 10 23:19:21 2012 INFO upcns 00000aec UPCNS:NeedCheckProductFiles: false
Fri Feb 10 23:19:21 2012 NOTICE upcns 00000aec Module 4.0.12437 is started

Fri Feb 10 23:19:24 2012 NOTICE upcns 00000aec Module is stopped
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14. Hactpounku KnneHta ynpaBsneHus

HacTtpoviku no ymonuaHuio KnueHTta ynpasneHus 3anucaHsl Ha Cepsepe ynpasrneHus B panne:

C:\Documents and Settings\All Users\Application Data\UPServer\csettings.txt

C:\ProgramData\UPServer\csettings.txt

=

File Edit Format Miew Help

[Log] -

FilemMaxsize=5120

[Update]
Checkingreriod=a0

[FTPserwver]
Speedlimit=0
MaxTryZount=3
TryPeriod=120
MaxTrafficTimeout=180
address0=10.0.10.111

[Info]
MaxvPHLOgSTze=16

K| v 4

PucyHok 222

[nsi KaXxgoro KnMeHTa HacTporikn KnneHTa ynpaBneHus MOXHO M3MEHUTb U COXpPaHUTb B ApyroM davne, a
3aTem ykasaTtb ero B none UPAgent settings (PucyHok 85) okHa Create new client npu cosgaHum

KnneHTa.

B cparine HacTpoliku pacnpegeneHsl Mexay cekuusamu — Log, Update, FTPServer, Info.OnucaHue
nepeMeHHbIX B KaXX4oW CeKunn npeactaBneHo HuKe. Heckonbko HAaCTPOEK BbICTaBASETCS Npu
nHcTannsauum KnueHTa ynpasneHns B peectpe HKEY LOCAL MACHINE\SOFTIWARE\UPAgent nn6o
HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\UPAgent.

Cekuusna

OnucaHue

Log

®naz eknroyeHus syslog npomokonuposaHusi
MepemeHHasa SyslogEnable
3HayeHue: true - BKMOYEHO NPOTOKONNPOBaHNe

false - BbIKMOYEHO (3Ha4YeHUe No ymonyaHuio — false).

Adpec Syslog-cepeepa
MepemeHHas SyslogSrvAddr

3HaueHue: nbol KoppekTHbIN IP-agpec (3HaveHne no ymonyaxuto — 127.0.0.1)

Adpec ucmo4yHuka coobujeHul

MNepemeHHasa SyslogFacility

3nauenue: log_kern, log_user, log_mail, log_daemon, log_auth, log_syslog, log_lpr,
log_news, log_uucp, log_cron, log_authpriv, log_ftp, log_ntp, log_audit, log_alert,

log_cron2, log_localO, log_locall, log_local2, log_local3, log_local4, log_local5, log_local6,
log_local7 (3Ha4yeHue No ymonyaHuio)

Pasmep ¢hbalina npomokonupoeaHusi cobbimuti
MepemeHHasa FileMaxSize

3HadeHue: oT 10 kunobanT (3HayYeHre No ymonyaHuto - 5120 knnobanT, ecnu cTpoka
OTCYTCTBYET UNW HEKOPPEKTHA)
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Mms chaiina npoTokonMpoBaHusi CoObbITUIA:
ans OC Windows - C: \Program Files\UPAgent\upagent.log
ana OC Unix - /var/log/upagent/upagent.log

Mpu goCcTUXEeHnn 3aa4aHHOro 3HaYeHUs faHHbIe KOnupytoTca B dhann
upagent.log.bak, adann upagent.log ounwiaercs.

Update lMepuod npoeepku Ho8bIX 06HOBMNEHUll Ha Cepeepe ynpaessieHUs
MepemeHHaa CheckingPeriod
3HaueHue: ot 60 go 86400 cekyH (3HavyeHue No ymonyaxmio - 3600).

Mepuod mexdy nocbinkamu Homudghukayuli Cepeepy ynpaesieHusi

lMNepemeHHas NotifySendPeriod
3HaueHue: uenoe uncno ot 1 go 3600 cekyHAa (3HayeHMe No ymonyaHuio 60).

Konuyecmeo HeydayHbix nonbimok coeduHeHusi ¢ Cepeepom ynpaeJsieHusi
neped mem, Kak 3aHO80 Mofnbimamabcsi T0006pamb nNapamempbi
coeduHeHUs1 (Hanpumep, ucrosb3oBaTh apyroi IP-agpec Cepsepa ynpaeneHus).

lMepemMeHHana MaxFailedConnCount
3HaveHue: gecatnyHoe yncno ot 0 go 200 cekyHA (3HaveHue no ymondanuio 0);

3HaveHve 0 — He noabupaTtb NapameTpbl coeanHeHnst ¢ CepBepom ynpaereHus npu
no6oM KONMYecTBe HeyaauHbIX MOMbITOK.

UDP nopm Knuenma ynpaeneHusi 0151 o6MeHa HomugbukayusiMu ¢
Cepeepom ynpaesieHusi
MepemMeHHas NotifyClientPort

3HayeHue: uenoe 4ucrno ot 0 go 65535, 0 - oTkno4aeT mexaHnam obmeHa
HOTUbMKaLMsaMU

(3Ha4eHue no ymonyanwuio 43011).
HoTundwukaumnm ncnonb3ytotca AN MeEXaHU3Ma OTCIEXMBaHNA HaxoxaeHnst KnueHTa
0BGHOBNEHUS Ha CBSA3M 1 OMOBELLEHUSI €70 O CYLLLECTBOBAHWUM ANS HUX NOArOTOBINEHHbIX
0BHOBNEHUN.

UDP nopm Cepeepa ynpaesieHus1 0ns1 nony4yeHus Homudpukayuii om

Knuenma ynpaeneHusi

MepemeHHasa NotifyServerPort

3HaueHue: uenoe 4ucno ot 0 o 65535 (3HaveHne no ymonyaxuio 43010),
3HayeHue 0 OTKNIoYaeT MEXaHN3M OTChINKM HOTUUKALIA.

FTPServer Adpec FTP cepeepa
MepemeHHasa AddressX, rae X nboe gecatuyHoe yncno (0,1,2..)

KonuuyecTtBo Taknx nepemMeHHbIX MOXeT ObiTb 6onbLle 0AHOro, OHM ByayT UCNONBb30BaTLCS
B TOM NOpsiiKe, B KOTOPOM 3afaHbl. Yncna fomkHbl ObiTh YHUKanNbHbIE B Npeaenax
CeKkuun.

3HauveHue: IP-agpec nnn DNS-ums, koTopoe 6yaeT TpaHcnmpoBaTbes B IP-agpec B
MOMEHT

CO34aHunA coeaunHeHus.

MakcumanbHoe epemsi oxxudaHusi coeQuHeHusi ¢ FTP cepeepom
lMNepemeHHas MaxConnectTimeout
3HadeHue: gecatmnyHoe vmcno ot 1 ao 300 cekyHAa (3HayeHme no ymonyaHuio 20).

MakcumanbHasi cKopocmb cka4dueaHusi o6HoesneHuli ¢ Cepeepa
ynpaesneHus

MepemeHHasa SpeedLimit
3HadeHue: ot 512 pno 4294967295 6ant/cekyHay nnm 0
(0 — orpaHu4eHns HeT, 3Ha4YeHUe Mo YMOMYaHUIo).

MakcumanbHoe Konu4ecmeo nornbImMoK cka4amb/nosiy4ums OaHHble ¢/Ha
FTP cepeep(a)
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MepemeHHaa MaxTryCount
3HadeHue: uenoe uncno ot 1 go 30 (3Ha4eHue No ymonyaxuio 3).

TMepuod mexdy nonbimkaMu cka4ams/nosy4yums OaHHbie c/Ha FTP
cepeep(a)

lMepemeHHas TryPeriod

3HaueHue: uenoe uncno ot 0 go 300 cekyHA (3HayeHue no ymonyaHuo 120).

MakcumanbHoe epemss omcymcmeusi mpaghuka mexoy Knuenmom
ynpaesieHusi u FTP-cepeepom, Mo ucme4yeHUU KOmopoz20 coeduHeHuUe
cyumaemcs pa3opeaHHbIM

MepemeHHaa MaxTrafficTimeout
3HaueHue: uenoe yncno ot 30 go 3600 cekyHa (3HayeHne no ymonyanuio 180).

Info

MakcumanbHbIl pa3mep coobujeHuli npodykma S-Terra Agent/CSP VPN
Agent, nepecbinaembix Ha Cepeep ynpaesieHust

MepemeHHaa MaxVPNLogSize
3HaueHue: gecaTtnyHoe yncno ot 1 go 102400 knnobawT (3HayeHne no ymonyaHuio 16).

lMepuod mexdy c6opomM cmamucmuy4eckol UHGhopMayuu Ha ynpaesnsieMom
ycmpolicmee

lMepemeHHasa StatCollectPeriod
3HadeHune: gecatmdHoe vmcno ot 0 go 600 cekyHA (3HayYeHre No ymonyaHuio 5),
3HayeHue 0 — cbop cTaTtucTuyeckon nHdopmMaunm He NPON3BOAUTCA.

MakcumanbHbIl pa3mep namsamu Ha ynpaesiseMoM ycmpolicmee Osisi
cbopa cmamucmu4eckol uHgpopmayuu. lfpu docmuxeHuu 3Mo20 pa3mMepa
cobpaHHasi cmamucmuyeckas uHghopmauyus nepecbiiaemcsi Ha Cepeep
ynpaeJsieHusi

MepemeHHasa StatBufSize

3HaveHuve: gecatnyHoe yncno ot 1 go 2048 kunobanT (3HaveHue no ymonyarmio 100).

lMepuod mexdy nocbisikamu cobpaHHOU cmamucmuyYyeckol uHghopmayuu
Ha Cepeep ynpaeJsieHusi

lMepemeHHaa StatSendPeriod
3HaueHue: gecaTMvHoe Yncno ot 0 oo 7200 MUHYT (3HadeHne no ymondanuio 10),

3HaveHune 0 — OTKMYaeT OTCMNEXNBAHNE MO BPEMEHU, AEACTBYET TOJTbKO OrpaHU4eHne no
pasmepy cobpaHHOl CTUTUCTUYECKOW MHGOPMaLUN.

Adpec u nopm ucmoy4yHuka SNMP cmamucmuku
MepemeHHaa Stat SNMPAddr

3HaveHune: KoppeKkTHbIV IP-agpec 1 KOPPEKTHbIV NOPT, pasaeneHHble ABOeTO4YMEM
(3Ha4eHune no ymonyaHmio 127.0.0.1:161).

Community-cmpoka ucmo4Huka SNMP cmamucmuku

lMepemeHHas Stat SNMPCommunity

3HadeHune: CTpoka, cogepallasi community (3HaYeHue no ymonyanuto - public).
Community-cTpoka urpaeT ponb naponsi npu ayteHtTudmkauum coobieHnin SNMP.

lMepuod mexdy nepenocbkiIkamu 3anpocoe K ucmoYyHuky SNMP
cmamucmuku

MNepemeHHas Stat SNMPTimeout

3HauyeHuve: pecaTudHoe uncno ot 1 Ao 100 coTbix Aonew cekyHabl (3HaveHne no
ymonyanuto 10).

Konuyecmeo nepenocbiniok 3anpocoe kK ucmo4yHuky SNMP cmamucmuku
MNepemeHHaa StatSNMPRetries
3HadeHune: pecatuyHoe vmcno oT 0 o 5 pas (3HadeHue no ymonyanuio 0),

3HayeHne 0 — cTaTUCTUKA 3anpallnBaeTCs TOMbKO OOUH pas (ecnw B OTBEeAeHHOe BpemMA
OTBET HEe NPUXOoOUT — NOBTOPHbIX 3anpocoB He I'IpOVISBpOLlVITCH).

StatVariables

®naz akmueHocmu cbopa cmamucmuku no 3ac2pyxeHHocmu npouyeccopa
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MepemeHHas CPUUsage
3HayeHue:

on - Ha CepBep ynpaeneHusi 6yaeT noceinatecs napametp CPUUsage —
CPeaHNAs 3aHATOCTb NPOLLECCOPOB B NpoLeHTax 3a Bpems StatCollectPeriod
(3HayeHme no ymonyaHuio)

off —cratuctuka He cobupaetcs.

dna2 akmusHocmu cGopa cmamucmuku no ucnonbsyemoﬁ namMssmu
lMepemeHHas MemUsage
3HaueHue:

on - Ha CepBep ynpaBneHust 6yayT NnocbinaTbCsl 3HaYEHNS ABYX
napameTpoB

n Bo Bknagke Ctatuctuka UPWeb oHn 6yayT oTo6paXeHbl C MeHaMu:
MemUsage — KonnyecTBo 3aHATbIX 6anT B namaTn
MemFree - konn4ecTBO CBOOOAHbLIBLX BANT B NaMATH

(3HayeHne no ymonyaHuio)
off —cratuctuka He cobupaetcs.

®naz akmueHocmu c6opa cmamucmuKu o Ucnosib3yemMomMy GUCKOBOMY
npocmpaHcmay (Quck, Ha kKomopoMm ycmaHoesieH Knuenm ynpaesieHusi.
O6b14yHO Ans Windows - amo duck C, dnst UNIX — npuMoHmMupoeaHHbIU
duck Kak /)

MepemeHHas DiskUsage
3HaveHue:

on - Ha CepBep ynpaBneHusi GyayT nocbinaTbCsl 3HAUEHWS ABYX
napameTpos:

DiskUsage — konnuecTtBo 3aHsTbIX 6alT Ha Ancke
DiskFree - konuyecTtBo cBOGOAHLILX BAWUT Ha gucke
(3HayeHne no ymonyaHuio)

off - cratucTuka He cobupaeTcsi.

®rnia2 akmueHocmu c6opa cmamucmukKu no ucnoJib3yeMbIM cemeebIM
uHmepghelicam

lMepemeHHasn NetUsage

3HaveHue:

on - Ha CepBep ynpaBneHusi GyayT nocbinaTbCsl 3HAaUEHWs ABYX
napameTpos:

NetIinSpeed — cpegHee konnyecTBo 6anT B CeKyHAY, NOMyYEHHbIX BCEMM
nHTEepdercamu, B Neprnoa Mexay 3amMmepamu

NetOutSpeed - cpegHee KonuyecTso GaiT B cekyHAay, OTNPaBMEHHbIX CO BCEX
MHTEpdeicoB, B Nepmoa Mexay 3aMmepamm

(3Ha4eHne No ymonyaHuio)
off — cratuctuka He cobupaeTcs.

HobaeneHue nepemeHHOU Onsi c6opa cmamucmuku
3anpoc coctaBnsieTcs B BUAE:

SNMP:<ID SNMP>=STATE [-n DISPLAYNAME] [-p COLLECTPERIOD] [-a
SNMPADDR] [-c SNMPCOMUNITY] [-t SNMPTIMEOUT] [-r
SNMPRETRIES] [-ev ERROR VALUE],
roe
<ID SNMP> - naeHTMdunkaTop 3anpalimBaemMon nepeMeHHoOn (MOXHO
NocMoTpeTb B pasaerne «MoHUTOPUHI» Nonb3oBaTenbCKom
OOKyMeHTauun)
STATE —  donar aKTMBHOCTU, 3Ha4yeHue on, of £
DISPLAYNAME- UM, Nog KOTOPbIM AaHHasA cTaTucTuka OyaeT nockinaTbecs Ha

CepBep ynpaBreHus
COLLECTPERIOD- nepuog cGopa CTaTUCTUKU B CEKYHAAX, ECNM He 3afaH, TO
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ucnonb3dyetcs 3HaveHne StatCollectPeriod

SNMPADDR - agpec n nopt uctovyHnka SNMP cTaTUCTUKK, ecnv He 3agaH, To
ncnonb3yeTcsa 3HavyeHne Stat SNMPAddr

SNMPCOMUNITY - community-cTpoka uctoyHmka SNMP cTaTUCTUKKM, ecrnn He
3afaHa, ncnosnbayetcs 3HavyeHne Stat SNMPComunity

SNMPTIMEOUT - nepuvoa Mexay rnepenocbiikaMmy 3anpocoB K MCTOYHUKY SNMP
CTaTUCTWKK, €CNK He 3a4aH, To UCnonb3yeTca
StatSNMPTimeout

SNMPRETRIES —  KONM4YeCTBO Mepenocblsiok 3anpocoB K MCTOYHUKY SNMP
CTaTUCTUKK, eCcnn He 3a4aHo, TO UCMOMb3yeTCHd 3Ha4YeHne
StatSNMPRetries

ERROR VALUE - CTpoKa, koTopas GyaeT UCrnonb3oBaTbCs B Ka4eCTBe 3HaYeHms
CTaTUCTUKKN NPU ee HeyaayHoM cbope.

Mpumep:
SNMP:1.3.6.1.4.1.9.9.171.1.3.1.1.0=on -n ActiveTunCount -

ev O

HKEY LOCAL MACHINE \
SOFTWARE\UPAgent

HKEY LOCAL MACHINE\
SOFTWARE\Wow6432Node\
UPAgent

Pexum pabomsi Knuenma ynpaeneHusi

Mpu nHcTannaumm KnueHTa ynpaeneHus Ha ynpasnsemoe YCTPOMCTBO B KIoye peecTtpa
HKEY LOCAL MACHINE\SOFTWARE\UPAgent BbICTABMSAETCS PEXUM paboTel,
3aaHHbIN Mo ymonyaHumio. [locne nHctannsauum 3Ha4eHne MoOXHO N3MEHWUTD.

[NepemeHHasa Mode

3HaveHne: windowless — 6e30KOHHbIN pexum paboTbl KnveHTa ynpaeneHus
(3HayeHune no
YMOMYaHuio)

<mycTas CTPOKa> — OKOHHbIV pexum paboTel KnueHTa ynpasneHus (ons
oTnagKky 1 TECTUPOBaHMS).

3anpoc nodmeepdeHus y Nonb3oeamerisi 0 Havyasie 06HO8/1eHUs!
MNepemeHHas UserAskMode

3HadeHne: auto — HeobxoauMOCTb 3anpoca onpeaenseTcs Ha ocHose Tuna VPN-
npoaykra

(I'IO}J,TBep)Kﬂ,EHVIe 3anpalimBaeTcd, eClim Ha KoOMNnbloTepe yCTaHOBNEH NPOAYKT
CSP

VPN Client) (3HayeHne no ymon4yaHuio)

never — nogTBepXaeHne HUKOrga He 3anpaluvBaeTcs, He CMOTPS Ha Tun
VPN-npogykra

always — nogTeepxaeHune 3anpalwmBaeTcs Bceraa, He cmoTpd Ha Tun VPN-
npoaykra.

Ecnu 3HauyeHve gpyroe, TO OHO TpaKTyeTcs Kak auto.

lMpoeepka ucnonHsembix Modysel npu noJly4eHuU o6Ho8IeHUS

MepemeHHasa UpdateCheckMode
3HayeHve: <nycTas CTpPOKa> - MCMNOMHAeMble MOAYNN He NPOBEPSOTCS
none — UCMOJIHAEMblE MOAYNN HE NPOBEPSAOTCH

full — NnpoBepsOTCA NPUCTIAHHbIE B OOGHOBMEHUN PacLUMPEHHbIE
obHoBNeHUs n GuHapHble koAbl HoBoro KnueHta ynpaBneHus

Ecnu 3HayeHne oTCyTCTBYET, TO OHO NPUPaBHMBAETCS K 3HAYEHMI0 none.
Ecnu 3HauyeHve gpyroe, To oHO npupaBHuBaeTcs K full.

McnonHsemble mogynu nognuceiBatotca LM, Ans KOTOpow Mcnonb3yeTcs CekpeTHbIN
KMoY cepTudmkaTa, nsgaHHoro komnanunen C-Teppa. [NpoBepka rapaHTUpyeT, 4To
UCMONHSieMbI€ MOAYNM ObINn CO3AaHbl C UCMOMNb30BAHUEM CKPUMNTOB, CO34aHHbIX
komnaHuen C-Teppa. Ecnv agMyHucTpaTop ynpasrseMbiX yCTPONCTB UCMONb3yeT CBOU
CKPUNTBI, TO Takyto NPOBEPKY creayeT OTKoYUTb.
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15. Onucanue untepcenca Cepsepa ynpaBneHus

Mpaduyecknin nHTepdelic npunoxeHms VPN UPServer console cogepXxuT cneayoLlime afieMeHTbl.

15.1 Bknapka Clients

Ha Cepsepe ynpasneHus Bo Bknagke Clients oTpaxaeTca uHgopmaums 060 Bcex ynpaBnsemblx
yCTpOMCTBax. OTa BKNagka npegHasHayeHa ans co3gaHuvs, yaaneHus y4eTHbIX 3anvMcen KIMeHTOB
yrnpaBnsiembIX YCTPOMCTB, co3gaHusa ansa Hux KnueHTos ynpasneHus, o6HOBNEHUIN, NPUOCTaHOBKN paboThbl
C KNMeHToM U1 T.4. KnneHTbl MoryT 6biTb 06beanHEHbI B FpymnnbI.

EUPN UPServer console 0o

Eile Groups cClients Tools Help

Clients | Settings I

Lisk of groups List of clients

M - Clignt ID| Condi... | Ackive u... | applied u| Adrini. .. | Fite time b cert...l Last active time | Last ackive ip...l Gr...l Description|

gatel

active i} 4 enabled 27/1ziz2012 1344,  ONLINE 10,0.10,110 Mg NEpE. ..

- Officel | [iserverd

L active Q 4 enabled 271212002 13:44,,,  29/12/2011 20:,,,  40,0,0,101 OFFi..,

all Updatable | Unsuccessful |

Fnd |

Mexk | Prew |

Refresh timeoutl 10 sec Refresh |

Onucanue

PucyHok 223

Bknagku Clients.

MapameTp

OnucaHue

List of groups

[epeBO rpynmn KMMEHTOB, 06beANHEHHbIX aAMUHUCTPATOPOM MO TEPPUTOPUATNBHOMY UMK
OpraHv3auMoHHOMY MpPU3HaKy PacnoNOXeHNs yNpaBnsieMbIX KOMMNbIOTEPOB

List of clients

Tabnmua co CNMCKOM KIIMEHTOB, BXOAALLMX B BblaeneHHyto rpynny. CTonbupsl Tabnuusl MeroT
crefylolime 3HauYeHus:

Client ID

YHUKanbHbIN nAEHTUMKaTOP KNneHTa

Condition

cocTosiHne KnuneHta ynpasneHuda, MOXeT NpuHMMaTb crieaytoline 3HavyeHuna:

new — KnneHT ynpaeneHus 3apeructpmpoBaH Ha CepBepe ynpaBneHns 1 eLle HY pasy He BbIXoaun
Ha CBA3b M0 CETU

active — Knuent ynpaerieHna rotoB K npuemy 0oGHOBEHNI

waiting — 06HOBNEeHWe NS KNMeHTa co34aHo 1 BbiNoxeHo Ha FTP-cepBep u oxugaetcs, 4to KnueHt
yrnpaBneHust HAYHET ero ckadvMBaHue

updating — KnueHT ynpaeneHus npumeHsieT o6HoBreHue (B AaHHOM COCTOsiHUM KNMeHT ynpasneHus
HaxoOWTCsl C MOMEHTa, Korda OH 0GHapy»un oGHoBreHWe Ha CepBepe ynpaBrieHVst U 4O MOMEHTa,
KOrZia OH ero NpUMEHWI UM OTBEPTHYI)

failed — KnueHT ynpaBneHnsi He CMOT NPUMEHNTbL 0YepefHoe OOHOBMNEHME (B 3TOM COCTOSHUN
KITMEHT NpoAomKaeT paboTy Ha NpeablayLeM KOMMNIeKTe OOHOBMNEHUS, MOMNbITKA MO MPUMEHEHMIO
06GHOBNEHUS HE NPEANPUMHUMALIOTCS, NoKa agMUHUCTPATOP HE M3MEHUT 3TO COCTOsIHME Ha active,
OTMEHMB HeycnelHoe obHoBneHne). Owmnbka AeTEKTUPYETCH HA OCHOBaAHWUN HEBO3MOXHOCTM
ckadvaTb TO e o6HoBNeHne ¢ CepBepa ynpaBneHusi Npu NpUMeHeHHOM OGHOBNEHUN

Active updates

KONn4yecTBO eLlle HenpuMeHeHHbIX 0oOHOBMNEHUN

Applied

KONMM4eCTBO yCnewHO NpUuMeHeHHbIX oBGHOBMEHUN
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updates

Administrative

aAMUHUCTPATMBHOE COCTOAHUE O6CJ'Iy)KVIBaHI/IF| KnneHta ynpasneHuda, MoXeT NpuHMMaTb crieaytowine

state 3HaYeHus:
enabled — KnneHT ynpasneHus obcnyxuBaeTtcs
disabled — KnueHT ynpaeneHusi He obcnyxmBaeTcs (Bce ero obpalleHnsi K cepBepy UrHOpUpYHTCs)
Fire time by Gnwxanwas gaTa n BpeMs UCTeYeHNs cpoka AeNCTBUS OOHOMO U3 CepTUdMKaToB, pasmeLleHHbIX B base
certificates npogykta CSP VPN Gate/S-Terra Gate
Last active Bpems NocrneaHero AenUcTBus, MOXET NPUHUMaTL criegytolmne 3HavyeHns:
time

parta v Bpems nocnegHero ygadHoro FTP-coeguHeHus knueHTa (korga KnMeHT yaayuHo
ayTeHTUduumposanca Ha FTP-cepsepe)

ONLINE — B gaHHbIN MOMEHT KITMEHT HaxXoAUTCS Ha CBA3N

Last active ip-

IP-agpec Kn1eHTa, ¢ KOToporo GbiNo OCyLLEeCTBEHO NocneaHee yaadHoe FTP-coequHeHne

address
Group UMS FPYNbl, K KOTOPOW NMPUHAANEXNT KINEHT
Description NpPoun3BoJibHasA CTPOKa, BHOCMMas aMUHMUCTPATOPOM, AJsl ONMCaHUS KNneHTa

HonyckaeTcsi cOpTUpPOBKa Mo cTonbuam Tabnuubl KNMeHToB. 3Ha4YkoM  MeTUTCS cTonbeL, Mo KOTOPOMY
COPTUPYIOTCS OaHHble, eCrv faHHble B TakoM cTonbLe oguMHakoBble, TO OHWU copTupytoTes no Client ID.

Bknagka Clients nmeet crnegytoLme KHOMKNA ynpaBrieHUsA:

KHonka, OnucaHue
none
All B Tabnuvue otobpaxalTcsa BCe KNMEHTbI rpynmbl
Updatable B Tabnuvue otobpaxalTca TONLKO Te KMUEHTbI, KOTOpble MMEKT XOTS 6bl OAHO HENPUMEHEHHOE
06HOBMNEHWE MU HAaXOASITCA B COCTOSHUM He active
Unsuccessful B Tabnuue otobpaxatoTcs KnueHTbl B cocTosiHum failed (He cmornm npyMeHnTb ovepeHoe obHOBMNEHKE)
Find none Anst BBoga CTPOKK, NO KOTOpon ByaeT NpoucxoanTb MOUCK KNMEHTOB B Tabnuue, coaepXaiinx
OaHHY0 CTPOKy B Nto6om none. Ecnv Takomn KNMEHT HalAeH - OH BbIAENSAETCS B CNUCKE KIMEHTOB.
Next KHOMKa 3anycka noncka crnegyoLero KnmeHTa, OTHOCUTENbHO BblAENEHHOro, YAOBNETBOPSIOLLErO
3apaHHoM cTpoke B none Find. AHanormyHo Haxartuio knaemwm F3
Prev KHOMKa 3anycka noncka npeablayLiero KnmeHTa, OTHOCUTENBHO BbIAENEHHOro, YAOBNETBOPSOLWErO
3agaHHou cTpoke B none Find. AHanorn4yHo Haxatuio knasuw Shift-F3
Refresh norne, B KOTOPOM 3aaeTcsl Nepmo BpEMEHN B CeKyHAax obHOBNeHNs nHdopmaumm B Tabnuue
timeout KNNEHTOB
Refresh KHOMKa ANnsi NPUHYAMTENbHOro 06HOBNEHnsa nHopmauun B Tabnuue KnmeHToB. HaxaTtne kHonku gaet

KoMaHay Aansi cbopa nHpopmaumm 060 BCeX CyLLECTBYIOLIMX KNMEHTax. Tak Kkak npouecc cbopa
nHopMaumm MoXeT BbITb AONTOBPEMEHHBIM, TO OXnaaHue no kHonke Refresh nponssoanTcsa Tonbko
ONs BblAENEHHbIX HA AAaHHBIN MOMEHT KnMeHToB. OToOpa)keHne 0OHOBMEHHOM MHpopMaLum ans Bcex
ocTarnbHbIX KNeHToB ByaeT NponsBedeHO No3aHee, NoO Mepe MonyyYeHUs NOMHON nHopMaLmnu.
AHanorm4yHo Haxatuio knasuwwmn F5

HwxHsasa ctpoka Bknagku Clients otpaxaer:

Selected — KONMYECTBO BblAENEHHbIX Ha AaHHbI MOMEHT KIIMEHTOB

Displayed - KONIM4ECTBO 0T06pa)KaeMbIX Ha JaHHbIA MOMEHT KINMEHTOB

All - KOMMYECTBO BCEX KNMEHTOB Ha CepBepe yrnpaBneHus.

15.2 MeHiwo File

MeHio File BknoyaeT ogHO NpeanoXeHue:

Exit — 3aBeplaeT paboTy koHconu ynpasneHus (o6cnyxmBaHne KNMEHTOB NPy 3TOM He
3aBepLuaeTcs).
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15.3 MeHio Groups

MeHio Groups coaepXuT crieaytoLme aneMeHTbI:

ERPH UPServer console

File | Groups Clients Tools Help
Creatke, ..
i Create
Rename...
L Remove List af clients
(I Mave up -~ Clignt 1D |
Maye dowm gatel
serverdl
PucyHok 224

Create... - Bbl3blBaeT OKHO CO3aHUsi HOBOW rpynnbl (rpynna co3aaeTcs Kak noarpynna BblaerneHHo
rpynnbl), B KOTOPOM Hado 3agatb UMs rpynnbl (PUcyHOK 225).

Parent group name — ums rpynnbl, B KOTOPO co3gaeTcs nogrpynna

Group name — UMs cosgaBaemoi Noarpynnbl.

Create new group ﬂ
Parent group name I Office 03
Group name I |
o] 4 I Cancel
PucyHok 225

Rename... - BbI3bIBA€T OKHO NEPEMMEHOBAHNA BbIOENIEHHOW IPYyNMbl, B KOTOPOM 3a4aeTcs HOBOE UMS
rpynnel (PucyHok 226).

Parent group name — umMs rpynnel, B KOTOPO NeperMeHOBbLIBAETCS noarpynna
Group name — HOBO€ VMs MOATPYNMbI.

anI nepenMMeHoBaHuUM rpynnbl BCe BXOAALWNE B HEE KITUEHTbI U rpynnbl COXPaHAKOTCA.

x

Patent group name I

Graup name

Ik I Cancel

PucyHok 226

Remove — ygansieTt BblAENEHHYIO rpynny; Npyu 3TOM BCE KIMUEHThLI Y NOArpYnnbl, BXOASLLNE B HEE,
nepemMeLLaroTCcsi B rpynmny ypoBHEM BbiLLE.

Move up — nepemeLLaeT BbIAENEHHYIO TPy B CNCKE BBEPX, COXPaHSs YPOBEHbL Ipynrbl B AepeBe

Move down — nepemeLLaeT BblAENeHHYI0 rpynny B CMUCKE BHWN3, COXPaHSis YPOBEHb rpynnbl B AepeBe.
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15.4 MeHio Clients

Menio Clients coaepxxuT crieaytoline anemMeHTbi:

File Groups | Clierts Tools Help
Show...
Propetties...
Create,..
Update. .. _
Functions y i I
Get packages. ..
Ematile
Disable

Zlear:

Clients | Set

List of groc

all clients Active u... |

1]

Ciffice

Remove

PucyHok 227

Show... — Bbl3bIBaET OKHO OTOGPAXKEHUSI MapaMeTPOB CYLLECTBYOLLEro knmeHTa (PucyHok 157)

Properties... - Bbi3biBaeT okHO Client properties ¢ uHopmaumen o6 ynpaBnseMmomM yCTponcTee
(PucyHok 228) 1 cneaylowmmMmm NoONAMU:

Client ID - ngeHTndUKaTOp KNNEHTA

Client description — BBegeHHas agMWHUCTPATOPOM B 3TO none uHdopMauusa 6yaet
oTobpaxeHa B none Description Bknagku Clients (PucyHok 223)

Device password — B JaHHOW BepCcUn 3TO Mofe He UCMOoMnb3yeTcs

Show device password as plain text - B JaHHOW Bepcumn aTOT chnar He Ucnonb3yeTcs

Client properties x|

I serverdl

Client ID

Client description I OMMCaHHE KNHEHTS serverOl

Device passward I
[ show device password as plain text

Client variables

Mame | Walue | [odifs . |
UP&gentCPU 336
UPAgentGroup Officel Add... |
UPAgentID server(l
UP&gentLaskAckireTime FAMzfE011 2002721 Eemove |
IJPAgentLastIPAddr 40.0.0,101
UP&gentOs WINZE
UPagentersionMajor 4.0
UPAgentVYersionMinor 12069
|PServerBinDir CProgram Files JPServer
IJPServerDir C\Documents and Settingsiall User, ..
YPMProduck CryptoProvider P
YPMProductFire TimeBy Cert 27[12/2012 13:44: 57, 27/12)2012 ...
YPMProduct Type SERVER
YPHProductYersionMajor 31
YPrProduckyersionMinor 10330
QK I Cancel
PucyHok 228
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Client variables - cnMcok nepeMeHHbIX, ONMUChIBAOLLMX KITMEHTA, KOTOpbIE NepefarnTcs CKpUNTy
cook.bat npu ero 3anycke B Npouecce MOAroTOBKA paclMpeHHOro obHoBneHus. Cnmncok
nepeMeHHbIX MOXeT OblTb [OMOMHEH agMUMHUCTPATOpPOM, wucnonb3yst kHonky Add. Bce
nobasnsemMble nepemMeHHble JOMKHbI HaunHaTbCs ¢ npedukca EX_ .

Create... — BbI3bIBaeT okHO Create new client cosgaHus HoBoro knveHTa (PucyHok 85)

Update... — BbI3biBaeT okHo Update client cozgaHns obHOBNEHNS ANs CYLLECTBYHOLLErO KNMeHTa
(PucyHok 229) co cnegyowmmmn nonsamu:

Client ID — ngeHTUdmkaTOp KNneHTa

Creation time - paTa v Bpems, korga cosgaBaemoe obHoBneHve OyaeT AOCTYyMHO Anis
ckaumBaHust KnmeHTom ynpasneHusi

Product package — umsa danna ¢ pgaHHbiMm npogykta CSP VPN Gate, cosgaHHoOro ¢
nomoLubio okHa VPN data maker, Bbl3biBAEMOro kHomnkomn E

KHonka E — BbI3biBaeT okHO VPN data maker (PucyHok 86) ons 3agaHusi NOAUTUKK
6e3onacHocTu n HacTpoek npogykta CSP VPN Gate

UPAgent folder — nms katanora, B KOTOPOM pacnonoxeH ANcTpmbytus KnveHTa ynpaBneHus
(3anonHsaeTcs, ecnn Hago YCTaHOBWUTL HOBYIO Bepcuio KnveHTa ynpasneHus)

UPAgent settings — ums canna ¢ Hactporikamn KnneHta ynpaBneHus (3anosfHseTcd, ecnm
Hago o0O6HoBWUTL HacTponkm KnueHTa ynpaenenus) (cm. mmasy «HacTtporkn KnueHta
ynpaeneHns»)

Extended data - nyTb K KaTanory, B KOTOPOM pPacrofioXKeHbl paclMpEHHbIE OaHHbIE U
CKPUNTbI OBGHOBNEHUS

Send current UPServer CA certificates to client — yctaHoBka naxka Onsi Nepecbisiku
KNMeHTy BMmecTe ¢ oOHoBneHvem akTyanbHoro cnucka CA ceptudmkatoB Cepepa

ynpaBreHus.
x
Client ID | gatel
Creation time | 12{ 9/2011 | | 5:30:33 PM

Product package I

¥ Do not send binary code of produck package
IPAgent Folder I

UP#&agent settings I

Extended data I

[ Send current UPServer & certificates ko client

(a]4 | Cancel

PucyHok 229

Functions — Bbi3biBaeT nogmeHto (PucyHok 230):
Key pairs — no3sondet 3agatb AeWACTBUS C KIKOYEBOMW Napon Ha ynpasrsieMOM YyCTPOWCTBE:

Generate... - co3gaTb KNOYEBYIO Mapy Ha ynpaensemom ycTtponctse. [pu Bbibope aToro
npegnoxeHus nosiensetca okHo Make key pair (PucyHok 180) ans 3agaHus napameTpoB
Krto4eBon napbl U 3anpoca Ha cepTudmkar.

Remove... -yganuTb KNtoYeByl0 napy € ynpaeBrsieMoro yCTpOWCTBa, Npu 3TOM MOSIBNSieTCs
okHO Remove container (PucyHok 231) ansa 3agaHus napaMeTpoB yAanseMon KIH4eBOWn
napbl:
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Creation time — gata v Bpewms, korga CepBep ynpaBreHus caenaeTt AOCTYMNHbIM Ans
ckaumBaHus KrnneHToMm ynpaBneHusi nakeT OOHOBIEHWsi, copepXaluii OaHHble Ans
yaaneHus KNio4eBon napbl Ha ynpaBngemMom ycTponcTtee. Ecnu ykaszaHHoe Bpems yxe
npowso, To nakeT obHOBNeHMsi GyOeT OTKPbIT ANs CKaduMBaHus cpa3y Mocre ero
co3gaHus

Container name — MMsl KOHTEMHEpa Ha ynpaBnseMoOM YCTPOWCTBe, KOTopbii Gyget
yaaneH. lNone siBnsieTca obsa3atenbHbIM AnNs 3anonHeHus. B Beinagawowem cnvcke
MPUCYTCTBYIOT MMEHa CyLIEeCTBYIOLWMX, HO He wucnonbdyembix VPN-npogyktom
KOHTENHEPOB

Container password — naponb KOHTenHepa, KOTopbin ByoeT ucnonb3oBaTbCA Mpu
yoanexnuu. Ecnu aTo none He 3agaHo, TO Naposib CYUTAETCS MYCTbIM.

File Groups | Clients Tools Help
Show...
Properties. ..

List of gron  Sreate...
Update, .,

"
Get packages...
Enatle

Dizable

Zlear:

Clients | Set

Remove

PucyHok 230

x

Client 1D I seryerll
Creation time | 6{17}2011 j | 9:04:03 PM -~
Container name I j

Conkainer password I

K I Cancel |

PucyHok 231

Log — no3BonsieT 3agaTb HACTPOMKM NPOTOKONMPOBAHUS COObITMI Ha yNpaBnseMOM YCTPOWNCTBE,
npy 3TOM BO3MOXHbI AiBa Aenctans (PucyHok 232):

Setup... - 3agaTb napaMeTpbl NPOTOKONMPOBaHNs B OkHe Setup log (PucyHok 233):

Creation time — pata wn Bpems, Koraa nakeT OOHOBMEHUA C HACTPOWMKaMMU
NPOTOKONIMPOBAHUSA Ha YMpaBnsieMoOM YCTPOWCTBe, OyaeT AOCTyMNeH Ans CKauMBaHus.
Ecnn ykasaHHOe Bpems yxXe npoLwno, TO naket OOHOBreHus OydeT OTKpbIT Angd
CKauMBaHUSA cpasy rnocre ero co3gaHust

State — cocTosiHMe CUCTEMbI MPOTOKOSIMPOBAHUS:

ON — BKNIOYUTb Mepecbifiky Syslog coOOLWEHUn B CTaHOAPTHYKH CcUCTEMY
npoTokonupoBaHus OC Windows
OFF — BbIKMOUYUTb MEepechbiniky syslog coobuieHui B CTaHOAPTHYH CUCTEMY
npotokonupoBaHus OC Windows
OTa HacTpoika paboTaeT TOnbKO Ansi ynpaensieMbix ycTponcte ¢ OC
Windows. Ons yctporictB ¢ OC Unix aTa HacTporka He NpuUMEHsieTCs,
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XypHanupoBaHue Ha TakMx YCTPOMCTBAX BKMOYEHO MO YMOMYaHWI0 U He
MOXeT ObITb OTKITHOYEHO.

ﬂ?PN UPServer console
File Groups | Clients Tools Help
Show...

Clients
| Sl Properties. ..

List of gro.  Sreate..
Update. .. :

i)l clierits -
==
Emable Request. ..
Disable
Zleat;
Remove

PucyHok 232

Setup log ﬂ

Client ID | spdsil

Creation time | 3128/2012 j | 5:19:16 PM j

State TR ~
Ik I Zancel |

PucyHok 233

Request... - 3anpocuTb AaHHble M3 CUCTEMbl MPOTOKONMPOBaHWA Ha YNpaBriseMOM
YyCTPONCTBE, 3anonHuB B okHe Request log (PucyHok 234) none:

Creation time — pgata u Bpems, korga nakeT OBHOBMEHWS C 3anpoCOM AaHHbIX
NpOTOKONUPOBaHWA Syslog kaHana, 6ygeT gocTyneH Ansa ckaunBaHwus. Ecnu ykasaHHoe
BpeM4A yxe npoLusno, To nakeTt obHoBMEHUS 6y,u,eT OTKPbIT ANA CKadnBaHUA Ccpady nocne
ero cosgaHus.

Get packages... — Bbi3blBaeT OKHO 3anpoca katanora, B KOTopbln 6ygyT coXxpaHeHb!
WHULManNn3aumMoHHble ANCTPMBYTUBLI ANS yNpaBnsemMoro yCTponcTea

Enable — BknoyaeT mexaHnam o6MeHa OaHHbIMU C KITMEHTOM
Disable — BbIknto4YaeT MexaHu3M o6MeHa AaHHbIMU C KITMEHTOM

Clear — yoansiet Bce HenpuMeHeHHble 06GHOBNEHUS ANS KNneHTa (NpeaHasHa4veHo AN OTMEHb!
HeyAayHbIX OOHOBIEHWIA)

Remove — yaansieT uHgopmauuio o knueHTe ¢ CepBepa ynpasneHus.

Request log =|
Client 1T |

Creation kime | 3(28/2012 j | 5:18:18 PM =

(o] 4 I Zancel

PucyHok 234
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15.5 MeHwo Tools

MeHto Tools cogepxuT gea npeanoxexusi VPN data maker n VPN data converter (PucyHok 235):

EH‘PN UPServer console
File Groups dlients | Tools Help
YPM daka ma

Clients | Settings |

0
WPM data converter. ..

List of groups List of clients

| Firetimel:u...l La:
QML

| oad..
enabled Z2/03/2013 ...

~cli.. | cCondtion | Ac... |
active ] ]

ackive

.ﬁ.!l clients
L. (el =

gatel
snds01

PucyHok 235

Mpeanoxexne VPN data maker Bbi3biBaeT ogHoMMmeHHoe okHO VPN data maker ans 3agaHusa HacTpoek
npoaykta CSP VPN Gate ans Hoeoro npoekta (PucyHok 236). CoenaTb 3TO MOXHO C UCMOJIb30BaHUEM:

e BKIagoOK OAHHOro OKHa
® UM OKOH MacTepa, Bbi3biBaemoro kHonkor Run Wizard.

CO3,D,aHHbII7I NPOEKT MOXXHO COXpPaHUTb B Cb3|7|]'| M ncnonb3oBaThb Npu co3gaHun obHoBMNEHUs Ana KnneHTta
(ykasaTb cosgaHHbIn dain B none Product package okHa Update client).

. E?PN data maker

. File  Mode

=10l x|

Crypho provider ICr';.-'ptn:lF'rD j

| 1= Tt W =P YPT Gake 3,11 on baken
L5P |CertiFicates I Keys I Setkings I License I Inkerfaces I RMG container I Sofbware I

[T LSP Format is cisco-like

L

-

Load From File. .. | Check |

Fun Wizard. ., | Cancel |

PucyHok 236

15.5.1 3apaHue NOAUTUKM M HACTPOEK C MCNONb30BaHUEM BKNadoK

VPN product TOnbko B pexume LwabroHa npoekTa — BbiNagatolui CNUCOK, U3 KOTOPOro
BblIOUpaeTcsa NpoAyKT, ANs KOTOPOro Jarnee 3a4atoTcsi BCe HACTPOWKU BO BKITAOKax:

CSP VPN
CSP VPN
CSP VPN
CSP VPN

Client 3.1

Server 3.1

Gate 3.1

Gate 3.1 on token
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CSP VPN
CSP VPN
CSP VPN
CSP VPN
S-Terra
S-Terra
S-Terra
S-Terra
S-Terra

Client
Server
Gate 3.
Gate 3.
Client
Server
Gate 4
Client
Gate 4.

4
.0
4
1

3.11

3.11

11

11 on token
4.0

.0

Crypto provider — BbinagatoLwuit CIMCOK C UCMOSb3yeMbIM KpUNTONPOBaNAEPOM B NPOAYKTE:

CryptoPro — Kpuntollpo CSP 3.6 komnaHun Kpunto-I1po
SignalCOM — Kpunto-KOM CSP 3.2 komnaHum CurHan-KOM
S-Terra — Kpuntorpadpusi ot komnaHum C-Teppa Cudcllu

LSP — Bknagka Anga 3agaHus nokanbHOW nonutukn 6es3onacHocty npogykta CSP VPN Gate,
npegnucaHHon ynpasnseMmomy yctponcTtsy (PrucyHok 236):

LSP format is cisco-like — yctaHoBka 3TOro dnaxka roBopuT O TOM, 4YTO JlOKanbHas
nonutunka 6esonacHocTn 3agaHa B popmare cisco-like

Load from file... - HaxxaTue 3TOWM KHOMKW BbI3bIBaeT OKHO Ans 3arpy3kun LSP u3 darna

Check — 3anyckaeT npouecc npoBepkn cnHTakcuca LSP. B aTon Bepcum npoaykTa nposepka
cuHTakcuca LSP B Buae cisco-like dpopmaTa He npoussogmTcs

Run Wizard... - Bbi3bIBaeT OKHO MacTepa 3aaHus HacTpOeEK.
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I
O

E?PN data maker

File Maode

x|

WP product  |CSP YPN Gate 3,11 ontoken | Crypto provider |CryptoFro

L5F | Keys I Settings I License I Interfaces I RMNG cantainer | Software I
Trusted Cf certificates
Subjeck | Issuer | Setial Mumber | SIEW,

Add

Remoye

Local certificates

Subjeck | [ssLEr | Serial Mumber | Cantainer name | 5

Y

Add. ..

Remoye

Remote certificates

Subjeck Issuer | Serial Mumber Wiet, .

!

&dd, ..

Remaoye

CRLs

a4

Issuer | Effective date Mext update Wiet, .

&dd, ..

Remove

d

Run Wizard... | Cancel |

PucyHok 237

Certificates — Bknagka gns 3agaHus CA, nokanbHbIX, MAPTHEPCKMX M CMMCKOB OTO3BaHHbIX
ceptudukatos ansa npogykra CSP VPN Gate (PucyHok 237).

Keys — Bknagka Ans 3afjaHus npegonpeaerneHHbiX knoden ana pabotel npogykta CSP VPN
Gate ¢ napTHepamu (PucyHok 238).
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ERPN data maker

File Made

=101 x|

YPM product  |CSPWPN Gate 3.11ontoken Y| Crypto provider |CryptoPro

LsP I Certificates | Settings I License I Inkerfaces I RMG container I Software I

Preshared kews

Ui

Mame | Yalue | Hex walue | adits, ..
Add
Remove
Run Wizard. .. | Cancel |
PucyHok 238

Settings — Bknagka onsa 3agaHus nokanbeHblx HacTpoek npogykta CSP VPN Gate.

B ¥PN data maker O] x|
File Mode
L= aTituts (N 5P WP Gate 3,11 on boken Crypho provider ICrvptu:uF‘ru:u j
LSP Cettificates | Keys — Settings |Liu:ense | Interfaces | RMG container I Saoftware I
—awslog setkings
Server IP Address I zz. 0 .0 .1
Sewvetity IinFu:u j
Facility II::u:aI? j
—Defaulk policy
Default driver policy Ipass all j
Log-out policy IdeFault driver policy j
—Logaining
™| Use momintetactive user | i
—Installing
Additional msiexec parameters
Fun Wizard... | (0] 4 I Cancel
PucyHok 239
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License — Bknagka Anst BBoAa AaHHbIX NiueH3umn Ha npoaykt CSP VPN Gate.

_[ol x|

File mMode

YWPH produck ICSP YPM Gate 3. 11 on token j Crypho provider ICr&.-'ptu:uF‘ru:u j

LSP | Certificates | Keys | Setkings  License |Interfaces | RMG container | Software |

—WPM product license

Product |caTE1000 =l
Customer code I best
License nurmber I 1
licerse madke I ASDFGHIELZSCYEMM
Load from file. .. Check License
—Crypto provider license
Serial number
Run Wizard... Zancel
PucyHok 240

Interfaces — Bknagka Ana 3agaHns HAacTPOEK CeTeBbIX MHTEPAENCOB yNpaBnNsemMoro ycTponcTaa
(PucyHok 241).

Virtual device address — B 370 none BHOCUTCS agpec, ¢ KOTOpbIM ByayT NpoxoauTb NakeThbl
ot CMNAC «MNOCT» k napTHepam.

Network interface descriptions — npu HaxaTum kHonku Add B aTon obnactu nosasnseTcs
okHo Edit connection gna HacTpowku ceTeBbix napameTpoB (PucyHok 243). 3tn xe
HacCTPONKM MOXHO 3aAaTb B nNpodpannax, NoArotaBnMBaeMblX agMUHUCTPATOPOM, U 3arpysuTb
no kHonke Load. B kayecTBe npumepa NoaroToBeHbl Npodannbl ¢ CeTeBbIMM HAaCTpONkamu,
KOTOpble MOXHO BblOpaTb K3 katanora: C:\Documents and Settings\All
Users\Application Data\UPServer\NetworkManager\Sample of profiles.

Extended routing — B aTon obnactn MoxHo nponucatb mapwpyTtbl ans CMAC «MOCT», npu
3a[jlaHuK NpaBuI B OKHax MacTepa 3TU MapLUpyThl NPOMNUCHIBAIOTCS aBTOMAaTUYECKN.

Network interface aliases — gns ClNAC ata obnactb HeJoCTyNHa A8 3anoSIHEHUS.

Driver settings - ycTaHOBKa 3TOro dnaxka M0o3BONSeT WM3MeHUTb HacTpouku [Psec
OpawvBepa, yCTaHOBIIEHHbIe MO ymon4daHuio (PUCYHOK 242). DT HaCTPOMKN UMEKOTCH TOMbKO Y
npogykta CSP VPN Gate u onucadbl B ytunute drv._mgr B JOKYMEHTe
«CneumanmampoBaHHble KOMaHAbl», Bxogswem B coctaB «[lporpammHbin komnnekc CSP
VPN Gate. PykoBoACcTBO agMuHuUCTpaTopay.
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ﬁr'_"-'d'PN data maker = |0
53]

File Mode
WPM product ICSF‘ WPM Gate 3,11 on token j Crypko provider ICryptu:uF'ru:u j
LsP I Certificates I Keys I Settings I License  Interfaces IRNG conkainer | Software |
Yirtual device address I oo .0 .0

W Metwork interface descriptions

i

Mame Descripkion Tadif .

Add...

Hemave

Down

Load...

Extended routing

Deskination Gateway Madifi, .

e

Remoye
™ mebworkinterface dliases

Logical name | Phrysical name Madifi .

ad

Remove
[ Driver settings

e |
v |

el. .. |
e |
v |

Wariahle | Yalue Madifi, .

add. ..

Rermoye

Run Wizard... | Cancel |

PucyHok 241

Driver setting description El

Yariable name pa_low_waker j

po_low_waker -
Value pg_tos_mask,

po_do_idle

busy inkteryval
p_drop_low_pri -
PucyHok 242

OkHo Edit connection

B atom okHe HacTpauBaioTca gns CMNAC «MOCT» npodunu kak NpoOBOAHbLIX COEOUHEHUN
(Ethernet) Tak n 6ecnpoBogHbIx.(Wi-Fi). [1ns HacTponkm coeguHeHus ¢ MOOUITbHOW CeTbio
WIMAX cwm. lNMpumeyaHne B pasgene «lpoBogHoe coequHEHNEY.
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MpoBoaHoe coeanHeHue (Ethernet)

[na HacTponknm NpoOBOAHOrO COEAMHEHMs cnefyeT ycTaHoBUTb B none «Connection type»
3HayeHne «Wired”.

Connection type — tnn coeamHenusi: «Wired» — npoBogHoe coeguHeHue, «Wireless» —
©ecnpoBogHoe coeauHeHue Wi-Fi.

Connection ID — naeHTUdMKaTOp CoeaMHEHUs, cBOGOAHOE TEKCTOBOE More.

Method — meToa nonydeHus IP-agpeca Ans coegvHeHWs: «Auto» — aBTOMaTUYeckoe
nony4deHue agpeca no nportokony DHCP, «Manual» — 3agaHne agpecoB BpYYHYO.

Edit connection x|

Connection type: .'. =

Kl

Connection ID: I

Method: Ip,ut.;.

L«

DHCP client ID: |

Interface addresses
Address | Mask. | Gateway | Add

Bemove

Edi:

il

DNS servers: I

Search domains: I

MTL: | o

MAC address: I

v &utoconneck

Connection check: I krue

Speed test: I ktrue

0k I Zancel

PucyHok 243

DHCP client ID — ungeHTudukatop KnNueHTa, nepepaetcs Ha cepsep DHCP npwu 3anpoce
agpeca. CBobogHOe TEKCTOBOE Mnone.

Interface addresses — obGnactb ana 3apaHusa IP-agpeca wmHTepdenca CIOC «MOCT».
[locTynHa TonNbKo NPy HAaCTPOIKe BPYYHYHO.

DNS servers — cnucok |IP-agpecoB DNS cepeepoB. Ecnn B none Method yctaHoBneHo
3HayeHne «Auto», TO NepedncrieHHble 34ecb agpeca 4o6aBnATCA K CIMCKY NONy4YEHHOMY OT
cepeepa DHCP. IP-agpeca B cnucke pasgentoTcsl ABOETOMMEM UMK 3ansaTOn Unv npobernom.

Search domains — cnucok DNS cydduKCoB No-ymMonyaHuio, KOTopble UCMOMNb3YTCH Mpu
paspelleHnn OOMEHHbIX UMEH. dopmaT Mnons - CNMCOK AOMEHHbLIX WMMEH, pasferneHHbIX
OBOETOYMEM UMK 3ansaToON unu npobenom.

MTU — MTU coefuHeHus1, 3Ha4deHue no-ymonyaxuio - 0. JonyctumMble 3HavyeHus 0-65535.

MAC address — MAC apgpec ceTeBoW nnatbl, ANs KOTOPOW OMUCbLIBAETCA COedMHEHME.
dopmarT - WwecTb Nap WecTHagLaTepPUYHbIX CMMBOJIOB ©e3 pasgenutenst unu pasgeneHHbIX
OBOETOoYMEM UNU 3anaTomn unu npobenom. None MoXHO OCTaBUTb MNYCTbIM, TOr4a COeAMHEHne
OyoeT ycTaHaBnMBaTbCA C WUCNONb3OBaHMEM MEepBOM MONaBLUENCs CEeTeBOW KapTbl B
KOMMNbIOTEPE, HO 3TO MOXET MPUBECTN K HEBO3MOXHOCTU YCTAHOBNEHUSA COEANHEHNHA, €CIN B
KOMMNbIOTEPE YCTAHOBNEHO HECKOSbKO CETEBLIX KapT.
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Autoconnect — MbITaTbCH MMM HET YCTaHOBUTb COEAWHEHME aBTOMaTMYEeCKU Mpu cTapTe
ceaHca paboTbl nonb3oBaTens.

Connection check — ckpunT Ons NpOBEPKM BO3MOXHOCTM YCTaHOBMEHUS COEAMHEHMWS C
yaanéHHeiM cepBepoM. Bbibop u3 cnmucka (PUKCMPOBAHHbLIX 3HAYEHUN, C BO3MOXHOCTbIO
pefakTMpoBaHus.

Speed test — ckpunT Onsi NMPOBEPKM KayecTBa (CKOpOCTU) coeaumHeHusi. Bbibop 13 cnucka
(PMKCMPOBAHHbIX 3HAYEHWI, C BO3MOXHOCTbIO peakTMpOoBaHus.

lpumeyaHue:

[na HacTponkn coeamHeHns ¢ MobunbHon ceTbio Tna WiMAX Tak e crnegyeT ucnonb3oBaTtb
HaCcTPOMKM MPOBOAHOIO coeauHeHus u (obaszatenbHo) B nomne Connection ID ykasbiBaTb
3HayeHne «wimax». OTO CBA3aHO C TeM, YTO MoAeMbl paboTatoLme B Takon ceTu paboTaloT B
pexume amynauum nposogHoro Ethernet coeguHeHws, HO ANA NpaBWUNbHOW HACTPOWKU
mMogema TpebyeTcs oTnuyaTb ero OT 06bLIMHOrO MPOBOAHOMO COEAMHEHUS, YTO AenaeTtcs no
nomo Connection ID.

BecnpoBogHoe coeguHeHune Wi-Fi

Bo Bknagke General 3agatotcs o6wme HacTporiku anst 6ecnpoBOAHOr0 coeanHEeHUs!, Takue
e Kak WM onucaHHble B pasferne NpoBOAHOro coeauHenus. Bo Bknagke WIiFi settings
3afalTcs  cneumduyHble HacTpoWku Anst 6ecnpoBOOHOINO COeauHeHWs. JTa  BKragka
N3MEHSIETCS B 3aBMCUMMOCTM OT HAcTpoiikn obopyaoBaHus U G6e3onacHocTu ceTu. Hekotopble
HaCTPOMKM MMEIOT OYEHb CreunanbHoe TEXHUYECKOE 3HAaYEHUE U HEe OMUCLIBAOTCS Aaxe B
JokymeHTaumm Ha Network Manager, a gaeTtcs ccbinka Ha AoKymeHTauuto wpa_supplicant
(aTo yTunuta gns HacTponku 6ecnpoBOAHON CeTw).

Edit connection x|

Connection bype: IWireIess j

Connection ID: I Wireless

General  WiFi settings |

5510: I Wireless network 5510

Security: IWPP. & WPAZ Personal j
Mode: IInFrastructure j
Password: I **********l

[~ Show password

Ik I Cancel

PucyHok 244

SSID — ngeHtndukatop becnpoeogHon cetn. CBobogHoe TEKCTOBOE Morle.

Security — 6a3oBbin anroputm 6esonacHocTy ceTu. [peaycTaHOBMNEHHbIA CMIMCOK 3HAYEHWI:
«None» — oTkpbITasa ceTb, « WEP 40/128-bit key (hex or ASCIl)» n « WEP 128-bit passphrase»
— BapuwaHTbl 3awuTbl cetn no anroputmy WEP, pasnuyatotcs cnocobom 3agaHust knwoya (B
HacTosLLUMA MOMEHT OObSABMNEHbl YCTapeBLIUMW, T.K. WCMOMNb3YT KpunTorpadguyeckne
anropuTmbl HegocTtaTouHon ctomkocTn), «WPA & WPA2 Personal» — ceTb 3awumuieHa ¢
nomowibto anroputma WPA ¢ ucnonb3oBaHvMeM pasgensiemoro knwoda, «WPA & WPA2
Enterprise» — ayTeHTuduKaumsa nonb3oBaTensd B ceT NPOM3BOAMTCA C MOMOLLBIO cepBepa
RADIUS c¢ wucnonb3oBaHuem rnpoTokona EAP, npegHasHadeHO Ans MCMOSMb30BaHUSA B
KOprnopaTUBHbIX CETAX.
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Mode — pexum HacTporku ceTu: «Infrastructure» — goctyn k ceTu obecneuvvBaeTcs 4vepes
Touky pocTyna, «Ad-hoc» — peueHTpanusoBaHHasi coMoopraHuayloLlasica 6ecnpoBogHas
CceTb, HE nMmerLasa NOCTOSAHHOW CTPYKTYpPbIl, HET TOYEK AOCTYyna.

Band — none pgoctynHo, ecnv B none Mode BbiOpaHO 3HayeHue «Ad-hoc». [QuanasoH
paboTbl 6ecnpoBogHoOn ceTu: «Automatic» — HeT npegnoyteHus, «A (5 GHz)» n «B/G (2,4
GHz)».

Channel — none goctynHo, ecnu B none Mode BbiGpaHo 3HaveHue «Ad-hocy». Homep kaHana
B BbiOpaHHOM Anana3oHe. CBoOGo4HOE TEKCTOBOE Mofe, MOXHO BBOOUTb TONMLKO LNGPLI.

Edit connection x|

Connection byvpe: IWireIess j

Conneckion I0: I Wireless

General  WiFi settings |

5510 I Wireless network 5510

Security: IWEF‘ 40/ 128-bit key (hex ar ASCIT j

Made: I.ﬁ.d-hu:u: j

Band: I.ﬁ.utu:umatic j

Channel: I 0

Kevy: I e

[~ Show key

WEP indezx: I idefault) j

Authetication: Iopen syskem j

(4 I Cancel |

PucyHok 245

Key — none pgoctynHo, ecnu B none Security BbibpaH oavH n3 BapuaHtoB WEP. Knioy
goctyna Kk 6ecnpoBogHOM ceTu, 3awmwéHHoW ¢ nomowpbio anroputma WEP. Jonyctumble
3HadeHus 3aBUCAT OT BblIOpaHHOro BapuaHTta B none «Security»: «WEP 40/128-bit key (hex or
ASCIl)» — anuHa kntoya dukcupoBaHa poBHO 5 unu 13 CMMBOMOB, UMM BTOPON BapuaHT -
posHo 10 wunu 26 wecTHaguatepnyHblx uudp, «WEP 128-bit passphrase» — Het
orpaHunyeHuin, Ho nepen poctaskon npocuns Ha CIMOC «MOCT» BbluMcnseTca xew
BBEAEHHOIO KrYa, KOTOpbIA W MCnonb3yeTcs B JanbHenwem, M o0paTHO MonyYnTb
WCXOAHBLIN KN4 He npeacTaBnsdeTcss BO3MOXHbIM (Tak pabotaet Network Manager, ecnu
ckasaTb ApYrMMM CIrioBaMK, TO MCXOOHbIA K4 B Mpodusie coxpaHsieTcs noka npodunb
HaxoauTcsa B npoaykte S-Terra KM, a Ha CIMAC «MOCT» nepegaeTcs Xew 3TOro Knto4a).

Show key — [locTtynHo Tonbko npu Bbibope ogHoro u3 BapuaHtoB WEP B none Security.
draxoK, KOTOPbI NO3BOMSET MOKa3aTb OTKPbITLIM TEKCTOM KITHOY AOCTYyNa K CETU.

WEP index — none gocTynHo, ecnv B none Security BbibpaH oauMH 13 BapuaHtoB WEP.
3apgaet wucnonb3yemblh mHoekc kmioda WEP. Beibop M3 cnvcka npeaycTaHOBMEHHbLIX
3HadeHun: «1 (default)», «2», «3» u «4». lMpumeyaHue: Pepaktop nossonset 3agatb 40
YEeTbIPEX KIOYEN, NepekmnoYvasi 3Ha4eHus B 3TOM norne.

Authentication — BbIGOp anropuTMa ayTeHTUMKaLuUM Nonb3oBaTens Afis OOCTyna K CeTw.
JonycTumble 3Ha4yeHWsi 3aBMCAT OT BbIOpaHHOrO BapuaHTa B nomne Security: gna noboro un3
BapuaHtoB WEP — «Open system» un «Shared key»; ona «WPA & WPA2 Enterprise» —
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«LEAP», «Tunneled TLS» n «Protected EAP (PEAP)»; c gpyrummu 3HadeHmsaMu nons Security
OaHHOe nosie He UCMorb3yeTcs.

Anonymous ID — canbwmBoe MMs nonb3oBaTens, nepegaBaeMoe OTKPbITbIM TEKCTOM U
ucnonb3yemoe Ha nepsou hpase ayTeHTMdUKaumMm Nonb3oBaTens, ANd COKPbITUS UCTUHHOMO
nmeHn. [ocTynHO TOMbKO npu Bbldope B none Security 3HaveHus «WPA & WPA2
Enterprise», a B none Authentication - 3HayeHuss «Tunneled TLS» unu «Protected EAP
(PEAP)».

Username — nmsi nonb3oBaTens anda BxoAda B CeTb. D,OCTYI'IHO TOJNTbKO Npwu Bbl60pe B none
Security 3HaveHusa «WPA & WPA2 Enterprise».

Edit connection X|

Connection bype: IWireIess j

Conneckion I I Wireless

General  WiFi settings |

SSiD: I Wireless network S5I0

Security: IWP.C'. & WPAZ Enterprise j
Made: IInFrastructure j
Authentication: [protected EAP (PEAF) -

Anonyrnous I0: I

Username: I Username

Passwiord: I SRR,

Inner authenkicakion: IMSCH.ﬁ.PvZ

=
PEAP version: I'u'ersiu:.n 1 j

Ik I Cancel |

PucyHok 246

Password — naponb nonb3oBaTens Ans BxoAa B ceTb. [JOCTYNHO TOMbKO Npu BbIGope B none
Security 3HadeHusa «WPA & WPA2 Enterprise».

Show password — dnaxok, KOTOpbIi MO3BONSET MNokasaTb OTKPbITbIM TEKCTOM Naposb
Joctyna kK cetu. locTynHo Tonbko npw Beibope ogHoro 13 BapuaHtoB WPA B none Security.

Inner authentication — npotokon ayteHTudUKaumum BTOpor dpasbl. Bbibop M3 cnmcka
NpegyCTaHOBMEHHbIX  3HAYEHWA 3aBUMCUMT OT  3HA4YeHWsi, YCTAHOBIIEHHOrO B none
Authentication — gna «Tunneled TLS»: «PAP», « CHAP», «MSCHAP» nnu « MSCHAPV2»;
ana «Protected EAP (PEAP)»: «MSCHAPvV2» nnn «MD5». C gpyrumu 3HadeHusiMu none
Authentication He ucnonbayetcs .

PEAP version — Bepcusa npotokona PEAP: «Version 0» n «Version 1».

RNG container — Bknagka 3aganunsi mectononoxeHnusa kpunrorpadgpuyeckoro (RNG) koHTerHepa,
CoAepXallero MHUunanu3auuoHHble AaHHble Ons Jatyuka criydamHbix vmcen (OCY). RNG
KOHTENHep npeacTaBnsieT cobon kaTanor, Mo3TOMYy MMsi KOHTeHepa — ums katanora (PucyHok
247). Ncnonb3yeTcsa TONbKo Ansa Kpuntonposangepa Signal COM.
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EH‘PN data maker o ] S
File Mode
YPH product ICSP YPM Gake 3,11 on token j Crypto provider ICr':-fptDF'rD j
L5P | Certificates | Keys I Settings | License | Interfaces |S|:|Ftware |
RMG container I
Run Wizard. .. Cancel

PucyHok 247

Software — Bknagka HacCTpoeK Ans yaaneHHoro gocryna k cepsepam, rae CrMNAC NOCT» moxet

BbICTynaTbT B KayectBe RDR, Web nnu gpyroro knuneHta (PucyHok 248).

| EHPN data maker

. File  Mode

[ ven produck ICSF‘ WPM Gate 3,11 on koken ﬂ Crypto provider ICryptoPro

L3P I Cettificates | Keys I Settings | License | Interfacesl RMG containet

=101 ]

—User target software

Software bype IRDF‘ clienk j

Software server address I

Software user name I

Software opkions I

—User privieges

v allow manual network connections

PucyHok 248

15.5.1.1 CoxpaHeHue 1 3arpy3Ka HacTpoeK npoayKTa

MeHio File okHa VPN data maker cogepxuT asa npegnoxeHus (PucyHok 249):

Load — 3arpyxaeT HacTpoinkun 13 danna aaHHbix npogykta CSP VPN Gate, cosgaHHble paHee

Save as — coxpaHseT B dpann gaHHble npogykta CSP VPN Gate, oTpaxeHHble BO BKNnagkax okHa

VPN data maker.

EH‘PN data maker

File Mode

Load...
Save as...

M Gate 3,11 on token Crypko provider [

LSP |Certificates I Keys I Settings I License I Inkerfaces I RIG €

PucyHok 249
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15.5.2 3apaHue NONMMTMKM N HACTPOEK C UCNONb30BaHUEM OKOH MacTepa

Mpwn HaxxaTum kHonkmn Run Wizard B okHe VPN data maker nosiensieTcs okHoO MacTtepa co3faHus
HECNOXHOWN NONMUTUKM 6Ee30NacHOCTM M HACTPOeK ANs ynpasnsemoro ycrponctaa (PucyHok 250).

lMpu ebibope aymeHmudgbukayuu c ucnosib3o8aHuemM cepmugukamoe [OCTYNHbI cnegyoLme
nongd:

CA certificate file — 3pgecb oTpaxaetca none Subject «kopHeBoro ceptudukarta
Ypaoctoepstowero LleHTtpa (Trusted CA Certificate). [1ns 3Toro B KOHLUE MOMsi HAXMUTE KHOMKY
[...], B oTKpbIBLLEMCS OKHE BbIOepuTe chann ¢ CA cepTudmkatom. ObsisaTenbHbIN NapameTp.

Device certificate file — 3gecb oTpaxaercs none Subject nokanbHOro cepTudukaTa
ynpaBnsiemoro yctpornctea. [ns aToro pasmectute Ha CepBepe ynpaeneHus dain c
nokanbHbIM CEPTU(UKATOM U B KOHLE MNONS HaXMWUTE KHOMKY [...], B OTKPbIBLUEMCSI OKHEe
BblOepuTe AaHHbIA dann. ObsisaTenbHbIN NapameTp.

Device container name — yHWKanbHOE MMS KOHTENMHepa C KMO4YEeBOW Mapon, Mnog KOTOpbIM
KoHTenHep 6yaet ckonupoBaH Ha CIAC «MOCT». MNpu ykaszaHuUn nokanbHOro ceptudgmkaTta 310
none 3anosiHAeTCa aBTOMaTUYECKM.

Device container password — naposib K HOBOMY CKOMMPOBaHHOMY KOHTENHEPY.

ﬂ\'ﬁzard - make ¥pn configuration (1/4) ﬂ

Ha nepeom ware Bam HeobxoAKMMO BEIBPATE THN Ay TEHTHDHESLHH,
JOCTYNHEl AES METOAS 3YTEHTHHMESLHK HA CEPTHEMIKATAX M HA NPEA0NPE ASNEHHEIX
KnHo4Yax, 3a48ATE NapaMeTpel GAHOMD HE METOA0E M HEXMHTE KHOMKY Mexk,

%' Lse certificate " Use preshared key

A certificate File: I CM=5-Terra Ch

Device certificate File: I =R, L=Moscow,D=5-Terra _3P, JU=Presale, CN=gate

Device container name: I".".-".HDIM-':'-GEIHDIMP-GE".". password: I

key bype: Iﬁ.utudetect j

Dievice identity bype: IDistinguishedNamej wallg: |C=RU;L=M05CDWJO=5

Load... | Save... | = Back. | Mext = | Zancel
PucyHok 250

Key type — T1un cekpeTHOoro Kro4a, XpaHsLerocsa B KOHTeVIHepe, MMEET TPU 3HAYEHUA:

e Autodetect — Tun krntoda GygeT onpeaensitbCs aBTOMaTUYECKU MPU NEPBOM
obpalleHnn K KOHTEMHEPY CekpeTHoro knova. OnpegeneHne TMna Knoya ocCHOBaHO
Ha NpoBepKe COOTBETCTBUA OTKPbLITOroO Krnko4va JiokaribHOro cemecpMKaTa N CeKpeTHoro
KrntoYa B KOHTEHepe. 3HaYyeHne No yMonyaHuio.

e Signature — KnoY Ana Noanucu
e Exchange — kntoy ans obmeHa.

Device identity type — Tvn ngeHTMdUKaLNMOHHON MHAOPMaLMK, NepeckinaeMon napTHepy npu
CO3[aHuK 3almLLeHHoro coegmHeHnsa. ObasartenbHbI napameTp. [None coaepXnT BbinagaroLwmm
CMMCOK CO CneayroLUMmN 3Ha4YEHUAMMN:

e Default — B kayecTBe ngeHTudrkaTopa naptTHepy 6yaeT BbiCbinaTbCs
AencTBUTENbHLIN IP-agpec ynpaBnsemoro ycTpoincTea
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e Distinguished Name — B kayecTBe naeHtTudukatopa naptHepy 6yaeT BbiCbinaTbCs
3Ha4eHue Subject n3 nokanbHOro ceptTudukara ynpaBnsemoro ycTpomcTBaa,
nokasbiBaeMoe B none Device identity value, ecnn oHO 3agaHo B cepTudmkarte

e Email — B kayecTBe ngeHTnurkaTopa napTHepy 6yaeT BbICbINATLCA 3HAYEHUE Nons
E-mail pacwmpeHus nokanbHoro cepTudmkaTa, nokasbiBaeMoe B nose Device identity
value, ecnv oHO Tam 3agaHo

e FQDN - B kauecTBe ugeHtudukatTopa 6ygeTt BbICbINaTbCSA 3HAYEHNE JOMEHHOMO
UMEHW ynpaBnsieMoro yCTpomncTea, cuntoiBaemoe u3 nong DNS paclumpeHus
nokanbHoro ceptudukara 1 nokassiBaemoe B none Device identity value, ecnu oHo
Tam 3agaHo

e |IPV4Addr — B kayecTBe ugeHtudmrkatopa naptHepy 6yaeT BbiCbinaTbCcs nepsbin I1P-
agpec, ykasaHHbI B paclumpeHun ceptudmkaTta, U nokasbiBaembivi B none Device
identity value, ecnv oH Tam 3agaH.

lMpu ebibope aymeHmudpukayuu ¢ ucnosib3oeaHuem rnpedornpedesieHHO20 K/rYa AOCTYMHbI
cnegyowue nons (PucyHok 251):

Key name -umsi npegonpeneneHHoro knioya. O6s3aTenbHbil  napameTp.  3HauyeHue
npegonpeaeneHHoro Knioya MoXXHO BBECTU B ABYX MOMsIX:

From keyboard — 3HayeHue BBOAUTCA C KnaBmaTypbl. ECriv npegonpeaeneHHbln Koy 3agaH
HECKOMbKUMM CTpOKaMMK, TO KaXObll NMepeHOoC B Tene knwo4ya Oyaetr npeacTtaBneH ABYMsi
cumBonamn 0xOD OxOA (cumBon Bo3BpaTa M nepeBoda KapeTku) u Torga npu NoAroToBke
npegonpeaeneHHoro Knoya anst napTHepa AOJPKHbI ObITb MCMONb30BaHbI 3TV CUMBOJIbI.

From file — 3Ha4yeHune knova cunTbiBaeTCS U3 anna ¢ MMeHeM, ykasaHHbiM B none Key file
name

Device identity type — Tun ngeHTndUKaLMOHHON UHMOPMaLMK, NEePeCbINaeMor napTHepy nNpu
COo3daHWM  3awmeHHoro coeauHeHns. Ob6s3atenbHbln  napameTp. MoxeT npuHMMaTh
criegytoLmne 3HaqyeHus:

e Default — B kauecTBe ungeHTnbmkaTopa napTHepy 6yaoeT BbicbINaThCA
AencTeuTernbHbIN IP-agpec ynpaBnsemoro ycTpoucTsa

e |IPV4Addr — B kayecTBe ngeHtudmkatTopa napTHepy 6yaeTt Bbicbinatbes |IP-agpec,
KOTOpPbIN HY>XHO 3aaaTth B none Device identity value.

EWizard - make vpn configuration {1/4) 5[

Ha nepear ware BaM Heofxo AWM BEIBRATE THA &Y TEHTHEHKALLHH, [
AOCTYMHE! ABS METOAS A% TEHTHMEALMK H3 CERTHRMIKATAX H Ha NpEA0NpEAEneHHE:
KNHYax, Sa4aHTe NapaMeTpbl OAHOMD HE METOA0E H HAXMHTE KHOMKY Mexk,

" Use certificate % Use preshared key

Key name: keyD
' From keyboard:
Key body: 12345asdfg| ﬂ

™ From file:

Key file name: I |

Device identity tvpe IDeFauIt j value: I

Load... | Save. .. | < Back: | Mexk = I Zancel

PucyHok 251
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lMocne BBOoOa ayTeHTUMKALNOHHOW MHAOPMaLUK HaxmuTe kHornky Next. Bo BTopoM okHe macTepa
3aganTe npasuna punbTpaLmm 1 3awmTbl Tpaduka mexay CepBepom ynpaBneHus n ynpasnsieMbiM
YCTPONCTBOM.

3agaHve npasun unbTpauumn n 3awmTel Tpaduka, BBoga NMLEH3MOHHOW MHAdopmauun 6einm
onucaHbl B pasgene «CueHapuii ynpaBneHns LieHTparbHbIM LLUT30M».

15.5.3 KoHBepTMpoOBaHMe NOMUTHKM

Mpu BbIBOpe NpeanoxeHus vpn data converter (PucyHok 235) nossnsetcs okHo VPN data
converter ana npeobpasoBaHns NONUTMKM 6E30MacHOCTM N3 OAHOW BEPCUMU NPOAYKTA B APYryto, U3
TekcToBoro npeactaenenuns (LSP) B cisco-like doopmaT nnmn HaobopoT.

E\\'PN data converter _|o] x|

Source VPN product: Target YPM product: IS-Terra Gake 4.0 j
Source configuration Format: @ LSP = Cisco-like Target configuration format: (% | gp " Ciscalike

IPsecAction ipsec_action_01¢ ;I GlobalParameters § -

TunnelingParameters *= Title = "This L3P was automatically generated by S-Terra KP (cp

TunnelEnkry Wersion = L5P_4_0
PeerlPAddress = 10,0,232.25 RLHandlingMode = EEST_EFFORT

ContainedProposals *= (esp_proposal_01),{ah_proposal_0Z,es IKEParameters |

GrouplD *= Wk _1E DefaultPort = 500

IKERuUle = ike_rule SendRetries =5 \
3 RetryTimeBase = 1
FilkerEntry local_entry _00_00¢ == RetryTimeMax = 30

SessionTimeMax = &0

FilkerEntry remoke _enkry _00_00( InitiatorsessionsMax = 30

IPAddress *=50.0.0.0/16 ResponderSessionsMax = 20
3 Blacklog3essionsMax = 16
FilkeringRule Filker _rule_00_008 Blacklog3essionsMin = 0

LocallPFilker *= local_entry_00_00 Blacklog3ilent3essions = 4

PeerIPFilter *= remote_entry_00_00 BlacklogRelaxTime = 120

Ackion *= {ipsec_action_01}) 3

RefuseTCPPeerInit = FALSE LDAP3ettings |
3 ResponseTimeout = 200
FilkerEntry local_enkry _01_00¢ HoldiConneckTimeout = &0
3 DropZonneckTimeout = 5
FilkerEntry remoke _enkry _01_00(
3 MetworkInterface
FilkeringRule Filker _rule_01_00¢ Logicaliane = "default”

LocallPFilker *= local_entry_01_00 IPsecPolicy = IPSecPolicy:default:cl

PeetIPFilter *= remote_entry_01_00 1

Bckion #= (PASS) IKERulE ike_rule |
1 IKEPeerIPFiker = 10.0,232.25

DPDIdleDuration = &0
- DPDResponseluration = 5 -

1| | 3 1| | 3

Load. .. | Save... | Check | Save... | Check |

PucyHok 252

15.6 MeHto Help

B meHio Helps npeanoxeHne About VPN UPServer console BbiIBOOMT UHpOpMaLnio O NpoayKTe.

About VPN UPServer console... x|

VPN UPServer consaole oK

S 'terra Version 4. 114905

cC s p

Copyright (C) 2003-2014 5-Terra CSP
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16. lMpoTokonupoBaHne coObITUN

16.1 CepBep ynpaBneHus

Bce coobuieHuns o npoTtokonmpyeMbix cobbiTuax CepBepa ynpaBneHus No YMOMYaHWI0 3anucbiBaloTCs B
dann:

C:\Documents and Settings\All Users\Application Data\UPServer\upserver.log.

16.2 KnueHT ynpaBneHus

Ha ynpaBnsiemom yCTporicTBe BCe COOBOLLEHNS O MPOTOKONMPYyeEMbIX cOBbITUAX KnmueHTa ynpasneHus no
YMON4YaHM1IO 3anncbiBatoTCa B bann:

ana OC Windows - C: \Program Files\UPAgent\upagent.log
ana OC Unix - /var/log/upagent/upagent.log

31K xe cooblieHns nepegatotca Ha CepBep yrnpaBneHns U X MOXHO MOCMOTPETL BO Bknagke Uplog
okHa Client information, Bbi3biBaeMOM BblAeNEHNEM KNneHTa B Tabnuue n npeanoxexHnem Show B
KOHTEKCTHOM MEHIO.

16.3 Mpopykt CSP VPN Agent/S-Terra Agent

Ha ynpaBnsiemom ycTpoiicTBe Bce coobueHns ot npogykta CSP VPN Agent/S-Terra Agent nepegatotcs
KnueHTtom ynpaenexusa Ha CepBep ynpaBneHust 1 ux MoXHO NocMoTpeTb Bo Bknagke VPNIog okHa Client
information, BbI3bIBaEMOM BblAENEHNEM KNMEHTA B Tabnuue 1 npeanoxeHnem Show B KOHTEKCTHOM
MEHIO.

Kpome Toro, Ha ynpaBnsieMoM yCTPONCTBE BCE COOBLLEHMS O MPOTOKONMPYEMbIX CODbITUAX paboThbl
npogykta CSP VPN Gate/S-Terra Gate nepegatoTcs Ha nokanbHbIn Syslog-cepsep:

e B dann /var/log/cspvpngate.log ana annapaTtHbIX NNaTOPM C XKECTKMM LUCKOM
e B (avin /tmp/cspvpngate.log ang annapaTtHbix nnatdopM ¢ dneL-g1McKkoM

lMpoTokonupoBaHue paboTbl HEKOTOPbLIX YTUIMT M CEPBUCOB NepefaeTcs B cneunansHble darinel. Bece
coobLLeHnsa 1 HacTporka syslog-knueHTa n cepepa onucaHbl B JOKyMeHTe «[1porpaMMHbIv KOMMAMeKe S-
Terra Gate. Bepcus 4.1. lNMpoTokonupoBaHue cobbITUny.
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