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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

1. TpeboBaHUS K NPpOrpaMMHoO-
annapaTtHbIM CpeacTBam

CrAacC «MOCT» dyHKuMoHMpyeT coBMmecTHO ¢ NM3BM, umetowlen cneayroLmii
MWHUMAaSIbHBIA COCTaB TEXHUYECKMX M NPOrPaMMHbIX CPEACTB:

e npoueccop B apxutektype Intel x861 nogaepxmBatoLnin paboTy yCTpONCTB No
nHtepdency USB craHgapTa 1.1 u Bbille;

e cBOGOaHbIN USB-noprT;
e ceTeBol UHTepdenc — Ethernet, WiFi, WiMAX;

e BO3MOXHOCTb BIOS 3BM ocyuiectBnsTb 3arpy3ky ¢ USB-ycTpoiicTB.
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

2. [oarotoBka APM nonb3oBatens K
paboTe

CNAcC «MOCT» — aTo cneumanbHbIn 3arpy3o4Hbin Hocutens (C3H «CMNAC-USB-01»), ¢
ycTaHoBneHHbIM CK3M CSP VPN Gate 3.11 1 doyHKUMOHANbHbIM NPOrpaMMHbIM
obecneyveHnem. Mpogykt CMAC «MOCT» paboTaeTt yepe3 USB-nopt APM nonb3oBatens.

CMNAcC «MNOCT» npeaHasHaveH Ans co3faHusl yaaneHHoro asToMaTn3MpoBaHHOro paboyero
mecTta (APM) Ha ocHoBe cpeapbl MOCTpoeHust JoBepeHHoro ceaHca (CrAcC).

Monb3oBatenb nony4aet ot agMmHuctpaTopa CIMAC «MOCT» NonHOCTbI NOArOTOBMEHHbIN
K pabote. ADMUHUCTpaTOp NpeaBapuTenbHO AOmkeH ycTtaHoBuTb PIN ansa goctyna K
cneumanbHOMY 3arpy304HOMY HOCUTENIO, CO34aTb U Pa3MeCTUTb Ha YCTPONCTBE
ceptudukar, cchopmmpoBaTb NONUTUKY 6E30MacHOCTH, 3a4aTb CETEBbIE HACTPOMKM U
napameTpbl LeneBoro NpunoXeHus nonb3oBaTens.

Monb3oBaTtento Heobxoammo HacTpouTb BIOS, utobel 3arpy3ka OC npoussogmnacs ¢ USB-
ycTponctBa. Ecnu APM nonb3oBatens yxe nogrotoBneHo k 3arpyske ¢ USB-ycTponcTaa, To
nepengute kK pasgeny «Havano pa6otbl ¢ CMAC «MOCT», B NpOTUBHOM crny4ae —
BbINONHUTE HacTporky BIOS.

HeiicTBus Nnonb3oBaTens no nogrotoBke k paéote ¢ CMNAC «MOCT» moryT pasnuyaTbcs, B
3aBUCMMOCTW OT TWUMa UCMOJTHEHUSI U cLeHapusi ucnonb3oBaHus MNpoaykta. 3T OencTBUs
MOTYT GbITb BbINOMHEHbI aAMUHUCTPATOPOM, ECIM 3TO NPEAYCMOTPEHO CLiEHapuem
ucnonb3oBaHus MNpoaykTa.

2.1. Hactpowuka BIOS

HacTtpouite BIOS Baluero komnbtoTepa ans npuoputetHon 3arpysku OC ¢ USB-ycTpoicTsa,
BbINOSHMB CreayoLme AeiCTBUS:

1. MoaknouuTe cneunanbHbIN 3arpy304Hbl HocuTenb K USB-nopTy BbIKNIOYEHHOro
komnbtoTepa (APM).

2. Bkniounte koMnbloTEP M BonAuTe B Nnporpammy Hactporku BIOS. Knasuwuw,
nossonstoLwme nonacTe B nporpaMmmy Hactpowkun BIOS, obbivHO oTobpaxatoTcsa Ha
3KpaHe MOoHUTOpa.

3. HactpownTte npuoputeTtHyto 3arpysky ¢ USB-HocuTens (B HacTponkax BIOS
crneumanbHbIN 3arpy304Hbli HOCUTENb OyaeT nokasblBaTbCH kak S-terra Boot
Partition).

4. BblnguTe n3 pexmnma HacTpoek C COXpaHeHNEM U3MEHEHUN.
5. HayHeTcs 3arpyska co cneumarbHOro 3arpy3o4Horo HocuTens.

HanbHeilwve OeiicTBMS onncaHbl B criedytollem pasaene.

[MpumeyaHue: ecnu y Bac BO3HUKNN 3aTpyaHeHUs Npu HacTporike BIOS, nocmoTtpuTte
pasgen_«[punoxeHney, B KOTOPOM ONUCaAHO BbINONTHEHME HacTpoek BIOS anga pasnuyHbIx
YCTPOWCTB.
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3. Pabotac CMNAC «MOCT»

Mpu pabote ¢ CMAC «MOCT» nonb3oBaTenb Nony4yaeT 4OCTYN TOMbKO K LLeNeBoMy
nporpaMmmHomy obecrneyeHuto. [loctyn K onepaumoHHON CUcTeme, NOCTOPOHHUM
NpUNoXeHnsM n nepudepuiiHblM yctponricteam APM, 3a nckntoyeHnem cneyunansHO
paspeLUeHHbIX K UCMONb30BaHMWIO UCKYEH, YTO obecneynBaeT LenoCTHOCTb NPOrpaMmMHON
cpenpbl TepMUHana yganeHHoro 4ocTyna u U3onsumio BbIYUCIIMTENBHOIO Npouecca KnMeHTa
yAarneHHoro 4ocTyna B Xo4e JOBEPEHHOIoO ceaHca.

CyuwecTByeT aBa pexuma padotsl ¢ CIMAC «MOCT»:
®  aAMUHUCTPATUBHBIN PEXUM,
® peXuM nosb3oBaTensi.

AOMUHUCTPATUBHBIN PEXUM NpeaHas3HayeH ans BbINOMHEHUS a4MUHUCTPaTOPOM
KOHGUrypaLMOHHbIX ENCTBUN.

B nonb3oBaTenbCkoM pexunmMe BbINosnHAeTcsl paboTa ¢ LeneBbliM yHKLMOHAMbHbLIM
nporpaMMHbIM obecrieyeHeM. B naHHOM fokymMeHTe onuckiBaeTcst paboTa ¢
bYHKLMOHAMNbHLIM NporpamMmmHbIM obecrneyeHnemM — RDP-KnneHT.

PexuM paboThl BbLIGUPAETCS TONbKO BO BpeMsl 3arpy3ku. YTobbl CMEHUTL peXnM paboTh,
HaJo 3aKOHYUTbL PaboTy U NepesarpysuTb KOMMbIOTEP.

3.1. Havano pabotbl ¢ CMAC «MOCT»

Moaknounte cneumanbHbI 3arpy304Hbld HocuTernb K USB-NopTy BbIKNIOYEHHOMO
komnbtoTepa (APM). APM nonb3oBaTtens A4omkHO ObiTb NogrotoBneHo Kk 3arpyske OC ¢
USB-ycTporicTBa. BkniounTe komnbloTep. HayHeT BbINOMHATLCA 3arpy3ka co cneumnansHOro
3arpy304HOro HoOCUTENS:

1. Ha akpaH BbIBOAUTCS cepuiiHbIin HoMmep ycTponcTtea ClMAC-USB. 3anpawwnsaetcs PIN
nons3osarens, Beog PIN mackupyeTtca 3Hakamm «*».

C-Teppa NOCT
CepHAHWA HoMep ycTporcTBa CNAC-USB: 5501094C4508C043

Beearte PIN nonbzoBaTenqa:
E-E-E of f E BE-BE

PucyHok 1

MpumeyaHue: Ecnu PIN BBeaeH HenpaBunbHO, JaeTcs elle 4 nonbITKW, Nocne Yero
crneumanbHbI  3arpy3oyHbIi  HOcuTenb OygeT 3abnokvpoBaH. [lepen Tem, Kak
yCTpOMCTBO OyaeT 3abnokMpoBaHO, BblAAETCA AuMarHoctudeckast MHdopmauus.
Pa3bnoknpoBaTb YCTPOMCTBO MOXET MOMb3oBaTesb, WOAEHTUMULMPOBAHHBIN Kak
agMuHucTpatop. bnokMpoBka npomnssoauTca annapaTHeiMK cpeacTBamu. [pu yTpate
naponer nonb3oBaTtensa M agMUHUCTpaTopa AanbHenwee wucnons3osaHve Cl1AC
«MOCT» 6yneT HEBO3MOXHO.

2. [anee BbinonHseTcs npoBepkKa LEeNTOCTHOCTHN d)aﬁnos.
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3. 3arem nosiBnsaetca 3actaeka ClMNAOC «MNOCT (PucyHok 2). lNMpoucxoaut ganbHenwas
3arpy3ka. Ha skpaHe oTtobpaxkaeTcs MHdopMaLmst 0 NpoMcxoasLlemM atane npowuecca
3arpysku.

CPEQA NOCTPOEHWA NOBEPEHHOMD CEAHCA

p lMNoKasaTe CEEOEHMA

PucyHok 2

4. W3 3agaHHbIX aAMUHUCTPATOPOM CETEBBIX NPOUNEN BoIbMpaeTcsa NepBeIi,
NpYBOAALLMIA K YCTIEWHOMY coeiMHeHuto. Ecnu coeiMHeHWe ycTaHOBUTb HE yaanocs,
TO nosiBnsieTcs npegynpexaerue (PucyHok 3). Monb3oBaTens (ECNM 3TO paspeLLeHO)
MOXET BbINOMHUTb HACTPOWKN CETEBOIO COeAUHEHMS.

He yoanock YcTaHOBWTE COBQWHEHME 3B TOMAT MY ECKK,
TpebyaTcA pyYHEA HAcT polka.

PucyHok 3

5. Ha naHenu 3agay nosiBMsTCA MKOHKU, HaXKaB Ha KOTOpblE MOXHO BbI3BaTb
nporpaMmbl HACTPOMKN CETEBOIO COEAMHEHNS N cuctemMbl BpemeHun (PucyHok 4). Ecnn
Aanee npegnonaraeTcsd paboTtatb B aAMUHUCTPATMBHOM PEXUME, TO PEKOMEHOYETCH
BbINMOSIHUTB 3TW HAaCTPOWKM A0 Bbibopa pexnma paboTtbl. OnMcaHne HacTpoek
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npuBeaeHo B MNpunoxeHun, B COOTBETCTBYIOLLMX pasaenax — «HacTpoiika
napameTpoB CETEBOro coeAvHEHNs» N «HacTpoiika CUCTEMbI BDEMEHWY.

6 20:09

PucyHok 4

Takke CTaHOBATCA OOCTYMHbl YTUIUTLI, Bbi3blBaeMble M3 MeHI paboyeli naHemnu
(PucyHok 5). MNogpoGHoe onvcaHve yTunuT npuBeaeHo B lMpunoxeHun B pasgene
«[narHocTuyeckme yTunmuTbi».

—~
l_g, Mpoeepka FTP

(! Tpaccupoeka

ﬂ JaEepweHWe paboTel

PucyHok 5

6. [anee nonb3oBaTento npegnaraetcs BoibpaTh pexmum paboThbl. [MosBUTCA OKHO
(PucyHok 6), ¢ npegnoxeHvem 3anyCcTuTb aAMUHUCTPATUBHBIV PEXUM 1 yOblBaOLLMM
nporpecc-6apomM (no 3aBepLueHUto TaviMayTa byaeT 3anyLleH pexum nonb3oBartens).
HaxmuTte OK ans nepexofa B aAMUHUCTPATMBHLIN pexum nubo OmmeHa ons
nepexoga B pexum nonb3oBaTens.

ﬁ LM OEH e D

3aNycTUTE SAMWHWCTRATWEHEIA pEMAMT

PucyHok 6

7. MMocne Bbl60pa pexunmva paGOTbI 3anycKkaeTcda CooTBeTCTByHLlEee beHKLJ,VIOHaﬂbHoe
nporpamMmmHoe obecneyeHme:

¢ B aAMVHUCTPATMBHOM pexume — KnueHm ynpaerneHus,

¢ B pexume nonb3osaTens — PyHKLUMOHaNbLHOE NporpaMMmHoe obecneveHne
nonb3oBartens (B Hawem cnyvyae — RDP-KnueHm).
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

AOMWHUCTPATUBHbLIN PEXUM

Mpun BoIGOpE AdMUHUCMpPamugHoO20 pexuma 3anyckaeTcs agMUHUCTPATUBHbIV CeaHe, BO
BpeMS KOTOPOro BbINOMHAETCA obHoBNeHMe KoHpUrypaumoHHblx HacTpoek CIMAC «MOCT».
Mpun atom ByaeT 3abnoknpoBaH JOCTYN NONb30BaTENS K YIPaBNEHUO onepauuoHHON
cuctemonm komnbloTepa n cpenomn pyHkumoHuposaHusa CIMAC «MOCT».

lMocne okoH4YaHMs 0BHOBMNEHWSI NPON30AET OTKNIOYEHME KOMMNbIOTEPa.

Pexum nonb3oBatens

B pexxume paboTbl Nonb3oBaTessi OMKHO YCTAaHOBUTLCS COeANHEHNE C YaaNeHHbIM
pecypcoMm, agpec KOToporo Obin ykasaH agMuHucTpaTopom npu nogrotoske CMAC «MOCT»
K paboTe, Unu 3anyckaeTcsi NpUNoXeHve, gatoLLee Nonb3oBaTento BO3MOXHOCTb BbiGopa
yOoanéHHoro pecypca, ecnv aaMMHUCTPaTopoM 3adaH ux nepedeHb (PUCYHOK 7).

E [opKniHEHWe K yoaneHHoMy pREoHEMy cTony D D D

Cepeep ONA NogdKNnoYeHWA

LPY
CRE

x OTmeHa

PucyHok 7

B cnyyae ecnu agMmnHMCTpaTop He ykasan agpec yoanéHHoro pecypca unm He yaanochb
YCTaHOBWTb COEAMHEHME C €QUHCTBEHHbIM 3aaHHbIM CEPBEPOM, TO OyAET 3anpoLleH agpec
cepsepa (PucyHok 8).

w oo HEdne K yoaneHHoMy paboqeMy crony D D D

AOpec Ccepeepa:

x OTmeHa

PucyHok 8

Mocne nogkntovenus, CMAOC «MNOCT» cTaHOBUTCA JOCTYMNEH HAa TEPMUHANbLHOM CepBepe B
KayecTBe ceTeBoro gucka. lNonb3oBaTenb Nony4yaeT BO3MOXHOCTb OOMEHUBaTLCS AaHHbIMU
Mexay cneumanbHbIM 3arpy304HbIM HOCUTENEM U NPUIIOKEHUSMU TEPMUHAMNBLHOTO cepeepa.
Pa3smep obnactu namsitu, 4OCTYMHOW NOMb3oBaTENt0 ANs YTeHWsA/3anmMcn Ha cnelmanbHOM
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

3arpy3o4HOM HocuTerne, cocTaBnseT: 226M6 npu o6beme ycTaHOBNEHHOM NamsiTh 26 n
1834M6 npu o6beme ycTaHOBEHHON NamaATh 416.

3.2. OtobpaxeHue Tekywero ctatyca ClIAC
«MOCT»

Hanu4yue 3awmiieHHOro coeguHeHus

VPN coeanHeHune oTcyTCcTBYET

YctaHoBneHo coeguHeHne VPN

& |a

Hanuune ceteBOoro coeaMHeHus

CeTteBoe coeMHeHne OTCyTCTBYET

CeTeBoe coeuHeHMe akTUBHO

& &

3.3. OpraHu3auusa BBoAa/BbIBOAA [AHHbIX

OpraHusauus BBoda/BbiBoga AaHHbIX onpegensercs cueHapveM ucnons3oBanusa ClMAC
«MOCT» u nonuTtunkon 6e3onacHOCTN, 3agaHHON agMUHUCTPaTOPOM.

CINAC «MOCT» 3anpewaeT JOCTYN K XXECTKUM AUCKaM, CbEMHbIM HOCUTENSAM U CMCTEMaM
BBOAa-BblBoga APM nonb3oBaTtens, 3a UCKMOYEHUEM:

* BWOEOKapThHI,
e KnaBMaTypbl (4OCTYN TOMLKO B pexume paboTbl nonb3oBaTens),

e MbIWK (JOCTYN TOMBLKO B pexume paboTbl Nonb3oBaTens).

Ecnmn CIMNAC «MNOCT» ncnone3dyeTcsa gnsi TepMUHANBbHOIO 4OCTYNa, TO Noib30BaTeSNb
MOXET:

e 00MeHMBaTbCH AaHHbIMU Mexay cneunarnbHbIM 3arpy3o4HbiM HOCUTENEM U
NPUNoOXeHnamm, paGOTaI'OIJJMMM Ha yﬂ,aﬂéHHOM pecypce;

e nevartaTb U3 NPUNOXeHWA, paboTaloLWwmx Ha yaanéHHoOM pecypce, Ha CeTeBow
npuHTep, goctynHein ¢ NMAK CMNAC no nokansHOM cetw;

e eyaTtaTb M3 NpUNOXeHun, paboTarowmx Ha yaanéHHom pecypce, Ha PDF-npuHTep u
COXpaHsTb NONYyYEeHHbIN dann Ha cneLmansHOM 3arpy3o4YHOM HocUTere.

HacTpoliku cepBuca nevaTti BbINOMHATCA agMUHUCTpaTopoM npu nogrotoske CrAC
«MOCT» k paboTe 1 MoryT ObITb U3MEHEHBI NO3AHEE, B XOA4E aAMUHUCTPATUBHOIO CceaHca.
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

3.4. [unarHocTtuyeckas nHopmauus

AnarHoctnyeckas nHdopmaumsa cobupaeTca Ansa Kaxaoro ceaHca v 3anucsisaetcst Ha C3H
«CMNAC-USB-01» B kaTtanor disk/diaginfo B BUAe apxXuBHoro gawna.

Mmsa apxmBHOro carina cogepXxnt ngeHtudgukatop gaHHoro aksemnnsapa ClracC «MOCTy,
AaTy 1 Bpemsi, a Takke AOMNOMHMTENbHbIN yKasaTenb Ha MOMEHT co3daHuns danna (on —
dhavin co3gaH npu 3arpy3ke NpoaykTa, of £ — NpyM OKOHYaHuu paboTbl, run — BO BpeMS
paboTbl NpogykTa).

B apxuBHOM charine HaxoasTcs ceBefeHus o6 annapaTHol nnatdopme, Ha KOTOPOW
BbIinonHsAnack 3arpyska Cr1AC, a Takke XXypHan coobLieHuin, opMUpyeMbIA CUCTEMOM
NPOTOKONMPOBAHNS COOLITUIA.

[wnarHocTnyeckas Vchbopmau,vm XpaHUTCA OAnd naATru nocnegHnx ceccun.

MOHUTOPUHT 1 COBBITUIAHOE NPOTOKONMPOBAHME NPOUCXOANT HA OCHOBE NMPOTOKOMOB Syslog
n SNMP B coctaBe CK31 CSP VPN Gate 3.11.

3.5. 3aBepuweHue paboTbi ¢ CIIAC «MOCT»

AOMWHUCTPATUBHbLIN PeXUM

B AAMUWHNCTPATUBHOM peXnmMme 3aBepLieHne paGOTbI BbIMOJTHAETCA aBTOMAaTU4ECKN — MNMocCne
NnPpUMEeHeHunsA OOHOBNEHNN KOMMbHOTEP BbIKITKOYaETCA.

B kputnyeckon cutyaumm, B cnyvae 3aBmncaHms (obpbiBa) coeguHeHuns, 4Tobbl 3aBepLUnTb
paboty ¢ CINAC «MNOCT» HaxXM1UTe Ha MKOHKY B BEpXHEN NeBon YacTu akpaHa (PucyHok 9) un
BblOepuTE NYHKT MEHIO 3aBepuieHre pPaboTHL.

PucyHok 9

ByneT 3anpolleHo noaTeBepxaeHne Ha 3aBeplueHue pabotel (PucyHok 10).

G‘ S BEERLUEHHE paLoT Rl DDD
PaboTa koMneoTepoM ByoeT 3a3EeplWeHa M KOMMLKD T ep
ByOoeT BeIKnioYeH.
Ebl OERCTEMTENEHO XOTUTE 3ABRPWNTE paboTy?

PucyHok 10
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

Pexum nonb3oBatens (Knuent RDP)

3aBepuieHune pabotbl ¢ CMNAC «MOCT» B pexkrme Nosfb3oBaTensi MOXHO BbIMOMHUTb, HaXaB
Ha MKOHKY B BEPXHEN NeBoN YacTu akpaHa (P1cyHoK 9) n BbIOpaB NYHKT MEHIO 3aBepmeHne
PaboTHL

B cnyyae, ecnu B HacTpomkax npucyTcTByeT Tonbko oanH RDP-cepBep, To 3aBepLleHne
paboTbl aBTOMaTUYECKM BbINONMHAETCSA nocne 3akpbitna RDP-ceccumn (Tyck—>3aBepmenne
ceanca).

B o6oux crnyyasix 6yaeT 3anpolleHo NoATBEPXKAeHME Ha 3aBepLueHne paboTbl.
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

4. [lpunoxeHue

4.1. Hactpouku BIOS ana npuoputeTHON 3arpy3ku
¢ USB-HocuTtens

Moakniounte cneumnanbHbIv 3arpy304HbIV HocuTeNb K USB-NOPTY BbIKIIOYEHHOrO
komnbioTepa (APM).

Knaswuwwun, no3sonstoLiue nonacTtb B nporpammy Hactporiku BIOS (BIOS Setup),
NOSIBNSIOTCS Ha 3KpaHe cpa3sy Nocre BKIHYEHUsI KOMMbloTepa. TN KNaBuLIN TakkKe MOXHO
NocMoTpeTb B AOKYMEHTaL MU Ha KOMMbiOTEP. BO3MOXHbIE KnaBuLM UM KOMBUHALIMK
KnaBuLL A5 BbI30Ba NporpaMMbl HACTPOWMKK NpUBELOEHbI B HXKECTeAyoLWwen Tabnuue.

Tabnuua 1
Mpounseogutens BIOS KnaBuwmu
ALR Advanced Logic Research, Inc. F2, Ctrl+Alt+Esc
AMD (Advanced Micro Devices, Inc.) BIOS | F1
AMI (American Megatrends, Inc.) BIOS Del
Award BIOS Del, Ctrl+Alt+Esc
DTK (Datatech Enterprises Co.) BIOS Esc
Phoenix BIOS Ctrl+Alt+Esc, Ctrl+Alt+S, Ctrl+Alt+Ins
MpouzBoguTtens MK KnaBuwu
Acer F1, F2, Ctrl+Alt+Esc
Compaq F10
Dell F1, F2, F3, Del, Fn+F1
eMachine Del
HP (Hewlett-Packard) F1, F2
IBM F1, F2, Ctrl+Alt+Ins, Ctrl+Alt+Del
Sony VAIO F2, F3
Toshiba Esc, F1

BoriguTe B nporpammy HacTporiku BIOS. B pasnuyHbix Bepcusix BIOS atu HacTporiku 6yayT
oTnuyaTtbces. [lanee paccMOTPUM HEKOTOPbIE BO3MOXHbIE BapUaHTbl HACTPOEK.
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

BapwuaHr 1

B pa3sgene Boot Beibepute nyHKT Boot Device Priority (PucyHok 11).
oo TUP 1 '
Main Advanced Pouer Boot Security Exit
W
» Floppy Drives
> CDROM Drives

3 Select Screen

11 Select Item
Enter Go to Sub Screen
F1 General Help

F10 Save and Exit
ESC Exit

v0Z.10 (C)Copyright 1985-2001, American Megatrends, Inc.
PucyHok 11
B kauectBe 1st boot device ykaxuTte S-terra Boot Partition. [MoBbICUTE/NOHN3UTL

NPUOPUTET YCTPOMCTBA MOXHO C MOMOLLBIO knaBuwwl F6/F5, unu «+»/«-», nnm
OZHOBPEMEHHbIM HaxaTtmeM Shift n «+»/Shift n «-». B pasanuyuHbix BIOS 3Tu knasuwn moryT

oTnn4yaTbCA.
H 10 OF U
oot

Specifies the boot

sequence from the
Znd Boot Device [Hard Drivel available devices.
3rd Boot Device [Floppy Drivel
4th Boot Device [PXE UNDI(Bus0 Slotl

Options
[Cad Dt ]
=1| 5-terra Boot Partitionl =
Floppy vrive
PXE UNDI{(Bus® Slot
Disabled
3 Select Screen

Tl
g Change Optio
elp

Flo Save and Exit
ESC Exit

vOZ . 10 (C)Copyright 1985-2001, American Megatrend=, Inc.

PucyHok 12
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Beinaute ns nporpammbl HacTpownku BIOS ¢ coxpaHeHuem nameHeHuin Save and Exit.
O6bI4HO 370 KnaBuwa F10.

BapuanT 2

Bbibepute pasgen Advanced Setup (PucyHok 13).
CRUS Setup Utility Copuright (C) 1985-2007. American Megatrends. 1

» Standard CMOS Setup M.1.B.(MB Intelligent Bios)
» Advanced Setup Load Default Settings
» Advanced Chipset Setup Supervisor Password
» Integrated Peripherals User Password
» Power Management Setup Save & Exit Setup
PCI/PnP Setup Exit Without Saving
PC Health Status

Tie+>:Move Enter:Select +/-/:Value F10:Save ESC:Exit
F1:General Help F9:Default settings

PucyHok 13

B kauecTtBe 1st boot device ykaxuTe S-terra Boot Partition (PucyHok 14).

CHMOS Setup Utility Copyright (C) 1985-2007. American Megatrends. Inc
Advanced Setup

HT Frequency Auto 3 ¥ Hel liti.—‘
CPU Virtualization Enabled il

ﬂ_HD C&Q Enabled Specifies the boot
Ln}.ldnced Halt (C1E) Disabled sequence from the
Quick Power on Self Test Enabled available devices.
Boot Up Numlock Status ON

LOGOD Display Options A device enclosed in
APIC Mode SANSUNG HD321KJ parenthesis has been
1st Boot Device Cb/Dubp disabled in the

2nd Boot Deuice lst FINODU nOT corresponding type
3rd Boot Device +  S-Terra Boot Partition menu .

» Hard Disk Drives U ear 2 e

» Removable Drives

Boot Other Device

Secur ity Check Setup

ECS eJIFFY Function Disabled

Tie+:Move Enter:Select +/-/:Value F10:Save ESC:Exit
Fl:General Help F9:Default setting

PucyHok 14
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Bbingute ¢ coxpaHeHnem nsmeHeHun — F10.

BapuanT 3

B HekoTopbIx BIOS ecTb onums 6eicTporo Beibopa ycTponcTaa, ¢ Kotoporo byaer
ocyLecTBnsATbCA 3arpyska (PucyHok 15). [1na Beidopa ycTpoicTBa HaxmuTe F12.

<DEL>:BIOS Setup

84892889 -G41

PucyHok 15

B kauecTtBe ycTponcTBa BbibepuTe S-terra Boot Partition (PucyHok 16).

FPlease select boot device:

PO: ST9320325AS

S-Terra Boot Partition 0.11
S-Terra Data Partition 0.11
P2: PIONEER DVD-RW DVRTD11RS
Atheros Boot Agent

UEFI: USB USB SCSI Hard Drive
S-Terra Soft Partition 0.11
S-Terra Var Partition 0.11
S-Terra Log Partition 0.11
Enter Setup

T and 4 to move selection
ENTER 0 select boot device

PucyHok 16
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4.2. HacTpouka napameTpoB CeTeBOro
coeANHeHUA

B0o3MOXXHOCTb M3MEHATE NapaMeTpbl CETEBOIO COeAMHEHMS AN NoNb3oBaTens onpeaenseT
agMuHucTpaTop. Ecnn nonb3oBaTento pa3peLleHo HacTpanBaTb CETEBbIE COEAMHEHNS, TO
OH nonyyaeT goctyn k annnety Network Manager, npy nomMoLy KOTOPOro BbIMOTHAETCSA
HacTponka cetn. CrnegyeT OTMETUTb, YTO NonMTUKa ob6paboTkm Tpaduka nonb3oBaTens
3agaeTca agMuHUcTpaTopom, npu Hactporike CIOC «MOCT».

MkoHka Network Manager annneta (PucyHok 17) oTobpaxaeTcsa B BEpXHEN NpaBomn 4acTu
3KkpaHa. Bug nKoHKM 3aBUCUT OT TUNa COEANHEHNS N COCTOSHUS COEAMHEHNS.

oY

PucyHok 17

Ecnn HaBecTun yKasaTtersib Ha MKOHKY U HaXXaTb JNEBYIO KHOMKY, TO NOABUTCA creayrowne
NYHKTbl MEHIO:

e [IpoB0OOHbIE CEMU, CO CMUCKOM AOCTYMHbIX MPOBOAHbIX ceTen. (CeTb WiMax (Yota)
paboTtaeT Yepes Ethernet-uHTepdenc n nokasbiBaeTcsa/HacTpamBaeTCs Kak
NnpoBoOAHas ceTb.)

e becrposodHble cemu, CO CMUCKOM AOCTYMHbIX BUAUMbIX 6eCcnpoBOaHbLIX CETEN.

Ecnu HaBecTu ykasaTenb Ha MKOHKY U HaxaTb NpaByo KHOMKY yka3aTerns — cTaHeT JOCTYMHO
MeHto (PucyHok 18).

6
|:| Cete

O CeEefeHWA O CoOBgMHEHWK

@ MzMeHWMTE coegMHEHWA...

i D nporpamme

PucyHok 18

Y1obbl nony4ynTb cBeaeHna O TekylleM coeauHeHU, HaBeauTe yka3aTellb Ha UKOHKY,
Ha)XMUTE NpaByH KHOMKY yKa3aTtensa n Bbl6epI/ITe MNYHKT MEHK CeeldeHusi 0 coeduHeHuU.

MosiBuTCA okHO (PucyHok 19).
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ClAC «MOCT». PykoBoacTBO nornb3oBaTens

AKTUBHLIE ceTeBbie coeMHEeHnA

Ethernet (DHCP) (default)

WHTepdenc: Ethernet (eth0)
MAC-appec: 00:0C:29:B3:C2:87
Apalieep: 1000
CKOpoCTh: 1000 M6jc
SawmTa: Her
IP-appec: 10.0.101.116
LWB-anpec: 10.0.255.255
Macka nogceTu: 255.255.0.0
Wnwo3 no ymon4yaHuw: 10.0.0.1
Mepeuy4HbI DNS: 10.0.128.16

X 3akpbiTh

PucyHok 19

Bbl MOXeTe U3MEHWUTL CBEAEHUS! O COeANHEHUN. [INa 3Toro HaBeAWTe yKasaTernb Ha MKOHKY
Network Manager, HaxxmMuUTe NpaByko KHOTMKY ykasaTensi v BbIGepUTE MYHKT MEHIO M3mMeHuUmb

COEOUHEHUS. ..

B okHe (PucyHok 20) BoanTe B HY>KHYIO BKNagKy CETEBOro COeaNHEHUS:

e [lpoBogHble.

L] EeCI'IpOBOLI,Haﬂ CeTb.

ETERBIE COEOMHEHW R

E} MporooHEIE

L3
@ BecnpoBoiHEA ceTh

[=1 .

etho HWKor oa

—

+ ﬂnﬁamﬂTh

@ Opaeka

b ¥nanuTe

X 3akpuiTe

PucyHok 20

Cnac «NOCT»
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

Haxmute kHonky lNpaska. Ecnv HeobxoamMmo co3aatb HOBOE COeANHEHME, TO HaXMUTE
kHonky [Jo6asumes.

MosiBUTCA OKHO, B KOTOPOM ByaeM NpoM3BOANTb AanbHENLLNE U3MEHEHUST HACTPOEK
coeanHeHus. Bupg okHa BygeTt pasnuyaTtbes, B 3aBMCMMOCTM OT TMNa HacTpanBaemoro
coeanHeHus. [lanee paccMOTpMM HACTPOVKU ANsi Pa3nnYHbIX TUMNOB COEANHEHW.

Heobxoaumble 3HaYeHMs HaCTPOEK MOXHO y3HaTb Y NpoBangepa unmn y CUCTEMHOrO
agMuHUCTpaTopa.

4.21. Co3paHue HOBOro coeanHeHus

4.21.1. Co3gaHue NnPoOBOAHOro COeANHEHUA

B okHe U3meHeHue MNMpoBogHoe coeanHenune 1 (PucyHok 21), Bo Bknaake NMpoBoAHble
YKaxuTe:

Umsi coeduHeHuUs1 — 3agaeTcs UMsl COEANHEHMS.

lModknoyampb asmomamuyecku — ecnv (onaXkok YCTaHOBIEH, TO NPY HaNMYMKN CETEBbIX
pecypcoB noaknoyeHne 6yaeT BbINONHATLCA aBTOMaTUYECKW, MHaYe NoAKNioYeHve
NPUAETCA BbINOMHATb BPYYHYIO.

D HSMeEHEr e [poroogHos cosgnHERE 1 D D D
ﬂh‘lﬂ coeEgMHEeHWA! HFHHHﬂHHE coegMHeEHWE

Mopwnw4aTe SBETOMaT MHeCcKin

MNapameTpel [Pvd

MNpoeogHBIE | JawwmTta B02.1x

MAC -ap pec: [ ]

- =
T [EETGMETHHECKH | ] BanT

x OxTmeHa | | '@ OpyumeHATE

PucyHok 21

Cnac «MocCT» Copyright © S-Terra CSP 2003 - 2015
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

MAK-adpec — annapaTHbIn agpec CeTeBOW KapThl.

MTU — makcumanbHbI pasmep naketa B 6bantax, nepegaBsaembin 6e3 pparmeHTaumu.
Mo ymonuaHuio onpegenseTcs aBTOMaTUYeCKu.

Bknapgka 3awmTta 802.1x

Ecnun HyxHO ncnonb3oBaTb ayTeHTUdMKaumo no ctaHgapTy 802.1%, To yctaHOBUTE (brnaxok
Ucnonb3zoeams 3awumy 802.1X dns amoao coeduHeHus1 (PucyHok 22). o ymonyaHuio
3aLymTa He Ucnorsb3yeTcs.

D FIAMEHEHWE I._;..-'..-_.'....'.u'..--_- COEOHMHEHWE 1 D D D

Wma coequHeH Ma: [ ]

Mogrnio4aTe SBTOMATHYECKA

MpopogHee | SawkTa 802 1x | MNapameTpu |Pvd

Mcnonb3oeaTe 3aWWMTY 802.1X ona 3Toro coaquHeHnA;

AYTEHTUWKALWA: [TLS ¢l
Identity: [ |
CepTUWKaT Nonb3 oRaTenA: [ {HeT) B‘l
CepThdnkaT CA: [ (HeT) E?]
NnyHBIG Koy [ (HeT) E"]

Mapone NUHYHOrD KoY a: [ ]

[] NokazaTe napones

& OTmeHa

PucyHok 22

Mpun ycTaHoBKe dnaxka AOCTYMHLIMW CTAHOBATCA cneayoLme nons:
¢ AymeHmugukayusi:

e TLS - Tvn meToda ayTeHTUdUKaLUK, MCNOoNb3yoLWwun npoTokosnn EAP u
NPOTOKON 3awmMTbl TpaHCNopTHOro ypoBHS (Transport Layer Security).

e TyHHenupoBaHHbIK TLS — Tunneled Transport Layer Security — onpegenset
NPOTOKON U NAEHTUDMKALMOHHYIO MHEPOPMaLMIO, UCMONb3YEMYHO AN
ayTeHTudmrKaLmm none3oBaTens.

e 3BawwmueHo EAP (PEAP) — ayTeHTuUdumkaLmoHHbIi npoTokon EAP (Extensible
Authentication Protocol) ctangapTa IEEE 802.1X.

+ |dentity — naeHTUduKaumMoHHasa nHdopmaLmsa (MM NONb30BaTenNs UM foruH).
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ClAC «MOCT». PykoBoacTBO nornb3oBaTens

¢ Cepmucbukam nonb3o8ameris.

MosiBnsieTcsa okHoO BbIGpaTh NepcoHanbHbIN cepTUduUKar...

¢ Cepmucbukam CA

MosiBnaetca okHo BbiOpaTb cepTtudukar LieHTpa ceptudmkauum...
¢ JluyHbIl Koy

MosiBnaeTcsa okHo BbIOpaTh NINYHBLINA KNHOM...

¢ [laponb nu4yHO20 Kritoya

¢ [lokazamb napornb

Bo Bknagke MapameTtpsbl IPv4 (PucyHok 23) MoxxHO 3agaTb napameTpbl DHCP vnu
CTaTM4eCKoro NoaknioyeHns K MHTepHeTy.

Wma coequHeHWA: I'Ipnﬂ.u,anH coeqWHeHne 1

Monrni4YaTe SBETOMATYECKA

I'Ipua.u,QHuel JawuTa 802.1x| MNapameTprl |Pvd |

MeTog: [ BpyuHyio

L1

Appeca

Anpec Macka Wintos + N ofaenTh

Cepeepo DNS5: [ ]

DoMeHs Nnowcka: [ ]

M OtmenHa | o

PucyHok 23

Bbibeprte Memod noakmoyeHns:

¢ Asmomamudecku (DHCP) — onepaunoHHas cuctema onpegensieT napameTpbl
aBTOMaTUYECKM (MO YMOSYaHMIO).

Mpu BbIGOPE 3TOrO METOAA CTAHOBSATCS AOCTYMHBLIMU MOMSA:

e ID knuenma DHCP — nokarnbHas MmallunHa, kotopyto cepsep DHCP moxeTt
ncnosib3oBaTth A5 U3MeHeHust apeHabl n napametpos DHCP

Cnac «MocCT»
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

e U KkHoMka Mapwpymel, KOTOpas Bbl3biBaeT OKHO (PucyHok 24) ¢ Tabnuuen
MapLUpyTU3aLmm.

¢ Asmomamuyecku (DHCP, monbko adpec) — ecnu BbibpaH 3TOT meTof, byaet

Ncnonb30oBaTbCA aBTOMaTmn4yeckasi Hactponka agpecos DHCP, a none Cepsepnbi

DNS pgomxkHo cogepxaTb Kak MUHUMYM oanH IP-agpec
CraHoBATCA AOCTYMHBIMY NONS:

e Cepsepnl DNS

e [lomeHbI rioucka

e |D KknueHma DHCP

e 1 KkHonka Mapwpymel

¢ BpyuHyto — ecnu BbIbpaH 3TOT MeToa, ByaeT Ucnonb3oBaTbCA cTaTuyeckas

agpecauus, a none Cepeepbl DNS gomkHo cogepxaTb Kak MUHUMYM oauH |P-

agpec.
CTtaHoBATCSA AOCTYMHBLIMU NONS:
e Adpeca
Hobasums/Ydanums Adpec, Macka, LLno3
o Cepesepbi DNS
e [lomeHbI rioucka
e KkHoMnka Mapwpymel

¢ Tonbko Link-Local — ecnu BbibpaH aT0T MeToa, nHtepdency 6yaeTt npmcBoeH
nokKanbHbIM agpec B AnanasoHe 169.254.0.0/16.

& Ob6wul ¢ Opyaumu KoMrbromepamu — ecnv BelbpaH 3TOT MeTog (4To
CBUOETENbCTBYET O TOM, YTO 3TO coeamHeHne byaeT obecneumBatb 4OCTYN K
ApYyrMM KomnbloTepam), To nHTepdency 6yaeT NnpMcBoeH agpec B guanasoHe
10.42.x.1/24 v BygeT 3anyweH cepBep nepeHanpasneHns DNS n DHCP.

LononHutensHo, 6yaeT BbinonHeHo NAT-npeobpasoBaHue agpeca uHTepdelica B

agpec Tekyuiero ceteBoro coegmHeHud, ncnonb3yemMoro no yMmosnyaHuio.

OkHo MapuwpyTbl IPv4 ansa NMpoBogHoe coeanHeHmne (PncyHok 24), Bbi3bIBA€TCSl KHOMKON

Mapwpymel. CTpykTypa mapLipyTta IPv4 BkrtodaeT yetbipe 32-6UTHbIX 3Ha4YeHUs: agpec

LueneBoun ceTu IPv4, Macka ceTu, LWIo3 U MeTpuka.

D MapwpyTe |[Pwd gna NpoeogHoe coegMHEHMe 1 D D D

Ampec | Macka | Wnwa | Merpuxa

[] MrHopWpoRaTE BBTOMETUYECKW NONYYEHHHE Map LU pyTH

[] Use this connection only for resources on its network

& OTmeHa

on |

PucyHok 24
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

4.21.2. Co3paHue 6ecnpoBOAHOr0 COeaANHEHUS

B okHe (PucyHok 25), Bo Bknaake BecnpoBoaHas ceTb yKaxure:

Ums coeduHeHuUs1 — 3agaeTcs UMSl COeANHEHMS

lNodknoyame asmomMamuyecku — ecnm Cb]'la)KOK YCTaHOBJIEH, TO NPU HAaNN4Ynn ceTeBbliX

PecypcoB MnoakntoyeHne 6yaeT BoINONHATLCS aBTOMAaTUYECKW, MHaYe NoAKIoYeHne
NPUAETCS BbINOMHATb BPYYHYIO.

D Nimenenne becnposogHoe coegiHERME 1 D D D
HMH coegMHeHnA: EE[I'IFIHHI'HJ.HHE coegMHeHnea

MopknKYaTE 28 TOMAT MY ECKN

NapameTpel IPvd

EecnpoEogHaA CeTh | JawnTa becnpoEogHON CETH

SSID: [ ]

PemMam: Infrastructure

L1

BSSID: [ ]

MAC -anpec: [ ]

- u
MTL: [EETGMETHHECKH | ] BalT

x OxTmeHa

PucyHok 25
SSID — ngeHtudmkaTop cetu

Pexum — BOCTYMNHbI PEXUMbI:

+ Infrastructure — Toukm goctyna (nNo ymonyaHuio). MNogkrnoyeHne K cetu
BbIMOSIHAETCA Yepes crneunanbHylo To4ky 6ecnpoBofgHoro Aoctyna.

+ Ad-hoc — Touka-Touka. MNogknoyeHne K Apyromy KOMMbOTEPY OCYLLECTBISETCS
HenocpeAcTBEHHO Yepes ero agantep 6ecnpoBoaHON CBS3W.

BSSID — ecnu onpegeneHo, TO YCTPOUCTBO ByAeT COMOCTABIEHO TOMbKO C 3a4aHHON
TOYKOM JOCTyna.

Bo Bknagke 3awmTa 6ecnpoBogHon cetu (PrcyHok 26) Bbibepute oanH N3 MeETOAOB
3aWUTbI:
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Hem.

WEP 40/128-6umHbil KoY — nndHbln kntod WEP. WEP-wmndposaHue (Wired
Equivalent Privacy) ncnonb3syet ko4 LwWndpoBaHUs s KOANPOBaHWS OaHHbIX nepes
NX OTNPaBKoOWN.

WEP 128-6umHas knodesasi hpa3a — naponbHasa dpasa ans pacumdposkn WEP.

LEAP — sawmTa npounssogutcs no npotokony LEAP (Light Extensible Authentication
Protocol). AyteHTudukaums cepeepa n knueHTa 802.1X npomcxoaut npyM NoMoLLm
napons, NpeaoCcTaBNAeMOoro nonb3oBaTeneM, WpPoBaHNE BbINOMHAETCH C
NCNonb3oBaHWeM MHAMBUAYANbHbLIX OUHAMUYECKUX KITHOYEN.

Hurnamuyeckuti WEP (802.1x) — xnto4 npu nepegayvye AMHaMUYECKN MEHSETCS.

WPA & WPA2 Personal — nuyHbin kntod WPA (Wi-Fi Protected Access). Vicnonbayet
ans aytTeHTudmkaummn npeayctaHoBneHHbIN koY (Pre-Shared Key).

WPA & WPA2 Enterprise — ncnonb3yeTcsi Kak MEXaHU3M ayTeHTUduKauum, Tak u
cxema wndpoBaHus.

D WaMeHEHWE BECTPOBOOHOE COEOWHEHME 1 =1 E]

WmMa coeguHeHKs: [ ]

MogknoYETe AETOMETIAYSCKK

BecnpoeogHan CETI:.| JawmKTa becnpoRoqHOR CETK | MNapameTpol |Pvd l

JawuTa: HeT E
WEP 40/128-61THRA KNty b
WEP 128-Bi1THas knwodveran hpasa
LEAP
OuHamuyeckiid WEP (802 1x)
WPA & WPAZ Personal
WPA & WPAZ Enterprise

M OtmenHa

PucyHok 26

B 3aBucmMmocTn oT BbIGpaHHOro Metoda 3awmnThbl 6yaeT BbIBEAEHO OKHO, CO CMMCKOM MOMEen,
KOTOopble He06X0aUMO 3aMNONHAUTb.

cnac «MNocCT»
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Ecnu Bbi6paH WEP 40/128-6umHbiti ko4 vnvu WEP 128-6ummHabil KoY, TO NOSABUTCHA OKHO

(PvcyHok 27).

™~ WIMeHEHWE FECTPOBOOHOE COEgMHEHME 1 =1 E]

WmMa coequHeHKa: [ ]

MogknoYETe AETOMETIAY SCKK

BecnpoeogHan CETI:| JawmKTa becnpoeogHon ceTh | MapameTpw IPvd l

3awmTa: [EWEP 1258-BMTHaA knwyerad dpasa ¢l

Kntoy: [ ]

[[] MokasaTe knwy

ik

WMHgekc WEP: [ LMo ymon4yaHum)

L1

AYTeHTURMKaLNA: [ OTEpRTaA cucTema

& Otmena

PucyHok 27

Knroy — WEP-kntou.

UHlekc WEP — 3HaveHune nHgekca kntova. CtaHums 6ecnpoBOaHOM CeTh MOXET UMEeTb B
KOHdMrypauum o YeTbipex KnYen (3HavyeHus nHgekca kntoda: 1, 2, 3, 4).

AymeHmucdbukayus:

OTkpbiTast cuctema — noboe ceTeBoe yCTPONCTBA, UMetoLLee naeHTugmkatop SSID
(Service Set Identifier) ToukmM gOCTyNna MOXeT NOMAYYUTb AOCTYN K CETU.

OOLWwui kN4 — BLINOMHAETCS Npoleaypa ayTeHTUdMKaUmMm ¢ UCnonb3oBaHNEM
ctatndeckoro WEP-kntova.
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Ecnu BbibpaH meToa LEAP, To nosiBUTCS okHO (PUCyHOK 28), B KOTOPOM HYXXHO BBECTU MMs

nonb3oeamerisi n Naporb.

D FIAMEHEHWE E:‘_II_;..'_.'_.'_.,_'.JJ'_.-'_- COEOMHEHWE 1

==

Wma coequHeHuA: [

MogrnioYaTe SBTOMATHYECKA

becnpoBogHan CETI:.| JawKTa becnpoeoHOW caTi | MapameTpa IPvd l

JawmTa; [ LEAP

8

MmAa nonesopaTend: [

]

Napone: [

]

[] MokasaTe naponk

& O1mena

PucyHok 28

Ecnu BbIbGpaHbl MmeToapl JuHamudeckuti WEP (802.1x ) unu WPA & WPA2 Enterprise, T0 B

nosiBuBLLUEMCS OKkHe (PucyHok 29), 3anonHuTe cneayoLwme nons:

o AymeHmugukayus:

¢ TLS - Tvn meToaa ayTeHTUMKauumn, ucnonb3yoLmin npotokon EAP 1 npoTokon
3aluTbl TpaHcnopTHOro ypoBHS (Transport Layer Security).

¢ LEAP — ucnonb3yeTcs paclumpsieMblil NpoTokon ayTeHTudumkaumm (Light
Extensible Authentication Protocol), koTopbii oTBe4aeT 3a obecneveHue
npouenypbl ayTeHTUdUKaALUUN 1M Ha3Ha4YeHNe AMHAMUYECKOro Krova.

+ TyHHenupoBaHHbIM TLS — Tunneled Transport Layer Security — onpegenser
NPOTOKON U NAEHTUDMKALMOHHYIO MHCPOPMaLMIO, UCMONb3YEMYHO AN

GYTeHTI/I(*)VI Kauun nornb3oBaTenA.

¢ 3awmueHo EAP (PEAP) — ayTeHTudumkaumoHHbIi npoTokon EAP (Extensible

Authentication Protocol) ctangapta IEEE 802.1X.
o |dentity.

o Cepmucbukam ronb308amers.
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ClAC «MOCT». PykoBoacTBO nornb3oBaTens

MosiBnsieTcs okHO BbIGpaTb NnepcoHanbHbIW cepTUdUKar...

Cepmugpukam CA.

MosiBnsietcsa okHo BbiGpaTb cepTudukar LieHTpa ceptudmkauum...

JIuyHbIG KoY.
MosiBnaeTcsa okHo BbIOpaTh NINMYHBLINA KNHOM...

lMaponk nu4Ho20 Kroya.

Wma coequHeHMa: EECI‘IDDED,E]HDE coequHeHMe 1 ]

MoqKnio4aTe SBETOMATHYECKA

becnpoBogHan CETI:| JawKTa bacnpoBoqHON CETK | MNapamMeTpu |Pvd l

JawmnTa: [,ﬂ,uHamuqecmﬂ WEP(B02.1x) - l
By TEHTUMKALMS: [ TLS = l
Identity [ ]
CepTUPMKET NoNb30BaTENA: [ (HeT) D]
CepTudukaT Ch: [ [HeT) B‘]
NWyHBR KoY [ (HeT) bl

I'Iapoﬂbnw-moru KM a: [ ]

[] NokazaTe naponk

| & Otmena of

PucyHok 29
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ClAC «MOCT». PykoBoacTBO nornb3oBaTens

Ecnu BbibpaH metog WPA & WPA2 Personal, To nosiButcs okHo (PucyHok 30), B KOTOpOM

HY>XHO BBECTU I'Iaponb.

Wma coequHeHMa: EECI‘IDDED,E]HDE coequHeHMe 1

MoqKnio4aTe SBETOMATHYECKA

becnpoBogHan CETI:| JawKTa bacnpoBoqHON CETK | MNapamMeTpu |Pvd l

JawuTa [;wm & WPAZ Personal ;]

Mapont: [ ]

[] NokasaTs napons

| & O1mena of

PucyHok 30
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ClAC «MOCT». PykoBoacTBO nornb3oBaTens

Bo Bknagke MapameTtpsbl IPv4 (PucyHok 31) MoxHO 3agaTb napameTpbl DHCP nnu
CTaTM4eCKOro NoaknioyeHns K MHTepHeTy.

OnuncaHue BKkNagka MAEHTUYHO ONUCaHMUIO ANs NpoBOAHbIX COEaNHEHUN.

WmMa coeguHeHKs: EECI‘IPDED,QHDE coequHeHKe 1 ]

MogknoYETe AETOMETIAYSCKK

BecnpoeogHan CETI:] JawmKTa becnpoRoqHON CETK | MNapameTpol |Pvd |_

MeTon: [EAE.TumaTuuecr.u (DHCP) :l

ID knweHTa DHCP: [ ]

] & Otmena | o

PucyHok 31
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

4.3. HacTpouka cuctemMbl BpeMeHH

B BepxHel neBon 4actu akpaHa oTobpaxaeTca nkoHka (PucyHok 32), HaxaB Ha KOTOPY!O,
MOXHO BOWTU B MeHt0 KOHguaypupogaHue cucmemMbl 8peMeHU W BbINONHUTb HACTPONKK
CUCTEMHOrO BpeMEHU 1 AaThl, BbIGpaTbh 4aCoOBOM NOSIC U CUHXPOHU3UPOBATb CUCTEMHOE
Bpemsa ¢ NTP-cepBepoM TOYHOIo BpeMeH!.

6_@ 20:02

| % KoHgMryprpoBaHWe cMET EMEl BREMEH W

PucyHok 32

4.4, [lnarHocTuyeckue yTUNUTDI

[lmarHocTU4ecKkme yTUNMUTbI Bbi3blBAOTCA HaXKaTUeM Ha MKOHKY B BEPXHEN NeBoii YacTy
akpaHa (PvcyHok 33) 1 BbIGOPOM COOTBETCTBYIOLLIETO MYHKTa MEHHO.

5
l_{,! Mposepka FTP

( 3 Tpaccnpoeka

ﬂ 3aeepweHne paboTel

PucyHok 33

MyHkTLI MeHto: [posepka FTP, Tpaccupoeka n Ping BbI3bIBAOT NPUNOXKEHNS,
npeacTtasnsoLme cobon rpadumyeckyto 060n04Ky And AOCTyNa K CUCTEMHbBIM yTURMTam
wget, traceroute U ping COOTBETCTBEHHO:

o [Iposepka FTP — onpegendaet goctynHocTb FTP-cepsepa.
e Tpaccuposka — BbINOMHAETCA TpacCcMpoBKa MapLlpyTa 4O 3a4aHHOro LLleneBoro yana.
e Ping — onpegensieT 4OCTYNHOCTb CETEBOro YCTPOMCTBA.

Mpu BbI30BE BbIlLEYKa3aHHbIX YTUMUT Ha 3KpaHe nosiBnsieTcs okHo (PUcyHok 34), B KOTOPOM
HaZlo BBECTU ip-aipec AMarHoCTMpyeMoro CeTEBOro pecypca.

' OobmobTe Hopoe SHEHeHne = |0 X

Enter IP address:

[ |
| M 0zmena | <:9QK |

PucyHok 34
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

Pesynbtat paboTbl yTnuThl 0TOOpaxkaeTcs B MHOPMALMOHHOM OkHe. NMprumep
WMHOPMALIMOHHOIO OKHa YTUNWUTLI Ping NpuBEeAeH Ha pucyHke (PucyHok 35).

1} MH G opMELWE =8 =

- PIMG 10.0.131.1(10.0.131.1) 56(84) bytes of data.

64 bytes frorm 10.0.131.1: icrmp_seq=1 ttl=128 time=0.999 ms
&4 bytes from 10.0.131.1: icrmp_seq=2 ttl=128 tirme=0.844 ms
&4 bytes from 10.0.131.1; icmp_seq=3 ttl=128 time=0.818 ms

---10.0.131.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, tirme 2000ms
rtt mirjava/max/mdey = 0.818/0.887/0.995/0.079 ms

PucyHok 35

MyHKT MeHto JJuaeHocmuka Bbi3blBaeT cneumanusanpoBaHHble MHHPOPMaLNOHHbIE KOMaHAbI
(PvcyHok 36), Bxogswme B coctaB CSP VPN Gate v nossonsowmne nonyy4nTb AaHHbIE O
cepTudukaTax u npegonpeaeneHHbIX Knyax sapernctpmpoBaHHbix B 6ase Npoagykra, o
napameTpax CeTeBbIX UHTEPdENCOB, CO3AaHHbIX 3aLLULLEHHbIX COEANHEHNSX, MULEH3UM Ha
MpoaykT.

D ¥PN Disgnostics E1=1E]

EuiBeprTe 3NemMeHThl M3 CIMCKa HMMeE
Command Output —
IPsec connections:

Mum Conn-id (Remote Addr,Port)-(Local Addr,Port) Protocel Action Trpe Sent Rovd
12(192.162.71.0-192.1658.71.255*)-(1.0.0.1,*) * ESP nat-t-tunn 1331724 1027160

sa_rmgr show

Found 4 certificates. No CRLs found.
1 Status: local C=RU,CMN=spds_taho_trace
cert_mgr shew 2 Status: trusted DC=gastand DC=ReoctCA,CH=SubCAZ2
3 Status: trusted DC=gastand, DC=RoctCA,CM=RoctCA CP36
4 Status: remote C=RU CHN=GATE4.2

1 State: Active C=RU,CM=spds_taho_trace

2 State: Active DC=gastand,DC=RootCA CHN=5ubCAZ

3 State: Active DC=gastand, DC=RoctCA CN=RootCA CP36
4 State: Active C=RU,CN=GATE4.2

cert_mgr check

key_magr shew Mo keys found.

Active license: |
CustomerCode=test

lic_rngr show ProductCode=GATELOD
LicenseMumber=1
LicenseCode=6, XD0v E CG.42.48

dp_mgr show  Default driver policy : passall

Lagical network interface netifo:

l x OTmeHa

PucyHok 36
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ClnAcC «MOCT». PykoBoacTBO nonb3oBaTens

PaccmoTpum aTu komaHabl noapobHee:

KomaHga sa_mgr show npegHasHayeHa ons npocmoTpa uHdopmaumm 060 Bcex
IPsec SA, ISAKMP SA u nx coctosiHun, un o konuyectee IKE obmeHoB.

KomaHpa cert_mgr show npegHasHaveHa Ansi NpoCMoTpa CepTUUKATOB U crnncka
OTO3BaHHbIX cepTUUKaTOB, pasMeLLEHHbIX B doaitnie unu 6ase MNpoaykTa.

KomaHnga cert_mgr check npegHasHadeHa aAng npoBepKku cepTuduKkaTos,
Haxoasawwmxca B 6ase lNMpoagykra.

KomaHpga key_mgr show npegHasHaveHa anst npocMoTpa npegonpeaeneHHbIxX
Kntoyen, 3aperucTpmpoBaHHbIx B 6a3e Npoaykra

KomaHga lic_mgr show npegHasHadeHa ans npocmotpa Tekylen JlueHsmm Ha
npoaykt CSP VPN Gate.

Komanga dp_mgr show npegHa3HayeHa ans npocMoTpa YyCTaHOBMEHHbIX HACTPOEK
NONUTMKN ApanBepa No YMONYaHuio

Komanpga if_show npegHasHayeHa ang npocMoTpa Norndeckux, omusamyecknx UMeH n
OpYrux napameTpoB CETEBbIX MHTEPGENCOB, KaK 3alLnLLaeMbIX, TaK N He
KOHTponvpyembix [MpogyKTom.
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