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HacTtponka ¢ nomowybto CiscoWorks

B gaHHom pokymeHTe ByaeTt onncaHa yganeHHas LeHTpann3oBaHHasi HacTpoKKa L0308
6e3onacHocTn CSP VPN Gate ¢ nomouubto Cisco Works Management Center for VPN Routers
Bepcun 1.2, KoTopbI BXoauT B cocTaB npoaykta CiscoWorks VPN/Security Management Solution
Bepcun 2.3.

MpeanonaraeTcs, 4YToO YnTaTenb uMeeT onbIT paboTel ¢ CiscoWorks, noaTomMy B AAHHOM OOKYMEHTE
He ByayT AeTanbHO onMcaHbl BCe aNeMeHTbl rpacmuyeckoro nHtepdenca aToro nporpaMmMHoOro
Mpoaykta. B gpaHHoM pa3gene 6yayT onvcaHbl OCHOBHbIE LIaru, KOTopble cneayeT NpoM3BeCcTn Ans
CO34aHus NONMTMKK Be30MacHOCTU, a Takke 0COBEHHOCTU N OrPaHUYEHNS, KOTOPbIe B AAHHbI
MOMEHT cyLLecTBYIOT Ans HacTpomnkn CSP VPN Gate.

CSP VPN Gate
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OcobeHHocTu HacTponku CSP VPN Gate

Bce onepauun no HacTponke CSP VPN Gate nponsBogaTcs B pasgene rpaduyeckoro nHrepdenca
Management Center for VPN Routers Bepcun 1.2.

Hwxe onucaHbl pasgensl rpadundeckoro nHTepdgenca Router MC, koTopble UMET 0COBEHHOCTM Npu
HacTpowike ycTporncTB Tuna CSP VPN Gate nnm xe He nogaepXxvBaloTcs B AaHHOW BEpCUn
MpoaykTa:

e Devices

e Device Import
He pekomengyetcsi uameHsaTb Bepcuio 10S y nmnoptupoBaHHbix CSP VPN Gate. Bece
ycTponcTtea cepum CSP VPN npu nmnopte npeacraensaiTca poytepamm Cisco 2611XM ¢
ycTaHoBneHHoun onepaunoHHon cuctemon 10S v.12.2(13)T. NameHeHune Bepcun |OS moxeT
NPUBECTM K OLLIMOKam B cO30aBaeMbIX KOHUrypauusx.

e Ycrtponctea Tuna CSP VPN Gate Henb3s nomewaTs B High Availability rpynnel
e Configuration
e Settings
e General VPN
e Failover and Routing — He nogaepxuBaeTcs B JAHHON BEpCcUn
e Fragmentation — He nogaepXxmMBaeTcsa B JaHHOW BEPCUU
e General Firewall
e Fragmentation Rules — He nogaepxvBaeTcs B AaHHOW Bepcumn
e Timeouts and Performance — He nogaep>XuBaeTcsi B JaHHOW BEPCUM
e Half Open Connection — He noagepXxmnBaeTca B AaHHON BEpCUM
e Logging — He NnogaepXxuBaeTcs B JaHHOW BEpCcUn
e ACL Ranges — He nogaep>xuBaeTcs B faHHOW BepcUu
e Spoke
e NAT Traversal — He nogaepXxnBaeTcs B AaHHON BepCUMK

e Hub Assignment
B paHHow Bepcun MNpoaykTa He noggepxxumBaeTcsa Tvun ycTponcTsa failover hubs. Takke He
nognepXxuBaeTtcs ykasaHue B kavecte Primary Hub o6bekTa ‘HA group’.

e Access Rules

e Mandatory Rules
Mpu co3gaHum npaBun Ha aTane Bbibopa MHTepderica npegnaraeTcst yCTaHOBUTb
napameTp Direct B nonoxenue In unu Out. [ins yctponcts CSP VPN Gate cnegyet
YCTaHOBUTb 3HayeHue In. 3HayeHne Out He nopgaepxmBaetca. CSP VPN Gate He
noanepXuBaeT acCMMMETPUYHbIE NMpaBuna JocTyna, T.e. 0ANHAKoBO 0bpabaTbiBaeT kak
BXOASALLUMI, TaK U UCXOAALWMNA TpauK. MO3TOMY Kak BXOOALWNIA, Tak N UCXOOAWUIN TpadomK
OyayT obpabatbiBaTbCA MO CAMCKY AOCTYNa co 3HadYeHvem In. MNpu 3TOM Anst ICXO4ALLErO
Tpaduka 3Ha4veHusa Source n Destination meHstoTCA mecTamu.

e Default Rules
To xe orpaHunyeHue, 4yTo U ana Mandatory Rules

e |KE
¢ |KE Policies

e [lpwn cozpgarHum IKE nonutukmn ansa yctponcts CSP VPN Gate cnegyet o6patutb
BHMMaHWe Ha 3HaveHus Encryption Algorithm n Hash Algorithm.

CSP VPN Gate Copyright © S-Terra CSP 2003 -2015 4
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CSP VPN Gate npu Bbl6ope 3HadyeHust DES 6yaeTt ncnonb3oBaTtb anroputm
windgpposaHus FOCT 28147-89, a npu Bbibope 3HayeHnss MD5 6yaeT ncnonb3oBatb
xaw-anroputm FOCT P 34.11-94.

Ecnu ectb HeobxoaumocTb ucnons3osatbk B Modulus Group anroputm VKO, Hago
CKOppeKTMpoBaTh haisi HaCTPOEK KOHBEPTOPA CS_Conv.ini, pacnonoXXeHHbIN B
kaTanore npogykta LLUno3 6e3onacHocTy:

Bbibpate Heucnonb3yemyto B IKE Diffie-Hellman rpynny. PekomeHgyeTtcs
BbIOMpaTb MWHUMAINbHYK Heucnonb3yemyto rpynny. [Ons nonHOCTb0 HOBOW
MHpacTpyKTypbl — rpynny 1. Ecnn B cywecTBytowen nigpacTtpykrype rpynna 1
yXXe ncnonb3yeTcs, To rpynna 2 v T.n.

[na BeiGpaHHOW rpynnbl B dhanne ¢s_conv.ini nponucatb KOHBEPTUPOBaHUE B
anroputm VKO_1B:

ike-group-vko = VKO_1B.
ike-group-1 = VKO_1B.
ike-group-2 = MODP_1024.
ike-group-5 = MODP_1536.

¢ Dynamic Preshared Key — He nogaepxunBaeTcsa B JaHHOW Bepcumn

e CA Parameters

e Tunnels

B nanHom Bepcum CSP VPN Gate He nogaepxumBaeTcs enroliment. MNoatomy niobble
BBEAEHHble 3Ha4YeHnst ByayT urHopmpoBaTtbcs. OgHako, ux cneayeT 3anosiHUTb,
4yTOObI HEe cnpoBouMpoBaTh ownbky B Router MC. YcTtaHosuTe onumio CA URL 1
3anonHuTe napameTpsl.

B naHHown Bepcum MpoaykTa He nogaepxuBaeTtcs nonyveHne CA ceptudumkata no
SCEP npotokony. Cnegyet ycTaHOBWUTb napameTp ‘Enter Manually’ n BBectn (4epes
Oycep obmeHa) cepTuchmkaT B LIECTHAgLATEPUYHOM hopmaTe.

B 6noke HacTpoek paboTbl ¢ CRL cnegyet obpatuTe BHUMaHue Ha popmaT BBoAA
URL, no koTopomy OyayT 3anpaluimBaTtbCs NIMCTbl OTO3BaHHbIX cepTucmkaToB (CRL).
LDAP Server URL cneayeTt BBoauTb B chopmarte ldap://IPAddress:Port

Mpu yctaHoBke napameTpa CRL ‘Optional’ o6paboTtka CRL He npousBoguTcs.
Mpu ycTaHoBke napameTpoB CRL ‘Best-Effort’ n ‘Enable’ BkntoyaeTca obpaboTka
CRL, B ToM yucne n no ykaszaHHomy LDAP URL. Ecnn CRL He HanaeH, To
COEeANHEHMS, UHULMNPOBAHHbIE C UCMOSMb30BaHMEM CEPTUEMKATOB, KOTOPLIE
AOMKHbI obpabaTtbiBaTbes 3TMM CRL, He ByayT co3aaHsb.

¢ Dynamic Crypto Policies

Mpu onucaHun gUHaAMUYECKUX TYHHenewn cnegyet uMmeTb BBuay, 4to CSP VPN Gate
He noggepxuBaeT subinterfaces.

e Translation Rules - He nopgaepxuBaeTcsl B JAaHHOW BEpPCUX

e Building Blocks

e Transform Sets

Mpwn Ha3HaveHun unu cosgaHum Habopa npeobpasoBaHun (transform set) cnegyet
yuunTbiBaTh 4To CSP VPN Gate npu Bbibope 3HayeHnsa DES 6ygeT ncnonb3oBatb
anropuTtM wudposanusa FTOCT 28147-89, a npu BeiGope 3HayeHns MD5 byget
ucnonb3oBaTtb xaw-anroput™ FOCT P 34.11-94.

B naHHOM penuae He noaaepXMBaeTcs KOMMNPECCUs], NO3TOMY (Daxok
Compression AomKeH BbiTb CHAT.

Ecnu yctaHoBneH gnar Use PFS n ectb HeobxogumocTb ucnons3oaTe B Modulus
Group anroput™ VKO, Hago ckoppekTupoBaTb ¢hansn HacTpoek KOHBepTOpa
CS_conv.ini, pacnosnoXeHHbI B kaTanore npoaykra LUnto3 6esonacHocTu:

CSP VPN Gate
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Beibpate Heucnonesyemyto B PFS  Diffie-Hellman rpynny. [Ons npoctoTbl
pekomeHayeTcs BbibpaTb Ty e camyto rpynny, yto u anga IKE. [ins BeibpaHHon
rpynnel B pavine ¢s_conv.ini nponucatb KoHBepTUpoBaHue B anroputm VKO_1B:

pfs-group-vko = VKO_1B
pfs-group-groupl = VKO_1B
pfs-group-group2 = MODP_1024
pfs-group-group5 = MODP_1536.

CSP VPN Gate Copyright © S-Terra CSP 2003 -2015 6



Hactpoiika ¢ nomouwbto CiscoWorks

Mpumep co3gaHusl NONUTUKK 6e30MacHOCTH

YcnoBHble 0603HavYeHus:

IPsec AH+ ESP tunnel
IP Tpaduk
CSP VPN
Gate

10.0.232.4/16 ~10.10.11.0/24

10.0.232.3M16

10.10.10.0/24 Intermnet

o

GwW2

10.0.232.516 \ 10.10.12.0/24

PucyHok 1

CueHapum

Tpwu wnto3a 6esonacHocTn (CSP VPN Gate), 3awuwiatoLme y4acTkm kopnopaTtmsHon ceTu. IP-
Tpadhmkm mexay wno3amm 6esonacHoctn GW1, GW2, GW3 3awuileHbl TYyHHensmu, pabotarowmmm
no npotokony AH n ESP. AyTeHTuurkaunsa CToOpoH OCYLLLECTBNSAETCH Ha NpeayCcTaHOBMNEHHbIX
Kntoyax. Ha BHeWwHnx nHtepdencax wioso 6esonacHoctn GW1, GW2 n GW3 3awwmta cHAMaeTCA.
Tpadmk, npuxogawmii Ha gpyrme nHTepdericel Wwno3a 6e3o0nacHoOCTH, NPONYCKAETCA OTKPbITHIM
(HesawWwuLLIEHHbIM).
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MapamMeTpbl 3/IeMEeHTOB NMpoeKTa Ta6bnuua
. Twn Bepcusa
Umsa Mogenb 3awumiwaembin . VPN
CTpOMCTBA ycTpoucTBa pecypc yctpou nporpaMmHoro UHTepdenc
y cTBa obecneyvyeHus
GwW1 CSP VPN Gate Subnetl = 10.10.10.0/24 Hub Cisco IOS 12.2T* 10.0.232.3
GW2 CSP VPN Gate Subnet2 = 10.10.11.0/24 Spoke Cisco IOS 12.2T* 10.0.232.4
GW3 CSP VPN Gate Subnet3 =10.10.12.0/24 Spoke Cisco IOS 12.2T* 10.0.232.5

Cospganune nonutukn 6esonacHocTy cpeacteamu CiscoWorks npeanonaraeT BbiNonHeHve
crieayoLmx aTanos:

e co3faHue rpynn ycTporcTs. MNpun NoCTpOeHUn pekoMeHAyeTcs co3aaBaTth OTAENbHbIE FPYNMbl
ansa yctponcte oT Cisco Systems n ans yctpoincte CSP VPN Gate

e MMOPT YCTPOWCTB B CO34aHHbIE rPynmbl

e OMUCaHWe 3alLMLLiaeMbIX YCTPOMCTBAMU PECYPCOB (NoaceTeln U OTAENbHO B3SThIX XOCTOB)
e HacTtpownka VPN napameTpos

e HacTponka IKE nonutunkm

e CcO34aHue TYHHEINbHOW NONUTUKM

e [0CTaBKa KOH(urypaumi Ha AreHTbl BesonacHocTu.

3anyck CiscoWorks

3anyckaem MHTepHeT - bpay3ep u yka3biBaem URL xocTa, Ha koTopom yctaHoBneH CiscoWorks.
Mpu HanucaHum URL ykasbiBaem He 80 nopT, a 1741.

MpeabasnsieM NOrviH U Naponb agMUHUCTPATopa UK NonbL3oBaTens, UMEIOLEro COOTBETCTBYOLLME
npasa.

B neBow yactu okHa BblGupaem pasgen VPN/Security Management Solution =>Management
Center=>VPN Routers.

Monagaem B Management Center for VPN Routers. Bce genctBusa no HacTporike cnuctemMbl bygem
npon3BoanUTb B 3TOM OKHE.

CospaHue rpynn yCcTpoOUCTB

[ns peanusauun Hawero npumepa Ham noTpebyeTcs co3naTth rpynny YCTPOWCTB, B KOTOPYH BXOAAT
GW1, GW2 n GW3, 3awumwatome nepumeTpbl Subnet 1, Subnet 2 n Subnet 3.

Cosgaewm rpynny GW. [Inst 3TOro BbINOSHAEM CrieaytoLmne waru:
e nepexogum B pasgen Device Hierarchy: Devices => Device Hierarchy
e kHonkon Create Group BbI3blIBAEM OKHO CO3[aHUA rpymnbl

e BBOAMM YHUKanbHoe nmsa rpynnsl (GW) (PucyHok 2)

CSP VPN Gate Copyright © S-Terra CSP 2003 -2015 8
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43 Create Device Group - Microsoft Inte =10 =|

Create Device Group

rlarme: IGW

Group Type: & Device Group © HA Group
Create in; Ea(_;h:mm -
M3 Defautt-1710-etho
By Detauit-170-zerial)
EMCHDefautt-506-spokes |

E-atima
|Global

Create Cancel

PucyHok 2

e Bbibypaem poanTenbCKyO Nanky, B KOTOpow ByaeT pasmelyaTtbecsa co3gaHHas rpynna. B
Hawewm cny4dae ato nanka Global

e HaxumaeMm kHonky Create.
Mpynna GW cosfjaHa 1 ee MOXHO yBuaeTb BHYTpu nanku Global.

[anee nepexogum K UMMNOPTY YCTPOWCTB.

UmnopTt ycTponcTs
Ha atom atane nmnopTtupyem yctponctesa GW1, GW2 n GW3 B co3gaHHyto rpynny GW. BeinonHum
cnepywoLue warm:

e nepexogum B pasgen Device Import

e Bblgensem rpynny GW

e Haxmmaem kHonky Import. OTkpoeTcs okHO Bbibopa meToada umnopTa

e BblOMpaem onuuio "Single device import"

e Haxmmaem Next. OTKpoeTcs OKHO BBOAA NapameTpoB

e BBOAMM IP-agpec nnn gomeHHoe nmsi uMnopTupyemoro obbvekta, Username, Password n
Enable Password. UmnopTtupyem yctporictBo GW 1, BBogum ero IP-agpec 10.0.232.3, nms
nonb3oBaTens — CSCons, naposb — ¢sp, enable password — csp (PucyHok 3)

CSP VPN Gate Copyright © S-Terra CSP 2003 -2015 9
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Gisco SrsTems Haome | Clo)

Management Center for VPN Routers

|'Ennfiguratinn |'I]eplnyment |'Repnrt5 |'M|min |
+ Device Hierarchy +

+ Credentials +

You Are Here: + Devices*: Device [mport

e o
# 1. Choose Method
0 2. Parameters
O 3. lmport Devices

arameters

Import Parameters

& Device IPMName ¢ Dynarmic IP
Hostname

[10.0.232.3

Lsername: ||:5|:|:|n5

Fasswiord: |n-

Enable Fassword: |n-

-Step2of3-

Finish —|

2|

1]

PucyHok 3

HaxkumaeM kHonky Next. OTKpoeTcs OKHO HasHaYeHUsi POSIN UMMOPTUPYEMOMY YCTPONCTBY

BbIOMpaeM pornb Ans umnoptupyemoro yctponctea GW1 — Hub. BTy ponb Mbl 3apaHee
onpegenunu B Tabnuue

Haxumaem Finish. OTKpoeTcs OKHO O COCTOSIHUM UMNOPTUPOBaHUS ycTponcTea. No
OKOHYaHUM UMMNOPTMPOBaHusS HaxxmuTe Close.
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PucyHok 4

MmnopTtupyemoe yctponcTteo (GW1) nosisutca B rpynne GW. [1oBTOpUM ONUCaHHbIE BbILLE LWAri
Ons umnopTupyembix ycTponctes GW2 n GW3, HasHayasa um ponu Spoke.

Cisco Svsrems

Management Center for VPN Ro

Configuration | Deployment | Rep

Device Hierarchy Credentials

Device Import

All

B Global

Ell:lﬁ Defautt-1710-etho
B S3Detauit-17x0-serisl
éD-ﬁDefauﬂ-EDE-spnkes
S0 Sow

L 002323

- WO 002324

L LO@1002325
ﬁn-&firnﬁ

[ |

PucyHok 5
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Mocne Toro, kak Bce yCTpOMCTBa MMMOPTUPOBAHLI U MOMELLIEHbI B IPynny, MOXHO NePexoanTb K
HacTpovike VPN napameTpos.

OnucaHue 3awwmiLaeMbIX PecypcoB

Ha aTom aTane onvwem 3alyaemble pecypchbl U NPUKPENUM UX K COOTBETCTBYIOLLUM
yCTpOMCTBaM.

BbinonHum cregytolme waru:
e nepengem B pasgen Building Blocks: Configuration => Building Blocks
e 13 MeHio BbibepeM nyHKT Network Groups. OTkpoeTtca ctpaHuua Network Groups
e oTKkpoeM Object Selector n Beibepem rpynny GW. MHdopmauusa Ha cTpaHuue o6HOBUTCS
e HaxmeM kHonky Create. OTkpoeTcs cTpaHuua Name and Comment

e BBefeM B none Name yHukanbHOe nMmsi co3gaBaemMoro ceteBoro obwekra. [Ing Hawero
npuMepa onuwem noacetb Subnet1. Beogum nmsa Subnet1.

e BBEAEM KOMMEHTapuM
e HaxmeM Next. OTkpoeTtcs cTpaHmua Networks

e B none Enter Network/Host BBogum agpecHoe NpocTpaHCTBO (MNW agpec) 3aLlmiaemMoro
pecypca. Tak kak Mbl onucbiBaem nogceTb Subnet1, BBoanm agpecHoe NpocTpaHCTBO 3TON
noacetn: 10.10.10.0/24

e HaXumaeM KHOMKy >>. BBeageHHOe agpecHoe NpoCTpaHCTBO f0OaBNeHO B CNMCOK
e HaxummaeMm Finish.

MpowusoigeT Bo3BpaT Ha cTpaHuuy Network Groups. B Tabnuue Mbl yBUAWM CTPOKY C NapameTpamu
co3gaHHoro obbekTa (nogcetn Subnetl) (PucyHok 6):

Name = Subnetl
Defined On = GW

CSP VPN Gate Copyright © S-Terra CSP 2003 -2015 12
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Cisco SYSTEMS L
Management Center for V

Devices I

| Deploym

+ Settings + Access Rules + |[KE + Tunnels +

You Are Here: « Configuration® Building Blocks *: Metwork Groups

LKA

n Network Groups * Global > B ow
= Transform Sets

Network Groups

= SEniice Groups

= Showing 1-2 of 2 records
é [ Mame Defined On Cormiment
"3 1. [T Subnetl GW
2. any Global
]
E Rows per page:lm v| <<Page1>>
i
C -~ Select an
: itermn then take | Create Edit Delete
R an action-—-»
I ;IJ
PucyHok 6

e [loBTOpUM OMMCaHHbIE BbILLE Wark Ans Bcex 3aluliaeMbix pecypcos - Subnet2
(10.10.11.0/24) n Subnet3 (10.10.12.0/24).

o [lepengem B pasgen Settings: Configuration => Settings.

e HasHauyaem co3gaHHble ceTeBble 0ObEKTbI YCTPONCTBY C porbio Hub. B Hawem npumepe
YCTPOUCTBO C ponbto Hub — GW1:

e oTKpoem Object Selector n Bbibepem B rpynne GW yctporicteo GW 1
e B MeHto BbibepeM nyHKT Hub => Networks. OTkpoeTcs ctpanunua Hub Side Network

e Bblbepem n3 cnncka Add Network Groups nogcetb, koTopyto 3awmwaetr GW1. 910
co3faHHas paHee nogceTb Subnet1. Haxxumaem kHonky >>. O6bekT Subnet
nepemMecTUTCs B CMMCOK 3almiaeMbix 00bekToB (PucyHok 7)

o Haxumaem Apply.
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Cisco Svsreus Horm .
Management Center for VPN Routers

Devices I

| Deployment | ‘Reports | Ad

| + Arcess Rules + [KE + Tunnels + Translation Rules +

You Are Here: + Configurations Settingss Hub=> Metwarks W
Side Networks
L 2
* General VPN * Global = Gy 1002323
* General Firewsall
* Hub
= Inside Interfaces
n Networks "
= = Catalyst WPM Services Hub Side Networks
[ ooue Add a HostMetwork:
|§ - HASettings 3 TpeTree -
g * Spoke e
= Config Additions
E Add Metwoaork Groups: Subret]
1 Subnet? 5 HEne
E any
'i! Subnet3 =
0
R

Apply Defaults

w
4| | ’

|@ Applet objectselector starked I_ I_ E |‘ Internet v

PucyHok 7

e HasHayaem co3gaHHble ceTeBble 0ObEKTDI yCTpOVICTBaM C poJibto Spoke:

e B MeHIo crieBa Bblibepem nyHKT Spoke => Networks. OTkpoeTcs cTpaHuua Spoke Side
Networks

e oTkpoem Object Selector n Bbibepem B rpynne GW ycTpoicTBO ¢ ponbio Spoke. B aTon
rpynne y Hac aga Takux yctpoucTtea. Beibepem ycrtponctso GW2

o Bbibepem 13 cnncka Add Network Groups nopceTb, kKoTopyto 3awuwaetr GW2. 9to
co3faHHas paHee nogceTb Subnet2. Haxxumaem kHonky >>. O0bekT Subnet2
NnepemMecTUTCsa B CMUCOK 3alLMLLAeMbIX OObEKTOB

e Haxumaem Apply

e [OBTOPMM OMUCaHHbIE Bbllle AENCTBUSA ANs HasHadeHust ycTpoincTey GW3 ceTeBoro
obbekTa Subnet3.

Mocne Toro, Kak onucaHbl BCe 3alluiaeMble Pecypcbl, MOXHO NepexoanTb K HacTpolike VPN
napameTpoB.
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Hactponka VPN napametpoB

Ha atom atane mbl NpoM3BeaeM TakMe HACTPONKN YCTPONCTB Kak Ha3HayYeHne BHYTPEHHNX
MHTepdencoB Ans YyCTPOMCTB, HazHadyeHne VPN nHtepdencos ycTponcteam ¢ ponbto Spoke u
HasHauyeHwue ycTponcTtea Hub ycTponcTeam c ponbto Spoke. B kayecTBe npMmMepa paccMoTpum
HacTporky VPN napameTtpoB ansa rpynnsl GW, cogepxatlen yctporctea CSP VPN Gate.

BbinonHum cnepywuwme waru:

e T[lepexogum B pasgen Settings: Configuration => Settings.

e B neBown yactu okHa oTkpbiBaeM Object Selector u Beibrpaem rpynny GW.

e HasHauyaem BHyTpeHHME UHTEpPdENCHI YCTPOUCTBY C ponbto Hub:

BbIOVMpaeM M3 MEHI0 B NIEBOM YacTu okHa NyHKT Hub = > Inside Interfaces. byget
OCyLLIeCTBIEH nepexopf Ha cTpanuuy Hub Inside Interfaces

Haxxumaem kHornky Show Interfaces. OTKpoeTCcs OKHO CO CMMCKOM CeTeBbIX MHTEpPhencoB

BblIBUpaeM Hy>XHbI UHTEpdenc B oTKpbiBLLemcs cnvcke. Kak npasuno, ato FastEthernet
0/1

Haxxumaem Select. Ha ctpaHuue Hub Inside Interfaces B cnncke nosiButcs BolopaHHbI
MHTepdgenc

Haxkumaem Apply. Haxogswemycsa B rpynne ycTporcTBy ¢ ponbio Hub (B Hawem cnyyae
310 GW1) HasHa4veH nHTepdenc ansa NnoCTPoOeHMs TyHHeNen ¢ yCTponcTBaMm C Posbto
Spoke.

e HasHauyaem BHYTpeHHMEe UHTepdEenchl YCTPOMCTBaM C ponbio Spoke.

BblOMpaeM M3 MEHI0 B NNEBOI YacTu OkHa NyHKT Spoke = > Inside Interfaces. OTkpoeTcs
ctpaHuua Spoke Inside Interfaces

Haxkumaem KHonky Show Interfaces. OTKpoeTcs OKHO CO CMMCKOM CeTeBbIX UHTepdencos

BblIGUpPaeM Hy>XHbI UHTEpdenc B oTKpbiBLLeMcs cnucke. Kak npasuno, ato FastEthernet
0/1

Haxumaem Apply. Bcem ycTporictBam ¢ ponbto Spoke HaszHavyeHbl BHYTPEHHUE
uHtepdencel (PucyHok 8).

CSP VPN Gate
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H Cl Hel About =
Cisco SysTEMs ome | Ciose | Help | oot <]

Management Center for VPN Routers

g e
Devices I

| Deployment | Reports | Admin | User ID: admin

AL

Rules + |IKE * Tunnels + Translation Rules + Building Blaog

You Are Here: « Caonfiguration= Settingss Spaoke: Inside Interfaces Actions:

poke Inside Interfaces

L e
* General VPN * Global » B oW
» General Firewall
> Hub
* Spoke
. n Inside Interfaces
Fg - Metworks Inside Interfaces
[ - MAT Traversal
E = WPM Interfau:es Type: |Ethernet ﬂ FastEthernetl/1
1 Hub Assignment s
- Digl Backup alot: -
£ Part: -
:_ Subinterface: |
H
T
2 | Apply || Defautts |
w
| »
PucyHok 8

e HasHauyaem VPN uHTepdeiic ycTponctsam ¢ ponbto Spoke:

e BbliOMpaeM M3 MeHI0 B NeBon YacTu okHa NyHKT Spoke = > VPN Interfaces. OTkpbiBaeTcs
ctpaHuua Spoke VPN Interface

e HaxumaeMm kHorky Show Interfaces. OTKpoeTcsi OKHO CO CMMCKOM CeTeBbIX MHTepdeicoB

* BbIGUpPaeM HyxHbI UHTEPdENC B oTKpbiBLLEMCS cnvcke. Kak npasuno, ato FastEthernet
0/0

e HaxumaeMm Apply. Bcem ycTponctsam ¢ ponbio Spoke HazHadeHbl VPN uHTepdenchl
(PvcyHok 9).
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VPN Interfaces

Intetrface
ype: I FastEthernet j

Slut:IEI *I
F'I:nrtIEI 'I

Channekl

Validate

Show Interfaces

Subinterrace:l

Enable

Same
Intetrface r

WEM:

Apply Defaults

PucyHok 9

e HasHauyaem Ons yCTpONCTB C ponbio Spoke yCTPOMCTBO € pornbio Hub:

e BblbMpaem N3 MeHIo B NieBon YacTtu okHa nyHKT Hub Assignment. OTkpoeTca cTpaHuua
Hub Assignment

® 13 crucka BblbMpaemM nMsi yCTporcTBa ¢ ponbio Hub

® U3 cnucka BblIbrpaem nHTepdenc, Yepes KoTopbli OyAeT OCyLLEeCTBATLCA
B3aMMoencTBme ¢ ycTponcteamm ¢ ponbto Spoke (noctpoeHne VPN TyHHenen),
Haxkumaem Apply (PucyHok 10).

Yaou Are Here: « Configurations Settings: Spoker Hub Assignment

Lk

> General VRN * Global » & G

Assignment

* General Firewall
*Huh
* Spoke
« Inside Interfaces
« Metworks

« MAT Traversal Hub Assignment
= WP Interfaces ) )
w Hub Assignment Frirnary Huh.|1EI_EI.232.3 "I

« Diial Backup Primary Interface: |[{ge=tt= == L]

o DUl AL v Failover Hub:l--Deuices-- 'I

FailmrerInterrace:l--lnterfaces--j

Apply Defaults | —

NS =i C3rm = oh L -]

|€| Applet objectselector started I_ I_ E |‘ Internet v

PucyHok 10
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Ha atom HacTpowkn VPN 3akOHYEHbI U1 MOXHO nepexoauTb K HacTponkam IKE nonutuku.

HacTtpownka IKE nonuTtuku

Ha atane HacTponkn IKE nonutrku nponssenemM HaCTPONKM NapaMeTpoB LLMGPOBaHUSA U
ayTeHTudmkaumm ana rpynnsl GW. bygem ucnone3oBaTtb ayTeHTUMKaLUMIO Ha NpegonpeaeneHHbIX
kntoyax. [ocne BbINOMHEHWst NOCNeaHero atana y Hac Bce elle BbigeneHa rpynna GW (ecnm ata
rpynna He BblOpaHa, Hy>KHO ee BbibpaTb B Object Selector). Cosgaem IKE nonuTuky ons saton
rpynnei.

e T[lepexognm B pasgen IKE Policies: Configuration => IKE => IKE Policies. OTkpoeTcs
ctpaHuua IKE Policies

e Haxumaem Create. OTkpoeTtcsa ctpaHuua IKE Policy Name and Comment

e 3anonHgaem none Name yHuKanbHbIM UMEHEM, KOTOpoe npucBaMBaemM co3gaBaemon IKE
nonutnke, Hanpuvep IKE_GW _group

e B noJse onucaHusa BBoaum kommeHTapui: IKE Policy for GW Group
e Haxummaem Next. OTkpbiBaeTca cTpaHuua Algorithm Settings (PucyHok 11)

e Bbibupaem us cnmcka Encryption Algorithm snavenne DES. B yctponctsax CSP VPN Gate
3TO 3HauyeHue OyaeT MHTepPNpPeTMPOBaThLCS, KakK yKkasaHue NCNofb30BaTh anroputM
wmndppoarns FTOCT 28147-89

e Bblbnpaem n3 cnmcka Hash Algorithm 3HaueHne MD5. B yctporicteax CSP VPN Gate ato
3HayeHve ByaeT NHTepnpeTNpPoBaThLCS, Kak ykasaHue ncnonb3oBaTb xaw-anroputm FOCT P
34.11-94

e Bblbpaem u3 cnucka Modulus Group 3HauyeHne 2

You Are Here: « Configurations [KE= IKE Folicies
Algorithms

# 1, Mame and Comment
02, Algorthims
03, Parameters

* Global » B G

Algorithm Settings

Encryption AIgDrithm:IDES vI
Hash Algnrithm:IMDE "I
Madulus Gruup:lﬂ vI

PucyHok 11
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e Haxumaem Next. OTkpbiBaeTcs ctpaHuua IKE Policy Parameters
e B none Lifetime octaBnsiem 3Ha4yeHne no ymonyaHuto (86400)

e 13 cnucka Authentication Bbibnpaem 3HauyeHne Preshared Key

e HaxumaeM Finisht. OTkpbiBaeTca ctpaHmua IKE Policies

e pOBEpsSieM NPaBUITbLHOCTb NApPaMeTpPoB, KOTOPbIE Mbl YCTAHOBWUIM Ha NpeablayLmX Lwarax.
JomkHa 6bITb BbiBeAeHa Takasa nHdopmaumns (PucyHok 12):

IKE Paolicies
® Global » B G

IV Inherit Default Policies

Showing 1-2 of Z records

o Mame Defined On  Encryption Hash  Modulus Group  Lifetime  Authentication
1. [ IKE_GW_group G DES mOs 2 BE400 Preshared Key
2. Default-1kE Glohal J0ES SHA 2 BE400 Freshared Key
Rows per page:lfm "I =< Page 1>>
=--5electan item then take an Create || Edit || Move Up || Move Down || Delete
action --»
PucyHok 12

IKE nonutuka ans rpynnsl GW cosgaHa, 1 ee napameTpbl oTobpaxatoTcsa B Tabnuue.

HasHaunm pexunm aBTOMaTn4eCKom reHepauunm npegonpenerieHHbIX Kritouen ansa Bcex yCTpOVICTB
npoekKTa. [1ns 3TOro BbINOAHUM cnegywwme waru:

¢ Bbibepem B MeHIo NyHKT Preshared Key. OTkpoeTcs cTpaHuua Preshared Key
e oTkpoeM Object Selector n Beibepem rpynny Global
e ycTaHOBUM 3Ha4deHue Auto-Generate.

Mocne 3aToro MoXHoO nepexogunTb K 3Tany co3gaHuna TyHHeﬂbH0l7| NOJINTUKWN.

Co3paHue TyHHeNbHOW NONUTUKU

Cosnaem TyHHenbHy nonuTuky Ans rpynnel GW. [nst atoro yoeammcs, uto B Object Selector
BbibpaHa aTa rpynna v BbINOMHMM CMeAyoLWmne Wwarm:

e nepexoaum B pasgen Tunnels: Configuration => Tunnels

e Bblbrpaem nNyHKT MeHto Tunnel Policies. B oTkpbIBLLEMCHA OKHE BUAUM Tabnuuy TyHHENbHbIX
NONUTUK
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® HaXXMMaeM KHOMKY Create. OTKpoeTCﬂ OKHO BBOAa MMEHU TyHHeJ'IbHOl71 NOJINTUKN

e BBOAVM YHUKanNbHOE UMS TYHHENbHON NonuTukK, Hanpumep, GW_Tunnel. Taike MOXHO
3anosfiHMTb None KOMMeHTapus

e HaxumaeMm Next. OTkpoeTcs okHo Traffic Filter (PucyHok 13)

Tunnels> Tunnel Policies
Traffic Filter

* Global » B G

Showing 1-4 of 4 records

N Spoke Side Hub Side
1. [ Spoke Internal Metworks Huhb Internal Metwarks
2. [ Inside Interfaces Huh Internal Metwarks
3. [ Spoke Internal Hetworks Inside Interfaces
4 [ Inside Interfaces Inside Interfaces
Rows per page:l 10 "I =< Page 1>>
- Select
200 2. 2 Mowe Up Mowve Down Create Edlit Delete
take an
action--»
PucyHok 13

e oOcTaBnsem B Tabnuue Tonbko ogHy cTpoky — Spoke Internal Networks/Hub Internal Networks.
OcTanbHble cTpoku yaansem. [Insg aToro yctaHaBnusaem hnaxkun psagom ¢ ygansaembiMu
CTpOKaMm U Haxxmumaem kKHorky Delete

o Haxumaem Next. OTkpoeTtcs okHO Transform Sets

e CcO37aeM HOBbI Habop npeobpasoBaHui (transform set):

Ha)XnmMaem KHOMKY Create. OTKpOGTCﬂ CTpaHuua BBoga MMeHN N KOMMeHTapuda

BBOAMM YHWKanbHOE MMS Ansi co3gaBaemoro Habopa npeobpasosaHuin. Hanpumep,
DES_MD5. Takke MOXXHO BBECTM KOMMEHTapui

Haxkumaem Next. OTkpoeTcs ctpanuua Transform Set Protocols (PucyHok 14)
BblOMpaeM 13 cnmucka Mode 3HadeHne Tunnel

BbIObupaeM 13 cnucka AH Hash 3HaueHne MD5. B yctporictBax CSP VPN Gate aTo
3Ha4yeHue byoeT NHTePNpPeTUPOBaTLCH, Kak yKazaHue Mcnonb3oBaTh xaw-anroputm FOCT
P 34.11-94

BbiGupaeM n3 cnucka ESP Encryption 3HaveHune DES. B yctporictBax CSP VPN Gate aTo
3HayeHune 6yaeT MHTEPNPETUPOBATLCS, KakK yKkasaHUe UCMONb30BaTh anropuTm
wundpposarna FOCT 28147-89

Bblbupaem 13 cnucka ESP Hash 3HaueHue MDS5. B yctporictBax CSP VPN Gate ato
3HaveHue ByaeT MHTepnpeTMpoBaThCs, Kak ykasaHne ncnonb3osatb xaw-anroputm FOCT
P 34.11-94

CSP VPN Gate
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Protocaols
* Global = GW
Transform Set Protocols m
} Select the transform
Mode: I:I" set mode and select
AH Hash: Im the algorithms to he
: Used to authenticate
ESF Encryption: | DES j and encryptthe data
ESF Hash: Im in the tunnel.
Compression: [~
Help...
ST

PucyHok 14

e cHumaeMm dnaxok Compression, ecnu oH 6bin B3BegeH. CSP VPN Gate He noggepxuBaeT
KOMMpeccuio

e HaxummaeMm Finish.

Mbl TonbKo 4TO co3ganu Habop npeobpasoBaHuit DES MD5. Co3gaHHbI HABop AONONTHUIT CIUCOK
HabopoB npeobpa3oBaHuin, KOTOPbIE AOCTYMNHbLI Ans Bbibopa B cnuckax Transform Set 1, 2, 3.

BblGupaem 13 cnucka Transform Set 1 3HaueHne DES_MDS5.
Haxxumaem Next. OTkpoeTca cTpaHumua PFS.
ycTaHaBnBaem dnaxok Use PFS.

BblOMpaeM 13 cnucka Modulus Group 3HaueHue 2.

Haxknmaem Finish. OTkpbiBaeTca ctpaHmua Tunnel Policies.

TyHHenbHasa NONMTUKA co3aHa, O YeM CBUAETENBCTBYET HOBas CTpoka B Tabnuue Ha cTpaHuue
Tunnel Policies (PucyHok 15)
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n Tu

Cisco Svsrems

You Are Here: « Configuration® Tunnels: Tunnel Paolicies

(IR, = 2

= Dynamic Crypto Policies
= |[PSec Lifetime

Hirn & |

Management Center for VPN Routers

e ——
Devices I

| Deployment | ‘Reports | Ad

+ Settings + Access Rules + |[KE + + Translation Rules +

Tunnel Policies

nnel Policies Global = G

¥ Inherit Default Policies

Showing 1-2 of 2 records

u Marme Defined 2n Description
1. [ &W_Tunnel Gy
2. Default-Tunnel Global
Rows per page:l 10 *I << Page 1> —
‘- Select
an itern

then take | Create E«lit Delete Movwe Up Mowve Down

an -

PucyHok 15

NocTaBka KOH(pMrypaumm Ha yCcTpoucTBa

[na poctaBkM KOHUrypaLumim Ha YCTPOMCTBa CUCTEMbI HAM HEOBX0AMMO co3aaTth «paboTy» — job.
BbinonHum cnepytoLume waru:
e nepengem B pasgen Deployment

e BbIbepem Save and Deploy B npegnoxenuu If you have made configuration changes, you can
Save and Deploy Ha cTpaHuue

e OTKpoeTcs cTpaHmua Select Devices

e OTMETMM YCTPOWCTBA, Ha KoTopble byaeT goctaenaTeca nonmtuka. O6eivHO Router MC
aBTOMaTUYECKM ONpeaenseT yCTPONCTBA, AN KOTOPbIX CAeNaHbl U3MEHEHWUSs!, HO He
pocrtaeneHbl. [MoaTomy, Kak NpaBuIo Ha 3TOW CTPaHULLE HUKAKUX U3MEHEHMWI He fenaeTcs

o HaxumaeMm Next. byget oTkpbiTa cTpaHuua Deployment Options
e ycTaHoBMM 3Ha4veHue Deploy To paBHbIM Device

e HaxumaeMm Next. OtkpoeTtcs ctpaHuua Error Checking (PucyHok 16). Bo3amoxHo, gaHHas
CcTpaHuua bygeT cogepxaTb pasnuyHble NpegynpexaeHns n ownoku. YcTpaHute ownbku.
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Errors and Warnings
Showing 0-0 of 0 records

MessageType Subject Device/Group Description

o records.

Rows per page: il == Page 1 =>

PucyHok 16

e HaxumaeM Finish. OTkpoeTcs cTpaHuua Job Deployment Status ¢ Bonpocom o ToM, Hy>KHO Nn
AOCTaBNATb MNONIUTUKN HEMELIEHHO

e Haxummaem kHonky Refresh ans obHoBneHus ctaTtyca Job n yctponcTs.

B npouecce gocrasku Ha cTpaHuue Job Deployment Status Mbl Mmoem Habnogate UsSMeHeHve
cTaTycoB JOb 1 yCTPOWCTB, ANs KOTOPbIX co3aatTcsa koHdurypauun (PucyHok 17). Ha npotsikeHun
npouecca goctaeku Job 6yaeT umeTb ctatyc "Generating” (Bo BpeMsi co3aHus KoHpurypauui),
"Deploying" (Bo Bpemsi 4OCTaBKU KOHbUrypaumii Ha yCTPOMCTBA), @ MOCIe OKOHYaHWUs npolecca
ctatyc namenntcsa Ha "Deployed”. CtaTyc ycTponcTte 6yaoeT MmeHsaTbes oT "Pending”, koraa npouecc
[OCTaBKK eLle He Havanc4, o "In Progress” — B npouecce goctaeku n "Completed" no okoH4YaHUK
pocrtaBku. CTaTycbl aBTOMaTu4ecku He obHoBNATCA. [N 06GHOBNEHNSI UCNOMNb3yeM KHOMKY
Refresh. BoaMoXHbl OLLMOKK Ha 3Tane co3daHnst KoHurypaumi n nx gocrtaeku. B aTux cnyyasx
ByaeT ncnonb3oBaTtbes cratyc Failed.

Mpouecc goctasku 3aBepLuaeTcs, korga y Job 6yaet cratyc "Deployed” (PucyHok 17).

Job Name: admin_07 .05 15_16:3224

Status: Deploved

Last Action: Deploved by admin at Maw 15 2007 16:35:23
Description:

Deployment Details: VWrite memary enabled.

Deploy to devices.

Pending: 0 In Progress: 0 Completed: 3 Failed: 0

Showing 1-3 of 3 records

Device Mame Device Group Device Type Device Status Status Time WPM Caonnection Status Policy Change
1. 1002323 G Huh Completed May 15 2007 16:35:23 MiA Mo
210023248 [E111) Spoke Completed May 15 2007 16:35:23 Connected Mo
31002324 G Spoke Completed May 15 2007 16:35:23 Connected MHa
Rows per page:l 40 'l =< Page 15>
“t--Select an itern then take an action -—-» Refresh Abort Close

PucyHok 17

Takum obpasom, koHMrypauum goctaeneHsl Ha yctponctBa GW1, GW2 n GW3, npocmoTpeTb
KOTOpble MOXHO B KOH(OUIYPaLMOHHOM pexume komaHaon do show running-config.
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