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CueHapum KOHGUrypupoBaHms

CueHapuu KoHUrypupoBaHus

B aTOM AOKYyMEHTe onuncaHbl KOMaHAbl MHTepdeica KOMaHAHOW CTPOKU U CTPYKTYPbl TEKCTOBOMO
KOHUrypaLMoHHOro haiina, KoTopble UCMOMb3YHTCSA AN TEX UMM UHbIX Lienei Npu co3aaHmm
nokarnbHOW NONUTUKM GEe30MacHOCTM LNo3a.

Ha cawnte Hawewn komnaHun B pasgene «Pewenuns» (http://www.s-terra.com/solutions/) npuBegeHbl
«TunoBble cLueHapum NpMMeHeHMs NpoaykToB» U «puMepbl AONONHUTENBHbLIX BO3MOXHOCTEN
NPOAYKTOBY.

Co3gaHue npasun naketHoun hunbTpauumn

CospgaHne npaBun nakeTHOM unbTpauum CocTonT n3 hoOpMMPOBaHUS CMIMCKOB JOCTYNa U
NPMBSA3bIBaHNSA UX K KOHKPETHbIM MHTepdencam annapaTtHon nnatgopmel CSP VPN Gate vnu
cetesoro moayns NME-RVPN (MCM).

B nHTepdence komaHOHOM CTPOKM C MOMOLLBIO KOMaHAb! ip access-list cosgarTea nucTel gocTyna.

KomaHnga ip access-list ¢c napameTpom standard ocyLLeCTBASIET BXO B PEXMM peaaKkTMpPOBaHMUS
CTaHOapTHbIX CMCKOB AOCTyna. B aToM pexvmMe ¢ nomoLlbio koMaHg permit n deny dopmupyrotes
cnucku gocTyna.

B KoHurypaumoHHom darine npasuna nakeTHoOW punbTpauum co3garTcsl B CTPYKTYpe
FilteringRule.

Co3pnaHue 3awmueHHbIx VPN TyHHenen

Cosnanue nonutuku IKE

[ns co3gaHnsa 3alwmnLLEHHOro KaHana, KoTopbin 6yaeTt obecneynsaTh 3awmTy YacTm obMeHOoB
nHdopmaumen nepeon dasbl 1 Bce obMeHbl BTopon a3kl IKE, cosgatotes ISAKMP nonutuku (nnu
OfHa NONUTMKa) C pa3HbIMU NpUopUTETaMn, KOTOpble ByayT NpeanoXeHsl NapTHEPY A4S
cornacoBaHusi. B nonvtukax onnceiBaloTCs Kenaemble anroputMbl U NapameTpbl 3aULLEHHOro
KaHana.

B uHTepdence KomaHOHOW CTPOKM C MOMOLLLIO KOMaHAbl crypto isakmp policy 3agatoTcsa IKE
NONUTMKM (MNW OfHa NOMNMUTUKA) C Pa3NUYHBIMKU NPUOPUTETaMU, KOTOpble ByayT NpeasoXeHbl
napTHepy Ansa cornacoBaHus. MNMepen cozpgaHnem ISAKMP SA gomkHbl ObITb BbiIOpaHbl NapameTpsl,
koTopble ByayT MCNOMb30BaTbCA CTOPOHAMM AN 3aLMTbl YacTu 0OMeHOB NepBoW hasbl U BTOPOW
dasbl IKE. BbinonHeHe aTo kOMaHabl ocyllecTBnseT Bxoq B pexum ISAKMP policy configuration,
B KOTOPOM MpeAfiaratoTcs napameTpbl 4518 COrnacoBaHus.

C nomowpbio KomaHgbl —authentication  ykasbiBaeTca MeTog — ayTteHTudumkaumm  (C
MCMONb30BaHMEM 3MIEKTPOHHOW NOANUCK UNW NpeaonpeaeneHHbIX KIoYen).

C nomowpio KoMaHAbl encryption ykasblBaeTca anroputm WnEpPoBaHWS, WUCMONb3yeMbI B
pamkax npotokona IKE.

C nomouwbto KomaHabl hash YKa3blBaeTCA X3L-alroputm, I/ICI'IOJ'Ib3yeMbIIZ B paMKax npoToKona
IKE.

C nomoLubto komaHdbl lifetime yctaHaBnusaeTcs BpeMs xusHu ISAKMP SA.
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C nomolLLbio KOMaHAbl group ykasblBaeTcs anroputM, KOTopbin 6ygeT ncnornb30oBaTbCs B pamkax
npotokona IKE ans nonyyeHus KroyeBoro Mmatepuana.

B koHdurypaumoHHom dhanne B cTpykType IKERuUle 3agaeTtca meToq ayTeHTUumKaumm CTOpoH,
pexum ons nepson gasel IKE, a Takke npeanaraeTcs Ang cornacoBaHvs ¢ NnapTHEPOM NOMNuUTMKa
3awuTbl nepeor 1 BTopon hasbl IKE, koTopasa onuckiBaetcsa B cTpykType IKETransform. Ctpykrypa
IKEParameters onucbiBaeT rrnobarnbHble HacTporkn npoTtokona IKE.

Co3pnaHue IPsec HabopoB npeobpaszoBaHMK

[anee Hy>XHO NpeanoXuTb NApTHEPY AN cornacoBaHnsa Habopbl Npeobpa3oBaHMi, KOTopble byayT
MCNonb30BaThCA AN CO34aHNs 3aLUULLIEHHOIO BUPTYyanbHoro coeauHeHus (IPsec SA). IPsec SA —
3TO OgHOHanNpaBeHHOe NorMYeckoe CoeamHeHe, No3TOMyY Npun ABYCTOPOHHEM OBbMeHe AaHHbIMU
HY>XHO ycTaHoBUTbL ABa IPsec SA.

B nHTepdence komaHOHOM CTPOKM C MOMOLLLIO KOMaHAb! Crypto ipsec transform-set onncatb
napameTpbl IPsec HabopoB npeobpa3oBaHMi (Mnn ogHoro Habopa npeobpasoBaHuin). MoxHo
ykasaTb 40 Tpex HabopoB NpeobpasoBaHUii.

C nomoubto kKomaHabl mode ykasaTb peXXnM UCMOoNb30BaHUS (TYHHENbHbIN UM TPaHCMOPTHLIN).

B koHdurypaumoHHom canne cTpyktypa IPsecAction onpegenseTt pexum ncnonb3oBaHus IPsec,
CNUCOK Npeanaraemblx Habopos NpeobpasoBaHun IPsec. Kaxpoe npeobpa3oBaHme onucbIBaeTcs B
ctpyktypax AHTransform n ESPTransform.

Co3pgaHue cnuckoB gocTtyna

B uHTepdence komaHOHOW CTPOKM C MOMOLLLIO KOMaHAbl ip access-list ykasbiBatoTCA CNUCKN
0OCTyna, B KOTOPbIX 3afaeTcs Tpaduk, KoTopbIi OyaeT NOTOM NPOCTO NPONycKaTbCs, 3aLmLLaThCA
unu 3anpewartbes.[Ans co3gaHnsa 3awuLLeHHbIX TYHHENeN UCNOMb3YTCS TONbKO pacLUMpPEeHHbIe
cnuckx goctyna.

KomaHpa ip access-list c napameTpom extended ocyliectBnaeT BXxoA B pexum config-ext-nacl
(pexum pegakTMpoBaHUS pacLUMpEeHHbIX CMMCKOB A0CTyna). B aToM pexrimMe ¢ NOMOLLbI0 KOMaHA
permit n deny dopmmnpyoTca Cnnckn gocTyna.

B koHUrypaumoHHOM darnne cnuckamm gocTyna sABnsTcs npasuna PuiibTpoBaHus,
onuceiBaeMble cTpykTypon FilteringRule.

Co3paHue kpuntorpadmyeckmx Kkapt

B uHTepdeiice komaHOHOW CTPOKWU Co3aHMe NONMUTUKKN IPSec BbINOMHAETCS C MOMOLLbIO KOMaHbI
Crypto map, KoTopas OCYLLIECTBAET NePeXo/l B PEXUM HACTPONKN KpUMTOrpaduyeckmx KapT.

Komangorn match address ocyliecTBnsieMm nNpuBsA3Ky CNMCKa JOCTYNa K 3anncu kpuntorpadguyeckomn
KapTbl.

KomaHgon set peer onpegensem naptHepa, ¢ KOTOpbiM 6ydem ycTaHaBnMBaTb TYHHENb.
KomaHnpgon set pfs 3agaem pexum pfs, no3BonsoLwmii NOBbICUTL YPOBEHb 3aLLMLLEHHOCTU Tpaduka.
KomaHnpgon set pool yka3biBaem MMs nyna agpecoB Ansi Kpuntorpadnyeckon KapThbl.

KomaHpgom set identity 3agaem ngeHtudukatop Ans Kpuntorpadmnyeckon KapThbl
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KomaHpgon set security-association lifetime yctaHasnusaem BpeMs xusHu IPsec SA.

KomaHngom set transform-set gaem ccbinky Ha paHee co3faHHbIV TPaHCHOPM UM TpaHCOpPMbI
(onpepensiem napameTpbl TYHHENS)

CospgaHne Habopa guHaMMYeCKMX KpunTorpadmyecknx KapT B MHTepdence KOMaHaHOM CTPOKU
ocyLecTBnseTcd komaHaon crypto dynamic map.

B koHurypaumoHHom danne nonutuka IPsec 3agaetcsa B CTpykType IPsecAction.

MpuBAska kpunTorpadpmyeckon KapTbl K UHTEpPdency

B nHTepdence komaHOHOW CTPOKM Ha NocrnegHeM aTane NPou3BOAMTCS NPUBA3Ka NMCTOB AoCTyna u
KpunTorpadu4ecknx KapT K KOHKPETHbIM MHTepdericaMm annapaTHon nnatdopmbl. OTW onepaunm
NPOU3BOAATCH B PEXMME HACTPONKMN UHTEPENCOB.

KomaHpga interface ¢ ykazaHunem norm4eckoro MMeHn nHrepdenca ocyLecTBNAeT NEPEXOL B PEXUM
HaCTPOWKM JaHHOro nHTepdeinca.

B aTOoM pexunme koMaHIOM ip access-group ykasbiBaem CNMCOK AOCTYNa AJsi NpaBusl NakeTHOM
unbTpaumn, KoTopble GyayT UCMONb30BaTLCS Ha 3TOM MHTepdelice.

KomaHpgon crypto map ykasbiBaeM KpuUntorpagouueckyto kapTy, C MOMOLLbI KOTopown OyayT
cosgaBartbcs VPN TyHHenwu.

B koHdurypaumoHHom daine ons npmMBa3kyi npasuna unbTpoBaHUSA K MHTEpgeNCy annapaTHom
nnatdopmbl ncnonb3yetcs atpmbyT Networkinterfaces B ctpyktype FilteringRule. Ho ecnn
aTpmbyT NetworkInterfaces He yka3saH, TO NpuBsi3ka npasuna GunNbLTPOBaHNS NPOM3BOAUTCS Ha BCe
3aperncTpupoBaHHble ceTeBble UHTEePdENCHI.

HacTtpounka mapwpyTtusayum

HobasneHuve cTpoku B Tabnuuy mapLupyTusauum B uHTEpdence KOMaHaHOW CTPOKM 3agaeTcs
KOMaHZoW ip route ¢ ykasaHuem agpeca n Macku noAceTu HasHavyeHus naketa, IP-agpeca
crnepywoLlero MapLupyTtusaropa nmbo BbIXOOHOro MHTepderica NokanbHOro YCTPOMCTBa, Ha KOTOPbIN
HY)XHO Nnepefartb NakeT A8 nepejayun ero ganee no cetv K nonyvarternto nakera.

B KoHdUrypaumoHHom paiine cosgaHue Tabnmubl MapLLpyTU3aLUmMmn OCyLLECTBISETCA CTPYKTYPOW
RoutingTable. CTpoka, koTopas gobasnsieTcs B Tabnuuy mapLupyTusaumm, 3agaeTtcs B CTPYKType
Route. OTa cTpoka 3ajaeT MapLUpyT, yka3biBas agpec HasHauyeHusl, BbIXoaHoOWM MHTepdeiic nnéo IP-
afpec crefyoLLlero mapLupyTusaTtopa 1 MeTpMKy MapLipyTa.

Hactponka Syslog-knueHTa

HacTpowika Syslog-knueHTa B cisco-like koHdurypauum n LSP-koHpurypaumm nogpobHo onucaHa B
AokyMeHTe «[1poToKkonmMpoBaHne CobbITUIY.
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Hactponka SNMP

[ns 3agaHna HacTpoek no Bblgave nHgpopmaumm SNMP-areHToM no npoTtokony SNMP B
NUHTepdence KOMaHOHOW CTPOKM NCNOMb3YOTCA TpU KomaHabl. KomaHaa snmp-server community
3afiaeT CTPOKY, KOTopas urpaeT porb napons npu ayteHTudukaumm coobueHmin SNMP 1
paspewaer SNMP-meHempkepy uteHmne ctatuctuku us 6asel ynpasneHus SNMP-areHta. KomaHga
snmp-server location cogepXxuT nHgopmauuio o msmdeckom pacnonoxeHu SNMP-areHTa. B
KoMaHde snmp-server contact ykasbiBaeTcs nuuo, oTBETCTBEHHOE 3a paboTy SNMP-areHTa.

B koHurypaumoHHom dharine 3agaHme Hactpoek SNMP-areHTa OCyLLEeCTBRSETCA B CTPYKType
SNMPPollSettings. B aTon cTpyKkType ykasbiBaeTcs IP-agpec 1 nopT, Ha KOTOPbIN MOXHO Nosniyvyatb
3anpocskl oT SNMP-meHekepa, a Takke CTPOKY, UrparoLLyo porb Napons Npu ayTeHTudukaunm
coobueHunn, pasmelieHme SNMP-areHTa n koHTakTHoe nuuo. B gokymeHTe « MOHUTOPUHI» onucaHbl
nepeMeHHble, KOTopble MOryT ObITb 3anpolleHbl y SNMP-areHTa.

A oTcbinkn TpanoB HacTponkn SNMP-areHTa nponssoaaTcsa B cTpyktypax SNMPTrapSettings u
TrapReceiver. B aTux cTpykTypax ykasbiBaetcs IP-agpec v nopT, Ha KOTOPbIMA OTChINanTCA Tpan-
coobueHunsa, naeHtudgukatop u IP-agpec otnpasutens tpan-coobuieHuns, Bepcua SNMP, B koTopon
co3garoTes Tpan-coobLeHms.

Hactponka NAT Ha CSP VPN Gate

O6paboTka Tpaduka CSP VPN Gate ocyLLeCcTBNSETCS B TOW XKe NocneaoBaTenbHOCTU, YTO U Y
Cisco — ncxogsawume naketbl npoxoaat yepes NAT (Network Address Translation), notom
WndpytoTes (ecnv HeobxoaMMO), BxoAsLmMe nakeTbl pacngpoBbIBalOTCA (€Cnn He06XoaUMO) 1
HaZ HUMK OCYLLLECTBNAETCS TPaHCNAUUSa agpecos.

YnpasneHue HacTponkamm NAT Ha wnto3e 6e3onacHocTu ocyllecTenseTcs cpegcteamm OC.

B OC Red Hat Enterprise Linux 5 (CentOS 5) NAT HacTpavBaeTcs npy NOMOLLM yTUnuThl iptables.
Onucanue iptables MmoxHO nocMoTpeTb Ha canTe npoekta Netfilter.

WMcnonb3oBaHne NAT Ha wnto3e 6e30nacHOCTM BKINOYaeT cnegywume cueHapum:

e Cratnyeckuit NAT — BbINOMHSETCA B3aMHO-0AHO3HaYHOEe 0TOGpaXKeHe BHYTPEeHHUX IP-
aapecoB BO BHELUHME. DTOT BMA TPAHCHALUM MOXET UCMONb30BaTLCA NpU HacTpolike IPsec-
TYHHEens Mexay NoaceTsaMU C OAUMHAKOBbLIM apeCHbIM MPOCTPaHCTBOM

e [OuHamuueckuin NAT — B 3TOM Criydae npoucxoauT AMHaMUyeckas TpaHCnsaUus BHYTPEHHUX
nokaneHbIX IP-agpecos B nyn rnobanbHbIX |IP-agpecoB unu B agpec BHeLLHero uHTepderica
wno3a. ATOT BUA TPpaHCMALMM TakKe MOXET UCMorb3oBaTbesa Ans IPsec-Tpadvka mexay
noAceTsIMU, a TakkKe AN OTKPLITOro A4oCTyna K MHTEpPHeT-cepBepam.

e Port Address Translation (PAT) unu Network Address Port Translation (NAPT) — agpeca
Ha3Ha4YeHnda B NakeTax, NPUXOAsLLMX Ha agpec BHELHero nHtepdenca wnosa,
NOAMEHSIIOTCH Ha NoKanbHble B 3aBucumoctn ot nopta TCP, 4To no3BonsieT opraHn3oBatb
AOCTYN K HECKOMNbKMM CepBepaM B NTOKaNbHOW ceTu. OTOT CLEeHapuin MOXHO UCMOfMb30BaTh Kak
COBMECTHO ¢ IPsec, Tak 1 Anga oTKpbITOro Tpadwuka.

Bo Bcex npyBedeHHbIX cueHapusix nogaepxusaeTtcs pabota no npotokony FTP.
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NAT Ha BHellHeM yCTPOUCTBE

B cnyyae, ecnu IPsec-coeguHeHne Mexay napTHepamu yCTaHaBNMBaETCA Yepes BHELLHWN
MapLupyTU3aTop, Ha koTopom BkrtodeH NAT, pekoMeHayeTcs:

e npwu nocTpoeHuun IPsec TyHHens B Habopax npeobpa3oBaHuii UCMOMNb30BaTb TOMBKO NPOTOKOI
ESP onsa npoBepku LLenoCcTHOCTU U WndpoBaHusa Tpaduka

® 1CMONb30BaTb TYHHEMbHbIV PEXWUM, @ HE TPAHCMNOPTHbIN
e ucnonb3oBaTb IKECFG

e He ncnosb3oBaTb agpec B Ka4ecCcTBe Tuna VID,eHTVICbVIKaTopaJKE.

3arpy3ka nonuTUkM 6e3onacHoCTy

3arpy3ka nonuTukmn 6esonacHocTu B cisco-like koHcurypaumm (B uHtepdence komaHgHon
CTPOKM):

lMocne BbIxoga M3 KOHMUIrypaLMoHHOrO pexxmmMa npu nomoLLn KoMaHabl exit, cosgaHHas cisco-
like koHdwurypauus 6OygeT wHTepnpeTMpoBaHa KOHBEPTEPOM U 3arpyXeHa Ha L3
HesonacHocTu.

Cisco-like koHcurypaums, a Takke cosgaHHas Ha nnatdopme ynpaenexnus CiscoWorks,
KoHBepTupyetca B LSP-koHdwurypaumio. [ns npocMoTpa 3arpyKeHHOW KOHdwurypaumm
ncnonb3yeTcs komaHga Isp_mgr show.

3arpy3ka nonutukmn 6e3onacHoctu B LSP-koHdumrypaumm (koHcpurypaumoHHbin damn):

Monutnka 6esonacHoCcTM B BuAe TEKCTOBOrO KOH(UrypaLMoHHOro cpanna 3arpyxaetcs
cheuuanusmpoBaHHOM KomaHgow Isp_mgr load ¢ ykasaHuem MOMAHOroO nNyTWM K dhanny
KOHdUrypaumu.

KoHBepTupoBaHue

Mpu 3aBepLUEHNN HACTPOWKMK, KPOME CO3[0aHUSA TEKCTOBOrO KOHUIypaumnmoHHOro gaina,
BbI3bIBAETCSA KOHBEPTOP, KOTOPLIN NpeobpasyeT cisco-like koHdurypauuto B native-koHduUrypaumio.
KoHBepTop paboTaeT B paMkax nporpaMmmel CS_console.

Ecnu koHBEpTUPOBaHME KOHUrypaumum 3aBepLUaeTcs ¢ OLMOKON; TO Ha KOHCOMb BblAAeTcs
coobueHne o6 owmnbke: "LSP conversion failed. You can use the "show load-message" command to
obtain the additional information." ("KoHBepTupoBaHue LSP 3aBepLunnock ¢ owmnbkon. Bel MmoxeTe
ncnonb3oBaTb kKOMaHgy show load-message Ang nonyvyeHus AONONHUTENbHON nHdopmaumn®).

[anee nponcxoguT nonbiTka 3arpy3kn hative-koHurypauum Ha w3 6esonacHocTtu. Ecniv no
Kaknum-nmbo npuymMHam npousowuna owmbka npum 3arpyske, native-koHurypaums 3anucobiBaeTcs B
chann erroneous_Isp.txt, pacnonoXeHHbIN B kKaTanore wro3a 6e3onacHocTu. B KoHLe paboThbl
KOHBEpTOpa BblaaeTca pesyrnbTaT (ycnex/Heycnex) obpaTHo B ¢s_console.

Mpwn KoHBEepTUpPOBaHMM Cisco-like KoHdUrypaLmm NponuchIBaOTCA PUNBLTPLI A8 KaxXaoro
NUHTepdenca B OTAENbHOCTMU.

Ecnu nocne koHBepTUpoBaHus cisco-like koHurypauum Ha winto3e 6e3onacHocTn byaeT
3aperMcTpupoBaH HOBbIN MHTepdENC C MOMOLLLIO KoMaHapl if_mgr add, To gnsa Hero 6ygeT
BbINONHATLCS HedaBHoe npasuro Drop All. Mpu cnegytoliem koHBEpTUPOBaHUK cisco-like
KOHpurypauum HoBbIn nHTepdenc byanet fobaBneH B 3Ty KOHpUrypauuto, n ansa Hero oyaoyT
AencTeoBaTb 00LWMe NpaBuna, Kak 1 Ans octasnbHbIX MHTEPEENCOB.

Bo Bpems paboTbl KOHBEPTOPA UCMONB3YIOTCA HACTPONKM KOHBEPTOPA, HEKOTOPbIE N3 KOTOPbIX
MOryT pefakTupoBaTbCs nonb3osarenem. lNogpobHo paboTta koHBEpTOpa onucaHa B AOKyMeHTe
«[lMpunoxeHve» B pasgene «KoHBepTop».
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Pabota ¢ ceptudmkatamm

Pernctpauumsa CA ceptudukara

3apeructpupoBaTtb CA cepTtucmkat B 6a3e Npoaykra MoXHO AByMa cnocobamu:

e C NOMOLLBIO YTUNUTLI KOMAHAHOW CTPOKKM cert_mgr import

e yepes cs_console komaHgamu crypto pki trustpoint n crypto pki certificate chain.

Mpu pernctpaunmn ceptucukata nepebiM crocobom Npy NepBoM CTapTe KOHCONM nocre

AobasneHus ceptudmkaTos, JobaBneHHble cepTudurkatbl 6yayT 4OCTYMHbI ANS MCNOMNb30BaHNS B
cisco-like koHgurypauun. [1ns Hux 6yaeT cosaaH trustpoint ¢ nmeHem s-terra technological
trustpoint.

Ons pernctpauun CA cepTudmkaTa Yyepes cS_console ncnonb3yoTcs KomaHabl:

e crypto pki trustpoint name — gnsa o6bsBneHus nmenn CA 1 Bxoga B pexum ca trustpoint
configuration:

MOXHO 3a4aTb HECKOSTbKO Takmx KoMaHzg anisi o6 bsiBreHus pa3HbIX trustpoint

B peXunme 3TOM KOMaHAbl MOXHO yka3aTb agpec LDAP-cepBepa u pexunmbl ncnosnb3oaHna CRL
npw NpoBepKe cepTUdUKaTOB:

e crl query ldap://IP-adpec(:nopm) — 3apnaet agpec LDAP-cepsepa. Npu obpalleHun K
LDAP-cepBepy wnto3 6e3onacHocTy cHavana cmotput none CDP cepTudukara, ecnv B
3TOM none nponucaHHbIn NyTb K LDAP-cepBepy aBnseTcs HenonHbIM, To 4obaBnsaTcs
AaHHble (IP-agpec v nopT) 13 komaHabl crl query. Ecnu CDP cogepXuT NonHbl NyTh, Crl
guery He ncnonb3yetcs. Ecnu B ceptndukate Het nona CDP, To ucnonb3yetcs ata
KomaHza ans 3aganus url LDAP.

e revocation-check methodl1 [method?2]

e methodl — napameTp, NPUHMMAIOLLMIA OLHO U3 ABYX 3HAYEHUN:
crl — npu npoBepke cepTudmkata obszateneH gencreyowmn CRL. Ecnn
devicteyowmn CRL He HavigeH B B6a3e npoaykTa v ero He yaanocb nonyy4nTb no
npotokony LDAP, To cepTudukaT He npuHUMaeTcs
none — npu npoeepke cepTudukata gencraeyowmii CRL ncnonssyeTtcs, ecnm oH
npepycraHoBneH B 6a3e npoaykra unu nony4deH B npouecce IKE obmeHa. Ecnu aTo
He Tak, To nonbiTka nony4nts CRL no npotokony LDAP He npeanpuHumaeTca n
cepTudukaTt npuHUMaeTcs.

e method2 — napameTp HeoOsI3aTENbHLIN, UMEET OOHO 3HaYEHUE:
none — ecnu gercteytowmin CRL He HaraeH B 6a3e npoaykTa u ero He yaanoch
nonyynte no npotokony LDAP, To cepTtudukat npuHumaeTcs. Vicnonesyetcs
TonbKo TOorga, korga methodl1= crl.

e crypto pki certificate chain name — ang Bxoga B peXXum HaCTPOMKK LIeNOYKM cepTuduKaTos
CA:

o certificate — ana npo6asneHua CA ceptucdmkaTta (B WecTHagLaTepUYHOM NpeLCcTaBneHnn)
B 6a3y NpogykTa:

® MOXHO 3aJaTb HECKOSTbKO Takmx KoMaHg ans nobasneHunsi nmbdo npomexxyTouHbix CA
cepTtudukaTtos, nMbo nbeix CA cepTudmkaTtos.

B otnunume ot Cisco Haw NpoaykT He npoBepsieT ABnstoTcs N gobaensemble cepTudukaTbl U3
OoAHoM Lenoyku. MNMoatomy, MOXHO A400aBnATL B OOMH trustpoint He TOMbKO NpoMeXyTouyHble CA
cepTudukatbl, Ho BoobLe niobsie CA cepTudukathbl.

Mpn pobaeneHun CA cepTtudmkaTta B trustpoint komaHgon crypto pki certificate chain oH
aBToMaTtmnyecku nobasngaetca B 6a3y Npoaykra.

CSP VPN Gate
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CueHapum KOHGUrypupoBaHms

Mpwu cTapTe cs_console npu novcke cepTudmkaTa NPOBEPSIOTCS BCE CyLLECTBYOLWMeE trustpoint's B
6a3se lNpoaykra. B cnyvae otcytcTBus cootBeTcTBYytoLero CA ceptudumkata B 6ase Npoaykra,
trustpoint aBTomMaTmnyeckun ygansietcs us cisco-like koHdurypauum n, cnegoBaTtesnbHO, YAansTcs
Bce CA cepTudukaTthl, 3apermcTpupoBaHHble B 3TOM trustpoint. MNpu aTom BblgaeTcs
COOTBETCTBYIOLLIEE COODLLEHNE B MOT.

Co3paHue KnoYeBOW Napbl M 3anpoca Ha NoKanbHbIN
cepTudmkar

Cospatb KNIOYEBYIO Napy 1 3anpoc Ha nokanbHbli cepTudukat ana CSP VPN Gate MoXHO AByMS
nyTAMMN:

e nokanbHO ¢ nomousto yTunutel /opt/VPNagent/bin/cert_mgr create

e Ha OoTAeNnbHOM KoMMbloTepe ¢ noMoLbio cpeacte MS Windows n CK3U, kak onucaHo B
nokymeHTte «[lMpunoxeHue».

KoHTenHepbl C CEKPeTHLIMU KItoYaMu JOIMKHbI BbITb YPOBHSA KOMMbIOTEPA.

Perucrpaums nokanbHoro ceptudmkara

[na pernctpaummn nokanbHoro ceptudukaTa B 6a3e [Npogykra ncnonb3yeTcs yTunnta KoMaHaHOM
CTPOKM cert_mgr import.

Ypanenue ceptudmkaton

Ypanatb ceptudmkaTtbl n3 6a3bl [lpogykta MOXHO ABYMS crnocobamu:
e C MOMOLLBIO YTUNUTLI KOMAHOHOW CTPOKM Cert_mgr remove
e yepes cs_console komaHgoun no crypto pki trustpoint.

Mpun yganeHuu trustpoint ¢ ykazaHHbIM nmeHeM, Bce CA cepTudmkatsl 13 aToro trustpoint
yAansTca U3 TekyLlen koHdurypaumm, 6asel MNpogykra u cisco-like koHdurypauun.

Ecnu B cs_console no6asuTb ceptudmkat B trustpoint, a NoToMm, BbIRAs U3 KOHCONK, yaanuTb
Oo0aBneHHbIV cepTUdmMKaT ¢ NOMOLLBIO Cert_mgr remove, To Npu CneayLemM cTapTe KOHCOMu
trustpoint ¢ cepTndukaTom yganutcs u oTtyaa.

Ypanute CRL 13 6a3bl [MpogyKkTa NOMOLLbIO YTURMTBI KOMaHAHOW CTPOKK cert_mgr remove
HEeBO3MOXHO. Ecnn B komaHAe ykasatb Homep (nHaekc) CRL, To 6yaeT BbiBeeHO coobLeHne 06
owmnbke 0 HeAONYCTUMOM MHAOEKCE.

MpocmoTp ceptudhmukatoB B 6aze MNpoaykra

[nsa npocmoTpa ceptudumkatoB B 6ase Npoaykra ncnonb3ynte komaHgy cert_mgr show.

OTcbInKa NoKanbHOro ceptudukara

[N oTChINKN NokanbHOro ceptudukata napTHepy no npotokony IKE:

B LSP-koHdwmrypauum (KoHUrypaumoHHbIn ¢amn):
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[na oTcbinkn nokanbHOro cepTtudukata naptHepy no npotokony IKE B LSP, B cTpykType
AuthMethodGOSTSign 3agatb atpnbyTt SendCertMode co 3HavyeHunem:

e ALWAYS — Bcerga oTcbinaTb NokasnbHbIN cepTudunkaT

e CHAIN — Bcerga otcbinarth fokanbHbIn cepTudmkat, CA ceptudmkart n npoMexyToyHbele CA
cepTuukaThbl.

B cisco-like koHurypauum (B nHtepdernce KOmaHQHOM CTPOKK):

npu co3gaHun nonutukn IKE, napameTpbl KOTOPOWN COrMacoBbLIBAOTCS C MNapTHEPOM, B pexume
KomaHabl crypto isakmp policy 3agaTe meTton ayTeHTMdUKauum CTOPOH C UCMONb30BaHUEM
cepTudnKaToB KOMaHOOM

authentication rsa-sig

B dpanine HacTpoek KoHBepTopa €S_conv.ini napameTpy send_cert npucBoeHo 3HayveHne ALWAYS, n
NMo3TOMY MO YMOSMYaHUIO NapTHEPY Bcerga GyaeT oTCbiNaTbCs NoKanbHbIn cepTudmkaT no
npotokony IKE.

MonyyeHune cepTudpmkata naptTHepa

CepTudpmkat napTHepa MOXHO nony4YnTb Nnbo no npotokony IKE, nnbéo no npotokony LDAP.

CHayvana CSP VPN Gate nbiTaetcs nony4nTs ceptudmkat naptHepa no IKE. Ecniv napTHep He
npucnan ceptudukaTt, a npucnan ceon ngeHtndpukatop, To CSP VPN Gate no atomy
noeHTndmrkaTopy et ceptTudukaTt napTHepa cHavyana B ceoen 6ase Npoaykra, ecnu He Hawen,
TO npoposmnkaeT novck Ha LDAP-cepsepe.

MonyyeHune cepTudpukata naptHepa no IKE

Ons nonyveHus cepTudmrkata naptTHepa no no npotokony IKE HyxXHo:
B LSP-koHurypauumm:

e B OKanbHOM KoHdurypauum B cTpyktype AuthMethodGOSTSign 3agaTb aTpndyT
SendRequestMode co 3HavyeHnem ALWAYS — Bcerga 3anpawmaTtb cepTudmkat napTHepa

e B KOHMrypauum naptHepa B cTpykType AuthMethodGOSTSign 3agaTtb aTpubyT
SendCertMode co 3HayeHunem:

e ALWAYS — Bbicbinatb ceptudukaT

e CHAIN — BbicbInaTtb nokanbHbIN cepTndukat, CA cepTudukaT C LLENOYKON
npoMexyTouHbIx CA.

B cisco-like koHdurypauum:

B pexume KomaHAabl crypto isakmp policy 3agatb meTog ayTeHTMdUKauum CTOPOH C
Mcnonb3oBaHMeM cepTUdUKaToB KOMaHOOM

authentication rsa-sig

B darine HacTpoek KoHBepTOpa CS_conv.ini napameTpy send_request MPUCBOEHO 3HaYeHne
ALWAYS, n noaTomy No ymMOnyaHuio y napTHepa Bcerga dyaeT 3anpalumBaTbCsl NTOKanbHbIN
ceptudumkat no npotokony IKE.

MonyyeHune cepTudpukata naptHepa no LDAP

Mony4yeHune cepTudmkaTta naptHepa Ha LDAP-cepBepe. B aTom cnydae napTHep npucbinaeT cBow
noeHtndukatop, a CSP VPN Gate no 3HayeHuto Subject 6yaeT nckatb ceptudpmkaT naptTHepa Ha
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LDAP-cepBepe. [Ina npoxoxaeHus LDAP-nakeToB Ao LDAP-cepBepa He0ob6x0aMMo B NONUTUKE
3apaTb COOTBETCTBYHOLMN PUNBTP.

B LSP-koH¢umrypaumum:

B NnokanbHOW kOHdurypauum 3agatb cTpykTypy LDAPSettings ¢ IP-agpecom LDAP-cepsepa u
Takke:

e ecnv npucnaH naeHtudukatop Tuna DN:

e w03 6esonacHocTu No Subject nweT ceptTudmkat napTHepa cHadana B cBoein 6ase
MpoaykTa, a 3atem Ha LDAP-cepBepe

e ecnv npucnaH ngeHTudukaTop Apyroro Tuna:

e [ns nonyyeHuns Subject B nokanbHOM KOHUIypaunm 3agatotcs aTpudytel RemotelD,
RemoteCredential, DoNotMapRemotelDToCert

e ecnun DoNotMapRemotelDToCert = TRUE, 1o Subject 6yaeTt coctaBnsatbcsa n3
RemoteCredential

e ecnn DoNotMapRemotelDToCert = FALSE, To Subject 6yneT coctaBnaTbecs 13
RemoteCredential u RemotelD.

e 0 COCTaBNEHHOMY 3Ha4YeHuIo Subject w3 6e3onacHOCTM UWET cepTudukaT napTHepa
CcHavana B cBoel 6a3se NpoaykTa, a 3atem Ha LDAP-cepBepe.

B cisco-like koHdumrypaumu:

ecnu napTHep He npwcnan ceow cepTudmkat no npotokony IKE, n B 6a3e lNpoaykra ero HeT, TO
CSP VPN Gate nocbinaer 3anpoc Ha 3agaHHbin LDAP-cepsep B komaHge crl query ans
nonyyeHuns ceptudukata naptHepa. o nonydYeHHoMy uaeHTudUkaTopy Tuna dn oT napTHepa
OyaeT ocywecTBnATbCA NOUCK cepTudmkata. Ecnvn nonyyeH naeHTudmkatop Opyroro tuna —
3anpoc Ha LDAP-cepBep He nocbinaetcd. Ecnu oTpegakTMpoBaTb CKOHBEPTUPOBAHHYKO hative-
KOHdurypauuio ang paboTbl ¢ ngeHTndmkatopamm Apyroro Tmna, Kak onMcaHo B npegpliayiem
NyHKTE, TO cepTUduKaT napTHepa MOXHO nonyyunts no LDAP.

MpoBepka ceptudpmnkara no CRL

[ns npoBepku cepTudukaTa napTHepa Mo CNUCKy 0To3BaHHbIX cepTudmnkatoB (CRL) HyXHO:
B LSP-koHcburypauum:

B cTpykType GlobalParameters 3agaTtb atpmbyt CRLHandlingMode, npu 3HaveHusix 3TOro
aTpubyra:

e optional — ncnonbayetcs gencreytowmii CRL n3 6a3bl Npoaykra
e enable u best_effort — gencreyrowmn CRL moxeT 6biTb nonyyeH no LDAP.

Onsa nonydyeHna CRL ¢ LDAP-cepBepa cHauyana nposepsietca none CDP B npoBepseMom
cepTudukate, ecnu none CDP oTcyTcTBYyeT, TO B KOHUIypaLmMm JormkHa ObITb 3a4aHa CTpykTypa
LDAPSettings c agpecom LDAP-cepBepa. B 6a3y Npogykra ¢ LDAP-cepBepa 3arpyxaeTcs
Aencteyrowmii CRL n no Hemy npoBepsieTcs cepTudukaT napTHepa.

[na npoxoxgeHuns LDAP-nakeTtoB o LDAP-cepBepa He06X0AMMO B NONMTUKE 3adaThb
COOTBETCTBYOLWMIA PUNBLTP.

B cisco-like koHurypauuum:

B pexume KomaHAbl crypto pki trustpoint komaHgon revocation-check 3apaetca pexum
ucnons3osaHnsa CRL.
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Heckonbko nokanbHbix n CA ceptudmkaToB

WHorga npu paboTte ¢ pasHbiMM NapTHEpPaMu ayTEHTUMKALIMSA OCYLLECTBSETCS C UCMONb30BaHUEM
pasHbIX NOoKanbHbIX CepTUMKaTOB, NoANNCaHHbIX pasHbiMu YL, cootBeTcTBEHHO 1 CA
cepTuduKaTbl pasHble.

B cisco-like koHdurypauuum:

B KOMaHZHOW CTpOKe HeT KOMaHA4 [Afsi yKa3aHusi COOTBETCTBMS MexXAy WAEHTUUKATOPOM
napTHepa, nokanbHbiM cepTudmkatom n CA ceptudukatomM. NMoaToMy nocne KOHBEPTUPOBAHWUS
cisco-like koHdurypaumm B LSP koHgUrypauuio nocnegHiow HeobxoamMmo oTpeaakTupoBaThb.

B LSP-koH¢umrypaumum:

B cTpyktype AuthMethodGOSTSign cyulecTByloT aTpubyTbl, KOTOpble MO3BOMAKT 3adaTb
COOTBETCTBME MeXAy JoKanbHblM, napTHepckum u  CA cepTudumkatamu, JokKanbHbIM U
NnapTHEPCKUM NaeHTUMKaTopamu.

Mpumep paboTbl ¢ cepTudUKkaTamn, BbinyweHHbIMKY pa3HbiMu YL, onybnukosaH Ha cavite KoMnaHum
http://www.s-terra.com B pasgene «PelwweHns/Tvnosble cueHapuy NPUMEHEHNS NPOAYKTOBY
(http://www.s-terra.com/solutions/scn3/).

Pacwupenus ceptudukara (Certificate Extensions)

MimetoTcsa HekoTopble orpaHnyeHus npu paboTte ¢ pacumpeHmamm ceptudunkarta (Extensions),
KOTOpblE MOMEYEHbI Kak KpuTU4YHbIe. B Tabnuue npueBegeH cnucok paclumpeHun ceptudukaTa,
koTopble ByayT pacnosHaBaTbCcs 1 06pabatbiBaTbcs [1poAYKTOM, €Cnn Yy HUX YCTaHOBIEH NpU3Hak
kputnuHoctn TRUE. Ecnn B cepTudmkate ByayT npucyTCcTBOBaTL APYyrme pacluMpeHus, He
yKa3aHHble B Tabnuue v 3agaHHble Kak KPpUTUYHbIE, TO Takow cepTudmkaTt He MOXeT BbiTb
ncnonb3oBaH. Ecnu e paclumpeHue oTcyTcTByeT B Tabnuvue, HO SBNSAETCA HEKPUTUYHBIM, TO OHO
UrHOpPUpPYeTCH, U cepTUdUKaT UCMOoNb3yeTcs.

Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key Identifier 2.5.29.35

OnucaHusa 3HayveHnin 1 nonHbIn cnucok Certificate Extensions MoxHO nocMoTpeTh B AokymeHTe RFC
5280 (http://tools.ietf.org/html/rfc5280#section-4.2).
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