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WHCTpyKUmMA no pe3epBHOMY KONMMPOBaHMIO U BOCCTaHOBNEeHUt0 CepBepa ynpaBneHus

1.

War 1:

%4

Note

[na nepeHoca Bcex HacTpoek 1 KOHTeNHepoB cepTudukaToB byaeT ucnons3osatsca USB-drneLw.
War 2:

Pe3epBHOe KOnMpoBaHUe AaHHbIX
CepBepa ynpaBneHus

Ha komnbioTepe ¢ ycTaHoBreHHbiIM CepBepoM ynpasrieHus Npu NMOMOLUM YTUIUTHI
upmgr coxpaHute B chawn, Hanpumep, C:\backup0l.bin, HacTpowkun Cepsepa
ynpaBnenunsi, CA un pabounn ceptudukaTbl, AaHHble O KnveHTax ynpasrneHus

yrnpaBnsieMblX YCTPOWCTB, BbIMOMHMB KOMaHAY:

C:\Program Files\S-Terra KP\upmgr backup —-f C:\backupOl.bin

CoxpaHsieTcsl BCsi MH(popMauusl, KPOME KOHTEMHEPOB C CEKPETHbIMU KIloYamu

ceptudukatoB CepBepa ynpaBneHust U ctTaTucTuieckorn nHgpopmaumm (PucyHok 1).

c:“Program Files:\5-TerrarS-Terra KPrupmgr backup -f C::backupil.bin
Locking upserver data...

7-Zip 2.280 Copyright <{c) 1999-2010 Igor Pavlov 2816-11-18

Scanning

Creating archive C:sbackupll.bhin

Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing
Compressing

authset.ini

backup_info.txt

certss\cacert.cer

certsswpasswd.txt

certssuworkcert .cer

clients~clientBisdesc.txt
clientssclientBi~ftpstate.txt
clientssclientBlsftprndatasnotif lag.txt
clientssclientBisftphdatasnotifyid.bin
clientssclientBlspassuwd_dev.txt
clientssclientBlsstate.txt
clients™clientBisupdates™ hashi
clients clientBlupdates™ timel
clientssclientBisupdates™ “cacert.cer
clients™clientBlsupdates™ Mid.txt
clientssclientBlsupdates™
clientssclientBlsupdates™
clients“clientBlsupdates™
clients™clientBisupdates™ setup_upagent .exe
clients™clientBlupdates™ Nstart.txt
clientssclient@lsupdatessnum.txt
clientssclientBlsworked. txt

copy_of _upserver.log

csettings.txt

filezilla.cf

reguars .. txt

ssettings.txt

upserver.lic

Everything is 0Ok
Info: Product data have heen bhackuped successfully to file C:“backup#@l . hbin

c:»Program Files\E-Terra*E-Terra KP>

PucyHok 1

MogpobHoe onmcaHne MCNoNb30BaHUS YTUINUTBI upmgr . exe MNPUBEAEHO B pasgene
«YnpaBneHue C UCNOMNb30BaHNEM KOMaHAHOM CTPOkuy PykoBoacTBa agmuHucTpaTopa C-

Teppa KI1.

Ckonupynte ¢hann backup0l.bin ¢ HacTponkamn CepBepa ynpaBneHuss Ha USB-

dneLw.

Kpome OMUCaHHbIX Bbllle LWaros, MOXXHO 3a4aThb BbIMOJIHEHNE PE3EPBHOIO KONMMpoBaHUA,

Hanpumep, Yepe3 Task Scheduler c onpegeneHHbIM NHTEPBANIOM COXPaHEHUS KOMWUIA B YKa3aHHYIO

anpektoputo. [1na aToro npeaBapuTensHO co3gaeTtca ann backup . bat cnegyoLwlero
copepXaHusi:

Copyright © S-Terra CSP 2003 -2015
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@set todaysdate=%date:~10,4% %date:~4,2% %date:~7,2%
"C:\Program Files (x86)\S-Terra\S-Terra KP\upmgr.exe" backup -f
c:\backup\%todaysdate%

MMocne aToro BeINONHUTE Server Manager - Configuration - Task Scheduler -
Create Task, 3agaTb MMs 1 pacnucaHue 3agayu, Bo Bknagke Action nponucaTb NyTb 4o danna
backup.bat.

B pesynbTaTte pesepBHOe KonMpoBaHuWe AaHHbIX CepBepa ynpasneHus dyaet npomM3BoanTbCH C
onpeneneHHon YacToTON U 3anucbiBaThCs B Zip-dhainbl C 4aTOW B UMEHU B QUPEKTOPUIO
C:\backup.

[nsa skcnopTnpoBaHnsa KOHTeNHepoB cepTudukatos Cepsepa ynpasneHusa Ha USB—cnew
nepenanTe K pasgeny «9KcnopT KoHTerHepoB k TOCT-ceptudmkatam».
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MHCprKLIMﬂ no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHUIO CepBepa ynpaBneHus

1.1.  kcnopt KoHTenHepoB K FOCT-cepTudumkatam

War 1: MpenBaputensHO HYXHO f06aBuTL USB-hneLl K Cnncky TUMOB KNIOYEBLIX HOCUTENENR,
pacnosHaBaemblx «Kpuntollpo CSP». Ona atoro BctaBbTe USB-cnew B USB-
pasbem 1K ¢ CepBepoM ynpasrneHus u onpegenurte norvdeckoe mmsi (Oyksy), nog
KOTOPbIM OH OTODpaxaeTcs B cMCTEME.

War 2: 3anyctute CryptoPro CSP oT mmeHn AgmuHuctpatopa. [lepenaute BO BKIaAKy
Hardware, HaxxmuTe kHomnky Configurate readers... (PucyHok 2).

'® cryptoPro CSP x|

Security | Winlogon | TLS Settings
General Hardware Service I Advanced | Algorithms

Private key readers
Q Allows to add or remove private key readers.

Configure readers. .. l

rRandom number generators

Nania|  Allows to add or remove random number generators.

Configure RNGs...

Key carrier types
gg. Allows to add or remove key carrier types.
<=

Configure key carrier types...

Ok | Cancel | Apply |

PucyHok 2
War 3: Beibepute All removable media n HaxmnTe Add... (PucyHok 3).

%® Readers’ control x|

Readers |

The following readers are installed:

@ All SmartCard readers

i All removable media
PE Registry

Add... Remove Properties

oK I Cancel

PucyHok 3
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MHCprKLWIﬂ no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHUIO CepBepa ynpaBneHus

LWar 4: MosiButca MacTtep yctaHOBKM cumTbiBaTens — Reader installation wizard. HaxmuTe
Next > (PucyHok 4).
1"':' Reader Installation wizard x|
Reader Installation wizard.
This wizard will help you to install reader and suppart librany.
To begin installation, click "Nesd™.
< Back Next > Cancel |
PucyHok 4
War 5:

M3 cnucka pocTynHblX cuuTbiBaTenewn BblbepuTe ycTporictBo (USB-chnew) nog
Heobxogmmon 6ykson 1 Haxmute Next > (PucyHok 5).

'® Reader Installation wizard

Select reader
Which reader do you want to install ?

Select support libraries of your reader and then click Nest.

Manufacturers: Available readers

{8l manufacturers) &% Dallas (DS1410E) |
Crypta-Pro LLC €3 Dallas (DS3097E)
&% Dallas (D53097U)
24 Floppy A
Aoppy E

#! sable

< Back Mexd = Cancel

PucyHok 5
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MHCprKLWIﬂ no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHUIO CepBepa ynpaBneHus

War 6: MoaTeepauTe nms cuntbiBatens, HaxaB Next > (PucyHok 6).

|'® Reader Installation wizard

Reader name
You can assign a name for this reader

You can type a name for this reader, or you can use the
name supplied below. When you finished, click Mexd.

Reader name
< Back Mext > Cancel
PucyHok 6
War 7: HaxmuTe Finish n nepesarpyaute komnbtotep (PucyHok 7).
1"!':' Reader Installation wizard x|

Reader installation completion.
~—
o

To complete the reader installation, click Finish.

It is strongly recommended to REBOOT computer after the
installation.

Click Back to modify any of the installation parameters.

< Back I Finish I Cancel

PucyHok 7
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MHCprKLIMﬂ no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHUIO CepBepa ynpaBneHus

War 8: [na konvpoBaHusi KOHTelHepoB 3anyctute CryptoPro CSP, Bo Bknagke Service
HaxmuTe kHonky Copy... (PucyHok 8).

'® CryptoPro CSP x|

Security I Winlogon I TLS Settings
General | Hardware Service | Advanced I Algorithms
Private key container

This wizards allow to chedk, copy or delete a private key container
from a carrier.

Check. .. I Copy... Delete...

— Certificates in private key container

This wizard allows to view certificates located in a private key container
and install them into a certificate store.

View certificates in container. ..

 Private certificate

This wizard allows to link certificate from a file with a private key
container by installing it into a certificate store.

Install my certificate. ..

—Passwords on private keys

This wizards allow to change passwords (PINs) on private keys or
remove previously saved passwords.

Change password... I Delete saved passwords... |
OK | Cancel | Apply |
PucyHok 8
LWar 9: B nosBuBWIEMCA OKHe mMocTaBbTe nepeknoyaTens B nonoxeHne Computer wu

HaxmuTe Browse...(PucyHok 9), BblObepute Heobxogumbii KoHTenHep CA
cepTudukata, pasmelleHHbIn B peectpe (PucyHok 10).

:"'l' Copy private key container 5'

Private key container
Type or choose private key container to copy ﬁg

Key container name:

Browse... |
This name specifies key container for: By certificate. .. |
" User
g Computer

Choose C5P for key containers search:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider j

= Back | exk = | Cancel I

PucyHok 9
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MHCTPYKLIMH no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHUIO CepBepa ynpaBneHus

CryptoPro CSP

Select key container

0:08:24

~ View:

" Friendly names {* Unique names

Machine key container list:

Registry REGISTRY\\89288321-0811-3bb 7-4e43-f0e 1f5d4. ..
Registry  REGISTRY\\a1463bab-452e-a427-43a7-29cad304...

QK I Cancel

PucyHok 10

War 10: Haxxmute kHonky Next > (PucyHok 11).

:"'l' Copy private key container EI

Private key container
Type or choose private key container to copy Fg

Key container name:

REGISTRY1\89288321-0811-3bb7-4e43-ffle 1fod4da7 Browse... |
This name specifies key container for: By certificate. .. |

™ User
¥ Computer

Choose CSP for key containers search:
CryptoPro GOST R 34, 10-2001 Cryptographic Service Provider j

« Back I MNext = I Cancel

PucyHok 11

War 11 Beegute naponb Ha KOHTEMHEP C CEKPEeTHbIM KrYOM, KOTOpbI 3agaBancsa npu
cosgaHum CA-cepTtndukata Ha Cepsepe ynpasneHus (PucyHok 12).

£ CryptoPro CSP x|

0:09:29
2w Type password for container
GE—4 "89238321-0811-3bb7-4e43-ffle 1f5d4da 7

Password: qu-

[~ save password

carcel_|

PucyHok 12
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MHCprKLIMﬂ no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHUIO CepBepa ynpaBneHus

Warl2: B nosBuBLIEMCA OKHE BBEAUTE WMS HOBOrO KOHTEWHepa, B KOTopbid OygeTt

ckonupoBaH cekpeTHbIn kntod CA-cepTudumkaTa, Haxmute Finish (PucyHok 13).

Xl
Private key container

Type private key container to copy to r@

_I Copy private key container

Key container name:
I CA _|:||:|sﬂ

This name specifies key container for:
= User

i+ Computer

Choose CSP for key containers search:
Crypto-Pro GOST B 34, 10-2001 Cryptographic Service Provider j

« Back I Finish I Cancel

PucyHok 13
War 13: BbibepuTe kno4eBon HOCUTENDb ANs HOBOro koHTenHepa — USB-dnew, Haxmute OK
(PvcyHok 14).
£ CryptoPro CSP x|
0:09:43

(2w Insertand select carrier media for storing private key container
ZE=d "CA_gost”

—Details
Readers: Carrier media inserted:

~] |o3s8cEDA

Status:
Floppy E
hd
Ok, Cancel Details <<

PucyHok 14
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MHCTPYKUMH no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHNIO CepBepa ynpaBneHus

War 14: YcTaHoBUTE Naposib Ha HOBbIN KOHTenHep, Haxmnte OK (PrucyHok 15).
£ CryptoPro CSP x|
0:08:26
?:, Set password on produced container "CA_gost”,
| ==
=

{% Setnew password EN
Mew password: I T
Confirmation: | TIIY
Cancel | Details > |
PucyHok 15
War 15: AHanornyHsblM 06pa3oM CKOMMPYNTE KOHTEMHEP C CEKPETHBLIM KNHOYOM Anst paboyero

ceptudukata Cepsepa ynpaeneHust Ha USB-cnew.

SkcnopTtuposaTth paboumnii ceptudmkaTt HeobazaTensHo. Bnocneactesum, nocne
BoccTaHoBneHus CA-ceptudukara Ha HoBoM [MK, MOXHO 3aHOBO co3gaTb pabouni

Note cepTudukat, Haxas kHonky Renew B rpynne Work certificate Bknagku Settings Cepsepa
yrpaBreHus.

4

Hanee nepeVuJ,MTe K pasgeny «BoccTtaHoBneHne CepBepa yrnpaBneHus».
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WHCTpyKUmMA no pe3epBHOMY KONMMPOBaHMIO U BOCCTaHOBNEeHUt0 CepBepa ynpaBneHus

2. BoccraHoBneHue CepBepa ynpaBneHus

Ha HoBom (BoccTaHaBnmBaemom) MK ¢ yctaHoeneHHon OC, CK3U «Kpuntollpo CSP
3.6/3.6R2/3.6R4», CepBepom ynpasneHus n3 coctasa «lporpammHoro npogykra C-Teppa KIT.
Bepcusa 4.1» (nogpobHee npo ycTaHOBKY — pa3aen «YcrtaHoBka CepBepa ynpaBneHusi»
PykoBofcTBa agMUHMCTPATOpPa), Afsi BOCCTAHOBIIEHUS BCEX COXPAHEHHbIX HacTpoek Cepaepa

ynpaBreHusi, CepTUUKaTOB, YYETHbIX 3anNncen ynpaBnsemMbiX YCTPONCTB BbINOMHUTE criegytoLine

npoweaypsbl.
LWar 1:

Lar 2:

BctaBbTe USB-hrniews ¢ coxpaHeHbiMM gaHHbiMM B USB-pasbem Hooro MK un
ckonupynTe hann backup01.bin B NOGYO ANPEKTOPUIO.

N3 koHconu 3anyctute KOMaHOy [Ans BOCCTaHOBMNeHus HacTpoek (PucyHok 16),
Hanpuwmep:

C:\Program Files\S-Terra KP\upmgr restore —-f C:\backupOl.bin

Mocne aToro gaHHble O KNWeHTax, cepTudmkaTax U HacTpolikax GyayT AOCTYMHbI BO
Bkrnagkax CepBepa ynpaBreHusi.

C:“Program Files“S5-TerrasS-Terra KPXupmgr restore —f C:vbackupBl.bin
Locking upserver data...
Clearing C:“ProgramData“UPServerMNEW

7-Zip 9.2 Copyright (c)> 1997-2810 Igor Pavlov 2818-11-18

Processing archive: GC:sbackupdl.bin

Extracting backup_info.txt

Everything is 0k

Size: 16
Compressed: 23883338

T-Zip 7.28 Copyright {(c? 1997-2010 Igor Pavlov 2Z28168-11-18

Processing archive: C:isbackup®l.hbin

Extracting csettings.txt
Extracting file=zilla.cf
Extracting regvars.txt
Extracting ssettings.txt
Extracting upserver.lic

Everything is 0k

5

473
Compressed: 23883338
T-Zip 7.28 Copuyright <{c?> 1999-28108 Igor Pavlov 2818-11-18

Processing archive: GC:sbackupdl_bin

Extracting copy_of_upserver.log

Everything is 0k

Size: 6498
Compressed: 23883338

7-Zip 9.2 Copyright (c)> 1997-2810 Igor Pavlov 2818-11-18

PucyHok 16

[ns nmnopTmpoBaHus KOHTenHepoB cepTudukaToB Cepeepa ynpasneHns ¢ USB—dnew
nepenanTe K pasgeny «/mnopt koHTenHepoB k TOCT-cepTudmnkatamy.

21.

LWar 1:

UmnopT koHTenHepoB K FOCT-cepTudpmkatam

Ckonupynte koHTenHepbl ¢ USB-chnew B peectp Hoeoro [1K. Tlpouenypa
KOMMpOBaHMSI aHamnormyHa onumcaHHoh paHee (warn 1-14 B pasgene «Jkcnopt
KoHTenHepoB K [OCT-ceptudmkatam»), OAHAKO, BMECTO CbEMHOIro HOCUTENS
HeobxoamMo BbIGpaTh TUN Hocutens — Registry (PucyHok 17).
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£ CryptoPro CSP x|

0:09:53
| 2)—w Insert and select carrier media for storing private key container
G[E=d "CA_gost”,

—Details
Readers: Carrier media inserted:
5 3
Registry Status:
Flrrnmw F ll
Ok Cancel Details <<
PucyHok 17
War 2: Mepengute Ha Bknagky CryptoPro CSP - Service — Install my certificate...

(PvcyHok 19).

'® CryptoPro CSP x|

Security I Winlogon I TLS Settings
General | Hardware Service Advanced I Algorithms
Private key container

This wizards allow to chedk, copy or delete a private key container
from a carrier.

Check. .. I Copy... Delete...

— Certificates in private key container

This wizard allows to view certificates located in a private key container
and install them into a certificate store.

View certificates in container. ..

Private certificate

This wizard allows to link certificate from a file with a private key
container by installing it into a certificate store.

Install my certificate. ..

—Passwords on private keys

This wizards allow to change passwords (FINs) on private keys or
remove previously saved passwords.

Change password... I Delete saved passwords... |

OK | Cancel | Apply |

PucyHok 18
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MHCprKLIMﬂ no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHUIO CepBepa ynpaBneHus

LWar 3:

B noseBuBeMCs OkHe HaxmuTe KHOMKy Browse pansa Bbibopa nepeHeceHHbIX
ceptudukartos (PucyHok 19).

'® private certificate installation wizard

Certificate file location

Type or choose instaling cenfficate file location lﬁg

Certficate file name:

|| Browse. .

J

Cerificate file format can be one of the following:

Certificate file - X.509 (CER..CRT)
Message in PKCS 7 standard (.PYE..P7M,.DER)
Microsoft seralized cedificate store (S5T)

Mote:

More than one certificate can be stored in a single file in the some
formats.

¢ Back [ et > | Cancel I

PucyHok 19

War 4: B okHe BbIbopa cepTudumkaTtoB BblibepuTe NyTb A0 MEPEHEeCeHHbIX cepTudmkaTos

CepBepa ynpaBneHusi: C:\ProgramData\UPServer\certs

(PucyHok 20) .
Beibepute CA-cepTudukaT n Haxxmute kHonky Open.

Look in:l | certs j QT M-
Mame = +| Date modified
2/11/2015 12:48. ..

Security Certificate

_F,ch:rkcert 2112015 12:50... Security Certificate 1K
J | i
File name: |n::an::ert

Cpen

Files of type: ICert'rfin::ate Files " .cer” crt) j Cancel |

¥ Open as read-only
&

PucyHok 20
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War 5: Myte no CA-ceptncdmkata 6yget nponmcaH B okHe Mactepa yctaHOBKM cepTudmkara.
Haxxmute kHonky Next > (PucyHok 21).

'® private certificate installation wizard x|

Certificate file location

Type or choose instaling cerfficate file location ﬁg

Cerificate file name:

C:“ProgramData%UP Servericerts'cacert cer Browse..

J

Cerfficate file format can be one of the following:

Certificate file - X.509 {CER, CRT)
Message in PKICS #7 standard (.P7B,.P7M,.DER)
Microsoft seralized certfficate store (S5T)

Note:
Mare than one cerificate can be stored in a single file in the some
fomats.
< Back Next > Cancel |
PucyHok 21
War 6: MopTBepauTe AaHHble 0 cepTudumkarte, Haxas Next > (PucyHok 22).
'® private certificate installation wizard x|
Certificate to install
View and choose certificate to install F;E
Certificate: |UPServer CA certificate 425ea565-8322-4441-971d-9472025 e 8
Subject: |CN =P Server CA certificate 425ea565-8322-4441-571d-5472b 25 bel, OL
Issuer: |CN =P Server CA certficate 425ea565-8322-4441-571d-9472b 25 bel, OL
Valid from: IW&dnesda}r. February 11, 2015 12:48:32 PM
Walid to: ITuesda:.r. Februany 11, 2025 12:48:32 PM
Serial number: |'EEI:3 2ABS FOFG BBEE

Properties...

Browsze. . |

< Back Mext = Cancel

PucyHok 22

Copyright © S-Terra CSP 2003 -2015 15
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War 7:

Llar 8:

'® private certificate installation wizard |

B nosiBuBLIEMCSI OKHE BbIGOPA KMHOYEBOro KOHTEWHEPA MOCTaBbTE MepekntodaTesnb B
nonoxexHne Computer n Haxmute Browse (PucyHok 23).

Private key container
Type or choose private key container, comesponded to selected cedificate ﬁg

[~ Find container automatically
Key container name:
I Browse. ..

This name specifies key container for:
" User
¥ Computer

Choose CSP for key containers search:
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider |

< Back I [t > | Cancel

PucyHok 23

Beibepute ckonvMpoBaHHbIN paHee B Registry Kro4eBOW KOHTEMHep AN AaHHOro
ceptudukata n Haxmmte OK (PucyHok 24)..

CryptoPro CSP

Select key container

0:08:31

~ View:
™ Friendly names ¥ Unigue names

Machine key container list:

0K I Cancel

PucyHok 24
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War 9: [Mocne aToro wWMs KOHTeWHepa nponucbiBaeTca B OkHe MacTtepa YyCTaHOBKM
cepTudukata, Haxmute Next (PucyHok 25).

'® private certificate installation wizard x|

Private key container
Type or choose private key container, comesponded to selected certificate F;E

[™ Find container automatically

Key container name:
IHEGISTHY\MBSSSE Browse...

This name specifies key container for:
i User
¥ Computer

Choose CSP for key containers search:
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider |

< Back Next > e |

PucyHok 25

War 10: Besegute naponb K BeibpaHHOMY kOHTenHepy, Haxmute OK. (PrucyHok 26)

£ CryptoPro CSP x|

0:08:14
?: Type password for container "33333°
==
=

Password: I I

[ save password

carcl_|

PucyHok 26
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MHCprKLIMﬂ no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHUIO CepBepa ynpaBneHus

War 11: B okHe Bbibopa xpaHunuwa cepTudumkatoB (PucyHok 27) npu konmpoBaHun CA
cepTumKaTa BaXHO yKa3aTb Nanky KOpHEBbIX JOBEPEHHbIX LIEHTPOB CepTudmKaLmu.
Ona atoro Haxmute Browse... n B nosiBuBweMcsi okHe Bblbepute Trusted root
Certification Authorities — OK (PucyHok 28). B cneaytowem okHe Haxmute Next >
(PucyHok 29).

Mpu konupoBaHuu paboyero ceptudukara crnegyet COrnacuTbCs C NPEeArioKEeHHbIM
no ymonyaHuo xpanunuiiem (Personal) n HaxaTtb Next >,

l"'t' Private certificate installation wizard =|

Certificate store
Choose certfficate store to install cedificate ﬁg

Selection of cerificate store constraints flag value selected earier [use user's or machine’s key)

Cerificate store name:

Personal Browse. .. |

|zing certifizate stane;

£ ser
% Computer
[ Install certificate to container
< Back Mext = Cancel

PucyHok 27

''® select Certificate Store x|

Select the certificate store you want to use.

#{__| Personal -
Trusted Root Certification Authorities
Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

1 Lintrusted Certificates I_ILI
[

[~ show physical stores

PucyHok 28

Copyright © S-Terra CSP 2003 -2015 18



MHCprKLWIﬂ no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHUIO CepBepa ynpaBneHus

''"® private certificate installation wizard

Certificate store

Choose cerificate store to install cedificate

x|

=

Selection of cerificate store constraints flag value selected earier (use user's or maching’s key)

Cerificate store name:

SIE L LErtm

cat

1]
(4]

[ zing certifizate store:

Browse. .. I

£ ser
= Computer
[T Install ceritficate to cortainer
< Back Mead = Cancel
PucyHok 29
War 12: MoaTtBepauTe 3aBepLleHne onepaumm - Finish (PucyHok 30).
1"‘ Private certificate installation wizard x|

Completing the private certificate
installation wizard

You have successfully completed private certficate installation
wizard.
You have specified the following settings:

Get certificate -~
from file C:\ProgramData“UPServercerts\cace

cerificate name  UPServer CA cerfficate 425eabbb-83:

subject CN=UUPServer CA certfficate 425eabbt
izsLer CN=LIPServer CA certificate 425eab6t
valid from Wednesday, February 11, 2015 12:48:
valid to Tuesday, February 11, 2025 12:48:32

senal number 6BC3 2ABS FOFG BBER _Ij
< | | »

Make sure you specify the comect parameters and click Finish to

perform installation.

< Back I Finish I

Cancel |

PucyHok 30

MmnopTupoBaHue koHTeNHepa u npussa3ka ero k CA-cepTndukaTy 3aBepLueHa.
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MHCTPYKLIMH no pe3epBHOMY KONMUPOBaHUO U BOCCTAHOBJIEHUIO CepBepa ynpaBneHus

War 13: AHanornyHeiM 006pas3oM MMMOPTUMPYNATE KOHTENMHep K paboyemy ceptudukaty wu
NpuBSKUTE KOHTEWHep K ceptudmkaty (warm 1-12). lNocne 3anycTute KOHCOMNb
Cepsepa ynpaBneHus u nepenguTe Ha Bknagky Settings. B obnactu Work certificate
HaxxmuTe KHonky View... (PucyHok 31).

—Wark certificate

Organization 0= I test organization

Organization Unit o= I test organization unit

View...
Comman Mame CN= IUF‘SEr'uer work certificate <GUID = Renew |
Lifetime I 12 months Import... |
PucyHok 31
War 14: B nosiBuBWIEMCS OKHe onuncaHus paboyero ceptudurkara BBEAMTE UMSA KOHTENHepa 1

naponb K HeMy, KOTopble OblfM Ha3Ha4eHbl MPU KOMMPOBaHUWU KOHTelHepa ¢ USB-
dnew B Peectp (PucyHok 32).

Certificate description x|
Field | Value |
Version 3
Serial number 40 9EE1 31 1D 03 42 54
Signature algorithm GOST_R_341001_3411 (Crypto-Pra)

Issuer CM=UPServer CA certificate 4f90ecda-bbcl-40cc-977e-...

Valid from Thu Mar 12 10:34:07 2015

Valid to SatMar 12 10:3407 2016

Subject CM=UPServer work certificate 3342b333-bdf0-41ffb1c3...

Public key GOST R 341001(517)

Alt-subject <Mone x>

Hash MD5 47 CIC20FC387CC A9 F339EFCS5ASF4EBE2

Hash SHA1 42F3 55 CA 2E4D 87 6B Y180 EB A4EA 1A D3 EB &8C 5...
Key container name | \\REGISTRY\REGISTRY 44444
Key container password I ]

Save as... | | Ok I Cancel

PucyHok 32

. Ecnu pabouunn cepTudmkat He Gbln KCNOPTMPOBaH, ero HeobxoaAMMO co3aaTh 3aHOBO,
Note HaxkaB kHomKy Renew B rpynne Work certificate Bknagku Settings Cepsepa ynpaBneHus.

I'Ipou,ecc BOCCTaHOBJ1E€HUA CepBepa ynpaslieHUA 3aBepLUEH.

Copyright © S-Terra CSP 2003 -2015 20



	1. Резервное копирование данных Сервера управления
	1.1. Экспорт контейнеров к ГОСТ-сертификатам

	2. Восстановление Сервера управления
	2.1. Импорт контейнеров к ГОСТ-сертификатам


