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WUHcTpykuma no obHoBneHuto U murpaumu C-Teppa KM 4.1 ¢ ogHoro MK Ha gpyroii

1. MpepBaputenbHbie ycnoBus

[nsa BeinonHeHust npouenypbl o6HoBneHus Cepeepa ynpasneHus sepcuun 3.11 oo sepcum 4.1
Heobxoammo obpaTutbcsa B oTAen npogax komnadun «C-Teppa Cndclln» no agpecy sales@s-
terra.com ana npuobpeTteHus «lMporpammHoro npoaykta C-Teppa KI. Bepcusa 4.1», koTopbIv
noctaesnsieTca Ha CD-gucke ¢ Ha3BaHueM «C-Teppa KnueHt CP/ST 4.1. Penus 4.1.14905. C-
Teppa KI14.1. Penus 4.1.14905».

[ns BeInonHeHus npoueaypbl nepeHoca CepBepa ynpaBneHusi ¢ O4HOro KOMMbIOTEPA Ha APYron ¢
coxpaHeHueM Bcex HacTpoek CepBepa ynpaBneHus, UHopmaumm 06 y4eTHbIX 3anncsax Bcex
ynpasnsiemMblX yCTPOWCTB, NoTpebyeTcs Nobor CMeHHbIN HocuTeNb, Hanpumep, USB-drneLw.
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2,

CueHapuu ooHoBneHusa Cepsepa
ynpaBeneHus ¢ Bepcuu 3.11 oo sepcum 4.1

[ns npoeeaexus npouenypbl 06HoBRNeHNst CepBepa ynpaBneHns Ha OA4HOM U TOM e KOMMboTepe
BbINOMHUTE CrneayoLme waru.

War 1:

Lar 2:

CkonupyinTe kaTanor ¢ auctpmbytnsom C-Teppa KI1 Bepcum 4.1 Ha komnbloTep C
CepBepomM ynpasneHus ctapomn Bepcuu.

3anante B MaHenb ynpaBneHusi — lporpamMmMbl U KOMMNOHEHTbI U ydanute 13
cnucka npodykt S-Terra KP, a Takxe FileZilla Server (PucyHok 1).

YnopagouuTe ¥ ZZBuasl v o YoanuTs oo MsmeHuTb  © BocCTEHOBWTH IZ:ﬂ:ZI

|v| MzpaTtens |v| ¥cTaH... |v| Pazmep |v|
l:’: Colasoft Packet Builder 1.0 Colasoft LLC. 27.02,2014 17,7 MB
EFiIEZiIIa Server FileZilla Project 17.02.2015 10,0 MB
8- Microsoft Visual C++ 2008 Redistributable - x36 9... Microsoft Corporation 09.02.2015 8500 KB
B-15-Terra Client AdminTool (st) 5-Terra CSP 30.06.2014 72,3 ME

Lol S-Terra KP S-Terra CSP 17.02.2015

"."MWBFE Toals VMware, Inc. 23.01,2014 26,7 Mb

m|yPN UPAgent 5-Terra CSP 12,12.2014 77,0 KB

{j WinPcap 4. 1.3 Riverbed Technology, Inc. 21.02.2014 290 Kb

‘ Wireshark 1.10.5 (32-bit) The Wireshark developer com... 21.02.2014 91,3 MB

[LKpMﬂTDI‘IpD C5P KaomnaHmna KPAMTO-TIPO 20.06.2014 7,60 MB
PucyHok 1

B npouecce geuHctannaumm npoaykTta FileZilla Server BaxHO He yganuTb chann c
HacTponkamu — 06 3TOM NpeaynpexaaeT BCMbIBaloLLee AuanoroBoe okHo (PucyHok
2). Heobxoammo HaxaTb No.

i* FileZilla Server beta 0.9 %]

Delete settings?

Yes Mo

PucyHok 2

OcTaBWwniics KOMNOHEHT, BxoamBwni B nakeT yctaHoBku C-Teppa KI1 Bepcun 3.11
(PvicyHok 3), yoansaTtb Heoba3aTenbHo.

® I Microsoft Visual C++ 2008 Redistributable - x86 9... Microsoft Corporation 09.02.2015
PucyHok 3
War 3: [anee nepengute B Katamor ¢ gucTpubytneom Bepcum 4.1 n 3anyctute setup.exe

(PucyHok 4).
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WUHcTpykums no o6HoBneHuto u murpauumn C-Teppa KIM 4.1 ¢ ogHoro MK Ha gpyron

J LINUXDEBIANG
J LINUXRHELS

| Others

| SOLARIS

S WINDOWS
Fsetup.ex

4 | setup.ini

U updater_server.cab
ﬁ%‘updater_server.msi
| |upweb,war

|| wersion, txt

LWar 4:

05.02,2015 14:52
28.08.2014 19:57
28.08.2014 19:56
28.08.2014 19:57
28.08.2014 19:57

3, 2014 19:5¢
28.08.2014 19:56
28.08.2014 19:57
28.08.2014 19:57
28.08.2014 19:57
28.08.2014 19:57

Manka c dainami
MNanka c dainamn
MNanka c hainamu
Manka c haknami
Manka c dainami

MprnokeHke 1 466 KB
MapameTpel KOH... 1KB
Cabinet File 195 597 KB
MakeT ycTaHoe. .. 477 KB
dain "WAR" 6 231KE
TerCTOBLIA A0K... 1KBE

PucyHok 4

Installer,...

B nosasumBLLIEMCS OKHE C 3anpocomM Ha YyCTaHOBKY HEeoOXOAMMbBIX KOMMOHEHT HaXXMUTE

KHOMNKy YcTtaHoBuTb (PucyHok 5). HauyHeTca cTraHgapTHbI Mpouecc YCTaHOBKM,
onucaHHbl B pasgene 3.1 gokymeHTa «lporpammubiv npoaykt C-Teppa K. Bepcus
4.1. PyKOBOACTBO aAMUHMUCTpaTopay.

Evcra HoBuwMK npoaykTa C-Teppa KN

B npouecce ycTaHoBKM MpoaykTa C-Teppa KN GyoyT yCTaHOBNEHE! CNED VHOLLWME

KOMMOOHEHTBI

X

e FileZila Server

e PostgreSQL Server

¢ Java JRE

e Apache Tomcat Server
@ 5-Terra KP UPServer

@ Microsoft Visual C++ 2008 Redistributable Padkage
e Microsoft visual C++ 2010 Redistributable Padkage

YCTAHOBMTb I

OTMeHa

PucyHok 5

B pe3ynbTaTe yCTAaHOBKM HOBOW BepCcUMU COXpaHsieTcsl BCA MH(OPMALIUA O HaCTpoMKax
CepBepa ynpaeneHusi, o ceptudukartax Cepeepa ynpaBrneHusi, Bce yYeTHble 3anucu o6
ynpaBnsiemMbix yctpouncTBax. [lo okoH4YaHuK ycTaHOBKM CepBep ynpaBrneHUs rotoB K

paboTe.

Copyright © S-Terra CSP 2003 -2015


http://www.s-terra.com/documents/R41/KP/S-Terra_KP_Admin_Guide.pdf
http://www.s-terra.com/documents/R41/KP/S-Terra_KP_Admin_Guide.pdf

WUHcTpykuma no obHoBneHuto U murpaumu C-Teppa KM 4.1 ¢ ogHoro MK Ha gpyroii

3. CueHapun nepeHoca Cepsepa
ynpasneHus sepcuu 4.1 Ha gpyrou
KOMNbIOTEP

3.1. Cbop u coxpaHeHue aaHHbIX CepBepa
ynpasneHus

War 1: Ha komnbioTepe ¢ ycTaHoBneHHbiM CepBepoM ynpasrieHust Npu NOMOLM YTUNUTHI
upmgr coxpaHute B dhawn, Hanpumep, C:\backup0l.bin, HacTpowkun Cepsepa
ynpaBnenus, CA u pabounn cepTudukaTbl, AaHHble O KnuneHTax ynpaBreHus
ynpaBensieMbIX YCTPOWCTB, BbIMOSIHNB KOMaHAy:

C:\Program Files\S-Terra KP\upmgr backup —-f C:\backupOl.bin

CoxpaHseTca BcA WHGOPMaLMs, KPOME KOHTEWHEPOB C CEKPETHbIMWU KIYaMu
cepTudumkatos Cepaepa ynpaBneHusa n ctatuctudeckon nHdopmaumm (PucyHok 6).

c:“Program Files:\5-TerrarS-Terra KPrupmgr backup -f C::backupil.bin
Locking upserver data...

7-Zip 2.280 Copyright <{c) 1999-2010 Igor Pavlov 2816-11-18
Scanning

Creating archive C:nbackupBl.bhin

Compressing authset.ini

Compressing backup_info.txt

Compressing certshcacert.cer

Compressing certsspasswd.txt

Compressing certsworkcert.cer

Compressing clients™clientBl-desc.txt

Compressing clients clientBisftpstate.txt
Compressing clients™clientBisftprndatasnotif lag.txt
Compressing clientssclientBisftpsdatasnotifyid.bin
Compressing clientssclientBlspasswd_dev.txt
Compressing clients“clientBlsstate.txt

Compressing clients™clientBlupdates™
Compressing clients™clientBlwupdates™
Compressing clientssclientBisupdates™ “cacert.cer
Compressing clients™clientBlwupdates™ Mid-txt
Compressing clients™clientB1lsupdates™ num . txt
Compressing clients>clientBlsupdates™ wsettings - txt
Compressing clients™clientBlsupdates™ “setup_product.exe
Compressing clients™clientBlupdates™ setup_upagent .exe
Compressing clients™clientBlsupdates™ Nstart.txt
Compressing clientssclientBlsupdatessnum.txt

Compressing clients™clientBlsworked.txt

Compressing copy_of _upserver.log

Compressing csettings.txt

Compressing filezilla.cf

Compressing reguars.txt

Compressing ssettings.txt

Compressing upserver.lic

Everything is 0Ok
Info: Product data have heen bhackuped successfully to file C:“backup#@l . hbin

c:“Program Files“\S8-Terra*5-Terra KP>
PucyHok 6
[lna nepeHoca Bcex HaCTPOEK N KOHTENHEPOB cepTudmnkaToB byaeT ncnonb3oBatbes USB-dneLw.

War 2: CkonupynTe ¢ann backup0l.bin ¢ HacTponkamn CepBepa ynpaBneHuss Ha USB-
dneLw.

[ns akcnopTupoBaHust KoOHTenHepoB cepTudukatoB Cepeepa ynpasneHns Ha USB—dnew
nepenanTe K pasgeny «QkecnopT KoHTerHepoB k TOCT-cepTudmkatamy» nudo K pasgeny «kcnopT
KOHTeNHePOB K RSA-cepTudurkaTam».
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WUHcTpykums no o6HoBneHuto u murpauumn C-Teppa KIM 4.1 ¢ ogHoro MK Ha gpyron

3.141.

LWar 1:

LWar 2:

LWar 3:

AkcnopT KoHTeHepoB K FOCT-cepTudmkatam

MpeaoBaputensHO HYXHO A06aBuTb USB-thneLl K Cnncky TUMOB KNIOYEBLIX HOCUTENENR,
pacnosHaBaemblx «Kpuntollpo CSP». Ona atoro BctaBbTe USB-cnew B USB-
pasbem 1K ¢ CepBepoM ynpasneHus n onpegenure normdyeckoe mmsi (Oyksy), noa

KOTOPbIM OH 0T06pa>|<aeTc;| B cuUCTEMeE.

3anyctute CryptoPro CSP oT mmeHn AgmuHuctpatopa. [lepenaute BO BKMaaKy
Hardware, HaxxmuTe kHomnky Configurate readers... (PucyHok 7).

l"'l' CryptoPro CSP

Security I
Hardware

Winlogon |
General

TLS Settings

Service | Advanced I Algorithms

x|

rPrivate key readers

@ Allows to add or remove private key readers.

Configure readers. ..

rRandom number generators
oo

Allows to add or remove random number generators,

Configure RNGs. ..

~Key carrier types

=
3::.
=

Allows to add or remove key carrier types.

Configure key carrier types...

oK |

Cancel |

Apply |

PucyHok 7

Bbibepute All removable media n Haxxmute Add... (PucyHok 8).

x
Readers |
The following readers are installed:
@ All SmartCard readers
Il removable media
Add... Remove Properties
DK I Cancel

PucyHok 8
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WUHcTpykuma no obHoBneHuto U murpaumu C-Teppa KM 4.1 ¢ ogHoro MK Ha gpyroii

LWar 4: MosiButca MacTtep yctaHoBKM cumTbiBaTens — Reader installation wizard. HaxmuTe
Next > (PucyHok 9).

1"':' Reader Installation wizard x|

Reader Installation wizard.

This wizard will help you to install reader and suppart librany.

To begin installation, click "Nesd™.

e Nexd > Cancel |

PucyHok 9

War 5: M3 cnucka pocTynHblX cuuTbiBaTenen Bbibepute ycTporcteo (USB-chnew) noa
Heobxoammon 6ykson n Haxmute Next > (PucyHok 10).

'® Reader Installation wizard

Select reader
Which reader do you want to install ?

Select support libraries of your reader and then click Nest.

Manufacturers: Awvzilable readers

(All manufacturers) 9 Dallaz (DS1410E)
Crypto-Pro LLC @ Dallas (DS9057E)
&% Dallas (D53097U)
@ Floppy A

b

F||:||:||:|‘Jr E
#! sable

< Back Mexd = Cancel

PucyHok 10
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War 6: MoaTeepoute nms cuntoiBatens, Haxxae Next > (PucyHok 11).

|'® Reader Installation wizard

Reader name
You can assign a name for this reader

You can type a name for this reader, or you can use the
name supplied below. When you finished, click Mexd.

Reader name
< Back Mext > Cancel
PucyHok 11
War 7: HaxmuTe Finish n nepesarpyaute komnbtotep (PucyHok 12).
1"!':' Reader Installation wizard x|

Reader installation completion.
~—
o

To complete the reader installation, click Finish.

It is strongly recommended to REBOOT computer after the
installation.

Click Back to modify any of the installation parameters.

< Back I Finish I Cancel

PucyHok 12
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War 8: [na konupoBaHusa KOHTenHepoB 3anyctute CryptoPro CSP, Bo Bknagke Service
HaxmuTe kHonky Copy... (PucyHok 13).

'® CryptoPro CSP x|

Security I Winlogon I TLS Settings
General | Hardware Service | Advanced I Algorithms
Private key container

This wizards allow to chedk, copy or delete a private key container
from a carrier.

Check. .. I Copy... Delete...

— Certificates in private key container

This wizard allows to view certificates located in a private key container
and install them into a certificate store.

View certificates in container. ..

 Private certificate

This wizard allows to link certificate from a file with a private key
container by installing it into a certificate store.

Install my certificate. ..

—Passwords on private keys

This wizards allow to change passwords (PINs) on private keys or
remove previously saved passwords.

Change password... I Delete saved passwords... |
OK | Cancel | Apply |
PucyHok 13
LWar 9: B nosaBuBWIEMCA OKHe nocTaBbTe nepeknoyaTens B nonoxeHne Computer wu

Haxmnte Browse...(PucyHok 14), BbiOepute Heobxogumbin KoHTenHep CA
cepTudukata, pasmeLleHHbIn B peectpe (PucyHok 15).

:"'l' Copy private key container 5'

Private key container
Type or choose private key container to copy ﬁg

Key container name:

Browse... |
This name specifies key container for: By certificate. .. |
" User
g Computer

Choose C5P for key containers search:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider j

= Back | exk = | Cancel I

PucyHok 14
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CryptoPro CSP

Select key container

0:08:24

~ View:

" Friendly names {* Unique names

Machine key container list:

Registry REGISTRY\\89288321-0811-3bb 7-4e43-f0e 1f5d4. ..
Registry  REGISTRY\\a1463bab-452e-a427-43a7-29cad304...

QK I Cancel

PucyHok 15

War 10: HaxxmuTe kHonky Next > (PucyHok 16).

:"'l' Copy private key container EI

Private key container
Type or choose private key container to copy Fg

Key container name:

REGISTRY1\89288321-0811-3bb7-4e43-ffle 1fod4da7 Browse... |
This name specifies key container for: By certificate. .. |

™ User
¥ Computer

Choose CSP for key containers search:
CryptoPro GOST R 34, 10-2001 Cryptographic Service Provider j

« Back I MNext = I Cancel

PucyHok 16

War 11 BBegute naposib Ha KOHTEMHEP C CEeKPeTHbIM KINH4YOM, KOTOpbIA 3agaBancsa npu
cospaHum CA-cepTtudukata Ha Cepsepe ynpasnenus (PucyHok 17).

£ CryptoPro CSP x|

0:09:29
2w Type password for container
GE—4 "89238321-0811-3bb7-4e43-ffle 1f5d4da 7

Password: qu-

[~ save password

carcel_|

PucyHok 17
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Warl2: B nosBuBLIEMCA OKHE BBEAUTE WMS HOBOrO KOHTEWHepa, B KOTopbid OyaeT

ckonupoBaH cekpeTHbIn kntod CA-cepTudumkata, Haxmute Finish (PucyHok 18).

Xl
Private key container

Type private key container to copy to r@

_I Copy private key container

Key container name:
I CA _|:||:|sﬂ

This name specifies key container for:
= User

i+ Computer

Choose CSP for key containers search:
Crypto-Pro GOST B 34, 10-2001 Cryptographic Service Provider j

« Back I Finish I Cancel

PucyHok 18
War 13: BbibepuTe kno4eBon HOCUTENDb ANs HOBOro koHTenHepa — USB-dnew, Haxmute OK
(PucyHok 19).
x|

0:09:43
(2w Insertand select carrier media for storing private key container
ZE=d "CA_gost”

—Details
Readers: Carrier media inserted:

~] |o3s8cEDA

Status:
Floppy E
hd
Ok, Cancel Details <<

PucyHok 19

Copyright © S-Terra CSP 2003 -2015 12
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War 14: YcTaHoBUTE Naposib Ha HOBbIN KOHTenHep, Haxxmnte OK (PucyHok 20).
£ CryptoPro CSP x|
0:08:26
?:, Set password on produced container "CA_gost”,
| ==
=

{% Setnew password EN
Mew password: I T
Confirmation: | TIIY
Cancel | Details > |
PucyHok 20
War 15: AHanornyHsblM 06pa3omM CKONMMPYMNTE KOHTEMHEP C CEKPETHBLIM KNHYOM Ans paboyero

ceptudukarta Cepsepa ynpaeneHust Ha USB-cnewu.

[anee nepenaute Kk pasgeny «BoccraHoBNeHWe AaHHbIX Ha HOBOM [MK».

3.1.2.  3kcnopT KoHTelHepoB K RSA-ceptudmkatam

Ecnu Ha CepBepe ynpasneHns ncnonb3yTcs cepTndukaTsl € knovamm Ha RSA-anroputme, 10
Ans nepeHoca ceptudumkaTos ¢ ogHoro Cepsepa ynpasneHuns Ha OpYrov 3KCnopTupyem ux BMecte
C CEKPETHbIMM KNntoyamu B dhain oopmarta * . pfx. [na nepeHoca gaHHbIX 6yaemM ncnonb3oBaTb
USB-dnell, npeasaputensHo BCcTaBneHHyo B USB-pasbem.

War 1: Ha «komnbioTepe ¢ wucxogHbim CepBepoM ynpaBrneHUs M3 KOMaHOHOW CTPOKM
3anyctute: mmc. OTKpoeTcst OKHO koHconu (PucyHok 21).

= Consolel - [Console Root] — |El|1|

i Fle Acton View Favorites Window Help |-|El|5|

& |m=Hdm

[l ]

[ Consoie Root Name [ Actions
There are no items to show in this view, Console Root -
Maore Actons »
PucyHok 21
War 2: Beibepute B MeHto npegnoxerue File-Add/Remove Snap-in...(PucyHok 22).
=1
@ Fle Acton View Favorites Window Help =18 x|
New Ctri+N
Open... Ctrl+0 I
Save cti+s M€ Actions
Save As There are no items to show in this view. Console Root -
Add/Remove Snap-n... Ctri+M More Actions ’
Options...
1 C:\Windows... \servermanager

PucyHok 22
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LWar 3: B nosiBuBWwEeMcs okHe cneBa Bbibepute Certificates n Haxmute Add>, 3atem OK
(PvcyHok 23).

Add or Remove Snap-ins |

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:
Snap-n | Vendaor | - [l console Root Edit Extensions. .. |
=" ActiveX Control Microsoft Cor...
d Authorization Manager  Microsoft Cor... Pz |
Certificates Microsoft Cor...
8y Component Services Microsoft Cor... Mave Up |
;é' Computer Managem... Microsoft Cor... =
= CryptoPro License M... Moee Down |
W CryptoPro PKI Mana... Crypto-Pro LLC Add > |
g=a Device Manager Microsoft Caor...
=1 Disk Management Microsoft and. ..
Q Event Viewer Microsoft Car...
| Folder Microsoft Car...
_.J’Group Policy Object ... Microsoft Car...
@ IP Security Monitor Microsoft Cor...
8, 1p securit Policy Ma... Micosoft Cor... j e
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

oK I Cancel

PucyHok 23

Lar 4: B cnepgywowem guanoroBOM OKHE TMOCTaBbTE MepeknoyaTenb B MNOMOXEHue
Computer account, HaxmuTte Next > (PucyHok 24).

Certificates snap-in x|

This snap-n will always manage cerificates for:
" My user accournt
" Service account

¥ Computer accourt

< Back Mext > Cancel

PucyHok 24
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LWar 5: Ha Bknagke Select Computer noctaBbTe nepeknovaTens B nonoxeHuwe Local
computer n Haxmute Finish (PncyHok 25).

select Computer x|

Select the computer you want this snap4n to manage.

This snap-Hn will always manage:

¢ Local computer: fthe computer this console is running on)

" Another computer: I Browse. .. |

[ Allow the selected computerto be changed when launching from the command line. This
only applies f you save the console.

< Back I Finish I Cancel

PucyHok 25

War 6: Ha Bknagke Add or Remove Snap-ins B npaBom ctonbue nossnseTcs BblbpaHHas
ocHacTka (Certificates). Haxmute OK (PucyHok 26) u nepemgute B OKHO KOHCOMM
(PucyHok 27).

Add or Remove Snap-ins x|

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in | Vendor | o | Console Root Edit Extensions. .. |
=" ActiveX Control Microsoft Cor... @ Certificates (| C
[T authorization Manager  Microsoft Cor... Remave |
- Certificates Microsoft Caor...
. Component Services Microsoft Cor... Mave Ln |
;ﬁ‘ Computer Managem... Microsoft Cor... =
= CryptoPro License M... [awve Do |
W CryptoPro PKI Mana.., Crypto-Pro LLC Add > |
ﬁDevice Manager Microsoft Car...
1= Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...

'=/ Group Policy Object ... Microsoft Cor...
@ IP Security Monitor Microsoft Car... Ad d
3, 1P Securitv Policy Ma... Microsoft Cor... LI LI

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

oK I Cancel |

PucyHok 26

= Console1 - [Console Root]

@ File Acton View Favorites Window Help

L i 2 1

i Console Root Name |
[ ¥ Certificates (Local Computer) il Certificates (Local Computer)
PucyHok 27
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War 7:

B kaTtanore Trusted Root Certification Authorities Bbibepute katanor Certificates,

a cnpaBa Bblbepute CA ceptuchmkat CepBepa ynpaBneHust Ans KONMPOBaHWSA —
UPServer CA certificate (PucyHok 28).

P= Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] i

@ Fle Acton View Favorites Window Help

Lar 8:

e | 2[m| & (RO | Her

| Console Root Issued To ~ | 1ssued By | tion Date | Intended Frienc
&l ¥ Certificates (Local Computer) ;) Class 3 Public Primary Certification... Class 3 Public Primary Certification A...  8/2/2028 Secure Emad, Chent ... VeriSic
& [ Personal (53 Class 3 Public Primary Certification... Class 3 Public Primary Certification A...  1/8/2004 Secure Emad, Chent ... VeriSic
£ [ Trusted Root Certification Authorith | [ copyright (c) 1997 Microsoft Corp,  Copyright (<) 1997 Microsoft Corp. 12/31/1999 Time Stamping Micros
| Certificates [4JMicrosoft Authenticode(tm) Root ...  Mirosoft Authenticode(tm) Root Au...  1/1/2000 Secure Emal, Code ... Micros
£5: I Eitarprin Trpet C;Microsoft Root Authority Microsoft Root Authority 12/31/2020 <Al> Micros
:] - ,Ir'::x““ C“:f"“'”" Authoribe | =) \erosoft Root Certificate Authority  Microsoft Root Certificate Authority  5/10/2021 <A> Micros
5 B Lhmmd”bc;"u'eﬁcam [E4INO LIABILITY ACCEPTED, (c)97V... NO LIABILITY ACCEPTED, ()97 Veri...  1/8/2004 Time Stamping VeriSic
8 *_ Third-Party Root Certification Authe T,J‘I'hawte Timestamping CA Thawte Timestamping CA 1/1/2021 Time Stamping Thawt
@ (3] Trusted People ZaluPServer CA certificate 425ea565... UPServer CA certificate 425¢a565-8...  2/11/2025 Server Authentication ~ <Nom
@ (=1 Smart Card Trusted Roots UPServer CA certificate 5eca70f9... UPServer CA certificate 5eca70f9-6.. <Al> <Non
N 3l veriSign Class 3 Public Primary Cer... VeriSign Class 3 Public Primary Certifi... 7/17/2036 Server Authenticatio...  VeriSic

PucyHok 28

I'IpaBoﬁ KHOMKOM MbILLIM HAXXMUTE Ha MMEHM CepTI/Id)VIKaTa M N3 BbliNagakolwero MeHo

BbiGepuTe All Tasks — Export... (PucyHok 29).

= Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]

Action  View

% File

Favorites

Window  Help

B EEEEEE

|| Console Root
= Eﬁ‘ Certificates {Local Computer)
| Personal
B ] Trusted Root Certification Authoriti
| Certificates
|| Enterprise Trust
] Intermediate Certification Authoritie
| Trusted Publishers
| Untrusted Certificates
|| Third-Party Root Certification Auth
| Trusted People
|| Smart Card Trusted Roots

Issued To = | Issued By | Expiration Date | Intended Purposes | Frienc
@CIass 3 Public Primary Certification... Class 3 Public Primary Certification A... 8/2/2028 Secure Email, Client ... VeriSig
@CIass 3 Public Primary Certification... Class 3 Public Primary Certification A...  1/8/2004 Secure Email, Client ... VeriSig
@Copwight (c) 1997 Microsoft Corp.  Copyright (<) 1997 Microsoft Corp. 12/31/1999 Time Stamping Micros
@Miaoso& Authenticode(tm) Root ...  Microsoft Authenticode(tm) Root Au...  1/1/2000 Secure Email, Code 5...  Micros
@Microsoft Root Authority Microsoft Root Authority 12/31/2020 <Al Micros
@Microsoft Root Certificate Authority  Microsoft Root Certificate Authority 5/10f2021 <All> Micros
[5INO LIABILITY ACCEPTED, ()37 V... NO LIABILITY ACCEPTED, ()97 Veri...  1/8/2004 Time Stamping VeriSit
@Thawhe Timestamping CA Thawte Timestamping CA 1/1f2021 Time Stamping Thawi
@UPServer CA certificate 425ea565... UPServer CA certificate 425ea565-8... 2112025 Server Authentication <Mor

9... UPServer CA certificate Seca70f9-6...  2/13/2025

VeriSign Class 3 Public Primary Certifi...  7/17/20 Server Authenticatio...  VeriSic

Export..
1 | ol | I
PucyHok 29
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Lar 9:

Lar 10:

OTkpoeTcsa okHo MacTepa akcnopTa ceptudmkaTos — Certificate Export Wizard,
HaxmuTe Next > (PucyHok 30).

[cortncate port wizara x
[

' Welcome to the Certificate Export

Wizard
|
P 1 This wizard helps you copy certificates, certificate trust
< ____@_’, lists and certificate revocation lists from a certificate
- store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next,

= Back I Mext = I Cancel |

PucyHok 30

[ns aKkcnopTMpoBaHWs CEKPETHOro Knwya BMecTe C cepTudukaTtom nocTtaBbTe
nepeknoyatens B nonoxeHve Yes, export the private key, Haxmute Next >
(PucyHok 31).

I
| Certificate Export Wizard x|

|
| Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to expart the private key with the certificate?
¥ Yes, export the private key

" Mo, do not export the private key

Learn more about exporting private keys

< Back I Mext = I Cancel

PucyHok 31
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War 11:

LWar 12:

Okcnoptupynte ceptudmkatr M KN4 B KOHTenmHep dopmata PKCS#12 (dann
dopmaTa . pfx), HaxXmMuTe Next > (PucyHok 31).
!
[
. Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
) DER encoded binary 2,502 {, CER)
(" Base-64 encoded ¥,509 (,CERY

" Cryptographic Message Synbax Standard - PECS #7 Certificates (.FTE])

[T Include all certificates in the certification path i possitle

{* Perzonal Information Exchange - PKCS #12 (FFX)
[™ Indude all certificates in the certification path if possible

[~ Delete the private key if the export is successful
[” Export all extended properties

" Microsaft Serislized Cettificate Stare (55T

Learn mare about certificate file formats

< Back I Mext = I Cancel

PucyHok 32

Ona 3awuTbl KOHTEWHepa yCcTaHOBWTE Maporb W noATBepauTe ero, HaxmuTte Next >
(PucyHok 32).

|
| Certificate Export Wizard X
|

Password

To maintain security, you must protect the private key by using a passwaord.

Type and confirm a password.,

Password:

Type and confirm password {mandatory):

< Back I Mext = I Cancel

PucyHok 33
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War 13: CoxpaHuTte koHTenHep Ha USB-drnew, ykasaB ums canna, Haxmmite Save (PycyHOK
34).

=

‘é(‘j}\—) |_ + Computer = Removable Disk (E:) - - m ISE._=,|-.;|-,

File name: I CA_RSA

Save As

Ll el | ) 1

Save as type: IPersonal Information Exchange (*.pfx)

~  Browse Fuldersl Save I Cancel |

PucyHok 34

i

War 14: B okHe MacTepa akcnopTta cepTumkaToB NpOBEPbLTE NPaBUIIbHOCTbL OTOBpaXKaemoro
umeHu davina, Haxmute Next > (PucyHok 35).

Certificate Export Wizard x|

File to Export
Specify the name of the file you want to export

File name:

E:\CA_RSA pfx Browse... I

< Back I Mext = I Cancel

PucyHok 35
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War 15: MoaTBepouTe 3aBeplueHMe onepaumu, Haxae Finish (PucyHok 36). [Mpouenypa
akcnopTta CA-cepTudukata U CEKPeTHOro Krnio4da ycnewHo 3aseplueHa (PucyHok 37).

Certificate Export Wizard x|

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

‘fou have spedfied the following settings:

File Mame

Export Keys Yes
Indude all certificates in the certification path Mo

File Format Perzor;
Jl i

< Back I Finizh I Cancel

Certificate Export x|

The export was successful,

PucyHok 36

(8.4

PucyHok 37

Mpouenypa nepeHoca paboyero ceptudunkata Cepsepa ynpaBrneHUs 1 CEKPETHOrO Koya K Hemy
aHanoruyHa sbiweonucaHHon anst CA ceptudpmkaTa, ogHako, NyTb XpaHeHust paboyero
cepTudumkaTta Heckonbko oTnuyvaetcs — Certificates - Personal — Certificates, nostomy onuviiem

oTnuyatowmmncs LWar 7.

War 7: Bbibnpaem cneBa npeanoxeHue Certificates n B Bbimagarowmnx cnuckax Bblibupaem
Personal - Certificates (PucyHok 38). [anee B cTtonbue cnpaBa Bblbupaem
HeobxoaMMbI Anst konmpoBaHusa ceptudukaTt — UPServer work certificate.

Copyright © S-Terra CSP 2003 -2015
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P= Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

% Fle  Action View Favorites Window Help

e 2m| & LIXE = [ m
~1 Console Root | Issued To ~ | 1ssued By | Expiration Date | intended Purposes | Frienc

B Y Certificates (Local Computer) EpluPServer work certificate 601bfS... UPServer CA certificate Seca70f5-6...  2f13/2016 <Al> <Norw
B [ Personal Flupserver work certificate 9c95d0...  UPServer CA certificate Secaf0fd-6...  2/13/2016 <Al> <Nom
] Certificates FaluPserver work certificate a05708... UPServer CA certificate 425a565-8...  2/11/2016 Server Authentication <o
| Trusted Root Certification Authorits 7, 211612016 ) i
| Certificates
] Enterprise Trust
| Intermediate Certification Authoritic
] Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Auth
7| Trusted People
| smart Card Trusted Roots

ertificate d35eds...

m

cMon

UPServer CA certificate Se

HFEEEEEB®

PucyHok 38

[anee nepenaute Kk pasgeny «BoccraHoBNeHUe AaHHbIX Ha HOBOM [MK».
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3.2. BoccraHoBneHue gaHHbIX Ha HOBOM MK

Ha HoBowm [MK ¢ yctaHoeneHHon OC, CK3U «Kpuntollpo CSP 3.6/3.6R2/3.6R4», CepBepom
yrnpaeneHusa n3 coctaea «lporpammHoro npoaykta C-Teppa KI1. Bepcus 4.1», ons
BOCCTaHOBIIEHUSI BCEX COXPaHEHHbIX HacTpoek CepBepa ynpaBneHus, CepTUMKaToB, YY4ETHbIX
3anvcen ynpasnsiemMblX YCTPONCTB BbIMOMHUTE CriedyloLlime npouenypbl.

War 1: BctaBbTe USB-hniews ¢ coxpaHeHbiMM AaHHbiMM B USB-pasbem Hooro MK un
ckonupynTe an backup01.bin B N0OY ANPEKTOPULO.

War 2: Ha HoBom [1K u3 koHconu 3anycTtuTe KOMaH4y Ans BOCCTAHOBNEHWUS HaCTpoek
(PucyHok 39), Hanpumep:

C:\Program Files\S-Terra KP\upmgr restore —-f C:\backupOl.bin

Mocne aToro gaHHble O KNMeHTax, cepTudmkaTax U HacTpolikax GyayT AOCTYMHbI BO
Bkrnagkax Cepsepa ynpaBreHusi.

C:“Program Files“S5-Terra~S-Terra KP>upmgr restore —f C:ivbackup®l.hin
Locking upserver data...

Clearing C:“\ProgramData~UPServerNEW

T-Zip 7.28 Copuyright <{c?> 1999-28108 Igor Pavlov 2818-11-18
Processing archive: C:vbackupdl.bhin

Extracting hackup_info.txt

Everything is 0k

Size: 16

Compressed: 23883338

7-Zip ?2.28 Copyright <(c)> 1999-2810 Igor Pavlov 2810-11-18
Processing archive: GC:sbackupdl_bin

Extracting csettings.txt

Extracting filezilla.cf

Extracting reguvars.txt

Extracting ssettings.txt

Extracting upserver.lic

Everything is 0k

5473
Compressed: 23883338

T-Zip 7.28 Copyright {(c? 1997-2010 Igor Pavlov 2Z28168-11-18
Processing archive: C:ivhackup®i.hbin

Extracting copy_of_upserver.loy

Everything is 0k

Size: 6498
Compressed: 23883338

T-Lip 7.28 Copyright <(c?> 1999-20160 Igor Pavlov 28168-11-18

PucyHok 39

[na nmnopTupoBaHus KoHTenHepoB cepTudurkaToB Cepsepa ynpasneHus ¢ USB—-dnewu
nepenanTe K pasgeny «/mnopt koHTenHepoB kK TOCT-ceptudumkatam» nnbo k pasgeny «AmMnopt
KOHTeNHePOB K RSA-cepTudurkaTam».

3.2.1. Umnopt koHTenHepoB k FTOCT-ceptudpnkatam

War 1: Ckonupynte koHTenHepbl ¢ USB-cbnew B peectp Hoeoro [K. Tlpouenypa
KOMMpOBaHWS aHanornyHa onucaHHow paHee (warn 1-14 B pasgene «3OKCNopt
KkoHTelnHepoB K [OCT-ceptudukatam»), OOHAKO, BMECTO CbEMHOro HOCUTENS
HeobxoaMMo BeIbpaTh TMN HocuTens — Registry (PyucyHok 40).
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£ CryptoPro CSP x|

0:09:53
| 2)—w Insert and select carrier media for storing private key container
G[E=d "CA_gost”,

—Details
Readers; Carrier media inserted:
=
Status:
Registry
Flrrnmw F ll
(0] 4 Cancel Details <<
PucyHok 40
War 2: Mepengute Ha Bknagky CryptoPro CSP - Service — Install my certificate...
(PucyHok 42).
x
Security I Winlogon I TLS Settings
General | Hardware Service Advanced I Algorithms
Private key container

This wizards allow to chedk, copy or delete a private key container
from a carrier.

Check. .. I Copy... Delete...

— Certificates in private key container

This wizard allows to view certificates located in a private key container
and install them into a certificate store.

View certificates in container. ..

Private certificate

This wizard allows to link certificate from a file with a private key
container by installing it into a certificate store.

Install my certificate. ..

—Passwords on private keys

This wizards allow to change passwords (FINs) on private keys or
remove previously saved passwords.

Change password... I Delete saved passwords... |

OK | Cancel | Apply |

PucyHok 41

Copyright © S-Terra CSP 2003 -2015 23



WUHcTpykums no o6HoBneHuto u murpauumn C-Teppa KIM 4.1 ¢ ogHoro MK Ha gpyron

LWar 3:

B nosBuBEMCS OKkHe HaxmuTe KHOMKy Browse pana Bbibopa nepeHeceHHbIX
ceptudpukartos (PucyHok 42).

'® private certificate installation wizard

Certificate file location

Type or choose instaling cenfficate file location lﬁg

Certficate file name:

|| Browse. .

J

Cerificate file format can be one of the following:

Certificate file - X.509 (CER..CRT)
Message in PKCS 7 standard (.PYE..P7M,.DER)
Microsoft seralized cedificate store (S5T)

Mote:

More than one certificate can be stored in a single file in the some
formats.

¢ Back [ et > | Cancel I

PucyHok 42

War 4: B okHe BbIbopa cepTudumkaTtoB BblibepuTe NyTb A0 MEPEHEeCeHHbIX cepTudmkatos

CepBepa ynpaBneHus: C:\ProgramData\UPServer\certs

(PucyHok 43) .
Beibepute CA-cepTudukaT n Haxxmute kHonky Open.

Look in:l | certs j QT M-
Mame = +| Date modified
2/11/2015 12:48. ..

Security Certificate

_F,ch:rkcert 2112015 12:50... Security Certificate 1K
J | i
File name: |n::an::ert

Cpen

Files of type: ICert'rfin::ate Files " .cer” crt) j Cancel |

¥ Open as read-only
&

PucyHok 43
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War 5: Myte go CA-ceptudmkata GymeT nponmncaH B OkHe MacTepa yCTaHOBKM JIMYHOMO
ceptudpukata. Haxxmute kHonky Next > (PucyHok 44).

'® private certificate installation wizard x|

Certificate file location

Type or choose instaling cerfficate file location ﬁg

Cerificate file name:

C:“ProgramData%UP Servericerts'cacert cer Browse..

J

Cerfficate file format can be one of the following:

Certificate file - X.509 {CER, CRT)
Message in PKICS #7 standard (.P7B,.P7M,.DER)
Microsoft seralized certfficate store (S5T)

Note:
Mare than one cerificate can be stored in a single file in the some
fomats.
< Back Next > Cancel |
PucyHok 44
War 6: MopgTBEpauTe AaHHble 0 cepTudumkarte, Haxas Next > (PucyHok 45).
'® private certificate installation wizard x|
Certificate to install
View and choose certificate to install F;E
Certificate: |UPServer CA certificate 425ea565-8322-4441-971d-9472025 e 8
Subject: |CN =P Server CA certificate 425ea565-8322-4441-571d-5472b 25 bel, OL
Issuer: |CN =P Server CA certficate 425ea565-8322-4441-571d-9472b 25 bel, OL
Valid from: IW&dnesda}r. February 11, 2015 12:48:32 PM
Walid to: ITuesda:.r. Februany 11, 2025 12:48:32 PM
Serial number: |'EEI:3 2ABS FOFG BBEE

Properties...

Browsze. . |

< Back Mext = Cancel

PucyHok 45
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War 7: B nosiBuBLLEMCS OkHe BbiOOpa KIHOYEBOro KOHTEMHEpA MOCTaBbTE Mepeknovartens B
nonoxenne Computer n Haxmute Browse (PucyHok 46).

'® private certificate installation wizard |

Private key container
Type or choose private key container, comesponded to selected cedificate ﬁg

[~ Find container automatically
Key container name:
I Browse. ..

This name specifies key container for:
" User
¥ Computer

Choose CSP for key containers search:
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider |

< Back I [t > | Cancel

PucyHok 46

LWar 8: Beibepute ckonvMpoBaHHbIN paHee B Registry Krm4eBOW KOHTEMHep AN AaHHOro
ceptudukata n Haxmute OK (PucyHok 47)..

CryptoPro CSP

Select key container

0:08:31

~ View:
™ Friendly names ¥ Unigue names

Machine key container list:

0K I Cancel

PucyHok 47
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War 9: [Mocne aToro uMs KOHTEMHepa nponucbiBaeTca B okHe MacTtepa yCTaHOBKM NIUYHOMO
cepTudukata, Haxmute Next (PucyHok 48).

'® private certificate installation wizard x|

Private key container
Type or choose private key container, comesponded to selected certificate F;E

[™ Find container automatically

Key container name:
IHEGISTHY‘-—."-—.33333 Browse...

This name specifies key container for:
i User
¥ Computer

Choose CSP for key containers search:
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider |

< Back Next > e |

PucyHok 48

War 10: Beegute naponb K BolbpaHHOMY kOHTenHepy, Haxmute OK. (PncyHok 49)

£ CryptoPro CSP x|

0:08:14
?: Type password for container "33333°
==
=

Password: I I

[ save password

carcl_|

PucyHok 49
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War 11: B okHe Bbibopa xpaHunuwa cepTudmkatoB (PucyHok 50) npu konmpoBaHun CA
cepTudmKaTa BaXHO yKa3aTb Nnanky KOpHEBbIX JOBEPEHHbIX LIEHTPOB cepTudmKaLmu.
Ons atoro Haxmute Browse... n B nosiBMBLIEMCS OkHe Bblbepute Trusted root
Certification Authorities — OK (PucyHok 51). B cneaytowem okHe Haxmute Next >
(PucyHok 52).

Mpu konupoBaHun paboyero ceptudukara cneayet COrnacuTbCs C NPEASIOKEHHbIM
no ymonyaHuto xpaHunuiiem (Personal) n HaxaTtb Next >,

l"'t' Private certificate installation wizard =|

Certificate store
Choose certfficate store to install cedificate ﬁg

Selection of cerificate store constraints flag value selected earier [use user's or machine’s key)

Cerificate store name:

Personal Browse. .. |

|zing certifizate stane;

£ ser
% Computer
[ Install certificate to container
< Back Mext = Cancel

PucyHok 50

''® select Certificate Store x|

Select the certificate store you want to use.

#{__| Personal -
Trusted Root Certification Authorities
Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

1 Lintrusted Certificates I_ILI
[

[~ show physical stores

PucyHok 51
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''"® private certificate installation wizard

Certificate store

Choose cerificate store to install cedificate

x|

=

Selection of cerificate store constraints flag value selected earier (use user's or maching’s key)

Cerificate store name:

SIE L LErtm

cat

1]
(4]

[ zing certifizate store:

Browse. .. I

£ ser
= Computer
[T Install ceritficate to cortainer
< Back Mead = Cancel
PucyHok 52
War 12: MoaTBepauTe 3aBepLleHne onepaumm - Finish (PucyHok 53).
1"‘ Private certificate installation wizard x|

Completing the private certificate
installation wizard

You have successfully completed private certficate installation
wizard.
You have specified the following settings:

Get certificate -~
from file C:\ProgramData“UPServercerts\cace

cerificate name  UPServer CA cerfficate 425eabbb-83:

subject CN=UUPServer CA certfficate 425eabbt
izsLer CN=LIPServer CA certificate 425eab6t
valid from Wednesday, February 11, 2015 12:48:
valid to Tuesday, February 11, 2025 12:48:32

senal number 6BC3 2ABS FOFG BBER _Ij
< | | »

Make sure you specify the comect parameters and click Finish to

perform installation.

< Back I Finish I

Cancel |

PucyHok 53

MmnopTupoBaHue koHTeNHepa u npussa3ka ero k CA-cepTndukaTy 3aBepLueHa.
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War 13: AHanornyHeiM 06pasoM MMMNOPTUMPYNATE KOHTENHep K paboyemy ceptudukaty wu
NPUBSKUTE KOHTEWHep K ceptudmkaty (warm 1-12). lNocne 3anycTute KOHCONb
CepBepa ynpaBneHus u nepengurte Ha Bknagky Settings. B obnactu Work certificate
HaxxmuTe KHonky View... (PucyHok 54).

—Wark certificate

Organization 0= I test organization

Organization Unit o= I test organization unit

View...
Comman Mame CN= IUF‘SEr'uer work certificate <GUID = Renew |
Lifetime I 12 months Import... |
PucyHok 54
War 14: B nosiBuBIEMCS OKHe onucaHus paboyero ceptudurkarta BBEAMTE UMSA KOHTEHepa 1

napornb K HeMy, KOTopble OblnM Ha3HayeHbl MpU KOMMPOBaHMU KOHTenHepa ¢ USB-
dnew B Peectp (PucyHok 55).

Certificate description x|
Field | Value |
Version 3
Serial number 40 9EE1 31 1D 03 42 54
Signature algorithm GOST_R_341001_3411 (Crypto-Pra)

Issuer CM=UPServer CA certificate 4f90ecda-bbcl-40cc-977e-...

Valid from Thu Mar 12 10:34:07 2015

Valid to SatMar 12 10:3407 2016

Subject CM=UPServer work certificate 3342b333-bdf0-41ffb1c3...

Public key GOST R 341001(517)

Alt-subject <Mone x>

Hash MD5 47 CIC20FC387CC A9 F339EFCS5ASF4EBE2

Hash SHA1 42F3 55 CA 2E4D 87 6B Y180 EB A4EA 1A D3 EB &8C 5...
Key container name | \\REGISTRY\REGISTRY 44444
Key container password I ]

Save as... | | Ok I Cancel

PucyHok 55

Mpouecc nepeHoca Cepeepa ynpasneHus Ha HoBbl K 3aBepLueH.
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3.22.  Wmnopt koHTenHepoB k RSA-cepTudukatam

War 1: Ha HoBom TK ¢ yctaHoBneHHbiM CK3U «Kpuntollpo CSP» 1 Cepepom ynpaBneHusi
BcTaBbTe USB-thnew B USB-pasbem, a 3aTeM nosTopute warn 1-6 BKIOYUTENBHO
pasgena 3.1.2 «QKCnopT KOHTENHEPOB K RSA-cepTudmkatam.

LWar 2: B okHe koHconu ¢ gobaBneHHONM ocHacTKow B neBon obnacTtu Bbibepute Certificates
— Trusted Root Certification Authorities — Certificates. Npu 3TOM cnpaBa nosiBUTCS
CMUCOK cepTMdUKaTOB, Nexallmx B ykasaHHOW gupektopuu. [1paBoint KHOMKON MbILLN
KIMKHUTE Ha nycToM MecTe B 3ToM obnactm u Bblidbepute All Tasks -
Import...(PucyHok 56).

P= Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates)

& Fle Acton View Favorites Window Help

®%2/m|0is 5 8]m

. Console Root | IssuedTo + l Issued By l
B G Certificates (Local Computer) [a)Class 3 Public Primary Certification... Class 3 Public Primary Certification A...
@B = Personal () Copyright (c) 1997 Microsoft Corp.  Copyright (c) 1997 Microsoft Corp.
&1 (2 Trusted Root Certification Authorith | [Z]nigiCert High Assurance EVRoot CA  DigiCert High Assurance EV Root CA
| Certficates CaJEquifax Secure Certificate Authority  Equifax Secure Certificate Authority
& 8 Enterptioe Trust | C)Go Daddy Class 2 Certification Au... Go Daddy Class 2 Certification Auth...
8 ] Intermediate Certification Authorith | =y b arTrust Global Root GTE CyberTrust Global Root
- ;‘x"mm CalMcrosoft Authenticode(tm) Root ... Mcrosoft Authenticode(tm) Root Au...
& « Third-Party Root Certification Authe v*,JIVocrosoft Root Authority Microsoft Root Authority
& (2] Trusted People T,JMGOSO& Root Certificate Authority  Microsoft Root Certificate Authority
@ (] Smart Card Trusted Roots (4INO LIABILITY ACCEPTED, (c)97 V... NO LIABILITY ACCEPTED, ()97 Veri...
(] Thawte Timestamping CA Thawte Timestamping CA

CalupServer CA certificate a9083024... UPServer CA certificate a9083024-9...
3l veriSign Class 3 Public Primary Cer... VeriSign Class 3 Public Primary Certifi...

[ wress RIS
Refresh
Export List...

View 4

Arrange Icons P
Line up Icons

Help

PucyHok 56
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LWar 3: OTtkpoeTtca MacTtep umnopTa ceptudgukatoB — Certificate Import Wizard, HaxmuTe
Next > (PucyHok 57).

Certificate Import Wizard |

Welcome to the Certificate Import
Wizard

1
P | This wizard helps you copy certificates, certificate trust
\;__ %_. lists, and certificate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network:
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

= Back I Mext = I Cancel

PucyHok 57

War 3: B crnegyiowem okHe HaxmuTe KHONKy Browse pana Bbibopa nepeHocMmoro
KoHTewHepa (PucyHok 58).
x
| File to Import
Specify the file you want to import.

File name:

Browse... |

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P7B)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back I Mext = I Cancel

PucyHok 58
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War 4. Ykaxnte nyTb 0o panna ¢ ceptudukaTtoM, a Takke B none 3agaHus dopmarta
ykaxute Personal Information Exchange (*.pfx, *.p12), nu6o All Files (**) n
BblGepuTe HyXHbIN cepTudukat. Haxmute kHonky Open (PucyHok 59).

Bopen x|
ST, -
‘G\_F e~ Computer ~ UP_FLASH (E:) - - &3 [seoren (2]
Organize ~ =5 Views ~ | New Folder [ : )
Eavarite Links MName = |v| Date modified |v| Type |v| Size |v| Tac
. disk 26.04.2012 15:11  File Folder
B Desktop | 44911aff.000 21.07.2015 17:48  File Folder
M Computer | casper 26.04.2012 15:22  File Folder
EE. Documents . gate0.000 22.05.2015 15:06  File Folder
EE Pictures J install 26.04.2012 15:11  File Folder
) J syslinux 26.04.2012 17:41  File Folder
EB‘ Music )
. up_flash 28.08.2014 19:16  File Folder
(% Recently Changed CA_RSA.pfix 22,07.201512:28  Personal Inform...
EB Searches
, Public
Folders ~ 1 | _,I
File: name: ICA_F{SA,ph, j IPersonaI Information Emhangj
Cpen Cancel |
A
PucyHok 59
War 5: [MpoBepbTe NPaBUNBHOCTb YKa3aHHOTO UMEHU harna B CNeayroLleM OKHE U HaXMUTe

Next > (PucyHok 60).
x

File to Import
Spedify the file you want to impaort.

File name:

Browse... |

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)
Microsoft Serialized Certificate Store ((S5T)

Learn more about certificate file formats

< Back I Mext = I Cancel

PucyHok 60
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War 6: BBeguTte naposib Ha MMNOPTUPYEMbIN KOHTENHEP C cepTuduKaToM K Knoyom, Next >
(PucyHok 61).
x|
Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[” Enable strang private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to badk up er transpert your
keys at a later time.

¥ Indude all extended properties.

Learn more about protecting private keys

< Back I Mext = I Cancel

PucyHok 61

War 7: B okHe Bblbopa xpaHunuuia cepTUdUKaTOB NPOBEPbLTE MPABUMBHOCTL YKa3aHHOW
avnpektopun — Trusted Root Certification Authorities n Haxmute Next > (PucyHok
62).

Certificate Import Wizard |

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

" Automatically select the certificate store based on the type of certificate
%" Place all certificates in the following store
Certificate store:

Trusted Root Certification Authorities Browse... |

Learn more about certificate stores

< Back I Mext = I Cancel

PucyHok 62
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LWar 8: MoaTBepauTe 3aBeplLUEHME onepaunmn nvnopTa, Haxkae Finish (PucyHok 63).

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

= You have spedified the following settings:
[0 T o = [ m el AU tomatically determined by t
Content PFX
File Mame E:\CA_RSA.pfx
| | H

< Back I Finish I Cancel

PucyHok 63

War 9: MoatBepaute yctaHoBky CA cepTudukaTa B BbIOpaHHYO ANPEKTOPUO, HaxaB Yes
(PucyHok 64). YcnelwHoe 3aBepLueHue onepaunm (PUcyHok 65).

x

You are about to install a certificate from a certification authority
h (CA) daiming to represent:

UPServer CA certificate Seca?0f3-622f-4%e7-af5b-ede 1b2c87932

Windows cannot validate that the certificate is actually fram
“UPServer CA certificate

Seca70f3-622f-49e 7-af5b-ede 1b2c87332", You should confirm its
origin by contacting "UPServer CA certificate

Secaf0f9-622f-49e 7-afSh-ede 1b2c87332", The following number
will assist you in this process:

Thumbprint (sha1): 6444E972 CI0C3D57 S37E0B 1D S00ADSAD
aC200700

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you dick “fes” you
acknowledge this risk.

Do you want to install this certificate?

Yes | Mo I

PucyHok 64
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Certificate Import Wizard |

OK

PucyHok 65
Mpoueaypa nmnopta CA-cepTudmkaTa N CEKPETHOrO Kroya 3aBepLueHa.

Mpouenypa nepeHoca pabo4yero ceptudukata Cepsepa ynpaBneHnsa 1 CEKPETHOTO Kroya K HeMy
aHanoruyHa sbiweonucaHHon ans CA ceptudmkaTa, ogHako, NyTb XpaHeHusi paboyero
cepTudmkaTa Heckonbko oTnuyaetcs — Certificates - Personal — Certificates, nosTomy onviem
oTnunyatowmecs Wam 2 n 7.

War 2: B okHe koHconu ¢ gobaBneHHON ocHacTKow B neesomn obnactu Bbibepute Certificates
— Personal - Certificates. lNpun 3aTOM cnpasBa MOSABUTCA CMNUCOK CePTUIUKaTOB,
nexawmx B yKasaHHOW OupekTopuu. [1paBoW KHOMKOW MbIWM KIMKHUTE Ha MyCTOM
MecTe B 310l obnactu u Bbibepute All Tasks — Import...(PucyHok 66).

= Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

File  Action View Favorites Window Help

L EIETEEN

| Console Root Issued To = | Issued By |
=) Gl Certificates (Local Computer) ElUPServer work certificate 1eca70... UPServer CA certificate Seca70fg-6...
=2E PE_TSD"'E'| ﬁiiaJLIPSEr\rer work certificate 36c0d6...  UPServer CA certificate 29083b24-9...
| Certificates aluPServer work certificate 49fd2c1... UPServer CA certificate a9083024-9..,

| Trusted Root Certification Authoriti
| Enterprise Trust
| Intermediate Certification Authoriti

| Trusted Publishers All Tasks d Import...

(l’::gJUPSEI'VEF work certificate 927e50.., UPServer CA certificate Seca70f3-6...

JE2 I = = E3 3 3

—' Lln.trusted Certiﬁcates. ] Refresh Advanced Operations... #
n Third-Party Root Certification Authe Export List...

~| Trusted People P —

| Smart Card Trusted Roots View »

Arrange Icons P
Lire up Icons

Help

PucyHok 66
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War 7: B okHe BbiOOpa xpaHunuwa cepTudMKaToB NPOBEPbTE MPaABUIIBHOCTbL YKa3aHHOWN
anpektopun — Personal n Haxmnte Next > (PucyHok 67).

Certificate Import Wizard x|

Certificate Store

Cerfificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

" Automatically select the certificate store based on the type of certificate
¥ Place all certificates in the following store

Certificate store:

Perzonal Browse. .. |

Learn more about certificate stores

< Back I Mext = I Cancel

PucyHok 67

Mpouecc nepeHoca Cepeepa ynpaBnenus Ha Hoebil K 3aBepLueH.

Copyright © S-Terra CSP 2003 -2015 37



	1. Предварительные условия
	2. Сценарий обновления Сервера управления с версии 3.11 до версии 4.1
	3. Сценарий переноса Сервера управления версии 4.1 на другой компьютер
	3.1. Сбор и сохранение данных Сервера управления
	3.1.1. Экспорт контейнеров к ГОСТ-сертификатам
	3.1.2. Экспорт контейнеров к RSA-сертификатам

	3.2. Восстановление данных на новом ПК
	3.2.1. Импорт контейнеров к ГОСТ-сертификатам
	3.2.2. Импорт контейнеров к RSA-сертификатам



