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WHcTpyKuMa no noarotoske K pabote moayns
Cisco

Mogynb UCS-EN120SRU paboTtaeT Ha maplipyTnsatopax Cisco ISR BToporo nokoneHnus (cepum
2900, 3900), Ha mapLipyTr3aTopax 4331, 4351, a Takke cepumn 4451-X.

Hanee B gokymeHTaumm mogynb UCS-EN120SRU 6yaem HasbiBaTb «Moaynb Cisco» unm «Moayrnby.

AnnapaTHO Mogynb nNpeacTaBnsieT coboi BelYMCIUTENbHYIO NnaTgopMy Ha 6a3e npoueccopa Sandy
Bridge-Mobile, 1,2/1,6 I'Tu, 4 I'6 DRAM, He meHee 500 6 NOCTOAHHOW NaMsITX, pasMeLLEHHYO Ha
ogHoM nnu aByx (RAID-1) eCTKux guckax.

Mogaynb pabotaet He3aBucumo ot OC mapLupyTmsaTopa, Bce 0OMeHbl MEXAy HUMU NPOU3BOAATCS
TONbKO Mo ceTu. MapLupyTrsaTopbl BTOpPOro nokoneHunsa paboratoT nog ynpasneHmem OC Cisco 10S
Bepcun 15.2(4)M v Bbiwe, mapipyTtusatopbl 4331, 4351, 4451 — nog ynpasneHnem OC Cisco 10S XE
3.9S un BbiLWe.

Ha mogynb yctanasnusaetcs N0 «[lporpammHubin komnnekc C-Teppa LWnto3. Bepcusa 4.1» (ganee
MOXeT BCTpeyaTbca HaumeHoBaHue «C-Teppa LLnto3», «S-Terra Gate», «[poaykTy»),
dyHKUMoHMpYytowmi nog ynpaeneHnem OC Debian GNU/Linux 6 n yaoBneTBopstoLmii TpeboBaHMAM
knacca 3awmutbl KC1.

Moaynbe MOXeT NPUMEHATLCS AN 3aWwnThl Tpadmka cpegHero ogouca — HECKONbKO COTEH paboymx
mMecT. B coctaBe mappyTtmnsatopos cepunt 3900, B KOTOpPbIE MOXXHO YCTaHOBUTL OT 2 A0 4 Moaynen,
MOXET MCNONb30BaTbCs Ha y3nax KOHLUEHTpaLmmn Tpadmka MHOXECTBA PErMoHarnbHbIX CETEN, a Takke
B KPYMHbIX CETAX yAaneHHoro 4ocTyna nonb3oBaTenen.

Mogynb Cisco moxeTt nogaepxumeatb o 500 IPsec TyHHenewn.

B aTOM AOKYMEHTE OnMcaHo Kak nogrotoBmTb Moaynb Cisco kK paboTe — yCTaHOBUTL MOAYIb B
MapLUpyTU3aTop, UHULMANU3NpoBaTb Ha HEM NPOrpaMMHbIA koMmnneke S-Terra Gate n co3gaTtb
NOoKanbHYK NonuTuKy 6e3onacHocTn. 30eck AaHbl TOMBKO MUHUMAanbHbIE CBeaeHUs, bonee
JeTanbHy MHOPMaLUIO NO HACTPOVike MOAYNA 1 ero paboTe MOXHO HaWTW B JOKYMEHTE:
«lMporpammHbIn komnnekc C-Teppa LLUnto3. Bepcus 4.1. PykoBoACTBO NO yCTAaHOBKE U HACTPOViKe
mogyns Cisco» [1].

PucyHok 1
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KoMnnekT nocTaBKu

B komnnekT noctaeku «lMporpammHoro komnnekca C-Teppa LUnto3. Bepcus 4.1» BXogdr:
moaynb CisCO C O4HMM Unn ABYMS XECTKUMU JUCKaMM, HA KOTOPbIX:
e ycraHoBrneHa OC Debian GNU/Linux 6

e MoAroTOBMEHbI K MHMUManm3aummn «lMporpaMmHbii komnnekc C-Teppa LUnto3. Bepcus 4.1» n
CK3U «Kpuntollpo CSP 3.6R4/3.9»

AOKYMEHTbI B 3JIeKTPOHHOM BuAe:
o Konusa ceptudukata coorsetctaug ®Cb Poccun
e Konus ceptudumkata coorsetcteusa PCTIK Poccum

e JlueH3noHHOe cornalieHve o npaee nonb3oBaHus «lporpamMmMHbiM komnnekcom C-Teppa
Lnto3. Bepcuna 4.1» npomssoactea OO0 «C-Teppa Cnudcllnx»

AOKYMEeHTbI B Ne4yaTHOM Buge:
e [onorpacuyeckunin cneumanbHbin 3awmMTHbIM 3Hak PCTOK Poccum

¢ JlnueHsna Ha ncnonb3oBaHne nporpamMmmHoro npogykra «Kpuntollpo CSP Driver Bepcun
3.6R4/3.9» (ecnu ncnonb3yetca CK3U «Kpuntollpo CSP»).

e JlnueHsuns Ha ucnonb3oBaHme «lMporpammHoro komnnekca C-Teppa LUnto3. Bepcus 4.1».

Ha cawnte komnanun no agpecy http://www.s-terra.com/support/documents/ver41/ MoXHO B3ATb
cnegywlowmne matepuvansl:

e B pasgene «C-Teppa LUnto3» - NpaBuna nonb3oBaHus, Popmynspbl, PykoBoacTBo
agMuHMUCTpaTopa

e B pasgene ((MOﬂ,yJ'IVI» — KOMMNMEKT MaTepunanos Ansa BOCCTaHOBIIEHUA:!

e S-Terra Gate Disk Image (o6pa3 »xecTkoro gucka u NpunoxeHue k MHCTpykumm no
BoccTaHoBneHuto MAK);

e S-Terra Gate Recovery CD (MO gnsa BoccTaHoBneHUst obpasa gucka u MHCTpykuuns
no socctaHosreHuto MNMAK).
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[ogroToBKa moAayns K paboTte

MogroToBka moayns Cisco k pa60Te OCyLEeCTBIAETCA B HECKOJIbKO 3Tanos:

War 1:
War 2:
War 3:
LWar 4:
War 5:

YcTaHoBKa Moayns B MapLupyTm3aTop.

MHuumanusaumusa S-Terra Gate Ha mofyne.

MoakntoyeHne mapLupyTmM3aTopa ¢ MOAyNnem K KOopnopaTuMBHON ceTu.
HacTpolika nokanbHoM nonnTnkmn 6e3onacHoCTu.

[MpoBepka yHKLNOHUPOBAHUSA MOAYNS.

C-Teppa LLntwo3
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YcTaHoBKa MOAynsi B MapLupyTU3aTop

Mepen yctaHoBkon moayns Cisco B MapLupyTu3aTop 03HakoMbTeCh ¢ «Mepamn 6e3onacHocTv u
npaBunamMu aKkcniyaTaummy, a Takke MeToA0M 3aLUuUThl OT CTAaTUYECKOrO ANEKTPUYECTBA,
OMWCaHHbIMMK B JOKYMeHTe [1].

Note

MapwpyTtmsatopbl Cisco 3900 ISR G2 u Cisco ISR 4451-X noagepXuBarT pPeXuM
["opsiuen 3aMeHsbl, T.e. yCTaHOBKY/U3BNe4YeHne Moayns Bo Bpems paboThbl
MapLupyTusaTtopa.

CnenyeT umeTb BBUAY, YTO MapLupyTmusaTopbl cepum ISR G2 2900 He nogaepxuearoT
OaHHOTO pexunma, a 3HauUT HeoOXOAMMO OTKITHYNTL ANEKTPUYECKOE NMUTAHNE U
OTCOEeAMHUTb ceTeBble kKabenu nepen yCTaHOBKOW/M3BNeYeHnemM Moayns Bo
nsbexaHne NopaKeHUs1 SNEKTPUYECKMM TOKOM.

CeTteBon moaynb Cisco MOXeT ObITb YyCTaHOBIEH B Single-wide SM cnoT Ha mapLwpyTtmnsaTtopax Cisco
2911, 2921, 2951, 3925, 3945, 3925e, 3945e, 4451. bonee noapobHyo NHGHOPMALMIO O KONNYeCTBe
1 pacnonoxeHun SM cnoToB cMOTpuTe B JOKyMeHTe [1].

[na yctaHOBKM MOAYNS BbINONIHUTE BCE AECTBMS, ONUCaHHbIE B rMaee 4 «YCTaHOBKa MOAYNS B
MapLUpyTU3aTop» OOKyMeHTa [1], a UMEHHO:

War 1: TpaHcdopMupyiTe cnoT bonbluero pasmepa B cnotT single-wide, ecnv HeobxogmMmo, U
ycTaHoBuTe B Hero moaynb Cisco
War 2: coeanHuTe kabenem BHeLHUN ceTeBon MHTepdenc mogynsa Gigabit Ethernet (GE2) ¢
KoprnopaT1BHOWN CETbIO
War 3: BKITIOYMTE 3NEKTpPonUTaHMe maplipyTmu3aTtopa (ecnv He ucrnonb3oBarncs pexum [fopsyen
3amMeHbl Mogyris)
War 4: npoBepbTe, YTO Ha MapLUpyTU3aTope YCTaHOBIEeHa npaBuiibHas BepCUs onepaumoHHON
cuctemsl Cisco 10S.
War 5: ybegutechb, 4to IOS pacnosHana mogynb Cisco, Ons 3TOro WUCMNOMb3ywTe OOHY M3
cnenyroLmnx KomaHga;
ONd BbIBOJA Ha 3KpaH JaHHbIX 0 BCel cucteme ucnonb3ynte komaHay show platform:
Router# show platform
BbIBOAUMAA MHOpMaLUnUsa No 3TOW KOMaHAe OOShPKHa coAepxaTb 3anvcu crieayroLero
BMaa:
Router# show platform
Chassis type: ISR4451/K9
Slot Type State Insert time (ago)
0 ISR4451/K9 ok 1d01h
0/0 ISR4400-4X1GE ok 1d01h
1 ISR4451 /K9 ok 1d01h
1/0 UCS-E160DP-M1/K9 ok 1d01h
2 ISR4451/K9 ok 1d01h
RO ISR4451/K9 ok, active 1d01h
FO ISR4451/K9 ok, active 1d01h
PO XXX -XXXX-XX ok 1d01h
P1 Unknown Ps, 1d01h
P2 ACS-4450-FANASSY ok 1d01h
Slot CPLD Version Firmware Version
0 12090323 12.2(20120829:165313)
1 12090323 12.2(20120829:165313)
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2 12090323 12.2(20120829:165313)
RO 12090323 12.2(20120829:165313)
FO 12090323 12.2(20120829:165313)

Anga noaTeepxaeHus Toro, 4to I0S pacnosHana moaynb Cisco, Mcnonb3ynte KomaHay
show hw-module subslot all oir:

Router# show hw-module subslot all oir

Module Model Operational Status
subslot 0/0 ISR4451-X-4X1GE ok
subslot 1/0 UCS-E140S-M1/K9 ok
subslot 2/0 UCS-E140S-M1/K9 ok

ecnu IOS pacnosHan moaynb, To cBetoguonq PWR Ha nepegHen naHenu mogyns
3aropuTcd XenTbiM, a B KOHGUrypauum mapLupyTnsaTopa nosaBUTCs HOBbIN MHTEPENC:

interface ucse 1/0
shutdown
no keepalive

LWar 6: nepen HacCTPOWKOW MOAYNA cAenaeMm 3TOT UHTepdenc akTUBHbIM M Ha3Ha4YuM emy
agpec. Cnegywowmne KOMaHAbl BbIMOSHATCA MPUM MCMOMb30BaHUN MapLUpyTU3aTOpPOB
Cisco 2900, 3900 ISR G2:

Router # configure terminal

Router (config)# interface ucse 1/0

Router (config-if)# 1ip address 192.168.1.1 255.255.255.0
Router (config-if)# no shut

Router (config-if)# end

Router # show running-config

npu ucnonb3oBaHun mapwpytusatopoB Cisco ISR 4331, 4351, 4451-X BbINOMHUM
KOMaHgpbl:

Router # configure terminal

Router (config) # interface ucse 1/0/0

Router (config-if)# 1ip address 192.168.1.1 255.255.255.0
Router (config-if)# no shut

Router (config-if)# end

Router # show running-config

LWar 7: ANa JOCTyna K KOHCONM BBeAUTE KOMaHAbl (JTOrMH U naponb No ymonyaHuio — admin v
password):

Router# ucse 1 session imc
Trying 192.168.0.254, 2066 ... Open

Unknown login: admin

Password:

Unknown # connect host

CISCO Serial Over LAN:

Close Network Connection to Exit

Ha aTom atane MOXHO HaunMHaTb NHULMaNN3auUuio.

[nsa Beixoga n3 ceccun HaxmuTe "Ctrl-Shift-6” 3atem knasuwy "x”. B
%‘ nosiBuBLemcsa npomTe |OS HabepuTe kKomaHay: ucse 1 session host clear

Note n Haxxmute Enter.
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Wununanusaumsa «Mporpammuoro komnnekca C-Teppa
LLinto3» npu nepsom cTapTe

YKecTkui guck/anckm moaynsa cogepxar:
e yctaHoBrneHHyto OC Debian 6

e YCTaHOBIEHHbIV U NOArOTOBMEHHBIN K MHUUManu3aumm «lporpammHein komnnekc C-Teppa
LWnto3» n CK3N «Kpuntollpo CSP 3.6R4/3.9».

[na paboTbl yCTaHOBNEHHbIX NMPOAYKTOB HEOOX0AUMMO NPOBECTM Npoueaypy HayanbHON
WHULManu3aumm npu nepeom crapte moayns. NMoapobHo npouecc nHmumanusauum S-Terra Gate Ha
Mozyne onucaH B gokymeHTe [1]. Ho ecnu kpaTko, TO npouecc MHuumanm3auum npomcxoauT
cnegyroLmnm obpasom.

WHunumanmsaums 3anyckaeTcs agMUMHACTPATOPOM MpU MOMOLLM CKpUNTa Npu NepBoM cTapTe Mogyns.
B avanoroBom pexume npegnaraeTtcs:

e BBECTM NMULEH3NOHHYI0 MHdopmaunto ans «Kpuntollpo CSP»
e VHMUManNM3MpoBaTb HayanbHoe 3HaveHne [CYH anga ncnonHeHus knacca 3awmTsl KC1
e BBECTU NULEH3MOHHY0 nHdopmauuio ansa C-Teppa LUntos.

Mocne aToro, 3anyckaTca Heobxoanmble npouecchl. [1pu 3ToM 0 HoOpManbHOM PYHKLMOHMPOBAHUMN
MOAYNSI FOBOPUT ropsiLmiA 3eneHbiM nHankatop PWR.

Ha aTom nHuMumanusauusi 3akaH4mMBaeTcs. B npouecce nHuumManmsaumm co3gaetcs nonb3oBaresb C
UmMeHeM "cscons” 1 naponem "csp”, KOTOPbIM MOXHO BoWTK B Cisco-like uHTepdenc komangHon
ctpokm (CLI), a B OC — nonb3oBaTtenem "root” (M3Ha4anbHO 6€3 napons).

[ocTyn B cuctemMy BO3MOXEH Takke yaaneHHo — no npoTokony SSH.

Mocne uHnymanusaumm MNMpoaykra, CoBeTYEM U3MEHUTbL Naposib

%‘ none3oBaTtenein "root” n “cscons”. OTa npoueaypa onucaHa B JOKYMeHTe
Note «lMporpammHbin komnnekc C-Teppa LUnto3. Bepcusa 4.1. Hactpoiika
LLUNt03ay.

Mepen BbIKMOYEHNEM MapLUPYTU3aTOpPa, KenaTenbHO OCTaHOBUTb
%4 paboty OC c nomoLblo koMmaHabl “poweroff’, KoTopylo MOXHO BBECTU B
Note Linux shell, unu ua CLI — "run /sbin/poweroff’. Takoro xe pesynbTaTa
MOXHO JOCTUTHYTb, HaXaB KHONKy ”Shutdown” Ha nepegHen naHenu
moayns (v nogoxaae okorio 10 cekyHa). MNepesanycTuTb MOAYNb MOXHO
MOBTOPHbIM HaXXaTUeM 3TOW e KHOMKMK.
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[oakntouyeHne K NoKanbHOW CeTy

[1Be BO3MOXHbIE CXxeMbl NOAKIOYEHUsT MapLlpyTU3aTopa ¢ Mogyrnem Cisco B NlokanbHYHO CeTb
npuBeneHbl HMxe (PUCYHOK 2).

Internet )
Cisco o - Cisco
2900/3900/4331/ 2900/3900/4331/
4351/4451 5 4351/4451
Moaynk Cisco
Site A Mopayns Cisco
PucyHok 2

B npocTtenwem cnydae, moaynb (Site A), NOAKNIOYEHHbIN K NOKanbHOW CETU, UCMOMNb3YeTCH Kak
default gateway Bo BHeLIHMIA Mup. B Takol cxeme Moaynb nNponyckaeT vYepes cebs Becb Tpaduk, npu
3TOM ocylecTBnAs wWudgpoBaHue/pacundpoBaHne TONbKO HEOOXOAUMBIX COeanHeHWI. B
HacTosILLLEM JOKYMEHTE Mbl Byaem paccmaTpmBaTb MMEHHO TaKOM BapuaHT.

B 6onee crnoxHom cny4vae, korga Heob6XxoAMMO NOAKIMIYUTL MapLLPYTU3aToOP HEMOCPEACTBEHHO K
NoKanbHOW ceTun (Hanpumep, A4ns Ucnonb3oBaHus ero B kadectee DHCP cepsepa), ponb default
gateway MOXeT BbINOMHATL MapLLpyTU3aTop, Npu 3TOM nepeHanpasnsas Tpaduk, nognexawun
WwndpoBaHmio/pacumndposaHuio Ha mogynb Cisco. Kak BUAHO 13 pucyHka (Site B), npm aTom MOXHO
NCcnonb3oBaTh TOSMLKO OAMH BHYTPEHHUI MHTepdenc Moayns, BHELLHUI Xe OCTaBUTb B pe3epBse.

B nobom cnyyae, xenatenbHO Ncnonb3oBaTtb 6oraTele BO3MOXHOCTM |OS MaplipyTmudatopa ans
NMOAKIYEHUS ceTn K Internet.

[na ny4ywero noHMMaHus cnocoboB HACTPOMKM MOAYNS PACCMOTPUM apXUTEKTYPY €ro NporpaMmMHoro
obecneyeHus.
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Apxutektypa MO C-Teppa Winto3

dyHKUMOHanbHOCTb Moaynsa Cisco obecneyvBaeT nporpammHbIi NpoaykT C-Teppa LUntos, koTopbii
COCTOWT M3 CrieaytoLLMX OCHOBHbIX YacTel:

e VPN daemon (gemoH)
e VPN driver (gpariBep)
e Cisco-like console (CLI koHCcOMb)
e Command Line Utilities (ytnnnthbl)
o KnmeHT ynpasneHua K1
e baa3a Npoaykra.

PaccmoTpuM Kaxabli U3 HUX.

HdeMoH (vpnsvc) — ocHOBHas YacTb NPOAYKTa, koTopas peanuayeT npotokon IKE, o6ecneunBaet
paboTy c 6a3on IPsec SA, B3aUMOAENCTBYET C ApaiBepomM, 3arpyxasi B Hero KOHUrypaLnoHHyo
nHpopmaumo n obpabaTbiBas ero 3anpockl Ha co3gaHne SA. Kpome 3Toro, B JEMOHE BbINOSHAETCS
BCsl paboTa ¢ cepTudukatamm, cobbiTUIAHOE NPOTOKONMPOBaHUE, cO0p CTAaTUCTUKN U peanuM3oBaHa
nognepxka npotokonos SNMP, LDAP, SYSLOG.

PaboTta pemoHa ynpasnseTcs cneumnanbHbiM onncaHmem — Local Security Policy (LSP). LSP (u1nu
“native configuration”) umeeT TekCToBOE NpeAcTaBreHne n MOXeT OblTb 3arpyxeHa B 4EMOH
nonb3oBaTeniemM KOHCOMNM Unn BbI30BOM yTunuT. [pu 3arpyske HoBon LSP Bce cyulecTtBylowme SA
YHUYTOXalTCS.

OcHoBHas 3agadva gpanBepa — nepexsar, punbTpaumsa n obpaboTtka nakeToB. [lepexBaTvB naker,
ApanBep cpaBHMBaET €ro Co CNMckom uUnbLTPOB U, NPV COBNaeHn napaMmeTpoB nakeTa (agpeca,
nopTbl, NPOTOKON) C NapameTpamu punbTpa nmbo BeinonHAET 06paboTky nakeTa, Nnbo nponyckaeT
ero ganblue 6e3 06paboTkn, MO0 YHUUTOXAET NakerT.

MapameTpbl bUNbTPOB M ONMcaHue AeNCTBUSI, KOTOPOE HEOOXOAMMO BbINOSHUTL C MAKETOM,
3arpyxatoTcs eMOHOM B ipanBep npu 3arpyske LSP.

KoHconb (CLI) npegocraenset nonb3osaTtento MHTepdenc B ctune komaHgHon ctpokn Cisco 10S.
Habop komaHg KOHCONW ABNSETCA NOAMHOXECTBOM KOMaHg, |0S, ¢ HEKOTOPLIMU OrpaHNYEHUSMU
YHKLMOHANbHOCTM U HEBOMNBbLUMMW AOMONHUTENBHLIMU BO3MOXHOCTAMU. Kak 1y 10S, y KoHconu
€CTb NPMBUNErMPOBaHHBIN U KOHPUrypaunoHHbi pexunmel (configure terminal). OgHako, cnegyet
OTMETUTb, YTO (B oTNMN4mne ot I0S) n3MeHeHns HaCcTPOeK BCTYNalT B JENCTBME He cpasdy, a TONbKO
nocne BbIXx0A4a U3 KOHUIrypaunoHHOro pexnma; B aToT MomeHT Cisco-like koHurypaums
aBTOMaTUYECKM KOHBEPTMPYETCH B native-KoHMUrypaumio n 3arpyxaeTcs B VPNsSvce.

CLI koHconb Ha caMoM fierne aBnsieTcsa cneunansbHbiM shell-om no ymonyaHuio ans
npeaonpeaeneHHoro nosb3oBarterns “cscons” 1 Bcex nonb3oBarernen, kotopble co3gatoTtcs B CLI
KoHurypauuun. OctanbHble nonb3oBaTenu, Hanpumep “root”, npu Bxoge nonagatT B OC Debian.

YTunutbl cnyxat ans obuero ynpaeneHus Mpoaykrom. OHM NO3BOMSIOT 3arpyXaTb U
npocMaTtpueatb LSP, peructpuposats B MpoaykTe cepTudmkaThl U KIo4m, Nonydatb pasninyHyto
MHcpopMaLMIo O TeKyLLeM cocTosiHuM MpogykTa.

YTunutbl MOryT GbITb Bbi3BaHbl U3 CLI KOHCONM C NCMONb30BaHMEM CrieLmanbHON KoMaHabl run.

KnuenT ynpasneHus KI1 — knueHTckas yacTb «[porpammHoro npoaykta C-Teppa KI1. Bepcus 4.1»,
yCTaHaBMMBaETCA Ha ynpaBrsieMoe YCTPONCTBO C MHCTANMpoBaHHbIM npoayktom C-Teppa Lnto3. B
coctaB npoaykra C-Teppa Kl Bxoaut Cepsep ynpaBneHus, ycTaHaBNMBaeMbI Ha BblAENEHHbIN
KOMMNbIOTEP, U NpeAHa3HadYeH Ana ynpaBneHus npoueccomMm obHoBNeHns npoayktoB C-Teppa AreHT u
UX HaCTPOeK, MHCTanNMPOBaHHbIX Ha yrNpaBnsieMbIX YCTPOMUCTBaX.
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Basa NpoaykTa — B Hel XxpaHaTcs cepTudukaTbl, NpeaonpeaeneHHble Koyn, CMCoK MHTepdencos,
noKarnbHble HAaCTPOWKM pasnuyHbiX MOAYMEN, NoKanbHas nonuTuka 6esonacHocTy u ap.

anIMepr B3aMMOAeNCTBUSA ONUCAHHbIX KOMMNOHEHT

Mepen co3pgaHnemM KOHUIypaLum ¢ MOMOLLLIO UHTepdenca KOMaHOHOW CTPOKN, HYXKHO
3aperncTpmpoBaThb NnokanbHbIV cepTudukat B 6ase Npoaykra, ncnonb3ys yTunuTy. 3atem 3anycTuTtb
KOHCOMb M co3aaTb B Hen KoHdurypaumio. Mpu Bbixoae M3 KOHUIrypaLMoOHHOTO peXmuMa KOHCOMu
KOHpUrypaumsi KOHBEpTMPYETCH, 3arpyxaeTcs Ha W3 6e3onacHoCcTM 1 xpaHuTcsa B 6ase NpoaykTa.
Ucnonbays yTunuty, KOHOUrypaumo MOXHO BbIrPY3UTb U3 LLMO3a, 1 NPU 3TOM 3arpy3nTcs nonuMTuka
DDP. BbIrpy>XeHHYI0 KOHOUIypaLuio MOXHO OMNSiTb 3arpy3vTb Ha Lwo3 6e3onacHocTu.
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[pumep Tononoruu

B kauecTtBe npumepa paccmMoTpum BapmaHT HacTponkn LAN-to-LAN IPsec/VPN TyHHens mexay
OByMsi opucamu, coeguHeHHbIMU Yepes ceTb Internet (PucyHok 3).

Mogaynb Cisco, NoaKnioYeHHbIV BHELLUHUM UHTePENCOM K NoKasibHOM ceTu, ByaeT BbINOSHATL posb
Lunto3a 6e3onacHoCT, a MapLpyTU3aTop — PYHKLUMKU NOAKMIOYEHUs ceTu K Internet. OCHOBHOM
3agaveit Mogyns npu atom 6yaeT wWndposaHue Tpaduka, a pyHKUMK Firewall MOXXHO BO3NOXUTb
nmbo Ha mapLupyTusaTop, 6o Ha MoayIb.

GigabitEthernet 0/0 GigabitEthernet 0/2

GigabitEthernet 0/2 GigabitEthernet 0/0

Gw1 Gw2

g { { I =

SN1 : : SN2

Router Router

ucse 1/0 ucse 1/0

YcnoBHbie 0603Ha4YeHNA

AgpecHoe NPOCTPaHCTBO C z S-Terra

@ yposHem aosepua 0 € > Omxpumii Tpacpuk (IP) ﬂ Gate
(WHTepHeT)

O 3awuwaeMas noaceTs ¢ DNNNNNNNY VPN TyRHens (IPSec ESP) e Cisco 108 Router
yposHem nosepus 1

[5777] VPN Tynens (IPSec AH) Lt

PucyHok 3

HacTtpovika MapLipyTU3aTopoB CIOXHOCTM HE NPEACTAaBMSAET U XOPOLLO OnMcaHa B MHOMOUYUCTIEHHbIX
npuMmepax Ha wWww.cisco.com. Npreegem nuilb HECKOMbKO CCbINOK No HacTpowke [0S Firewall n
access-lists:

http://www.cisco.com/en/US/tech/tk648/tk361/tech configuration examples list.html
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HacTpoiika nonuTky 6e30nacHOCTY LWN030B

HacTtpolika IPsec TyHHenen Ha mogyne Mano oTnmyaeTcs oT HacTpounku B 10S. B CLI moaynst MOXHO
Mcnonb3oBaTh Te e KOMaHAbl U CUHTaKCcuC, Kak u B 10S.

Byaoewm npegnonarate, YTO MHULMANM3aUus NPOrpamMMHOro oGecneyeHnst ke BbINosHeHa Tak, YTo
MOAYINb UMEET HyXHble IP-aapeca Ha nHTepdeincax.

Ona npumepa HacTponku S-Terra Gate cobepem ctera (PucyHok 4). CueHapui unntoctpupyeT
MOCTPOEHME 3aLUMLLEHHOrO coeanHeHnsa Mexay AByms nogcetamv SN1 n SN2, kotopble
3awmwatoTtes wodamu 6esonacHoctu B Buge moayns Cisco. ina sawmtel 6yaet noctpoeH VPN
TYHHenb Mmexay yctponctsammu mogyrnb Cisco-1 n moayne Cisco-2. Yctporictea IPHost1 n IPHost2
cMoryT obLaTeca mexay coboin no 3awmiieHHomy kaHany (VPN). Bce ocTtanbHble coeanHeHns
paspeLleHbl, HO 3awmiaTbesa He 6yayT. Mapwpytmnsatopsl Cisco 6yayT HacTpoeHbl ctatudeckn NAT-
npoBaTb BHYTpPEeHHNe agpeca mogynen Cisco B CBou BHellHWe secondary-agpeca.

B pamkax gaHHoro cueHapus ons ayteHTudpumkaumm naptHepbl 6yayT ncnonb3oBatb cepTudumkaTol. B
KauyecTBe kpuntonpoBangepa 6yaoeT ucnonb3oraH «Kpuntollpo CSP» Bepcum 3.6R4. Moaynb Cisco ¢
MO C-Teppa LLUnto3 4.1.

MapameTpbl 3aLLULLEHHOTO COEANHEHNS:
¢ |KE napameTpsbl:
e AyTeHTudukaumsa Ha ceptudpmkatax — GOST R 34.10-2001 Signature;
e Anroputm wudpposaHua — GOST 28147-89 Encryption;
e AnropuTtm BbluncrieHns xew-gyHkunn — GOST R 34.11-94 Hash;
e [pynna Quddu-Xennmana — VKO GOST R 34.10-2001;
e |Psec napameTpbl:
e ESP anroputm wndpoBaHus — ESP_GOST-4M-IMIT cipher.

10.0.0.1 10.0.0.3
Sacondary Sacondary
192.168.1.1 10.0.0.2 10.004 192.168.2.1
N Gi0/0 Gi0V0 @ Gioi2 o
/s - = /S
S : Router2 . S
IPHost1 — |mogynek Cisco-1 Router1 mopynt Cisco-2 IPHost2
1921681100 @B (GW1) - (GW2) 2 192.168.2.100
- & %
= S §
0 = n
PucyHok 4
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MpenBapuTenbHbIe HACTPOUKY

Mepen co3pgaHnem 3alMLLEHHOTO CoOeANHEHNST HEOBXOANMO HaCcTPOUTL MapLUPYTU3aLnIo 1
y6eanTbCcs B TOM, 4YTO Ha YCTPOMCTBaX CTeHAa cAenaHbl KOPPEKTHbIE HAacTponkn. [Anga aToro:

Ha yctpowncteax Host1 n Host2 sagagum IP-agpeca, a Takke agpeca MapLupyTM3aTopoB Mno
ymonyaHuio (default gateway):

e Ha Host1 B kayecTBe LM03a N0 YMONYaHUIO HasHauum IP-agpec BHyTpeHHero nHrepdgenca
wnto3a 6esonacHoctn moayns Cisco-1 (GW1) — 192.168.1.1.

e Ha Host2 B kayecTBe LUM03a N0 YMONYaHMIO HasHauum |IP-agpec BHyTpeHHero nHrepdenica
wno3a 6esonacHoctn mogynsa Cisco-2 (GW2) — 192.168.2.1.

Hoctyn k koHconu moayns Cisco-1 npoussoanTcs Yepes MaplipytusaTop Router1 komaHaom: ucse 1
session host, npu aTOM MHTEpenc ucse1/0 Ha mapLupyTmsaTope Router1 gomkeH 6bITb NOAHAT U
nmeTb IP-agpec. Jlornyeckoe ceTeBoe NOAKIOYEHNE MapLUpyTU3aTopa 1 Mogyns NpeacTaBneHo Ha

PucyHok 5.
10.0.0.1
Secondary:
192.168.1.1 192.168.100.2 192.168.100.1 10.0.02

Gios2

{eth2)

mopynt Cisco-1 Router1
(GW1)

Gi0/0 ucsel/0
(eth0)

NAT:
192.168.100.2 <> 10.0.0.2

PucyHok 5

BosBpart K KOHCONM CiSCO MOXHO OCYLLEeCTBUTL, Nocrnae Brake-curHan (Haxatb Ctrl+Shift+6, a nocne
HaxaTb X).

Ha mappyTtusaTtope Router1 Heob6xoammo HacTpouTh IP-agpec nHtepdgenca ucse 1/0 ang cessu ¢
mogynem Cisco, a Tak xe ctatnyeckui NAT, koTopbin 6ygeT npeobpasoBbiBaTb BHYTPEHHUI agpec
GW1 (192.168.100.2) Bo BHewwHuI secondary-agpec (10.0.0.1) n HaobopoT:

interface GigabitEthernet0/0

ip address 10.0.0.1 255.255.255.0

ip address 10.0.0.2 255.255.255.0 secondary
ip nat outside

|

!

interface ucse 1/0

ip address 192.168.100.1 255.255.255.0

ip nat inside

|

ip nat inside source static 192.168.100.2 10.0.0.2
ip route 0.0.0.0 0.0.0.0 10.0.0.3

MapLpyTtunsaTtop Router2 HacTpamBaeTcsa aHanornyHo Router1. BHYTpeHHAS ceTb Mexay Moaynem
Cisco n mappyTtmsatopom — 192.168.101.0/24.
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Hactpoum nHtepdencsl LLntosa 6eszonacHoctn moayns Cisco-1 (GW 1) cornacHo cxeme cTeHaa, ans
3TOro nepengem B cisco-like koHconb:

root@sterragate:~# cs console

sterragate>en

Password: (1o yMOJIYaHMIO — CSpP)

sterragate#conf t

sterragate (config) #interface GigabitEthernet 0/0

sterragate (config-if) #ip address 192.168.100.2 255.255.255.0
sterragate (config-if) #no shutdown

sterragate (config-if) #exit

sterragate (config) #interface GigabitEthernet 0/2

sterragate (config-if) #ip address 192.168.1.1 255.255.255.0
sterragate (config-if) #no shutdown

sterragate (config-if) #fexit

sterragate (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.1

sterragate (config) #end
sterragatefexit

HacTpowika nHtepdpencos LLnto3a 6e3onacHoctn moayns Cisco-2 (GW2) nponssoguntcs
aHanorm4yHbIM obpasom.

Pernctpauusa CA ceptuchukara (ceptuchukara YL)

Onsa pernctpauun CA ceptudukata (ceptudukata YL) Heob6xoanmo BbINONHUTL creayoLime

JencTBus:
LWar 1: yCcTaHoBuTe npaBunbHOe cuctemHoe Bpemsi. Hanpumep, 10 anpens 2013 roga 13:15:
root@sterragate:~# date 041013152013
Wed Apr 10 13:15:00 UTC 2013
Lar 2: cosfanTe nanky /certs:
root@sterragate:~# mkdir /certs
War 3: pocTtaBbTe pain CA cepTudmkata Ha w3 ©Oe3onacHoCTU B npenBapuTenbHO
CO3[aHHbIN Ha HeM KaTanor /certs. [Jnsg 4OCTaBKM MOXHO BOCNOMb30BaTLCA YTUUTOMN
pscp.exe U3 nakeTta Putty, npuMeHUB KoMaHay:
pscp <CA file path>/<CA file name> root@<gate address>:/<path>
Hanpumep:
pscp D:\ca.cer root@192.168.1.1:/certs
Store key in cache? (y/n)
root@192.168.1.1"'s password:
BaxHo: Cpefa nepegayn B 9TOM crnydae JOSPKHA ObiTb JOBEPEHHON.
War 4. C MNOMOLLUBIO YTUNUTBI cert mgr, BXoAasuwen B coctaB npoaykra C-Teppa LUnios,

3aperncTpupynte ceptudukart B 6a3e npoaykra:

root@sterragate: ~# cert mgr import -f /certs/ca.cer -t

1 OK C=RU, L=Moscow,0=S-Terra CSP,0OU=Research, CN=CA-W2008SP1-
X64-CA

MapameTp -t B AaHHOW KOMaHAe yKasblBaeT Ha TO, YTO UMMOPTUPYEMBIN cepTUdUKAT — KOPHEBON
(ceptndukat YLI).
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Perncrpaums nokanbHoro ceptudmkara

[nsa perncrtpaumm nokanbHOro ceptudukarta B 6ase npoaykra BeINONHUTE Cneaylolne AenCcTBus:

War 1: cdhopmMupyiTe 3anpoc Ha ceptuduKaTr C UCMONb3OBaHMEM YTUIUTBI cert mgr,
Hanpuwmep:

root@sterragate: ~# cert mgr create -subj
"C=RU, OU=Research, CN=GW1" -GOST R3410EL

Press keys...

MITIBCjCBUAIBADAUMQOsSWCQYDVQQGEWJSVTERMASGAIUECXMIUMVZZWEYY2gx
DDAKBGNVBAMTAOJXMTBIMBwWGBiqFAwICEZASBgcqhQMCAIMBBgcqhQMCAh4RB
AOMABECTQeB5U0PsTbSs8obnrQ6KMJIwpc/BFrUgfI6A]Q195ccE4D5JEAQ8m
BgNVHQ8EBAMCB4AwWCgYGKoUDAGIDBQOADQQOBAUCZk8bASIgbP5pYHAGS5A3LKX
OPFJjiF1lm+2/WkxGKkWIWEMS5gjNNyWqus1lmxLgOnX2rf£4X3E5xF40iudzHoZz

War 2: nepegante nonydeHHbI 3anpoc Ha ceptudmkaTt Ha YL [llpoueaypa Bblgauvn
cepTudukaTta Ha YLl no 3anpocy onncaHa B AOKYMEHTaummn Ha «[porpamMmMHbI KOMMMEKC
C-Teppa LUWnwo3. Bepcusa 4.1. TllpunoxeHuey, pasgen «CosgaHne nokanbHOro
cepTudukata ¢ ucnonbzoanmem CK3U «Kpuntollpo CSP»).

War 3: nepeHecuTe MNOMyyYeHHbI pavn Ha wno3 6e3onacHocT (MapameTpbl PSCP OnNUcaHbl
BbILLE).
War 4: 3aperucTpupyriTe nokanbHbll cepTudumkat B 0ase npoaykta, MNPUMEHWB YTUNUTY

cert mgr:

root@sterragate:~# cert mgr import -f /certs/gwl.cer

1 OK C=RU, OU=Research, CN=GW1
War 5: ybeguTech, YTO cepTUdUKaTBl UMNOPTUPOBAaHBI YCNELLHO:

root@sterragate:~# cert mgr show

Found 2 certificates. No CRLs found.

1 Status: trusted C=RU, L=Moscow,O=S-Terra
CSP, OU=Research, CN=CA-W2008SP1-X64-CA

2 Status: local C=RU, OU=Research, CN=GW1

Hactpownka wnro3a mogyns Cisco-1 (GW1)

HacTtporiky wnto3a 6e3onacHoctn GW1 (nytemM 3agaHusa nonutrku 6esonacHocTn) Oyaem BbIMOMHATD
B HTepdence KOMaHOHOM CTPOKMU.

War 1: ONa BXo4a B KOHCONb nepengute B Katanor /opt/VPNagent/bin/ W 3anyctute
cs_console:

root@sterragate:~# cs console

Sterragate>en

Password: (10 yMOJIYaHMIO — CSpP)

sterragatefconf t - nmepexomy¥M B pexmuM HACTPOMKU
sterragate (config) #hostname GWl - cMeHVMM Ha3BaHME IUTD3a
GW1 (config) #crypto isakmp identity dn - zamamum TwMn
UOEHTUOMKALIN

War 2: 3apanTe napameTpsbl Ans npoTtokona IKE:

GW1 (config) #crypto isakmp policy 1
GW1 (config-isakmp) #hash gost
GW1 (config-isakmp) #encryption gost
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GW1 (config-isakmp) #authentication gost-sig
GW1 (config-isakmp) #group vko
GW1 (config-isakmp) #fexit

War 3: cosgavite Habop npeobpasoBaHuii Ang IPsec:

GW1 (config) #crypto ipsec transform-set TSET esp-gost28147-4m-
imit

GW1 (cfg-crypto-trans) #fmode tunnel

GW1 (cfg-crypto-trans) #exit

War 4. onuwuTte TpaduK, KOTOpbIM nfaHuMpyeTca 3awumwatb. [Ons  aTtoro  cosgante
pacLUMPEHHbIN CMNCOK AOoCTyna:

GW1 (config) #ip access-1list extended LIST

GW1 (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255
192.168.2.0 0.0.0.255

GW1 (config-ext-nacl) fexit

War 5: cosfanite KpUnTo-KapTy:

GW1 (config) #crypto map CMAP 1 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

GW1 (config-crypto-map) #match address LIST

GW1 (config-crypto-map) #set transform-set TSET

GW1 (config-crypto-map) #set pfs vko

GW1 (config-crypto-map) #set peer 10.0.0.2

GW1 (config-crypto-map) #exit

—_ — — —

LWar 6: NPUBSDKUTE KPUNTO-KaPTY K UHTepdelicy, Ha KOTOPoM GyAeT TyHHenb:

GW1 (config) #interface GigabitEthernet 0/0
GW1 (config-if) #crypto map CMAP
GW1 (config-if) #exit

War 7: oTKMouNTEe 06paboTKy cnmcka oTo3BaHHbIX cepTudmkatos (CRL):

GW1 (config) #crypto pki trustpoint s-
terra technological trustpoint

GW1 (ca-trustpoint) #revocation-check none
GW1 (ca-trustpoint) ffexit

LWar 8: HacTponka ycTtponctBa GW1 B cisco-like koHconu 3aBepweHa. [lpu Bbixoge u3
KOHMIrypaunoHHOro pexxnuma nponcxoanT 3arpyska KoHurypauum:

GW1 (config) #end
GWl#exit

Ecnu B KOHUrypaLMoOHHOM pexume 3anycTuTb KOMaHay show running-config, TO NONy4YnM
MOMHbIN TEKCT cisco-like koHdMrypaumn.

TekcT cisco-like kondurypauum wnroza GW1

|

version 12.4

no service password-encryption
|

crypto ipsec df-bit copy
crypto isakmp identity dn
username cscons privilege 15 password 0 csp
aaa new-model

|

!

hostname GW1

enable password csp
|
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!
!
logging trap debugging

|

!

crypto isakmp policy 1
encr gost

hash gost
authentication gost-sig

group vko
|

crypto ipsec transform-set TSET esp-gost28147-4m-imit
|

ip access-list extended LIST
permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
|

i
crypto map CMAP 1 ipsec-isakmp
match address LIST

set transform-set TSET

set pfs vko

set peer 10.0.0.4
|

interface GigabitEthernet0/0
ip address 192.168.100.2 255.255.255.0

crypto map CMAP
!

interface GigabitEthernet0/2

ip address 192.168.1.1 255.255.255.0
|

!

ip route 0.0.0.0 0.0.0.0 192.168.100.1
|

crypto pki trustpoint s-terra technological trustpoint
revocation-check none

crypto pki certificate chain s-terra technological trustpoint
certificate 4E4BOB11EFDB389E4E86244CDAA1B275

E9DO7F4DC61F04CDBC87579FC44CE66D524CF742F2784805733F

quit
|

end

Hactpownka wnro3a mogyns Cisco-2 (GW2)

HacTpowika wrnto3a 6esonacHoctn moayns Cisco-2 (GW2) nponsBoanTcs aHanormyHo HacTpovike
wrto3a moayns Cisco-1 (GW1) ¢ 3ameHol IP-agpecoB B HeoOXxoauMbIX pa3genax KoHurypaumm.

TekcT cisco-like koHdurypaumn GW2

|

version 12.4

no service password-encryption

|

crypto ipsec df-bit copy

crypto isakmp identity dn

username cscons privilege 15 password 0 csp
aaa new-model
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!
!
hostname GW2
enable password csp
|
|
!
logging trap debugging
|
!
crypto isakmp policy 1
encr gost
hash gost
authentication gost-sig
group vko
|
crypto ipsec transform-set TSET esp-gost28147-4m-imit
|

ip access-list extended LIST

permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
|

!
crypto map CMAP 1 ipsec-isakmp

match address LIST

set transform-set TSET

set pfs vko

set peer 10.0.0.2

|
interface GigabitEthernet0/0

ip address 192.168.101.2 255.255.255.0

crypto map CMAP

|

interface GigabitEthernet0/2

ip address 192.168.2.1 255.255.255.0

|

!

ip route 0.0.0.0 0.0.0.0 192.168.101.1

|

crypto pki trustpoint s-terra technological trustpoint
revocation-check none

crypto pki certificate chain s-terra technological trustpoint
certificate 4E4BOBl11EFDB389E4E86244CDAAL1B275
30820216308201C5A00302010202104E4BO0B11EFDB389E4E86244CDAALB27530

009B097DD81A81CFCT792664AACOE6908587195AE17A5D526DE196CBODSB7E713
EO9DO7F4DC61F04CDBC87579FC44CE66D524CF742F2784805733F

quit
|

end

MpoBepka paboTocnocoOHOCTH CTEHAA

Mocne 3arpy3ku koHpurypaumm Ha GW1 1 GW2 n HacTporkn MapLupyTm3aumm, nposepmumM paboTty
VPN. [ins atoro nHuyuupyem tpaduk mexay Host1 n Host2 ¢ nomolublo komaHabl Ping. B
paboTOCNOCOBHOCTU TYHHENS NpK 3TOM MOXHO y6eanTbes no Hanuuuio IPsec SA B BbiBoAe KOMaHAbI
sa_mgr show. Ping Takke gomkeH pabotatb 6e3 noTepu NakeTos.
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Hactponka moayns ana pabdoTtbl ¢ yAaneHHbIMU
KNnUeHTamu

Cnenyouwmmn cueHapun UnnocTpupyeT NOCTPOEHUe 3aLLMLLEHHOrO COeANHEHNS MEXAY NOACETbIO
SN1, 3awmwaemon wnw3om 6es3onacHoctn B Buae moayns Cisco, n mobunsHeiM knueHTom C-Teppa
KnueHT (PucyHok 6). inga 3awmtel 6yaet noctpoeH VPN TyHHenb mexay yCTpoucTBamu Moayrb
Cisco-1 u Client1. Yctponctso Client1 cMoxeT obuatbesi no 3awmweHHomy kaHany (VPN) ¢
ycTponcTtBamm n3 nogcetv SN1 (B 4actHocTu ¢ IPHost1). Agpec MOBUITbHOrO KNMeHTa HEU3BECTEH
3apaHee — KIMEHT HaxoauTcs 3a anHamudeckum NAT-om. MapwpyTtusatop Routerl 6ygeT HacTpoeH
ctatnyeckn NAT-npoBaTb BHYTPeHHWUI agpec mogyns Cisco B CBOW BHeLWHWI secondary-agpec.

B pamkax gaHHOro cueHapus ons ayTeHTudpmkaumm naptHepbl 6yayT ncnonb3oBatb cepTudmkaTtoel. B
KayecTBe kpuntonpoBanaepa byaet ucnons3oBaH «Kpuntollpo CSP» Bepcum 3.6R4. Ha moayne
Cisco nHnumnanusumposaHo MO C-Teppa Wnto3 4.1. Ha yctponcTtee Clientl — yctaHosneH C-Teppa

KnveHT 4.1.
10.0.1.3 10.0.1.1
Secondary: Secondary:
192.168.1.1 10,0.1.4 10.0.1.2 10.0.2.1
s / Gi0/o
IPHost1 - | momyne Cisco-1 Router1 Router2 Client1
192.168.1.100 3 (GW1) % % 10.0.2.100
3,‘ (=] (=)
- Paool: - NAT: o~
5 192.168.11.0/24 2 10.0.2.024 <> 10012 S
7} = =
PucyHok 6

MapameTpbl 3aLULLEHHOTO COEANHEHUS:
o |KE napameTpsbl:
e AyTeHTUdUKaumsa Ha cepTudukatax — GOST R 34.10-2001 Signature;
e Anroput™m wmndpoBaHua — GOST 28147-89 Encryption;
e Anroputm BblumcreHns xew-dpyHkuun — GOST R 34.11-94 Hash;
e [pynna Anddpu-XennmaHa — VKO GOST R 34.10-2001;
e |Psec napameTpbi:

e ESP anroputm wndpoBaHuns — ESP_GOST-4M-IMIT cipher.
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Hactponka mapwpyTtusaropa Router1

HocTtyn k koHconu mogynsa Cisco-1 nponssoanTcst Yepes mappytmusaTtop Routerl komaHOon: ucse 1
session host, npu 3ToM MHTepdelic ucsel/0 Ha mapLupyTM3aTope Routerl AomkeH 6bITb NMOAHAT U
umeTb IP-agpec. Jlorndeckoe ceTeBoe NOAKMYEHNE MapLUpyTM3aTopa U Moaynsa npeactaBneHo Ha

PucyHok 7.
10.0.1.3
Secondary:
192.168.1.1 192.168.100.2 192.168.100 1 10014

Gio/2 Gi0/0 ucsel/0
{eth2) (eth0)

mopynk Cisco-1 Router1
(Gw1)

NAT:
192.168.100.2 <> 10.0.1.4

PucyHok 7

BosBpaT K KOHCONM CiSCO MOXHO OCYLLLeCTBUTb, Nocrnae Brake-curHan (Haxatb Ctrl+Shift+6, a nocne
HaxaTb X).

Ha mapwpyTtusatope Router1 Heobxoanmo HacTpouTb IP-agpec nHtepderica ucse 1/0 gnsa csasm ¢
mogynem Cisco, a Tak e ctatudeckmin NAT, koTopbii OyaeT npeobpas3oBbiBaTe BHYTPEHHUI agpec
GW1 (192.168.100.2) Bo BHewHu secondary-agpec (10.0.1.4) n HaobopoT.

UnTepdenc Gi0/0 yctponctea Router1 B peansHON cxeMe JoSmKeH ObiTb MOAKIIOYEH K ceTn HTepHeT
n nmeTtb 2 “6enbix” IP-agpeca. Agpeca 13 nogcetun 10.0.1.0.24 gaHbl onsd npumepa.

Heobxogumble HaCTpOVIKM npencrtaBrieHbl HUXKe!

interface GigabitEthernet 0/0

ip address 10.0.1.3 255.255.255.0

ip address 10.0.1.4 255.255.255.0 secondary
ip nat outside

|

|

interface ucse 1/0

ip address 192.168.100.1 255.255.255.0

ip nat inside

|

ip nat inside source static 192.168.100.2 10.0.1.4
ip route 0.0.0.0 0.0.0.0 10.0.1.1

Hactponka yctponcrtea Router2

Ha yctpownctee Router2 Heobxogmmo HacTpoutb guHamudeckun NAT, koTopbin bygeT
npeobpasoBbiBaTb agpeca u3 nogcetn 10.0.2.0/24 Bo BHewHM secondary-agpec 10.0.1.2 un
HaobopoT.
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Hactponka yctponcrsa IPHost1

Ha yctpownctee IPHost1 3apanTe IP-agpec, a B kadyecTBe LUMo3a N0 YMONYaHuio ykaxuTe IP-agpec
BHYTPEHHero nHTepdenca wnto3sa 6esonacHoctn mogyns Cisco-1 (GW1) — 192.168.1.1.

Perucrpaumsa ceptudukaron

Mpouecc pernctpauunm ceptudgurkaToB CA 1 NOKarbHOMO aHaNorMyeH onnMcaHHoOMy B
COOTBETCTBYIOLLMX pasfenax B npeablaywemM npumepe.

Hactpowka wnto3a 6esonacHoctn moayns Cisco-1 (GW1)

IP-agpeca anga nHTepdencoB pekoMeHayeTCst HACTPOUTb Yepes Cisco-like koHconb.

LWar 1: AN1s BXOA4a B KOHCOSb 3anycTute cs_console:
root@sterragate:~# cs console
sterragate>en
Password: (mo yMOJIUAHMIO — CSP)

War 2: nepenante B PEXuUM HaCTPOMNKM:

sterragatefconf t
War 3: B HacTporikax uHTepcperncos 3agante IP-agpeca:

sterragate
sterragate
sterragate
sterragate
sterragate
sterragate
sterragate
sterragate

config) #interface GigabitEthernet 0/0
config-if)#ip address 192.168.100.2 255.255.255.0
config-if) #no shutdown

config-if) #exit

config) #interface GigabitEthernet 0/2
config-if)#ip address 192.168.1.1 255.255.255.0
config-if) #no shutdown

config-if) #exit

N N N

LWar 4: 3ajaviTe agpec LWno3a No yMon4aHuio:
sterragate (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.1

War 5: BbInauTE M3 cisco-like uHTepdenca:
sterragate (config) #end
sterragatefexit

War 6: Janee cCMeHUM Ha3BaHuWe Wo3a:

sterragate (config) #hostname GW1l
War 7: 3agante TMN naeHTUdmKaLmm:

GW1 (config) #crypto isakmp identity dn
LWar 8: 3apanTe napameTpbl Ansa IKE:

GW1l
GW1l
GW1
GW1
GW1l
GW1l

config) #crypto isakmp policy 1
config-isakmp) #hash gost

config-isakmp) #fencryption gost
config-isakmp) #authentication gost-sig
config-isakmp) #group vko

config-isakmp) #exit

e e e =
S e o o

LWar 9: cosgavite Habop npeobpasoBaHuii anga IPsec:

GW1 (config) #crypto ipsec transform-set TSET esp-gost28147-4m-
imit
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GW1 (cfg-crypto-trans) #mode tunnel
GW1 (cfg-crypto-trans) fexit

War 10: 3aganTe nyn, U3 KoToporo 6yaeT BblAaH aApec KIUEHTY:
GW1 (config)#ip local pool POOL 192.168.11.1 192.168.11.254

War 11: onuwuTte TpaduK, KOTOpbIM nnaHuMpyeTca 3awmwatbe. [Ons  9Ttoro  cosgante
pacLUMPEHHbIN CMNCOK AOoCTyna:

GW1 (config) #ip access-list extended LIST

GW1 (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255
192.168.11.0 0.0.0.255

GW1 (config-ext-nacl) fexit

War 12: co3fanTe QUHaAMUYECKY0 KpUNTO-KapTy:

GW1 (config) #crypto dynamic-map DMAP 1

GW1 (config-crypto-map) #match address LIST

GW1 (config-crypto-map) #set transform-set TSET
GW1 (config-crypto-map) #set pfs vko

GW1 (config-crypto-map) #set pool POOL

GW1 (config-crypto-map) #reverse-route

GW1 (config-crypto-map) #fexit

War 13: NPUBSKUTE OUHAMUYECKYIO KapTy K CTaTU4ECKOMN:
GW1 (config) #crypto map CMAP 1 ipsec-isakmp dynamic DMAP
War 14: NPUBSKUTE KPUNTO-KAPTY K MHTEPdENCY, HA KOTOPOM ByaeT TYHHENb:

GW1 (config) #interface GigabitEthernet 0/0
GW1 (config-if) #crypto map CMAP
GW1 (config-if) #exit

War 15: oTKMouNTEe 06paboTKy cnmcka oTo3BaHHbIX cepTudmkaTos (CRL):

GW1 (config) #crypto pki trustpoint s-
terra technological trustpoint

GW1 (ca-trustpoint) #revocation-check none
GW1 (ca-trustpoint) #exit

LWar 16: HacTpomka ycTtponctBa GW1 B cisco-like koHconu 3aBepweHa. [lpu Bbixoge u3
KOH(UIypaLMOHHOIO pexkuMa MpoVMCXOAMUT 3arpy3ka KoHUrypaumm:

GW1 (config) #end
GWl#exit

TekcT cisco-like koHchurypaumm wnrosa GW1

|

version 12.4

no service password-encryption
|

crypto ipsec df-bit copy
crypto isakmp identity dn
username cscons privilege 15 password 0 csp
aaa new-model

|

|

hostname GW1

enable password csp

|

|

|

logging trap debugging

|

!
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crypto isakmp policy 1
encr gost

hash gost
authentication gost-sig
group vko

|

ip local pool POOL 192.168.11.1 192.168.11.254
|

crypto ipsec transform-set TSET esp-gost28147-4m-imit
|

ip access-list extended LIST
permit ip 192.168.1.0 0.0.0.255 192.168.11.0 0.0.0.255
|

i

crypto dynamic-map DMAP 1
match address LIST
set transform-set TSET
set pfs vko
set pool POOL
reverse—-route

i

crypto map CMAP 1 ipsec-isakmp dynamic DMAP

|
interface GigabitEthernet0/0

ip address 192.168.100.2 255.255.255.0

crypto map CMAP

|

interface GigabitEthernet0/1

no ip address

shutdown

|

interface GigabitEthernet0/2

ip address 192.168.1.1 255.255.255.0

|

!

ip route 0.0.0.0 0.0.0.0 192.168.100.1

|

crypto pki trustpoint s-terra technological trustpoint
revocation-check none

crypto pki certificate chain s-terra technological trustpoint
certificate 4E4BOB11EFDB389E4E86244CDAA1B275
30820216308201C5A00302010202104E4B0B11EFDB389E4E86244CDAAL1B27530
E9DO7F4DC61F04CDBC87579FC44CE66D524CFT742F2784805733F
quit

|

end
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MoproroBka knueHTckoro MO

MporpammHoe obecrnevyeHre Ans KnueHTa pa3paboTaHo ¢ naeen obecneyeHmst KopnopaTUBHOM
6esonacHocTu. Kak peaynbTaT — BCce HAaCTPOMKM NOMUTMKX Ge30MacHOCTU NPONUChLIBaOTCA
afIMMHUCTPATOPOM B MPOLIECCE CO3AaHNA MHCTaNMALIMOHHOIO naketa Ang knueHTa. Monb3osarento
0CTaeTCs NMULb YCTaHOBUTL MaKeT Ha CBOE MallvHe 1 NPoBepuUTh Kak pabotaetT VPN TyHHerb.
MpoLiecc noaroToBkM KnueHTckoro MO BbIrMaauUT creayoLmm obpasom:

War 1: AgmuHucTpatop yctaHasnusaeT S-Terra Client AdminTool.

War 2: AOMVHMCTPATOP HacTpauMBaeT napaMeTpbl TYHHENeW U CO3[4aeT  KMMEHTCKUM
WHCTaNMNAUMOHHBIA NakeT.

War 3: MMonb3oBaTenb ycTaHaBnNMBaeT STOT MakeT Ha CBOEN MaluvHe W NPOBEpsieT ero
paboTocnocobHOCTb.

[asaiiTe npogenaem atu warm.

Ha mawmHe agMmuHucTpaTopa yctaHoBuM m 3anyctum “S-Terra Client AdminTool”. Bo Bknaake
License BBeAeM napameTpbl nuueH3mmn Ha C-Teppa KnueHTt 4.1 (PucyHok 8):

[

File Build Help

Auth I Firewall Rules | IPsec Rules | IKE I IPsec | L5P I Settings License

Set license

Product: |cLEnT

Customer code; I DEMO

License number: I 111111

License code: I 222222

Load fram file... | Chedk license I

Make package... |

PucyHok 8
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Ha Bknagke “Auth” BbinonHuTte cneaywowme gencteus (PucyHok 9):

B JAaHHOM CLeHapun UCNonb3yeTcst METOA ayTeHTUUKaLMM Ha cepTudmkaTax - nyHKT “Use
certificate” BbibpaH No ymonyaHuio;

B none “CA certificate* n “User certificate* ykaxute nyTb kK ceptudukaty YL, n nonb3oBatensckomy
cepTMdukaTy, pasMeLLeHHbIX Ha MallMHe agMUHMCTpaTopa;

B none “User container name” ykaxxmTe YHuKanbHOe UMS1 KOHTeHepa, pa3MeLLEHHOro Ha
KOMMbIOTEPE Nonb3oBaTens, Ha KoTopbin 6yaeTt yctaHoeneH C-Teppa KnneHT, B 4aHHOM cry4yae
\\REGISTRY\Clientl.

B none “User identity type” Bbibepute B kavyecTBe naeHTudmkaTopa, nepeckiiaeMoro napTHepy,
“DistinguishedName”. lNone “Value® 3anonHseTca aBToMaTU4ecKu..

ycTaHoBuTe hnaxok “Check consistency now”, eCnum Hy>KHO BbINOSIHUTE NPOBEPKY COOTBETCTBUS
cepTudurKaTa NonMb30BaTENs U CEKPETHOIO KITio4a B KOHTENHEPE, KOTOPbIN HY)KHO pa3MecTUTb Ha
MallMHe agMUHUCTpaTopa. st 3TOoro HaXXMuTe KHOMKY “[...]" n BblIGEpUTE HYXXHbIV KOHTEWHEP, U
YKa)KuTe napornb K Hemy. Takas npoBepka OyaeT BbINOSIHEHA NPY CO34aHWUN UHCTamNMSALUOHHOTO
nakera.

ycTaHoBUTe donaxok “Copy container”, ecrnm Hy)kHO Bo BpeMst MHcTannsaumm C-Teppa KnveHT Ha
KOMMbIOTEPE NoNb3oBaTeNs, BbINOMHUTL KONMMPOBaHUE KOHTENHEPA C CEKPETHBIM KITHOHOM,
yKa3aHHOro B none Source container name, B ApYron KOHTEMHEP C UMEHEM, yKa3aHHbIM B nosne
User container name. Ecnv nmeloTcs naponum K KOHTENHepam, TO yKkaxkute ux (B AaHHOM npumepe
NPOUCXOAMT KONUPOBaHUE KOHTENHEPaA C ANCKETLI B peecTp € KoHTenHepom Clientl).

il S-Terra Client AdminTool (cp) - Client1.dsc = =
Eile Build Help

Auth | Firewall Rules ] IPsec Rules ] IKE ] IPsec ] LSP ] Settings ] License ]

Set authentication method parameters

¥ |se certificate (" Use preshared key
CA certificate: | C=RU,L=Moscow,D=5-Terra C5P,0U=Research,CN=CA-\W 20035F J
|User certificate:; | C=RU,L=Moscow,D=5-Terra CSP,0U=Research,CN=Client1 J
User container name: | \\ \REGISTRY'Client1 passwu:urd:| =
Key type: |J-'J.L|tut|etect J
User identity type: |DisﬁnguishEdNamE ﬂ value: | C=RU,L=Maoscow,0=5-Te

¥ Ched: consistency now

Container name: |".".- \FAT12_EVFAT12\0ZBAE ... passwurd:| =

v Copy container

Source container name: | \\ \FAT12_E\FAT12\028AEDSF, passwurd:| ==

Make package... | Exit

PucyHok 9
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Ha Bknagke “Firewall Rules” (PucyHok 10) MOXHO HacTpouTb NpaBuna gpunetpaumm Tpaduka. B
OaHHOM cry4ae OCTaBMM HaCTPOMKM MO YMOMYaHMIO — NPOMycKkaTb BECb TpaduK.

L1

File Build Help

Auth  Firewall Rules |1psecRules | KE | Psec | L5P | Settings | License |

[~ Refuse inbound TCP connections

Inbound filter (1 rule)
Outbound filter (1 rule)
Inbound dassification {1 rule)
Outbound dassification (1 rule)

Rule list:

Local IP | Partner IP | Services | Action
Any Any Any Pass

v |
[oein]

Edit... Remove I

Make package. .. |

PucyHok 10

Ha Bknagke “IPsec Rules” (PucyHok 11) nob6aBbTe npasuno anga tpaduka, noanexaiiero
wndposaHuio, IP-agpec wno3a, ¢ KOTopbIM ByaeT NOCTPOEHO 3aLumnLleHHoe coeanHeHmne (PucyHok
12). Tak xe ycTtaHoBuTe dnaxok “Request IKECFG address”. [lobaBneHHOMY NpaBuiy yBenu4ybTe
npuopurer.

File  Build Help

Auth I Firewall Rules  IPsec Rules |IKE I IPsec I LSP I Settings | License I

Add rules
Rule list:

Local IP Partner IP | Services | Action
192.168.1.0/24 Any Tunnel(10.0. 1.4)...

PucyHok 11
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Set rule parameters

rLocal IP Addresses —Partner IP Addresses
@& any 7 Custom " any O Custom

IF Address | Subnet Mask IF Address | Subnet Mask
192.168.1.0 255.255,255.0

Add... | Edit... | Removel Add... | Edit... | Removel

— Services and Protocols —Action

& any 7 Custom IProtectusing IPsec vl

Name | Ports Tunnel IP Addresses of IPsec partner:
[ Use random IP Address order
10.0.1.4

Remaove |

¥ Request IKECFG address

[~ Log packet matches

Cancel |

PucyHok 12

Ha Bknagke “IPsec” nogHMMMTE BBEPX NPaBUIIO, COOTBETCTBEHHO HACTPOEHHOMY Ha Lwinto3e IPsec
Transform Set n BeibepeTe “Group” — “VKO_1B” (PucyHok 13).

File Build Help

Auth |Firewall Rules | IPsec Rules | IKE IPsec |LSP |5ettings| Lioensel

Set IPsec parameters
IPsec Proposal list:

AH Integrity ESP Encryption | ESP Integrity
Mone ESP_GOST-4M-IMIT Mone

MNone MULL MOCTP 34.11-54
None MULL MOCT 23147-39
MNone MOCT 28147-38 Mone

None MOCT 28147-89 MOCT P 34.11-54
None MoCT 28147-89 MOCT 253147-89
MNone ESP_GOST-4M-IMIT MOCTP 34.11-54
None ESP_GOST-4M-IMIT MOCT 23147-89

Group: - [ Add Proposals with AH
rLifeTime of IPsec SA
| 3600 sec 4508000 Kb

PucyHok 13

OcTanbHble HaCTpOVIKM MOXXHO OCTaBUTb 6e3 n3ameHeHun. CNaBHOe Mbl caenanu: yKasanu, 4Tto
LIJI/I(prBaTb, KakK LIJI/ICprBaTb M C KeM yCTaHaBI1MBaTb COeUHEHNE.
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Tenepb MOXHO HAXMMaTb KHOMKY Make package.. (PucyHok 14) YkaxeM ums 1 BbiGepem

KaTanor, Kyaa nonoXuTb UHCTaNNALMOHHBIN nakeT. lNocne HaxaTusa KHOMKM OK 3a HECKOSbKO CeKYH

OyneT co3faH MHCTanMALNOHHbIV dann.

Set type package and file name

Package type: Ibasic ;I ¥ Put license to package

Package file name: I dient1 J

o] |

PucyHok 14

YCcTaHOBUTE Ha KITMEHTCKOM KOMMbIOTEPE NONYYEHHbIN exe-chann 1 neperpysnte KoMmneTep (Ha
onepaumnoHHbIx cuctemax Windows 7 n Windows 8 nepesarpyska He TpebyeTtcs).

B Tpee nosiBuTCa nkoHka S-Terra Client (PucyHok 15). [ins Hayana paboTbl Heob6xoamMmo
3anormHuTbea (PucyHok 16). No ymonyaHuio naponb OTCYTCTBYET, B AalNlbHENLLEM €r0 MOXHO
YCTaAHOBUTb.

20.08.2013

PucyHok 15

Pleaze type vour pazsword and click OF.

seterra

cC 5 p Pazzward: ||

] I Cancel | Change Pazsward. .

PucyHok 16

Tekct LSP koHdurypaummn gns ycrponcrea Client1

GlobalParameters (
Title = "This LSP was automatically generated by S-Terra Client

AdminTool (cp) at 2014.06.20 14:32:18"
Version = LSP 4 1
CRLHandlingMode = BEST EFFORT

)

LDAPSettings (
ResponseTimeout = 200
HoldConnectTimeout = 60
DropConnectTimeout = 5

)

IdentityEntry auth identity 01 (
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DistinguishedName *= CertDescription (

Subject *= COMPLETE, "C=RU, L=Moscow, O=S-Terra

CSP,0OU=Research,CN=Clientl"
)
)

CertDescription local cert dsc 01 (

Subject *= COMPLETE, "C=RU, L=Moscow, O=S-Terra

CSP,OU=Research,CN=Clientl"

Issuer *= COMPLETE, "C=RU, L=Moscow,O=S-Terra CSP,OU=Research, CN=CA-

W2008SP1-X64-CA"
SerialNumber = "6118B135000000000002"

FingerprintMD5 = "5063E6A36023E8D35258E054A09CAS586"

)

CertDescription partner cert dsc 01 (

)

AuthMethodGOSTSign auth method 01 (
LocalID = auth identity 01
LocalCredential = local cert dsc 01
RemoteCredential = partner cert dsc 01
SendRequestMode = AUTO
SendCertMode = AUTO

)

IKEParameters (
DefaultPort = 500
SendRetries = 5
RetryTimeBase = 1
RetryTimeMax = 30
SessionTimeMax =
InitiatorSessionsMax = 30
ResponderSessionsMax 20
BlacklogSessionsMax = 16
BlacklogSessionsMin = O
BlacklogSilentSessions = 4
BlacklogRelaxTime = 120
IKECFGPreferDefaultAddress = FALSE

)
IKETransform ike trf 02 (
LifetimeSeconds = 28800

CipherAlg *= "G2814789CPROL-K256-CBC-65534"

HashAlg *= "GR341194CPRO1-65534"
GroupID *= VKO 1B

)

IKETransform ike trf 03(
LifetimeSeconds = 28800

CipherAlg *= "G2814789CPRO1-K256-CBC-65534"

HashAlg *= "GR341194CPRO1-65534"
GroupID *= MODP_ 1536

)

IKETransform ike trf 04 (
LifetimeSeconds = 28800

CipherAlg *= "G2814789CPRO1-K256-CBC-65534"

HashAlg *= "GR341194CPRO1-65534"
GroupID *= MODP_ 1024

)

IKETransform ike trf 05(
LifetimeSeconds = 28800

CipherAlg *= "G2814789CPROL-K256-CBC-65534"

HashAlg *= "GR341194CPRO1-65534"
GroupID *= MODP_ 768

)
ESPTransform esp trf 01 (

CipherAlg *= "G2814789CPRO1-K288-CNTMAC-253"

LifetimeSeconds = 3600
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LifetimeKilobytes = 4608000

)

ESPProposal esp proposal 01 (
Transform *=esp trf 01

)

ESPTransform esp trf 02 (
IntegrityAlg *= "GR341194CPRO1-H96-HMAC-65534"
CipherAlg *= "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

)

ESPProposal esp proposal 02 (
Transform *=esp trf 02

)

ESPTransform esp trf 03(
IntegrityAlg *= "GR341194CPRO1-H96-HMAC-65534"
CipherAlg *= "NULL"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

)

ESPProposal esp proposal 03(
Transform *=esp trf 03

)

ESPTransform esp trf 04 (
IntegrityAlg *= "G2814789CPRO1-K256-MAC-65535"
CipherAlg *= "NULL"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

)

ESPProposal esp proposal 04 (
Transform *=esp trf 04

)

ESPTransform esp trf 05 (
CipherAlg *= "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

)

ESPProposal esp proposal 05 (
Transform *=esp trf 05

)

ESPTransform esp trf 06 (
IntegrityAlg *= "G2814789CPRO1-K256-MAC-65535"
CipherAlg *= "G2814789CPRO1-K256-CBC-254"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

)

ESPProposal esp proposal 06 (
Transform *=esp trf 06

)

ESPTransform esp trf 07 (
IntegrityAlg *= "GR341194CPRO1-H96-HMAC-65534"
CipherAlg *= "G2814789CPRO1-K288-CNTMAC-253"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

)

ESPProposal esp proposal 07 (
Transform *=esp trf 07

)

ESPTransform esp trf 08 (
IntegrityAlg *= "G2814789CPRO1-K256-MAC-65535"
CipherAlg *= "G2814789CPRO1-K288-CNTMAC-253"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000
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)

ESPProposal esp proposal 08 (
Transform *=esp trf 08

)

IKERule ike rule with ikecfg(
DoNotUseDPD = FALSE
DPDIdleDuration = 60
DPDResponseDuration = 5
DPDRetries = 3
MainModeAuthMethod *= auth method 01

Transform *= ike trf 02,ike trf 03,ike trf 04,ike trf 05

IKECFGRequestAddress = TRUE

)

IPsecAction ipsec action 01 (
PersistentConnection = TRUE
TunnelingParameters *=

TunnelEntry (
PeerIPAddress = 10.0.1.4
Assemble = TRUE
ReRoute = FALSE

)

ContainedProposals *=

(esp proposal 01), (esp proposal 02), (esp proposal 03), (esp proposal 04
), (esp_proposal 05), (esp proposal 06), (esp_proposal 07), (esp proposal

08)
GroupID *= VKO 1B,MODP 1536,MODP 1024,MODP_ 768
IKERule = ike rule with ikecfg
)
FilterChain filter chain input (
Filters *= Filter (
ProtocolID *= 17
DestinationPort *= 500
Action = PASS
LogEventID = "pass_ action 02 01"
), Filter (
ProtocolID *= 17
DestinationPort *= 4500
Action = PASS
LogEventID = "pass_action 02 02"
), Filter (
SourceIP *= 10.0.1.4
ProtocolID *= 50
Action = PASS
LogEventID = "pass_ action 03 01"
), Filter (
SourceIP *= 10.0.1.4
ProtocolID *= 51
Action = PASS

LogEventID = "pass_action 03 02"
), Filter (

Action = PASS

LogEventID = "pass_action 04"

)
)
FilterChain filter chain output (
Filters *= Filter (
ProtocolID *= 17
SourcePort *= 500
Action = PASS
LogEventID = "pass action 05 01"
), Filter (
ProtocolID *= 17
SourcePort *= 4500
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Action = PASS

LogEventID = "pass action 05 02"
), Filter (

DestinationIP *= 10.0.1.4

ProtocolID *= 50

Action = PASS

LogEventID = "pass action 06 01"
), Filter (

DestinationIP *= 10.0.1.4

ProtocolID *= 51

Action = PASS

LogEventID = "pass action 06 02"
), Filter (

Action = PASS

LogEventID = "pass_action 07"

)
FilterChain filter chain classification input (
Filters *= Filter (
Action = PASS
LogEventID = "pass_action 08"
)
)

FilterChain filter chain classification output (
Filters *= Filter (
Action = PASS
LogEventID = "pass action 09"
)
)
FilterChain filter chain ipsec(
Filters *= Filter (
ProtocolID *= 17
SourcePort *= 500
Action = PASS
LogEventID = "pass_action 10 01"
), Filter (
ProtocolID *= 17
SourcePort *= 4500
Action = PASS
LogEventID = "pass_action 10 02"
), Filter (
DestinationIP *= 192.168.1.0/24
Action = PASS
ExtendedAction *= ipsec<sa=ipsec_action 01>

LogEventID = "ipsec action 01"
), Filter (
Action = PASS
LogEventID = "pass_ action 11"
)
)
NetworkInterface (

InputFilter = filter chain input
OutputFilter = filter chain output

InputClassification = filter chain classification input
OutputClassification = filter chain classification output
IPsecPolicy = filter chain ipsec
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[poBepKa KNMEeHTCKOro coeaAnHeHUs

TyHHENb MeXAy KMMEHTOM U MOAYNEM YCTaHaBMBAETCA aBTOMATUYECKU, KakK TOSbKO KMUEHT
otnpasuT naket B ceTb SN1 unm SN2. Ping gomkeH 3apabotatb cpa3dy — ¢ HeOOMbLLIOW 3aepXKON B
OTKIMKE Ha NepBbIN NakeT. Yb6eauTbecs, Y4To Tpaduk AENCTBUTENBHO LLUMAPYETCA, MOXHO MO HANU4Yn0
IPsec SA Ha knueHTe, 3anyctns VPN SA Monitor, 1 Moayne, BbINOMHMB KOMaHAdy sa_mgr show.
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OononHutenbHasa uHdopmaums

Cisco.com

[na nonyyeHna gokymeHTauumn no npogykram komnaHum Cisco Systems n 4ONONHUTENBHON
WHpOpMaLMM MOXHO 0BpaTUTbCA Ha CalT WWW.CIiSCO.com.

MHdopmaLmsa Ha pycCckoM si3blke 4ocTynHa Ha Poccuiickom cante komnaHum Cisco Systems no
agpecy:

http://www.cisco.com/global/RU/index.shtml

S-Terra.com

MonyunTtb nHopMaumio no npoaykram komnaHum «C-Teppa Cudclln» MoxHO no agpecy:
http://www.s-terra.com/products/productline/

C pokymeHTaumen no pabote ¢ NpoaykTaMmyv KOMNaHUM MOXHO O3HAKOMUTBLCS NO agpecy:
http://www.s-terra.com/support/documents/

WHdopMaLmio No TEXHUYECKON NOAAEPKKE MOXHO MOCMOTPETHL MO adpecy:

http://www.s-terra.com/support/support/.

C-Teppa LLntwo3 Copyright © S-Terra CSP 2003 -2015


http://www.cisco.com/
http://www.cisco.com/global/RU/index.shtml
http://www.s-terra.com/products/productline/
http://www.s-terra.com/support/documents/
http://www.s-terra.com/support/support/

	Инструкция по подготовке к работе модуля Cisco
	Комплект поставки
	Подготовка модуля к работе
	Установка модуля в маршрутизатор
	Инициализация «Программного комплекса С-Терра Шлюз» при первом старте
	Подключение к локальной сети
	Архитектура ПО С-Терра Шлюз
	Пример топологии
	Настройка политики безопасности шлюзов
	Предварительные настройки
	Регистрация CA сертификата (сертификата УЦ)
	Регистрация локального сертификата
	Настройка шлюза модуля Cisco-1 (GW1)
	Текст cisco-like конфигурации шлюза GW1

	Настройка шлюза модуля Cisco-2 (GW2)
	Текст cisco-like конфигурации GW2

	Проверка работоспособности стенда

	Настройка модуля для работы с удаленными клиентами
	Настройка маршрутизатора Router1
	Настройка устройства Router2
	Настройка устройства IPHost1
	Регистрация сертификатов
	Настройка шлюза безопасности модуля Cisco-1 (GW1)
	Текст cisco-like конфигурации шлюза GW1

	Подготовка клиентского ПО
	Текст LSP конфигурации для устройства Client1

	Проверка клиентского соединения

	Дополнительная информация
	Cisco.com
	S-Terra.com



