000 «C-Teppa CuDcllny»

124498, r. Mockga, 3eneHorpa, I 'coprueBckuii MPOCIEKT, S .terra

oM 5, momemenue I, komuara 33

Tenedon/Daxc: +7 (499) 940 9061 C s p
On.noura: information@s-terra.com

Caiit: http://www.s-terra.com

MNMporpammHubIn Komnnekc C-Teppa LWUno3. Bepcusa 4.1

PykoBoAcTBO agMMUHUCTpaTopa

MoOHUTOPUHr

PJIKE.00009-01 90 03

03.06.2013


mailto:information@s-terra.com
http://www.s-terra.com/

MoOHUTOPUHT
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Pernctpauus yctponctaa B Performance MONItOr............ccoovveeeiiiiveiiiiiiieeeeeeeeeenns

BbIAAUA CTATUCTUKM .....cevieeiiie ettt e e et e e et e e e e e et e e et e e eaaeeeeannns

HacTtpoinka SNMP-areHTa ons Bblgadn cTaTUCTUKK

TPAM-COOOLLEHUSA. ...t ee e e e e et e e e e e e e e e e et e e e e e e e e e s esaba e eaeaeas

HacTtpoika SNMP-areHTa gnga oTnpaBfeHnsa Tpanos
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MoOHUTOPUHT

MOHUTOPUHT

MoHuTopuHr wno3a 6esonacHocTu S-Terra Gate ocyliecTBnseTcs no npotokony obmeHa SNMP.

SNMP-meHeaxep nmeeT BO3MOXHOCTb TOMBKO 3anpalumBaTb cogepxnmoe 6asbl AaHHbIX areHTa.
HacTtporika SNMP-areHTa ans Bblgayum ctatucTuki n 6asa gaHHeix MIB, koTopyto oH
noggepXuBaeT, onncaHa B pasgerne «Bbigada ctaTucTukny.

SNMP-areHT moxeT nocbinate SNMP-meHemxepy coobLieHne 0 BO3HUKLIEM COOLITUM B BUAE Tpan-
coobuweHusa. Hactporika SNMP-areHTa Ans NOChbINIKK Tpan-coobLLEHN 1 CIUCOK 3TUX COOBLLIEHNIA
onucaHbl B pasaene «Tpan-coobLueHns ».

B kauectBe SNMP-meHempkepa anst S-Terra Gate Bepcun 4.1 moxeT BbITb UCNONb30BaHa:

e OecnnatHas ytunuta NET-SNMP  (http://www.net-snmp.org/) , koTopas siBnsieTcs
npoctenwnm SNMP-meHepkepom. Mpn padote ¢ SNMP-areHToM HY)XXHO yka3blBaTb BEPCUID
SNMP —v 1 uvnn — v 2c.

Pernctpauua yctpoucrtaa B Performance Monitor

Bbibpatb Bknagky VPN/Security Management Solution.
Bbibpatbe Monitoring Center -> Performance Monitor.

B okHe Performance Monitor Bbibpatb Devices -> Importing Devices, ganee kHonka Import:

e

CyuiecTtByeT YeTblpe cnocoba nmvnopTa ycTponcTea:

e U3 Resource Manager Essentials

u3 CsSVv pavina
® N3 Management Center for VPN Routers
e BpYYHYIO.
[anee onucaHa npoueaypa MmMnopTa BPyYHyHo.
5. BbibpaTtb BapmaHT Manually Add New Devices. HaxaTb Next >.
6. BoibpaTtb TN yctponctea VPN Router n BBectun IP-agpec yctpowictea. [lotom Next >.

7. lMpoBeputb 1, Npu HeobxoauMocTH, oTpedakTupoBaTtb napameTpsl SNMP: community,
timeout u retries. Haxatb Next >.

8. Haxatb Finish.

9. lMpoeeputb “Validation” nor.
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MoOHUTOPUHT

Bbigaya cTaTUCTUKK

SNMP-MeHexep MHULMUPYET 3anpoc, KoTopbln nocbiiaeT SNMP-areHTy Ans nonyyYeHns saHaveHumn
OZIHOM UIMU HEeCKONbKMX nepeMeHHbIX. SNMP-areHT, oTBeyas Ha 3anpoc, BO3BpallaeT 3Ha4YeHus
3anpaluvBaemblxX NepPeMeHHbIX.

Hactpoika SNMP-areHTa Ans Bblgaun CTaTUCTUKK

Cisco-like koHdpurypaums

B nHTepdelrice KomaHAHOM CTPOKKU Anga HacTporku SNMP-areHTa no Bblgaye nHdopmMauum no
npotokony SNMP ucnonb3ytoTcst KoMaHabl:

snmp-server community — 3agaeT CTPOKy, KOTopas MrpaeT ponib Napons npu ayTeHTudumkauum
coobweHun SNMP u paspewaetr SNMP-mMeHegkepy YTeHWe cTatucTukvm n3 6asbl ynpaBneHus
SNMP-areHTa

snmp-server location — cogepxut nHpopmauuio o unsmyeckom pacnonoxeHmm SNMP-areHTa
snmp-server contact — ykasblBaeTcs NuLo, OTBETCTBEHHOE 3a paboty SNMP-areHTa.

OTn koMaHabl NoapobHO onucaHbl B AokyMeHTe «Cisco-like komaHabI»
(Console_command_reference.pdf).

LSP (native) koHdurypaums

B koHpurypaunoHHom hanne 3agaHvne Hactpoek SNMP-areHTa ocyLlecTBnseTcs cmpykmypou
SNMPPollSettings. B aTo cTpykType ykasbiBaeTcs |IP-agpec 1 nopT, Ha KOTOPbLIN MOXHO NonyyaTtb
3anpockl oT SNMP-meHexepa, CTPOKy, UrparoLLyto porb Napons npu ayteHTndmkaumm
coobueHun, pasmellieHme SNMP-areHTa 1 KOHTaKTHoe 1.

MoppobHo cTpykTypa SNMPPollSettings onncaHa B gokymeHTe «Co3gaHne KoHOUrypaLMoHHOro
danna» (LSP_reference_guide.pdf).

basa gaHHbIX MIB, nogaepxumsaemad SNMP-areHTOM, pa3geneHa Ha rpynnbl. B npuBegeHHON Huxe
Tabnuue (Tabnuua 1) nepeyvncrieHbl NeEpeMeHHbIE N3 CTaHO4APTHOW rpynnbl system, rnobanbHoM
ctatuctukm IKE un IPsec n gpyrue, kotopble MoryT ObiTb 3anpoLueHsl SNMP-meHeaxepom.

Mpu npuHyauTensHomM nepesanycke cepsuca IKE-ctatnctunka
% cbpacbiBaeTcs M HAYMHAET cunTaThCs co cTapTa AreHTa. IPsec-ctatnctuka
Note CcUMTaeTcs Co cTapTa KOMMbOTEPA M NPU NPUHYAUTENBHOM Nepesanycke
cepBuca He cbpackiBaeTcs.

B IKE-cTatuctvke npu noacyeTe Tpadurka ydnTbiBaeTCA TOMbKO KONMYECTBO
6ant B ISAKMP-nakeTte. Y Cisco xe B IKE-cTatuctuke yuntbiBalotcs
AaHHble u3 IP-3aronoska, UDP-3aronoeka n Ethernet-saronoeka nakera.
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MoOHUTOPUHT

Tabnuua 1
OID
HasBaHue Tun -
. (vaeHTndnkaTop - 3Ha4yeHue nepemMeHHoMn MIB
nepemMeHHOU nepeMeHHOU
06beKTa)

CraTtucTuKka no ctaHgapTHOM

rpynne System

n CneLl,VIq)VI‘-IHbIM KOHCTAHTHbIM 3HA4Y€HUAM

sysDescr 1.3.6.1.2.1.1.1.0 DisplayString | TekcToBoe onucaHue ceTeBoro RFC1213-
obbekTa. MIB
Ctpoka Buga "S-Terra Gate
4.1.<build>"
sysObjectID 1.3.6.1.2.1.1.2.0 OID WaoeHTudukaTop dunpmbi- RFC1213-
npounssoaunTens (BHyTpu nogaepesa MIB
1.3.6.1.4.1):
1.3.6.1.4.1.9.1.576(cisco2811 n3
CISCO-PRODUCTS-MIB)
sysUpTime 1.3.6.1.2.1.1.3.0 TimeTicks The time (in hundredths of a second) RFC1213-
since the network management portion MIB
of the system was last re-initialized.
Bpewms B COTbIX 4ONSIX CeKyHAObl C
MOMEHTa nocnegHemn 3arpyskm CUCTEMbI
sysContact 1.3.6.1.2.1.1.4.0 DisplayString | iIMms KOHTaKkTHOM NepCcoHbI 1 cnocob RFC1213-
KOHTaKTa. MIB
sysName 1.3.6.1.2.1.1.5.0 DisplayString | lNonHoe nmsa gomeHa RFC1213-
<hostname>.<domain-name> MIB
sysLocation 1.3.6.1.2.1.1.6.0 DisplayString | ®n3nyeckoe MecTonosnoXeHne areHTa RFC1213-
MIB
sysServices 1.3.6.1.2.1.1.7.0 int32 3HauyeHue, KOTopoe XxapakTepusyeTt RFC1213-
CepBuChI, NpefocTaBnAemMble Y3nom. MIB
370 3HayeHne ecTb CymmMa HOMepOoB
ypoBHen mogenu OSI B 3aBUCUMOTU OT
TOro, Kakme cepBuChbl MOAAEPKNBAOTCS:
0x01 (cpmsmyeckun), 0x02 (kaHanbHbIN),
0x04 (ceteBoit), 0x08 (Touka-TouKa),
0x40 (npvknagHon). Hanpumep, ecnu
nogaepxuvsaetcs |P ypoBeHb
(MapLwpyTr3auns) n TPaHCMOPTHbBIN
YPOBEHb (TOUKa-TO4YKa), TO 3Ha4YeHue
sysServices ecTb cymma 4 1 8.
78 (c2611XM)
chassisType 1.3.6.1.4.1.9.3.6.1. | int32 413 (c2811) OLD-
0 CISCO-
CHASSIS-
MIB
cipSecMibLevel | 1.3.6.1.4.1.9.9.171 | int32 The level of the IPsec MIB CISCO-
1.1.1.0 1 IPSEC-
FLOW-
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MoOHUTOPUHT

HasBaHwue
nepemMeHHOM

OID
(vaeHTUdpnkaTop
ob6bekKTa)

Tun
nepemMeHHoOM

3Ha4yeHue nepemMeHHOMn

MIB

MONITOR-
MIB

snmpSetSerialN
0

1.3.6.1.6.3.1.1.6.1.
0

int32

<An advisory lock used to allow several
cooperating SNMPV2 entities, all acting
in a manager role, to coordinate their
use of the SNMPv2 set operation.

McnonbayeTcs kak 3HavyeHue, kotTopoe
orpaHuymBaet ceepxy Cisco-specific
3Ha4veHuns1. PakTU4Yeckn ABnseTcs
HedopmManbHbIM 0603HaYEHNEM KOHLIA
MIB-a. CnyxuT anst npegoTepalleHns
BO3MOXHbIX KONMN3WIA Npu oTpaboTke
GET-NEXT onepauui.

0

SNMPv2-
MIB

ciscolmagesStrin
g

1.3.6.1.4.1.9.9.25.
1.1.1.2.<i>

DisplayString

<The string of this entry.> (onncaxHne
Tabnuubl — <A table provides content
information describing the executing
I0S image.>).

BblaatoTcsa gaHHble AN arexHTa:

1: "CW_BEGIN$-csp-vpn$"

2: "CW_IMAGE$C2800NM-CSP-VPN$"
3: "CW_FAMILY$C2800NM$"

4:
"CW_FEATURESIP|FIREWALL|PLUS|3
DES|VPN|SSH|IPSECS$"

5: "CW_VERSION$12.4(13a)$"
6: "CW_MEDIA$SRAMS"

7:"CW_SYSDESCR$S-Terra
{Gate|Server|Client}
<major>.<minor>.<build>, Emulation of:
Cisco I0S Software, 2800 Software
(C2800NM-ADVIPSERVICESK9-M),
Version 12.4(13a), RELEASE
SOFTWARE (fc1)$"

8: "CW_MAGICS$3$"
9: "CW_ENDS$-csp-vpn$"

CISCO-
IMAGE-
MIB

dotldBaseBridg
eAddress

1.3.6.1.2.1.17.1.1.
0

MacAddress

Vcnonb3yeTcs npu B3aMOaencTBMMU C
ycTponcTesamu Cisco.

00 00 00 00 00 00

BRIDGE-
MIB

dotldBaseNum
Ports

1.3.6.1.2.1.17.1.2.
0

int32

The number of ports controlled by this
bridging entity. icnonb3yeTtcsa npu
B3aMMOENCTBUM C yCTPONCTBaAMMU
Cisco.

0

BRIDGE-
MIB

C-Teppa LLnto3 4.1
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MoOHUTOPUHT

Ha3BaHue el Tvn .
3 (vaeHTUdpnkaTop . 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHoOMn nepeMeHHoOMn
ob6bekKTa)
dotldBaseType | 1.3.6.1.2.1.17.1.3. | int32{ Mcnonb3yeTcsi npu B3aMMOAENCTBUM C BRIDGE-
0 unknown (1) , | yctponcteamm Cisco. MIB
transparent-
only (2) srt (4)
sourceroute-
only (3), srt
4}
Fno6anbHas IKE-cTtatucTtuka
cikeGlobalActiv | 1.3.6.1.4.1.9.9.171 | uint32 <The number of currently active IPsec CISCO-
eTunnels 1.2.1.1.0 Phase-1 IKE Tunnels> IPSEC-
Bce cyuiecTBylowme Ha gaHHbIN FLOW-
MOMEHT akTuBHble ISAKMP SA. mIOBNITOR_
cikeGlobalPrevi | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of previously active CISCO-
ousTunnels 1.2.1.2.0 IPsec Phase-1 IKE Tunnels> IPSEC-
Konnuecteo ISAKMP SA ¢ MoMeHTa FLOW-
MONITOR-
ctapTta AreHta, koTopble 6binn MIB
CO34aHbl, HO yXXe He SIBMATCA
aKTUBHbIMK, MO0 yaaneHsbl.
cikeGloballnOct | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of octets received by | CISCO-
ets 1.2.1.3.0 all currently and previously active IPsec | IPSEC-
Phase-1 IKE Tunnels> FLOW-
. MONITOR-
KonunyecTtBo 6awT, NpuHATLIX B TEYEHUE MIB
Bcex IKE-ceccuii ¢ MOMeHTa cTapTa
AreHTa.
cikeGloballnPkt | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets received CISCO-
S .1.2.1.4.0 by all currently and previously active IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
Konnuectso ISAKMP-nakeToB, MPBNITOR_
NPUHATLIX B TeveHne Bcex IKE-ceccun ¢
MOMeHTa cTapTta AreHra.
cikeGloballnDro | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets which CISCO-
pPkts .1.2.1.5.0 were dropped during receive processing | IPSEC-
by all currently and previously active FLOW-
IPsec Phase-1 IKE Tunnels> MONITOR-
Konnyecteo ISAKMP-nakeTos, MIB
OTBEprHyThixX B TeveHue Bcex IKE-
Ceccum ¢ MoMeHTa ctapTta AreHTa.
cikeGloballnP2 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
Exchgs 1.2.1.7.0 exchanges received by all currently and | IPSEC-
previously active IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
KonunyectBo ycnewwHbix Quick Modes B MIB
KayecTBe pecrnoHaepa.
cikeGloballnP2 | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
Exchglnvalids .1.2.1.8.0 exchanges which were received and IPSEC-
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MoOHUTOPUHT

Ha3BaHue el Tvn .
3 (vaeHTUdpnkaTop . 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHoOMn nepeMeHHoOMn
ob6bekKTa)
found to be invalid by all currently and FLOW-
previously active IPsec Phase-1 IKE MONITOR-
Tunnels> MIB
Ob6wee konnuectBo IKE-ceccuit no
co3aanuto IPsec coeanHeHun,
WHULMNPOBAHHbLIX NapTHEpPaMK, He
COCTOSIBLUMXCS MO NpUYnHE OLInBKM
obmeHa.
cikeGloballnP2 | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
ExchgRejects 1.2.1.9.0 exchanges which were received and IPSEC-
rejected by all currently and previously FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
O6uwee konuyectBo IKE-ceccuin no MIB
co3gaHuto IPsec coegmnHeHnn,
WHULMMPOBAHHbIX NapTHEpPaMM,
KOTOpbl€ HE COCTOANUCH MO NPUYMHE
paccornacoBaHus NONUTUK
GesonacHocTu.
cikeGlobalOutO | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of octets sent by all CISCO-
ctets 1.2.1.11.0 currently and previously active and IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
. MONITOR-
KonnyecTBo 6awT, BbICMaHHbIX B MIB
TeueHune Bcex IKE-ceccuin ¢ MOMEHTa
cTapTa AreHTa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets sent by all | CISCO-
kts 1.2.1.12.0 currently and previously active and IPSEC-
IPsec Phase-1 Tunnels> FLOW-
Konnuectso ISAKMP-nakeToB, MPBNITOR_
BbICNaHHbIX B TeyeHue Bcex IKE-ceccuin
C MOMeHTa cTapTta AreHra.
cikeGlobalOutDr | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets which CISCO-
opPkts 1.2.1.13.0 were dropped during send processing IPSEC-
by all currently and previously active FLOW-
IPsec Phase-1 IKE Tunnels> MONITOR-
KonnuyectBo ISAKMP-nakeToB B MIB
TeueHune Bcex IKE-ceccuit ¢ MOMEHTa
cTapTta AreHTa, KoTopble Obinn rotoBbl K
OTCbISIKE, HO MO KaKUM-TO NPUYUHAM He
ObININ OTOCNaHBI.
cikeGlobalOutP | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchgs 1.2.1.15.0 exchanges which were sent by all IPSEC-
currently and previously active IPsec FLOW-
Phase-1 IKE Tunnels> MONITOR-
KonnyectBo ycnewHbix Quick Modes B MIB
KayecTBe nHuumartopa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchglnvalids | .1.2.1.16.0 exchanges which were sent and found IPSEC-
to be invalid by all currently and FLOW-
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MoOHUTOPUHT

Ha3BaHue el Tvn .
nepeMeHHOM (vaeHTUdpnkaTop nepeMeHHOI 3Ha4yeHue nepemMeHHOMn MIB
ob6bekKTa)
previously active IPsec Phase-1 MONITOR-
Tunnels> MIB
OObLee KONNMYECTBO NHULIMMPOBAHHbBIX
IKE-ceccuit no cosgaHuto IPsec
COeANHEHUI, HE COCTOSBLUUXCS MO
npuymHe oLwmbku obmeHa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
2ExchgRejects 1.2.1.17.0 exchanges which were sent and IPSEC-
rejected by all currently and previously FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
MIB
O6Lee KONMYECTBO MHULMUPOBAHHbIX
IKE-ceccui no co3ganuto IPsec
COeMHEHWN, HE COCTOSABLUMXCS MO
npuYMHEe paccornacoBaHns NOAUTUK
GesonacHocTu.
cikeGloballnitTu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-1 CISCO-
nnels .1.2.1.19.0 IKE Tunnels which were locally IPSEC-
initiated> FLOW-
KonnuectBo co3aaHHbix ISAKMP SA B mIOBNITOR_
KayecTBe nHuumartopa (T.e. no
WHMLMATNBE NOKAINbHOW CTOPOHBI).
cikeGloballnitTu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-1 CISCO-
nnelFails .1.2.1.20.0 IKE Tunnels which were locally initiated | IPSEC-
and failed to activate> FLOW-
. MONITOR-
KonnyecTBo MHULMNPOBAHHLIX CECCUM MIB
no cospganuio ISAKMP SA,
3aBepLUNBLLNXCH Heyaaden.
cikeGlobalResp | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-1 CISCO-
TunnelFails 1.2.1.21.0 IKE Tunnels which were remotely IPSEC-
initiated and failed to activate> FLOW-
. MONITOR-
KonnyectBo ceccuin o co3gaHuio MIB
ISAKMP SA, "HULMUPOBaHHbLIX
napTHépamu, KOTopble 3aBepPLUNINCH
Heyaauden.
cikeGlobalAuthF | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of authentications CISCO-
ails 1.2.1.23.0 which ended in failure by all current and | IPSEC-
previous IPsec Phase-1 IKE Tunnels> FLOW-
. MONITOR-
KonnyecTBo Heyaa4HbIX ceccuii no MIB
cosgaHuio ISAKMP SA, B KOTOpbIX HE
npotusa ayreHTudunkaums.
cikeGlobalDecry | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of decryptions which | CISCO-
ptFails 1.2.1.24.0 ended in failure by all current and IPSEC-
previous IPsec Phase-1 IKE Tunnels> FLOW-
O6uee konuyecTtso IKE-cecowit, He m%NITOR'

COCTOSIBLUMXCS MO MPUYMHE OLINGKN
paclmndpoBaHna nakera.
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MoOHUTOPUHT

Ha3BaHue el Tvn .
3 (vaeHTUdpnkaTop . 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHoOMn nepeMeHHoOMn
ob6bekKTa)
cikeGlobalHash | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of hash validations CISCO-
ValidFails 1.2.1.25.0 which ended in failure by all current and | IPSEC-
previous IPsec Phase-1 IKE Tunnels> FLOW-
. MONITOR-
KonuyecTtBo HeydayHbIX onepauun no MIB
NpPOBeEpPKe 3HAYEHUS X3LL-PYHKLNM BO
Bcex IKE ceccusix.
cikeGlobalNoSa | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of non-existent CISCO-
Fails 1.2.1.26.0 Security Association in failures which IPSEC-
occurred during processing of all FLOW-
current and previous IPsec Phase-1 IKE | MONITOR-
Tunnels> MIB
O6uee konuyecTBo IKE-ceccuit, He
COCTOSIBLUMXCS MO MPUYMHE OTCYTCTBUS
ISAKMP coeanHeHus.
Fno6anbHas IPsec-cTtatucTtuka
cipSecGlobalAct | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of currently active CISCO-
iveTunnels .1.3.1.1.0 IPsec Phase-2 Tunnels> IPSEC-
KonuuyecTBo cyLiecTByOLMX Ha FLOW-
9 o MONITOR-
[aHHbIK MOMEHT IPsec coeaAnHeHNN. MIB
lMepron 06HOBNEHNS BCEX MEPEMEHHBIX
aToro pasgena (Fno6anbHas IPsec-
cratucTtuka) — 1 cekyHga. Nostomy,
nocne U3MeHeHus1 3Ha4YeHns
nepemMeHHol B TeyeHne 1 cekyHapl Ha
KOMMbIOTEPE MOXET BblAaBaTbCA
ycTapeBLUee 3Ha4YeHe.
cipSecGlobalPr | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of previously active CISCO-
eviousTunnels .1.3.1.2.0 IPsec Phase-2 Tunnels> IPSEC-
KonunuecTso IPsec SA ¢ MomeHTa FLOW-
MONITOR-
crtapTta AreHTa, KoTopble Obinn MIB
CO34aHbl, HO yXXe He SBMATCA
aKTMBHbLIMU, NMNBO yaaneHsl.
cipSecGloballn | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of octets received by | CISCO-
Octets 1.3.1.3.0 all current and previous IPsec Phase-2 | IPSEC-
Tunnels. FLOW-
This value is accumulated BEFORE MONITOR-
determining whether or not the packet MIB
should be decompressed. See also
cipSecGloballnOctWraps for the
number of times this counter has
wrapped>
KonuuyectBo 6anT, NpuHATLIX NOA
3awmTon Bcex IPsec SA ¢ momeHTa
cTapTa AreHTa.
cipSecGlobalin | 1.3.6.1.4.1.9.9.171 | uint32 <The number of times the global octets | CISCO-
OctWraps 1.3.1.5.0 received counter IPSEC-
(cipSecGloballnOctets) has wrapped> FLOW-
- MONITOR-
Konu4ecTtBo nepenonHeHnn cyeTymka
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MoOHUTOPUHT

Ha3BaHue el Tun .
3 (vaeHTUdpnkaTop . 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHoOMn nepeMeHHoOMn
ob6bekKTa)
cipSecGloballnOctets. MIB
cipSecGloballn | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets received CISCO-
Pkts 1.3.1.9.0 by all current and previous IPsec IPSEC-
Phase-2 Tunnels> FLOW-
MONITOR-
KonnyecTtBo nakeToB, MPUHSITBLIX MO4 MIB
3awmTon Bcex IPsec SA ¢ momeHTa
cTapTa AreHTa.
cipSecGloballn 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets dropped CISCO-
Drops .1.3.1.10.0 during receive processing by all current | IPSEC-
and previous IPsec Phase-2 Tunnels. FLOW-
This count does NOT include packets MONITOR-
dropped due to Anti-Replay MIB
processing>
OObLee KONMYECTBO BCEX BXOOALLMX
NakeToB, OTBEPIHYTbLIX FloKarnbHbIM
YCTPOWCTBOM, NpY 3a4eNCTBOBAHNN
IPsec coegnHenns (Kpome
NPOUrHOPMpPOBaHHbIX Mo Anti-Replay).
cipSecGloballn 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets dropped CISCO-
ReplayDrops .1.3.1.11.0 during receive processing due to Anti- IPSEC-
Replay processing by all current and FLOW-
previous IPsec Phase-2 Tunnels> MONITOR-
MIB
OObLee KONMYECTBO BCEX BXOOALLMX
NakeToB, OTBEPrHYTbIX floKanbHbIM
YCTPOWCTBOM MOCPEACTBOM MeXaHu3ma
Anti-Replay, npu 3agencTsoBaHun
|IPsec coeguHeHus.
cipSecGloballn | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of inbound CISCO-
AuthFails .1.3.1.13.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
MIB
O6LLee KONMMYECTBO BCEX HEYAAYHbIX
BXOOALWMX ayTeHTUdmKauun no IPsec
COeANHEHMAM.
cipSecGloballn | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of inbound CISCO-
Decrypts 1.3.1.14.0 decryption's performed by all current IPSEC-
and previous IPsec Phase-2 Tunnels> FLOW-
MONITOR-
T.o e camoe 3HaveHue, 4YTo n MIB
cipSecGloballnPkts.
OG6Lee KONMYECTBO BXOAALLMX
nakeToB, KOTopble Oblnn
paclmdpoBaHbl BceMn IPsec
COeMHEHMAMMN.
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MoOHUTOPUHT

Ha3BaHue el Tun .
3 (vaeHTUdpnkaTop . 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHOM nepemMeHHoOWM
ob6bekKTa)
cipSecGlobalin | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of inbound CISCO-
DecryptFails .1.3.1.15.0 decryption's which ended in failure by IPSEC-
all current and previous IPsec Phase-2 FLOW-
Tunnels> MONITOR-
MIB
OObLee KONMYECTBO BXOOALLMX
nakeToB, KOTOpble OblNN HeyAa4YHO
pacwmndppoBaHbl IPsec coegMHeHNsMN.
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of octets sent by all CISCO-
tOctets .1.3.1.16.0 current and pre-vious IPsec Phase-2 IPSEC-
Tunnels. This value is accumulated FLOW-
AFTER determining whether or not the MONITOR-
packet should be compressed. See also | MIB
cipSecGlobalOutOctWraps for the
number of times this counter has
wrapped>
KonuuyecTtBo 6alT, 0TOCNaHHbIX NOA
3awuTon Bcex IPsec SA ¢ momMeHTa
crtapta AreHra.
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The number of times the global octets | CISCO-
tOctWraps .1.3.1.18.0 sent counter (cipSecGlobalOutOctets) IPSEC-
has wrapped> FLOW-
KonnyecTtBO nepenosiHEHNI cHeTYmnKa MONITOR-
cipSecGlobalOutOctets. MIB
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets sent by all | CISCO-
tPkts .1.3.1.22.0 current and previous IPsec Phase-2 IPSEC-
Tunnels> FLOW-
MONITOR-
KonnyecTBo nakeToB, OTOCHAHHLIX Noj
_ MIB
3awmTon Bcex IPsec SA ¢ MOMeHTa
cTapTa AreHTa
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets dropped CISCO-
tDrops .1.3.1.23.0 during send processing by all current IPSEC-
and previous IPsec Phase-2 Tunnels> FLOW-
MONITOR-
OO6LLee KONMMYECTBO BCEX MCXOAALLMX MIB
NakeToB, OTBEPIHYTbLIX FIOKanbHbIM
YCTPOWCTBOM, NpY 3a4eACTBOBAHUN
IPsec coeanHeHus.
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of outbound CISCO-
tAuthFails .1.3.1.25.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
MIB
OO0Lee KoNMYecTBO BCEX HEeyaauHbIX
nexogsawmx ayteHtudukaumi no IPsec
coefMHEeHMAM.
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of outbound CISCO-
tEncrypts .1.3.1.26.0 encryption's performed by all current IPSEC-
and previous IPsec Phase-2 Tunnels> FLOW-
MONITOR-
Toxe camoe 3HayeHue, 4YTo U MIB
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MoOHUTOPUHT

HasBaHwue
nepemMeHHOM

OID
(vaeHTUdpnkaTop
ob6bekKTa)

Tun
nepemMeHHoOM

3Ha4yeHue nepemMeHHOMn

MIB

cipSecGlobalOutPkts.

O6Llee KonNMYecTBO UCXOOALLMX
NnakeToB, KOTOpbIe Oblnun 3awngpoBaHbI
Bcemu |IPsec coegnHeHmnsamn.

cipSecGlobalOu
tEncryptFails

1.3.6.1.4.1.9.9.171
1.3.1.27.0

uint32

<The total number of outbound
encryption's which ended in failure by
all current and previous IPsec Phase-2
Tunnels>

O6Lee KoNMYecTBO UCXOOALLMX
nakeToB, KOTOpble ObINN HEeyAa4YHO
3awmndpoBaHbl IPsec coeguHeHUAMM.

CISCO-
IPSEC-
FLOW-
MONITOR-
MIB

cipSecGlobalNo
SaFails

1.3.6.1.4.1.9.9.171
1.3.1.29.0

uint32

<The total number of non-existent
Security Assocication in failures which
occurred during processing of all
current and previous IPsec Phase-2
Tunnels>

O6uee kKoNMYecTBO 0OMEHOB, HE
COCTOSIBLUMXCS NO MPUYMHE OTCYTCTBUS
|IPsec coeguHeHus.

CISCO-
IPSEC-
FLOW-
MONITOR-
MIB

Crar

UCTUKA NO ceTe

BbIM UHTepdpeiticam

ifPhysAddress

1.3.6.1.2.1.2.2.1.6.
<ifindex>

Octet string

<The interface's address at the protocol
layer immediately “below' the network
layer in the protocol stack. For
interfaces which do not have such an
address (e.g., a serial line), this object
should contain an octet string of zero
length.>

MAC-agpec gaHHOro uHTepdgenca.

MHaekc anst 4aHHOro 3Ha4YeHus
6epetcs us ipAdEntlfindex.<ip>

RFC1213-
MIB

iflndex

1.3.6.1.2.1.2.2.1.1.
<ifindex>

int32

<A unique value for each interface. Its
value ranges between 1 and the value
of ifNumber. The value for each
interface must remain constant at least
from one re-initialization of the entity's
network management system to the
next re-initialization>

iflndex — nHaekc nHTepdeinca,
3Ha4YeHve NexuT B guanasoHe mexay 1
n ifNumber (ifNumber - yncno ceTeBbIx
WHTEpPdENCOoB).

RFC1213-
MIB

ipAdEntAddr

1.3.6.1.2.1.4.20.1.
1.<ip>

IpAddress

<The IP address to which this entry's
addressing information pertains.>

CobcTBEHHO caMm <ip> (coBnagaeT ¢
WHOEKCOM 3Ha4eHus).

IP-MIB

C-Teppa LLnto3 4.1
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MoOHUTOPUHT

HasBaHwue
nepemMeHHOM

OID
(vaeHTUdpnkaTop
ob6bekKTa)

nepemMeHHoOM

Tun

3Ha4yeHue nepemMeHHOMn

MIB

ipAdEntNetMas
k

1.3.6.1.2.1.4.20.1.
3.<ip>

IpAddress

<The subnet mask associated with the
IP address of this entry. The value of
the mask is an IP address with all the
network bits set to 1 and all the hosts
bits set to 0.>

Macka agpeca.

IP-MIB

ipAdEntlfindex

1.3.6.1.2.1.4.20.1.
2.<ip>

int32

<The index value which uniquely
identifies the interface to which this
entry is applicable. The interface
identified by a particular value of this
index is the same interface as identified
by the same value of RFC 1573's
ifindex.>

MHgekcom nepemeHHon sensetcs |P-
agpec yctponcTtea. 3HavyeHnem —
WHAeKC uHTepderica (B Tabnuue
ifTable), kOTOpbIN COAEPXKUT AaHHbIN
agpec.

lMepron 06HOBNEHNS BCEX MEPEMEHHBIX
atoro pasgena (Ctatuctuka no
ceTeBbIM UHTepencam) — 5 cekyHa.
MoaTomy, nocre n3MeHeHNs 3Ha4YeHus
nepemMeHHou B TeveHue 5 cekyH Ha
KOMMblOTEPE MOXET BblAaBaTbCsl
yCcTapeBLUee 3Ha4YeHMe.

IP-MIB

CPU (3arpy3ka npoueccopa), Memory - cTaTUCTUKa

cpmCPUTotal5s
ec

1.3.6.1.4.1.9.9.109
111131

uint3

2

(1..100)

<The overall CPU busy percentage in
the last 5 second period. This object
obsoletes the busyPer object from the
OLD-CISCO-SYSTEM-MIB. This object
is deprecated by cpomCPUTotal5secRev
which has the changed range of value
(0..100).>

3arpyska npoueccopa 3a nocrnegHue 5
CekyHA (B npoueHTax).

CISCO-

PROCESS

-MIB

cpmCPUTotal5s
ecRev

1.3.6.1.4.1.9.9.109
111161

uint3

2

(0..100)

<The overall CPU busy percentage in
the last 5 second period. This object
deprecates the object
cpmCPUTotal5sec and increases the
value range to (0..100). This object is
deprecated by
cpmCPUTotalMonlnterval>

3arpyska npoueccopa 3a nocrnegHve 5
cekyHg. OTnnyaetcs ot
cpmCPUTotal5sec gonycTMMbiMu
npepenamm.

CISCO-

PROCESS

-MIB

C-Teppa LLnto3 4.1

Copyright © S-Terra CSP 2003 -2014

14




MoOHUTOPUHT

HasBaHwue
nepemMeHHOM

OID
(vaeHTUdpnkaTop
ob6bekKTa)

Tun
nepemMeHHoOM

3Ha4yeHue nepemMeHHOMn

MIB

cpmCPUTotall
min

1.3.6.1.4.1.9.9.109
111141

uint32
(1..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
obsoletes the avgBusy1l object from the
OLD-CISCO-SYSTEM-MIB. This object
is deprecated by cpomCPUTotallminRev
which has the changed range of value
(0..100).>

3arpyska npoueccopa 3a NnocrnegHow
MuUHYTY. OTnnMyaeTcs ot
cpmCPUTotallminRev gonyctTumbimMm
npegenamu.

CISCO-
PROCESS
-MIB

cpmCPUTotall
minRev

1.3.6.1.4.1.9.9.109
1.1.1.1.7.1

uint32
(0..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
deprecates the object
cpmCPUTotallmin and increases the
value range to (0..100).>

3arpyska npoueccopa 3a NnocrnegHioro
MuHyTy. OTnnyaetcs ot
cpmCPUTotallmin gonyctMmMmbimMu
npegenamu.

CISCO-
PROCESS
-MIB

cpmCPUTotal5
min

1.3.6.1.4.1.9.9.109
1.1.1.15.1

uint32
(1..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the avgBusy5 object from
the OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotal5minRev which has the
changed range of value (0..100).>

CpepnHsas 3arpyska npoteccopa 3a
nocnegHue 5 MuHyT (B NnpoueHTax).

CISCO-
PROCESS
-MIB

cpmCPUTotal5
minRev

1.3.6.1.4.1.9.9.109
1.1.1.18.1

uint32
(0..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the object
cpmCPUTotal5min and increases the
value range to (0..100).>

3arpyska npoueccopa 3a nocnegHve 5
MUHYT. OTnn4aeTcs oT
cpmCPUTotal5min gonyctumsimu
npegenamu.

CISCO-
PROCESS
-MIB

busyPer

1.3.6.1.419.2.15
6.0

int32
(0..100)

<CPU busy percentage in the last 5
second period. Not the last 5 realtime
seconds but the last 5 second period in
the scheduler.>

3arpyska npoueccopa 3a nocriegHue 5
CeKyHA. AHanornyHo
cpmCPUTotal5secRev, 3a
WCKMOYEHNEM TUNA NEPEMEHHON.
MpumeyaHue: gaHHOe nNoBeaeHme
otnuyaetcs ot Cisco I0S — Tam
yKasaHHble 3Ha4YeHUs1 MoryT
pasnuyatbcs. 3HavyeHne, BblgaBaemoe

OLD-
CISCO-
CPU-MIB
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MoOHUTOPUHT

HasBaHwue
nepemMeHHOM

OID

(vaeHTUdpnkaTop
ob6bekKTa)

Tun

nepemMeHHoOM

3Ha4yeHue nepemMeHHOMn

MIB

areHToMm, 3aBucut ot OC 1 HeMHoro
OTNINYaeTCs No CMbICIy OT 06onX
3Ha4eHun Cisco 10S.

ciscoMemoryPo
olUsed

1.3.6.1.4.1.9.9.48.

1.1151

uint32

<Indicates the number of bytes from the
memory pool that are currently in use
by applications on the managed
device.>

PaccmatpuBaeTcsa kak Tabnuua ns
OfHOro anemeHTa (C uHgeKkcom 1),
KoTopas 3agaet obLiee KONM4ecTBo
Mcnonb3yemMon omsnyeckorn namaTu.,

CISCO-
MEMORY-
POOL-MIB

ciscoMemoryPo
olFree

1.3.6.1.4.1.9.9.48.

1.11.6.1

uint32

<Indicates the number of bytes from the
memory pool that are currently unused
on the managed device.

Note that the sum of
ciscoMemoryPoolUsed and
ciscoMemoryPoolFree is the total
amount of memory in the pool>

O6uee konnyecTBo cBoO6OAHOM
dusnyeckon namaTu.

CISCO-
MEMORY-
POOL-MIB
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MoOHUTOPUHT

Tpan-coobueHus

SNMP-areHT nocbinaeT Tpan-coobLeHns o nponsowealmx cobbiTuax SNMP-meHexepy.

Hactponka SNMP-areHTa gnsa oTnpaBneHuns Tpanos

Cisco-like koHdpurypaums

B cisco-like kKoHpurypauum ansa oTChINKU Tpanos 3aakoTcs KoMmaHabl:

snmp-server enable traps — ans BkntodeHnst otcbinkn SNMP-Tpanos

snmp-server host — onga 3agaHusa napameTpoB nonyvatens SNMP-Tpanos

snmp-server trap-source — ansa ykasaHus nHtepdeerica, ¢ kotoporo nocbinatotcs SNMP-Tpanbi.

OTn koMaHabl NoapobHo onucaHbl B AokyMeHTe «Cisco-like komaHabI»
(Console_command_reference.pdf).

LSP (native) koHdurypauus

B KoHdurypaumoHHom darine 3agaHme HacTpoek SNMP-areHTa Ans nocbiiky Tpan -coobLleHni
ocyuwectBndaeTcsa B cTpyktypax SNMPTrapSettings n TrapReceiver. B aTux cTpykTypax
ykasbiBaeTcs |IP-agpec 1 nopT, Ha KOTOPbIN oTcbinatTcs cooblieHns SNMP-meHeoxepy,
noeHTndmkatop n IP-agpec otnpaBuTens Tpan-coobweHns, Bepcus SNMP, B KOTOpOW co3aatoTcst
Tpan-coobLeHus.

Moapo6HO 3TN CTPYKTYpbl ONUcaHbl B AOKYMeHTe «Co3aaHne KoHUrypaumnoHHoro dannay
(LSP_reference_guide.pdf).

B npuBegeHHon Hke Tabnuue (Tabnuua 2) nepevncneHbl peannsoBaHHble Tpanbl U NepeMeHHble,

KoTopble BbicbinatoTcs SNMP-meHexepy, n onvcaHme Tpana.

Tabnwuua 2
SNMPv1
HasBaHue Enterprise and Cnucok -
i ] 3HavyeHue nepemMmeHHOM MIB
Tpana Specific Type; nepemMeHHbIX
SNMPv2 OID
cikeSysFailure | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
71.2 — apgpec local peer | processing for an IPsec Phase-1 IKE IPSEC-
Tunnel experiences an internal or FLOW-
system capacity error.> MONIT
3 cikePeerRemoteAd OR-MIB
dr — agpec remote
peer CwvrHanusaums o BHyTpeHHel oLmnbke
1.3.6.1.41.99.1 B U ncYepnaHum pecypcos npu
71.2.0.3 O6a araveHms o6paborke IKE.
TabnnyHble.
cikeCertCrlFai | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
lure 71.2 cikePeerRemoteAd processing for an IPsec Phase-1 IKE IPSEC-
dr Tunnel experiences a Certificate or a FLOW-
4 Certificate Revoke List (CRL) related MONIT
error.> OR-MIB
Owubka, cBasaHHas ¢ cepTudurkaTamu
1.3.6.1.4.1.9.9.1
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MoOHUTOPUHT

SNMPv1
HasBaHue Enterprise and Cnucok =
L i 3HayeHue nepeMeHHoMn MIB
Tpana Specific Type; nepeMeHHbIX
SNMPv2 OID
71.2.04 nnn CRL.
cikeProtocolF | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
ailure 71.2 cikePeerRemoteAd processing for an IPsec Phase-1 IKE IPSEC-
dr Tunnel experiences a protocol related FLOW-
error.> MONIT
5 Owmbka, cBsizaHHasi ¢ 06paboTKoi OR-MIB
npotokona IKE:
1.3.6.1.4.1.9.9.1 Authentication error (B cutyaumsix, He
71.2.0.5 nonagatowux nog cikeCertCriFailure)
cikeNoSa 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This natification is generated when the | CISCO-
71.2 cikePeerRemoteAd processing for an IPsec Phase-1 IKE IPSEC-
6 dr Tunnel experiences a non-existent FLOW-
security association error.> MONIT
1.3.6.1.4.1.9.9.1 OR-MIB
71206 Mpuxoa |KE-I‘IaKe:I'OB Ha _ _
HecyuwlecTBytowmn SA (Invalid cookie).
cipSecSetUpF | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
ailure 71.2 . setup for an IPsec Phase-2 Tunnel IPSEC-
cikePeerRemoteAd | ¢ . .
10 dr ails.> FLOW
13.6.14.199.1 Mo Tem nnu MHBIM NPUYNHAM He I\O/lgvall-er
7'1 2 0 10 R yaanocb co3gaTtb IPsec SA (npu
e cywecteyouleMm IKE SA).
[MpumeyaHue: 3TOT Tpan oTchinaeTcs
TONbKO MPU NOSABNEHUN OLINOKN BO
BpeM4a nposeaeHus IKE-ceccum n tem
napTHepPOM, Ha KOTOPOM CryyYunach
owubka. Ecnu cospgaHne coegnHeHus
npekpaLleHo Nno ApYyruMm npuynHam —
OCTaHOBKa cepBuca, nepesarpyska LSP,
delete payload, nonyyeHwue
HOTUbMKaLUKM O TOM, YTO NApTHEP No
CBOEN MHMLMATMBE NpekpaTun
co3faHue coefuHeHus, timeout n ap., To
nokanbHoOe yCTPOWCTBO Tpan He
oTcbinaeT. B atom coctouT otnuume
Hawero areHTa ot 10S, rae Tpanbl
oTcbINnakTcsa ¢ 060MX NAapTHEPOB MNpK
noBoN HeyCcneLwHoN ceccun no
co3faHuio IPsec coeanHeHus.
cipSecTunnel | 1.3.6.1.4.1.9.9.1 | cipSecTunLifeTime | <This notification is generated when an | CISCO-
Start 71.2 . o IPsec Phase-2 Tunnel becomes active.> | IPSEC-
cipSecTunLifeSize FLOW-
7 Ta6AruHbIE 3710 Tpan-coobLieHre NnosaBnseTcs npu MONIT
1.3.6.1.4.1.9.9.1 | sHaveHus yenewHom cosaatmm IPsec SA. OR-MIB
71.2.0.7
cipSecTunnel | 1.3.6.1.4.1.9.9.1 | cipSecTunActiveTi | <This notification is generated when an | CISCO-
Stop 71.2 me IPsec Phase-2 Tunnel becomes IPSEC-
inactive.> FLOW-
8 TabnuuHoe MONIT
1361419091 | 3Hadenve 3710 Tpan-coobLueHre noasnseTcs
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MoOHUTOPUHT

SNMPv1
HasBaHue Enterprise and Cnucok =
L i 3HayeHue nepeMeHHoMn MIB
Tpana Specific Type; nepeMeHHbIX
SNMPv2 OID
71.2.0.8 nocne yganeHus IPsec SA (no pasHbiM OR-MIB
npuynHam)
cipsTooMany | 1.3.6.1.4.1.9.10. | cipsMaxSAs — <This trap is generated when a new SA | CISCO-
SAs 62.2 MaKkcumarnbHoe is attempted to be setup while the CONFI
Konu4yecTtBo IPsec number of currently active SAs equals G-MAN-
SAs. Ecnun He the maximum configurable. The MIB
7 cyliecTByeT variables are: cipsMaxSAs>
npeaena — 0. OTtka3s oT co3gaHnst SA No NpuynHe
OOCTUITHYTOro MakcumarbHOro
1.3.6.1.4.1.9.10. Konuyectsa SA, yKkasaHHOro B
62.2.0.7 nnueHaun. B nepemeHHoN
NponucbiBaeTcs MakCcMarnbHoe
KonuyecTtso SA 13 NULEH3UN.
ciscoConfigM | 1.3.6.1.4.1.9.9.4 | ccmHistoryEventCo | <Notification of a configuration CISCO-
anEvent 3.2 mmandSource = { management event as recorded in CONFI
commandLine(l), ccmHistoryEventTable.> G-MAN-
. snmp(2) } Bcerna MIB
ccmHistoryEventCo | ccmHistoryEventCommandSource=1
nfigSource = { .
Heckonbko BapraHTOB:
136141994 | crased)
commandSource(2) Mpwn BbI3OBE Isp_mgr show:
3.2.0.1 :
, running(3), . . _
startup(4), local(s), ccmHistoryEventConfigSource=2
networkTftp(6), ccmHistoryEventConfigDestinatio
networkRcp(7) } n=2
[MpumeyaHue: aHanorM4Ho
ccmHistoryEventCo peakuum Cisco Ha komaHay show
nfigDestination = { run
erase(l), Mpwn ycnewHon 3arpy3ke LSP:
’ccr)l:r;]r:iﬁg?g)s)(')urce(Z) ccmHistoryEventConfigSource=2
startup(4), local(5), ccmHistoryEventConfigDestinatio
networkTftp(6), n=3
networkRcp(7) }
[MpumeyaHue: aHanorM4Ho
peakuun Cisco Ha KOMaHay
Ta6RAnuHbLIE configure terminal
3HauyeHwus. Minaekc Onsa ctaptoBou 3arpy3ku LSP
— henoe 4ucro, Hago 3agaTthb
Ha4dnHatolleecsd ¢ ccmHistoryEventConfigSource =
eauHULbI. 4
MHKkpemeHTnpyeTcA
NpU Kax ot Mpw oTrpy3ke LSP (no pa3Hbim
nochbinke Tpana npu4nHam):
AaHHOro Tuna. ccmHistoryEventConfigSource=1
ccmHistoryEventConfigDestinatio
n=3.
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