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Hactpoiika ¢ nomowbo CSM

Hactpouka S-Terra Gate ¢ nomowsto Cisco
Security Manager

Cisco Security Manager 4.3 (CSM), koTopbii BxoguT B coctaB Cisco Security Management Suite,
ucnonb3yeTcs AN LeHTpannu3oBaHHOW yaaneHHoW HacTponkm Wwno3oB S-Terra Gate.

B faHHOM JoKyMeHTe onucbkiBaeTcs coBMecTumMocTb CSM ¢ wino3amn S-Terra Gate Bepcum 4.1.

[lobaBneHue wnt3a B CSM

[na kommyHukaumm S-Terra Gate ¢ CSM ncnone3yeTcst npoTokon SSH.

CSM ponyckaeT ncnonb3oBaHne npoTtokona SSH sepcumn 1 1 2, HO pekoMeHayeTCca NCNoMnb30BaThb
npoTokon SSH Bepcun 2.

MpoTokon SSL, ncnonbayembln B CSM No ymon4yaHuto, He nogaepxusaeTcs.
[nsa nepekntoyeHns CSM Ha npoTokon SSH HYXHO BbINOMHUTD:

e BbIbpaTtb B MeHIo Tools -> Security Manager Administration

e [nanee Bblbpath Bknagky Device Communication

e B napameTpe Transport Protocol (I0OS Router) Bbibpate SSH

® COXpaHWUTb N3MEHEHMUA Save u 3akpbiTb OkHO Close

MopnepxuBaeTcs gobasneHue yctporcTtea no cueHaputo “Add Device From Network”
(File -> New Device -> Add Device From Network).

MopoepxnBaeTca NonydeHne TekyLen KoHdurypaumm ¢ paboTtaroLero ycTponcTsa, yxe
nobaeneHHoro B CSM (Policy -> Discover Policies on Device).

B naHHOM JoOKyMeHTe onvcaHbl OCHOBHbBIE Laru, KoTopble creayeT BbINONHUTL ANA co3aaHus
nonuTuKn 6e30NacHoOCTH, a Takke 0COBEHHOCTU 1 OrpaHNYeHNsi, KOTopble B AaHHbIA MOMEHT
CYLLLeCTBYIOT MpKn HacTponke S-Terra Gate.

PaccmoTpuMm ocHOBHbIE pasgensl rpaduyeckoro nHtepdenca CSM, nogaepxmnsaemMble B aHHOM
Bepcumn S-Terra Gate.
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Hactpoiika ¢ nomowbo CSM

Hactpouka nakeTHou dounbTpauuu

B pasgene Firewall nogaoepxvBaeTcs TOMNbKO HAacTpoKka nakeTHon unbTpaumm — nogpasaen
Access Rules.

B nogpasgene Access Rules noggepxusaeTcsi 6r1okMpoBaHme/paspelleHne NpoxXoxaeHus
NakeToB Mo CNeayrLWUM NpusHakam:

Source, Destination, Subnet
Becb |IP-Tpaduk nnu KOHKpeTHble NpeayCTaHOBIEHHbIE NPOTOKObI

ansa UDP n TCP npoTtokonoB gonyckaeTcs 3agaHne OTAeNbHbIX MOPTOB 1 Anana3oHoB
NnopToB.

Mpu cozgaHum npaBun NakeTHOM punbTpaLmnmn cnegyeT NCMONb30BaTb PEKOMEHAYEMbIE HACTPOWKM
W yYnTbIBaTb HEKOTOPbIE OrPaHUYEHUA:

HEe nogaepXxmnBaetca nepevncrieHmne nopTtos U Ahana3oHOB NOpToB

He gonyckaeTcs dunbTpaums no oraensbHbiM Tunam ICMP coobLieHuiA, TONbKO NPOTOKON
ICMP uenvnkom

nepeyvncrneHne B OQHOM NpaBurie HECKONbKNX CepBUCOB (None Services), NpuHaanexalumx
UDP vnn TCP npotokony npuegeT k ownbke (Hanpumep, HTTP n HTTPS, SNMP n SNMP-
TRAP). PekomeHayeTcs co3gaBaTb OTAeNbHbIE NpaBuna Ans Kaxaoro U3 npoToKOroB.
CoyeTaHune cepBNCOB, OCHOBaHHbIX Ha pa3HbIX NpoTokonax (Hanpumep, HTTP, IPSec-ESP,
SNMP) gonycTtMmo, HO pekoMeHayeTcs BoobLLe 0Tka3aTbCs OT NEPEYNCTIEHNST HECKOMbKMX
CepBUCOB B OHOM MNpasune;

npu co3gaHunm nnn pegaktmpoBsaHUmM CBOEro cepBuca cnenyert cobntogaTtb cnegywuine
OorpaHunyeHusd:

e He cneayet 3agaBaTb Tvnbl ICMP coobLeHun
e ana UDP u TCP npoTokonos:
e [ornyckaeTcd 3agaTb eQnHUYHBLI HoMepa nopTta
e [ONnyckaeTcsa 3agaTbh O4VH AManasoH NopToB
e [ONyCKaeTcs CrnoBo any Ans 0603Ha4YeHMs BCEro AnanasoHa nopTos
e He JonyckaeTcs nepeyvyncrneHne nNopToB 1 AManas3oHoB NoOpToB

e He gonyckalTca moaudukaTtops! It, gt, neq. MogndukaTop eq gonyckaeTcs, HO ero
nucatb He ob6A3aTensHo.

npu gobasnenunn n pegaktnposaHmmn Access Rule He cnegyeT MeHsiTb cnegyoLme
HacTporkn Advanced:

o Traffic Direction gonyckaetca Tonbko “In” (3HaYeHne No yMon4aHuio: ANs ucxoasilero
Tpadhmka OyayT paboTaTb HEABHbIE MpaBuia, CMMMETPUYHbIE NMpaBunam Ansi BXOOSALLEro

Tpaduka);

® He NoaaepXUBAKTCS HUKaKME SONONHUTENbHbIE onumu: Enable Logging (I0S), Options
(I0S) — Fragment n Established n 1.n.

C-Teppa LUnto3
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Hactpoiika ¢ nomowbo CSM

HacTtpowuka Site to Site VPN

B pasgene Site to Site VPN nogaepxvmBatoTcs crieaytoLlmne Tonosornu:
e “3Besga” (Hub and Spoke VPN)
e “Tovka-Touka” (Point to Point VPN)
e “kaxabin ¢ kaxgbim” (Full Mesh VPN).

B Tononorun Hub and Spoke VPN He nogaep>xuBaeTcsa BapuaHT KOHUrypaumm ¢
pesepBMpOBaHMEM LUO3A.

B IPSec Technology nonyckaetca Tonbko Regular IPSec (GRE He nogaepxuBaetcs).

CyLLecTBYIOT HEKOTOPbIE OrpaHMYeHunsA B nogpasaenax pasgena Site to Site VPN. Ytobbl yBMaeTb
3TN nogpasaensl Hago Haxatb kHonky Edit VPN Policies.

Moppaspen IKE Proposal

¢ |KE Proposal gonyckaeTcs 3agaBatb € ncnonb3osaHnem Authentication Certificate nnu
Preshared Key

e yT0ObI Mcnonb3oBaTb anroputMbl FTOCT P 34.11.94 n TOCT 28147-89 cneayert ykasaTb
cnepywowme anroputMel: Hash — MD5, Encryption — DES

e ecnu ectb HeobxogumocTb ucnone3dosaTb B Modulus Group anroputm VKO, Hago
CKOpPpPEKTMpOBaTb (haisl HaCTPOEK KOHBEPTOPA CS_CONV.iNi, pacnosioXXeHHbI B KaTanore
/opt/VPNagent/bin/ npogykta S-Terra Gate:

e BblbpaTtb Hencnonbdyemyto B IKE Diffie-Hellman rpynny.
PekomeHayeTcst BbIGMpaTh MUHMMArbHYIO HENCMONb3yeMyto rpynmny:
[ns nonHoCcTb0 HOBOM UHMPACTPYKTYpbl — rpynny 1. Ecnu B cywecTtsytoLen
nHMpPaCTPyKType rpynna 1 yxxe ncnonb3yeTtcs, TO rpynna 2 v T.n.

e Ond BbIGpaHHOM rpynnbl B panne cs_conv.ini nponucatb KOHBEPTUPOBAHME B anropuTm
VKO_1B:

ike-group-vko = VKO _1B
ike-group-1 = VKO _1B
ike-group-2 = MODP_1024
ike-group-5 = MODP_1536.

Moppaspen IPSec Proposal

e ans ucnonb3doBaHusa anroputmoB OCT B IPSec Transform Sets cnegyeT ucnonb3oBaTb
cnepywowme anroputmbl: ESP Hash n AH Hash — MD5, ESP Encryption — DES

e He noaaepXunBaetcda KoMnpeccud, nodTomy cbnax(m( Compression OOIMKEH ObITb CHAT

e ecnu yctaHoBneH dnar Enable Perfect Forward Secrecy 1 ectb He06X0AMMOCTb
ncnonb3oBaTb B Modulus Group anroputm VKO, Hago ckoppekTupoBaTb hain HacTpoek
KOHBepTOpa CS_conv.ini, pacnonoxeHHbl B katanore /opt/VPNagent/bin/ npogykta S-Terra
Gate:

e BbIOpaTh Heucnonb3dyemyto B PFS Diffie-Hellman rpynny.
[na npocToTbl pekoMeHayeTcs BblbpaTh Ty Xe camyto rpynny, 4to u ans IKE

e Ons BblOpaHHOM rpynnbl B ¢haine cs_conv.ini nponucatb KOHBEPTUPOBAHME B anropuTm
VKO _1B:
pfs-group-vko = VKO_1B
pfs-group-groupl = VKO_1B
pfs-group-group2 = MODP_1024
pfs-group-group5 = MODP_1536.

e noapepxuBaetca Reverse Route
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Hactpoiika ¢ nomowbo CSM

Moapasgen Public Key Infrastructure
e nonyyeHne CA ceptudukata no SCEP npotokony He nogaepxmBaeTtca

e He noggepxuaetcs enroliment, noaTomy nobble BBEAEHHbIE 3HAaYEHNs1 OyayT
urHopupoeatbcs. OaHako, Ux cnegyeT 3anofHUTb, YTobbl HE CNPOBOLMPOBAaTL OLLMOKY B
CSM

e npu ucnonb3dosaHun Authentication Certificate gonyckatotca BapmaHTel Revocation Check
Support: Checking Not Performed, CRL Check Required, CRL Check Attempted.
OSCP Check He nogaepxuaeTcs.

Moppasnen VPN Global Settings
Moppasnen ISAKMP Settings/IPSec Settings
B ISAKMP Settings gonyckaeTtcs:

e ycTaHaBnuBaTtb/cbpackiBaTh donar Enable Keepalive n HacTpanBaTtb
napameTpsl Interval u Retry, cdonar Periodic (Router except 7600)
yCTaHaBnMBaTb HE pEKOMeHayeTCs

e HacTpauBaTb ldentity
e HaCTPOWKM OoCTarnbHbIX MAPaMeTPOB MEHATb He creayerT.
B IPSec Settings gonyckaetcs:

e ycTaHaBnueaTb/cbpackiBaTb dnar Enable Lifetime n HacTpanBaTb napameTpsl
Lifetime sec. m Lifetime Kbytes

e HACTPOWMKM OCTarnbHbIX NAPaMeTPOB MEHATb HE CreayeT.
Moppasnen NAT Settings He nogaepxmBaeTcs
Moppaspen General Settings/Fragmentation Settings
e ponyckaeTcd HacTpovika DF Bit

e He3aBMCUMO OT ycTaHoBKU dhnara Enable Fragmentation before Encryption
apansepom VPN BygeT caMOCTOATENbHO NPUHATO peLueHne dparMeHTMpoBaThb
nakeT unu Het, 1 Takas oparMeHTauusa ocyLLecTBNAeTCsa TonbKo nocne IPsec
nHkancynsaumm. Komangel B KoHUrypaumm, nopoxgaemsle CSM ycTaHOBKOW Mnu
OTCYTCTBMEM yKa3aHHoro cnara, 6yayT npourHopmMpoBaHbl

e OCTallbHble HaCTpOIZKVI OaHHOW BKNagKu He cnenyet MeHATh.

Hactpowuka Interfaces

B pasgene Interfaces moxHoO nocmoTpeTb HacTporkn Bcex Cisco-nHTepdencos.

B CSM uHTepderichl pasgeneHsl No ponsM. Hanpumep, no ymonyaHuio ecTb genenune Ha Internal n
External nHtepdencel. YTobbl U3MEHNTb AaHHYIO HACTPOWMKY Hado:

e HaaTb NpaByl KHOMKY MbILLIM Ha YCTPOWCTBE, BbibpaTh Device Properties...

e Policy Object Overrides -> Interface Roles.
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Hactpoiika ¢ nomowbo CSM

HacTtpownka Platform

CyLuecTBYIOT HEKOTOpLIE OFpaHNyeHns B nogpasgenax pasgena Platform.
Moppasgen Device Admin — nogaepXxmMBatoTcs criegyrolime nogpasgens:
Accounts and Credentials
Device Access
Hostname
Mopgpasgen Accounts and Credentials
e He gonyckaeTcs BbicTaBneHue ¢pnara Enable Password Encryption Service
Mopgpasgen Device Access/SNMP
e B nogpasgene Permissions cnegyet cobnogaTe cnegyoLlmne orpaHUYeHus:
e Henb3s co3gaBaTb Oonblue O4HONM 3anuciy;
e He gonyckaetcs Tvn 3anucu Read-Write, Tonbko Read-Only
e He gonyckaeTcsa npueaska Access Control Lists
e B nogpasgene Trap Receiver cnegyet cobnogaTe cnegyowmne orpaHNYeHns:

e He crneayeT nosnb3oBaTtbcs kHonkown Configure Traps... Ecnv Heobxogmmo
otcbinatb SNMP traps, cnegyet B ¢s_console, He ncnonb3ya CSM, 3agatb
KoMaHgy snmp-server enable traps

e npu gobaBneHun unu pegaktnposaHumn Trap Receiver Henb3s 3agaBaTb
SNMP Version 3. [lonyckatoTcsa Tonbko 1 unm 2c.

Moppaspen Logging
Moppaspnen Logging Setup

e [JonyckaeTcd BkMoyaTb/oTkNoyaTb dpnar Enable Logging. OTknoyeHne dnara
BbI3blBaEeT MOSTHOE OTKIII0YEHNE FTOrMpoBaHNs

e [onyckaeTcd HacTpauBaTtb Trap/Trap Level

e ocTanbHble HacTporkn: Logging Buffer, Rate Limit, Origin Id He
noaaepXuBaroTCs.

Moppaspnen Syslog Servers
e Hemnb3s co3gaBaTb OOMbLUe OOHON 3anucu

e He gonyckaeTcs BbiCcTaBneHune ¢nara Forward Messages in XML Format.

Moppasnen Routing — nogaepxusaeTcs Tonbko Static Routing:
Moppasnen Static Routing
e He fonyckaeTcsa BbiCTaBnATb hnar Permanent route

® He pekoMeHayeTcs 3agaBaTb Distance Metric.
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Hactpoiika ¢ nomowbo CSM

OcobeHHOCTH Npu paboTe C KOHUrypauuen

1. PekomeHayeTcsa He NCNonb3oBaTh CLLEHapUK, B KOTOPbIX HAcTporika S-Terra Gate BbInonHsaeTcs
kak yepe3 CSM, Tak n Bpy4Hyto. Ecrnv noTpebHOCTb B TakOM CLieHapum CyLLeCTBYeT, TO Haao0
cTapaTbCH 3ajaBaTb BPYYHYI0 TONbKO Te KOMaHabl, kotopble CSM He ncnonb3yeT B npoLecce
HacTpamBaHua S-Terra Gate.

CnepgyeTt yuntblBaTb, YTO NpY OTrpy3ke KOHurypauum, CSM MOXeT N3SMEHUTb NN yaanuTb
HEeKOTOpble U3 KOMaHA, KOTopble CylecTtBoBasnin B U3Ha4aJ1bHO VIMHOpTMpOBaHHOVI
KOHUrypauum, Hanpumep ip local pool unM crypto isakmp policy

[nsa npumepa, paccMoTpumM, NoYeMy cosgaHue nonutuku 6esonacHocTy wrnto3a Yepes CSM gnsa
paboTbl C MOBUMBHLIMU KITMEHTAMM HEBO3MOXHO.

Mopsaok oencTBUn, KOTOPLIV NPUBOANUT K JAHHOMY OrPaHNYEHUIO, CReayoLni:
e w03 gobasneH B CSM ans paboTbl N0 O4HOW 13 TOMOSNOMni

e npu nomowm CSM npoBeAeHa LieHTpann3oBaHHasi HacTpoKKa LUM030B MO OOHOW 13
Tononorun — FullMesh, Hub and Spoke, Point to Point

e 3aTeM, Hanpumep, No SSH oTpedaKkTpoBaTh KOHMUrypaLm 0OHOMO 13 LLUO30B Ans
paboTbl C MOBUIBbHLIMU KMMEHTaMK — co34aTh Myn aapecoBs, NPMBA3aThb K KpUNTokapTe,
cosgartb identity n ap.

e locCre 3arpysku Ha L3 co3gaHHon kKoHurypaumm Yyepes CSM, paboTa ¢ MOBUbHBIMK
KnmeHTamu 6ygeT HEBO3MOXHA B CO34aHHON TOMOSOMMMN.

Mpu4KnHa coCTOUT B TOM, YTO BCE Mynbl a4pecoB, He NPUBSi3aHHbIE K KOMaHAe crypto isakmp
client configuration address-pool local, CSM ynanser.

2. B cnyyae npMMeHeHUs cLieHapus ¢ pe3epBrUpOBaHMNEM LUJTHO30B U UCMONb30BaHNEM
npeaonpeaeneHHbIX Kroyeil, HeobxoanMo yunTeiBaThb, YTO S-Terra Gate He noagepxusaet
BO3MOXXHOCTb 3ajaHus pa3nuyHbix preshared kno4ven Ana 0OCHOBHOIO Y pe3epBHOro LLUM03a.

Onsa ycnewHow paboTbl NogobHbIX cLueHapueB HeobxoamMmo 3agaTb oguHakoBble preshared
KMoumM Ans Bcex napTHepoB nNubo BpyyHyto, Mnbo, ecnn ykazaHa aBToMaTnyeckas reHepaums
knoyen — B pasgene View —> Policy View —>Site-to-Site VPN —> Preshared Key yctaHOBUTb
naxok Same Key for All Tunnels.

3. B03MOXHbI HEKOTOpble NPOGeMbl C BOCCTAHOBIIEHNEM KOHGMUIypaLmun. B HekoTopbix cnydasx
N3MEHEHME UIK yaaneHne CyLecTBYHOLNX KOMaH MOXeT ObiTb 6€3B03BpaTHLIM: AaXe ecnv B
CSM yganuTb nsmMeHeHus1, BHECEHHbIE B KOHpUrypauumo, Hanpumep, yaanute VPN Topology,
nepBoHa4vanbHas KoHgurypauums (kotopas oeina go Deploy) MOXeT He BOCCTaHOBUTLCH B
nonHom obvemMe. bonee Toro, BO3MOXHbI CUTyaLuW, KOr4a Kakue-To arieMeHTbl KoHpurypaumm
MOTyT ObITb UCMOPYEHbI UMEHHO MPU OTMEHE U3MEHEHWIA, caenanHbix B CSM. Hanpumep:

e B repBoHavanbHOWM koHdUrypauum bbina HacTporka crypto isakmp identity dn

e B CSM, B VPN Global Setings BbicTaBneHa HacTpoilka Identity — Distinguished
Name

e B porpyxaemon n3 CSM koHdurypaumm komanga crypto isakmp identity
oTcyTCcTBYET

e ecnu notom yganutb VPN Topology 1 cHoBa nporpysuTb koHpUrypaumio, To byaet
npornucaHa KomaHaa crypto isakmp identity address (3Ha4YeHWE MO YMOMNYaHUIO),
YTO OTNINYAETCS OT TOro, YTO ObINO B NEpBOHaYanbHOW KOHMUIypauumn.

4. S-Terra Gate He nogaepxumBaeT yHkLMOHanbLHOCTL Rollback, no3sonstoLLyo BEPHYTLCS K
KOHGMrypaumsm, KoTopble Obinn 3arpykeHbl B yCTPONCTBO paHee (Tools/Configuration
Archive...).
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Hactpoiika ¢ nomowbo CSM

MpuMep co3gaHusA NONUTUKKM 6e30MacHOCTH

CueHapuu

MoctpoeHune VPN TyHHENS Mexay ABYMS NoAcCeTAMM, 3alimaemMbiMuy Wwnto3amu S-Terra Gate, npu
nomowm Cicso Security Manager 4.3. YcTtponctea Host1 1 Host2 cmoryt obwaTtbecsa mexagy coboin no
sawmeHHomy kaHany (VPN). Bce ocTanbHble coeauHeHNs pas3peLleHbl, HO 3alumiaTees He byayr.
AyTeHTUDUKaLNA CTOPOH OCYLLECTBNSIETCS C UCNONb3oBaHWeM cepTudukaToB. B kayectse
KpunTonpoBanaepa 6yaet ncnons3osaH «Kpuntollpo CSP» Bepcun 3.6.

Cxema cteHaa

Fastethertnet 0/1 Fastetherinet /0 Fastethernst 00 Fas net 01
192 168.1. 192 168.13.112 1682 168.13.7 182 168.0.5
- o -
| . S I,
s - - S
Hostl o GWA - g Host2
192.168.1,10 = W2 Zlyez.168.0.10
o [14]
o w
o o
= o
Iw] o
e =
] W
C5M
PucyHok 1

MapameTpbl 3aULLEHHOTO COEANHEHUS:

e AyTeHTUdMKaLMA Ha cepTudukaTax

e |KE parameters:
e Encryption algorithm — GOST 28147-89
e Hash algorithm — GOST R 34.11-94 Hash
e DH-group — VKO GOST R 34.10-2001

e [Psec parameters:
e ESP encryption algorithm — GOST 28147-89
e ESP integrity — GOST R 34.11-94 HMAC.
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Hactpoiika ¢ nomowbo CSM

[lepBOHaYanbHbIE HACTPOUKH

MepBoHavanbHbIE HACTPOWMKK LLMIO30B NPOU3BOAATCS Yepes NoKaribHY KOHCOSb UMK yaarneHHo
(SSH ¢ npaBamu cynepnonb3oBaTens) No 4OBEPEHHOMY KaHarny CBS3W.

[nsa Hayana TpebyeTcsa 3aperMcTpmMpoBaTth Ha LW3ax cepTudmkatol: ceptudukat CA (YL),
nokanbHbIA cepTudukarT.

Hactpoika wnio3a GW1

Pernctpauusa CA ceptucpukara (ceptudukara YLI)

Onsa pernctpaumm CA cepTudmkaTta (ceptudumkarta YL) Heobxoaumo BbINONMHUTL cnegyroLmne
JEencTBUs:

1. YcTtaHoBWTE NpaBUSIbHOE CUCTEMHOE BPEMS
Hanpumep:
date 070414282012
Uto cooTtBeTcTBYET 4 miona 2012 ropa 14:28.

2. OocrtasbTe pann CA cepTudpmkarta Ha N3 B NpegsapuTenbHO CO34aHHbIN Ha HEM KaTanor
[certs. [ing gocTaBkM MOXHO BOCMOMb30BaTLCA YTUNUTON pScp.exe u3 naketa Putty, npyumeHuns
KOMaHay:

pscp <CA file path><CA file name> root@<gate address>:/certs
Hanpumep:
pscp D:\ca.cer root@192.168.1.1:/certs

3. C nomolupbto yTunuTbl cert_mgr, BXOASILLEN B COCTaB NpoayKTa, 3aperncTpupyinte ceptudukaT B
0ase npoaykra:

[root@GW1 /]# cert_mgr import -f /certs/ca.cer -t

[MapameTp —t B 4aHHOW KOMaHAe yKasbiBaeT Ha TO, YTO UMMOPTUPYEMbI cepTudunkar —
kopHeBoWn (cepTudukaTt YL).

PerncTtpauus nokanbHoro ceptudunkarta
Ons pernctpauun nokanbHoro ceptudukaTa B 6ase npoaykTa BbIMONHUTE Cneayowue AencTBuS:
1. CdopmupynTe 3anpoc Ha cepTudukaT Npu NOMOLUM yTunmnTbl cert_mgr.

[root@GW1 /]# cert mgr create -subj "C=RU,OU=Sales,CN=GW1" -
GOST R3410EL

Press keys...

MITIBBzCBtQIBADArMQOswCQYDVQQGEWJISVTEOMAWGA1UECXMFU2FsZXMxDDAK
BgNVBAMTAOJXMTBIMBWGBiqFAwICEzASBgcqhQMCAIMBBgcqhQMCAh4BAOMA
BEC/o0s2KuckK6BdcdEtKbgixrMcUUa+8DgWnideXwwtHbArCxHZBazjViPkzH
8iXV8D+ngRcPGJI2mIRkaalNUZthOoB4wHAYJKoZIhvcNAQkOMQ8wDTALBgNV
HQ8EBAMCB4AWCgYGKoUDAGIDBQADQQASILNnfZBNAUUWCTSa2K6AVAPLIQMVX
UWiTeLhW9zoTOBSX7Kc8udeXyAdUQJokoabTTRBcINPXO1i6A01FMneRv
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Hactpoiika ¢ nomowbo CSM

. MNMepepanite nonyyeHHsbIN 3anpoc cepTudukaTa Ha YL MNpouenypa Bblgaum ceptudpumkata Ha YL,

no 3anpocy onvcaHa B [lokymeHTauun Ha npoaykT (MpunoxeHue, pasgen «CosgaHne
nokanbHoro ceptudgukara).

. MepeHecuTe nonyyeHHbIV aiin Ha W3 (MapameTpbl PSCP ONMcaHbl BbiLLe):

pscp gwl.cer root@192.168.1.1:/certs

. 3apeructpupymnTe nokanbeHbIn cepTudmkat B 6ase Nnpoaykra, NpUMEHMB yTunuTy cert_magr.

[root@GW1 /]# cert mgr import -f /certs/gwl.cer
1 OK C=RU,OU=Sales, CN=GW1

. Ybeputecn, 4To cepTucmKaThl MMNOPTUPOBAHbI YCMELLUHO:

[root@GW1l /]1# cert mgr show
Found 2 certificates. No CRLs found.

1 Status: trusted 1.2.840.113549.1.9.1=presale@s-
terra.com, C=RU, L=Moscow, O=S-Terra CSP,OU=Presale,CN=PresaleCA

2 Status: local C=RU, OU=Sales, CN=GW1

OononHutenbHble HaCTpOﬁKVI

Mocne pernctpaumm cepTudukaToB HeobxoaMmMo co3gaTtb nonuTuky 6esonacHocty gns GW1.
CospgaBaTb NONUTUKY pekoOMeHAyeTCs B MHTepdence komaHgHON CTpoku. [insg Bxoga B KOHCOIb
nepenante B gupektoputo /opt/VPNagent/bin/ n 3anycturte cs_console.

[root@GW1 /]# cs_console
GW1l>en

Password:

Maponke no ymonyaxutio: csp. BA)KHO: naponb no yMONYaHMIO HY>XKHO CMEHUTb.

MepenguTe B pexxMM HACTPOMKU:

GWl#conf t
Enter configuration commands, one per line. End with CNTL/Z.

GW1 (confiqg) #

CmeHa naponsd no ymos4yaHuio ocyuwecTBrideTcd npu noMmoLw KoMmaHabl:

GW1 (config) #username cscons password <naposb>

B HacTpoWikax MHTepdencoB 3aganTe ip-agpeca, ecnm 3Toro He ObINO CAeNaHo paHbLue:

GW1l (config)#interface FastEthernet0/0

GWl (config-if)#ip address 192.168.13.112 255.255.255.0
GW1l (config-if) #no shutdown

GW1l (config-if) #exit

GWl (config)#interface FastEthernet0/1

GWl (config-if)#ip address 192.168.1.5 255.255.255.0
GW1l (config-if) #no shutdown

GW1l (config-if) #exit

BapganTe agpec LWn3a no yMOIYaHuio:

GW1l (config)#ip route 0.0.0.0 0.0.0.0 192.168.13.15

OTkniounTe 06paboTKy cnucka oTo3BaHHbIX cepTudukatos (CRL):

GW1 (config) #crypto pki trustpoint s-terra technological trustpoint

GW1 (ca-trustpoint) # revocation-check none

C-Teppa LUnto3
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GW1 (ca-trustpoint) #exit

OTtpepaktupywnte cann /opt/VPNagent/bin/cs_conv.ini Tak, kak noka3aHo HUWXe:

ike-group-vko = VKO_1B
ike-group-1 = VKO_1B
ike-group-2 = VKO 1B

Hactpolika yctponictea GW1 3aBeplieHa. [pu BbIxoae M3 KOHOUIypaLMOHHOIO pexnva
NPOUCXOAMUT 3arpy3ka KoHdurypaumum.

B MpunoxeHuu npeacTaBneH TekcT cisco-like koHdurypauumn gna GW1.

Hactpouka wnio3a GW2

Hactpowika wnto3a GW2 npomcxoguT aHanornyHo Hactpovike yctporctea GW1, ¢ sameHon IP-
agpecoB B COOTBETCTBYIOLLUMX pasgenax koHdurypaumu.

B MpunoxeHuu npeacTaBneH TekcT cisco-like koHdurypauumn ana GW2.

HacTtpo#nka yctpoincrtea Host1

Ha yctpowictBe Host1 B kauecTBe W03a N0 YMOMYaHMIO HYXXHO yKasaTb aapec BHYTPEHHEro
uHTepdenca wnosa GW1 — 192.168.1.5.

HacTtponka yctponcrtea Host2

Ha yctpovictBe Host2 B kauecTBe LWM03a MO YMOMYaHMIO HYXXHO yKa3aTb agpec BHYTPEHHEro
uHTepdenca wnsa GW2 — 192.168.0.5.

C-Teppa LUnto3 Copyright © S-Terra CSP 2003 -2014
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Co3faHue 3alULLEHHOrO TYHHENA MeXAY W3aMu npu
nomouwm Cisco Security Manager 4.3

3anyck Cisco Security Manager

Mpun 3anycke yka3biBaeTcs ums cepBepa (ip agpec), Ha koTopom ycTtaHoBneH Cisco Security
Manager, NorvH 1 napornb nonb3oBaTens.

st]rar]ry  Cisco Security Manager
cisco Configuration Manager
Version 4.3
Server Hame | csmd. 3| =l

Username |admin

Password |FHeees
Gopyright & 2012 Gisco and/for its sffilistes.
Allrignts | Gisco and the Cisoo loge are Log In
trademarks or registerad wrademarks at Cizco andiior

its affiliates in the US and other countrie:.

PucyHok 2

MooknioueHue S-Terra Gate k CSM

MogknioyeHne S-Terra Gate k CSM npou3BoguTcs Yyepes gobaBneHne HOBOro YCTPOMUCTBA B MEHIO
BepxHer naHenu File -> New Device:

e B nosBuBLIEMCH OKHE New Device - Choose Method BblbepuTe npeanoxenune Add
Device From Network M HaXmMuTe Next.

e B cnepywouem okHe New Device - Device Information (PucyHok 3) B pasgene
Identity BBEOUTE:

Host Name — GW1,

IP-Address —192.168.13.112,
0S Type —IOS 12.3+
Transport Protocol — SSH

B pasgene Discover Device Settings BblbepuTe Discover —Policies and
Inventory W yCTaHOBUTE (priaXoK Platform Settings.

C-Teppa LUnto3 Copyright © S-Terra CSP 2003 -2014 13



Hactpoiika ¢ nomowbo CSM

% New Device - Device Information (Step Z of 4)

~Identity:
IP Type: | static =]
Hosk Name: IG'-.-'-.-'l
Domain Mame: I
IP &ddress: |1'92.168.13.112
Display Mame;* IG'u'u'l
015 Type:* 105 - 12.3+ |
Transport Protocaol: IUse Default (55H) ;I

[T System Context

~Discover Device Settings

¥ Perform Device Discovery

Discover: IF‘:::Iiu:ies and Invenkory ;I

v FlatForm Settings

[~ 1PS Policies

[T R& YPH Policies

[T Discover Policies far Security Contexts

PucyHok 3

Haxmunte Next.

e BokHe New Device - Device Credentials (PucyHok 4) B pa3gene Primary
Credentials BBegure:

Username, Password (Monb3oBaTenbCkMn naposnb) N Confirm.
Ecnu nonb3oBaTtenb HenpyMBUNEerMpoBaHHbIN, HE06X0AUMO eLle BBECTU Enable Password
U Confirm.

Hanpumep, BBOAMM Username — cscons, Password — csp, Confirm — csp.

B pasgene HTTP Credentials OCTaBbTE PEKOMEHAYEMbIE HACTPOWKN.

Haxmunte Next.
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% New Device - Device Credentials (Step 3 of 4)

~Primary Credentials

Usernarne:

Passwiord;*

Enable Password:

ICSECII'IS

I***

I***

Confirm* I***

Confirm* I***

~HTTF Credentials

HTTF Port:
HTTPS Park:

IPS RDEP Mode:

Certificate Common Mame;

[ Use Primary Credentials

|sermanme: I

Passward; I

Zanfirm; I

|a|:|

443

Use Default (HTTPS) |

[v Use Default

Confirm: I

R-Book Mode, .. |

SMMP. .. |

PucyHok 4

e Cornacutecb c co3gaHvem HoBoro TukeTa (PucyHok 5).

C-Teppa LUnto3
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Ticket Required E3 |

‘fou musk have an editable ticket opened in order ko petform this action. ¥ou may:

Ticket: admin_13.Jan.2013_17.00.13

Description:

" ©pen an existing ticket

Ticket Skate Creakor
admin_ 12, Jann 2013 1=, 52 0E Edif i
admin_12,Jan.2013_15.41.53 Edit adrmin
Kl | i

(0] 4 I Cancel Help |

PucyHok 5

¢ Bo Bpewms npouecca o6HapyXeHus ycTponcTea nosButcs npegynpexaeHune (PucyHok 6),
HaXXmuTe OK.

Warning |

hanges that wou make tao MPM or router platform policies might not be deployed
& if wou have not performed a prior deployment.,
Action: Please select File = Deploy immediately after discovery, before making any
change ko YPR or rouker platform policies.
We recommend Ehat you perform this initial deplovment ta a File rather than direckly

ko the device,
Tao change the deployment method, click the Edit Deploy Method bukkon in the

Deploy Saved Changes dialog boo:,

[T Do nak show Ehis again

PucyHok 6
e [1na coxpaHeHus HaCTPOEK B MEHIO BEPXHEN NaHenn Haxxmute Ticket—>Submit Ticket.
AHanornyHo gobaBbTe HOBOE YCTPOMCTBO S-Terra Gate, NpucBOMB emy:

Host Name — GW2,

IP-Address—192.168.13.78,
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Hanee, 4TOObI MPMMEHUTL COENAHHbIE U3MEHEHUS BbIOEPUTE B MEHIO BEpxXHen naHenu File—
>Deploy....

B nosiBuBLLIEMCS OKHE Deploy Saved Changes OTMeTbTe AoOaBneHHble wno3bl GW1 n GW2,
HaXXmute Deploy.

YCTpOnCTBa roToBbI K HACTPOMKE.

OnucaHune Tononoruu cetu
B meHio0 BepxHel naHenu Beibepute Manage>Site-to-Site VPNs...

B nosiBMBLIEMCH OKHE Site-to-Site VPN Manager HaXmuTe Create a VPN Topology

(«+>» cBepxy, B neBom naHenun) u Bb|6epV|Te TONoJorn CO3D,aBaE‘MOI7I 3aIJJ,VILLI,eHHOl7| ceTn —
Point-to-Point VPN.

MosBUTCA OKHO Create Point to Point VPN (PUCYHOK 7), B KOTOPOM YKaXxuTte:
UMA co3gaBaemMoro Vpn-coeguHeHna — s-terra vpn
IPSec Technology —Regular IPSec

IKE Version—IKE vl

Create Point to Point ¥PN - Name and Technology {Step 1 of 4}

Tame:* Is-terra_vpn

Faint to Poink WPM 13-1an-2013 15:05:23

Description:

IPSec Technaology:™  |(3EE Mg izkr=1e

IKE Version: JIKE w1 |

s

Internet

Frotected Network Protected Network

Back Mext Fimist Cancel Help

PucyHok 7

C-Teppa LUnto3
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BbibepuTe ycTporcTBa, Mexay KoTopbiMu ByaeT co3aaBaTbhCd 3aliuiieHHoe coeamHeHue (PucyHok
8).

|_|0MeCTVITe, MCNoJib3yA KHOMKY >>, GW1 B none Peer One, a GW2 B Nofne Peer Two. Haxxmute
Next.

Create Point to Point ¥PN - Deyice Selection (Step 2 of 4)

Paink to Poink

fyailable Devices:

Filter : |- none - j

E|l:j Device Groups
(5 Department

=2 Peer COne:

<< | S

=2 Peer Two:

2 | |3 Guez

Back | Mext I Frimish Cancel Help

PucyHok 8
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3atem ans Kaxagoro yCTpoucTBa oTpeaakTupynte napameTpbl coeauHeHust (PucyHok 9). Beibepute

yCTpOI7ICTBO N HaOXMUTE NpaByr KHOMKY MbILIX UIMN 3HAYO0K ﬁl BHM3Y OKHa.

Create Point to Point ¥PN - End Points {Step 3 of 4)
¥ Filter: (-- nong --)

Device 7' WPM Interface Protected Metw
Internal
External Internal

Edit Row...
Kl M
4
Shows |InterFace Roles Only ;I
Back | Mext I Finish Cancel Help

PucyHok 9
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B okHe Edit Endpoints for Device GW1 (PucyHok 10) Bo Bknagke VPN Interface gns

nons VPN Interface HaXMWUTE KHOMKY Select. B oTKpbiBLEMCH OkHe Interface Selector

BblOepuTe FastEthernet0/0.

YcTaHoBUTE NepekntodaTenb Peer IP Address B MOMOXeHMe VPN Interface IP Address.

Edit Endpoints for Device: GW1 [ X|

WPM Interface | Probected Metworks |

WPM Inkerface:® IExternaI

~Local Peer IPSec Termination

& YPN Intetface IP Address

Local Peer IPSec Termination: ¢ IP Address: I
1P Address of Another Existing Interface to Be Used as Local Address: I Select, I

~Dial Backup Settings
[~ Enable Backup

Dialer Interface: I Seleck. . |
Brimaty. Hext Hap I Address: I Select, ,, |

If you de ot specify an IP address, the VPN interface name will be used,
This VPN inkerf ace must be point-fo-point or deplovment will fail,

Tracking IF &ddress: I Select, ,, |

If you de not specify an IP address, the pesr WEN interFace will be used,

Far dial kackup ko work properly, wou musk configurs the dialey inkerface settings
in the Dialer Policy page [Rlatform = Interfaces = Sethings = Dialer).

Aidvanced |

b

Frotected Network

(a4 Cancel Help

PucyHok 10

MepenanTe Ha BKkNagky Protected Networks (PucyHok 11) u BeibepuTe nHtepdenc ns
3almLiaeMon ceTu:

ans Protected Networks ykaxunte FastEthernet0/1.

C-Teppa LUnto3 Copyright © S-Terra CSP 2003 -2014
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Edit Endpoints for Device: GW1 E
WPM Interface | Prokected Metworks
Available Protected Metworks Selected Protected Networks

[=+{_ ] Roat L] FastEthernet0f1
[:| Interface Roles
[:| Protected Metwarks

7] Access Contral Lists

i

=

1

Frotected Network

(a4 I Cancel Help

PucyHok 11

MoeTopunTe Npouedypy No BbIGOPY WNdPYIOLWMX U 3alyaemMblX UHTepdeicos ans wrosa GW1.

Mony4yeHHbIN pe3ynbTaT NokasaH Ha PucyHok 12.
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Create Point to Point ¥YPN - End Points (Step 3 of 4)
¥ Filker: {-- none --

Rale | Device 7 1I ¥PM Interface | Protected MNetw
Peer GWwl FastEthernat0fo FastEthernetd)1
Peer GW2 FastEthernat0fo FastEthernetd)1
Kl | 0

Vi
Show: |Interface Roles Only LI
Back | Mext I Finish Cancel Help

PucyHok 12
Haxmute KHonKy Finish.

[anee nepengem k HacTpouke IKE nonutuku.

Hactpouka IKE nonutuku

B okHe Site-to-Site VPN Manager B MaHene crnesa B pasgene Policies Bbibepute IKE
Proposal. [Ansa Bblbopa 3HaveHus Ikevl Proposals HaxmuTe KHOMKy Select (PucyHok 13).
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## Site-To-Site VPN Manager

¥PNs EI zl EI | VPN: s-terra_vpn Policy: IKE Proposal

Paolicy Assigned: -- local -- Assigned To: this VPN

|»

Ikevl Proposals 1_sha_3des_dhS_5

Policies

S 1HE Proposal Tkev2 Proposals® I Select... |

o B IPSec Proposal

B Peers

B IKEw1 Preshared Key

D IKEv1 Public Key Infrastructure
[ IKEvz Authentication

i [ PN Global Settings

[ (=] PN Summary e

4 I_IJ

-
3
| |_’| Save

Close | Help |

PucyHok 13

B nosBuBLIEMCS OKHe IKE Proposal Selector (PUCYHOK 14) HOXMWUTE HA KHOMKY «+».

B okHe Add IKEv1l Proposal HacTponte napameTpbl IKE nonuTtukun: Beibepute anroputmbl
WwndpoBaHusa N ayTeHTUdMKauum; metog ayteHTndukaumm; rpynny Diffie-Hellman; yctraHosuTe
Bpems xn3Hu SA (PucyHok 15):

e u3cnucka Encryption Algorithm Bbibepute 3HayeHue des, koTopoe byaet
MHTepnpeTupoBaTbcsa S-Terra Gate kak anroputm wndppoanms FOCT 28147-89;

e wu3cnucka Hash Algorithm BblbepuTe 3HadeHne MDS5, koTopoe ByaeT
UHTepnpeTupoBaTbcsa S-Terra Gate kak anroputm xewunpoBaHua FOCT P 34.11-94;

e yKaxuTe Modulus Group — 2 (VKO GOST R 34.10-2001);
e 3apanTe 3HayeHue Lifetime — 3600 cek;
e wu3cnucka Authentication Method Bblibepute Certificate.

HaxmuTe OK. B okHe IKE Proposal Selector (PucyHok 14) BbibepuTe co3gaHHbin IKE
Proposal.

B okHe Site-to-Site VPN Manager HaXMuUTe Save U nepenguTe K HacTporke IPSec nonuTuku.

C-Teppa LUnto3 Copyright © S-Terra CSP 2003 -2014 23



Hactpoiika ¢ nomowbo CSM

IKE Proposals Selector

Available IKE Proposals:

Filker : IName doesn't conkain ... ﬂ

-?@ cert_sha_3des_dhz_130

-ﬁ; cert_sha_3des_dhS_120

ﬁ% cert_sha_aes128_dhz2_150
-ﬂ; cert_sha_ses19Z_dhz_110
ﬁ% cert_sha_aes256_dhz_100
-?@ cert_sha_aesz56_dhs_90

-ﬁ; preshared_mdS_3des_dhz_20
-?@ preshared_mdS_3des_dhS_40
-ﬁ; preshared_mdS_3des_dh7_30
fs%; preshared_mds_des_dhl

-ﬂ; preshared_mdS_des_dh7_&0
ﬁ% preshared_sha_3des_dhz_10
.?é'; preshared_sha_3des_dhS 5
-ﬁ; preshared_sha_aes128_dhZ_50
fs_’;, preshared_sha_aes128_dhs
-ﬁ; preshared_sha_aes256_dhz_70
-ﬁ; preshared_sha_des_dhs_160

Selected:
Icert_mdS_Sdes_th_BD

4

Ok I Cancel | Help

PucyHok 14

&= Add IKE¥1 Proposal

Mame:* qosk_ike

=
Descripkion:

Priority: I

Encryption Algorithm:* I des ;I
Hash Algorithm: * I MDS ;I
Modulus Group:* I z ;I
Lifietime:* |as400 sec,

Authentication Method:* I Certificate ;I

IF vou d not spedify & priovicy, & number will be assigned,

Cateqory: I ;I

K, I Zancel | Help

PucyHok 15
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Hactpowka IPSec nonutuku

B okHe Site-to-Site VPN Manager B NaHerse crneBa B pa3gene Policies BbibepuTe IPSec
Proposal.

B nosienewemMcst okHe (PucyHok 16) yctaHoBuTE:

e (pnaxok Enable Ikel;

e ILifetime — 3600 cek.;

e Lifetime — 4608000 kbytes;

e Reverse Route — Standard.

YTto6bl BbiOpaTb Transform Set HaXMWUTE KHOMKY Select.

# site-To-Site YPN Manager

VENs EIZIE”

VFPN: s-terra_vpn
Policy Assigned: -- local --

Policy: IPSec Proposal
Assigned To: this VPN

Policies

- B IKE Proposal
i B IPSec Proposal
B Peers

B IKEw1 Preshared key

{7 IKEv2 Authentication
[ ¥PN Global Settings
- B WP Summary

D IKEw1 Public Key Infrastructure

|V Enable Tkewl ™ Enable Tkeva!

Transform Seks:*

tunnel_3des_sha

I Enable Perfect Forward Secrecy

I 1 - l
Lifetime (sec): I36DD
Lifetime (kbytes): |4608000

I~ QoS Preclassify (Routers except 76000

Reverse Route (PIX7.0, ASA, IOS) IStandard Vl

1- ASA 8.4 onwards

Seleck,.. |

_‘I I'I Save I
Close | Help |
PucyHok 16
MosiBUTCA OKHO IPSec IKEv1 Transform Sets Selector (PucyHok 17). B none Selected
IPSec IKEvl Transform Sets ycTaHOBWTE Habop npeobpas3oBaHui tunnel des md5.
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IPSec IKE¥1 Transform Sets Selector

Bvailable IPSec IKEY1 Transform Sets: Selected IPSec IKEv] Transform Sets:

Filter : THame I

% tunnel_des_mdS
% transport_3des_sha

% transport_des_mds
% tunnel_sdes

,% tunnel_3des_mdS
% tunnel_3des_sha
% tunnel_aes128_sha
% tunnel_aeszSe_sha
ey tunnel_des_sha

24 2

0K Cancel Help

PucyHok 17

B okHe Site-to-Site VPN Manager HaXmuTe Save.
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VPN Summary

B okHe Site-to-Site VPN Manager B naHerne cnesa B pasfgene Policies Bbibepute VPN
Summary. 34€eCb MOXHO MOCMOTPETb OCHOBHbIE YCTaHOBIeHHble VPN napameTpbl (PUcyHok 18)

# Site-To-Site YPN Manager

VPN: s-terra_vpn
Paolicy Assigned: -- local --

Az

Palicy: VPN Sumimary
Assigned To: this VPN

Marmne:
Technology:

Type:

Descripkion:

Peer #1:

Peer #2:

Policies
IKE Proposal:

+ (=] IKE Prapasal

; 5] 1PSec Propasal

D Peers

D IKEw1 Preshared Kew

D IKEw1 Public Key Infrastructure
{77 KEw2 Authentication

Settings

Transform Sets:

Preshared Key:

ary

Public Key Infrastructure:

|s—terra_vpn

IReguIar IPSec

Paint to Paint

Foint to Point YPM 13-1an-2013 18:12:57

w1

jawz

Authentication: Certificate
Hash: MDS, Encryption: des
DH Group: 2, Lifetime: 86400

Itunnel_des_mds

|Disabled

Close | Help |

PucyHok 18

Bonee nogpobHO NOCMOTPETL CO3AaHHYI0 KOH(PMIrypauno MOXHO MO KOMaHge MeHto Tools ->

Preview Configuration.

B okHe Site-to-Site VPN Manager Haxmute Close W, YTOObI COXpPaHUTbL BHECEHHbLIE
M3MEHEHWS, B MEHIO HA BEPXHEN NaHenun Haxxmute Tickets -> Submit Ticket.

HacTtponka rnobanbHbIX napameTpoB

Ha BerHeVI naHenun HaxmuTe Device, cnesBa B pa3gene Devices Bbl6epI/ITe W03 6e3onacHocCTH,

B pa3gerne Policies pa3BepHUTe Remote Access VPN > Global Settings (PucyHok 19).

Bo Bknagke ISAKMP/IPSec Settings YCTaHOBUTE 3HaYeHWe napameTpa Identity* B

Distinguished Name.

Mpopenavite aHanorM4Hyro onepauuno onda BToporo Lwk3a 6esonacHocTu.

YTo6bl COXpaHUTb BHECEHHbBIE U3MEHEHUS, B MEHIO HA BEPXHEW NaHenu HaxmuTe Tickets -> Submit

Ticket.
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B Cisco Security Manager - Configuration Manager - admin Connected to 'win-d9lcuudr8pF - Ticket: admin_14.Jan.2013_10.56.11

File Edit Wiew Policy Map Manage Tools Tickets Launch  Help adrin 14.1an.2013 Iil% [l
bl = nin

_EI Map [5] Falicy [&] Palicy Bundle 20 R e S @ i 2, Search Al Categories cisco

Devices il EI | Device: GW1 Policy: Global Settings
Policy Assigned: -- local -- Assigned To: local device
Filker : I-- none -- VI

- Department

ISAKMP/IPSec Settings | MAT Settings | General Settings

ISAKMP Setkings

[ Enable keepalive

IID S8,

—

I™ Perindic (Routers except 7600)

™ Infinite (456 Gl

Identity:* Distinguished. .. vl
Policies
SA Requests System Limit (Roukers excepk 76007
[#-Firewal
D AT 54 Requests System Threshald (I05): 75 %o
[} Site to Site WP [PSer Settings
E-Remote Access YPM o
+- 7] ConFiguration Wizard I”" Enable Lifetime
_ feon s
. |4EDBDDD kbytes
EHIPSec VPN
P D IKE Proposal Zauth Timeout (I0S5): 5 sec,
[ ] 1PSec Proposal (105/Pix
D Hioh fvailabilty [~ |Enable IPS ia & E(PIAE. 3, PIA7.0, ASH
[ User Groups (105{Pix 6. il [F Jac ia Sygugt (RIS, 9, A58)
e [7] 550 wPM
[#-Interfaces
[#-Platform
D FlexConfigs

- |2 N
PucyHok 19

[NlocTaBka KoHurypauum Ha yCTPOUCTBO

B meHto Ha BepxHel naHenu BbibepuTe File -> Deploy.... Byget npeanoxeHo BbibpaTh YCTPOMCTBA,
Ha KoTopble OyaAeT JocTaBnATLCA KOHUrypauns. CSM aBToMaTU4ecKkn onpeaenseT yCTPONCTBa,
Ansi KOTOpbIX ObINKM caenaHbl U3MEHEHWs!, HO KOHGUIypaLms Ha KOTopble He Obina 3arpyxeHa.

OTtmeTbTe go6aBMneHHbIE LWM3bl U HAXMUTE Deploy.
BygeT BbinonHeHa NonbiTKa 3arpy3vTb KOHUIypaLmMIo Ha yCTPONCTBO. Ecnu koHdwurypaums 6yget

AOCTaBrneHa Ha yCTPOMCTBO YCMELLHO, TO BblAaeTCca COOTBETCTBYOLWee coobueHne (PucyHok 20), B
cny4vae Heygauum — 6yaeT BbigaHo coobuyeHne o6 owwmnbke.
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[&) Deployment Status Details for deployment started by admin at Sun Jan 13 17:27:14 GST 2013
Deployment Status Details

Skatus: Deploved (2 out of 2 devices completed. )
Deployment Job Mame: admin_job_2013-01-13 17:27: 14,148
Devices To Be Deployed: z

Devices Deployed Successfully: 2

Devices Deployed With Errors: i

Deployment Details (2/2 loaded)

Device Skakus Summary Method Config Transcripk Last Ticketis)
SUCCEEDED ﬁ Warning: 1 Device ey ey admin_12.1an.2013

W2 SICCEEDED [ warming: 1 Device o D adrnin_12.3am.2013_1
Messages I Severiby I peseiption
ot of Band Charms: CLT Task For GYW1 started at 13-1an-2013 1712716 G3T
e Task For GW1 ended at 13-Jan-2013 17:27:24 GST

Deployment Log

Action

Generate Report | Refresh Abark Close Help

PucyHok 20

MpoBepka paboTocnocobHOCTM CTeHAa
Mocne Toro, kak BCe HAaCTPOWMKWN 3aBepLUEHbI, MHULMUPYATE CO3AaHMe 3aLLUMLLLEHHOrO COeAVNHEHNS.
Ha Host1 BbinonHuTE kOMaHAay:

ping 192.168.0.10

PING 192.168.0.10 (192.168.0.10): 56 data bytes

64 bytes from 192.168.0.10: icmp_seq=0 ttl=61 time=1201.3 ms

64 bytes from 192.168.0.10: icmp_seq=1 ttI=61 time=2.8 ms

64 bytes from 192.168.0.10: icmp_seq=2 ttI=61 time=1.3 ms

64 bytes from 192.168.0.10: icmp_seq=3 ttI=61 time=1.6 ms

B pesynbTaTe BbINOMHEHUSA 3TOW KOMaHAbl mexay ycTponctBamu GW1 n GW2 6ygeTt ycTtaHoOBMEH
VPN TyHHenb.

Y6eaoutbcsa B 3TOM MOXHO, BbINOSNHMB Ha ycTponctee GW1 koMaHAay:
[root@GW1 /]# sa_mgr show

ISAKMP sessions: 0 initiated, O responded

ISAKMP connections:
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Num Conn-id (Remote Addr,Port)-(Local Addr,Port) State Sent Rcvd
118 (192.168.13.78,500)-(192.168.13.112,500) active 1759 1715

IPsec connections:
Num Conn-id (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type Sent Rcvd
12(192.168.0.0-192.168.0.255,*)-(192.168.1.0-192.168.1.255,%) * ESP tunn 176 176

CornacHo co3gaHHow nonuTtuke 6esonacHocTy Becb Tpaduk mexay cetssimm SN1 u SN2 6yaet
3awwmndposaH. MNMpoxoxaeHne octaneHoro Tpadguka 6yaeT paspeLleHo, HO 3almaThes
wndgpoBaHneM He byaer.
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[punoxeHue

TekcT cisco-like koHdurypauum gna ycrpoucrsa GW1

|
version 12.4
no service password-encryption
!
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp keepalive 10
username cscons privilege 15 password 0 csp
hostname GW1
enable password csp
ip domain name s-terra
!
crypto isakmp policy 31
hash md5
encr des
group 2
I
crypto ipsec transform-set CSM_TS_1 esp-des esp-md5-hmac
!
ip access-list extended CSM_IPSEC_ACL_1
permit ip 192.168.1.0 0.0.0.255 192.168.0.0 0.0.0.255
!
crypto map CSM_CME_FastEthernet0/0 2 ipsec-isakmp
match address CSM_IPSEC_ACL _1
set transform-set CSM_TS_1
set peer 192.168.13.78
reverse-route
!
interface FastEthernet0/0
ip address 192.168.13.112 255.255.255.0
crypto map CSM_CME_FastEthernet0/0
!
interface FastEthernet0/1
ip address 192.168.1.5 255.255.255.0
|

ip route 0.0.0.0 0.0.0.0 192.168.13.15
!
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crypto pki trustpoint s-terra_technological_trustpoint

revocation-check none

crypto pki certificate chain s-terra_technological_trustpoint

certificate 50DB2211454963AC4DA770AC855D607E
3082028A30820239A003020102021050DB2211454963AC4DA770AC855D607E30

F6A3D58BA218B621D2B6F403477F
quit

end

TekcT cisco-like kondpurypauum gns ycrporcresa GW2

|
version 12.4

no service password-encryption

!

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp keepalive 10

username cscons privilege 15 password 0 csp
hostname GW2

enable password csp

ip domain name s-terra

!

crypto isakmp policy 36

hash md5

encr des

group 2

!

crypto ipsec transform-set CSM_TS_1 esp-des esp-md5-hmac
!

ip access-list extended CSM_IPSEC_ACL_1

permit ip 192.168.0.0 0.0.0.255 192.168.1.0 0.0.0.255
|

]

crypto map CSM_CME_FastEthernet0/0 1 ipsec-isakmp
match address CSM_IPSEC_ACL 1
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set transform-set CSM_TS 1

set peer 192.168.13.112

reverse-route

!

interface FastEthernet0/0

ip address 192.168.13.78 255.255.255.0

crypto map CSM_CME_ FastEthernet0/0

!

interface FastEthernet0/1

ip address 192.168.0.5 255.255.255.0

!

ip route 0.0.0.0 0.0.0.0 192.168.13.15

!

crypto pki trustpoint s-terra_technological_trustpoint
revocation-check none

crypto pki certificate chain s-terra_technological_trustpoint
certificate 50DB2211454963AC4DA770AC855D607E
3082028A30820239A003020102021050DB2211454963AC4DA770AC855D607E30

F6A3D58BA218B621D2B6F403477F
quit

End
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